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BY OTHER MEANS
PART II: ADAPTING TO COMPETE IN THE GRAY ZONE

Warning for the Gray Zone
by Lindsey Sheppard and Matthew Conklin

I dentifying and assessing the true nature of gray 
zone threats is intrinsically the intelligence mis-
sion, guided by the policy priorities set at the 

national level.1  Gray zone campaigns are challenging 
given that warning requires detection of a weak signal 
through global noise and across threat vectors and 
regional boundaries. Such activity exists below the 
threshold of armed conflict but within the bounds of 
competition, obscuring intent, capability, and impact. 
Gray zone activity is most effective when malign ac-
tivity is executed within legal boundaries so as not to 
set off any alarms or cross traditional warning trigger 
points, further weakening the signal.2 Thus, warning in 
the gray zone means identifying and assessing new pat-
terns throughout new sources of data.

This paper will discuss how intelligence, and particular-
ly geospatial intelligence, can be collected, analyzed, and 
applied to better identify and enable the United States 
to anticipate and respond to gray zone challenges. It 
details past examples in which the United States effec-
tively applied tools to monitor and respond to gray zone 
challenges.  Key examples highlighted include China’s 
reef dredging in the South China Sea and Russia’s use 
of non-uniformed combatants in Ukraine.  Interviews 
with representatives from the private sector, govern-
ment agencies, and nonprofit organizations contextu-
alize these examples.

Attributes of Warning

The need to assess the threat and proactively compete 
in the gray zone shapes how, when, and where a tool or 
set of tools is used. That is, providing mission value is 
the core guiding principle in adapting the concept of 
warning, policy, and intelligence processes to drive an 
actionable product. However, the type of information 
needed for gray zone warning is often different from 
traditional concepts of warning. Many warning prob-
lems are often tied to the use of force. When the order 
of battle is known, such as intent indicated by force mo-
bilization in armed conflict, warning indicators provide 
a path to an expected future state or outcome. While 
uncertainty and questions of confidence have always 

been a staple of warnings and indicators, competing in 
the gray zone brings a new “order of battle” through 
competition in political, economic, energy, cyber, 
space, and information domains. As the United States 
increasingly finds itself confronting foreign threats in 
each of these spaces, policymakers will need to define 
new red lines, trigger points, and timelines. Critically, 
political and military leaders will need to sort through 
unprecedented amounts of intelligence to determine 
how to counter gray zone activities. As intelligence 
scholar Aaron Brantly describes, “Virtually every form 
of Technical Intelligence from SIGINT, MASINT, and 
IMINT (now GEOINT) to include the emerging fields 
of CYBINT and SOCINT (Social Media Intelligence) 
are expanding at near exponential rates. The signal to 
noise ratio within this data is very low, and vast collec-
tions of data make analysis extremely difficult.”3

The overarching challenge finding the signal through the 
noise is posed by three interconnected gray zone ele-
ments: temporality, attribution, and intent. First, gray zone 
threats are temporal in nature. The nature of gray zone 
threats truly requires a “big picture view” over long times-
cales and across regions and functional topics. Identifying 
gray zone activity involves pattern identification. On their 
own, individual events are difficult to distinguish from 
one-off actions, statecraft, or diplomacy. This means that 
classifying an aggressive activity as gray zone is dependent 
on and informed by the analysis of aggregated data over 
a specified time period. For example, a seemingly routine 
diplomatic visit by a Russian official to a European capi-
tal might not be enough to raise suspicion about Russia’s 
potentially malign interests in the country. Yet, if that in-
stance of diplomatic activity is part of a larger trend or is 
the first visit of a broader pattern of future visits with simi-
lar characteristics, such as coercive economic dealmaking, 
diplomatic activity could be analyzed as a metric of gray 
zone behavior. Heather Conley, author of Kremlin Playbook 
2: The Enablers, describes how Russia has strategically ex-
tended its coercive influence through financial and politi-
cal networks over the years:

Austria, by cultivating its posture as a space between 
East and West, has exploited its unique position to 
make itself a crucial hub for Russian investments in 
Europe over the past fifteen years. It has attracted the 
presence and riches of many of the former Soviet Union 
party and secret service apparatchiks-turned-busi-
nessmen. Under the current chancellor, Sebastian 
Kurz, the Austrian government has protected and 
grown its economic relationship with Moscow. Chan-
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cellor Kurz visited Moscow in March 2018, and Vlad-
imir Putin made his first post-reelection European 
visit to Vienna in June of the same year.4

The temporality of gray zone threats requires the syn-
thesis of observation with contextual understanding 
early in the identification and assessment process. 
Even rapidly advancing techniques, such as machine 
learning, are not well tailored to produce the necessary 
insight from time series data without the contextual 
knowledge and awareness of a human analyst. While 
machine learning may find the otherwise impossible to 
find insights and patterns, the human must make sense 
of whether that is a fair pattern worth exploration.5 
However, given the dual needs of temporal assessment, 
the promise of geospatial analysis is rooted in the “sig-
nal over time” nature of consistent earth observation. 
Earth observation provides one mechanism for ad-
dressing the time series element of certain activities to 
normalize variance by sampling a target area or region 
over time that may then be enriched with other sources 
of information. Capturing the temporal nature of gray 
zone activities provides one means to build a clearer 
picture around attribution and intent once HUMINT or 
SIGINT have directed the target region for observation. 
We will discuss in later sections how the availability and 
sophistication of commercial geospatial capability pro-
vides a means for addressing the need for high-quality 
imagery to assist the intelligence analysis process.

Second, attribution of an activity to an actor serves both 
to enable policy and operational decisions as well as 
public attribution. In support of policy and operational 
decisions, attribution often comes at a cost. Requiring 
an “almost certain(ly)” or “nearly certain” analytic as-
sessment before acting costs time and analytic effort.6,7 
The cost of attribution for both policy and public pur-
poses is heightened by the fact that much of the data 
needed to inform historical pattern analyses of large 
quantities of cyber-related information is owned by pri-
vate companies.8 

Further, while direct observation enables attribution, 
direct observation of gray zone activity rarely occurs. 
Consider the example of Russia’s unidentified “little 
green men” in Crimea. While it was possible for analysts 
to infer from local commentary and on-the-ground re-
porting that the soldiers without insignia were Russian 
special forces, the judgment that Russia was covertly 
intervening in Ukraine involved contextualizing the 
presence of “little green men” within a larger trend pat-

tern of Russia’s strategic behavior. 

However, while the intelligence community has be-
come much better at attribution to inform policy de-
cisionmakers of gray zone activities, making that at-
tribution public is not the sole mechanism to deter 
adversaries that use gray zone tools.9 As mentioned in 
the 2019 Worldwide Threat Assessment, the growing 
commercial availability of advanced cyber capabilities 
contributes to the noise of unattributed cyber activities 
in which ambiguous gray zone behavior thrives.10

In some cases, the investment in human and techno-
logical resources needed to reach a confident claim 
of attribution can be prohibitive. Denied or restrict-
ed areas may entirely prevent direct observation 
by civilian or military personnel.14 Different units 
across the interagency maintain varying standards 
about the level of certainty needed to attribute gray 
zone activity to a foreign state. Across interagency 
units, the perception that 95 to 99 percent certainty 
in attribution is needed to authorize a U.S. response 
suggests an unrealistically high standard, especially 
in the dynamic and ambiguous context of the gray 
zone environment. Lessons learned from high con-
flict scenarios indicate that a lower threshold such 
as 80 percent certainty could be a suitable baseline 
for gray zone attribution. According to the ODNI: 
“No simple technical process or automated solution 
for determining responsibility for cyber operations 
exists. The painstaking work in many cases requires 
weeks or months of analyzing intelligence and foren-
sics to assess culpability.”15 

P ublic attribution may not be worthwhile in ev-
ery instance, and more efficient mechanisms 
may be needed to ensure an agile response 

while also pursuing approaches that allow for direct 
observation sooner.16 For example, although the Fed-
eral Bureau of Investigation (FBI) continues to release 
cyber advisory warnings to industry partners that at-
tribute malign activity to North Korean cyber agents, 
the advisories state that such attribution is unlikely to 
deter future cyber operations.17 “In conceding that at-
tribution will not change North Korea’s calculus in cy-
ber space,” writes Sean Lyngaas, “the FBI is reiterating 
what is widely recognized in the cybersecurity industry: 
that Kim Jong Un’s regime is too brazen to care about 
being called out for its hacking.”18

Third, the challenges associated with temporality and 
attribution directly influence the judgement of adver-
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Cyber Attribution

The weak signal nature of gray zone 
activity presents challenges for attri-
bution. As an example, the 2018 Office 
of the Director of National Intelligence 
(ODNI) Guide to Cyber Attribution 
addresses the difficulties of (cyber) 
attribution for policy and operational 
purposes: 

Establishing attribution for cyber opera-
tions is difficult but not impossible. No 
simple technical process or automated 
solution for determining responsibility 
for cyber operations exists. The pains-
taking work in many cases requires 
weeks or months of analyzing intelli-
gence and forensics to assess culpabili-
ty. In some instances, the [intelligence 
community] can establish cyber attribu-
tion within hours of an incident, but the 
accuracy and confidence of the attri-
bution will vary depending on available 
data.11

The ODNI report goes on to say: “The 
three primary indicators are tradecraft, 
infrastructure, malware, and intent. We 
also rely on indicators from external 
sources, such as open-source reports 
from the private cybersecurity firms.”12 
Nonetheless, when the government 
does decide to publicly attribute a cy-
berattack to a foreign power, there is lit-
tle evidence that denouncing a country 
that uses gray zone tactics will achieve 
the desired deterrent effect.13 

sarial intent to conduct gray zone activity. Indeed, the 
purpose of countering gray zone threats is to deter an 
adversary from fulfilling its intent to act. Yet, making 
a determination about actor intent is a purely retro-
spective assessment based on the collective analysis 
of various indicators. While attribution is one piece of 
the puzzle, closing the space around intent often means 
synthesizing multiple relevant indicators and warnings, 
including the state’s geopolitical ambitions, military 
ties, trade and investment, level of corruption, and me-
dia landscape, among others. 

The process of characterizing adversarial intent is il-
lustrated in the case of China’s reef dredging in the 
South China Sea, where geospatial imagery revealed 
that Chinese vessels were building islands in contest-
ed waters. Publication of these findings brought pres-
sure on the Chinese government to respond to inter-
national questioning. Consequently, China’s official 
statement in response was widely interpreted as ev-
idence of the government’s expansionary ambitions. 
This response is an example of the U.S. reliance on 
“naming and shaming” adversaries that use gray zone 
tools as a deterrence technique. It is important to note 
that the applicability of the traditional indicators and 
warning metrics depends on the local environment. 
For example, among some military analysts, indica-
tors and warnings are thought to be less applicable 
to maritime gray zone activity. Instead, qualitative 
measures may be more useful for policymakers in the 
maritime domain.19 According to intelligence studies 
scholar James Wirtz, one such example would be the 
observable effects generated by a military’s decision 
to mobilize forces on a large scale. “The movement 
of forces from a day alert to a generated alert status,” 
Wirtz writes, “often creates a string of observable ac-
tions that can be detected by the collection efforts of 
oppositional intelligence agencies.”20

As two notable examples of gray zone activity, Chi-
na’s reef dredging in the South China Sea and Rus-
sia’s military intervention in Crimea highlight the 
various challenges inherent in the three themes of 
temporality, attribution, and intent. Chinese and 
Russian objectives and execution differed in these 
cases, but their tactics—leveraging ambiguity to de-
lay response and ensuring that their activities fall 
short of direct conflict with the United States or re-
gional countries—are largely the same, underscoring 
the presence of a persistent dilemma for U.S. policy-
makers and operators.
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Challenges and Constraints
Adapting to the challenges of gray zone warning re-
quires addressing constraints within both policy and 
intelligence processes. The constantly shifting and am-
biguous nature of gray zone threats exposes vulnerabil-
ities in the U.S. toolkit. For example, the applicabili-
ty of geospatial data to predicting emerging gray zone 
threats assumes that geospatial imagery of the specific 
region is strategically important to the gray zone mis-
sion. In other words, for the United States to excel in 
the gray zone, it must first know what it is looking for. It 
is therefore crucial for defense and foreign policy prac-
titioners to apply a shared analytical framework—or 
common threat picture—to identify, analyze, and re-
spond to gray zone threats. However, process flow, lack 
of communication, unclear policy direction, and struc-
tural silos are barriers to cohesive interagency coordi-
nation and shared threat assessments and priorities.21

Policy Challenges and Constraints

Through gray zone activities, actors seek to gradually 
change the competition environment. This incremental 
approach to competition often resembles the “boiling 
frog” fable, resulting in the United States acclimatizing 
to a new normal. This poses challenges to warning over 
long-simmering timeframes and across sectoral bound-
aries. When addressing gradual or incremental changes 
in the competition environment, the United States of-
ten confronts competing priorities in near-term gains 
versus long-term strategy goals or threats within a po-
litical structure that favors the near-term. Particularly 
when legal boundaries are not clearly violated, discern-
ing the true nature of gray zone activity as well as the 
appropriate response similarly puts the near-term and 
long-term at odds, while also crossing public-private 
and foreign and domestic policy boundaries. Economic 
gray zone activity by China demonstrates the challenges 
of resolving near-term priorities with the recognition of 
a long-term campaign; addressing Chinese intellectual 
property theft, the Belt and Road Initiative, and growing 
dominance in the telecommunication market risks up-
setting the balance of trade and other existing relations. 
When responses are undertaken, a gap exists in policy 
and process between U.S. strategic intent to compete in 
the gray zone—as articulated through the National Se-
curity Strategy and the National Defense Strategy—and 
the plans, tasks, and activities that various U.S. govern-
ment organizations are undertaking. As a result, U.S. 
efforts may be uncoordinated and stove-piped and may 

miss opportunities to be proactive. The result is unclear 
prioritization and resource allocation for driving intelli-
gence prioritization, collection, and analysis.

While timely and meaningful analysis of gray zone ac-
tivities means the intelligence community must utilize 
new sources and methods, the process of addressing 
these collection needs can be accelerated when there 
is a clear policy priority. Problem prioritization can be 
a strong driver of maturing analytic methods. In the 
absence of clear policy prioritization along the chain 
of command, however, elements across the interagen-
cy tend to remain in their familiar context and prob-
lem-specific domain. While the post-9/11 dominance of 
the counterterrorism mission incentivized interagency 
units to justify their relevance in terms of combating 
terrorism, the centrality of a single mission highlights 
the need for leadership at the management level of the 
national security enterprise. While the counterterror-
ism mission was elevated to functional management to 
address similar challenges, for instance, it is at present 
less clear how agencies should compete in the gray zone.

Intelligence Process Challenges and Constraints

Gray zone campaigns challenge the intelligence com-
munity’s organizational structure as well as tried and 
true processes. Effectively addressing the gray zone 
through the intelligence process necessitates adapting 
the existing practices and processes to the nature of 
the activity. New data requires new sources, methods, 
and collection. Evidence of gray zone campaigns often 
exists in open-source environments or within the pri-
vate sector. Particularly in the case of economic war-
fare, the intelligence community is not well positioned 
to assess activity. The collection infrastructure built up 
during the Cold War, designed to siphon state secrets 
over decades, is ill-suited to provide similar value in the 
economic gray zone.

Regardless of gray zone activity type, addressing the 
three gray zone warning elements—temporality, at-
tribution, and intent—requires data visualization, the 
fusing of multiple sources, and mechanisms to make a 
reasonable judgement in uncertain circumstances. No 
single intelligence method, source, or analytic package 
may completely solve this puzzle—each is one tool in 
the toolbox, the suite needed to provide mission val-
ue. The modality of the indicators inherently impacts 
the efficacy and applicability of a toolkit. For example, 
while geospatial data may provide a means for assessing 
indicators with geographic and time-based significance, 
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it requires other means to incorporate the relevant cul-
tural context. Without tailoring the tools and process 
to the nature of the threat, a generic toolkit is otherwise 
applied blindly. For cyber and related technical anal-
ysis in particular, it is easy to overemphasize a tool’s 
technological capabilities at the expense of the user’s 
relevant cultural knowledge. When making analytical 
inferences based on satellite imagery, it may be critical 
to incorporate local cultural knowledge about the geog-
raphy under examination.

Further, the guiding process itself must evolve around 
the sources, methods, and analytic techniques. Like the 
gray zone threat, the process must similarly be dynam-
ic. It must be flexible, adaptable, and iterative, and it 
should continuously experiment, test boundaries, and 
incorporate lessons learned to achieve outcomes. Pro-
cess and analysis must reach across single threat vec-
tors to look holistically across functional areas, tech-
nologies, and regions to surface the emergent issues 
to inform and shift resources. Moreover, for analysts 
to evaluate whether an activity under observation does 
in fact constitute gray zone behavior, they rely on an 
established set of classification types (e.g., people, ac-
tivities, and traits) that correspond with collection and 
analytic priorities detailed in strategic documents like 
the National Intelligence Priorities Framework.

U nfortunately, long-established processes are 
not sufficiently elastic to adapt to the different 
kinds of data and information. Collection em-

phasizes tried and true sources and methods, but miss-
es shifts toward open-source commercial research, de-
velopment, and innovation. To be sure, radar engineers 
or nuclear scientists still have access to important 
state secrets. However, capability is increasingly built 
in the open through publicly available data sets, algo-
rithms, and software. Further, the editorial structure 
of analysis may be well-suited for explaining the polit-
ical behaviors of an individual or country, but it is not 
well-suited to conveying or exploiting rapid computa-
tional advances requiring a technical background—a 
significant constraint in the Information Age. The pro-
cess to review and elevate analytic products may rely 
on regional silos, generic language for a broad audi-
ence, and a management structure unfamiliar and un-
easy with technical terms and concepts. For example, 
an analytic product assessing Chinese economic activ-
ity in telecommunications and semiconductors crosses 
regional boundaries and requires an understanding of 
next generation telecommunication infrastructure, a 

complex technical topic. Restricting analysis to one re-
gion and excluding the engineering nuance to increase 
accessibility to a general audience paints only one part 
of the larger, richer picture required to bring the gray 
zone campaign into focus. 

Further, it may be difficult for GEOINT or SIGINT an-
alysts to know what they are observing is a priority—
or more importantly if it might be salient to an incip-
ient gray zone threat—because the analysts detecting 
change on the ground are not always privy to the high-
er-level discussions between the Director of National 
Intelligence, Defense Intelligence Agency (DIA), or the 
Central Intelligence Agency (CIA) that establish col-
lection and analytic priorities. This challenge relates 
to the inherent obstacle of collection lag time in the 
intelligence cycle. If analysts do not have the assets 
they need, analysts need the ability to take initiative in 
thinking what relevant assets and resources could as-
sist their mission and how to obtain them. In light of 
this, it is important for analysts to know what they are 
looking for if the United States is to mount a credible 
response to gray zone threats and to be able to fuse in-
telligence across sectors and agencies.

Global Trends Constraining Gray Zone Warning

The increasing utility of competition below the thresh-
old of armed conflict is amplified by global technology 
trends. The globalization of priority technology means 
that adversaries, allies, and partners alike have easy ac-
cess to highly capable, relatively affordable technology. 
While the United States strives to maintain a persistent 
technical advantage, other states are building more ro-
bust and diverse technology portfolios. While learning 
to adapt to the threat posed by gray zone adversaries, 
the United States must simultaneously strive to keep its 
lead on research and development and, perhaps most 
importantly, deployment. The agility of gray zone threats 
requires a response that operates and evolves on similar 
time scales. Technology trends directly affect gray zone 
warning, as warning also requires new sources of data 
and new methods to find timely and meaningful indi-
cators. For example, the steady forward march of fifth 
generation (5G) wireless and the Internet of Things has 
strategic competitors facing off in regulatory and stan-
dards-setting bodies while free market economies con-
tend with aggressive semi-state-backed corporations. As 
nations exert influence in regulatory bodies, assessing 
the electromagnetic spectrum needs of wireless devices 
with spectrum allocation may reveal intent and expect-
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ed capability in a future with ubiquitous internet. In this 
instance, the gray zone signal is found through analysis 
of highly technical yet open source standards.

Meanwhile, further complicating a credible U.S. re-
sponse is the varying degrees to which allies and part-
ners perceive foreign adversaries as posing a gray zone 
threat. Actors and effects are entangled in economic 
and political structures, posing difficulties in identi-
fying problems. For example, variance across ally and 
partner perceptions of Russia’s gray zone activities or 
the transregional nature of Chinese economic coercion 
may impede a unified effort to track gray zone actions. 
Further, there is a growing uncertainty among foreign 
policy commentators about the degree to which future 
interallied gray zone responses will be possible due to 
disparities in common understanding of threatening 
activity and lack of strong national narratives on gray 
zone challenges. 

Finally, distrust between the private and public sector 
can undermine cooperation on gray zone warnings. Col-
laboration with the private sector requires rebuilding 
relationships between a national security enterprise and 
privately-sector innovation base that are deeply skep-
tical of one another. Positive engagement is critical to 
counteracting the damage from leaks and opaqueness 
of activity. For those entities actively willing to support 
the national security mission, coordination through 
non-traditional contracting mechanisms and active in-
vestment in application provides the necessary support 
to private-sector firms. However, active cooperation be-
tween public and private actors also requires highlight-
ing the risks now facing many companies in the global 
economic and security environments. While early 2019 
exposed questionable applications of facial recognition 
technology in China, it similarly brought to light the 
dangers facing U.S.-based entities who wish to conduct 
research and business in China. Microsoft Research 
Asia, a Beijing-based Microsoft research organization, 
faced scrutiny in April 2019 on its decision to partner 
with a Chinese military-run university for research in 
artificial intelligence (AI) that could further human 
rights abuses of the ethnic minority Uighur population 
in Xinjiang.22 Further, awareness of alleged sanctions vi-
olations by Huawei Technologies and ZTE Corp led the 
Massachusetts Institute of Technology to sever ties with 
the Chinese-based telecommunications firms.23  

Framework for Gray Zone Warning
The reality is that not every question worth answering 

has unlimited resources, and the fidelity of information 
is not consistent across all regions or functional areas. 
The availability of quality open-source information pro-
vides an opportunity to build products and analysis pri-
or to problem prioritization. As the value and availability 
of information has increased significantly, observation, 
attribution, and intent increasingly may be based on 
open-source information.24 In fact, commercially avail-
able open-source satellite imagery has provided an av-
enue for identifying and assessing gray zone campaigns 
and then aligning national resources to refine the under-
standing of events, attribution, and intent. 

One key criterion for gray zone warning frameworks is 
to integrate disparate sources of information into a cohesive, 
actionable product. Data visualization combining various 
sources of such information allows for the understand-
ing of broad sets of activity on an ongoing basis to sup-
port a reasoned assessment. Data analytics and visual-
ization evolved alongside the counterterrorism mission 
throughout U.S. involvement in the Middle East follow-
ing the events of September 11, 2001. While analysts 
early in the conflicts cobbled together their own inter-
faces and visualizations to layer the necessary informa-
tion, the mission value drove the creation of various 
data integration and visualization platforms. Geospa-
tial analysis is in similar early stages. Satellite imagery 
of North Korea’s nuclear test sites and previously un-
declared missile locations has brought GEOINT front 
and center to mainstream audiences. Open-source geo-
spatial information combined with additional sources 
provides an accessible mechanism to close the space 
around attribution and intent of adversary actions in 
the gray zone. According to a recent annual assessment 
of the GEOINT community: 

“The consumption of GEOINT data, products, and 
services should be self-service, because all produced 
intelligence, along with the source information that 
went into it, can be found on the platform. Operators 
would not need to wait for the finished report; they 
could just pull the raw information from the platform 
and filter for available GEOINT analytic reports.”25

Through a common information-integrated picture, all 
actors—ranging from multiple interagency entities to 
various U.S. allies and partners—could be on the same 
page before initiating both defensive and offensive gray 
zone approaches. Quickly integrated and widely-shared 
information enabled one of the most effective responses 
to gray zone action to date: the multinational response 
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by Western governments to the March 2018 Skripal poi-
soning attacks.26 Usefully, U.S. Southern Command is 
sharing best practices with other combatant commands 
on how it leverages analytic toolkits like the Joint Im-
provised Threat Defeat Organization’s VOLTRON suite 
to identify, monitor, and evaluate threats in their area 
of operations.27

Information integration tools provide an advantage to 
analysts with their capacity to make sense of seemingly 
disparate data points. Information integration and data 
visualization tools are especially effective ways to differ-
entiate the signal from the noise in complex, unfamiliar 
spaces conducive to gray zone activity. For example, in 
the domain of economic coercion, flows of foreign cap-
ital, particularly those from state-backed corporations, 
could be used to infer the science and technology prior-
ities of strategic competitors investing in firms abroad. 
Identifying which companies are offered even seem-
ingly small investments from state-affiliated entities 
is a nontrivial signal of the state’s strategic interests. 
Recently, researchers published an impressive online 
transparency platform that exemplifies the potential for 
open-source research to complement the government 
intelligence process. “Mapping China’s Tech Giants,” 
an initiative of the Australian Strategic Policy Institute, 
tracks the global expansion of 12 Chinese technology 
companies. The interactive map features an extensive 
database of information documenting China’s involve-
ment in overseas 5G networks, smart cities, and uni-
versity and research partnerships. Through bringing 
together disparate sources of information to reach a 
judgement of intent, the report’s authors conclude that 
Chinese internet and technology companies are not ex-
clusively commercial actors, due to the public-private 
ties with the Chinese Communist Party.28

Data integration tools help analysts understand who 
and what matters most to a gray zone operation area 
and why. For example, several years’ worth of satellite 
imagery could help determine the health of local crops. 
Combining imagery analysis with HUMINT cultural 
knowledge of interpersonal connections could be visu-
alized through lines of relation between people, activ-
ities, and economic information. These models could 
allow policymakers to conceptualize connections that 
were otherwise not readily apparent. The point is that 
combining HUMINT with GEOINT and SIGINT for a 
geographic area would assist the analyst and local oper-
ations in understanding a particular gray zone context.

A second key criteria of a gray zone warning framework 
is a feedback mechanism to close the action-reaction cycle. 
Feedback loops adapt to the culture and context of the 
threat activity. Intelligence observes and assesses; sep-
arate organizations execute action. A feedback mecha-
nism allows for the evaluation of how well the response 
is addressing the threat action and to adjust if neces-
sary. The gray zone threat is by definition adaptable and 
flexible, meaning feedback is necessary to adapt the re-
sponse accordingly. Once the product feedback loop is 
closed, U.S. interagency actors may become more pro-
active, as opposed to reactive, shifting the mindset from 
purely defense to driving the cycle through offense. 

Feedback throughout the action-reaction cycle must 
also occur within sustained, tailored activity. Infor-
mation operations demonstrate the necessity of con-
text-specific responses, rather than a “one size fits all” 
approach. As an example, Russian tactics in Serbia are 
not equivalent to Russian tactics in Ukraine. While 
Finland’s highly educated population and centralized 
whole-of-society defense make it resilient to Russian 
disinformation, state corruption in Ukraine and Geor-
gia present opportunities for malign disinformation 
tactics.29 Finland, ranked the third-least corrupt coun-
try in the world, is also less susceptible to Russian dis-
information compared to former Soviet states with 
large Russian-speaking populations. In other words, a 
country’s specific social, cultural, and political profile 
shapes which tactics the aggressor state will employ in 
the gray zone.30 While existing programs are tailored, 
the process of refining based on the cultural context 
must be improved. Further, current operations build in 
doctrinal vulnerability by deemphasizing the sustain-
ment: drop-offs or halts in proactive messaging create 
an information void that may then be filled by an ad-
versary. Incorporating feedback throughout a count-
er-disinformation campaign while also using persistent 
messaging—leveraging the realities of human cognitive 
biases—has demonstrated results in successfully pro-
tecting populations against disinformation. 

Finally, effective warning in the gray zone involves active 
cooperation, between allies and partners as well as pub-
lic and private actors. The combined response to the 
Russian attack on the Skripals in the United Kingdom 
demonstrates the efficacy of collective responses and 
actions from allies and partners. Best practices have 
arisen from coordinating responses with allies and part-
ners. Nordic partners on the front lines of Russian influ-
ence are well positioned to share toolkits and educate 
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politicians on countering and preparing their citizens 
for disinformation campaigns. The December 2018 in-
ternational condemnation of China’s cyber theft of sen-
sitive information from private companies and foreign 
governments required multilateral coordination and 
active cooperation. In cooperation with the U.S. indict-
ment of Chinese hackers, the UK National Cyber Secu-
rity Centre (NCSC) similarly attributed the illicit cyber 
activity to an organization affiliated with the Chinese 
Ministry of State Security.31 Earlier in 2017, the NCSC 
collaborated with private-sector companies to identify 
the Chinese hacker group and provide guidance to com-
panies on how to guard against the cyber threat. Mul-
tilateral coordination between governments victimized 
by China’s intellectual property theft—including U.S. 
allies such as Germany, Australia, Canada, and Japan—
enabled a strong multilateral condemnation by the in-
ternational community of China’s illicit behavior.

Technology is fast moving, particularly when function-
ality is based in software, and collaboration with pri-
vate entities allows for better awareness of and access 
to outside innovation. In the months following Russia’s 
2014 invasion of the Crimea, private-sector researchers 
demonstrated the potential of using open-source geo-
spatial data from social media to establish the identity 
and location of Russian soldiers in Ukraine. Belling-
cat—a research and investigative journalism organiza-
tion—and the Atlantic Council Digital Forensics Lab 
disseminated open-source research on Russia’s inter-
vention in Crimea for public consumption.32 According 
to one government agency, collaboration with think 
tank researchers on projects such as the CSIS Asia Mar-
itime Transparency Initiative represents the type of 
partnerships that can effectively raise public education 
about gray zone threats.

Successfully distinguishing the gray zone campaign sig-
nal through the global noise requires action through 
the entirety of the national security community. Adver-
sarial tactics to gradually change the security environ-
ment are advantaged by a system that is better suited to 
clear incursions and violations of boundaries, borders, 
and laws. Policy, process, and tools must all adapt and 
evolve to detect, discern, and act upon a new type of 
signal. The same global technology trends challenging 
the United States present opportunities to succeed in 
gray zone competition. Leadership in public- and pri-
vate-sector research, development, and innovation 
positions the United States to maintain the persistent 
technical advantage necessary for gray zone warning.
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