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Russia has failed to achieve most of its objectives in Ukraine because of poor military planning, significant logistical problems, low
combat readiness, and other deficiencies, which undermined Russian military effectiveness. These and other challenges—including
Ukrainian military efforts and Western aid—severely impacted Russian air, ground, cyber, and maritime operations. Russia’s
failures will force the Russian military to fundamentally rethink its training practices, organizational structure, culture, logistics,
recruitment and retention policies, and planning efforts. Nevertheless, Russia is still attempting a de facto annexation of parts of

eastern and southern URraine that it controls.

his analysis examines lessons from
Russian air, ground, cyber, and other
domains following Moscow’s February
2022 invasion of Ukraine. It asks: What
are some of the most important military
lessons from the first three months of
the war? What do these lessons suggest about the future
of the war? The assessment focuses predominantly on the
operational level of warfare, especially the planning and
conduct of the military campaign.! The operational level
links the tactical utilization of forces to strategic objectives
and includes such aspects as fire and maneuver, logistics,
intelligence, command and control, and planning.?

To answer the main questions, this analysis relied on
several types of information. One included collecting and
analyzing primary and secondary sources on the war,
including military and intelligence assessments from
Western countries. Another was a force disposition map
of the battlefield, in which CSIS analysts compiled and
assessed Russian and Ukrainian tactical and operational
activity. The final involved background interviews with
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Western government officials and other subject matter
experts. While the war in Ukraine is likely far from over,
this analysis comes to several initial conclusions.

First, the Russian military faced considerable logistics
challenges, in part because of poor training and planning.
During the Russian push to Kyiv in the early phase of the
war, for example, Russian ground forces faced massive
logistical and command and control challenges operating
in contested areas inside of Ukraine. Without access to rail
transport and with roads clogged with Russian vehicles,
Russian ground forces failed to move fuel, munitions, spare
parts, and other matériel quickly and efficiently to forward-
deployed units. Supply lines could not keep up with

the long combat pushes, and logistics vehicles were not
properly protected. The effectiveness of Russian long-range
strike—a key aspect of Russian military operations—was
also severely impacted by logistical challenges, including
an insufficient supply of precision-guided munitions.

Second, the Russian ground offensive appears to have been
planned and executed based on poor assumptions about
how the Ukrainian military—and the population—would
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respond, as well as how the West might react. Seizing

and holding territory was a major political objective of
Russian policymakers. But controlling territory in a foreign
country with a hostile Ukrainian population was deeply
problematic for the Russian military, particularly since the
conflict began to resemble a “people’s war.”? In addition,
Russian forces failed to effectively integrate combined
arms to seize and hold Ukrainian territory, including
coordination between land power, air power, and long-
range fires. The Russian invasion force was also far too
small to achieve its objectives and neglected to block
Ukraine’s western border and prevent the supply of foreign
weapons, systems, fuel, and other aid to Ukraine.

Third, Russian offensive cyber operations and electronic
warfare failed to blind Ukrainian command and

control efforts or threaten critical infrastructure for

a prolonged period. Russian military and intelligence
agencies conducted cyberattacks and utilized electronic
warfare against Ukrainian targets, including destructive
cyberattacks on hundreds of Ukrainian government and
critical infrastructure systems. But these attacks did not
notably impact the Ukrainian will or ability to fight or
communicate. Ukraine was able to blunt most of the
effects of these cyberattacks through an aggressive cyber
defense, with help from private companies, Western
governments, and other state and non-state actors.

The rest of this brief is organized into three sections. It
begins by providing an update on the war, including a
tactical map of Russian and Ukrainian force disposition.
The brief then focuses on Russian challenges in several
domains of warfare. It concludes with policy implications
for the United States and its Western allies and partners.

SETTING THE STAGE:

AN EVOLVING FRONT

In the initial phase of the war, Russian ground forces
invaded on four main fronts:

* Northern Front: Russian forces pushed toward Kyiv
from Belarus, led by units from the Eastern Military
District, including the 29th, 35th, and 36th Combined
Arms Armies.

 Northeastern Front: Russian forces moved west
toward Kyiv from Russian territory, led by units
from the Central Military District, including the 41st
Combined and 2nd Guards Combined Arms Armies.

« Eastern Front: Russian forces pushed toward Kharkiv
and out of the Donbas, led by units from the Western

Military District, including the 1st Guards Tank Army
and 20th and 6th Combined Arms Armies.

 Southern Front: Russian forces moved from Crimea
west toward Odesa, north toward Zaporizhzhia, and
east toward Mariupol. They were led by units from the
Southern Military District, including the 58th, 49th,
and 8th Combined Arms Armies, VDV’s 7th Air Assault
Division, and VDV’s 11th Air Assault Brigade.

After suffering a series of setbacks that are highlighted later
in this analysis, the Russian military began to withdraw forces
from Kyiv around April 2022 and concentrate its efforts on
eastern and southern Ukraine. Today, the distinctive feature
of the war is a roughly 600-mile front that extends just

west of Kherson along the Black Sea; moves east through
Melitopol, Mariupol, and other southern cities; cuts northeast
through the Donbas in eastern Ukraine, including the cities of
Luhansk and Donetsk; continues northwest near Izyum; and
then intersects the Russian border north of Kharkiv. Figure

1 highlights the force disposition by early June 2022.* Russia
deployed roughly 110 Battalion Tactical Groups (BTGs) in
Ukraine for a total of approximately 142,000 forces; utilized
irregular forces, including militias from Donetsk and Luhansk;
dug trenches and placed mines at and near the lines of
contact; and constructed rail lines and repaired bridges and
roads to improve Russian lines of communication.’

Control of territory will continue to ebb and flow around
these lines, including around such areas as the Donbas. In
addition, Russian ships in the Black Sea have conducted a
naval blockade of Ukraine, halting commerce at Ukrainian
ports, and struck Ukrainian targets with cruise missiles
and other stand-off weapons.

Russia has attempted to annex some of this territory
through a crude form of state-building. It has forcibly
deported—or, in some cases, tortured and executed—
pro-Ukrainian civilians and encouraged ethnic Russians
(and pro-Russian civilians) to remain.® Russia has also
replaced Ukrainian government officials with hand-picked,
pro-Russian officials. For instance, Moscow appointed
Volodymyr Saldo, a former mayor of Kherson, as head of
the Kherson regional military-civilian administration. In
May, he announced that the area “will become the Kherson
region of the Russian Federation.”

Russian state-building covers a broad swath of economic,
cultural, nationalist, governance, and security measures.
Moscow has replaced the Ukrainian currency, the hryvnia,
with the Russian ruble in such cities as Melitopol. It has
taken control of critical infrastructure, such as nuclear power
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Figure 1: Russian and Ukrainian Force Disposition, June 2022
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Note: This map was last updated as of June 1, 2022.

Source: CSIS compilation and analysis of multiple sources (see endnote 4). For a list of the abbreviations, see the appendix.

plants and steel plants, and rerouted internet through Russia.  place in our Russian family.”"* To expand Russia’s control
In addition, Russia has issued newly married couples with of territory, the Russian military is likely to continue its
Russian Federation wedding certificates. Russian flags now attrition campaign in eastern and southern Ukraine.

fly at numerous government buildings, while Ukrainian

flags have been taken down and Ukrainian symbols have RUSSIAN MILITARY FAILURES

been removed from buildings and repainted. Russia is Russia failed to achieve what was likely its main political
creating Russian-language schools and revising the education ~ objective: to overthrow the Kyiv government in a
system—including the curriculum—in these areas, as blitzkrieg military operation. The Russian military also
Moscow attempts to reeducate locals in Russian-controlled faced significant challenges seizing and holding territory.
areas of Ukraine. Russian military, intelligence, and police These problems contributed to the suspension or firing

officials have penetrated cities and villages, roundingup and  of several senior military officials, such as Lieutenant
detaining protesters and pro-Ukrainian sympathizers.® General Serhiy Kisel, commander of the 1st Guards Tank

For Russia, annexation of these areas is a fait accompli. Army, for dereliction during the offensive against Kharkiv;

“It’s out of the question to return the Kherson region back Lieutenant General Vlaislav Yershov, commander of the

to Nazi Ukraine” said Kirill Stremousov, the Russian- 6th Combined Arms Army, for failing to capture Kharkiv;

and Vice Admiral Igor Osipov, commander of the Black Sea

appointed deputy head of the military-civil administration
Fleet, following the sinking of the flagship cruiser Moskva.?

of Kherson region. “Kyiv will no longer be able to force its

ugly Nazi policies upon our land.” Sergei Aksyonov, the In addition, roughly a dozen Russian generals and other
head of the Republic of Crimea, similarly indicated that senior officials were killed on the battlefield, such as

the Kherson and Zaporizhzhia regions would be annexed.’®  Lieutenant General Andrei Mordvichev, Lieutenant General
And Russia’s deputy prime minister Marat Khusnullin Yakov Rezantsev, Major General Andrei Sukhovetsky,
remarked that the Kherson region will take “a worthy Major General Vitaly Gerasimov, Major General Kanamat
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Botashev, Major General Andrey Kolesnikov, and Major
General Oleg Mityaev." These firings and deaths may
have exacerbated command and control problems that
the Russian military was already experiencing. In an
effort to improve overall command and control of Russian
operations, particularly air-ground integration, Russian
president Vladimir Putin appointed General Aleksandr
Dvornikov to oversee military operations in April. Still,
Russia continued to experience command and control
challenges during its offensive operations in Donetsk and
Luhansk Oblasts in May and June 2022.

The rest of this section examines Russian difficulties in the
air, ground, and cyber domains of warfare. It also highlights
Russian challenges in other domains, such as maritime.

Air Operations: Russian air operations in Ukraine have been
characterized by a heavy focus on long-range strike against
Ukrainian military and civilian targets to undermine the
Ukrainian military’s ability to wage war, weaken morale

of the Ukrainian population, and punish the country for

its shift toward the West. Over the previous several years,
Russia had developed command, control, communications,
computers, intelligence, surveillance, and reconnaissance
(C41SR) systems on the battlefield, providing data to

enable a higher throughput of airstrikes. These systems

were integrated into Russia’s overarching systems of
“reconnaissance strike complexes”—which were designed for
the coordinated employment of high-precision, long-range
weapons linked to real-time intelligence data and accurate
targeting.* As General Valery Gerasimov, chief of the General
Staff of the Russian Armed Forces, remarked, “The principal
features of future conflicts will be the extensive employment
of precision weapons and other types of new weapons.”*®

To identify targets in a relatively contested environment,

the Russian military also utilized some airborne platforms,
including unmanned aerial vehicles (UAVs).

In the early phases of the war, Russia aimed to pin down
Ukrainian air defenses around the country by conducting
ballistic and cruise missile strikes across the country,
including Kh-101 cruise missiles deployed from Tu-95

Bear and Tu-160 Blackjack bombers flying in Russian and
Belarusian airspace.' The Russian air force then expanded its
target list to include Ukrainian military infrastructure, arms
shipments from the West, fuel facilities, bridges, and even
civilian targets. Russia launched more than 1,100 missiles at
Ukrainian targets over the first 21 days of the war and a total
of 2,125 missiles over the first 68 days of the war."”

Nevertheless, the Russian military faced numerous
challenges in conducting its air campaign.

First, the Russian air force failed to achieve air superiority
against a Ukrainian military with notable air defense
capabilities, such as Stinger man-portable air-defense
systems, S-300 surface-to-air missile systems, and other
systems—thanks, in part, to Western aid. The success of
Ukrainian air defenses deterred Russian aircraft from freely
operating over most of Ukrainian-controlled territory. This
meant that one of Russia’s primary ways to strike deep into
Ukraine was through cruise missiles launched from Russia,
Belarus, and maritime vessels in the Black Sea.

Second, the Russian air force faced recurring logistics
challenges, including running low on stocks of long-range,
precision-guided munitions. Three weeks into the war,

for example, the Russian air force began to run low on
precision-guided munitions, such as laser- and satellite-
guided bombs, which caused the Russians to use a growing
number of unguided artillery shells, rockets, and missiles
from the ground forces.'* When it came to weapons systems
such as the Iskander-M short-range ballistic missile system,
the Russian military was also hesitant to expend a portion of
its stockpile, which it needed for defense against the North
Atlantic Treaty Organization (NATO) and other threats.*

In addition, dozens of Russian UAVs, such as the Orlan-10,
Orlan-20, Orlan-30, Eleron-3, and Forpost, were shot down
on the battlefield or subject to electronic jamming.?° These
challenges were exacerbated by the inability of Russia’s
domestic arms industry to replace these UAVs quickly.?!

Over the long run, Russia may face a supply chain
challenge because of U.S. and other Western sanctions.
For example, the 9M729 cruise missile, which is fired from
the Iskander-K short-range ballistic missile system, is one
of the Russian military’s most advanced weapons systems
with precision-strike capabilities.?? The cruise missile has
roughly a half dozen socket attachment points that permit
data to move through the heat shield. Some of these socket
attachment points were manufactured by U.S. companies.
In addition, the rails that affixed the circuit boards to the
computer housing—as well as the circuit boards—were
manufactured by U.S. companies. The 9M949 300 mm
rocket, which is used in Russia’s Tornado-S multiple
rocket launcher system, also used a fiber-optic gyroscope
manufactured in the United States. Finally, the Russian
TOR-M2 air-defense system utilized an oscillator designed
in the United Kingdom, which is located in the computer
that controls the radar.”® These supply chain challenges
will likely impact Russia’s short- and long-term supply of
components to conduct stand-off attacks, forcing Russia to
look for substitute markets.
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These challenges undermined Moscow’s attempt to establish
air dominance over Ukraine, conduct effective precision
strikes, and support advancing Russian ground forces.

Ground Operations: In the initial phase of the war, Russian
forces along the northern front relied on the roads to avoid
Ukraine’s marshes and forests. While the advantage in
numbers, artillery, and cannon fire from armored vehicles
allowed Russian forces to quickly advance toward Kyiv,
Ukrainian forces inflicted significant casualties using anti-
tank ambushes. As Russian forces moved through Ukrainian
villages and towns, local civilians provided intelligence

on their location and movement, while Ukrainian special
forces and UAVs marked targets for artillery.?* As Figure 2
highlights, many of Russia’s vehicles were marked with a “Z”
to delineate that they were from the Russian military.

The bulk of Russian ground forces is composed of BTGs,
which are combined arms units typically drawn from
companies and battalions in existing brigades. While the
structure of BTGs varies somewhat based on operational
needs and available personnel, most include roughly 600
to 800 soldiers—and, in Ukraine, perhaps closer to 600
soldiers. They are generally mechanized battalions, with
two to four tank or mechanized infantry companies and
attached artillery, reconnaissance, engineer, electronic

warfare, and rear support platoons—including motor
transport, field mess, vehicle recovery, maintenance,

and hygiene squads. The result in theory is a fairly
self-sufficient ground combat unit with fire and rear
support.? In practice, the BTGs were likely understrength
and lacked sufficient infantry.

Overall, Russian ground forces encountered serious
problems in Ukraine.

First, the Russian army faced significant logistical and
maintenance challenges operating in contested areas
inside of Ukraine. Russia’s approach to combined arms
warfare was generally to hammer Ukrainian positions
with artillery and other stand-off weapons and then to
send armored vehicles forward on a maneuver termed
“reconnaissance to contact,” designed to overwhelm what
remained of Ukrainian defensive lines.?® But because of the
Ukrainian military’s effective use of anti-armor munitions,
such as anti-tank guided missiles and loitering munitions,
Russian ground forces had difficulty advancing and seizing
ground. This was true even when the speed of some
Russian armored units allowed them to push into Kyiv’s
suburbs only 48 hours into the war. Some of these Russian
units were isolated with limited or no logistics, miles
ahead of the main body of Russian ground units.?’

Figure 2: Russian Army Vehicles with Invasion “Z” Markings

KHERSON AIR BASE, UKRAINE
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The Russian army also operated with fewer support
soldiers than many other militaries. Roughly 150 of

the troops in a BTG could be considered support, which
is notably lower than some militaries such as the U.S.
Army, which deploys approximately 10 support soldiers
for every combat soldier.?® Without access to rail
transport that usually moves Russian heavy equipment,
and with the few roads available clogged with traffic,

it became increasingly difficult for the Russian army

to move food, fuel, munitions, spare parts, and other
supplies to forward-deployed forces. These problems
were compounded by the Russian army’s failure to
provide convoy security to logistics vehicles, such as
those carrying food, water, medical supplies, mobile
kitchens, fuel, engineers, and spare parts. Forward-
deployed Russian vehicles broke down, and many had to
be abandoned because of a lack of spare parts, mechanics,
and recovery vehicles.?” In short, the Russian army failed
to secure its critical lines of communication.

The Russian advance to Kyiv, for instance, came at an
increasingly heavy price. By the time Russian forces had
secured Hostomel Airport in late February 2022 and

were in place to launch an attack on Kyiv, they lacked

the combat power to seize the city. Russian forces came
into range of Ukrainian artillery units and exposed more
of their depth to raiding.?! Russian forces also ran into
numerous logistical challenges in their failed effort to
seize and hold the city of Kharkiv. Bans by the West on the
export of sensitive technologies to Russia could also cut
into Moscow’s ability to prosecute a protracted ground war.
Two of Russia’s largest tank manufactures, for example,
were forced to halt production because of a lack of parts.®

Second, the Russian invasion force was far too small to
seize and hold territory, particularly with a Ukrainian
population that rose up against the Russian military in a
variation of what the Chinese revolutionary leader Mao
Zedong referred to as a “people’s war” As Mao wrote in his
book On Protracted War, “the richest source of power to
wage war lies in the masses of the people.” Mao argued that
in a well-organized resistance effort, the invading force
“will be surrounded by hundreds of millions of our people
standing upright . . . and he will be burned to death.”**
Russia utilized between 150,000 and 190,000 soldiers—
including regular and irregular forces—for the initial
invasion of Ukraine, a country of approximately 44 million
people with an area of over 600,000 square kilometers.**
Those numbers translate into a force ratio of 4 Russian
soldiers per 1,000 Ukrainian inhabitants.

There are no exact formulas for how many soldiers are
required to hold conquered territory, but a force ratio of as
many as 20 soldiers per 1,000 inhabitants has sometimes
been necessary to pacify a hostile local population. Large
numbers of troops are generally essential to establish basic
law and order. By the end of World War II, for example,
there were 101 U.S. soldiers per 1,000 inhabitants in the
U.S.-controlled sector of Germany. More recently, there
were 19 U.S. and European soldiers per 1,000 inhabitants
in Bosnia in 1995 and 20 soldiers per 1,000 inhabitants in
Kosovo in 2000.3¢

Lower ratios are generally insufficient to pacify hostile
populations. In Iraq, for instance, the United States had

7 soldiers per 1,000 inhabitants and faced a persistent
deadly insurgency—even with the help of Iragi government
forces and Sunni militia members. U.S. Army chief of staff
General Eric K. Shinseki warned Congress in February 2003
that “several hundred thousand” troops would likely be
needed to secure postwar Iraq.’’ In Afghanistan, the United
States had only 1 soldier per 1,000 inhabitants, along with
the help of Afghan National Security Forces. With such
small numbers, the United States and its NATO allies faced
a prolonged insurgency that led to the overthrow of the
Afghan government in 2021.3¢ The force ratio of Russian
soldiers in Ukraine was far too small to hold territory—
including cities—for long.

The low ratio was also problematic because of the substantial
number of conscripts deployed to Ukraine, who were
ineffective and suffered from poor morale. Russian conscripts
are generally prohibited from serving in military operations
abroad except when Moscow formally declares war, unless
they volunteer as soldiers. Still, their compulsory service
typically lasts for only a year, and conscripts have generally
not been effective fighters.*® Russian soldiers were given
limited advanced notice that they were going to invade
Ukraine, undermining readiness and logistics planning.*

Third, Russian forces failed to conduct basic maneuver
warfare against Ukrainian forces, preferring instead

to bombard Ukrainian cities and villages in a war of
attrition.** Problems on the ground were complicated by
Russia’s broader failure to conduct an effective combined
arms campaign and to synchronize effects. Russia’s
challenges raised serious questions about its competence
in fire and maneuver. For example, where were the
Russian infantry that were supposed to target Ukrainian
ambushes? Where was the fire from artillery, mortars, and
close air support that was supposed to suppress Ukrainian
anti-tank guided munitions?*?
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Part of the challenge may have been poor leadership
within the Russian army and a highly centralized Russian
command and control structure that lacked a professional
corps of noncommissioned officers. There were also signs
of declining professionalism in the Russian officer corps,
including prohibiting drivers from evacuating wounded
Russian soldiers to preserve military equipment.*

The quality of Ukrainian forces was a major change from
Syria, where Russia, Syria, Iran, Lebanese Hezbollah, and
militia units from Iraq, Afghanistan, Palestinian territory,
and other areas faced a relatively weak mix of insurgents.
Russian mechanized formations in northern Ukraine were
targeted by lethal Ukrainian light infantry armed with
modern weapon systems, such as the Javelin anti-tank
missile system, Next Generation Light Anti-Tank Weapon
(NLAW), and Stugna-P anti-tank guided-missile system.

Ukrainian attacks during Russia’s initial advance also
made the Russians unwilling to push sensitive electronic
warfare and air-defense systems into Ukraine in case
they were captured. Consequently, Russia had to back
off on its electronic suppression of Ukrainian radar and
communications. Senior Russian officers began to deploy
forward, where they became targets for snipers and
artillery strikes. In addition, Russian forces encountered
numerous command and control problems, including a
paucity of secure communications, which undermined
their ability to synchronize and coordinate attacks. Russian
soldiers frequently used unencrypted communications—
including civilian cell phones—which allowed Ukrainian
intelligence and military units to target them.*

Russian difficulties in seizing territory created problems in
the maritime domain. On April 13, for example, Ukrainian
forces struck the RTS Moskva, a guided-missile cruiser that
was the flagship vessel of the Russian Black Sea Fleet, with
Neptune anti-ship missiles.* The Russian navy lost several
other ships to Ukrainian stand-off attacks, including

the RTS Saratov, an Alligator-class landing ship; two
Raptor-class patrol boats; and a Serna-class landing craft.
Ukrainian Bayraktar TB2 UAVs apparently sank the patrol
boats and landing craft.*

Cyber and Space Challenges: Russia conducted multiple
cyber operations, including cyberattacks and espionage
operations, in concert with Russian land, air, and maritime
attacks. A day before the military invasion, for example,
cyberattackers associated with the Main Intelligence
Directorate (GRU) launched destructive wiper attacks on
hundreds of systems in the Ukrainian government and

in Ukraine’s energy, information technology, media, and
financial sectors. Russia’s goal was likely to undermine
Ukraine’s political will, weaken Ukraine’s ability to fight, and
collect intelligence that Russia could use to gain tactical,
operational, and strategic advantages. Over the next several
weeks, Russian actors linked to the GRU, Foreign Intelligence
Service (SVR), and Federal Security Service (FSB) conducted
numerous cyberattacks utilizing such malware families as:

- WhisperGate / Whisper/Kill

- FoxBlade (or Hermetic Wiper)

+ SonicVote (or HermeticRansom)
- CaddyWiper

« DesertBlade

« Industroyer2

+ Lasainraw (or IsaacWiper)

« FiberLake (or DoubleZero)*

These types of malware are designed to do a range of
malicious activities, such as overwriting data and rendering
machines unbootable, deleting data, and destroying—or
attempting to destroy—critical infrastructure, such as
industrial production and processes. Russian-linked
hackers used a range of common intrusion techniques,
such as exploiting public-facing web-based applications,
sending spear phishing e-mails with attachments or links,
and stealing credentials and using valid e-mail accounts.
Over the first month and a half of the war, more than 40
percent of Russia’s destructive cyberattacks were aimed at
Ukrainian critical infrastructure sectors, while another 32
percent targeted Ukrainian government sites.*®

Russia also conducted an electronic warfare campaign
against Ukrainian forces. Over the previous few years,
Russia had invested heavily in electronic warfare systems
capable of shutting down communications and signals
across a broad spectrum. This capability is grouped under
the concept of the Radio Electronic Battery.* In the early
morning of February 24, 2022, for example, Russia jammed
Ukrainian air defense radar across all frequency bands.
Russian E95M UAVs, which simulated Russian aircraft,
harassed Ukrainian radar to draw out their air defenses.>

Nevertheless, cyber was largely a bust for Russia in the
war. The Russian military faced considerable operational
challenges, in part because of outside state and non-state
assistance to Ukraine to identify cyber and electronic
warfare attacks, attribute the perpetrators, and assist
with remediation. Some Western governments, including
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U.S. Cyber Command and the National Security Agency,
provided help to the Ukrainian government. As General
Paul Nakasone, commander of U.S. Cyber Command
and director of the National Security Agency, remarked,
“Coordinating with the Ukrainians in an effort to help
them harden their networks, we deployed a hunt team
who sat side-by-side with our partners to gain critical
insights that have increased homeland defense for both
the United States and Ukraine.”

Private sector firms also responded. Microsoft worked
closely with the Ukrainian government and cybersecurity
staff from other governments and private companies to
identify and remediate Russian threat activity against
Ukrainian networks before and after the Russian invasion.*?
In January 2022, the Microsoft Threat Intelligence Center
identified wiper malware in over a dozen Ukrainian
networks and alerted the Ukrainian government.>
Microsoft established a secure line of communication

with Ukrainian cyber officials to provide real-time threat
information and offer technical support to assist Ukrainian
efforts to identify and defeat Russian-linked cyberattacks
over the course of the war.>* Microsoft worked with
Ukrainian government officials to enable controlled folder
access, a Microsoft Defender feature, and helped Ukraine
run endpoint detection and response solutions.*

In addition, Elon Musk’s company SpaceX activated
Starlink—a satellite internet constellation that provides
high-speed, low-latency broadband internet using advanced
satellites in low earth orbit—in Ukraine and sent additional
network terminals, including over 10,000 dish antennas.*
Starlink enabled members of the Ukrainian military to carry
out sophisticated intelligence collection and fire support
operations against Russian positions.”” Many of the Starlink
kits donated to Ukraine included a 23-inch-wide receiver
dish that needed to be mounted outside, as well as a cord
that connected to a simple router that projected a Wi-Fi
internet signal.”® Starlink helped blunt Russia’s attempt to
jam signals, block the internet, and undermine Ukrainian
command and control capabilities.

IMPLICATIONS FOR THE FUTURE

What do these lessons indicate about the future of the

war in Ukraine? This analysis suggests that Russia made
significant mistakes during the planning and execution
phases of its military campaign in Ukraine, which will be
difficult to fix quickly. The Russian air force is not likely to
possess air superiority over Ukraine, and it has run low on
stocks of long-range, precision-guided munitions. Russia will

also likely face long-term supply chain challenges for some
weapons systems because of Western economic sanctions.

In addition, the tendency of poorly trained Russian forces
to conduct massive bombardments of towns and cities

in a war of attrition, rather than conducting basic fire

and maneuver, will make it difficult to seize and hold
substantial territory against entrenched Ukrainian ground
units with Western weapons systems and a pipeline of
Western logistical support. Russian cyber and electronic
warfare capabilities have largely been neutralized by
effective Ukrainian countermeasures, with help from
Western state and non-state entities. These and other
challenges contributed to high attrition rates for the
Russian military, including the partial or complete
destruction of at least 1,000 main battle tanks, 350 pieces
of artillery, 36 fixed-wing aircraft, and 50 helicopters.>®

However, Russia will likely make some adjustments over
the course of the war, including improving logistics. For
example, Russia’s decision during the second phase of
the war to regroup along a southern and eastern front
improved Russian lines of communication. Russian forces
constructed and reinforced some railheads, bridges,

and roads, and Russian naval successes along the Sea of
Azov allowed Russian ships to resupply Russian forces

by water. These adjustments improved Russia’s ability to
move spare parts, munitions, fuel, and other matériel to
forward-deployed Russian forces. Yet many of Russia’s
failures will require years of changes and will force the
Russian military to rethink its training, organizational
structure, culture, and planning to improve readiness and
military performance.

Still, the war in Ukraine is likely to be protracted. For the
Kremlin, the status quo is likely to be unacceptable. Not
only has the Russian military failed to achieve most of its
objectives, but Ukraine continues to move closer militarily,
economically, and politically to the West. Even worse for
Moscow, NATO is likely to expand to Finland and Sweden.
Russia has a recent history of attempting to grind out
military victories. Following Russia’s failures during the
First Chechen War (1994-1996), for example, Putin paused
to revamp Russian strategy, operations, and tactics.®® In
1999, Russia restarted offensive operations and was much
more successful in defeating insurgents during the Second
Chechen War (1999-2009).6

The status quo is also unlikely to be acceptable for
Ukrainian leaders, including President Volodymyr
Zelensky, who indicated they are unwilling to allow more
of their territory to be annexed.®? Since 2014, Russia has
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Figure 3a: Main Battle Tanks and Self-Propelled Artillery, Kherson illegally annexed salami slices of
Air base, Ukraine Ukrainian territory, first in Crimea,

then in eastern Ukraine, and finally in
larger areas of southern and eastern
Ukraine. In a May 2022 opinion poll,
82 percent of Ukrainians responded
that Ukraine should not hand over
any of its territory to Russia as part of

a peace deal.®®

R S 4 507 ST o S : But winning back territory will be

: / : : difficult for Ukraine. As Figures 3a,
3b, and 3c highlight at Kherson Air
base near Crimea, Russian forces
have become entrenched in Ukraine
with main battle tanks, self-propelled
artillery, electronic warfare systems,
multiple rocket launchers, armored
Figure 3b: Multiple Rocket Launchers, Kherson Air base, Ukraine fighting vehicles, sophisticated air
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defense systems, and other systems.
Russia has also constructed defensive
fighting positions to make it difficult
for Ukraine to counterattack.

Without a peace deal between
Ukraine and Russia, a major U.S.
and Western military objective
should be to provide sufficient
military assistance to help Ukraine
retake territory in the east and
south. If the United States and

the West want to shift the balance
of power in Ukraine’s favor, they
will need to provide Ukraine with
more weapons and platforms that
allow the Ukrainian military to
conduct offensive operations and
more effective counterattacks
against dug-in Russian forces over a
sustained period. Examples include
UAVs with a longer range and higher
payload than the Bayraktar TB2 or
AeroVironment Switchblade loitering
munition, such as the MQ-1C Gray
Eagle; main battle tanks, such as
the Leopard 2 heavy battle tank;
medium- and long-range missile
systems, such as the HIMARS
multiple-launch rocket system; and
fighter aircraft, such as Su-25s.
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Most of these systems will require additional training and
a steady supply of munitions and spare parts, which should
be feasible with a protracted war. More advanced weapons
and platforms will be critical to overrun entrenched
Russian forces. In addition, Ukraine needs to conduct a
sustained guerilla campaign behind Russian lines that
involves ambushes, raids, sabotage, and subversion

against Russian forces and political leaders hand-picked by
Moscow to replace local Ukrainian officials.

The worst outcome for Ukraine would be allowing

Russia to de facto annex more Ukrainian territory. As
Winston Churchill remarked on the eve of World War I,
appeasement only increases a dictator’s appetite: “And do
not suppose that this is the end. This is only the beginning
of the reckoning. This is only the first sip, the first foretaste
of a bitter cup which will be proffered to us year by year
unless by a supreme recovery of moral health and martial
vigour, we arise again and take our stand for freedom as in
the olden time.”**

Over the past eight years, Moscow has seized larger
portions of Ukrainian territory and tried to overthrow the
government. There is little probability that Vladimir Putin
will stop now. m
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APPENDIX: LIST OF ABBREVIATIONS

Abbreviation Unit Name

Aaslt Air Assault Brigade

AB Airborne Infantry

AC Army Corps

CAA Combined Arms Army

DPR Donetsk People’s Republic
GAAB Guards Air Assault Brigade
GAAD Guards Air Assault Division
GAAR Guards Air Assault Regiment
GAD Guards Airborne Division

GMRD Guards Motorized Rifle Division
GMRR Guards Motor Rifle Regiment
GTA Guards Tank Army

GTD Guards Tank Division

GTR Guards Tank Regiment

JSC South Joint Strategic Command South
LPR Luhansk People’s Republic
MB-CMD Military Base-Central Military District
MCB Marine Corps Brigade

Mech Mechanized Brigade

Motor Motorized Infantry Brigade

MRD Motorized Rifle Division

MRR Motorized Rifle Regiment

Mtn Mountain Assault

OC East Operational Command East

SCB Separate Coastal Brigade
SGMRB Separate Guards Motorized Rifle Brigade
SGNIB Separate Guards Naval Infantry Brigade
SGTB Separate Guards Tank Brigade
SMRB Separate Motorized Rifle Brigade
SSP Separate Special Purpose

STB Separate Tank Brigade

Tank Tank Brigade

D Territorial Defense
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