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Executive Summary

Understanding Strategic Competition and Economic

Warfare in the Twenty-First Century

from the fight against global terrorism toward strategic competition with Russia and China. This
reorientation has been accompanied by a new examination of how strategic competition will
impact the integrity and future stability of the U.S. economy and financial system.

O ver the past 10 years, the U.S. government has slowly reoriented its foreign and security policy

One of the most important elements of strategic competition is sub-threshold warfare (also called
asymmetric, hybrid, or gray zone warfare). This emphasis on sub-threshold activities suggests that
the adversary does not wish to openly confront the United States but instead seeks to weaken it
from within and separate it from its allies.! In other words, strategic competitors seek to shape the
geostrategic environment in their favor, from information operations to economic warfare—which
includes such tools as illicit finance and strategic corruption.

Strategic competitors present a clear economic and financial threat to the United States when they
operate in the emerging financial gray zone, in which malign actors can take advantage of the U.S.
financial system to further their aims and disarm the country internally. For the past three decades,
UL.S. policy has aimed to successfully integrate Russia and China in the international financial and
trade system. Today, this deep, global integration, compounded by Russia and China’s malign cyber
capabilities, presents a grave challenge to the United States.

The financial gray zone is broadly comprised of four key elements: (1) endemic corruption, (2) illicit
financing and money laundering, (3) acquisition of strategic assets and theft of state secrets, and (4)
sanctions evasion and decoupling (including through cryptocurrencies). While China and Russia have
adopted different approaches to sub-threshold economic competition and their tactics have and will
continue to evolve, both seek the same end: to challenge the U.S.-led global economic and financial
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order to reduce the United States’ influence globally and within these institutions.

Malign cyber activities deployed by state and non-state actors feature prominently in the financial gray
zone, particularly cybercrime. The future of cybercrime is closely tied to the future of Russian, Chinese,
Iranian, and North Korean foreign policies, as these actors have used a variety of operations to gain
tactical advantage. Cryptocurrencies in particular will be an important element of cyber and economic
competition, be it for criminal purposes or centralized currency creation. Indeed, for ransomware,
phishing scams, or fraud schemes, cryptocurrencies are a preferred mode of payment for cybercriminals.?

In addition, the exploration and advancement of central bank digital currencies (CBDCs),® in which
China is a leader, creates its own set of challenges for the existing financial system along with many
uncertainties. Importantly, the proliferation of CBDCs will have serious geopolitical effects, in particular
the creation of alternatives to the U.S. dollar and U.S. leadership of the global financial system. This risks
reducing the impact of U.S. sanctions policy and undermining U.S. economic power.*

The U.S. government, along with its allies, has only begun to acknowledge the sweeping nature of the
financial gray zone and to reposition itself to compete within it. Because adversaries exploit the seams
between the internal and external policies and authorities, Washington must have greater insights
into a complex operating system and better integrate data across the many relevant agencies—in a way,
connecting the financial dots. As it develops this comprehensive picture, the U.S. government should
develop stronger defensive and offensive policy tools to counter this emerging threat.

2 | Strategic Competition in the Financial Gray Zone



The Nature of Strategic
Competition in the
Twenty-First Century

the fight against global terrorism and its financing—to which it had dedicated itself for the past

16 years—and toward strategic competition with Russia and China. The strategy also aimed to
respond to regional malign behavior from Iran and North Korea and noted that “many actors have
become skilled at operating below the threshold of military conflict—challenging the United States,
our allies, and our partners with hostile actions cloaked in deniability.”

The 2017 U.S. National Security Strategy reoriented U.S. foreign and security policy away from

The 2021 U.S. Interim National Security Strategic Guidance reinforces this new reality by recognizing

the “strategic challenges from an increasingly assertive China and destabilizing Russia.”® It highlights

in particular “corruption, which rots democracy from the inside and is increasingly weaponized by
authoritarian states to undermine democratic institutions.” This strategic view was ultimately presented
in a policy memo establishing anti-corruption efforts as a core U.S. national security interest, crystallizing
years of policy evolution in that direction among the U.S. national security establishment.®

Strategic rivalry or conflict has always included sub-threshold warfare (also called asymmetric, hybrid,
or gray zone warfare), but the lack of economic integration between the United States and the Soviet
Union and global economic interdependence during the Cold War reduced U.S. understanding of how
its adversaries have now fully embraced sub-threshold economic tactics and weaponized use of the
U.S. financial system over the last decade. Why do U.S. adversaries increasingly turn to these tactics?
It is in part due to U.S. global military dominance; the costs of action and failure in an open military
confrontation with the United States are simply too high. In lieu of open military confrontation,

the adversary has instead attempted to shape the new battlespaces in its favor, from information
operations to economic warfare. It creates constraints on the United States and its allies’ ability to
respond to adversarial moves—particularly in regions of interest to the opponent—while shielding
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itself from retaliatory policy actions. These hybrid methods also seek to sow division within the United
States, Europe, and other partner countries.’

For example, Russia has used a mix of overt actions and sub-threshold tactics in neighboring Georgia,
Ukraine, and Moldova to impede their sovereignty, just as China has done in the South and East China
Seas. The aim is to control and dominate their respective “spheres of influence” while reducing the
global costs of such actions. One way to reduce these costs is to co-opt pliant political elites to limit
negative policy response following aggressive moves. Another is to use economic and technological
leverage to deter or ultimately punish countries that impose sanctions or criticize the actions of the
adversary. The last recourse of the adversary is to reduce financial exposure to the U.S. financial system
as well as to Western institutions to limit the impact of Western sanctions or, in some instances,
escalate military tensions to secure future concessions as the West seeks to avoid military conflict.
The adversary thus exploits weaknesses (corruption, limited oversight), gaps in legal frameworks, and
blind spots to gain long-term advantages. It is an all-encompassing strategy.

This is the twenty-first-century battlespace the U.S. national security community navigates today and
in which it must learn to compete more effectively. Every element of democratic principles, norms,
institutions, and societies can be exploited and weaponized: information, the global financial system,
culture, religion, migration, and democratic institutions themselves. Of all of these, economic and
financial competition has been a particularly contested space. The U.S. government, along with its
allies, has only begun to acknowledge the sweeping nature of this challenge, including its internal
aspects. It must now eliminate the seams between the internal and external policies and authorities,
create greater integrated situational awareness, and develop stronger defensive and offensive policy
tools to counter it.

The Nature of Economic Warfare

A clearer picture of the growing economic and financial threat to the United States emanating from
strategic competition is coming into focus: in this financial gray zone, malign actors take advantage of the
UL.S. financial system to further their aims and disarm the country internally. The 2020 National Strategy for
Combating Terrorist and Other Illicit Financing confirms this by noting that “the same strengths that make
the United States an attractive destination for legitimate investment—a large economy; an open business
climate; and the central role U.S. financial institutions and the U.S. dollar play in global trade, investment,
and financial services—also can attract criminals and other illicit actors seeking to hide or disguise their ill-
gotten gains or fund their dangerous plots.”® The June 2, 2021, National Security Memorandum on the fight
against corruption further highlights authoritarian leaders’ use of corruption to “undermine democracies
worldwide” and the laundering of illicit wealth in the United States and other democracies.™

While China and Russia have adopted different approaches to this economic competition and their
tactics have and will continue to evolve, both seek the same end: to challenge the U.S.-led global
economic and financial order to reduce the United States’ influence globally and within these
institutions. One important manifestation of this challenge is the movement to decouple altogether
from the U.S.-led financial system to create a separate financial system that meets these countries’
authoritarian needs and protects them from Western-imposed economic coercion. As a result, a
dangerous nexus of strategic competition, state-sponsored illicit finance, corruption, malign influence,
and financial decoupling is emerging, all of which threaten U.S. national security interests.
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The United States has placed itself at the center of the fight against state-sponsored illicit finance because
it is the central node of the global financial system. An estimated $300 billion in proceeds of domestic
financial crime is laundered every year in the United States, not including illicit funds coming in from
abroad.” Indeed, “following the money’ from overseas corruption cases has often led American experts
uncomfortably close to home,” which further underscores the strategic seam that adversaries exploit
between internal “enablers” and external adversaries. The centrality of the U.S. role is reinforced by

the primacy of the U.S. dollar as the worldwide reserve currency. The 2017 National Security Strategy
recognized that “economic tools—including sanctions, anti-money laundering and anti-corruption
measures, and enforcement actions—can be important parts of broader strategies to deter, coerce, and
constrain adversaries.”** This confers large powers of interdiction, sanctioning, and coercion to the U.S.
government, but also means the dollar is at equal risk from launderers, counterfeiters, and other corrupt
individuals seeking to hide funds in U.S. dollars.

The Costs /0~ Y
of Mlicit 0

Pinance & $2 TRILLION (EST.)* $1 TRILLION?
- in annual illicit proceeds from in annual lost tax revenue world-
C Orruptlon transnational criminal groups, wide and $2.6 trillion stolen due to
kleptocrats, terrorist groups, drug corruption

cartels, traffickers

¥ - AN
(,Q

$1 TRILLION:® $300 BILLION (EST.)* $1.3BILLION®
paid in bribes annually in annual proceeds of domestic in losses due to internet-
financial crime laundered in the enabled crimes (2016)
United States

1. M. Kendall Day, Acting Deputy Assistant Attorney General, Criminal Division, U.S. Department of Justice, Testimony before the Senate Committee on Banking,
Housing, and Urban Affairs, January 17, 2018, https://www.banking.senate.gov/imo/media/doc/Day%20Testimony%201-17-18.pdf.

2. Rodrigo Campos, “Corruption costs $1 trillion in tax revenue globally: IMF,” Reuters, April 4, 2019, https://www.reuters.com/article/us-imf-corruption/corrup-
tion-costs-1-trillion-in-tax-revenue-globally-imf-idUSKCN1RG1R2; UN News, “The costs of corruption: values, economic development under assault, trillions
lost, says Guterres,” December 9, 2018, https://news.un.org/en/story/2018/12/1027971.

3. U.S. Department of the Treasury, “National Money Laundering Risk Assessment,” 2018, https://home.treasury.gov/system/files/136/2018NMLRA_12-18.pdf.
4. |bid.

5. Ibid.

It is therefore not surprising that one of Russia’s most powerful non-military tools is its abuse of

the international financial system to fund a range of malign influence operations that weaken the
United States and its allies internally while economically sustaining the Kremlin’s inner circle.”> China
also leverages the size of its internal market and its financial largesse overseas (directed through its
Belt and Road and Digital Silk Road Initiatives) to gain strategic advantage and achieve economic
dominance. Beijing has combined this with economic espionage and loan pressure to obtain leverage
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particularly over smaller countries, most visibly Montenegro—a NATO member—and Sri Lanka.'® Both
China and Russia champion a form of “competitive authoritarian capitalism” that uses state-owned
enterprises as well as private elements to protect and grow state interests in strategic industries, an
insidious perversion of free markets."

Surveying the Financial Gray Zone

The National Strategy for Combating Terrorist and Other Illicit Financing underscores how corrupt
foreign officials have attempted (and at times succeeded) to move funds through the U.S. financial
system in ways that undermine U.S. interests and goals through a variety of means—from the use
of proxies to decoupling tactics using cryptocurrencies.® Competitors blend legal and illegal means
together, both complex and cross-border, to make detection more difficult and to achieve their aims
within the financial gray zone.

Like sub-threshold warfare, financial crime—including within the U.S. system—is nothing new. Some
of the most high-profile criminals perpetrated or were caught on financial charges; Al Capone served
his last and longest prison term on a tax evasion conviction.' Pablo Escobar laundered a substantial
portion of his drug money through professional launderers in Colombia and U.S. bank accounts,
allowing U.S. law enforcement to freeze them.?

However, in the past 20 years, with globalization and technological advancements, financial crimes
have expanded into a form of economic warfare. As the financial system has digitized, it would be
difficult today to raid Escobar’s money launderers and obtain physical records containing a smoking
gun. The financial system has grown more transnational and complex, with webs of anonymous shell
companies and transaction schemes obscuring the source of funds through layering processes, not
to mention the speed of transactions.?! This complexity will intensify with the advent of financial
technologies (e.g., blockchain) and cryptocurrencies (discussed below), which can both help and
hinder transparency.

The list of actors using the system has also expanded beyond criminals to include state officials and
regime-affiliated oligarchs. Today, Russia and China present the biggest financial threats because

of their size (particularly China), deep global economic and financial integration, and malign cyber
capabilities. They can also leverage their position to assist smaller malign actors or connect with
transnational organized crime to increase plausible deniability.?? Indeed, other actors, such as Iran or
Venezuela, have sought to evade U.S. sanctions or primacy over the financial systems, using complex
financial constructions (e.g., shell companies, proxies) or cryptocurrencies.? Transnational crime
organizations are still very much a part of these illicit schemes.

With this evolution in mind, the emerging financial gray zone is broadly comprised of four key
elements: (1) endemic corruption, (2) illicit financing and money laundering, (3) acquisition of
strategic assets and theft of state secrets, and (4) sanctions evasion and decoupling (including through
cryptocurrencies). With fraud schemes increasingly enabled by technology, future threats will continue
to emanate from cybercrime and these new payment and currency systems.?
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1. Endemic Corruption

a. Lifeblood of kleptocracy
and authoritarian regimes

b. Russia and China have
elevated corruption to a
means of power that has
strategic effect and sustains
their economies

The Four Elements of the Financial Gray Zone

2. Illicit Financing and
Money Laundering

a. Hides ill-gotten gains from
criminal activity and strategic
corruption

b. Affects U.S. financial sector
due to its dominance and
centrality of U.S. dollar

3. Acquisition of Strategic 4. Sanctions Evasion and

Assets and Theft of Trade Decoupling
Secrets a. Russia and China seek
a. At the intersection of national ways to reduce the U.S.

dollar’s primacy and strength

security and financial system
of sanctions regime

b. Targets critical U.S. infrastruc-
ture and can be used to leverage
influence with U.S. figures

b. Aim is to build parallel
financial infrastructure, using
cryptocurrencies and
alternative payment systems

Source: Authors’ research findings.

1. Corruption

Corruption: “The alleged or reported exercise of one’s power, position, or resources in order to
exploit or exert undue influence over businesses, individuals, or state bodies and institutions,
typically through nontransparent and questionable means. This may include actions that could
be deliberate and/or unlawful, but may not necessarily be s0.”%°

Kleptocracy: “Government by those who seek chiefly status and personal gain at the expense of

the governed”;?® “the word means literally, rule by thieves, and describes the specific corruption
that occurs when state leaders, generally from poorer countries, routinely loot millions or even

billions of dollars from their national treasuries. All too often, the money is spent or stashed in
rich countries.”?’
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Corruption is the lifeblood of kleptocracy and increasingly of authoritarian regimes; it is the lubricant
in the “unvirtuous cycle” of influence, whereby an opaque network of patronage is cultivated and fed,
with the ultimate aim to influence decisionmaking to Russia or China’s advantage.?® These regimes
have increasingly used “strategic” corruption: bribes and other tools of corruption have become “core
instruments of national strategy, leveraged to gain specific policy outcomes and to condition the wider
political environment in targeted countries.”” Through money laundering and other forms of “dirty
money,” the proceeds of corruption are easily converted into “new domestic and international sources
of power and authority.”*°

Corruption has gone from an end in itself (getting rich) to a means (corrupting adversaries from within
or securing political power), although it also relies on or connects with other tools such as the ones
listed below (sanctions evasion, acquisition of strategic assets). Not only have Russia and China elevated
corruption to a tactical instrument of power that has strategic effect, this strategy also sustains these
non-democratic regimes’ economies.*! It can also further regimes’ quest for internal control through
“anti-corruption” drives that target specific actors rather than true corrupt networks in a given country,
for example in China, Russia, or Saudi Arabia. This in turn offers a model for other countries to emulate
while directly challenging long-standing U.S. anti-corruption or anti-kleptocracy strategies.

It is important to differentiate between authoritarian regimes and their populations, who largely

do not support corrupt practices and suffer directly from institutionalized corruption and lower
living standards. On the contrary, these regimes increasingly require complex illicit schemes to hide
corruption from their citizens, which is why investigative journalists, whistleblowers, anti-corruption
political forces, and civil society organizations have come under tremendous pressure—they are a
threat to regime survival.

These dynamics matter to the U.S. financial and economic system because a significant portion of
these corrupt practices transit through U.S. infrastructure or use the U.S. dollar. Unfortunately, there is
also a demand signal for these types of practices in the United States, particularly given the crucial role
the U.S. financial system plays in providing access to capital for financial actors across the world. For
example, in the infamous 1MDB scandal, U.S. bank Goldman Sachs allegedly helped raise $6.5 billion
for the fund from which implicated individuals stole billions (the bank underwrote the bond issues).??
In this case, a U.S. financial institution provided access to capital markets and financial vehicles that in
turn helped leverage more funds. Furthermore, by creating the appearance of policy-for-sale through
political funding and hiding the proceeds of foreign corruption in the United States, kleptocratic and
authoritarian regimes can degrade the U.S. financial system’s integrity as well as the public’s trust in it.

Mlicit funds that circulate in the U.S. financial system can also be used in malign influence operations
against the United States and its allies, in effect corroding democracy from within. In their most
extreme form, corruption cases can bring about the compromise or demise of a government once

the corruption is exposed, leaving that country in an unstable situation while the outside actors who
contributed to it are left undisturbed.*

It is for these reasons that the U.S. government has increasingly resorted to sanctioning serious
corruption by senior government and former government officials in allied nations, such as Bulgaria
and Albania.** The new administration has also targeted the kind of corruption that is related to or
fosters regional instability, such as in the Western Balkans. A recent executive order targets, among
other things, “widespread corruption within various governments and institutions in the Western
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Balkans, [which] stymies progress toward effective and democratic governance and full integration
into transatlantic institutions, and thereby constitutes an unusual and extraordinary threat to the
national security and foreign policy of the United States.”*

2. Illicit Finance

Strategic corruption finds ways to hide ill-gotten gains and to deploy some of them against the

United States and its allies, for example to fund election interference.* While attempting to launder
illegitimate cash through purchases of real estate and luxury services is nothing new, adversaries show
an increasingly sophisticated use of such financing tools as money laundering or letterbox companies.
These tools combined have an outsized effect on regional or even national economies.

Although these schemes in isolation may fall below the threshold of illegality, in their totality, they
create a complex illicit web that interacts with or penetrates the U.S. financial sector repeatedly.’’ The
complex system of anonymous companies and pass-throughs has also created a problematic demand
side: some U.S. states have benefited from limited—if not inexistent—regulation of these companies,
through fees and tax revenue (e.g., Delaware, Nevada).?® These states would argue the sector is well
regulated, but the issue really lies with the fact that the legal system and the race to attract more
companies facilitates the obfuscation of ultimate beneficial ownership (UBO) and the actor who is
directing the actions of a given company. Additional beneficiaries are the U.S. dollar and financial
system themselves, which have become “magnets for illicit money from around the world.” This ability
to move money abroad through the U.S. system also helps create an unvirtuous cycle of influence
whereby economic and political networks feed off of each other.*

Some of the locations and corporate service providers facilitating the flow of illicit money have become
unwitting (and sometimes witting) financial gray zone enablers, allowing bad actors to achieve their end
and avoid the consequences of the initial act that requires funds to be laundered or moved. One of the
most prominent channels to do so is through corporate service providers, which are “any company or
sole practitioner whose business is to: form companies or other legal persons; provide a registered office,
business address . . . for a company . . . ; act or arrange for another person to act as a: director or secretary
of a company . . . trustee of an express trust ... [or] nominee shareholder for another person.”*

These “facilitators” play a role in furthering illicit schemes for both malign state actors and
transnational organized crime groups.*' They contribute to the size of foreign direct investment (FDI)
flows into certain countries and states (including in real estate and strategic sectors like energy)

and their onward movement to offshore financial centers. They also make it increasingly difficult to
disentangle the huge inflows of Russian capital from other sources by layering and obfuscating the
source of these funds. These facilitators tend to have looser due diligence or enforcement standards,
which increases the attraction for their use by malign actors and incentivizes these actors to maintain
the conditions that allow for their practices. These services may not be outright illegal (e.g., tax
avoidance rather than evasion) but they can blur the line of legality, for example by shifting some
companies’ tax burden around through complex company structures that also hide the ultimate
beneficial owner.

Banks are also exposed to abuse and undue influence, particularly in countries with deep economic
ties to Russia or China—or correspondent accounts for those banks. At times, an increase in
compliance efforts may trigger a loss of revenue by jeopardizing financial flows from these countries.
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Illicit Finance and
National Security

The Case of ABLV

Conducted transactions worth tens of billions of
dollars for shell companies

Involved in the theft of $1
billion from Moldovan

2012 2013 2014 2015 2016 2017

Second-largest bank
in Latvia by assets
banks in 2014 (54.6 billion)

« Largest non-resident deposits bank in Latvia; financial
bridge between former Soviet states and European and
U.S. financial systems

+ 90 percent of customers are high risk (per ABLV’s risk
rating), mostly shell companies registered outside Latvia
and in secrecy jurisdictions

+ Institutionalized money laundering as a pillar of ABLV’s
business practices

« Processed funds from a Russia-based bank in a manner
consistent with illicit transfer of assets (asset stripping)

« Assisted customers in circumventing foreign currency
controls

« Facilitated public corruption through provision of shell
company accounts for corrupt politically exposed persons
from former Soviet states

« Transactions processed for shell companies owned or
controlled by illicit actors potentially assisted transna-
tional organized crime, corruption, and sanctions evasion

« Bank processed transactions for parties connected to
U.S.- and UN-designated entities, including companies
linked to North Korea’s ballistic-missile program

« Jeopardized integrity of U.S. dollar through indirect
correspondent accounts

« Allowed corrupt actors to transfer capital abroad through
opaque structures, avoiding scrutiny and furthering
corruption and capital flight

« Bank executives used bribery to influence Latvian
officials and attempt to prevent enforcement and
regulatory requirements

« ABLV designated as “foreign bank of primary money
laundering concern”

« Prohibition on opening or maintaining correspondent
accounts for or on behalf of ABLV in the United States

Source: U.S. Department of the Treasury Financial Crimes Enforcement Network, “Proposal of Special Measure Against ABLV Bank, AS as a Financial Institution of
Primary Money Laundering Concern,” Federal Register 83, no. 33 (February 16, 2018), https://www.fincen.gov/sites/default/files/federal_

register_notices/2018-02-16/2018-03214.pdf.
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Both big and small banks are exposed to such risks, and smaller outfits can often fly under the radar
of law enforcement, benefiting from a lack of vigorous oversight in some jurisdictions.*> Although red
flags have been raised about such practices, financial institutions and government regulators have
been slow to act.

Several financial scandals in recent years—long-running and involving billions of dollars—have
revealed this financial gray zone in which corrupt foreign officials, state-owned companies, and
transnational organized crime networks use shell companies, tax havens, and corporate service
providers, among others, to deploy complex financial schemes. In the most shocking case of money
laundering of the past 20 years, the Estonian branch of Danish bank Danske Bank was found in 2018 to
have laundered around €200 billion between 2007 and 2015 for entities from Russia and former Soviet
states, through many transactions and accounts.® Earlier that year, the U.S. Treasury Department
accused another Baltic bank (this time in Latvia), ABLY, of “institutionalized money laundering”

and enabling transfers that supported North Korea’s nuclear program; this led to the closure of the
bank entirely.* In the case of ABLY, the risk to the United States came in part from correspondent
accounts that could be used for laundering and sanctions evasion.* (The Latvian banking sector has
long struggled with institutional money laundering; as early as 2005, the U.S. Treasury designated
Multibanka and VEF Bank as two institutions of primary money-laundering concerns, labeling them “a
danger to the international community because they facilitate the placement and movement of dirty
money in the global financial system.”)*

The U.S. Congress has passed or introduced several pieces of legislation to fight this threat of illicit
finance in recent years, from the Corporate Transparency Act (requiring more information be provided
to the Treasury Department’s Financial Crimes Enforcement Network, or FinCEN, upon company
formation in the United States, including beneficial ownership) to the Countering Russian and Other
Overseas Kleptocracy (CROOK) Act (creating an anti-corruption fund to combat public corruption,
kleptocracy, and illicit finance).¥

3. Acquisition of Strategic Assets and Theft of Trade Secrets

The third element of the financial gray zone concerns foreign acquisition of strategic assets and
financial technologies (“fintech”) and the theft or attempted theft of U.S. trade secrets. Such
operations both target critical U.S. infrastructure (new technologies, supply chain safety) and use the
U.S. financial infrastructure. As such, this element lies at the intersection of national security and

the financial system and at times can be used to leverage influence with U.S. figures. In addition to
acquisitions, theft of trade secrets also operates in this nexus of finance and strategic competition,
particularly as the demand for technological development and innovation intensifies. The development
of these new technologies, the enhanced security measures surrounding them, and resilience of supply
chains will be vital to successful competition in the coming decades.

In some cases, the acquisition of technological assets or companies appears benign and is welcome

by countries that support open and free trade, or ones that share mutual economic interests with the
acquiring country (increasingly China). However, a lack of intelligence resources, an attractive offer, or
a seemingly low investment can prevent scrutiny of a takeover that has national security implications.
In Denmark, for example, Chinese company Geely Holding Group acquired 51 percent of Saxo Bank

in 2017, establishing a technological joint venture that would in turn provide financial and regulatory
tech solutions to China’s fintech sector and its financial institutions.*®
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Strategic competitors can also focus on the purchase of non-tech strategic assets to influence,
circumvent, or alter economic sanctions. A long-running saga over an aluminum mill in Kentucky
further exemplifies these dynamics, mixing penetration of a strategic sector, sanctions, and investment
into the U.S. economy. In 2018, U.S. company Braidy Industries (now called Unity Aluminum) broke
ground on a $1.7 billion aluminum mill in an economically depressed area of northeastern Kentucky.
In January 2019, Russian aluminum giant Rusal (owned by the EN+ Group), led by Russian oligarch
and Kremlin insider Oleg Deripaska, offered to invest in the project. Rusal, then under sanctions,
would invest $200 million in the aluminum mill, giving it a 40 percent ownership stake in the plant.*
After this initial penetration of a strategic sector, Rusal suggested at the time it would begin to explore
more states for future investments in addition to Kentucky.>

Although some members of Congress requested a Treasury review of the investment by the Committee
on Foreign Investment in the United States (CFIUS), it is unclear if this greenfield investment can be
covered by such a review (as opposed to an acquisition).’* EN+ and Rusal were taken off the sanctions
list in January 2019, allowing these investments to flow through the U.S. system once again despite
Deripaska’s alleged maintained control over some of these assets.*? So far, Rusal has contributed $75
million to the mill and awaits other funders’ decision to complete the $200 million pledge.> Difficulty
in funding the full project risks giving leverage to Rusal and its 40 percent stake.

4. Sanctions Evasion, Decoupling, and Cryptocurrencies

Finally, strategic competitors use financial tools to evade sanctions and find ways to decouple from the
U.S. financial system and the dollar’s primacy. Indeed, most cross-border trade is conducted in dollars,
conferring huge financial and political leverage onto U.S. financial and law enforcement agencies.

In some cases, certain sanctions evasion efforts have been channeled through the U.S. financial
infrastructure; in others, decoupling efforts seek to build a parallel infrastructure that would diminish
the U.S. power of economic coercion and financial interdiction. Decoupling could also support
attempts to evade sanctions and will be the area to watch in coming years, as financial technology,
blockchain technology, and digital currencies present the most forward-looking threats.

Digital currency and cryptocurrency: “A form of currency that is available only in digital or
electronic form, and not in physical form. It is also called digital money, electronic money,
electronic currency, or cyber cash.”>* Digital currency is “intangible and can only be owned

and transacted in by using computers or electronic wallets connected to the Internet or the
designated networks.”>> Cryptocurrencies are “a type of digital currency created from software in
which a network of independent computer nodes confirms transactions through a decentralized
consensus mechanism.”>

Central bank digital currency: “A central bank digital currency (CBDC) uses an electronic record or
digital token to represent the virtual form of a fiat currency of a particular nation (or region). A CBDC
is centralized; it is issued and regulated by the competent monetary authority of the country.”>’

Blockchain: A distributed ledger or digital database “containing information (such as records of
financial transactions) that can be simultaneously used and shared within a large decentralized,
publicly accessible network.”>® It “can be public and permissionless, which means any computer
node can connect to the network to confirm and validate transactions. There also are private,
permissioned blockchains where a central authority or a consortium determines the nodes in

12 | Strategic Competition in the Financial Gray Zone



the network. Permissioned blockchains may use aspects of permissionless blockchain software
and adapt it to make a private blockchain network.”*

The search for technological superiority in the financial sector and the desire to lessen the economic
impact of future U.S. sanctions have brought Russia and China closer together in their drive to
decouple from the international financial system and initiate financial collaboration. In a March 2021
visit to China, Russian foreign minister Sergei Lavrov announced both countries “need to reduce
sanctions risks by bolstering [their] technological independence, by switching to payments in [their]
national currencies and global currencies that serve as an alternative to the dollar.”*® He added that
Russia and China must “move away from using international payment systems controlled by the
West.”s! As early as 2017, blockchain companies from both countries began collaborating on blockchain
ventures through a joint cryptocurrency fund of $100 million.®

Cryptocurrencies and blockchain technology in particular have the potential to build parallel payment
and currency systems, from displacing the centrality of the Society for Worldwide Interbank Financial
Telecommunication (SWIFT) messaging system to facilitating transactions for sanctioned countries or
entities.*® Specifically, CBDCs, controlled by the state, would pose such a threat (see next section).®*

It is important to note these systems are still years away, and cryptocurrencies from certain states
would remain under sanctions in exchanges that fall under U.S. jurisdictions. Nevertheless, the risk
exists not only of sanctions evasion through digital currencies but also of sanctions resistance through
a diminished U.S. power of financial coercion. A successful, independent system created by China or
Russia—or both—could also be exported to other countries and blunt the U.S. financial firepower.

As U.S. policymakers and their allies look ahead, other financial technologies that are harder to control
centrally will require scrutiny, for example, social media in-app payments, in-car payments, and other
virtual payments that link to a virtual wallet rather than a bank account.

RUSSIA IN THE FINANCIAL GRAY ZONE: THE MASTER CLASS

Russia is the primary adversary in the financial gray zone due to its deep connections to the Western
economic system and decades of fine-tuning its malign tactics. According to the U.S. Treasury
Department, “Russia’s integration into the global economic and international financial system presents
an especially unique challenge compared to other states subject to U.S. sanctions such as Iran, [or]
North Korea. . . . For example, a substantial portion of Russian sovereign bonds are held by external
investors, including U.S. pension funds . . . and banks.”®®

Experts have highlighted how, in Russia, the kleptocratic nature of the regime has been exported
and corruption transformed into a geopolitical weapon: “The easier it is for Kremlin kleptocrats to
launder their money, the easier it is for them to acquire new foot soldiers, new clients, and new
corrupt officials in their pay; while abroad they can acquire new lawyers, new lobbyists, and newly
compromised politicians to further their agenda.”*®

Russia has also mastered the use of strategic corruption. In places like Eastern Europe and the Baltics,
the Kremlin has leveraged corruption to undo democratic and governance progress or enrich regime-
affiliated figures.®” Even closer to home, money allegedly originating from Russian bank accounts and
credit cards funded the Kremlin’s influence operation in the 2016 U.S. election by, among other things,
financially supporting staged protests over divisive issues.®® The now-infamous Internet Research
Agency (IRA) purchased advertisements in the United States through false personas using PayPal and

13 | Conley, Lewis, Lostri, and Ruy



other means to disparage one candidate and build up divisions.® During the 2016, 2018, and 2020
U.S. election cycles, the IRA and other Russian actors allegedly used cryptocurrency accounts to fund
additional influence operations, including in Bitcoin to rent servers that would then be used to launch
cyber operations to influence the election in 2016.7

Adversaries in the Financial Gray Zone
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One actor in particular has taken this destabilizing behavior worldwide, with full support from the
Kremlin. Using his official, front businesses, Yevgeniy Prigozhin, a businessman close to Vladimir
Putin, reportedly funds the mercenary private military company Wagner Group.”* These fronts,
some of which were sanctioned by the United States in 2020, operate both in Russia (intimidating

journalists and producing fake news) and across the world (running military operations and election
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interference). For example, U.S. sanctions focused on Prigozhin’s network’s abuse of Sudan’s natural
resources to fund malign activities worldwide and on his use of entities in Hong Kong and Thailand
to evade sanctions.”? Here again, a complex web of front companies is allegedly used to launder
money and fund destabilizing operations, as most clearly exemplified by Wagner’s activities in Libya
(supporting General Hafter and violating UN Security Council resolutions, introducing more weapons
into a volatile situation”) and the Central African Republic (fighting with government forces against
rebel factions, allegedly committing human rights abuses).”

Russia has also mastered the use of strategic corruption. In
places like Eastern Europe and the Baltics, the Kremlin has
leveraged corruption to undo democratic and governance
progress or enrich regime-affiliated figures.

CHINA IN THE FINANCIAL GRAY ZONE: LEARNING AND ADAPTING RUSSIA’S TACTICS
While China is a newer entrant to the financial gray zone, it has become a fast learner of Russia’s tools
and has developed its own approach to hybrid tactics, particularly corruption and the acquisition of
strategic assets.

Corruption is a central piece of China’s Belt and Road Initiative (BRI), an opaque web of projects

with little transparency that creates potential points of leverage for the Chinese regime. In Chad and
Uganda, a former CEFC China Energy executive (the company is now state owned) reportedly provided
large bribes to grant access to the oil and gas markets to Chinese companies.” At the same time, amid
a domestic public crackdown on corruption, officials have parked embezzled funds abroad (including in
the United States) to hide their schemes and maintain power at home.”®

In 2019, Chinese telecommunication company Huawei was indicted for theft of trade secrets,
perpetrated against U.S. telecoms firm T-Mobile. The attempt allegedly took place both in China and
in the United States, and workers were offered bonuses for any valuable information gleaned from
this espionage. The charge included wire fraud, once again penetrating the U.S. financial system in the
furtherance of other criminal acts and attempts to gain technological superiority.”

In an instance more obviously related to national security, in 2019 a U.S.-based engineer was convicted
of attempting to illegally export integrated circuits with missile guidance applications to China after
gaining unauthorized access to this information.” Not only was this transfer aimed at a company
placed on the Commerce Department’s entity list (representing national security concerns), the
engineer used a U.S. limited liability company to channel the funds received from Chinese entities in
the trade.”

The newest and likely more serious threat in the coming years will be China’s development of sanctions

evasion tools and decoupling through cryptocurrencies. In the context of another Huawei indictment in
2019, then commerce secretary Wilbur Ross stated that “for years, Chinese firms have broken our export
laws and undermined sanctions, often using U.S. financial systems to facilitate their illegal activities.”s
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In this instance, bank fraud, money laundering, and wire fraud charges were pressed in relation to a plot
to evade Iran-related sanctions, revolving around a Huawei affiliate in Iran. The plot involved deceiving
“numerous global financial institutions and the U.S. government regarding Huawei’s business activities in
Iran” and relied on Huawei’s “global banking relationships for banking services that included processing
U.S.-dollar transactions through the United States.”®* Such cases also reaffirm the state-affiliated nature
of companies like Huawei, despite claims they are separate from the Chinese Communist Party.® It
should be noted in this case that it is not yet clear from the public record to what extent Huawei was
using its banking relationships to systemically evade sanctions (for itself and to Iran’s benefit), or just
skirting the normal course of controls in the sector to continue its operations.

The newest and likely more serious threat in the coming
years will be China’s development of sanctions evasion
tools and decoupling through cryptocurrencies.

Despite a crackdown in the past two years on peer-to-peer lending platforms and other financial
technology companies, China has invested heavily in research and development of blockchain
technology to put the state in control of financial digital products.®® In 2018, it invested over $3 billion
in such projects, showcasing the urgency of the technological race.®* A renminbi CBDC for cross-border
payments would create “controllable anonymity” for the government, providing it with better ways to
track currency movement and, with a pilot project linking several central banks (China, Hong Kong,
Thailand, United Arab Emirates), would link up multiple CBDC systems under this one currency. In
turn, payments for some commodities could increasingly take place in a currency other than the U.S.
dollar (for example, oil payments).®> These initiatives not only risk thwarting U.S. financial firepower,
but also increase China’s domestic control and international economic power.

OTHER ACTORS ALSO BENEFIT FROM THE GRAY ZONE

Beyond Russia and China, the financial gray zone’s tools can serve other actors’ purposes, such as North
Korea, Iran, or Venezuela. Some of these actors benefit not only from the example set by Beijing and
Moscow, but also from their assistance in certain cases.

In one of the most high-profile cases of sanctions evasion, an Iranian-Turkish gold trader orchestrated
a $13 billion “gas-for-gold” scheme between 2012 and 2014 (when Iran was still under strict sanctions)
through Turkish banks to pay Iran in gold for its natural gas shipments.®® This scheme involved bank
fraud, money laundering, a conspiracy to evade sanctions, and later a lobbying partner in the United
States, as was discovered when the case came to trial. The scheme involved complex invoicing methods
that are common in illicit finance schemes.

North Korea and Venezuela have benefited from China and Russia’s help in lessening the burden of U.S. and
international sanctions. In the former case, China and Russia allegedly welcomed North Korean laborers

in spite of UN bans. Beijing allowed Chinese firms to conduct business with UN-sanctioned companies

that are tied to North Korea’s weapons’ program while Moscow may have aided the export of North Korean
chemical weapons to Syria.” The United States also accused Beijing of helping Pyongyang launder money
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obtained through cyber theft.® The advent of cryptocurrencies has led Venezuela to attempt to evade
sanctions as well: during the launch of the petro, the new digital currency, President Nicolds Maduro called
it “kryptonite” against the U.S. government’s financial firepower. Russian advisers were reportedly involved
in the development of the petro, including some with ties to major Russian banks.®

The Future of Cyber Activity in Great Power Conflict
CYBERCRIME

Cyber activities feature prominently in the toolbox of authoritarian regimes and have seen increased
use in recent years, particularly cybercrime. The future of cybercrime is closely tied to the future of
Russian, Chinese, Iranian, and North Korean foreign policies. Right now, cybercrime serves their
interests. If there is no change in the policies or leadership of these countries and as long as the
cybercriminals in these countries are largely immune to penalty, cybercrime will likely continue to
increase. Other countries, such as Brazil and Vietnam, have growing cybercrime communities that
outpace law enforcement capabilities, but the principal threat from the four countries is that they are
also the geopolitical opponents of the United States.

Cybercrime is a lucrative activity with continued strong growth. It cost the global economy more than
a trillion dollars in 2019, and the rate of increase has accelerated since 2010.°

Cybercrime harms public safety, undermines national security, and damages economies. The financial
sector is a natural target for cybercriminals, who are attracted to both the presence of funds and

the troves of sensitive data financial institutions have access to.”* Besides the economic profit that
they can derive from attacking a bank, one should not overlook the strategic effect the disruption

of financial services can have for a society. Their status as globally accepted critical infrastructure
highlights their systemic importance.’”? Ransomware, phishing schemes, and cryptocurrencies make
it easier to succeed and monetize cybercrime and this, combined with the “sanctuary” offered by
strategic competitors (who refuse to prosecute cybercriminals), explains the rapid increase.

Cybercrime is a lucrative activity with continued strong
growth. It cost the global economy more than a trillion
dollars in 2019, and the rate of increase has accelerated
since 2010.

The opportunities for criminal activity are also growing as businesses increasingly rely on digital
technologies. Faster adoption of new technologies by cybercriminals in Russia and China, such as
artificial intelligence (AI) or synthetically generated images (deepfakes), also explains some of the
increase in cybercrime. Technological change favors cybercrime, since advanced criminals are often
quicker to adopt new technologies (while still relying on old standbys, like phishing). Cyber law
enforcement has improved, but operating from sanctuaries helps cybercriminals escape arrest and
prosecution. There are thousands of cybercrimes every year, ranging in cost from a few hundred to
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tens of millions of dollars.?® The United States remains a primary target, both for political reasons (no
Russian, Chinese, or Iranian hacker will face jail for attacking a U.S. target) and because of the number
of lucrative targets, with Europe a close second.

It is important to note that Chinese and Russian cyber operations have significant differences. The
Russian state excels at using cyber techniques for coercive action and for conventional political-
military espionage, and it tolerates (if not encourages) well-developed cybercriminal networks
whose members often have close ties to the state. For example, Roman Seleznev, a successful hacker,
was arrested while on vacation in the Maldives. His father is a member of the Russian Duma (or
parliament) with ties to the Kremlin.** The Russian government continues to object to his arrest,
calling it a “kidnapping.”®®

The Russian government rarely directs the activities of these criminal groups, but there are general
rules that apply: (1) no attacks on Russian-language targets; (2) help the state if asked; and (3) perhaps
share the proceeds of crime with the state. If these rules are observed, cybercriminal groups do not risk
interference from Russian law enforcement. Some of the wealthier cybercriminal groups have ties to
the Federal Security Service (FSB) in what some analysts call “a complicated relationship between the
Russian-speaking cyber underground and the Russian state.”® This makes Russia the world’s premier
cybercrime sanctuary. The top Russian cyber groups remain among the most skilled hackers in the
world. A British assessment of a few years ago found the top Russian criminal groups to be more skilled
at hacking than most national intelligence agencies.”’

In contrast to Russia, cybercriminals in China are closely controlled by Chinese security services,
who often have a directive relationship. Chinese hackers tell of being invited to “drink tea” with local
security officials where they are told: “work for us or go to jail.” Given the scope of China’s domestic
surveillance programs, it is next to impossible for a criminal to operate for any period of time without
being detected. If Chinese hackers find software vulnerabilities or develop an exploit, they are
expected to provide it to the security services at no cost. In exchange, of course, they are provided
protection from prosecution. Some hackers become government contractors, operating under the
direct control of Chinese agencies. This is crime in the service of the state. China’s focus is on theft of
intellectual property, commercially valuable information, and military technology.

Like Russia, Iran uses its hackers as a proxy force when needed but gives them the flexibility to
engage in hacking for personal gain (mainly against Arab-language and Israeli targets). Iran has a
well-organized capability for cyber operations tied to the Iranian Revolutionary Guard (IRG), the

Basij (a civilian paramilitary organization directed by the IRG), and the Ministry of Intelligence and
Security (MOIS) that uses proxies and contractors, including students.”® The Basij manages the Iranian
“Cyber Army.” Basij leaders claim their Cyber Army has over 100,000 volunteer hackers—certainly an
exaggeration—but the Basij have close connections with universities and religious schools it can use
to recruit students for a proxy hacker force. These proxy hackers can be involved in ransomware. Most
incidents are directed at Middle Eastern targets, but in 2018, the U.S. Justice Department indicted two
Iranians for a ransomware attack against Atlanta’s city government.” The Iranian hackers demanded
$55,000 worth of bitcoin in payment, and the city would eventually spend approximately $2.6 million
recovering from the attack.'® Iranian hackers have less freedom than their Russian counterparts, but
more than Chinese hackers. Iran’s cyber police (FATA) do make arrests for cybercrime, but their focus
is on political crimes. FATA also enforces laws against “blasphemy” and risqué photos on social media.
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North Korea is the least advanced of the cybercrime states, and it is also the most tightly controlled.
All North Korean hackers are employees of government intelligence agencies. Their job is to acquire
hard currency for Kim Jong-un’s regime. Some operate from facilities located outside of the Democratic
People’s Republic of Korea (DPRK), although Kim prefers tight controls and keeps most hackers in
North Korea. China tolerates rather than supports North Korean hacking efforts. The relative low
levels of skill of North Korean hackers make them the “bottom feeders,” usually going after targets in
developing countries.

Cryptocurrencies and ransomware have become central to cybercrime operations. North Korea and
Russia both make extensive use of ransomware, which is easily monetized. China and Iran also use
ransomware. The other easily monetized hacking activity is the direct theft of financial assets (as
when North Korea attempted to extract $951 million from the Bangladeshi Central Bank) and the theft
and resale of intellectual property.'®* A UN report estimates that North Korea made a little over $300
million from ransomware attacks in 2019-2020, a significant portion of its national income.'*? Russian
actors are much more sophisticated and dangerous, and made much more money, with estimates for
ransomware damages in the tens of billions.'%

The “traditional” ransomware method holds files hostage until a ransom is paid. The latest trend
involves exfiltrating data before encrypting it and threatening to make it public. This “double
extortion model” circumvents some solutions to ransomware, such as updated backup files, and is
intended to weaken a victim’s refusal to pay. Ransomware is, however, a manageable threat. Better
cyber hygiene and a coordinated international approach can undermine ransomware groups. The
supporting cloud infrastructure used by ransomware groups, often located in third countries, could
be a target of disruption.

International agreement to reduce cybercrime is making slow progress. While adherence to the
Budapest Convention continues to grow (with 64 countries as signatories), the four opponent
countries are not adherents.'® To undercut the Budapest Convention, Russia has been able to win
approval for negotiations on a new, global cybercrime convention in the United Nations, part of a
larger Russian effort to reshape rules and governance in cyberspace.'®

Since there is no penalty for criminal groups operating from sanctuaries or with state support, there is
no incentive for them to stop. The very uneven nature of cybersecurity practices in many companies
means there will still be ample targets for exploitation. Although leading Western banks—after
spending hundreds of millions of dollars on their cyber defense—are less likely to be hacked, the same
is not true for smaller financial institutions in developing countries. Phishing continues to have a
high rate of success and can circumvent many defenses. Finally, commercial software still has many
exploitable vulnerabilities—although a new U.S. executive order on cybersecurity will begin to reduce
the scope of vulnerability by requiring any software sold to the federal government to meet certain
security standards.'® Given these factors, in combination with continued state sponsorship, as part of
a larger geopolitical conflict, there is no reason to expect the level of cybercrime to decline.

Since there is no penalty for criminal groups operating
from sanctuaries or with state support, there is no incentive
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for them to stop. The very uneven nature of cybersecurity
practices in many companies means there will still be
ample targets for exploitation.

DIGITAL CURRENCIES

Cryptocurrencies are both full of potential and a serious challenge. Today, a significant portion of
cryptocurrency transactions are in support of criminal activity. CBDCs and perhaps private stablecoins
will eventually displace cryptocurrencies for all but criminal uses because they are a better store of
value and less subject to speculative fluctuations.

Defining Digital Currencies

Decentralized cryptocurrencies have dominated the narrative around digital currencies. The concept
of a virtual coin that is not controlled by central banks or regulators gained traction after Bitcoin
was launched in 2009. The value of cryptocurrencies has surged over the last few years, with their
total market value standing over $2 trillion at the time of writing, up from $260 billion in 2018.1%
Digital currencies still remain a fraction of global markets for stocks, bonds, and gold. There are now
thousands of cryptocurrencies available, with varying levels of value and legitimacy, given that it is
relatively simple to set them up, and their appeal has become, at times, comedic (e.g., cryptocurrencies
named after dogs or issued by hamburger chains). The craze for cryptocurrency has led one token to
reach a market value of around $45 billion a day after its launch, a value unrelated to any tangible
assets and indicative of the speculative nature of the asset.’%

Ukraine, Russia, Venezuela, and China are at the top of a 2020 report on global adoption of
cryptocurrencies as a common “means of value transfer.”® Contrary to expectations, cryptocurrencies’
primary use is not as a medium of exchange: in one survey, 70 percent of the respondents of a
spending survey admitted to using cryptocurrencies to buy more cryptocurrencies.’® While the use

of cryptocurrencies as a medium of exchange for other products and services is not widespread,

other surveys also support the conclusion that the more people become users of cryptocurrencies,

the more these digital currencies will be used for purchases, rather than exclusively as speculative
investments.'! Their current soaring prices could also drive their use. Cryptocurrencies, as a form

of digital currency, are also popular for remittances, thanks to the lower fees they are subject to and
because they are simpler and faster to use across borders.

The Risks of Decentralized Digital Currencies

For ransomware, phishing scams, or fraud schemes, cryptocurrencies are a preferred mode of

payment for cybercriminals.’? Cryptocurrency theft amounted to over $520 million in 2020, mainly
through hacking of exchanges and decentralized finance (DeFi) platforms.'*® Bitcoin and Ethereum
blockchains are also susceptible to “51% attacks,” in which criminals control a majority of the
decentralized blockchain.’* Cryptocurrency theft is a major trend in cybercrime, with over $4 billion
in cryptocurrency stolen in 2019 and $1.4 billion stolen in the first five months of 2020.%*> These thefts
use a combination of tactics including phishing and malware. Cryptojacking is another criminal trend,
where malware is installed on victims’ computers to remotely mine for cryptocurrencies.'*
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One of the main concerns when it comes to the misuse of cryptocurrencies is their potential for
money laundering. While some organizations can provide specific cryptocurrency laundering services,
inadequate controls and implementation of anti-money laundering (AML) protocols allow for licit
exchanges to liquidate criminals’ cryptocurrency.”” The changing regulatory environment for digital
currencies also contributes to the risk and gaps in implementation of the protocols worldwide.*

It is not surprising that the surge of decentralized currencies that are not subject to direct control
by regulators tempts criminals. The anonymous nature of cryptocurrencies is a further complication
for law enforcement’s efforts to link transactions to individuals.’® Ancillary services like coin mixers
(a technique used to “launder” cryptocurrencies and hide an account holder’s identity) or peer-to-
peer exchange platforms provide routes to sidestep attempts from regulators to implement AML
controls. However, other support services such as exchanges or wallet providers provide ways to
track transactions.'” Law enforcement agencies, regulators, and policymakers can use these service
providers in order to increase compliance and enhance control over activities involving currency
exchanges or trading on their sites.

When it comes to converting digital currencies into cash, exchanges, peer-to-peer platforms, and
Bitcoin ATMs are the most common choices. While exchanges are subject to know your customer
(KYC) and AML controls, lax enforcement contributes to their misuse for illicit activity. Peer-to-
peer exchanges allow users to exchange cryptocurrencies for cash in a more decentralized fashion;
this direct interaction facilitates money-laundering activities by avoiding the controls more formal
exchanges have in place.’ Bitcoin ATMs can be found around the world, but they are mostly
concentrated in the United States.'?? They provide another avenue for anonymity, since most do not
require identity verification.'?

Russians have been attracted to cryptocurrencies since they first appeared. Russian cybercriminals began
using cryptocurrencies for cross-border credit card fraud a decade ago. Russians have created numerous
cryptocurrency variants, even including Burger King in Russia, which issued “Whoppercoins” that can

be redeemed for burgers but also traded on cryptocurrency platforms. However, in 2020 a Russian law
made it illegal to purchase goods with cryptocurrencies and categorized decentralized cryptocurrencies as
property, triggering reporting requirements for tax purposes.'?*

Cryptocurrencies have been increasingly used to facilitate cybercrime, and scams, darknet markets,
theft of funds, and ransomware are the leading crimes for illicit cryptocurrency activity.!* Some
business email compromises request gift cards they can later convert to cryptocurrency.?* However,
the perception that they are uniquely used for that purpose does not hold true. In 2020, under

0.5 percent of Bitcoin’s transactions were found to be explicitly illicit.”” While the illicit share of
cryptocurrency activity decreased from 2.1 percent in 2019 to 0.34 percent last year, this is more a

reflection of the increased value driven by speculation, which “nearly tripled between 2019 and 2020,
rather than a decrease in criminal use.'?®

Stablecoins and Central Bank Digital Currencies

In contrast to these cryptocurrencies, “stablecoins” tie the currency to an asset, rendering them less
volatile.?® One of the most discussed examples of stablecoins came from Facebook’s Diem (formerly
Libra), announced in 2019. While the Facebook project originally envisioned the offering of multi-
currency coin and several single-currency coins—the latter “fully backed by the Reserve, which will
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consist of cash or cash equivalents and very short-term government securities denominated in that
currency”’—it is now anticipated that the initial launch will rely on the U.S. dollar.’® Tether is another
stablecoin backed by reserves and linked to the U.S. dollar.*! But tying the digital coin to cash is not
the only way in which tokens can achieve stability; some are backed by assets such as gold, or even
other cryptocurrencies.

The rise of digital payment systems and the popularity of cryptocurrencies and private digital tokens
paint a picture of decentralized finance. But multiple countries are currently exploring CBDCs, which
represent “a direct claim on a central bank rather than a liability of a private financial institution.”*®?
They are issued by central banks and are subject to regulation by a country’s monetary authority. And
while they may sound similar, there are several reasons why a CBDC is different from private digital
currencies. CBDCs create their own set of challenges for the existing financial system by threatening
to fundamentally change the cost structure of banking and the relationship between central banks,
financial institutions, and customers.

The number of countries exploring the potentials of CBDCs continues to grow. According to a BIS
survey, 86 percent of all central banks are working on it.!3® Most of them are in exploratory phases, and
there are very limited examples of live CBDCs.'** The Bahamas launched their “Sand Dollar” in October
2020, hoping to increase the efficiency of their payment systems, improve financial inclusion, and
reduce money laundering and other illicit cash uses.’®> And while the next few years might see a flurry
of activity, most central banks remain in a conceptual research or experimentation phase, and almost
two-thirds say they are unlikely to issue a CBDC in the next 24 months.

Most central banks remain in research or pilot phases, and many have so far only issued reports on
the feasibility, potential, and challenges of CBDCs. For example, the European Central Bank (ECB)
launched a 24-month-long investigation into the digital euro project in July 2021 and expects to begin
working on a prototype at the end of 2023.1*® China is one of the most forward-leaning nations when
it comes to the launch of its CBDC, the digital yuan, having recently released a white paper detailing
the scope of its ambitions.’®” And the U.S. Federal Reserve plans to publish a discussion paper that will
explore the possibility of issuing a U.S. CBDC.**

The adoption of digital currencies makes sense when considered as part of the “cashless future.” They
offer lower transaction costs, stability, and speed and ease of payments when compared to current
methods.® CBDCs, by making anonymity more difficult, could also make the task of law enforcement
easier if it develops tools and techniques to take advantage of the data generated by digital
transactions, to be able to identify both assets and actors.

“Retail” CBDC would be provided directly to consumers and allow the currency to be used as a form
of digital cash. “Wholesale” CBDC would be provided to financial institutions, making it easier to
incorporate into existing systems (but possibly more expensive for consumers). Emerging economies
have shown special interest in retail CBDC projects, which could expand access to finance services.
Wholesale currency could provide benefits to cross-border payments and securities trading.

CBDCs can also play a role in combating money laundering. The ease of tracking CBDC is a clear
advantage for this use, especially when compared to cryptocurrencies, as it allows for more transparency
and visibility into transaction histories. The need to register and identify in order to access payment
methods can improve the tracking of criminal activity while also reducing money laundering.'*
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However, CBDCs raise privacy concerns in contrast to private cryptocurrencies, and this could limit
their use.’*! Cybercriminals have proven adept at quickly adopting new technologies and learning
how to use them to their advantage. This means that even with the adoption of CBDCs, new and
more complicated money-laundering schemes are likely to emerge.’*? As with other digital currencies,
licit exchanges can unwittingly facilitate the laundering of virtual tokens. Gaps in regulatory
implementation and the identification and exploitation of lax jurisdictions can become a problem for
CBDC misuse.'*

The financial sector has always been a tempting target for cybercriminals. Any infrastructure will
present vulnerabilities that cybercriminals can exploit.** The introduction of new infrastructures, with
untested vulnerabilities such as CBDCs, will also present a new type of direct target for cybercriminals,
particularly an increased risk of the potential for data breaches.

Financial and Strategic Implications of CBDCs

The proliferation of CBDCs will have ripple effects on the financial system but should also be
understood to have geopolitical effects. Apart from the benefits related to financial inclusion and
stability, the issuing of CBDCs can be perceived as a matter of geopolitical strategy. For instance, the
EU report on a digital euro considers that the virtual coin may be crucial if, for example, “foreign digital
money were to largely displace existing means of payment.”'* Alternatives to the dollar can reduce the
impact of sanctions and, some believe, undermine U.S. economic power.'* The development of CBDCs
and the integration of international payment systems could also provide an avenue for countries to
avoid dependence on the SWIFT system.'¥” Efforts at developing digital currencies by countries like
Iran, Russia, and Venezuela demonstrate how some authoritarian governments are beginning to view
the future of the global financial infrastructure.'*® These initiatives by themselves will not undermine
the current financial ecosystem, but as they evolve coordinately and gain acceptance, they can lead to
the creation of an alternate system that skirts control mechanisms currently in place.

Although most central banks used to regard the use of these currencies as trivial, their growing use
has led to a change in attitude as they are more widely adopted.* If cryptocurrencies or stablecoins
become more commonly used for domestic transactions or cross-border payments, the International
Monetary Fund’s deputy managing director believes a CBDC can be useful as a way of countering “risks
to financial stability and [for] monetary policy transmission.”*>

The proliferation of CBDCs will have ripple effects on the
financial system but should also be understood to have
geopolitical effects. Apart from the benefits related to
financial inclusion and stability, the issuing of CBDCs can be
perceived as a matter of geopolitical strategy.

Ultimately, there is a paradigm contradiction when it comes to governmental approaches to different
forms of digital currencies. While the technology that underpins cryptocurrencies, stablecoins,
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and CBDCs can be lumped in the same category, they present wildly different models. Core to
cryptocurrencies, like Bitcoin, is an open architecture, relying on decentralization of payments, and
peer-to-peer transactionality. The emergence of these virtual currencies is perceived as a threat by
some countries, challenging their “ability to maintain control and stability over their country’s financial
sector.”**! CBDCs are a way in which governments can take advantage of the underlying technology of
digital currencies, while maintaining control over payment channels. China, for example, has imposed
restrictive measures on private cryptocurrencies and has been testing its digital yuan since April 2020,
processing over $300 million in several cities, making it one of the most advanced CBDC projects as
earlier noted.”? In its search for technological leadership, digital currency appears connected to China’s
developments in robotics, Al, and big data, and to its efforts to displace the dollar as a reserve currency.

Centralizing payments and control over the architecture are antithetical to the paradigm that
cryptocurrencies originally introduced. Yet others are embracing the decentralization: in 2021, El
Salvador became the first country to adopt Bitcoin as legal tender.* Its explicit acceptance of a
decentralized model poses a range of questions about governance and processes, and there is skepticism
over how successful this experience will ultimately be.*>*

Most CBDCs remain in a research phase, and each design choice and use will carry with it different types
of risk or potential criminal uses. How different central banks decide to implement their virtual currency
will require addressing different concerns.
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Gray Zone Red Flags

Corruption and Illicit Finance

25

Accounts or entities under investigation are linked to sanctioned individuals or their families
or associates, individuals considered politically exposed persons (PEPs), or individuals with

convictions of fraud or money laundering in other jurisdictions.

Funds under scrutiny (or involved in predicate offense) originate from a high-risk or bank secrecy
jurisdiction, a location with permissive or opaque business and legal environment, or a financial
institution (FI) with a history of poor practices.

Transactions or individuals involve or are connected to critical sectors (energy, infrastructure,
financial, media) and/or high investment value targets.

Entities do not perform realistic or logical business activities, or provide incomplete customer due
diligence (CDD)/KYC or UBO information in filings (also applies to virtual assets), or constitute a
string of shell companies without productive activity tied to each other across multiple high-risk
jurisdictions.

Company, entity, or account is tied to real estate purchases in sensitive or high-value locations
(including geographic targeting order [GTO]-covered counties), and/or to accounts flagged by
suspicious activity reports (SARs).

Law firms or lobbyists (potentially with Foreign Agents Registration Act [FARA] filings) are
involved in financial activity and company creation (particularly LLCs) for the purpose of real
estate purchases or other transactions.

Conley, Lewis, Lostri, and Ruy



= Transactions in a case or tied to sensitive individuals are made in small amounts, under SAR

thresholds, in short period of time; amounts are retrieved shortly thereafter and moved to other
accounts in staggered pattern.

= High-value transactions are transferred to accounts then followed by prolonged inactivity (applies
to both traditional banking and virtual assets).

= Activity emanates from jurisdictions with highly developed corporate service provider sector and/
or strong economic ties with Russia or China, or large national economic players have networks
overlapping with Russian and Chinese businesses.

Virtual Assets

= Virtual assets (VAs) are transferred to multiple VA service providers (VASPs) in high-risk
jurisdictions and/or jurisdictions with no AML/CFT regulation for VAs.

= VAs are transferred from VASPs to private wallets in short succession in different jurisdictions.

= Transfers are tied to individuals with the same residential or IP addresses, and/or IPs registered in
high-risk jurisdiction.

Transactions involve varied types of VAs, particularly anonymity-enhanced cryptocurrencies.

Transfers are made first across multiple FIs then to multiple VASPs in short order and/or through
registered entities.

For sources referenced in creating this list, please see the endnote section.
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