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Introduction
U.S.-based businesses and government agencies face a shortage of between 350,000 and 600,000 

cybersecurity professionals, and 56 percent of companies believe that their staffing shortfalls put them 

at moderate or extreme risk. Focusing on diversity, equity, and inclusion (DEI) can help organizations 

address that shortage by increasing the pool of available talent. Beyond the social good that comes with 

successful implementation of DEI policies, a 2018 McKinsey & Company report notes that organizations 

can also realize a positive impact on growth and performance. This is due to improved problem solving and 

idea generation: “Diverse teams have been shown to be more likely to radically innovate and anticipate 

shifts in consumer needs and consumption patterns—helping their companies to gain a competitive 

edge.” These benefits carry over to the cybersecurity realm. A diverse workforce can contribute to a 

better understanding of user behavior and the ever-evolving threat landscape. Additionally, diverse 

representation can help organizations identify and address implicit biases that may be impacting their 

ability to hire and retain talent, develop new products and services, and understand market demand across 

a broader demographic base.

MITRE recently conducted a study, funded by the Hewlett Foundation, that examined the current state 

of data on the diversity of the nation’s cyber workforce. The results of that study point to a data gap that 

needs to be addressed:

 ▪ There is not good data on the demographics of the cyber workforce, which makes it hard to assess how 

the United States is doing now. Without that baseline, it is not possible to accurately evaluate the 

effectiveness of different efforts attempting to increase the DEI of the workforce.

https://www.isc2.org/-/media/ISC2/Research/2020/Workforce-Study/ISC2ResearchDrivenWhitepaperFINAL.ashx
https://www.mckinsey.com/business-functions/people-and-organizational-performance/our-insights/delivering-through-diversity
https://news.microsoft.com/europe/features/why-we-need-more-diversity-in-cybersecurity/
https://www.cfr.org/blog/systemic-racism-cybersecurity-threat
https://www.mitre.org/publications/technical-papers/diversity-in-the-cyber-workforce-addressing-the-data-gap
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 ▪ To address the lack of data, either the U.S. government (USG) or the philanthropic community should 
fund a yearlong dedicated pilot program run by a not-for-profit organization with the appropriate 
technical skills and the trust of both government and industry. This organization should develop and 
test multiple options for data gathering, analysis, and sharing. At the end of a year, the organization 
will share lessons learned and propose next steps. 

 ▪ In parallel to the pilot program, the USG should put in place the mechanisms needed to sustainably 
fund a multiyear initiative focused on the gathering, analysis, and dissemination of DEI cyber 
workforce data. The USG is the best solution for long-term funding for several reasons. First, the 
benefits of such an endeavor will support U.S. economic and security goals—a point that has been 
made by numerous senior government officials from both parties. Second, the USG is already heavily 
invested in growing the nation’s cyber workforce. Expanding its focus more heavily into the DEI 
aspects is a natural extension of its existing mission. Third, it will be difficult to find other funders for 
such an initiative. Philanthropy generally doesn’t fund open-ended efforts like this and industry likely 
won’t invest until it sees the benefits of doing so, which will take a few years.

This paper explores the specific steps that the USG could take to implement these recommendations. It 
examines which federal agency should take primacy on the funding and execution of a national DEI cyber 
workforce program. The paper also explores what other nations have done to address this topic. Finally, 
this paper examines the types of legislation that would be needed to make this program happen. 

Executive Branch Leadership
Several federal agencies make good candidates for leading the charge on gathering, analyzing, and 
disseminating cyber workforce DEI data. The Commerce Department’s Bureau of Labor Statistics (BLS) 
is one option because it runs the Current Population Survey, which is a monthly survey of households 
that contains “a comprehensive body of data on the labor force, employment, unemployment, persons 
not in the labor force, hours of work, earnings, and other demographic and labor force characteristics.” 
Unfortunately, at the present, BLS only gathers data on one cyber-related job category: information 
security analyst. In addition, BLS’s information on this job category does not include demographic data. 
In theory, BLS could expand its survey methodology to gather information, including demographic data, 
for the full range of cyber jobs outlined in the National Initiative for Cybersecurity Education Workforce 
(NICE) Framework for Cybersecurity (which identifies 7 different categories, 33 specialty areas, and 52 
different cyber roles). However, there is another federal agency that appears to be better positioned to 
gather demographic data specifically tied to the cyber workforce: the National Science Foundation (NSF). 

The NSF’s National Center for Science and Engineering Statistics (NCSES) collects data on the United 
States’ science, technology, engineering, and mathematics (STEM) workforce, and it has a history of 
gathering demographic information. For example, it recently produced the report Women, Minorities, 
and Persons with Disabilities in Science and Engineering. In addition, the idea of expanding the NCSES’s 
remit to focus specifically on the cyber workforce has already been proposed in legislation. Both the 
National Science Foundation for the Future Act (H.R. 2225) and the America COMPETES Act of 2022 
(H.R. 4521) direct the NSF director—working in cooperation with the National Institute of Standards 
and Technology (NIST), the Department of Homeland Security (DHS), the Department of Defense, the 
Office of Personnel Management, and other federal agencies as required, to award grants to institutions 
of higher education or nonprofits to carry out research on the cyber workforce that includes analysis of 
demographic representation. 

https://governmentciomedia.com/workforce-shortage-major-cyber-risk
https://www.bls.gov/cps/home.htm
https://niccs.cisa.gov/workforce-development/cyber-security-workforce-framework
https://niccs.cisa.gov/workforce-development/cyber-security-workforce-framework
https://ncses.nsf.gov/pubs/nsf21321/report
https://ncses.nsf.gov/pubs/nsf21321/report
https://www.solarium.gov/report
https://www.congress.gov/bill/117th-congress/house-bill/2225?s=1&r=80
https://www.congress.gov/bill/117th-congress/house-bill/4521
https://www.congress.gov/bill/117th-congress/house-bill/4521
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Another option worth mentioning is the Bureau of Cyber Statistic (BCS). The BCS concept was proposed 
by the Cybersecurity Solarium Commission, and it appears to be under active exploration by the Biden 
administration. While the primary focus of the BCS is to better understand risks and the efficacy of federal 
programs, the Solarium Commission report notes that the BCS could be used to collect, process, analyze, 
and disseminate statistical data on the “cyber ecosystem.” One could make the case that understanding 
the demographic posture of the nation’s cyber workforce is a key characteristic of that ecosystem. To that 
end, the proposed BCS could potentially play a role in gathering cyber workforce data if it were authorized, 
funded, and staffed to do that work. The question is whether the BCS should take this on when agencies 
like NSF are already well positioned for that task.

Lessons from Other Countries
What lessons can be learned from other countries? While several foreign governments, most notably 
Australia and New Zealand, are making concerted efforts to increase the diversity of their respective 
national workforces, the only nation pursuing the type of cyber workforce data gathering that this 
report proposes is the United Kingdom. In fact, the United Kingdom’s new cyber strategy specifically 
addresses the diversity of its cyber workforce. More to the point, over the last two years, the British 
government has performed surveys to “strive for a better understanding of the . . . diversity profile 
across the UK cyber security industry.” The United Kingdom’s approach follows the “Split the 
Difference” model that was proposed in the MITRE paper with one key difference: the UK government 
chose to work with a private-sector entity to gather and analyze cyber workforce data. The UK 
government also follows the paper’s recommendation that the data gathering be performed regularly 
over time. The lead organization for the effort is the National Cyber Security Center, a multiagency 
organization that includes elements from the intelligence community, law enforcement, and the 
British equivalent of DHS.

Adapting the British approach to the United States would put the Joint Cyber Defense Collaborative 
(JCDC) at the epicenter for the cyber workforce DEI initiative. According to its website, the JCDC

brings together public- and private-sector partners that possess relevant equities in cyber defense 
operations to coordinate cybersecurity planning, information sharing, and information product 
and guidance development. . . . The JCDC’s federal government partners include representatives 
from the Department of Homeland Security (DHS), the Department of Defense (DoD), the 
Department of Justice (DOJ), the Federal Bureau of Investigation (FBI), and the Office of the 
Director of National Intelligence (ODNI). The JCDC also consults with SLTT [state, local, tribal, 
and territorial] governments, information sharing and analysis organizations and centers (ISAOs/
ISACs), owners and operators of critical information systems, cybersecurity researchers and 
subject matter experts, international partners, and other entities, as appropriate.

The JCDC is not well suited to lead a program focused on gathering, analyzing, and disseminating 
diversity data on the nation’s cyber workforce. While the JCDC emphasizes both public-private 
partnerships and information sharing, its primary orientation is operational. Other government 
agencies that focus on statistics are better suited to the role needed for this specific mission. 

While the USG could adopt the British approach of working with a private-sector firm to conduct 
the data gathering, analysis, and dissemination, the use of a not-for-profit organization would 
help it avoid both real and perceived conflicts of interest. Fortunately, the United States has a rich 
network of not-for-profit organizations and industry associations with the expertise to do the work—

https://www.solarium.gov/report
https://www.minister.industry.gov.au/ministers/price/media-releases/60m-grow-australias-cyber-security-workforce
https://opengovasia.com/new-zealand-launches-cyber-security-academy-to-increase-diversity-in-cyber-security-workforce/
https://www.csoonline.com/article/3644869/uk-governments-new-national-cyber-strategy-focuses-on-workforce-diversity-cyber-offense.html
https://www.ncsc.gov.uk/information/diversity-and-inclusion-survey-2021
https://www.mckinsey.com/featured-insights/diversity-and-inclusion/diversity-wins-how-inclusion-matters
https://www.ncsc.gov.uk/section/about-ncsc/what-we-do
https://www.cisa.gov/jcdc
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including some types that do not exist in the United Kingdom, such as federally funded research and 
development centers and university-affiliated research centers. 

Recommendations
The research that MITRE conducted on behalf of the Hewlett Foundation, which included workshops and 
interviews, yielded the insight that neither the private sector nor the philanthropic community are likely 
to fund a yearslong effort to better understand the demographics of the cyber workforce in a detailed and 
comprehensive way. The U.S. federal government is the best option for taking this on and producing a 
public good that will benefit the nation as a whole. 

There are several legislative options for enacting the type of program proposed in this paper. As mentioned 
above, both H.R. 2225 and H.R. 4521 propose that the NSF to gather demographic data on the nation’s 
cyber workforce. The latter bill has a greater chance of becoming a law, as it is the companion legislation 
to the United States Innovation and Competition Act (S. 1260) that was passed by the Senate. The Senate 
bill has several provisions aimed at increasing the diversity of the nation’s STEM workforce. Most of these 
provisions propose specific programs and activities (e.g., grants, apprenticeships). However, Section 
308 calls for the creation of an interagency working group, led by the Office of Science and Technology 
Policy, to “compile and summarize available research and best practices on how to promote diversity and 
inclusions in STEM fields and examine whether barriers exist to promoting diversity and inclusion within 
federal agencies employing scientists and engineers.” Current language calls for the working group to 
“solicit and consider input and recommendations from non-federal stakeholders,” but does not provide a 
mandate or funding for this process. 

The House and Senate are planning to reconcile the differences between H.R. 4521 and S. 1260 in 
committee. This presents the Hill with an opportunity to incorporate the language from the House bill into 
the final version of the legislation. Whatever wording is chosen, the proposed language should direct NSF 
to take the lead on this program with support from other key agencies like DHS and NIST. 

Finally, the Executive Office of the President should actively support the goals of this proposed effort. 
The White House has already demonstrated that it cares about the issues of diversity and workforce. By 
using the power of the bully pulpit to indicate its support for the creation of a more diverse and equitable 
national cyber workforce, the White House may be able to encourage greater industry participation in the 
data-gathering activities that are so desperately needed. 
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https://www.congress.gov/bill/117th-congress/senate-bill/1260
https://www.congress.gov/bill/114th-congress/senate-bill/3084/text/enr#toc-id167c37f4-697a-4a98-835a-1b4d49b2a7c0
https://www.congress.gov/bill/114th-congress/senate-bill/3084/text/enr#toc-id167c37f4-697a-4a98-835a-1b4d49b2a7c0
https://www.akingump.com/en/news-insights/america-competes-act-v-us-innovation-and-competition-actsummary-of-key-differences-and-takeaways.html
https://www.whitehouse.gov/briefing-room/presidential-actions/2021/06/25/executive-order-on-diversity-equity-inclusion-and-accessibility-in-the-federal-workforce/
https://www.whitehouse.gov/briefing-room/presidential-actions/2021/02/04/memorandum-revitalizing-americas-foreign-policy-and-national-security-workforce-institutions-and-partnerships/

