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Executive Summary

A blockchain is a form of distributed ledger technology that allows a group of users to 
cooperatively maintain a record of transactions. By virtue of the way blockchain organizes the 
process of recording and validating transactions, this record is both tamper resistant and tamper 

evident, helping to protect the integrity of information stored by the network. Because of blockchain’s 
distributed governance mechanism, these systems are also able to minimize or even eliminate the role 
of central authorities, improving transparency and resilience and minimizing the risk of corruption 
or abuse. Thanks to these properties, blockchain has been proposed as a potential solution to a wide 
range of problems in the human rights and international development space. 

However, questions remain as to the true value of the technology in solving these issues, including 
whether it may introduce new human rights risks or distract from addressing current risks. To address 
this question, this report considers the human rights opportunities, risks, and challenges associated 
with the adoption of blockchain solutions in four prominent use cases—supply chain transparency, 
voting, digital identity, and land rights management. The report summarizes the advantages and risks 
of blockchain technologies and details the human rights challenges in each area that cannot be solved 
by blockchain alone. The analysis closes with recommendations for companies to help ensure that 
the blockchain products and services they develop and deploy will help to strengthen human rights 
around the world. 

Supply Chain Traceability
Bottom Line: Blockchain technologies offer unique opportunities for achieving supply chain 
traceability and should continue to be explored as a way to help companies improve their due diligence 
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processes and more comprehensively map their supply chain. However, this work should not take 
precedence over the more important task of building tools and institutions for collecting and verifying 
information about labor conditions—an issue which blockchain cannot solve. 

More than 24 million people around the world are subjected to forced labor, and tens of millions more 
work under other abusive labor conditions. As governments increasingly move to mandate human 
rights due diligence by end-user companies, and some leading companies seek to improve respect for 
human rights in their own supply chains, blockchain has been proposed as a means to support more 
robust supply chain traceability and transparency. Specifically, blockchain has been advanced as a way 
for companies to track physical goods as they move through a supply chain and establish a common, 
trusted record for the provenance of those goods and the conditions of their production. 

The transparency and distributed coordination allowed by blockchain could allow the technology to 
be uniquely beneficial as the basis for supply chain traceability initiatives. Blockchain can facilitate 
the recording of supply chain data such as date and location of harvest or manufacture, which can 
be valuable in identifying high-risk products or components, and in tracing a product through its 
life cycle to help companies more comprehensively map their supply chains. However, blockchain 
cannot verify the accuracy of data input into the chain, leaving the system vulnerable to abuse. This 
is particularly the case regarding claims made about working conditions, which are relatively easy to 
falsify when entered into a blockchain. 

The most important potential advantage of blockchain for supply chain initiatives would come from 
the real-time traceability enabled by the network, which would lower the administrative burden of 
due diligence programs and enable the continuous monitoring of suppliers. The distributed nature of 
blockchain systems may also provide unique advantages that could lower the cost of implementing 
traceability programs, improve their ability to scale, and cultivate trust among participating firms. Even 
with the introduction of blockchain, however, traceability initiatives will continue to face significant 
obstacles, such as encouraging adoption throughout the supply chain, ensuring producers have access 
to the necessary technical infrastructure, and coordinating both companies as well as government 
regulators on adopting common data reporting standards and interoperable platforms. 

The primary limitation of blockchain traceability systems is that they would not automatically improve 
visibility into whether a given supplier is engaging in illegal or abusive behavior. While the technology 
may provide some limited benefit as a means of immutably linking data to actors and making any 
derived insights more accessible to downstream providers, this is only valuable if the underlying 
challenges of collecting accurate, reliable data about labor conditions can be resolved. Thus, while 
blockchain may be valuable in supply chain traceability, its direct value for preventing labor abuses in 
supply chains is limited without additional tools, including stronger regulatory and market pressure 
for more sustainable business models and a stronger-worker-led system of accountability. Investment 
in blockchain technologies should therefore not supplant an emphasis on developing solutions to 
these more fundamental problems.

Voting
Bottom Line: Blockchain cannot solve the fundamental insecurity of online voting. While blockchain 
may prevent some forms of ballot tampering if implemented properly, these platforms will always 
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be reliant on other forms of hardware and software that make them vulnerable to large-scale, 
undetectable exploitation. For this reason, blockchain-based voting platforms should not be used to 
conduct online voting, though there may be an opportunity for the technology to help secure voter 
registration or the reporting of election results.

The right to vote is frequently undermined by electoral mismanagement, either as a result of 
intentional manipulation by authorities or by a lack of electoral administration capacity that allows 
for outside manipulation by third parties. Advocates of blockchain voting believe the technology could 
help ensure access to free, fair, and peaceful elections by enabling forms of online voting that would 
help improve voter access and protect ballots from manipulation by electoral authorities. Specifically, 
blockchain has been proposed as a way of operationalizing end-to-end verifiable internet voting, 
whereby voters can verify for themselves whether their vote was counted properly without having to 
rely on any other party or system. 

Advocates argue that blockchain may improve election administration in two ways. The first is 
by enabling online and mobile voting systems that may be easier for voters to use, resulting in 
improved turnout and a reduction in ballot errors. Studies so far have shown some evidence of 
small turnout improvements from the use of online and blockchain voting, though the magnitude 
of this effect remains a matter of debate. Online voting may also eliminate some opportunities for 
voter intimidation at in-person polling locations by giving voters the option to submit their ballots 
remotely—though remote voting may introduce new risks for coercion that occurs in voters’ homes or 
workplaces, where ballot secrecy cannot be assured. 

Blockchain has also been proposed as a solution to the manipulation of votes by corrupt authorities. 
If encrypted ballots were logged on a blockchain system managed by a diverse pool of actors, it would 
theoretically make it much more difficult for any actor to delete or tamper with those votes. However, 
this advantage is dependent on election administrators agreeing to open their voting process to a 
radical level of transparency by observers—something that is highly unlikely to occur in jurisdictions 
where election integrity is most under threat.  

Blockchain-based systems are also limited in that they cannot provide assurance that votes have not 
been tampered with before being logged on the blockchain. Just as in the supply chain traceability 
use case, Blockchain would only serve to protect ballots once they are submitted to the network and 
can do nothing to prevent tampering by government authorities or outside actors that occur at other 
points in the voting process. Election security researchers have consistently found that the hardware 
and software used by online voting systems for submitting, receiving, and counting ballots are highly 
vulnerable to attacks, even when blockchain is used to store the votes. These vulnerabilities could 
allow both internal and external actors to carry out large-scale disruption or manipulation for a very 
low cost. 

These issues could be overcome if an online voting system were able to achieve end-to-end verifiability 
by allowing voters to check their votes after the election concluded to determine for themselves 
whether tampering had occurred. However, while blockchain is one way of operationalizing end-to-
end verifiable internet voting, election security experts have repeatedly emphasized that blockchain 
is not only unnecessary for realizing this goal but in many ways actually inferior to traditional 
information systems due to its added complexity. While blockchain-enabled voting, like other 
internet-based voting systems, currently poses severe risks to election integrity, blockchain may still 
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be able to play a useful role in improving election administration if used to store voter registration 
data in a way that was more transparent and less vulnerable to tampering or used by polling locations 
to submit their vote tallies in a way that would make disruption and misinformation around election 
results less likely. These areas have received comparatively little attention relative to systems focused 
on the collection and tallying of ballots, and further work in this area should be encouraged. 

Digital Identity
Bottom Line: Blockchain could help enable self-sovereign identity (SSI), a system of identity 
management that allows individuals to manage their own identity information instead of relying 
on centralized third parties. SSI could give individuals greater control over their personal data and 
help individuals without official documentation build a record of identity. However, SSI will not lead 
to better data governance practices without strong legal and regulatory pressure and could lead to 
significant privacy risks if deployed inappropriately. For this reason, deployments involving vulnerable 
populations or in places that lack strong legal protections should not be pursued until strong 
governance frameworks can be developed.

An estimated 1 billion individuals lack access to official identification. Obstacles to obtaining legal 
identity are particularly high for many of the over 26 million refugees in the world today, especially 
those who may have lost their original identity documentation as a result of conflict or natural 
disasters. Individuals excluded from official identity systems face enormous barriers to participating 
fully in economic and social systems. Proponents of blockchain believe that the technology may offer 
the potential to address many of these issues by serving as the technical infrastructure for a new 
kind of identity system termed “self-sovereign identity,” where identifiers and credentials are held 
and controlled by users rather than by central authorities.One potential benefit of SSI is that it would 
allow individuals to build a portable record of identity from unofficial sources. For example, SSI may 
make it easier for residents of refugee camps to take the health records, educational credentials, and 
professional certificates accrued through their interactions with humanitarian organizations and 
use them after leaving the camp. Importantly, however, the value of these credentials is determined 
primarily by whether the receiving party agrees to honor them. While SSI may make it easier for 
individuals to establish a trusted link between themselves and these functional credentials, political 
and legal reform would be necessary before populations could utilize these credentials in place of more 
foundational identity documentation. 

SSI also promises improvements to privacy by making the aggregation of personal information by 
centralized controllers unnecessary and empowering users to control their own identity information. 
The privacy benefits of SSI are undermined, however, if any personal information is stored directly on 
the blockchain, because this information can never be deleted and thus would create a permanent risk 
to the individual’s privacy. Further, because some vulnerable populations may not have access to the 
smartphones required to store digital credentials, these individuals will likely end up relying on third 
parties to host their identity wallets. This relationship creates a number of potential risks depending 
on the policies and practices of the custodian and the level of control the user is able to exert. Finally, 
while SSI may enable better data governance practices by minimizing the need for third parties to 
collect information about users when verifying their identity, absent strong legal protections, there is 
nothing stopping governments, companies, and even civil society organizations from continuing to 
collect and utilize information about individuals in ways that violate their rights. 
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In the humanitarian sector, the use of SSI may help to improve the administration of aid programs 
by allowing organizations to collaborate more efficiently and reducing the amount of data each group 
collects about the individuals it serves. However, these benefits require overcoming a number of 
technical, operational, and political barriers to coordination and would have to be carefully structured 
to avoid excluding any individuals while managing the challenges of custodianship. 

Blockchain-based SSI systems may help improve access to identity documentation and address the 
privacy risks of centralized digital identity systems, but only if individuals are granted true control 
over their information and have the tools to access it. Absent significant improvements in technology 
access, digital literacy, and legal protections, this will be unlikely in many settings. Responsible 
deployments would require careful attention to the significant risks involved and would require that 
both the technical architecture and especially the system’s governance process be carefully constructed 
to resist abuse and prioritize the needs and interests of the users. For this reason, while work toward 
building SSI systems may be worthwhile, plans to apply this technology in places without adequate 
legal and regulatory infrastructure, or for vulnerable populations in humanitarian settings, should be 
approached with extreme skepticism. 

Land Rights Management
Bottom Line: Blockchain technologies could help reduce some risks of mismanagement and 
corruption in land administration and may reduce the costs associated with participating in formal 
land management systems. However, blockchain does not help ensure that the details of land records 
are properly recorded and risks legitimizing unfair land distributions. Therefore, blockchain systems 
should continue to be explored in this area but should not distract from the more important initial 
steps of building high-quality, digitized records of property ownership.

Many countries around the world remain reliant on paper-based systems of land administration. 
These systems lead to substantial risks of mismanagement, loss of documentation, and conflict or 
property loss caused by incomplete or inconsistent records. Further, women and other disadvantaged 
groups often face barriers to claiming land or property rights regardless of the administrative system 
in question, and communities that hold collective ownership over land are often excluded from formal 
recognition. The primary advantages of blockchain lay in its ability to create a shared, trusted record 
of land records that can protect against forgery, tampering, and other forms of abuse by authorities. 
The use of smart contracts on the blockchain may also help to reduce the costs associated with land 
transactions, increasing the likelihood that landowners would participate in formal land management 
systems rather than rely on informal ones. Blockchain-based systems would also be more resilient 
than centralized systems in the face of conflict or natural disaster as long as the network had sufficient 
geographic diversity. 

Blockchain land management systems have two primary drawbacks. The first major drawback is that 
the benefits of blockchain systems to disadvantaged groups rely on the willingness of the government 
to protect and enforce the rights that are codified on the network. In the case of women, for example, 
while blockchain may provide a means of more immutably recording women’s property rights, this 
would not matter if women do not have the legal right to own land. Similarly, groups that have 
collective ownership over the land would receive no benefit if the country’s legal system does not 
recognize collective ownership rights. 
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The second is that blockchain systems cannot guarantee the integrity of data when it is entered on the 
network. A primary challenge in advancing land rights is ensuring that populations that previously 
relied on informal mechanisms to record and pass down property rights can have those rights officially 
codified. This can often be a fraught process, as multiple individuals or families may simultaneously 
claim the right to a particular piece of land and neighbors may disagree over where boundaries lie. 
A blockchain would not help officials manage this process and could not provide any guarantees 
that errors would not be made. If land rights are distributed unfairly as a result, blockchain land 
management systems may end up reinforcing an unjust status quo.  

The primary risk of blockchain initiatives lies in their potential to distract jurisdictions from investing 
in the initial process of developing more rights-respecting and inclusive land ownership systems and 
codifying them through high-quality, digitized records of property ownership. Without this work, 
blockchain systems risk reinforcing an unjust status quo. Therefore, while blockchain may have a role 
to play as part of a longer-term strategy for improving land rights management, the technology should 
only be considered if it is paired with or built on top of more systematic and comprehensive rights-
based land allocation and management system.

Addressing the Human Rights Impacts of Blockchain Technologies
Depending on the use case and the details of implementation, some blockchain systems may exacerbate 
or pose new risks to universal human rights. Drawing from the UN Guiding Principles on Business 
and Human Rights as a framework, this report suggests a set of recommendations for how the groups 
involved in building and deploying these systems can take steps to reduce these risks. Though these 
recommendations are primarily targeted at corporations, they are also relevant to any civil society or 
government agency that is considering whether to deploy or participate in a blockchain system.

The first set of recommendations concerns the identification of human rights impacts. All 
organizations involved in developing or deploying a blockchain system should conduct due diligence to 
identify any potential human rights risks associated with the proposed use of blockchain technology. 
For blockchain, this should also include an assessment of whether the technology is fit-for-purpose 
to achieve any positive human rights impacts that may be claimed from its deployment, as well as 
assessing any potential human rights harms that may result from its use. After this initial assessment, 
organizations should adopt an ongoing review of risks and impacts to account for changes in the 
technology and in the context of its use. This process should be supported both by internal structures 
and procedures as well as by external advisory bodies that can help identify potential risks before 
they arise. All developers of blockchain technology should also conduct due diligence of potential 
buyers and partners before moving forward with sales or deployments in order to assess the risk that 
deployments may lead to human rights abuses. 

The second set of recommendations concerns the mitigation of risks. Developers of blockchain 
technology should leverage contractual or other mechanisms to continuously review how their 
technology is being used by buyers in order to ensure that any abuses can be quickly identified and 
addressed. This should include an ongoing assessment of whether claimed human rights benefits are 
being realized. Developers should also ensure that the technical architecture of both the blockchain 
system and all supporting digital infrastructure is designed to minimize privacy and security risks. To 
reduce the risks of inappropriate use, developers should provide training to buyers to educate their 
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employees on proper use of the system and how to avoid situations that may lead to risks of abuse. 
All responses the company takes to mitigate risks should be tracked to provide information on the 
effectiveness of their measures.  

The third set of recommendations concerns transparency. Organizations involved in developing or 
deploying blockchain technology should institute a policy statement outlining their human rights 
commitments, which should be informed through consultation with relevant internal and external 
expertise. Organizations should also actively communicate information about how they are managing 
any potential and actual human rights impacts, including the outcomes of the responses they take. 
Developers working on blockchain technologies should, where possible and practical, utilize open-
source software and allow for third-party audits in order to allow outside parties to identify any 
potential risks in the system. Furthermore, the administrators of permissioned blockchain systems 
should allow and encourage the participation of a diversity of parties as part of the network in order to 
ensure that the technology’s transparency benefits can be attained.  

Finally, organizations should ensure that remedy is available to anyone whose rights are impacted 
by the deployment of blockchain systems. Blockchain poses a number of unique challenges to the 
remedy process due to the immutability of data logged on the blockchain. Developers and practitioners 
must be aware of these risks and ensure that users are never at risk of harms for which no remedy is 
possible. Organizations should also consider how the distributed nature of blockchain systems may 
impact their ability to provide remedy in the case of any harms that come to light. Any deployments 
that include or focus on vulnerable populations must also consider how access to remedy may be 
impacted by a lack of technical infrastructure or digital literacy and strive to ensure that remedy is not 
only available but also accessible for these groups. 
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1

Introduction

F irst popularized in 2008 as the basis for the cryptocurrency Bitcoin, blockchain has grown over 
the past decade to become one of the most often discussed but poorly understood innovations of 
the modern digital economy. The promise of blockchain—to create systems of information sharing 

and storage that are secure, transparent, and decentralized—has sparked widespread excitement 
among technologists, entrepreneurs, activists, and policymakers. Many see the technology as a 
potential answer to a variety of human rights challenges, from ease of access to voting and identity-
based service delivery to land rights protections and supply chain transparency. This excitement has 
been particularly strong among the human rights and international development communities, which 
nurture hopes that blockchain can help bypass corrupt or ineffectual institutions around the world to 
provide badly needed services that reinforce human rights norms more transparently and efficiently. 

However, it is not clear that blockchain alone will provide a solution to these human rights challenges. 
Blockchain systems are never deployed in isolation but are embedded in existing technical and 
political systems that create challenges blockchain cannot always solve. In addition, there are very real 
technical and governance challenges that can complicate blockchain implementation and potentially 
limit its effectiveness as a human rights tool. Organizations hoping to tap into this new technology 
must understand these issues before they can decide whether it is the most appropriate solution, as 
well as whether its use may create new human rights risks. Similarly, as in all industries, companies 
that build and deploy these systems have a responsibility to ensure that their products and services do 
not cause or contribute to human rights harms and instead are designed and implemented to reinforce 
human rights norms.  
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Blockchain systems are never deployed in isolation but are 
embedded in existing technical and political systems that 
create challenges blockchain cannot always solve.

This report begins with an overview of how blockchain works and how decisions over protocols and 
access management can affect the advantages and disadvantages of deploying blockchain technology. 
The report then proceeds to examine four use cases that help illustrate the impact blockchain may 
have on important human rights issues. The analysis closes with recommendations for companies to 
help ensure that the blockchain products and services they develop and deploy will help to strengthen 
human rights around the world. 
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2

What Is Blockchain,  
and How Does It Work?

T o understand both the potential and limits of blockchain systems, it is first necessary to 
understand how the technology works.1 To begin, one should imagine a simple ledger. A ledger 
is nothing more than a book where each page is filled with a list of recorded transactions: on 

Monday, Alice gave Bob $10, on Tuesday, Carol gave Dan $15, and so on. Updating a traditional ledger 
is simple. The person in control of the book writes down the latest transaction on the most recent page. 
Modern systems utilize computer databases instead of physical books, but the essence is the same.

In most situations, nothing more complicated than a database is necessary for organizations seeking to 
keep electronic records of transactions. But when there is fear that the person in control of the ledger 
may not be trustworthy, a single point of failure can become dangerous. There may be nothing stopping 
the ledger’s owner from falsifying the newest record or changing past records to suit their interests. 
These risks are compounded by a lack of transparency. If the ledger is controlled by a single entity 
that will not let others review the details of recorded transactions, it becomes difficult to determine if 
manipulation has occurred. These threats exist not just for ledgers used to record financial transactions 
but also for similar systems used to record votes, land titles, credentials, or almost anything else. 

Blockchain systems attempt to solve this problem by distributing the power to make decisions about 
what transactions to record and legitimize. In contrast to a traditional ledger, which is held by a single 
authority, a blockchain is shared among multiple participants. Every user or “node” on the network 
has a full copy of the entire ledger, which is formatted as a sequence of cryptographically linked blocks 
(equivalent to the pages of a traditional ledger). These blocks are strung together into a “chain” to 
provide a complete history of transactions that have taken place over the network. 

In a blockchain system, the nodes on the network must come together to agree on all new 
transactions. If someone wants to initiate a transaction over the blockchain, they first broadcast the 
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intended transaction out to the rest of the network. These transactions are digitally signed using public 
key cryptography to prevent malicious users from being able to impersonate others. Periodically, all 
the computers on the network will gather up the new transactions awaiting approval into a single 
group (called a block) and check to ensure that the transactions have a valid signature and adhere to 
the blockchain’s rules. Once a majority of nodes reaches a consensus on the validity of a block, it is 
added to the chain. The updated blockchain is then broadcast back out to all the nodes, which begin 
the process all over again.  

The question of who is able to become part of a blockchain network is one of the key distinguishing 
factors between different types of blockchain systems. Because of Bitcoin’s famously open governance 
system, many incorrectly assume that all blockchain systems must necessarily allow for the 
participation of anyone and everyone. In reality, many blockchain implementations are managed by 
central authorities or groups that restrict who may be a part of the network. These systems are referred 
to as closed or permissioned. The benefits of these permissioned systems are improved privacy, 
greater efficiency, and—depending on the nature of the users involved—potentially greater resilience 
to malicious disruptions. However, permissioned systems are often less transparent and reintroduce 
many of the same risks of abuse by administrators that blockchain was originally meant to solve. 

Systems can fall along a spectrum between fully open and fully closed, allowing participation by 
the public in some activities but not others. Most systems aiming to address issues such as supply 
chain traceability, voting, digital identity, and land rights are at least partially closed to improve the 
network’s efficiency. These kinds of deployments vary widely. Some are fully private blockchains 
maintained by industry consortia to manage supply chain processes. Others are hybrid models that 
restrict validation and publishing to approved users but still allow the public to see the history of 
transactions on the network. Most of the networks considered as part of this report fall into the latter 
category of hybrid blockchains, which are often termed “public-permissioned” blockchains.

Immutability
A primary benefit of blockchain systems is their ability to take advantage of encryption and consensus 
validation to make the network resistant to tampering. Entries in a traditional database can be 
overwritten, manipulated, or erased. However, with blockchain, the full detail of every transaction is 
immutably logged in a way that both resists tampering and ensures that any changes that do get made 
are evident to the other actors on the network. 

This is possible because the blocks that make up a blockchain contain not only a list of transactions 
made over the network but also a cryptographic fingerprint, called a hash, that uniquely represents the 
contents of each block as well as all the blocks that came before it. Changing even a single character 
in a block will result in a completely different hash, making these functions useful for determining 
whether a given piece of data has been tampered with. Hashes can be calculated easily by anyone on 
the network, allowing every node to verify for themselves whether a particular block actually hashes 
to the value it purports. This means that nodes cannot try to pass off a tampered block as being 
equivalent to the original. Because the data contained in past blocks is used to calculate the hash, the 
manipulation of any historical records can also be easily identified.

Hashes make it easy to determine when blocks have been altered but on their own are not enough 
to allow a group of strangers who do not know or trust one another to work together to maintain the 
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network. After all, a malicious node could always change a few transaction details in a block, recalculate all 
of the hashes, and then send their new fraudulent chain out to the other users. At that point, there would 
be two competing chains on the network which would each appear at first glance to be legitimate. As long 
as this were possible, a blockchain network could never sustain trust. The solution to this problem comes 
from the consensus protocol of the network, which creates a set of rules for how nodes cooperate when 
validating transactions. In a public blockchain such as Bitcoin or Ethereum, consensus protocols help solve 
the trust problem by forcing nodes to expend large amounts of computational resources to calculate the 
hashes, making it more difficult for malicious actors to tamper with the blockchain record. 

In permissioned systems, such as most blockchains in the use cases studied in this report, trust 
is instead maintained by only allowing known and approved actors to participate in validating 
transactions. This allows these systems to avoid the high computational and environmental costs of 
permissionless systems. Malicious behavior is disincentivized by ensuring that any node that approves 
fraudulent transactions suffers damage to their reputations or even legal action. 

Though the immutability of blockchain records is beneficial in most cases, there are some instances 
where this can also increase risks. Because information cannot be deleted from a blockchain, any data 
placed onto the network will be there forever. This does not mean that records cannot be updated, but 
rather that past versions of that record will still remain logged on the network even after an update. 
Blockchain systems thus pose an extraordinarily high risk to privacy whenever they are used to record 
sensitive personal information. Even if fully encrypted, the fact that these records will be logged forever 
means that they will always be vulnerable to hacks or future decryption by more powerful computer 
systems. In jurisdictions such as the European Union, privacy and data protection regulations do 
not allow for sensitive information to be stored in such an immutable way.2 For these reasons, no 
blockchain system should ever be used to directly store personal or other sensitive information. 

The risks related to immutability are compounded when considering that blockchains do not control the 
integrity of data introduced into the system. While blockchain systems can guarantee the integrity of data 
once it has been entered on the blockchain, they cannot guarantee that the data is correct when entered. 
A blockchain system for supply chain transparency, for instance, can guarantee that no one will erase 
or tamper with records once they have been logged, but they cannot stop a farmer from falsely claiming 
that their products were organically grown. Blockchain systems still rely on traditional institutions for 
certification and oversight to guarantee that the data being entered is true. This may be the most important 
limitation of blockchain technologies and will be discussed in detail in each of the case studies below.  

While blockchain systems can guarantee the integrity 
of data once it has been entered on the blockchain, they 
cannot guarantee that the data is correct when entered. . . . 
Blockchain systems still rely on traditional institutions for 
certification and oversight to guarantee that the data being 
entered is true.
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Transparency
Another notable benefit of a blockchain compared to traditional database systems is its transparency. 
In contrast to a centrally controlled database where only one party controls access, a blockchain system 
allows every node on the network real-time access to all transactions occurring over the network as well 
as to a full history of past transactions. This degree of transparency can be useful in situations where 
users do not trust one another and need a means of monitoring or auditing transactions. But as with 
any other system, taking advantage of this transparency requires users and institutions to have the 
knowledge, technical capacity, and resources to provide oversight and accountability. 

While this radical transparency can have obvious benefits, it is not always desirable. In some 
applications, such as voting or identity management, perfect visibility would pose an unacceptable risk 
to privacy. In these cases, it is necessary to limit who can access certain pieces of information encoded 
on the blockchain. Encryption is one option, though this increases the complexity by requiring a 
parallel system of storage and distribution for encryption keys. Another option is to build the platform 
as a private blockchain rather than a public one and restrict access to only those users approved by a 
central entity. At this point, however, the difference between the blockchain and a traditional database 
becomes narrower. 

Another solution to the privacy problem is to simply avoid encoding sensitive information onto the 
blockchain. For example, instead of storing the information itself, a blockchain could instead be 
used to store hashes of files that are kept off-chain in a traditional database. This would allow users 
to ensure that their records had not been tampered with by comparing the current hash of their 
records with the hash that had been stored on the blockchain. This comparison would immediately 
reveal if tampering had taken place, providing an additional layer of security without ever requiring 
the contents of the file to be made public. An example of this is in land rights management, 
where property titles can be kept in a centralized database and hashed copies can be distributed to 
landowners so that they can always check to see whether the official record matches their own. In 
these cases, blockchain may not eliminate the role of centralized institutions but may be able to 
provide additional security and trust to help those institutions function better. 

Resilience
Blockchain’s distributed nature makes the system more resilient to disruption by conflict, natural 
disasters, or malicious activity. In contrast to centralized systems, blockchain’s peer-to-peer operation 
means that the network can never be taken offline by an attack on a single node. Public blockchain 
systems are more resilient than private ones due to the larger size of the network, but in general all 
blockchain systems have this advantage. Importantly, this resilience depends on the diversity of the 
network. In the case of natural disasters and conflict, a blockchain network must have sufficient 
geographical diversity to continue operating despite disruptions to a particular region. In the case of 
hackers, the network must have sufficient technological diversity in the kinds of infrastructure hosting 
nodes in order to be resistant to malicious activity targeting specific computer vulnerabilities.

For reasons already covered, blockchain systems are also resilient to attacks or mistakes that could erase 
or change data thanks to the use of encryption and consensus validation. However, blockchain systems 
are not impenetrable. The frequency with which major cryptocurrency exchanges have been breached 
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provides clear evidence that even if the blockchain itself is resistant to attacks, the applications and 
infrastructure surrounding it are not similarly secure.3 For example, even if a blockchain were used to 
store ballots submitted online, this would not prevent someone from hacking a user’s device and using 
it to submit a tampered ballot. Institutions cannot assume that a blockchain will remove the need to 
think carefully about cybersecurity risks in the same way as any other digital system. 

Efficiency
Compared to traditional databases, blockchains are inefficient. For a blockchain system to function, it 
is necessary for every single node to store a full copy of the network’s transaction history. This storage 
requirement greatly increases the financial, material, and energy costs of implementing a blockchain 
solution, as hundreds or thousands of copies of a full transaction log must be stored instead of just one.

Institutions cannot assume that a blockchain will remove 
the need to think carefully about cybersecurity risks in the 
same way as any other digital system.

The requirement that each node be able to store the entire blockchain also puts a limit on the size of 
the data that can be stored. Most blockchains only allow for the storage of encoded files on the order 
of kilobytes or less.4 While some types of small files may be stored this way, larger files must still be 
kept on physical devices or on the cloud. Though it is possible to store hashes of these larger files on 
a blockchain to allow for verification that they have not been altered, the files themselves are almost 
always housed elsewhere. 

The consensus process also greatly slows down transaction speeds of blockchain systems compared to 
a database. The redundancy of having a majority of nodes confirm every block significantly slows the 
rate of validation. The Visa network, for example, is able to clear almost 400 times as many transactions 
per second as Bitcoin.5 Not only are Bitcoin transactions slower to clear, but they also require enormous 
amounts of computational power. A single bitcoin transaction requires as much energy as 770,000 Visa 
transactions, or approximately as much as the daily energy consumption of 42 U.S. homes.6 

Importantly, however, these costs are primarily associated with public cryptocurrencies. The efficiency 
of blockchain systems is heavily dependent on the governance model and consensus protocol used by 
the network. The kinds of permissioned (closed) blockchain networks that make up the majority of 
cases discussed in this report tend to have transaction rates and energy costs far closer to traditional 
information systems. However, by virtue of blockchain’s distributed nature, even permissioned systems 
will inevitably face scalability concerns above and beyond that faced by centralized alternatives. 

Smart Contracts
Smart contracts refer to the use of code to automatically execute the terms of a contract.7 Smart 
contracts can be used to automatically execute transactions on a blockchain network once a certain 
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set of conditions is met, such as releasing funds from an escrow account, transferring ownership of a 
property title, or publicly updating the details of a shipment as it moves through a supply chain. In all 
of these cases, the calculation and its results are stored on the blockchain in a transparent and tamper-
resistant way. 

Smart contracts can allow parties that do not trust one another to enter into agreements based on 
their mutual trust for the code being used. This allows organizations to avoid the need for third 
parties, improving the speed of transactions, eliminating opportunities for manipulation, and reducing 
reconciliation costs. In more advanced blockchain implementations, smart contracts can also enable 
a greater degree of process automation than ever before, since a far wider range of operations can be 
preprogrammed and trusted to run in line with all parties’ expectations. The use of smart contracts 
introduces risks, however, due to the possibility that false or incomplete information uploaded to a 
blockchain may trigger the execution of contracts in ways that would be difficult to control.  
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3

Supply Chain Traceability

Bottom Line: Blockchain technologies offer unique opportunities for achieving supply chain 
traceability and should continue to be explored as a way to help companies improve their due diligence 
processes and more comprehensively map their supply chain. However, this work should not take 
precedence over the more important task of building tools and institutions for collecting and verifying 
information about labor conditions—an issue which blockchain cannot solve. 

Human Rights Context
Free trade agreements that lower barriers to trade and technological improvements in manufacturing 
and transportation have driven supply chains to become global. A single product is often produced 
with components sourced or manufactured from many countries, assembled in multiple locations, and 
sold to end users all around the world. The resulting supply chains rely on multiple tiers of suppliers in 
potentially dozens of countries. 

The relentless drive to continually reduce costs creates business models that incentivize exploitation of 
workers, especially at the bottom of the value chain. Article 4 of the Universal Declaration of Human 
Rights (UDHR) and Article 8 of the International Covenant on Civil and Political Rights (ICCPR) 
prohibit forced or compulsory labor, and more than 170 countries have signed the International Labour 
Organization’s conventions on forced labor.8 Yet, more than 24 million people around the world are 
subjected to forced labor, and tens of millions more work under other abusive labor conditions.9 As 
governments increasingly move to mandate human rights due diligence by end-user companies, and some 
leading companies seek to improve respect for human rights in their own supply chains, blockchain has 
been proposed as a means to support more robust supply chain traceability and transparency10: 
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 ▪ Traceability: A traceable supply chain is one where it is possible to identify every key upstream 
actor that contributed to the production of any given product. Traceability enables corporate and 
government actors to systematically identify and map risk across a given supply chain. Absent 
accurate traceability, the origin of raw material inputs can be fabricated or lost in a web of off-the-
book subsidiary suppliers, making it more difficult for end-user companies to hold suppliers to 
human rights standards. For example, following horrific revelations about abusive conditions on 
fishing vessels, Humanity United surveyed 23 Thai-based seafood corporations and found that 82 
percent of them had acquired some measure of traceability back to fishing vessel origin.11

 ▪ Transparency: A transparent supply chain is one where there is accurate and reliable information 
available for every known actor in that chain, allowing an observer to know what is being produced 
and what the relevant conditions of that production are, including labor practices. Transparency 
enables interested parties to assess potential or existing human rights impacts at each step of a 
given supply chain. Absent transparency, details such as transaction data, sourcing standards, and 
provenance verification remain unknown, impeding assessment of labor right impacts. 

Blockchain for Supply Chain Traceability
For any company to conduct supply chain due diligence and effectively address forced labor, both 
traceability and transparency must be present. The aim of blockchain supply chain efforts is to address 
both transparency and traceability by using the technology to create a common, trusted record for the 
provenance of physical goods and the conditions of their production. This would be accomplished by 
creating a digital token on the blockchain for each resource, material, or component of a product and 
using those tokens to publicly track those goods as they flowed from actor to actor.12 Every product or 
batch of products would be labeled with a QR code, NFC/RFID tag, or other sensor device that links to 
their associated record on the blockchain. 

These records could hold a variety of data, from the date of production to the identity of the producer. 
It could also contain information about the labor conditions impacting its production. As the items 
move between companies, these codes or tags would be scanned by workers to update the information 
contained on the blockchain. As materials are combined and processed to create new products, those 
inputs would be linked to any new outputs to provide a full and transparent record of the item’s 
supply chain journey. This information could then be accessed by downstream buyers to help them 
understand the product’s complete provenance.

The aim of blockchain supply chain efforts is to address 
both transparency and traceability by using the technology 
to create a common, trusted record for the provenance of 
physical goods and the conditions of their production.

In the context of labor rights, the key question of blockchain traceability systems is how this system 
could provide accurate information about the labor conditions of a given producer. In general, there are 
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three approaches to this problem: (1) using the blockchain to record the results of third-party audits 
or certifications; (2) using the blockchain to record worker-reported data about labor conditions; or (3) 
using the blockchain to automatically record information about a company’s business practices—such as 
the movements of fishing vessels, the payment records of workers, or their interactions with regulatory 
and enforcement authorities—that can be analyzed to produce insights about how workers are being 
treated. By linking this information to producers on the blockchain, downstream buyers would be able 
to more easily access a broader range of data to help inform their due diligence processes.  

Recording third-party certifications and audit results is the most straightforward way to provide 
information about worker conditions. This approach would take advantage of the fact that some 
firms already undergo regular assessment for the purposes of regulatory compliance or as part of 
their participation in voluntary certification schemes. In a blockchain system, the results of these 
assessments could be uploaded to the cloud by auditors and linked to the producer as part of their 
blockchain record. Because this profile would then be linked to the tokens of every good or material 
produced by that entity, this arrangement would allow any downstream actor to easily check the 
certifications or audit the results of any producer they are tied to.13

However, recording worker-reported data directly on the blockchain is also an option. Levi Strauss, for 
example, has piloted a blockchain-based system for recording the results of worker well-being surveys 
at factories in Mexico and Poland.14 Blockchain’s role in the system is to ensure that the survey results 
are logged publicly and immutably and to help reassure workers that their responses are recorded 
correctly without revealing their identity.15 Blockchain may also be able to support other initiatives 
such as the Libertas app developed by slavefreetrade, which supports self-reporting by workers about 
their labor conditions as a way of calculating a risk score for producers.16 Once logged immutably on 
the blockchain, information derived from these tools would be more easily accessible to downstream 
providers and could be used to inform due diligence processes. 

Finally, insight into labor conditions could also be gained by analyzing the operational data produced 
by a company.17 By establishing a record of a company’s business practices, auditors, NGOs, and 
downstream buyers can establish systems for automatically flagging potentially risky behavior. For 
example, in the seafood industry, the use of vessel monitoring systems can allow outside parties to 
track a ship’s movements, revealing when the vessel may be engaging in high-risk practices such as 
staying out at sea for over a year—a possible indicator of forced labor.18 Other high-risk behaviors such 
as inconsistent worker payment records, high labor turnover rates, or incomplete legal documentation 
could also be flagged. The results of this monitoring could help flag suppliers that may be at high risk 
for illegal of abusive practices, helping to inform follow-up due diligence and mitigation efforts by 
regulators and downstream buyers.19 

In some cases, end-user companies may be able to perform this kind of analysis on data uploaded 
directly to the blockchain. In other cases, especially where large quantities of data are involved, the 
information would have to be stored separately off the blockchain. In these cases, blockchain would 
serve to store either pointers to that off-chain data, so that other actors could find and analyze it 
themselves, or simply the findings of firms which had analyzed the data. 
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Case Study: Sea Quest Fiji
In 2017, the World Wildlife Fund for Nature (WWF), blockchain developer Viant, internet and 
communications technology (ICT) provider TraSeable, and tuna fishing company Sea Quest Fiji engaged 
in a project to institute blockchain-based tracking for tuna fisheries.20 The project involved tagging tuna 
caught by Sea Quest’s fishing vessels and uploading information about each fish to a blockchain. As 
each fish advances through the supply chain, its tag is scanned at regular points to record information 
such as the date, time, and GPS coordinates of the fish at each step in the process. After processing and 
packaging, QR codes allow the fish to continue to be tracked all the way to the final consumer, with all 
information being logged publicly.21 In addition to provenance data, this blockchain also records the 
certifications earned by the producer as evidence of responsible production.

According to interviews with Sea Quest, the fishing company found the blockchain system to be more 
effective and secure than alternative technologies such as barcoding, which is more susceptible to 
manipulation and cannot represent the same volume or diversity of data.22 In addition, Sea Quest 
emphasized that the ability to log data automatically helps reduce the risk of tampering by eliminating 
opportunities for humans to control what data is being entered. In interviews, WWF reported that 
blockchain-based solutions are highly attractive for traceability initiatives due to their immutability 
and their potential to make it more difficult to hide information by breaking down information silos.23

Sea Quest also reported that the blockchain system makes it easy for outside entities such as Fiji’s labor 
department to validate production records, helping to build trust in the integrity of captured data. Sea 
Quest noted that their traceability system has the capacity to expand to also include information about 
crew lists, vessel tracking, and any other data that may be required by regulatory authorities. 

The experience of Sea Quest also serves to highlight some of the challenges that come with blockchain 
traceability systems. Sea Quest reported struggling with the RFID tags they initially used for their 
pilot, as there was little local expertise in sourcing, installing, and maintaining the RFID equipment. 
Eventually, Sea Quest ended up abandoning RFID tags altogether, moving to QR codes instead while 
also evaluating NFC tags as a possible alternative.24 

In addition, the project highlighted the importance of cooperation for actors throughout the entire 
supply chain.25 Without downstream actors willing to cooperate in extending the traceability project, 
it would have been impossible to achieve the attained level of end-to-end transparency. As a vertically 
integrated company that owned its own processing facilities, this traceability integration was easier for 
Sea Quest to achieve than it likely would be for most other seafood actors. 

Advantages of Blockchain for Supply Chain Traceability
1.	 Blockchain could improve the visibility firms have into the supply chain actors they are 

involved with, helping to carry out due diligence and remedy human rights abuses in its 
supply chain.

Modern global supply chains are incredibly complex and fragmented, often involving hundreds of 
suppliers across multiple countries. This makes achieving traceability more than one or two levels 
down challenging. By providing a trusted, decentralized mechanism for recording product information 
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throughout a full supply chain network, blockchain could help companies achieve greater visibility 
into the actors they are entwined with and allow them to identify high-risk suppliers more easily. 
Once these actors are identified, buyers would then have the opportunity to work with that producer 
to remedy their behavior, alert relevant government authorities to ensure that the actor’s behavior was 
investigated, and, if necessary, cut that actor out of their supply chain altogether.

The greatest advantage of blockchain compared to alternative database systems that would record 
information from tier three and below suppliers is the way that blockchain networks support real-
time traceability. Because every entity has a copy of the full blockchain record and sees all incoming 
transactions, the administrative burden of traceability can be dramatically reduced. Relevant 
information can be made instantly available in real time on a single platform. This benefit can also 
extend to auditors, regulators, NGOs, and any other actors with an interest in monitoring the activities 
occurring on the network. Further, because this information is constantly being updated, it could allow 
companies to build systems to continuously monitor their suppliers for red flags, making it easier for 
due diligence to become more than a one-off or periodic exercise. 

2.	 Blockchain may help improve the transparency of supply chains by allowing data to be 
stored in an immutable way, which would protect against manipulation and make it easier 
for observers to discover discrepancies. 

Because data stored on a blockchain is highly resistant to tampering, downstream supply chain actors 
and third-party observers can have greater trust that information logged by a producer cannot be 
manipulated. When combined with automatic data-collection processes utilizing sensors or tags, 
this feature may allow an increasing amount of information about supply chain processes to be 
immediately and immutably logged. This information would be much harder to tamper with compared 
to paper-based or traditional electronic records, which may remain in the producer’s control for 
months before being passed along to an outside party. 

Importantly, blockchain only assures the integrity of data after it has already been uploaded. It 
does not prevent false data from being added by entities hoping to avoid scrutiny or cover up for 
illegal or abusive behavior. However, blockchain may make it easier to identify and investigate such 
information. Thanks to the transparent, immutable nature of records logged on the blockchain, outside 
parties can easily conduct audits to verify the integrity of data reported by producers. This makes it 
more likely that producers that routinely submit false information will eventually be discovered and 
held accountable. 

Open and distributed blockchain systems could also make it easier for outside parties to attest to the 
truth of claims logged on the blockchain. This may include worker attestations uploaded through 
mobile platforms or verification provided by NGOs, auditors, or regulators. Further, if operational 
data is made available, downstream companies can conduct their own checks for patterns of behavior 
that may indicate human rights risks. By making these sources of information more readily available 
to downstream actors and other observers, blockchain may make it easier for companies to leverage 
multiple sources of data and strengthen their due diligence processes. 

3.	 Blockchain may lower the costs of operationalizing supply chain traceability initiatives and 
improve scalability, making it more likely for a broad array of actors to participate. 
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Cost is a major barrier hindering the uptake of better supply chain tracking technologies. Particularly 
for first-mile producers, implementing traceability initiatives can be prohibitively expensive, leading to 
reduced adoption. Because the value of traceability schemes is dependent on tracking materials through 
the full chain of suppliers, gaps in uptake among small-scale producers—which are often at the highest 
risk for illegal or abusive practices—can dramatically undermine the value of the entire network. 

Blockchain may help to reduce the costs borne by producers in several ways.26 First, its adoption may 
lead to cost savings due to the improved efficiency of electronic record-keeping compared to paper 
records, such as in the case of Sea Quest described above. Blockchain traceability systems may also 
help eliminate redundancy in data recording by providing a single platform for uploading data and 
by standardizing the information that producers are expected to record. Smart contracts may further 
reduce costs by allowing firms to automate certain transactions and processes without having to rely 
on legal intermediaries.27 Finally, blockchain may help reduce the audit burden felt by producers if the 
data they upload is able to allow buyers, regulators, and certification bodies to institute more effective 
remote-monitoring schemes and better target in-person audits for high-risk entities. 

Because of its distributed nature, blockchain may also allow traceability efforts to scale more rapidly 
than systems based on other technologies. Once data reporting requirements and a network consensus 
mechanism have been established, new users can be quickly and easily onboarded onto blockchain 
platforms and integrated into ongoing operations. 

Importantly, however, both the cost and scalability of a blockchain system is heavily dependent on 
how it is set up. Any traceability solution making use of a public blockchain would quickly face barriers 
due to high transaction costs and slow transaction speeds. Permissioned blockchains, in contrast, may 
allow for greater volumes of data to be transacted at lower costs, though with potentially fewer third 
parties able to verify the data. 

Risks of Blockchain for Supply Chain Traceability
1.	 Depending on what information is recorded, workers may face risks to privacy and may be 

subject to employer retaliation.

If a blockchain traceability system records information collected by or about workers, it could create 
risks that these workers’ private information may be exposed or that they may become vulnerable to 
retaliation by employers for reporting on abusive practices. 

Risks to worker privacy would primarily emerge if details about workers were logged as part of tracking 
programs meant to ensure their well-being. For example, the nonprofit iRespond has worked with the 
Thai government to establish a system of using iris scans to log fishermen as they board and exit their 
vessels. These logs help create a record that allows observers and regulators to identify when a worker 
does not return from a journey or when a worker is being kept aboard a vessel for an extended period 
of time. This system is not currently linked to any blockchain but is an example of the kind of data that 
could be uploaded to a blockchain to expand its utility in supply chain due diligence. 

However, the capture of individuals’ biometrics and work details presents obvious privacy risks. These 
blockchain-related risks may be mitigated by ensuring that no biometric data is directly logged on the 
blockchain and instead guaranteeing that only the result of crew checks are visible to outside parties. 
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Even if no biometrics are logged, system designs must still take care to ensure that any pseudonymous 
identifiers are unable to be linked back to workers in a way that may reveal information about them. 

Threats of employer retaliation against workers arise if producers are able to link critical reports of 
the supplier’s business practices back to the individual workers or factories. All systems that rely 
on worker-reported data, therefore, must ensure that the identities of these workers are protected 
and that information they log cannot be traced back to them. This is challenging, however, as these 
systems must simultaneously be able to verify and attest to the fact that these workers are, in fact, 
tied to the workplaces they are submitting information about. Likewise, even anonymity does not 
prevent retaliation against workers at a particular factory or business unit—a risk that is true in non-
blockchain-based worker reporting systems as well.

The blockchain pilot carried out by Levi Strauss to log worker well-being surveys on the blockchain 
addressed this issue by providing each worker with a pseudonymous ID that was not linked to any 
personal information.28 In addition, the researchers uploaded the surveys in batches, preventing 
employers from correlating answers to worker identities based on their submission time.29 The project 
team managed to get around the problem of worker verification by being present while the survey was 
taking place, allowing the group to attest to the validity of the surveys being logged. These practices 
would be extremely difficult to replicate in most workplaces, however, due to resistance by employers.  

Supply Chain Traceability Issues Blockchain Does Not Solve
1.	 Blockchain cannot prevent producers from reporting false data about their products or 

practices, a key barrier to improving supply chain transparency.

While blockchain systems can help ensure that data is not manipulated after it has been recorded 
on the ledger, it cannot ensure that the data is accurate when it is uploaded. This creates risks that 
blockchain traceability systems could legitimize fraudulent claims made by supply chain actors about 
their labor practices.30 

As addressed in the section’s introduction, one of the primary ways of providing attestation for labor 
conditions is through third-party audits and certifications, and upstream supplier attestations. Such 
social audits and attestations, however, often provide limited credible information to reliably assess 
labor conditions.31 Interviews conducted for this project have revealed a broad skepticism among labor 
rights and supply chain transparency experts about the ability of audit results and certifications to 
provide authoritative information about whether an entity is engaging in illegal or abusive business 
practices. Therefore, traceability solutions that are limited to logging third-party certifications will be 
insufficient to provide full transparency into an actor’s labor conditions. 

The use of worker-reported data for verifying claims also comes with challenges. In some cases, 
workers may be hesitant to contribute due to concerns over retaliation or lack of faith in the utility 
of reporting. In other cases, the information reported by workers may not be representative. Experts 
interviewed for this report pointed out that business owners have used designated attestors among 
their workers who are compensated for providing false information or verifying fraudulent claims 
to regulators. In addition, there are significant logistical difficulties involved in regularly obtaining a 
broad and representative sample of information from workers. Language barriers may make it difficult 
for workers to make use of tools developed by researchers, and organizing space and time for workers 
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to regularly engage with reporting tools can be difficult in many of the workplaces most at risk of 
abusive practices. 

The final source of data for verifying labor conditions is the operational data collected from and about 
producers. Depending on what data is used, there are a broad array of challenges in ensuring this 
data is both available and reliable. For example, one labor rights expert interviewed for this project 
described a project that required fishing vessel owners to use monitored electronic payment systems 
to identify when owners may be withholding wages from their workers. This system was able to 
be subverted by captains who would collect the ATM cards from workers and withdraw the cash 
themselves to prove that the money was transferred on time, without handing the cash over to the 
workers. Similarly, monitoring the terms of worker contracts, for instance, does not reveal whether 
those terms are actually being honored on the ground. Blockchain may be used, however, to track 
business practices that may be indicators of abuse rather than the abuse itself.  

Without robust, authoritative third-party verifiability of the claims made by producers, the information 
logged as part of a blockchain traceability system may have only limited value to buyers conducting 
risk assessments of their supplier base. The use of these systems may in some cases be actively 
counterproductive if blockchain ends up legitimizing actors that take advantage of this uncertainty to 
misrepresent their own business practices.  

An additional issue with this approach is that the necessary data may be extremely difficult to access. 
While in some cases information may be gleaned from public sources, in many others the only actors 
who would hold this data would be government regulators or the companies themselves. Both of these 
groups will likely be resistant to opening an increasing amount of their information to wider scrutiny. 
Thus, both data quality and availability can pose a key barrier to transparency efforts. 

Without robust, authoritative third-party verifiability of 
the claims made by producers, the information logged as 
part of a blockchain traceability system may have only 
limited value to buyers conducting risk assessments of their 
supplier base.

2.	 Blockchain traceability solutions may rely on the availability of technological infrastructure 
that may not exist for small-scale producers.

In order to participate in traceability initiatives, producers must have access to the tools, devices, and 
connectivity required to connect their processes to a global blockchain network. For many small-scale 
producers at the end of supply chains, this access does not currently exist.32 Many of these producers 
still rely on paper-based systems of recording information. The products they create may not lend 
themselves to RFID tags or other tracing tools, and their operations may also not be designed to 
accommodate them. Onboarding these actors onto a blockchain platform would require significant 
investment in technological infrastructure and digital training that could slow and complicate uptake 
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among the actors that are the most important targets for traceability efforts. The experience of Sea 
Quest in struggling to support the implementation of RFID tags for tuna traceability foreshadows the 
problems that many of other small-scale producers may have if asked to adopt new technological 
systems. The availability of devices and infrastructure would also affect any plans to empower workers 
to directly report information about working conditions. 

3.	 The value of blockchain traceability systems is dependent on broad uptake within a  
supplier ecosystem, which may be limited due to concerns over cost, confidentiality,  
and disagreements over reporting standards

The success of traceability initiatives is dependent on buy-in from actors throughout the full supply 
chain of a particular product. If some actors refuse to participate in tracking programs, critical 
information about supplier linkages would be unavailable to downstream buyers and outside observers. 

Some actors may be wary of the costs of purchasing the equipment necessary to participate in 
traceability initiatives and the resources required to train and maintain a workforce capable of logging 
the information required. Though blockchain may lower some of the costs of traceability systems, as 
described previously, it will not eliminate them. 

Some producers may have concerns that participation could expose sensitive business information 
such as price, production capacity, or supplier relationships. In order to address this, blockchain 
traceability systems could allow for selective disclosure, where entities can control who can access 
the information they upload to the traceability platform. However, providing producers with the 
ability to control the visibility of their information presents an obvious conflict with the goal of full 
transparency. Traceability programs must also contend with the fact that some producers may resist 
participation simply because they do not want their abusive practices to be revealed.

Workers may also resist the adoption of traceability systems. As addressed previously, this may be 
due to general privacy concerns related to the collection of their data or specific fears of reprisal 
from employers. Additionally, in industries where asset tracking is currently accomplished manually, 
workers may fear for the loss of their jobs or wages if automated systems were seen as replacing 
their role. Some workers linked to small-scale producers may also not want to participate because 
they may have fled from law enforcement and would see integration into any kind of formal identity 
and tracking system as a possible threat. Ultimately, downstream buyers and regulators will largely 
influence whether producers adopt such systems.

Finally, the difficulty of coordination on data-reporting standards and platform interoperability may 
create practical barriers to bringing a diverse array of actors onto a shared platform. If suppliers cannot 
agree on common standards for what data is to be recorded and how it is to be represented in digital 
form, traceability systems will not be able to take shape. Suppliers often provide goods to multiple 
intermediate and end users, raising the possibility of needing to incorporate multiple tracing systems. 
While progress is already being made in some industries to articulate common standards for data 
reporting, the sheer diversity of potential data points and the difficulty of achieving consensus in the 
context of competing supplier priorities will create ongoing challenges for traceability initiatives.33 
Finally, as there is not likely to ever be a single global platform for recording supply chain data, the 
interoperability of different blockchain platforms will be a key requirement for traceability platforms 
to achieve the necessary scale to fully represent a diverse array of supplier networks. If traceability 
systems were to end up being siloed, it would greatly diminish their potential benefits. 



18  |  The Human Rights Risks and Opportunities in Blockchain

Conclusion
Corporations have both an opportunity and a responsibility to address labor abuses in their supply 
chains by conducting due diligence of their suppliers and assessing the risk that they may cause, 
contribute to, or be linked to these abuses through their business operations. In order to undertake 
this work, however, companies must understand their supplier relationships and have access to 
trusted information about worker conditions for those producers. Blockchain has been proposed as a 
solution to both of these problems due to its potential to serve as a trusted repository for information 
about products, suppliers, and the relationships that exist between different groups of actors in a 
supply chain network. 

By allowing firms to track the journey of products through a supply chain, blockchain may make 
it easier for firms to map their supplier relationships and improve their due diligence processes. 
While other technologies may also be used to achieve product traceability, the distributed nature of 
blockchain systems provides several unique advantages that could lower the cost of implementing 
these programs, improve their ability to scale, and cultivate trust among participating firms. There 
continue to be many difficult and unsolved problems in this space that exist independent of whether 
blockchain is used, including access to technical infrastructure, coordination on reporting standards, 
and adoption hesitancy among producers. Nonetheless, blockchain has the potential to serve as the 
basis for future traceability programs if these barriers can be addressed. 

Blockchain’s benefits for transparency, however, are far more limited. Better awareness of labor 
conditions will require addressing the current gaps that exist in certification and audit regimes, worker 
reporting, and the analysis of operational data. Blockchain will not help to solve any of these problems. 
While the technology may provide some limited benefit as a means of immutably linking data to actors 
and making any derived insights more accessible to downstream providers, this is only valuable if 
the underlying challenges of collecting accurate, reliable data can be resolved. This emphasizes that 
blockchain should not be viewed as a panacea to the problem of labor rights abuses, but rather as one 
tool among many that would have to be used in concert to address systemic risks. 
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4

Voting

Bottom Line: Blockchain cannot solve the fundamental insecurity of online voting. While blockchain 
may prevent some forms of ballot tampering if implemented properly, these platforms will always 
be reliant on other forms of hardware and software that make them vulnerable to large-scale, 
undetectable exploitation. For this reason, blockchain-based voting platforms should not be used to 
conduct online voting, though there may be an opportunity for the technology to help secure voter 
registration or the reporting of election results.

Human Rights Context
Voting is a universal human right owed by states to all citizens. Article 25 of the International 
Covenant on Civil Rights (ICCPR) provides that states owe its citizens the right to take part in the 
government of their country, directly or through freely chosen representatives. Free, fair, and peaceful 
elections are the vehicle by which governments deliver on this obligation. 

The right to vote, however, is frequently undermined by electoral mismanagement, either as a result 
of intentional manipulation by authorities or by a lack of electoral administration capacity that allows 
for outside manipulation by third parties. While there are many forms of electoral interference that 
undermine free and fair elections, blockchain technology has the potential to impact two high-risk 
aspects of electoral administration: 

 ▪ Fidelity of Vote Counting: The right to vote is undermined by electoral administration that 
cannot guarantee the security and accuracy of vote counting. Government authorities frequently 
manipulate vote-counting systems for the purpose of fixing official electoral results. In other 
cases, political parties, both in and out of power, seize opportunities created by insecure systems 



20  |  The Human Rights Risks and Opportunities in Blockchain

to manipulate results themselves. A 2010 study of elections that took place between 1978 and 
2004 found manipulation in 61 percent of cases.34 Freedom House’s Freedom in the World 2021 
report finds that 70 percent of countries and territories it surveyed hold elections using some 
degree of unfair electoral laws or with partisan election management.35 

 ▪ Voting Access: Voter turnout rates vary widely around the world, from highs above 80 percent 
to lows in the 30 percent range.36 Turnout can be attributed to numerous factors, including 
compulsory voting laws, automatic voter registration, and aggregate levels of national education.37 
Challenges in physically reaching polling places and in filling out paper ballots can be additional 
barriers to participation in some cases. 

Blockchain Voting
Proposals for applying blockchain technologies to election systems are usually presented in the context 
of broader, more ambitious plans to replace paper-based voting with online voting. Notably, proposals 
for internet voting have existed since long before blockchain networks were first devised, and most 
examples of e-voting today do not use blockchain at all. This includes Estonia, which, despite the 
use of blockchain for other e-governance purposes, does not use blockchain in its widely referenced 
internet voting system.38

However, these systems have attracted intense criticism from election security experts. While such 
systems may include a number of technical and procedural controls to prevent tampering and 
manipulation, they ultimately still require voters to trust the integrity of election officials, network 
infrastructure, and their own computers.39 A failure at any of these points could lead to undetectable 
manipulation of voting results, which not only creates a risk of election tampering but also could 
undermine public trust in the election process and cast doubt upon even legitimate elections. 

Blockchain has been advanced as a potential solution to this problem by serving as one way for 
internet voting systems to achieve end-to-end verifiability, whereby voters can verify for themselves 
whether their vote was counted properly without having to rely on any other party or system.40 
When voting with paper ballots, voters can easily confirm that the marks they make on their ballot 
correspond to their preferences. Online systems, in contrast, represent votes as pieces of code that 
voters have no way to see or verify. Errors or malicious attacks could manipulate this code without the 
voter realizing it, leading to a different ballot being submitted than what the voter had intended. In an 
end-to-end verifiable system, however, a voter can confirm for themselves whether their ballot was 
both cast as intended (their selections were correctly recorded) and counted as cast (their ballot was 
included in the final tally). 

Blockchain voting systems propose to achieve this by having voters post their encrypted ballots to a 
publicly accessible blockchain rather than sending them directly to election officials. The nodes on the 
blockchain network then work together to check the validity of each ballot before adding them to the 
chain, which acts as a complete record of votes in that election. In blockchain voting schemes, all nodes 
in the network may be run by a single government entity, but ideally the responsibility for validating 
ballots would be shared between a wide range of actors, including election administrators, political 
parties, and civil society organizations. Some proposals would allow members of the public to also 
participate in the validation process, though this may create additional privacy and security challenges.
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Election officials would collect the encrypted ballots from this public blockchain in order to tally the 
results. Ballot secrecy could be preserved either by using homomorphic encryption to combine votes 
while still in encrypted form or by using mix networks to shuffle the ballots so that they cannot be 
traced back to the voter.41 After the election, voters could use a receipt generated by their voting 
application to look up their ballot on the public blockchain and confirm that it conforms to their 
expectations. This verification process would allow manipulation to be identified even if only a very 
small portion of voters actually went through the process of verifying their ballots. 

Though blockchain voting has been piloted for a number of small-scale organizational elections, its use in 
political elections has been extremely limited so far. The most notable deployments to date have occurred 
in conjunction with elections held in the United States, Russia, and Venezuela (see text boxes below). 

Case Study: Voatz
Voatz is a blockchain-based election platform that allows voters to submit their ballots remotely 
through their mobile phone. Voatz has been used in more than 75 elections, including in West 
Virginia for the 2018 U.S. midterm elections, in Denver for the city’s 2019 municipal elections, and in 
Venezuela for a national referendum organized by interim president Juan Guaidó.42 

Voatz begins by verifying the voter’s identity and eligibility. In the United States, this has required 
voters to submit a picture of their official ID, which is compared with a video selfie taken by the voter 
to confirm their identity. A biometric such as a fingerprint or smartphone facial recognition feature 
is then used to link the voter to their device, preventing them from using other devices to submit 
multiple votes.43 In settings such as Venezuela where few have access to phones with biometric 
authentication, Voatz compares the credentials to records from an official voter ID database.44

Once voters are registered, they receive a ballot which they fill out within the Voatz app. Upon 
submitting the ballot through the app, the app generates an anonymous ID that is added to the ballot 
as well as to a pair of ballot receipts sent to the voter and the election authority.45 This ID is meant 
to enable vote spoiling, post-election audits, and voter verifiability without the risk of revealing the 
voter’s identity. The encrypted ballot is then submitted to the blockchain, where a network of servers 
collaborates to verify the ballot’s integrity.46 Election authorities have the opportunity to decide which 
organizations can participate as verifiers, and every election so far has had at least Voatz, the election 
authority, and a third-party auditor participating on the network.47

After polls close, election officials can access votes stored on the network and print them as paper 
ballots, which are scanned and tallied in the same way as any other ballot. Voters and election officials 
can use the anonymous ID attached to the ballot and receipt to confirm whether any given ballot has 
been properly recorded.48 

After pilots of the system, election officials reported being pleased with the ease and simplicity of 
the process.49 One study estimated that the availability of Voatz mobile voting led to a 3 to 5 percent 
increase in remote turnout.50 

However, Voatz has also drawn heavy criticism from security experts.51 In August 2020, three MIT 
researchers published a study demonstrating that Voatz was susceptible to a range of malicious attacks 
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that could expose voters’ choices to outside parties and even lead to votes being altered.52 The authors 
found that malicious actors could break into voters’ mobile devices to read and alter votes, take control 
of the server used to receive votes before they are posted to the blockchain, or listen in over the network 
and use leaked data to infer how a user voted.53 With respect to Voatz’ use of blockchain, the researchers 
found that “the system’s use of the blockchain is unlikely to protect against server-side attacks.”54 

Voatz disputed these results.55 However, a third-party security assessment commissioned by 
Voatz confirmed the MIT team’s findings and identified 16 additional “high-severity” technical 
vulnerabilities.56 With respect to Voatz’ use of blockchain, that assessment concluded: “Storing voting 
data on a blockchain maintains an auditable record to prevent fraud, but this comes at the expense of 
both privacy and increased attack surface. . . . Anyone with administrative access to the Voatz backend 
servers will have enough information to fully reconstruct the entire election, deanonymize votes, deny 
votes, alter votes, and invalidate audit trails.”57

Despite this risk, Voatz has stated that there have been no known instances of hacking or interference 
in its trials thus far.58 

Case Study: Russia
Since 2019, Russia has been experimenting with blockchain voting as a way to enable internet voting 
for its citizens. In September 2019, the city of Moscow used a blockchain-based voting system to allow 
citizens in three districts to vote in local elections.59 Blockchain voting was used twice in 2020 in 
State Duma pre-elections and for a national referendum on amendments to the Russian constitution. 
In 2021, Russia allowed citizens in six regions to use the platform when voting in the State Duma 
election, recording more than 30,000 votes using a blockchain.60 According to the study team’s 
interviews with Russian election monitor Golos, some information about the system used in Moscow’s 
city elections has been made available to civil society, but the system used for federal elections 
remains entirely opaque.61 

When a voter submits their ballot on Moscow’s remote voting platform, their vote is anonymized and 
posted to a blockchain in encrypted form.62 Election officials reportedly tally the votes posted to this 
blockchain using homomorphic encryption and collect anonymous paper ballots from each blockchain 
voter to fulfil legal requirements for paper confirmation.63 At the end of the election, voters are able 
to check the public blockchain to verify that their vote was recorded as intended.64 The information 
posted to the blockchain is also meant to allow journalists and independent researchers to conduct 
independent verifications of the integrity of recorded votes. 

However, researchers, journalists, and election monitors have identified several issues with the way 
these systems have been deployed so far. Ahead of the 2019 Moscow elections, for example, a security 
researcher showed that it was possible to break the encryption scheme used by the platform within 20 
minutes using a standard personal computer.65 This would potentially allow an attacker to reveal the 
identity of voters on the platform and tie them to their ballots. During the 2020 national referendum, 
Russian media outlet Meduza found that the keys provided by election officials to allow observers 
to check the vote count could also be used to decode the votes published by election authorities.66 
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Meduza was also able to derive the passport numbers of almost 1.2 million Russian voters who had 
registered to vote online based on information made available by officials.67 After the election, many 
of these same passport numbers were found to have been put up for sale on the dark web by unknown 
hackers for $1.50 each.68 In 2021, the blockchain system was heavily criticized by opposition members 
after it led to significant delays in the posting of vote totals, raising concerns that Russia’s ruling party 
may have leveraged the system to log fraudulent votes.69 

Actions by Russian officials have amplified these issues with the blockchain. For example, in 
2019, after the flaw in the Moscow platform’s encryption was discovered, the city stopped sharing 
information necessary for researchers to verify their security checks.70 Election officials also failed 
to publish vote decryption keys after tests in 2019 and 2020 and refused to allow outside entities to 
host nodes on the network.71 Election observers were also shut out from observing the most recent 
2021 elections.72 These actions made it impossible to independently verify the integrity of the votes, 
nullifying the potential transparency benefits of blockchain.73 

Advantages of Blockchain Voting
1.	 Blockchain-based voting systems with a diverse pool of validators may reduce certain risks 

of election tampering by requiring the collusion of multiple groups to alter recorded ballots.

Compared to centralized voting systems, blockchain may reduce some risks of election tampering by 
making it more difficult for any single individual or organization to tamper with votes after they have 
been recorded. So long as the blockchain is operated by a sufficiently diverse set of actors (for most 
private blockchains, this means that no single organization controls one-third or more of the nodes 
on the network), the records logged on the blockchain should be resilient to attempts by malicious 
actors to delete ballots, alter ballots, or add new and fraudulent ballots to the results pool. This can 
help improve the security of vote records and potentially bolster public confidence in the integrity of 
associated elections.  

2.	 A blockchain-driven move to mobile and internet voting may lead to greater turnout and 
reduce voter error.

Few studies have been conducted on the turnout effects of blockchain voting systems due to the 
limited number of pilots that have been held to date. The most thorough examination analyzed the use 
of Voatz’ mobile blockchain voting system during the 2018 elections in West Virginia and estimated 
that the platform increased voter turnout by 3 to 5 percent.74 This aligns with findings in Canada, 
where non-blockchain internet voting in local elections in Ontario was estimated to have increased 
turnout by 3.5 percent.75 However, studies have found that internet voting (without blockchain) had 
no impact on turnout for elections in Switzerland, Estonia, or Norway and a slightly negative effect in 
Belgium, making it difficult to draw strong conclusions.76 

Internet voting may also help to enfranchise less-educated voters who may make mistakes on 
paper ballots that lead to those votes being discarded. In Brazil, for example, one study found that a 
large number of ballots were discarded due to errors relating to voters’ lack of understanding of the 
instructions.77 The introduction of electronic voting machines at polling locations, including a system 
that gives an error message if a voter is about to submit a ballot that is invalid, is estimated to have 
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led to millions fewer rejected ballots.78 If blockchain were to help catalyze a move toward systems that 
were also easier for citizens to understand and less likely to result in rejected ballots, this could lead to 
the enfranchisement of millions more around the world. 

3.	 A blockchain-driven move to mobile and internet voting may help reduce the risk of voter 
coercion in areas where voters fear harassment or where in-person voting does not provide 
sufficient guarantees for voter secrecy. 

In some countries, voters may face the threat of extortion or physical danger when venturing out to 
the polls during elections. To cite just one example, the 2020 elections in Burundi were characterized 
by multiple reports of opposition members being threatened and beaten on their way to the polls and 
instances of groups taking individuals’ voter cards and voting in their place.79 Internet voting provides 
an alternative method of casting a ballot in instances where security concerns may prevent citizens 
from physically traveling to a polling place. Blockchain-based internet voting systems may help voters 
avoid these risks and help ensure that election outcomes reflect the free will of voters. 

4.	 Blockchain may help improve election transparency if civil society groups are allowed to 
participate on the blockchain network.

If civil society groups were allowed to participate as nodes on the blockchain, they would be able 
to directly observe how votes are collected, processed, and tallied. Even for those not included on 
the network, the information available through the public blockchain records could lead to greater 
transparency compared to other forms of internet voting. For instance, Russian journalists with 
Meduza were able to reconstruct a timeline of votes cast during the 2019 Moscow City Duma elections, 
allowing them to check for anomalies in voting patterns that could be used to identify possible 
instances of forced voting.80

Just as governments control the ability of in-person election monitors to observe voting and counting, 
the majority of transparency benefits from blockchain are contingent on civil society groups being 
allowed to participate on the network. Further, the transparency offered by participation on the 
network would be limited to the collection and tallying of votes. If ballot manipulation occurred 
before votes reached the blockchain, civil society groups would not necessarily be able to detect 
the tampering from their position on the network. A blockchain-based internet voting system may 
therefore significantly alter civil society’s approach to parallel vote tabulation. 

Just as governments control the ability of in-person election 
monitors to observe voting and counting, the majority of 
transparency benefits from blockchain are contingent on civil 
society groups being allowed to participate on the network.

5.	 Compared to other internet voting schemes, blockchain voting systems may be more 
resilient to some forms of network disruption. 
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A key benefit of blockchain technology is that its distributed nature grants a natural resilience to 
disruption. In contrast to centralized information systems, blockchains lack any single point of failure 
that can be targeted to bring the network down. If a node on a blockchain network is taken offline, 
the other nodes can simply route around it. This property could be valuable in the context of voting, as 
it may reduce the risk that election systems could fall victim to disruptions such as denial-of-service 
(DoS) attacks, where malicious actors flood servers with an overwhelming volume of traffic that makes 
it impossible to service legitimate users. Importantly, even if the only result of such an attack was to 
delay the receipt of votes, voters experiencing those delays may interpret any problems as evidence 
that a more serious hack had occurred and lose trust in the reported outcome of the election. 

However, blockchain only confers these benefits if voters are able to connect directly to the blockchain 
network. A system that requires voters to use a web interface to connect with the blockchain is just as 
vulnerable as a fully centralized voting system, as its reliance on a web interface constitutes a single 
point of failure that can be targeted by any actors looking to disrupt the voting process.  

6.	 Blockchain may be useful as a way of securing voter registries, election night reporting 
systems, and other election processes unrelated to vote tallying. 

Election security efforts are often focused on the technologies used to collect and tally votes. However, 
attacks on other complementary systems such as voter registries and election reporting processes 
can also carry significant risks.81 For example, changes to voter registries by malicious actors or by 
governments looking to disenfranchise certain segments of the population can lead to disruptions and 
confusion on election day if they cause voters to be unable to verify their eligibility at polling places. 
Alternatively, malicious additions to voter rolls could be used to support ballot-stuffing schemes. 

Similarly, disruptions to election night reporting—the systems that jurisdictions use to report their 
unofficial vote counts to media and the public after polls have closed—can create the perception that 
tampering may have occurred even if no votes were manipulated. For example, some polling locations 
may be prevented from submitting their results due to DoS attacks or other disruptive techniques, 
which may lead some to interpret the delays as evidence of government manipulation. A similar effect 
could be achieved by hacking into the websites used by jurisdictions to publish vote tallies as they are 
reported on election night, leading to confusing and inconsistent reports that may cause the public to 
doubt the integrity of the election.82 

Blockchain may be able to help reduce the risk of attacks on these processes. For instance, if voter 
registration data were stored on a blockchain operated by a diverse group of actors, it would be much 
more difficult for any government or malicious actor to remove or alter records. Furthermore, so long 
as the blockchain were made public, any manipulation would be publicly logged, allowing individuals 
to find out when tampering had occurred and seek remedy. In the same way, if election night reporting 
processes were to adopt blockchain as a way for individual jurisdictions to publicly and immutably 
submit their tallies, it could reduce the risk that the reporting process could be disrupted and help 
guard against misinformation.

Risks of Blockchain Voting
1.	 Blockchain voting systems would require voters to rely on digital systems that are 

vulnerable to compromise by malicious actors.
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Moving to an internet-based voting system, even one that utilizes blockchain, does not eliminate 
the risk that electoral results can be compromised—and in many cases would make it easier to do so. 
Attacks on internet voting systems do not require physical access, can affect a large number of votes 
in a single attack, and cost little more than an attack on a single user.83 Due to the complexity of 
these software systems, there is also a substantial risk that the attack would go undetected by voters, 
election officials, and observers. These risks are not merely theoretical. Security researchers have found 
vulnerabilities in internet voting systems used in Estonia, Switzerland, and Washington, D.C.84 

Blockchain does not eliminate these risks, which is the primary reason why blockchain voting 
proposals have met with severe and near unanimous criticism by election security experts.85 
Introducing blockchain addresses only a relatively minor component of the online security equation. 
While blockchain helps to ensure the integrity of data once it has already been logged to the network, 
it cannot help to prevent attacks targeting other elements of election infrastructure, such as: 

 ▪ Spreading malware to voters’ phones that can alter or delete the ballots they submit;

 ▪ Manipulating the code used by election authorities to tally votes;

 ▪ Compromising intermediary servers or web interfaces used to submit votes, connect voters to the 
blockchain network, or examine information on the blockchain;

 ▪ Listening in on the voter’s network to detect ballot choices; and

 ▪ Compromising voters’ phones, tablets, or computer chips through supply chain attacks.

The providers of internet voting systems can take some measures to reduce these risks. The Voatz app, for 
example, only works on updated mobile devices that have not been jailbroken and uses antivirus software 
to scan devices for indications of compromise. The app also will not function on unsecured wireless 
networks. Notably, however, these protections would not have prevented the kinds of attacks demonstrated 
by Trail of Bits and MIT researchers.86 Ultimately, any internet voting system will face a serious risk of 
compromise given the current state of cybersecurity, regardless of whether blockchain is used. 

While blockchain helps to ensure the integrity of data once 
it has already been logged to the network, it cannot help 
to prevent attacks targeting other elements of election 
infrastructure.

2.	 The incorporation of blockchain into electronic voting systems would increase software 
complexity and complicate security management, leading to greater vulnerability to attacks. 

Introducing blockchain into an electronic voting system increases the overall complexity of the 
software environment. This can lead to new security risks due to the potential introduction of new 
software vulnerabilities. Blockchain also complicates the process of fixing vulnerabilities once they 
are identified. In contrast to a centralized system where a single organization can quickly act to deploy 
security fixes, blockchain networks require the coordination of a large number of actors to respond 
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to security problems.87 This lack of centralized authority would also make it more difficult to hold any 
single entity responsible in the event that an attack or malfunction were to occur. 

3.	 The complexity of blockchain and internet-based voting systems could reduce voter 
confidence in the integrity of the election process 

Proponents often argue that the greater security offered by blockchain voting platforms could improve 
public trust in the election process. However, there are risks that the reverse may occur if voters do 
not trust the integrity of blockchain-based voting schemes or internet voting schemes in general. The 
simplicity of paper-based voting can be an advantage in terms of public confidence, as it is easy for the 
average voter to understand the process by which paper votes are recorded and tallied. Understanding 
the systems behind online voting, including blockchain, is much more difficult. One survey conducted 
in the United States found that 43 percent of potential voters were “not at all” or “not very” confident 
that votes cast online would be counted correctly, compared to just 11 percent who were similarly 
skeptical about the counting of a scanned paper ballot.88  

Further, the specifics of blockchain voting systems may introduce new doubts for voters. For example, 
the Russian election monitor Golos reported that Russian voters were frequently confused by the 
country’s blockchain voting system and were uncomfortable using a system that would allow them to 
look up their ballot after the election had finished.89 The availability of this option made some voters 
believe that others would also be able to see their ballot after the election was over, reducing their 
trust in the system and their willingness to participate. 

4.	 The process of authenticating voters may introduce privacy risks depending on what 
information is collected from voters, how it is processed, and whether it is placed on the 
blockchain. 

In order for mobile voting to be secure, there must be a way to reliably authenticate the voter’s identity 
before they submit their ballot. Some internet voting schemes, such as Estonia’s, allow citizens to use 
their national ID card to digitally sign their electronic ballot. Most nations, however, lack electronic 
IDs. In their absence, it is likely that many schemes will instead rely on alternative authentication 
methods such as biometrics. Voatz is an example of a platform that utilizes this approach. As described 
previously, Voatz requires voters to submit a picture of their official ID and a video selfie to authenticate 
their identity, in addition to other non-biometric personal information such as location, address, 
and date of birth. Some of this information is also shared with a third-party contractor responsible 
for the authentication process. Depending on how this information is handled, whether it is deleted 
immediately after registering the user, and what visibility and control users have over the data collected 
about them, Voatz and other similar platforms could constitute privacy risks for their users. 

Further, some blockchain voting implementations write some form of personal information about 
voters directly onto the blockchain. This constitutes a substantial privacy risk, as this information 
cannot be deleted. Even if the information is encrypted, the fact that it is immutable means that it 
will continue to be accessible even after technology has advanced to a point where that encryption 
can be defeated. Given the sensitivity of voting and the importance of preserving ballot secrecy, any 
blockchain implementation that would store voter information on-chain would constitute a severe and 
unjustifiable privacy risk. 
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Voting Rights Issues Blockchain Does Not Solve
1.	 Blockchain would not make it easier to implement end-to-end voter verifiability.

As addressed in the opening of this chapter, end-to-end verifiability is a highly attractive property for an 
internet voting system, allowing voters to verify whether their vote was counted correctly without needing 
to trust the election infrastructure involved or the administrators overseeing the process. Blockchain 
has been proposed as a way of operationalizing end-to-end verifiability by serving as the public bulletin 
board that voters can reference when checking their vote. Notably, however, blockchain does not add any 
additional security to this process compared to a bulletin board hosted centrally by an election authority.90 

While it may seem that blockchain would offer a more secure format for this bulletin board due to 
its tamper resistance, in reality it makes no difference. End-to-end voting schemes would be able to 
identify tampering either way. Indeed, this is exactly why end-to-end voting is so attractive to security 
researchers in the first place. A government that deletes or changes a voter’s publicly posted ballot 
would be exposed as soon as the voter pulls up the system to check. So long as this is true, there is no 
need for complicated systems that make it more difficult to tamper with ballots. Security is assured 
not by making it impossible to alter the vote count but by making it impossible for votes to be altered 
without being discovered. Further, the encryption necessary to ensure that these public ballots are 
only accessible to their owner can be implemented just as easily using traditional technologies. 
Therefore, while blockchain may be used as a way to operationalize an end-to-end voting scheme, 
it is not strictly necessary for these benefits to be gained and may serve to complicate potential 
deployments by adding unnecessary complexity. 

2.	 Blockchain would not protect voters from attacks that cut off their connectivity.

While blockchain may reduce some risks of election disruption, it does not protect against attacks 
that target the connectivity of the voters themselves. During the Venezuelan referendum supported 
by Voatz, for example, the Maduro-controlled state internet service provider CANTV blocked internet 
service for a large portion of the population during the voting period, preventing them from accessing 
the service.91 While some forms of disruption may be addressed through the use of virtual private 
networks (VPNs) or alternate platforms such as Telegram, so long as voters must rely on third-party 
infrastructure to access voting systems, there will always be the potential for outside disruption of the 
voting process. Blockchain cannot address these risks.

3.	 Remote voters may still be vulnerable to certain forms of coercion due to their relative lack 
of vote secrecy.

While remote voting may reduce some risks of voter coercion, it may also create new and unique risks 
for those who lack privacy when filling out their remote ballots. For example, voters may be forced 
to fill out their ballots in the presence of their employers, spouses, or supporters of certain political 
groups, who may threaten retaliation for not submitting votes for particular candidates. Remote voting 
also carries the risk of vote-selling schemes, where voters obtain compensation for voting in a certain 
way. Blockchain does not eliminate these risks for electronic voting schemes. 

Some voting systems may combat these risks by supporting vote spoiling, where voters are able to 
submit multiple ballots up until the close of an election, with each overriding the last. This can help 
reduce some of the risks of coercion and vote selling by allowing voters to go back and change any votes 
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that may have been submitted under pressure. However, vote spoiling is still not a perfect solution. For 
example, in households that only have a single shared device controlled by the head of that household, 
other members of the family may not have the opportunity to later go back and resubmit their votes. 

Further, there is a risk that voters’ anonymity can be violated or that voters can be intimidated or 
induced into sharing their ballot receipts with third parties, allowing those third parties to access the 
voters’ ballot and determine who they voted for. The ballot receipts generated in end-to-end systems 
are intended to allow individuals to check after the election is over to determine whether their vote 
was recorded properly. However, a third party may gain access to those receipts, creating new risks of 
voter intimidation, vote selling, or the elimination of voter anonymity. 

Conclusion
The attraction of internet and mobile voting is clear. Beyond the obvious benefits to convenience 
and efficiency, the accessibility of a simple, reliable method of remote voting may help improve voter 
turnout, enfranchise low-income voters, reduce the impact of voter intimidation, and standardize 
election processes. Blockchain advocates argue that decentralized election systems powered by 
blockchain networks could help bring this dream closer to reality by addressing many of the security 
concerns that have long plagued internet voting schemes, providing a new mechanism for improving 
the transparency of elections, and warding against tampering by election officials. 

However, even with the addition of blockchain, internet voting is highly vulnerable to large-scale, 
undetectable manipulation and in many cases would be even more vulnerable to manipulation than 
in-person voting.92 

Secure internet-based elections are not possible without end-to-end verifiable voting, where voters 
are able to verify whether their ballots were received and tallied correctly without having to trust 
the software or election administrators involved in the process. While blockchain is one way of 
operationalizing end-to-end verifiable internet voting, election security experts have repeatedly 
emphasized—both in the published literature as well as in interviews conducted for this report—that 
blockchain is not only unnecessary for realizing this goal but is in many ways actually inferior to 
traditional information systems in this regard due to its added complexity. 

Realizing many of the benefits of blockchain voting would also depend on election administrators 
opening their systems to a radical level of transparency by observers, something the authors feel is 
highly unlikely to occur in practice in areas where election integrity is most under threat. This study’s 
conclusion is therefore that blockchain-enabled voting, like other internet-based voting systems, 
would currently pose severe risks to election integrity that would outweigh its potential benefits and 
should not be considered for political elections until strong assurances are in place that these systems 
can be implemented in a secure and responsible way.  

Notably, however, blockchain may still be able to play an important role in improving election security 
by helping to secure complementary election processes such as voter registration and election night 
reporting. These stages of the voting process receive less attention than the collection and tallying of 
votes, yet their failure can do almost as much damage to public confidence in the integrity of election 
results. Further work exploring the role of cryptography and blockchain to secure these processes 
could potentially have an important impact on improving election security around the world. 
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5

Digital Identity

Bottom Line: Blockchain could help enable SSI, a system of identity management that could give 
individuals greater control over their personal data and help individuals without official documentation 
build a record of identity. However, SSI will not lead to better data governance practices without strong 
legal and regulatory pressure and could lead to significant privacy risks if deployed inappropriately. For 
this reason, deployments involving vulnerable populations or in places that lack strong legal protections 
should not be pursued until strong governance frameworks can be developed.

Human Rights Context
Digital identity solutions aim to increase access to and improve the fidelity of identification 
credentials, which are almost universally required to access basic public goods and government 
services. The World Bank reports that over 1 billion people face challenges in acquiring official 
identification.93 Of this billion, 80 percent live in sub-Saharan Africa and South Asia and 90 percent 
live in low- and lower-middle-income countries. Obstacles to obtaining legal identity are particularly 
high for many of the over 26 million refugees in the world today, especially those who may have lost 
their original identity documentation as a result of conflict or natural disasters.

Individuals excluded from official identity systems face enormous barriers to participating fully in 
economic and social systems. For example, individuals without IDs may find it impossible to open a 
bank account. Without a bank account, they may find it difficult to be approved to rent an apartment. 
And without a lease to demonstrate proof of residency, they may find it difficult to find a job. In this 
way, the lack of foundational identity can create a cascading series of challenges, restricting rights and 
preventing individuals from accessing essential benefits and services.
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Obstacles to obtaining legal identity are particularly high 
for many of the over 26 million refugees in the world today, 
especially those who may have lost their original identity 
documentation as a result of conflict or natural disasters.

Credentialed identity acts as the basis for numerous rights. Blockchain technology as a platform for digital 
identity can impact several rights, particularly in the context of the rights of refugees and migrants:

 ▪ Right to Privacy: Article 12 of the Universal Declaration of Human Rights (UDHR) and Article 
17 of the International Convention on Civil and Political Rights (ICCPR) provide for the right to 
privacy. The protection of personal data is fundamental to privacy. Migrants and refugees face 
challenges in securing their privacy when working with state border authorities and international 
organizations that cooperate with governments. Such authorities seek information, including 
biometrics, social media content, and other data points, from migrants and refugees in order to 
determine eligibility for admission and to track their activities upon arrival. Such collection may 
be done without consent or used outside of the accepted scope. Digital ID systems, which also 
utilize personal data, may likewise be abused to violate migrants and refugees’ privacy rights. 

 ▪ Right to Asylum: UDHR Article 14, along with the Convention Relating to the Status of Refugees, 
provides for the right to asylum as well as the prohibition on forcible return to a country where one’s 
life or freedom would be threatened.94 Underlying drivers of asylum claims—forced displacement, 
persecution, and armed conflict—frequently render migrants and refugees bereft of credentialed 
documentation. The absence of global consensus on how to establish identity in undocumented 
asylum seekers undermines the verification of asylum seekers’ claims for protection. 

 ▪ Right to Equality: UDHR Article 2 and ICCPR Article 2 provide for the right to equal rights, or non-
discrimination. ICCPR Article 26 stipulates equality before the law and equal protection by the law 
without discrimination. Migrants and refugees are frequently, and on the basis on uncredentialed 
status, denied equal protection under state law. For example, Greek border authorities are 
reported to illegally obstruct migrants from accessing legal services needed to claim asylum absent 
identification.95 In the United States, border patrol agents are reported to refuse or fail to return 
physical identification documents, without which asylum seekers cannot access digital bank 
transfers or prove custody of their children.96 

The lack of foundational identity can create a cascading 
series of challenges, restricting rights and preventing 
individuals from accessing essential benefits and services.
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Blockchain for Digital Identity
The core problem of identity management is how to allow someone to prove a claim about themselves 
to a party that does not trust them. This could be anything from a job applicant wanting to prove to a 
prospective employer that they graduated from a certain university to a shopper wanting to prove to 
a store clerk that they are over a certain age. This problem can be resolved if the first party is able to 
show that a mutually trusted third party has attested to their claim. In the case of the job applicant, 
that might mean presenting the diploma given to them by their university. In the case of the shopper, 
it may mean presenting a government-issued ID card that shows the customer’s date of birth. In these 
examples, both the diploma and ID card are a form of credential that allows their owner to prove that a 
trusted third party has confirmed certain attributes about them. 

The value of a credential is determined by how much each party trusts the authority that issued the 
credential and how much they trust the credential itself. The information contained on a government-
issued ID card, for example, is presumably far more trustworthy than the information found on a 
person’s social media account. That is both because an ID card is more difficult to falsify and because it 
is issued by a more reliable and authoritative party. 

Credentials are tied to individuals through the use of identity systems. A government-issued ID card, 
for instance, may be associated with the identity established for a person through a civil registry. This 
type of ID system—often referred to as a foundational ID system—provides a legal proof of identity 
that allows the individual in question to access a wide range of public and private services.97 A social 
media account, in contrast, is a form of functional ID that serves to authenticate a user for a specific 
and narrow use case. In both of these cases, identity is provided in a centralized way, with a single 
authority generating and distributing identifiers to their citizens or users.  

As noted above, approximately 1 billion people currently lack access to foundational legal identities, 
often preventing them from exercising their rights and cutting them off from a range of essential 
services. These obstacles to obtaining legal identity are particularly high for the over 26 million refugees 
and stateless persons in the world today who may face significant political barriers to recognition and 
have often lost their original identity documentation as a result of conflict or natural disasters. 

Proponents of decentralized digital identity believe that the technology may offer the potential to 
eliminate many of these obstacles by serving as the technical infrastructure for a new kind of identity 
system termed SSI. The SSI identity model could leverage blockchain as the backbone for a fully 
decentralized identity system where identifiers and credentials are held and controlled by users rather 
than by central authorities.98 In contrast to traditional identifiers such as national ID numbers that are 
distributed by a single government entity, decentralized identifiers (DIDs) could uniquely represent 
any person, organization, or object without needing to rely on any centralized registry, government 
authority, or private ID provider.  

DIDs are generated and assigned when a user begins using an SSI digital identity wallet. DIDs can 
be thought of as a kind of URL that is uniquely associated with a single entity and which points to a 
digital document that contains instructions about how that DID can be used and how the owner can 
prove that the DID belongs to them.99 The most common method of proving ownership over DIDs 
is public key cryptography, where a user generates a pair of cryptographic keys (essentially large 
numbers that serve as complex passwords) during the sign-up process. The keys are paired so that any 
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information digitally signed by one can be verified by the other. One of these keys is referred to as the 
public key and is published on the blockchain as part of the DID document (or shared privately peer to 
peer). The second key, referred to as the private key, is stored in a wallet application that only the user 
has access to. 

Any time an individual wants to prove that they are the person who corresponds to a DID, they can 
present an assertion digitally signed with a key that is derived from their private key. The verifying 
party can then authenticate the user by going to the public blockchain, finding the public key 
associated with the claimed DID, and performing a check using a cryptographic algorithm to see 
whether the two keys correspond. The fact that a derived key is used instead of the master private key 
allows a user to create a new key for each interaction they have, preserving their pseudonymity and 
preventing their activity from being correlated and traced back to them. DIDs can be linked to a user’s 
wallet application to allow them to automatically authenticate themselves when online and can be 
represented in the real world by QR codes that can be scanned to confirm a person’s identity. 

Once an individual has a digital identity wallet, other organizations can digitally issue them credentials 
such as diplomas, driver’s licenses, or work permits. These credentials can be stored by the user in the 
user’s digital identity wallet on the device of their choice or in the cloud. Each credential is digitally 
signed by the issuing organization’s own private key. The fact that they are signed by the issuer means 
that any party at any time can check the legitimacy of that credential by looking up the issuer’s public 
key. This allows parties to quickly and easily determine whether a given credential is trustworthy. 

DIDs can also hold references to data stores located off the blockchain that may hold information 
pertaining to the DID owner. For example, a DID could contain a pointer to encrypted health records 
that are stored at a separate location on the cloud. Entities wishing to access this information could 
request permission from the DID owner, who may then choose whether or not to grant access.100 

Importantly, at no point would it be necessary for a person to store personal data directly on the 
blockchain. Identifying information would only be stored by the user in their wallet application or 
off-chain by third parties according to the nature of that relationship. Blockchain’s role in SSI systems 
is not to store identity data itself but rather to act as a trusted public reference for DIDs and their 
associated public keys. The decentralized, immutable nature of blockchain is utilized here as a way 
of establishing a common source of truth that lets any party verify who a given DID belongs to and 
evaluate the authenticity of digital credentials. 

Case Study: iRespond
iRespond is an international nonprofit focused on developing a biometric digital identity solution 
for healthcare providers, humanitarian groups, and government agencies. iRespond’s platform uses 
biometrics (primarily iris scans, though fingerprint and facial recognition may also be considered in 
some circumstances) to establish a unique, 12-digit digital ID for each user. These IDs are stored on a 
cloud server and linked to the encrypted hash of the user’s biometric template, allowing them to securely 
access any associated identity information while minimizing the collection of personal information. 

iRespond’s platform has already been deployed in seven countries across Southeast Asia and Africa.101 
Most notably, iRespond carried out a pilot with the International Rescue Committee in the Mae La 
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refugee camp in Thailand, which houses around 40,000 refugees from Myanmar.102 The purpose of 
this pilot was to improve the administration of health services to refugees. Instead of relying on paper 
IDs, iRespond’s solution allowed refugees to authenticate themselves at health clinics in the camp by 
consenting to an iris scan. Once the systems are fully integrated, the scan would unlock the patient’s 
electronic health records, giving the service provider an extremely high degree of certainty that the 
health records belong to that patient. The participation of other providers outside the camp could allow 
individuals to leave the refugee camp without having to worry about losing access to their health records. 

One type of record that iRespond has looked to supply through this program are birth attestations. To 
help create a record of birth for babies born in the camp, iRespond piloted a project that would provide 
both paper and digital birth attestation credentials to the families of newborns.103 These credentials—
which are recorded on a blockchain—include the identifier of both the mother and the child, allowing 
them to prove to outside parties that they have a connection to that credential.104 Further, this digital 
credential could be used to recover a physical copy of the birth attestation should it ever be lost. 

At no point does iRespond collect or store any personally identifiable information or health data. 
The iris scans taken from users are deleted once they have successfully enrolled or authenticated 
themselves. Non-biometric personal information is never collected, as the unique ID renders this 
unnecessary. The pseudonymous ID is all that participating organizations need to track and record 
information about individuals. Perhaps the most important benefit of this arrangement is that iRespond 
cannot be pressured by governments to turn over information about the populations they serve. 

The ultimate goal of iRespond is for their solution to be used not just for electronic health records 
but also as a way for refugees to accumulate other forms of credentials such as immunization records, 
professional training certifications, and education credentials.105 For those with a smartphone, these 
credentials could be stored directly in their wallet application. For those without smartphones, a 
physical document with a QR code could be used as an analog backup, with the digital credentials 
being kept on a web-based wallet until the individual gets access to a mobile phone.106 In either case, 
the issuer would store a copy of the credential in case the individual lost access to their wallet.  

Advantages of Blockchain for Digital Identity
1.	 Blockchain identity systems may help individuals who lack official documentation build a 

portable record of identity from unofficial sources.

Lack of official, legal identity can prevent individuals from accessing a variety of public and private 
services by making it difficult for an individual to show that a trusted institution has attested to their 
identity and attributes. Without a government, bank, or other similarly authoritative entity to attest 
to the truth of a claim, many organizations simply choose not to trust the individuals involved, as the 
risk is deemed too high. SSI may offer the potential to change this by making it easier for individuals to 
accumulate trusted informal credentials that can be used to support identity claims. 

One example of how SSI platforms could allow individuals to take advantage of informal credentials 
is the case of Kiva. Kiva is an identity provider that is working with the government of Sierra Leone 
to deploy a blockchain-based identity platform that would allow individuals to build a credit record 
based on their history of interactions with microfinance institutions and other informal sources of 
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credit.107 Kiva seeks to allow microlenders, banks, and other financial institutions to participate as 
nodes on a blockchain network and assigns credentials to an individual’s wallet attesting to their 
loans and payments. Outside institutions could then access the person’s credit record by requesting 
permission to view their profile. By leveraging the untapped value of functional identity relationships, 
this solution could help drive financial inclusion in a country where only 20 percent of the population 
is banked and less than 1 percent is covered by a credit bureau.108 

SSI would also help ensure that the credentials accumulated by an individual in one location are 
portable to new settings. The residents of refugee camps, for example, may collect a long list of 
health records, financial records, professional certificates, and educational credentials as part of their 
interactions with aid providers and humanitarian organizations in that camp. All of this identifying 
information would be lost, however, as soon as they left the camp. With SSI platforms whose 
governance frameworks assure continuous access by the individuals and organizations using them, 
refugees could continue to reference this information even after they leave, making it easier for them 
to integrate themselves and their families into the economy.109

2.	 Blockchain identity systems may help protect individuals’ privacy by reducing the 
consolidation of personal information by data controllers and improving individuals’  
ability to control how their data is shared.

The consolidation of personal information by centralized identity providers creates privacy risks for 
users in several ways. First, it creates an attractive target for hackers who may seek to steal identity 
information and then exploit it as part of identity fraud or other criminal schemes.110 Second, the 
depth and variety of data available to the identity provider could allow that provider to extrapolate 
sensitive information about a person’s life in ways that the data subject may never expect. This 
information may be used, sold, and shared in ways that are largely opaque to the user. This risk is 
particularly acute for vulnerable populations in humanitarian settings that may feel pressured to 
provide personal information in order to obtain needed benefits and services. Such populations may 
also face challenges in learning how that information is used and shared with other parties.111 

Blockchain could reduce many of these risks by allowing information to be stored in a decentralized 
fashion while still allowing users to maintain control over how their information is disclosed and used. 
Without SSI, the only way to unify the disparate identities and credentials associated with a user is 
to bring them all under the control of a single identity provider. With SSI, however, credentials can be 
controlled by the users themselves, preventing the consolidation of personal data by third parties and 
granting individuals the opportunity to exert granular control over what information is disclosed when 
they authenticate themselves to an outside party.112 

Additionally, these systems could also allow users to assert control over their data throughout the 
full lifetime of their relationship with an organization. This is possible because all of an individual’s 
credentials and data would be stored either on their device or as an encrypted file in a web-based 
wallet maintained by a third party. Thus, an organization would have to ask a user’s permission each 
time they wished to access their information or ask for consent for ongoing access. Users could then 
decide whether and under what conditions to grant access. The result would be a general improvement 
in users’ ability to understand how and when their data was being accessed by other parties and to 
restrict access for processing they feel uncomfortable with.  
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An additional privacy benefit of SSI is that it could enable individuals to use a cryptographic technique 
called a zero-knowledge proof (ZKP) to prove claims about themselves without ever having to reveal 
the information supporting their claim. For example, consider a bar that requires its patrons to present 
an ID card with their date of birth to confirm that they are over the age of 21. Technically, the bar only 
needs to know that the person was born more than 21 years ago. It does not need to know the precise 
date of birth for that person. However, there is no traditional method that allows a person to confirm 
that they are of legal drinking age without turning over their full ID, which contains not only their 
complete date of birth but also unrelated personal data such as their name and address. With ZKPs, 
however, it would be possible to simply scan a QR code and have an algorithm perform an operation 
that simply returns a “yes” or “no” answer to the question of whether the person is over 21. At no point 
would the person have to reveal any other information to the bar, helping to preserve their privacy.

The benefits of ZKPs extend beyond protecting birthdays. They can also be used to prove that a person 
qualifies for a loan without disclosing their credit rating or income or that they are authorized to 
work in a country without disclosing their citizenship status. If SSI and its associated credentials 
were to become more common, an increasing portion of identity checks could shift to this model, 
yielding broad improvements to data privacy and empowering individuals to minimize the amount of 
information collected about them by outside parties.  

3.	 Blockchain identity systems may help protect against the loss of identity documentation as 
a result of natural disasters or conflict. 

One of the primary drawbacks of physical ID documents is the potential for them to be lost or 
destroyed. This can have a devastating impact on households, especially those dealing with natural 
disasters or conflict, because in addition to dealing with the direct impacts of a humanitarian crisis, 
these individuals may also suddenly become unable to access the benefits and services most important 
to helping them recover. 

Digital identity systems allow individuals to store their identifiers and credentials in digital form. This 
would allow an individual to continue to be able to access their identity information even if they lost 
their original paper records. And while even digital credentials may be lost if an individual loses their 
phone or their wallet password, the key recovery mechanisms and encrypted cloud backup offered by 
SSI platforms and the digital credential copies kept by issuers would make it simple for an individual to 
quickly restore their identity access in the event that something did go wrong. 

SSI would also help ensure that credentials can still be verified even if the original issuer no longer 
exists. For example, if an individual received a degree from a university that was later destroyed during 
a conflict, they may eventually run into difficulties trying to prove to an employer that their degree 
is authentic. However, with SSI, the history of the DIDs and public keys for that institution would be 
immutably logged on the blockchain. This would allow the recipient of a digital diploma, or any other 
kind of credential, to verify its authenticity no matter the current state of the issuing institution. So 
long as the issuer has not revoked the individual’s credentials, it will always be publicly verifiable. 

4.	 Blockchain digital identity systems may help to improve the administration of humanitarian 
aid to vulnerable populations.

In the wake of conflict, disaster, or other humanitarian crises, victims are often forced to rely 
on a large and complex network of aid groups for access to essential services. Each one of these 
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organizations currently maintains separate records and credentials for the individuals who participate 
in their programs. The result is that each aid recipient may quickly become responsible for managing 
a cumbersome array of credentials, leading to confusion and frustration.113 This situation also leads to 
inefficiencies in the delivery of aid, as each organization is wasting resources to separately collect the 
same information from each individual. Redundant data collection can also lead to privacy risks, as 
individuals may end up disclosing their personal information to many different organizations without 
clearly understanding how their data will be used or shared.

SSI could improve this situation by granting aid recipients with a secure digital identity wallet that 
could be used to coordinate access to humanitarian benefits and services. Beyond the convenience 
and privacy benefits afforded to beneficiaries, the use of trusted digital identities could also help 
humanitarian organizations by ensuring that individuals can be properly targeted with aid and support, 
reducing the risk of double registration and fraud, reducing the administrative burden of registering 
individuals and maintaining their identity information, and preventing delays in aid disbursement.114 
These benefits may be particularly beneficial in the context of direct cash assistance, where trusted 
identities may allow humanitarian organizations to avoid high administrative and transaction costs 
and coordinate payments with other actors running similar programs.115

Risks of Blockchain for Digital Identity
1.	 A move to digital identities catalyzed by blockchain-based identity management could lead 

to some services becoming inaccessible to those without digital IDs.

The aggressive embrace of digital identity systems in a country could lead to risks that certain 
groups may be excluded from essential services if technical, bureaucratic, or other kinds of barriers 
render them unable to participate in the new identity system.116 This risk has been demonstrated 
most recently in the case of India’s Aadhaar system, which was launched to provide a biometrically 
linked ID number to every individual in the country. Research from 2019, however, indicated that 30 
percent of India’s homeless population and more than a quarter of its third-gender citizens were not 
represented, putting them at risk of being excluded from public and private services that were evolving 
to rely on Aadhaar numbers.117 Even for those who were registered, one study found that 20 percent 
of the households in one state had failed to receive their food rations due to errors in biometric 
authentication, pointing to the need to ensure that digital IDs allow for backup ways of authenticating 
citizens.118 The use of biometric modalities such as facial recognition may also create discriminatory 
impacts if the underlying algorithms exhibit differences in their accuracy rates for members of 
different races.119 

While in theory blockchain-based SSI systems should be more accessible than traditional, centralized 
digital identity programs such as Aadhaar, there are still substantial risks that a lack of access to 
technical infrastructure and connectivity may result in some individuals facing barriers to participation 
in SSI platforms. For this reason, ID2020, a public-private consortium focused on advancing access to 
digital IDs, has released a set of technical recommendations clarifying that digital identity providers 
should make registration and authentication available offline (such as through printed credentials 
with scannable QR codes), support manual override in case identity cannot be proven, and establish 
failure modes for when individuals cannot follow the normal procedure for identification.120
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2.	 Blockchain may create additional privacy risks if personal information is stored directly on 
the blockchain.

Because data stored on blockchains is immutable, any data stored on the blockchain subsequently 
takes on a permanent risk of disclosure. While encryption helps to reduce this risk over the short 
term, there is no guarantee that information will not eventually be revealed if the encryption keys 
are stolen or if technologies such as quantum computing will allow that encryption to eventually be 
defeated. This creates an imperative for all designers of blockchain systems to ensure that personal 
information is never stored on the blockchain itself. Instead, any potentially sensitive data should be 
stored directly on a user’s device or separately in the cloud, hosted by a third party but still under the 
user’s control. Adherence to this recommendation is especially important given that many emerging 
data protection legal regimes require that data controllers be able to delete personal information either 
at regular intervals or upon the request of a data subject, something blockchain would not allow.

The risks of publicly logging identifying information are particularly severe in the case of refugees and 
persecuted individuals, whose status may be used as a way of deliberately discriminating against them 
or targeting them with violence. Digital identity experts were concerned, for example, at the news that 
the United Nations would be collecting biometric data from Rohingya refugees as part of a digital ID 
scheme and sharing that information with the Bangladesh government.121 Such information carries a 
significant risk of abuse, as it could be repurposed to organize a campaign to send Rohingya refugees 
back to Myanmar, or even be used as a tool for persecution or ethnic cleansing.  

These risks are generally well appreciated in the SSI space, and most blockchain identity projects 
reviewed as part of this report asserted that a prohibition against storing personal information on-
chain was a core principle of their platform. However, there have been exceptions that demonstrate 
the risks when this guideline is not followed. For example, Finland started a project in 2015 to provide 
refugees with debit cards linked to blockchain-based digital IDs. The purpose of this project was 
to allow the refugees to participate in day-to-day tasks more easily until they were able to receive 
their official identity documents. However, researchers found that the software involved recorded 
the details of financial transactions made with the cards onto the blockchain itself, posing large and 
obvious privacy risks.122 

3.	 SSI systems may require users to rely on NGOs or private identity providers as custodians of 
IDs and credentials for individuals who cannot manage their own identity information. This 
reliance could create risks if systems are not designed carefully.

One of the most challenging questions in SSI is how to organize custodianship models for individuals 
who for various reasons cannot manage their identity information themselves.123 This may be because 
the person in question is a child, because they are elderly and may lack the requisite digital literacy, 
because they are medically incapacitated, or because they do not have access to a digital device capable 
of storing credentials. In these cases, control over a person’s identity information and credentials 
must be held either by a family member or by an NGO or commercial service provider that can act as a 
trusted intermediary. 

These custodianship frameworks may introduce significant risks depending on what information 
is held by the custodians and how that data is managed. For example, some custodians may collect 
biometric information from individuals to use as a way of authenticating them when they request 
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access to their identity documents. While other forms of authentication such as passwords or security 
tokens are possible, biometrics are often preferred due to the greater assurance they provide that an 
individual is truly who they say they are. The collection of this biometric data presents serious privacy 
risks, however, if the information were to fall into the hands of malicious actors or government 
officials. The capture of Afghan biometric databases by the Taliban demonstrates the extreme risks that 
could occur if biometric databases linked to vulnerable populations fall into the wrong hands.124 

In addition, the collection of sensitive identity information—including but not limited to biometric 
data—could violate individuals’ privacy unless they are granted the opportunity for informed consent. 
For many vulnerable populations, this is difficult to achieve due to the limited information individuals 
may have about how their data will be used, a perception that they cannot refuse data collection without 
jeopardizing their access to essential services, and constraints on the ability of humanitarian agencies to 
help individuals understand the operation of digital identity systems during crises that involve serving 
high volumes of aid seekers. In fact, several humanitarian experts interviewed for this project expressed 
skepticism that informed consent was even possible in the case of digital identity systems.

Custodianship systems must also be carefully architected to ensure that intermediaries cannot 
abuse their access to identity information and that identity information can be transferred back to 
the user or to a new intermediary as individuals move locations or change their living situations. In 
some countries, relevant legislation may need to be updated in order to allow custodians to manage 
identity information on the ward’s behalf. Similarly, enabling users to recover their credentials if 
they lose access to their devices or wallet passwords will require organizations to maintain local 
copies of individuals’ information. Key recovery is a common feature of online platforms and is not 
difficult to implement, but thought must be put into how the organization will securely maintain their 
data backups, including whether individuals may be required to authenticate themselves through 
biometrics in order to complete the key recovery process. 

Reliance on custodians may also present risks if those custodians disappear. Individuals may have to 
rely on custodians to maintain their credentials for years or even decades. If that custodian is an NGO 
that loses funding or a company that goes bankrupt, individuals could lose their identity information 
unless some other organization was able to take over the management of the affected wallets. This also 
emphasizes the importance of ensuring that the organizations involved in the space adopt open APIs 
and common standards that would support data portability.  

Digital Identity Issues Blockchain Does Not Solve
1.	 Many kinds of credentials are unlikely to be replaced by informal alternatives, meaning 

government authorities would still have to be relied upon to provide legal, foundational IDs 
for many benefits and services.

As described at the beginning of this chapter, the value of a given credential is determined both by the 
trust a party has in the integrity of the credential itself and their trust in the authority of the issuer. 
Blockchain-based SSI systems can help resolve the former question by allowing any party to verify the 
authenticity of a credential by using the public keys stored on the blockchain. However, even if the 
credential itself is trusted, it matters little if the issuer is not seen as an authoritative source for the 
claim being made. 
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For example, a government agency is unlikely to ever trust any party other than itself to verify that an 
individual is entitled to citizenship or to social benefits such as a public pension or welfare. Similarly, 
private entities will likely continue to rely exclusively on official forms of identity in situations where 
there may be legal ramifications for misjudging the truth of a claim, such as whether a certain worker 
is legally authorized to work in the country. This means that even if SSI were broadly available, absent 
significant political and legal reform, populations will continue to have to rely on government agencies 
and other formal organizations for many of the most practically important aspects of their identity. 
Thus, while the ability to present trusted functional IDs may help open some doors to those without 
legal documentation, many of the credentials that are most important for accessing essential services 
will likely continue to be gatekept by traditional authorities. 

However, SSI may still be able to play some role in helping individuals access foundational IDs and 
official credentials. Individuals with access to a store of verifiable credentials and attestations may be 
able to leverage these when applying for official IDs, making the process simpler and easier. SSI could 
also help reduce costs and improve the speed of issuing official credentials by allowing agencies to 
simply issue credentials to a wallet rather than delivering physical documentation. Importantly, both of 
these benefits rely on officials being willing to participate in the SSI network, which cannot be assumed. 
Similarly, attempts to integrate SSI into humanitarian aid programming may end up being futile unless 
prominent authorities such as the UN High Commissioner for Refugees can be brought onboard.125 

2.	 The availability of SSI would not necessarily prevent government agencies or other actors 
from continuing to require individuals to turn over data in ways that could create privacy 
risks. 

In theory, SSI should make many common, risky data collection practices unnecessary. Instead of 
having to turn over large amounts of private information to each organization an individual wants to 
authenticate themselves to, an SSI model of identity management would allow a person to use a single 
set of credentials in a digital identity wallet that only they controlled to selectively disclose only the 
minimum amount of information necessary for verification. This only works, however, if institutions 
agree to be limited to collecting the minimum necessary amount of information about a person. 

Many governments, private organizations, and even civil society groups find value in overbroad data 
collection and deliberately collect data they have no immediate need for out of the knowledge that 
they may one day be able to repurpose it. This is particularly true for the most sensitive data types, 
such as biometrics. Self-sovereign identity can be achieved without ever requiring the collection of 
biometric data. Biometrics are simply one method of authenticating that a user is tied to a certain 
wallet. While biometrics have particular value due to being highly unique and difficult to forge, 
alternative mechanisms like passwords, pin codes, physical tokens, and SMS- or app-based codes 
can also serve this purpose if the collection of biometrics is deemed too risky. However, absent 
regulations mandating minimization in data collection, many organizations will likely resist options 
to voluntarily limit the data they collect from the individuals they interact with. This will be most 
true of governments, who may view the overbroad collection of data “just in case” as being a positive 
obligation due to their role in protecting the population and designing new social programs. 

Because of this, even if SSI were to be adopted, many government agencies may still require that 
individuals turn over large amounts of private information when signing up or force them to register 
for and use the agency’s own biometric service instead of the SSI platform when authenticating 
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themselves. Vulnerable populations such as refugees and stateless persons would be particularly 
vulnerable to these practices due to their relative lack of legal protection and their reduced capacity 
to learn how their data is being used and act against abusive practices. Governments may also require 
domestic storage of identity data due to localization laws, complicating the deployment of truly 
decentralized systems.

The simple availability of SSI will not lead to better data governance practices on its own. Legal reforms 
of both government administrative practices and private data governance rules are the only way to 
change the incentives for institutions so that they begin adopting data minimization by default. SSI 
can help this process by ensuring that trusted identities can still be verified and shared even in the 
context of these minimization restrictions, but it cannot change these incentives without other forms 
of external pressure. 

3.	 Users of SSI may face technical barriers, including a lack of access to smartphones, poor 
digital literacy, and irregular internet connectivity.

In order to store and use credentials as part of an SSI system today, in most cases users must first have 
access to a smartphone capable of downloading the necessary wallet application. However, in many 
developing nations and humanitarian aid settings, smartphone penetration is very low. In these cases, 
individuals would have to rely on physical copies, web-based wallets maintained by custodians, or 
devices managed by a single family member to store their credentials, eliminating many of the benefits 
of having a digital identity solution at all. In addition to smartphones, SSI systems assume that parties 
will have reliable access to the internet in order to locate DIDs on the blockchain and verify a user’s 
credentials. This is also often a poor assumption in many of the settings where SSI’s benefits would 
otherwise be the greatest. Some functions of SSI can still be performed offline if certain details are 
cached locally, but a persistent lack of connectivity would greatly diminish the value of these identity 
systems. These challenges of device and internet access have already led to some aid groups such as 
Netherlands Red Cross to abandon SSI pilots due to the challenges involved.126 

The availability of SSI will not lead to better data 
governance practices on its own. Legal reforms of 
both government administrative practices and private 
data governance rules are the only way to change the 
incentives for institutions so that they begin adopting data 
minimization by default.

Even if smartphones and internet connectivity could be assumed—or web wallet technologies and 
safeguards were significantly advanced—it would take significant work by aid agencies, governments, 
and other parties to improve digital literacy and ensure that users are comfortable with how SSI 
operates. This may have to include the use of guides to help enroll and train individuals when they 
sign up or telephone and mobile-messaging helplines for registration and support. The degree of digital 
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literacy shown by these populations will also be a key determinant of whether these individuals are 
able to take full advantage of SSI’s potential benefits and learn how to exert granular control over what 
information they disclose to outside parties. 

Conclusion
Digital identity systems offer the potential to help those without official documentation gain access to 
the paperwork they need to exercise their rights and access essential public and private services. The 
potential value of digital identity systems is broadly recognized, but a number of important questions 
remain regarding how identity data should be managed, how individuals should be required to 
authenticate themselves, and how the improved legibility of populations may impact their relationship 
to systems of authority. Traditional, centralized systems of identity management provide significant 
risks due to the volume and sensitivity of information that data controllers can accumulate about 
individuals. SSI presents an alternate vision of digital identity which emphasizes the importance of 
empowering individuals to control their own identity information. However, challenges remain in 
realizing this vision. 

While SSI expands the potential value of functional identities and informal credentials, it is not clear 
that this will be enough to make up for the lack of foundational IDs when accessing many of the most 
important benefits and services currently inaccessible to those lacking formal documentation. SSI’s 
current requirement that users possess smartphones and enjoy consistent internet connectivity also 
limits its potential benefits in humanitarian settings. And while fully realized SSI may offer a number 
of improvements to privacy and individual data ownership, in practice individuals may still face risks 
if personal information is stored inappropriately on blockchain networks, if organizations continue to 
collect personal information despite the availability of more private SSI solutions, or if individuals are 
forced to rely on third parties to manage certain aspects of their identity. 

Blockchain-based SSI systems may help improve access to identity documentation and address the 
privacy risks of centralized digital identity systems, but only if individuals are granted true control 
over their information and have the tools to access it. Absent significant improvements in technology 
access, digital literacy, and legal protections, this will be unlikely in many settings. Responsible 
deployments would require careful attention to the significant risks involved and would require that 
both the technical architecture and especially the system’s governance process be carefully constructed 
to resist abuse and prioritize the needs and interests of the users. For this reason, while work toward 
building SSI systems may be worthwhile, plans to apply this technology in places without adequate 
legal and regulatory infrastructure, or for vulnerable populations in humanitarian settings, should be 
approached with extreme skepticism. 
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6

Land Rights Management

Bottom Line: Blockchain technologies could help reduce some risks of mismanagement and 
corruption in land administration and may reduce the costs associated with participating in formal 
land management systems. However, blockchain does not help ensure that the details of land records 
are properly recorded and risks legitimizing unfair land distributions. Therefore, blockchain systems 
should continue to be explored in this area but should not distract from the more important initial 
steps of building high-quality, digitized records of property ownership.

Human Rights Context 
Article 17 of the Universal Declaration of Human Rights provides for the right to own property. Land 
ownership is often a source of livelihood.127 Nearly 800 million people around the world, mainly in 
rural areas, rely on subsistence agriculture to survive.128 In cities, population growth and climate 
change are contributing to more informal housing and higher rates of forced eviction, threatening both 
property rights and livelihoods. Organizations working to improve global respect for land rights seek to 
tackle at least three fundamental challenges:

 ▪ Inequitable or Discriminatory Allocation of Land Rights: Discrimination against women and 
other disadvantaged groups in allocating land ownership remains too common. As of 2019, 
women in half of all countries globally are legally barred from claiming land or property rights 
equivalent to those which men enjoy.129 Worldwide, women comprise less than 20 percent of 
landowners.130 Minorities and other vulnerable groups—such as Romas in Europe, Dalits in Nepal, 
Samis in Sweden, and Nubians in Kenya—have also faced deprivation of formal land rights on the 
basis of discrimination.131



44  |  The Human Rights Risks and Opportunities in Blockchain

 ▪ Assertion of Private Ownership Rights Over Collective Ancestral Ownership Rights: Land 
ownership systems are often designed to recognize individual ownership but not collective 
ownership, despite historical practice in some regions. More than 50 percent of the world’s 
land is community land. Globally, however, national laws recognize only 10 percent of land as 
belonging to communities, with another 8 percent designated by governments for community 
use.132 In Africa, 78 percent of land is estimated to be community land, yet only 26 percent of this 
community land is legally recognized as such.133 

Legal recognition of communal land rights, in both Africa and other regions, is treated separately 
from formalization procedures that register and title land to specific communities. Although 
governments reliably provide private sector entities with procedures to establish land ownership, 
they rarely prioritize the creation of accessible mechanisms for community land formalization. 
The World Resources Institute reports that ancestral landowners are required to engage in three 
more government interactions on average—16 compared to 13—to establish land ownership in 
places where such recognition is an option.134 

 ▪ Difficulty in Formalizing Official Land Ownership: Many centralized land management systems 
are based on vague or outdated property laws that render systems susceptible to intentional 
manipulation or poor management practices. Such systems make it more difficult for individuals 
to benefit from their land ownership. Estimates show that one in every five people worldwide has 
paid a bribe to access land services such as formalization of ownership or title transfers.135 Lengthy 
title transfer processes and high fees can prove prohibitive to official property acquisition or sales. 
World Bank reports show registering a property requires a median of 31 days and a median cost 
of 4.8 percent of the property’s value.136 Often, individuals will opt instead for informal transfers 
outside the jurisdiction of a formal land management system. Informal transfers are less legally 
enforceable by design, leaving both landowners and tenants with less protection in cases of 
abuse, dispute, or conflict. As a consequence, efforts to maintain uniform land registration and 
management and manage future ownership claims are undermined.

Blockchain and Land Rights Management
In order to address the challenges described above, some governments and private firms are beginning 
to experiment with the use of blockchain to help modernize land management systems. The goal 
of these projects is to take advantage of blockchain’s immutability, transparency, and decentralized 
governance to build systems that provide a more accessible and reliable foundation for recording and 
transacting land rights. 

Broadly speaking, there are two possible models for integrating blockchain into land management 
systems. The first, more conservative approach is to use blockchain as a complement to existing 
centralized registries rather than as a replacement for them. In this model, government registrars 
would continue to store land records in a centralized database much as they always have, but 
timestamped hashes of those records would be logged on a separate blockchain layer accessible to 
parties outside the registry. This can be a public blockchain such as Bitcoin or Ethereum or a public-
permissioned blockchain managed by a combination of government agencies, civil society groups, 
banks, real estate firms, and other relevant businesses. 
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Because the hash of a file changes if even the smallest detail is altered, these blockchain records could 
serve as a trusted reference for the original files. At any time, property owners can take a hash of their 
own copy of a land record, compare it against the hash stored on the blockchain, and confirm that 
they match. Though control over record changes would remain in the hands of a central authority, the 
blockchain would establish an independent source of truth that would allow any party to verify that 
their records and the public record are aligned. 

Allowing land records to be linked to a publicly accessible blockchain could also enable a number of 
efficiency improvements to the land conveyance process through the introduction of smart contracts. 
Smart contracts can be used to specify what documents, data, and signatures must be collected at each 
step in a land transaction and orchestrate how the different actors proceed through the transaction 
process. Smart contracts would allow every party to have full, real-time visibility into what information 
has already been submitted by each party and what actions are still required to advance the contract. 
Because the hashes of documents would be stored directly on the blockchain, every party would be 
able to easily verify that they were working off the same document versions, eliminating the need for 
costly and time-consuming verification checks. Certain aspects of the conveyance process, such as the 
use of escrow services to hold deeds or payments until certain requirements are met, can even be fully 
automated by the code contained by the smart contract. These improvements can improve the speed of 
land transactions and reduce the associated costs.

Case Study: Georgia
In 2016, Georgia began working with software provider Bitfury to pilot a blockchain-based system for the 
country’s land registry. The project established a hybrid blockchain system where records logged to the 
country’s central digitized database would be hashed and placed onto the Bitcoin blockchain to serve as a 
trusted reference. As of 2021, 3.5 million land titles had been published on the blockchain in this way.137

For landowners, this reform did not significantly change the process they had to go through to register 
or transact their property. The registration process is still managed by the Georgian National Agency of 
the Public Registry (NAPR), which is responsible for collecting the relevant information from registrants 
and approving ownership records. However, after the registration process is complete, NAPR issues the 
owner with a pdf copy of their land record. This record is hashed and stored by NAPR publicly on the 
blockchain. At any time, landowners can use a tool on NAPR’s website to hash their own copy of the 
record and search for it on the blockchain to ensure they match. While the website clearly indicates 
that the system is powered by blockchain, and includes an explanation of the technology, the use of 
blockchain does not materially change the average user’s experience on the website. 

According to interviews with NAPR, the agency is currently in the process of considering whether 
to pursue deeper blockchain integration, which may provide additional benefits.138 This could 
include switching to a different blockchain that could support smart contracts and other efficiency 
improvements. However, NAPR is currently working to resolve a number of legal obstacles that could 
complicate deeper integration of blockchain platforms, including uncertainty over responsibility when 
errors on the blockchain lead to information being lost or recorded incorrectly, questions of whether 
blockchain-verified documents are accepted in courts, concerns over the potential for coercion when 
accepting electronic transactions, and ambiguity around whether smart contracts could comply with 
legal requirements that contracts be written in reasonable, understandable language.  
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The second, more ambitious approach to using blockchain for land management is to store property 
titles directly on the blockchain. In this formulation, titles would be represented as tokens on a 
permissioned blockchain network, eliminating the need for a centralized registry. These kinds of 
tokens would represent parcels of land through the attachment of metadata detailing the size, GPS 
coordinates, and other details about a property.139 Ownership of a property would be a matter of having 
the encryption key linked to that property’s associated token, and property transactions could occur by 
using smart contracts to manage and facilitate the transfer of these tokens between users.

Importantly, under this arrangement, parties would still need to rely on third-party databases to house 
data that is too large to place directly on the blockchain, such as the maps and cadastral data related to 
land surveys and many of the raw documents associated with a land parcel or transaction. Landowners 
would still have to trust government authorities or some other third party to store, manage, and 
protect this information, though the storage of hashes or pointers to this off-chain data within a 
token’s metadata may help to prevent tampering and improve transparency. 

A fully blockchain-based registry could grant property owners even greater assurance and control 
over their rights but would involve a greater deal of complexity than a hybrid system. Redesigning 
land administration around a blockchain platform would require greater time, resources, expertise, 
and risk tolerance from the implementing party compared to hybrid systems. Blockchain registries 
would also create a number of legal and regulatory challenges, such as defining the legal status of 
tokenized property and any fractionalized rights and determining the appropriate remedy if mistaken 
or malicious transactions took place on a network not fully controlled by a government authority.

Advantages of Blockchain for Land Rights Management
1.	 Blockchain may help provide a secure and transparent record of land ownership that 

protects against forgery, tampering, and other forms of abuse by authorities.

Both hybrid and fully blockchain-based land registry systems could lead to more secure and 
transparent processes for managing property rights. Hybrid systems that log the hashes of land records 
on a public blockchain would achieve this by establishing an independent record of the land registry. 
Because this blockchain is not controlled by government authorities, all actors can trust the integrity 
of the information it contains. At any time, property owners, civil society organizations, or any other 
group could use the information stored on the blockchain as a way to verify the integrity of the records 
kept by government authorities. This transparency would help to both identify manipulation when it 
has occurred and disincentivize authorities from attempting to tamper with records in the first place. 

Fully blockchain-based registries would provide further benefits by distributing the power to modify 
property records so that no single actor could make changes to the registry without the awareness and 
approval of everyone else on the network. The use of digital signatures and timestamps would help 
definitively link records to particular users in a way that all parties can trust, while the append-only 
nature of blockchain transactions would ensure that any attempts to change or tamper with files could 
be easily tracked back to the responsible party. These benefits could help to prevent corrupt authorities 
from withholding or manipulating property rights and would strengthen public trust in the land 
administration process.
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Further, to the extent that blockchain would enable a transition to apps or other direct electronic 
interfaces for submitting and processing property information, it would make it more difficult for 
officials to demand bribes by removing the opportunity for face-to-face meetings with officials who 
can refuse service unless compensated. 

It is important to note, however, that many of these benefits may also be achieved without needing 
to use blockchain technologies specifically. Many of the key features of blockchain systems that 
make records tamper resistant—digital signatures, hashing, timestamps, and the logging of change 
histories—can also be applied in non-blockchain information systems. What makes blockchain unique 
is the way it combines these features with a transparent and distributed verification mechanism that 
allows multiple groups who do not trust each other to nonetheless agree on a common, trusted record 
of land assets and transactions. 

2.	 Blockchain can help improve efficiency and reduce the costs associated with land 
transactions, increasing the likelihood that landowners would utilize the formal land 
management system. 

The use of smart contracts to help orchestrate the land conveyance process could help improve the 
speed and efficiency of property transactions while reducing the associated costs and complexity. 
Often, nations have embarked on ambitious land registration drives that, despite bringing thousands 
of property owners into the formal registry system for the first time, had little long-term effect 
because the official system was so full of additional costs and complexity that many landowners 
simply reverted back to transacting their land through informal agreements.140 Reducing the costs and 
complexity of formal land management systems is therefore a key requirement for sustaining long-
term progress in land rights reform in developing markets. 

Smart contract systems have proven beneficial in this regard. For example, in 2016, the Lantmäteriet, 
the Swedish mapping and land registration authority, entered into a partnership with the blockchain 
provider ChromaWay and several other partners to develop a proof-of-concept blockchain system 
for managing land conveyance. The project was motivated by dissatisfaction with the current 
conveyance process, which involved 34 separate steps, sometimes took multiple months to complete, 
and demanded inefficient procedures such as physically mailing documents between the parties, 
manually checking IDs, and requiring the buyer and seller to meet in a room to call a bank and provide 
verification for payments. By using electronic processes centered around blockchain-based smart 
contracts, the project team was able to reduce the number of steps in this process from 34 to 13 while 
significantly improving speed and reducing associated costs.141 

3.	 Blockchain can help improve the resilience of land management systems to disruption by 
natural and man-made disasters, which can jeopardize the rights of property owners. 

Accidents, natural disasters, malfunctions, and cyberattacks are all capable of disrupting land registry 
systems. Centralized land registries—particularly those that have not been digitized—are particularly 
vulnerable to these risks, as they represent a single point of failure for land information systems. The 
2010 earthquake in Haiti, for example, reportedly led to the destruction of an enormous number of 
title deeds, greatly impeding efforts to rebuild the country.142 Such losses could lead to widespread 
damage to property rights if former landowners are left unable to back up their claims.
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For some organizations, cloud backups may be sufficient to mitigate these risks. However, even 
cloud backups can be vulnerable to loss or destruction if the data centers of a cloud provider are 
disrupted.143 In comparison, every node serves as a de facto backup in a blockchain network. With 
a fully blockchain-based registry, this would mean that even in the face of massive and widespread 
disruption, nodes located outside the affected area could easily restore the land registry. With a hybrid 
registry, this would not be possible, as only the hashes of records would be stored on the blockchain 
rather than the records themselves. However, even in these cases, the hash record could be used as 
a trusted reference that could be used to evaluate the validity of a reconstructed registry. This would 
both help protect against mistakes and abuse when reconstructing records and improve public trust in 
the integrity of the reconstruction process. 

4.	 Blockchain can help promote financial inclusion by making it easier for landowners to 
access credit.

The lack of formalized property rights makes it more difficult for individuals in developing markets to 
gain access to credit. Without proof of ownership, landowners cannot use their property as collateral 
for loans, reducing their opportunities to make investments, such as in businesses or education.144 If 
blockchain were to provide an easier and more reliable way for landowners to maintain formalized 
rights to property, it may help promote financial inclusion and spur economic development. 

5.	 Blockchain could help protect women’s rights to property by helping formalize their 
ownership rights and making it more difficult for men to sell women’s property without 
their consent.

In some countries, women do not possess full and equal rights to own and inherit property. Blockchain 
systems may be able to help alleviate this issue by making it easier for women to enforce control over 
their assets. The use of blockchain systems could help prevent the sale of property without women’s 
consent by tying ownership over parcels of land to particular digital identities and requiring multiple 
parties to sign off before a transfer is approved.145 The transparency afforded by blockchain may also 
help women prove their claims to inherit land in areas where customary law may not recognize 
the land inheritance but national laws do. This could also help avoid unlawful modification of their 
property records to reassign parcels to family members. 

It is important to note, however, that these benefits are entirely dependent on women having the 
right to own and inherit property in the first place and on there being some authority willing to 
enforce those rights once they have been recorded. Even when rights have been formally recorded on 
a blockchain, there is nothing stopping the relevant authorities from simply ignoring them if they feel 
they will face no consequences for doing so. Ensuring women’s rights to own and inherit property is 
ultimately a matter of legal and political reform that cannot be solved by technical platforms alone.   

Risks of Blockchain for Land Rights Management
1.	 Vulnerabilities in wallet applications or smart contracts could lead to private information 

being compromised.

While blockchain technologies have a number of security benefits that help prevent parties from 
tampering with stored records, there are still potential points of failure that are introduced when 
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blockchain systems are linked to other software. For example, the wallet applications that allow 
blockchain users to store the encryption keys for their assets can be compromised in the same way 
that it is possible for cybercriminals to steal individuals’ bank passwords or credit card numbers. In 
a fully tokenized registry, this could lead to the revelation of private information such as the details 
of financial instruments associated with a property. Smart contracts face similar risks. Mistakes or 
vulnerabilities in smart contract code could lead to assets being automatically transferred in a way 
that none of the parties intended. Mistakes in the code used to adjudicate land rights could lead to 
mistakes in the land conveyance process that would impose additional costs on property owners and 
potentially cause a loss of trust in formal systems.

Even when rights have been formally recorded on a 
blockchain, there is nothing stopping the relevant 
authorities from simply ignoring them if they feel they  
will face no consequences for doing so.

2.	 Blockchain registries may make jurisdictions dependent on groups of users that are outside 
of their control, risking long-term instability.

Some implementations of hybrid blockchain models have used public blockchains such as Bitcoin or 
Ethereum to log the hashes of land records.146 This makes authorities dependent on the long-term 
health and continued operation of these blockchains in order to ensure the integrity of these hashes. 
Should one of these public blockchains fall into disuse or become the victim of an attack, the integrity 
of records stored on that chain could no longer be guaranteed. Because these public blockchains are 
outside the control of government authorities, their failure and abandonment would create significant 
disruptions and force users to start over from scratch on a different blockchain. 

Even in the case of permissioned systems, there is a risk that distributing the responsibility for 
governing the platform would make it more challenging to respond to malfunctions or attacks on the 
system. Depending on how the governance of a hybrid or fully blockchain-based registry would be 
achieved, the result could be an inability to respond quickly and decisively if a malfunction or hack 
were to compromise the network or its records.147  

Land Rights Management Issues Blockchain Does Not Solve
1.	 If existing land rights have been distributed unfairly, blockchain registries may end up 

reinforcing an unjust status quo.

As addressed above, there are significant difficulties in ensuring that the initial distribution of land 
rights is fair and just. If that initial system includes or enables denial of rights—either by accident or 
intentionally—those violations would be codified on the blockchain, providing legitimacy to those 
violations. This would subsequently make it much more difficult for the impacted individuals to seek 
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remedy due to the financial and administrative complexity of challenging formally registered rights 
and the legal burden of proof placed on disputants. 

2.	 Blockchain does not make it easier to transition citizens and properties from informal to 
formal systems. 

A primary challenge in advancing land rights is ensuring that populations that previously relied on 
informal mechanisms to record and pass down property rights can have those rights officially codified. 
Doing so can improve their tenure security and give them access to legal remedies in the event of 
disputes. This process is notoriously difficult, as it demands that officials manually seek out property 
owners, verify their identities and their relationship to the parcels they occupy, and conduct surveys 
to demarcate the boundaries separating their land and adjacent properties. This can often be a fraught 
process, as multiple individuals or families may simultaneously claim the right to a particular piece of 
land and neighbors may disagree over where boundaries lie. The integrity of this initial distribution of 
rights is independent of the technology being used to store the records. Regardless of whether the title 
is stored on a blockchain, in a database, or on a piece of paper, it is equally possible for a registrar to 
incorrectly assess who a plot belongs to and what its boundaries are. 

3.	 Land reforms centered on individual titling may disadvantage some groups of landowners 
whose use of land may not easily conform to the idea of individual ownership.

While individual property rights may help improve the tenure security of a large number of landowners, 
there are some groups, including Indigenous peoples, smallholders, and nomadic or pastoral 
communities, that own land communally or that rely on having access to land that they do not work 
intensively or occupy permanently.148 Land reform based on individual titling jeopardizes the rights of 
these groups as well as associated rights to essential goods such as food and water. Blockchain-based 
land management systems would do little to alleviate the risk that reforms may pose to these groups. 

Regardless of whether the title is stored on a blockchain, in 
a database, or on a piece of paper, it is equally possible for 
a registrar to incorrectly assess who a plot belongs to and 
what its boundaries are. 

4.	 Blockchain does not eliminate the need to place trust in third parties for management 
and enforcement activities, including maintaining off-chain data, authenticating network 
actors, conducting land surveys, and enforcing dispute resolution. 

Though blockchain-based land management systems may reduce the number of times individuals must 
trust potentially corruptible intermediaries, the land registration and conveyance process will never be 
fully free from the need to involve third parties.149 Licensed surveyors will still be needed to create maps 
of land plots and store the cadastral data that cannot be kept on the blockchain. Identity providers must 
be trusted to accurately verify the individuals and organizations participating on the network. Hybrid 
blockchain systems will still rely on central authorities to maintain and approve land titles, and even 
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in fully blockchain-based registries, these authorities will likely still play a role in approving the format 
and legitimacy of transactions and new land records. Finally, as addressed above, third parties will still 
have to be trusted to accurately formalize the ownership of unregistered properties. 

Most importantly, in the event of a dispute, landowners must trust that authorities will respect 
their rights in the resolution of that dispute. The need for trust in enforcement authorities becomes 
particularly important given that even if land registries were to become fully tokenized, officials would 
retain the ability to reassign property records away from their owners.150 

Conclusion
Many countries around the world remain reliant on paper-based systems of land administration. 
These systems lead to substantial risks of corruption, loss of documentation, and conflict or property 
loss caused by incomplete or inconsistent records. Blockchain has been proposed as one possible 
technical infrastructure on which to build a more resilient, trustworthy, and transparent system for 
land administration. Most current uses of blockchain have leveraged the technology to complement 
existing, centralized registries in a way that helps guard against tampering and improves the efficiency 
of land administration. However, more ambitious proposals would see blockchain replace centralized 
registries as a distributed alternative for recording property details.  

In the long term, blockchain may have value as part of a larger strategy of strengthening and 
modernizing land rights protections in developed and developing countries alike. Many of the 
benefits of digitizing and modernizing land records can be achieved without using blockchain, but the 
technology may provide several unique benefits that would not be possible otherwise. In particular, 
hybrid blockchain systems seem to offer an opportunity to strengthen and improve centralized 
registries in useful ways without accruing significant risks, while fully tokenized registries may 
eventually make it easier for individuals to engage with the formal land management system.

At the same time, blockchain does little to address the most fundamental issues impacting the 
rights of property owners, which are largely the result of unjust or unequal allocation of land rights 
and difficulties in formalizing existing rights. Therefore, efforts to protect property rights must first 
ensure that these informal rights can be accurately recorded as part of a high-quality, digitized land 
registry. While blockchain may help improve the security and transparency of land administration, its 
benefits will be limited to protecting the integrity of property rights that have already been recorded. 
Blockchain can do little to support the precursor requirements of providing the right to land ownership 
and to formalization of land rights. In some cases, a focus on adopting blockchain-based systems may 
in fact distract from these important initial steps. Although it is possible for governments to build 
emerging administrative systems around blockchain in anticipation of its eventual benefits, it is not 
necessary to do so in an initial phase to modernize land management systems. 

To the extent that blockchain may become a part of future land administration systems, it is likely to 
do so in a progressive fashion. Thus, a country that decided to focus on a centralized registry of high-
quality, digitized records would still be able to easily pivot toward blockchain adoption later on without 
significant challenges. 

For governments that do decide to pursue a blockchain land management system, there are a number 
of prerequisites that must exist before such a system would be viable. First, governments must have 
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a functional digital identity solution to allow for the authentication of users on the network. Second, 
the government must already maintain high-quality, digitized records that can be converted into 
hashes or tokens. Third, the parties that will be responsible for interacting with and administering the 
blockchain system must have access to and be knowledgeable about the technology and have bought 
into its success. Fourth, the government must ensure it has adequate internet connectivity to support 
the operation of the network. Finally, governments must clarify how existing laws and regulations 
apply to these new systems and pass new legislation where necessary to enable these systems within 
the context of their legal framework.

If these prerequisites are met, nations should carefully consider the architecture and governance 
of their blockchain solutions. While fully blockchain-based registries may have some advantages 
over hybrid systems, the technical, legal, and administrative challenges of switching to storing land 
records directly on the blockchain will likely render this option impractical for most jurisdictions in 
the near term. In the absence of a strong digital identity infrastructure, clear laws, extensive testing, 
and a broadly trusted governance framework, fully blockchain-based management of land rights is 
not practical. Hybrid systems represent a more attainable goal for nations looking to improve the 
transparency and security of their management systems and do not preclude the possibility of later 
switching to a fully blockchain-based model when the option becomes more viable. 
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7

Addressing the Human 
Rights Impacts of 
Blockchain Technologies

A s highlighted above, blockchain deployments carry risks to universal human rights. This section 
considers how blockchain developers and implementers can take steps to reduce these risks, 
drawing on the UN Guiding Principles on Business and Human Rights (UNGPs) as a framework.151 

While these recommendations are primarily targeted at corporations involved in developing and 
deploying blockchain technologies, the policies and practices listed here would also be highly 
relevant to any civil society group or government agency that is considering whether to deploy or 
participate in a blockchain system. According to the UNGPs, companies have a responsibility to respect 
internationally recognized human rights. They do so by exercising human rights due diligence—
having in place effective policies and procedures to identify and address potential and actual human 
rights impacts throughout their value chain. Due diligence steps include assessing actual and 
potential human rights impacts, integrating and acting upon the findings, tracking responses, and 
communicating how impacts are addressed.  

How companies are expected to respond to impacts will vary depending on their relationship to the 
impact. If they cause an impact, they are expected to cease or prevent it. If they contribute to an 
impact, they should cease or prevent their contribution and use their leverage to mitigate its effects 
to the greatest extent possible. Businesses should also seek to prevent or mitigate adverse human 
rights impacts that are directly linked to their operations, products, or services by their business 
relationships even if they have not contributed to those impacts. They should use their leverage with 
their business partners to accomplish this. If they lack the leverage to prevent or mitigate adverse 
impacts and cannot increase their leverage, they should consider ending the relationship. Businesses 
also have a responsibility to provide effective remedies for human rights harms associated with their 
products and services.
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The corporate responsibility to respect human rights is independent of whether governments are 
enforcing human rights–compliant laws and may in some cases require companies to adhere to higher 
standards than those set by national law. The relationship between the corporate responsibility to 
respect human rights and the existing human rights obligations of governments is closely interwoven. 
The UNGPs reiterate long-standing international law, noting that governments have a duty to protect 
human rights from adverse impacts by third parties, including companies. This means they should 
have in place laws, regulations, enforcement, and remedy mechanisms dealing with those private 
sector actors involved in blockchain development. 

The UNGPs are a useful tool for considering the human rights responsibilities of companies that 
develop and sell blockchain technologies, as well as those who deploy them, and the policies and 
procedures they should have in place. The technology sector faces particular challenges related to how 
end users deploy their products. This challenge is why both human rights by design and evaluation of 
customers and context are vital tools for the sector, as discussed below. In addition, many of the use 
cases described in this report attempt to utilize blockchain for the purposes of facilitating or increasing 
respect for human rights in the sector in which it works; those who deploy these technologies—whether 
they be companies, governments, or even NGOs—should also undertake human rights due diligence 
that includes evaluating whether this technology can deliver the positive human rights results it claims. 

Identifying Human Rights Impacts and Risks
1.	 Conduct an assessment to determine the human rights impacts of the company’s products 

and services.

Companies that develop and sell blockchain technology should assess the actual and potential human 
rights impacts of their products and services prior to bringing them to market. Companies that plan 
to deploy blockchain technology in one of the four use cases covered in this report, or in another 
sector, should do the same. This assessment process should consider not only the actor’s own impacts 
but also how the company could contribute or be directly linked to the impacts of others. To aid the 
company in creating safeguards, assessments should focus on identifying who will be impacted by the 
technology, what the actual and potential impacts could be in both the near and long term, and what 
mechanisms exist. In the case of the proposed use of blockchain to potentially solve human rights 
challenges, this assessment should specifically include an analysis of whether the proposed blockchain 
use will actually address the identified human rights issue, whether it will exacerbate it, or whether it 
will have no impact (but could distract from more appropriate solutions). 

Typically, companies start this process with a high-level assessment of potential impacts. They then 
become more granular in their analyses, for example, by examining issues related to particular product 
use cases, the rule of law in countries of deployment, and the reputations of customers and how they 
will use the technology. 

For example, companies may consider: the privacy risks associated with data collection related to their 
service (including not only the information posted on-chain but also the data collected for customer 
sign-up and verification); the security vulnerabilities of applications and information infrastructure 
connected to the blockchain network; the risks associated with key recovery and custodianship 
frameworks; the potential for the technology to expand or legitimize harmful practices by 
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implementing partners; and the risks of transferring governance responsibilities of critical processes to 
a distributed network of actors.152 

The assessment process should include technical, legal, and human rights experts from within the 
company as well as outside stakeholder groups and representatives from the communities that may 
be impacted by the product. Importantly, the assessment of human rights risks should not be seen as 
a one-time exercise. Risks to human rights may shift over time due to changes in the technology or 
the context of its use. Developers and implementers must therefore ensure that risk assessment is an 
ongoing process that is baked into the operations of their organization. 

If through this process an organization determines that they cannot decisively prevent or mitigate the 
human rights risks associated with a blockchain deployment, they should halt implementation and 
not pursue deployment further until such a time as those risks can be addressed. They should also 
provide effective remedy to anyone harmed by the deployment.

Developers and implementers must ensure that risk 
assessment is an ongoing process that is baked into the 
operations of their organization.

2.	 Institute internal structures and processes for identifying and escalating the potential 
human rights concerns posed by the firm’s products and services. 

Developers and implementers should institute internal mechanisms for reviewing the development 
and deployment process for new products and services to identify potential risks to human rights. 
These structures should allow and encourage employees to voice concerns that come up during their 
work and escalate those concerns as necessary to a specialized body with the authority to set company 
policy. This body should be made up of a diverse group, including representatives from product 
development and customer support as well as human rights and legal staff. 

3.	 Establish external advisory bodies with representatives from a wide range of disciplines to 
provide outside assessment of the potential risk of the firm’s products or services and how 
to maximize the potential benefits. 

Developers and implementers should consider establishing external advisory bodies to provide 
independent accountability and advice on issues relating to whether and how to utilize blockchain 
in real-world applications, including the human rights implications. These advisory bodies should 
be composed of experts from a range of disciplines, including human rights, consumer protection, 
accessibility, and data protection. Businesses should particularly seek out experts in the issue areas 
touched by their services, which for the issue areas covered in this report could include land rights, 
labor rights, election monitoring, and refugee service provision. 

Firms should develop a structured process for bringing issues to this body for consultation, and 
all deliberations should be made publicly accessible, possibly with a time lag to manage any 
commercial sensitivities. 
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4.	 Conduct due diligence of potential buyers and partners to assess the risk of deployments 
leading to human rights abuses.

Before deploying blockchain platforms or services, developers should conduct due diligence on 
implementing partners to determine whether the actor or actors are likely to be involved in any 
activities that could create human rights risks, as well as whether their proposed application can deliver 
any claimed human rights benefits. For example, developers focusing on land rights management 
solutions may consider whether their blockchain services may be used as a way to legitimize unjust 
land registration practices by local authorities. Firms focusing on improving labor rights through supply 
chain transparency may consider the information their partners plan to store on the blockchain about 
workers and whether their plans may create privacy risks. And developers working on blockchain voting 
systems may consider whether potential customers have a history of vote tampering and whether they 
intend to centralize control over the blockchain network in ways that could enable further abuse. 

These principles should be made publicly available and be incorporated into an internal process of 
reviewing potential new customers to determine whether a sale will lead to risk of abuse. Senior-level 
oversight is necessary to overcome the urge to make sales regardless of the consequences.

Mitigating Human Rights Risks
1.	 Leverage contractual or other mechanisms to establish processes for controlling or regularly 

reviewing how customers are using the tools being provided to them. 

Developers should insert terms into their contracts and licensing agreements that prohibit operators 
from using their products or services in ways that could violate the rights of others or create 
unjustifiable risks for users. Oversight and enforcement of these terms can be accomplished through 
regular audits by the developer—which could be tied to licensing sunsets—or through observation of 
the operator’s deployment by customer support, professional service, and sales teams as part of an 
ongoing relationship between the organizations. Companies should also look to use their contracts as 
a way of putting mechanisms in place that would help them track the effectiveness of their efforts to 
address or mitigate rights impacts.

Firms may encounter difficulties in finding out when contract provisions have been breached and enforcing 
the terms of their agreements. This should not, however, be taken as a reason for companies not to fulfill 
their responsibility to prevent or mitigate negative impacts stemming from blockchain deployments.

2.	 Ensure the technical architecture of the blockchain network and surrounding digital 
infrastructure minimize privacy and security risks.

Companies developing and deploying blockchain technology and applications should incorporate 
technical controls into the design and architecture of their systems to enforce privacy and data 
protection principles, including transparency, security, integrity, access control, accountability, and 
minimization, throughout the full life cycle of the data being collected and processed. Software 
developers should proactively consider the potential for privacy violations arising from errors or 
intentional misuse and design safeguards to guard against these risks. Implementers should carefully 
consider who will have access to data on permissioned networks and what type of data will be stored 
on chain. Examples of relevant practices could include designing systems to:
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 ▪ Never store personal information directly on a public blockchain;

 ▪ Delete any personal identifiable information gathered for user verification after the process is 
complete;

 ▪ Support key recovery and custodianship (where appropriate) while strictly limiting access to 
approved parties;

 ▪ Only work on devices with certain minimum-security protections; and

 ▪ Implement differential privacy so that access to sensitive data can be restricted to only approved 
network nodes.

For use cases such as digital identity, firms should reference established guidance and standards 
for building secure and privacy-protecting solutions, especially when building systems that will be 
deployed in humanitarian contexts.153 

Developers should implement organizational practices to ensure privacy by design is followed and 
enforced, such as conducting regular internal reviews, assigning dedicated personnel to oversee 
privacy issues, and training employees on privacy.   

3.	 Provide rigorous and accessible training for customers to help operators understand how to 
use the technology in ways that respect human rights.

Prior to use, developers should work with their partners to ensure they are familiar with the risks 
involved in the systems and processes they are responsible for administering. In addition to technical 
training to familiarize partners with the software, developers should strive to educate their partners 
about non-technical risks and failures that could arise during operation and advise them on how to 
address them. For example, for providers of platforms for land rights management, training could 
include information on dispute scenarios that are likely to arise as new properties are logged in the 
system and on how to ensure that the results of any dispute processes are properly recorded in the 
system. Similarly, developers of blockchain voting systems should be responsible for working with 
election officials to understand how to address any errors transparently without compromising public 
confidence in the election process. Providers of supply chain management platforms could work with 
buyers to ensure they understand how to properly log data without inadvertently creating privacy 
risks through the information they contribute. Providers of digital identity solutions should work to 
ensure that their platforms are easily understandable, allow for informed consent, and are accessible to 
populations with low digital skills or intermittent connectivity.

Transparency
1.	 Institute a policy statement outlining the company’s human rights commitments. 

The statement of commitment should clearly set out the business’s expectations for its personnel, 
business partners, suppliers, customers, and other linked parties. These expectations and commitments 
should be informed through consultation with relevant internal or external expertise and should be 
approved at the most senior level of the firm. The plan should be made public and circulated both 
internally to personnel in the firm and externally to partners and other relevant parties.



58  |  The Human Rights Risks and Opportunities in Blockchain

2.	 Where possible and practical, developers should implement their solutions using open-
source software and support third-party auditing.

To reduce security vulnerabilities, developers should strive whenever possible to adopt open-source 
software and open standards for implementation. For use cases such as voting, where failures could 
lead to severe and potentially irreversible harms, there should be an expectation that systems be fully 
available to investigation by third parties to determine potential risks. While this does not necessarily 
require full source-code disclosure in every case, it should include, at a minimum, cooperation by 
developers with third-party assessments and the development of application programming interfaces 
(APIs) and technical tool kits to support robust and regular assessments of privacy and security.

3.	 Communicate how impacts are addressed.

Blockchain developers and implementers should identify how they are managing potential and actual 
human rights impacts through public reporting and report on how they address and remedy any 
human rights impacts that are identified. Increased transparency on outcomes and use cases would 
help companies in this sector differentiate themselves from less-responsible competitors. 

4.	 Allow and encourage the participation of a diversity of parties in deployed blockchain systems

While blockchain systems carry the promise of radical transparency, for permissioned systems this 
transparency can be undermined if the party administering the blockchain does not allow records to 
be publicly viewable or if they too strictly limit the number or diversity of parties that participate in its 
operation. For example, supply chain traceability systems that limit visibility to a small consortium of 
companies have much more limited transparency benefits compared to a system that is publicly visible 
and allows NGOs and government actors to participate as nodes. All parties responsible for deploying 
and administering a permissioned system should ensure that a diverse range of parties is invited 
to participate in the operation of the network so that these systems may achieve their potential 
transparency benefits. 

Remedy
1.	 Provide remedy for those whose rights are adversely impacted.

So that grievances can be addressed early and remediated directly, business enterprises should establish 
or participate in effective operational-level grievance mechanisms for individuals and communities that 
may be adversely affected by impacts that the company caused or to which it contributed. Companies 
are encouraged to support remedy for impacts to which they are directly linked.154  

The question of remedy is particularly important to consider in the context of blockchain solutions 
due to the technology’s unique properties and limitations. Because of the immutable nature of 
blockchain records, some forms of remedy—such as deleting data that is false or which could lead to 
privacy risks—could be impossible. Developers and implementers should understand how blockchain 
may shape the opportunities they have to provide remedy and ensure that steps are taken to avoid 
situations where these types of failures may take place. The most important consideration in this 
regard is personal information, which for these reasons should never be logged directly onto a 
blockchain, even in encrypted form.
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Developers and practitioners should also understand the risks of smart contracts and other automated 
transaction mechanisms that may be built on top of blockchain networks. These systems automatically 
execute transactions without human intervention, and failures can lead to impacts that, depending on 
the network’s governance mechanism, may be impossible to reverse. Among the use cases examined in 
this report, this risk is particularly salient for land rights management systems. 

Because of the immutable nature of blockchain records, 
some forms of remedy—such as deleting data that is false or 
which could lead to privacy risks—could be impossible.

The ability to provide remedy is also affected by the governance setup of the network. Because 
blockchain decentralizes the power to make and record changes to the underlying data, institutions 
may not have the power to remedy certain kinds of failures. This is a particular risk for any system 
relying on a public permissionless blockchain such as Ethereum, which cannot be controlled by any 
single authority.  

Finally, there must be an awareness not only of whether remedy is technically possible but also of 
whether it is practically accessible for affected populations. For example, in humanitarian contexts, 
vulnerable populations may lack an awareness of how their information is being used as a part of 
digital identity systems and may lack accessible mechanisms for taking actions in the circumstance 
when they do discover harms or risks. Developers and implementers must ensure that remedy is not 
only available but also accessible for these groups.
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Appendix A
Project Methodology

B elow, we have provided a brief outline of our research methodology for this project. It is our 
hope that other organizations may be able to use this approach to aid in the investigation of how 
other technologies impact human rights. 

Determining Project Scope
Blockchain has been proposed as a solution to a wide range of problems, and the scope of this 
research project limited how many of these applications we were able to cover. To determine the 
specific applications we would investigate through this project, we leveraged desk research and 
consultations with stakeholders in the human rights community and abroad to understand which 
blockchain applications have the greatest implications for human rights development. We made this 
determination based on following criteria:  

 ▪ Whether a particular application is currently being deployed; 

 ▪ The number of individuals who are or will be impacted by the technology; 

 ▪ The severity of potential negative human rights impacts from current or future implementations;  

 ▪ The potential benefits of the technology in promoting and protecting human rights; 

 ▪ The degree to which the technology would disproportionately impact vulnerable populations; 

 ▪ The impact of the technology on civil society organizations and their operations; 

 ▪ The irremediability of potential impacts from the technology; and 

 ▪ The human rights impact of potential alternatives to these technologies. 
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Understanding the Technology
To better understand how the technology in question works, we conducted a literature review of 
explanatory documents and presentations released by developers, industry associations, academic 
researchers, government technologists, and relevant NGOs with significant in-house technical 
expertise. This review focused on the fundamentals of blockchain technology, including public key 
cryptography, the different consensuses that may be used, the difference in architecture between public 
versus private and permissionless versus permissioned systems, and the functioning of smart contracts. 

In particular, this work was focused on establishing the primary strengths and limitations of 
blockchain technology compared to alternative technologies to help focus and inform subsequent 
investigation and analysis of existing deployments and proposals. 

Evaluating Use-Cases
1.	 Investigate the human rights context for each chosen focus area.

 ▪ 	 We reviewed human rights literature, including UN Special Rapporteur statements, non-
governmental organization reports, and classic international human rights conventions, to 
identify human rights that stand to be particularly impacted by private and public sector 
deployments of blockchain systems. Based on this analysis, we  

2.	 Conduct desk research on how the technology is being used or is proposed to be used in 
each chosen focus area. 

 ▪ 	 We leveraged media reporting, reports from local or international NGOs, government 
announcements, and other authoritative sources to compile a list of planned or actual 
deployments of the technology in each chosen focus area. We recorded the details that 
have been made public about these deployments, how they were proposed to work, the 
impact they have had (if already deployed), the governance structures they intersect with, 
and any gaps where details have not been made public. 

 ▪ 	 At the same time, we reviewed reports and publications by think tanks, advocacy 
organizations, academics, government agencies, developers, and industry groups to 
understand current thinking about the broader potential opportunities and obstacles to 
using blockchain in each area. 

 ▪ 	 From these reports, we compiled a list of developers, researchers, advocates, and operators 
involved in the deployment, operation, governance, and investigation of the technology in 
each of the chosen focus areas.

3.	 Reach out to the individuals identified in each area of focus, and request interviews to 
gather additional information. 

 ▪ 	 In the case of developers, we used the interviews as an opportunity to clarify how the 
systems would work, how they would intersect with or replace existing systems and 
technological tools, why these systems were deemed superior to the systems they would 
replace, what challenges emerged in building and deploying the technology, and what key 
safeguards they recommended to ensure responsible use. 
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 ▪ 	 In the case of organizations that were involved in the use and operation of blockchain 
systems, we used the interviews as an opportunity to learn more about the benefits they 
had seen from its use, the problems the technology may have introduced, the issues that 
remained even after deployment had occurred, and the safeguards they recommended to 
ensure responsible use. 

 ▪ 	 In the case of civil society organizations, researchers, and advocates, we used the 
interviews as an opportunity to gain insight into the key problems facing each of the 
chosen focus areas, understand which of these problems could be improved through the 
use of blockchain and which could not, whether the blockchain uses they were familiar 
with had delivered on their promised benefits, and what key risks and concerns they saw 
with the technology.

4.	 Based on the results of the literature review and interviews, draft a set of findings for each of 
the chosen focus areas.  

 ▪ 	 For each chosen focus area, we drafted a crafted a set of draft findings that laid out how 
blockchain was being used, presented a high-level set of potential benefits and risks that 
we had found during our research, and laid out the problems in the area that we did not 
believe could be solved with blockchain. 

5.	 Refine recommendations through workshops and consultations with experts.

 ▪ 	 Our draft findings for each chosen focus area were sent to an array of experts in each area, 
ensuring that at least one developer, one user, and one independent researcher was given 
the chance to review our material for each subject. In addition, we held a workshop and 
several follow-up interviews to review our findings and receive feedback on them.

 ▪ 	 Based on the feedback received, we drafted our final report.

Developing Recommendations for  
Corporate Policies and Procedures

1.	 Conduct a review of existing literature on corporate policies and practices with respect to 
business, human rights, and technology.  

 ▪ 	 We reviewed reports and publications by think tanks, advocacy organizations, academics, 
government agencies, developers, and industry groups to understand the current sets of 
issues being debated as part of a conversation around blockchain use and governance.

 ▪ 	 From these reports, we compiled a list of researchers, advocates, academics, and 
policymakers around the world involved in the crafting of these use and governance 
recommendations for blockchain. 

2.	 Reach out to individuals involved in developing and deploying blockchain tools to 
understand their current practices and processes.

 ▪ 	 We spoke to developers and users across all four focus areas to understand the companies’ 
approach toward identifying and mitigating risks, making their processes transparent, and 
providing remedy to any individuals who may have their rights violated through the use 
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of their tools. We also had conversations with experts in business and human rights to 
understand the key policies which must be in place to fulfill companies’ responsibilities.  

3.	 Based on the results of the literature review and interviews, draft a set of recommendations 
for blockchain companies.   

 ▪ 	 Using our findings from desk research and stakeholder interviews, we drafted a set of 
recommendations for company policies and procedures, focusing on how companies can 
identify potential human rights risks, what steps they should take to mitigate them, how 
they should communicate information about their policies, practices, and tools to outside 
stakeholders, and how they should approach remedy for any affected individuals.  

4.	 Refine recommendations through workshops and consultations with experts.

 ▪ 	 Our draft findings were sent to several developers and experts in business and human 
rights for feedback. In addition, we held a workshop and several follow-up interviews to 
review our findings and receive feedback on them.

 ▪ 	 Based on the feedback received, we drafted our final report.
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