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Executive Summary

F

acial recognition technology (FRT) refers to the practice of using software to determine the
similarity between two face images in order to evaluate a claim. Most facial recognition
technologies are used for one of two purposes: verification or identification.

▪ Verification (also known as 1:1 matching) involves using facial recognition to confirm whether a
person is connected to a specific identity record, such as when a person uses facial recognition to
unlock their phone.
▪ Identification (also known as 1:N or 1:many matching) involves using facial recognition to
compare a target individual to a larger database of known faces, such as when police use the
technology to identify a suspect from footage of a crime.
▪ A distinct but related process is facial characterization, where the purpose is not to compare the
similarity of two faces but instead to classify a single face according to its gender, age, emotion,
or other characteristics. Face characterization is sometimes combined with facial recognition,
but it can also be used on its own without identifying the individuals being analyzed. Facial
characterization poses significant risks due to its discriminatory potential but lies beyond the
scope of this paper.

A wide variety of organizations in both the public and private sectors have begun to deploy facial
recognition to support their operations. These deployments can be classified into five categories based
on the use case:
▪ Law Enforcement: Police deployments of facial recognition can take one of two forms: live
monitoring and retroactive identification. Live monitoring involves comparing individuals against
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a watchlist in real time as they pass within the range of facial recognition-enabled cameras. Live
monitoring is often deployed during major events for added security or in major public areas as
a passive way to generate alerts for suspects. Retroactive identification involves applying facial
recognition to captured images or video to identify persons of interest. Retroactive identification
can be used to develop leads for criminal investigations and to identify missing persons or
deceased individuals. Law enforcement use of facial recognition poses significant risks due to the
way it could enable government surveillance or create chilling effects on fundamental freedoms.
▪ Border Control: Governments around the world are expanding their use of facial recognition
as a way of processing immigrants and travelers at their border. Authorities hope that facial
recognition will improve the security and convenience of border management, but there are risks
that some governments could track and monitor travelers in ways that violate their privacy and
share that information with other agencies or governments in opaque and unaccountable ways.
▪ Identity Verification: Facial recognition can allow individuals to biometrically authenticate
themselves when accessing services provided by public and private actors. This could improve
convenience and expand access to services ranging from mobile banking to social security and
public transportation. This use carries privacy risks due to the possibility that sensitive data will
be collected, processed, and shared beyond what is necessary, proportional, or consented to by
the user. Errors occurring during the verification process also risk shutting people out of these
services if there is no readily available mechanism for appealing and reviewing match decisions.
▪ Access Management: Facial recognition can be used to automate the process of letting authorized
individuals into restricted areas, taking the attendance of workers and students, and even tracking
people as they move through an area. These systems are already in use in offices, factories,
residence complexes, and schools around the world. Depending on how data is collected and
shared, these systems can pose privacy risks by revealing sensitive information about those who
have been enrolled. This risk is particularly significant in the case of school deployments, which
implicate the rights of children. Access management systems can also risk restricting individuals’
access either due to errors or because of chilling effects.
▪ Private Security: Private actors are increasingly turning to facial recognition systems as a way of
providing security at retail locations, event venues, and even residential neighborhoods. These
systems pose substantial risks to the right to privacy due to the potential for individuals to be
monitored and tracked without their awareness or consent and can have chilling effects on
movement, expression, assembly, and association. Depending on the source of images for the
watchlist and the justification used to decide who to include, private security systems could also
risk arbitrarily denying individuals the right to access essential services, such as grocery stores.
A variety of fundamental rights and freedoms can be impacted through FRT deployments. While in
a few instances FRT may be used to help protect and promote certain human rights, for the most
part the technology tends to have a negative impact on fundamental rights and freedoms. This
report highlights 15 rights and freedoms that could be significantly affected by FRT deployments and
discusses these impacts in the context of the five use cases outlined above.
▪ Right to Privacy: Facial recognition is uniquely capable of allowing for the remote identification
and surveillance of individuals and thus carries significant privacy risks even when deployed
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with strong safeguards. Governments can exploit FRT to track and target activists and dissidents
or form databases revealing sensitive information about people’s lives and activities. Border
authorities can use facial recognition to collect and share information about the movements of
travelers as well as vulnerable populations such as migrants and asylum seekers. Private operators
using facial recognition for identity verification, access management, or private security can also
violate subjects’ rights depending on whether individuals are made aware of when FRT is being
used, whether they offer free and informed consent to the data processing, and how collected data
is shared or sold to other organizations.
▪ Freedom of Expression, Assembly, and Association: Facial recognition can threaten these
freedoms by enabling government authorities to identify and retaliate against those engaging
in acts of dissent. There is already evidence of this occurring in countries such as India, Russia,
Uganda, and Indonesia, and it is likely that many other cases have occurred but are not yet
known. Even in cases where FRT is not used this way, if the public perceives facial recognition
monitoring to be a risk, they will begin to self-censor, leading to chilling effects. Private FRT
deployments also contribute to these chilling effects and can have direct impacts on these rights if
operators cooperate with government authorities in monitoring certain individuals.
▪ Freedom from Arbitrary Arrest and Detention: While facial recognition continues to improve,
the large majority of systems still experience very high error rates during real-world deployments.
This creates a risk that law enforcement or border authorities that are overconfident in a system’s
accuracy may detain innocent individuals on the basis of an erroneous match. FRT systems used
for identity verification or private security can also create risks for arbitrary arrest if they are
repurposed by government authorities to support unlawful surveillance activities.
▪ Right to Non-Discrimination: A majority of facial recognition systems have been shown to have
different accuracy rates for different demographic groups, raising the risk that some groups may be
disproportionately impacted by errors. Even when there is no bias in an algorithm’s accuracy, FRT
can have discriminatory effects if it is used in a way that disproportionately targets certain groups.
Further, some operators may decide to combine facial recognition with facial characterization
systems in ways that allow authorities to single out members of particular groups for surveillance
and monitoring.
▪ Right to Effective Remedy: Depending on the procedures put in place by operators, there are
significant risks that individuals whose rights are impacted by FRT may be unable to seek remedy
for violations. This can occur if individuals are never made aware that they are being subjected
to facial recognition or if they are denied information about the scope, purposes, and policies
surrounding the technology’s use. This would make it impossible to determine whether and
how one’s rights were impacted—a necessary prerequisite to seeking remedy. Remedy may also
be made more difficult in cases where remote, facial recognition-based authentication methods
become the standard for accessing essential public goods and services, such as social welfare. A
lack of human oversight could make it more difficult for individuals to rectify instances where
they are denied entitlements due to facial recognition error.
▪ Freedom of Religion: The use of FRT by government authorities may have chilling effects on the
freedom of religion if certain groups suspect that the technology may be used to monitor or harass
them. Facial recognition may also be used as an excuse to deny individuals the right to practice
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their religion if it is used to justify forcing people to shave their facial hair or remove head and
face coverings.
▪ Freedom of Movement: Facial recognition can have direct impacts on freedom of movement
to the extent that it is used by public or private operators to enforce unlawful restrictions on
individuals’ movements both within and between countries. The technology can also have chilling
effects if people decide to avoid certain locations out of concern that they may be monitored by
the technology.
▪ Rights of the Child: Facial recognition has been successfully used by law enforcement around the
world to identify missing children and combat trafficking and exploitation. However, there are
important questions as to the value and efficacy of some of these deployments, especially in light
of the mission creep that has sometimes resulted. FRT can also restrict the rights of children when
minors are included in security watchlists or when schools implement FRT systems for attendance
or security.
▪ Right to Life, Liberty, and Security: Facial recognition can be used by law enforcement officers
to apprehend criminals, by border officials to improve terrorist screening processes, and by
private operators to identify guests who have engaged in dangerous or unlawful activity in the
past. However, these deployments also create substantial risks to other fundamental rights and
freedoms, and as such must meet high standards of necessity and proportionality to justify such
intrusive security measures.
▪ Right to an Adequate Standard of Living: Facial recognition can help improve living standards by
enabling mobile banking services that promote financial inclusion for underserved populations,
such as in rural areas. However, FRT could also negatively impact people’s right to adequate
living standards if access management systems shut individuals out of residential complexes,
workplaces, and other locations or if private security systems prevent individuals from being able
to access essential commercial activities, such as grocery stores.
▪ Right to Own Land: Facial recognition can help promote land ownership and support land
management reforms by enabling mobile apps where users can register and transact their
properties. These apps reduce the friction associated with the registration and sale of property and
make the process more attractive to owners by tying property ownership to expanded credit, loan
opportunities, and other financial services.
▪ Right to Social Security: Facial recognition can be used as a way of verifying the identities of those
collecting welfare benefits, making it easier for individuals in remote areas or those who have jobs
or medical conditions that make it difficult for them to physically claim their benefits. However,
if adequate safeguards are not in place, errors in authentication could lead to some being denied
their rights to government benefits.
▪ Right to Just and Favorable Conditions of Work: Biometrics can help protect the rights of laborers
by enabling systems of accountability in dangerous workplaces. In industries such as fishing,
biometric worker check-in procedures could help authorities ensure that laborers are not sold and
rotated to other ships or lost overboard and not reported. FRT can jeopardize this right, however,
if facial recognition systems are expanded to support broader workplace surveillance practices.
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While some rights, such as the right to non-discrimination, cannot be restricted under any
circumstances under international human rights law, other rights and freedoms are not absolute and
can be restricted under certain conditions. Restrictions on the right to privacy, freedom of assembly,
freedom of expression, and freedom of movement are allowed, provided they meet the following tests:
▪ Lawfulness: Proposed restrictions to individuals’ rights and freedoms must be provided by law.
This legal basis for the use of technologies such as facial recognition must be public, capable of
being challenged through democratic processes, and specific as to the conditions and safeguards
associated with deployments.
▪ Necessity: The restriction of fundamental rights and freedoms must be the only way or least
intrusive way to achieve the aim being sought. In the context of facial recognition, this includes
demonstrating that alternative biometrics or non-biometric tools are inadequate for the given
purpose. Necessity must be demonstrated in a specific and individualized fashion.
▪ Legitimacy: Restrictions may only take place if they are necessary in the pursuit of a legitimate
aim, including the protection of others’ rights, national security, public order, or public health.
Because so many facial recognition operators will likely argue that their deployments are
necessary for national security or public order, it is important that legitimacy not be taken as the
only test required to justify a deployment.
▪ Proportionality: Restrictions must be proportionate in scope and effect to the aim being sought
and the risks created by the deployment. The proportionality of facial recognition systems is
affected by the geographic and temporal scope of deployment, the enrollment policies used to
create matching lists, the existence of alternative methods or tools, and the safeguards put in
place by the operator.
The report then proposes a series of recommendations for how facial recognition operators can
increase the probability that their systems can be deployed in a manner consistent with international
human rights law.
Identifying and Responding to Human Rights Impacts and Risks
1. Conduct a human rights impact assessment (HRIA) prior to deploying a facial recognition system.
2. Institute structures and processes for identifying and escalating potential human rights
concerns raised by the operation of facial recognition systems and ensuring that findings are
acted on and integrated into decisionmaking.
3. Perform rigorous testing on facial recognition systems prior to deployment to determine their
accuracy and ensure they are free from demographic biases.
4. Institute policies to ensure accountability for compliance with these recommendations.
5. Provide individuals with the opportunity to seek remedy for rights violations.
Transparency
1. Release a policy statement outlining the operator’s human rights commitments.
2. Provide clear notice when FRT is in use.
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3. Be open and transparent about organizational policies and practices relating to how data is
collected, used, and shared.
4. Communicate how impacts are addressed.
5. Provide individuals with the opportunity to request access to data about them that was
collected using facial recognition and to request correction or erasure as appropriate.
6. Institute record-keeping procedures and release regular transparency reports detailing how
FRT has been used.
Operational Rules
1. Limit the collection and use of biometric data to what is necessary to achieve narrowly
defined, rights-respecting purposes, and do not share or reuse data in ways incompatible with
that original purpose.
2. Practice principles of privacy and data protection by design and default.
3. Ensure staff are trained as to the capabilities, limitations, and proper use of the facial
recognition system.
4. Institute policies and practices that ensure for meaningful human oversight or review over any
decisions made by facial recognition systems.
5. Implement security measures to protect the data contained in enrollment databases and retain
face templates for no longer than necessary.
6. Whenever possible, obtain free and informed consent before enrolling individuals in a
program that uses facial recognition.
7. When not based on explicit consent, FRT deployments must include heightened protections,
including strict limits on enrollment and data reuse.
Finally, the report proposes a set of recommendations to policymakers for how legal and regulatory
regimes can be updated to address the risks posed by facial recognition.
Creating a Legal and Regulatory Regime that Protects Fundamental Rights and Freedoms
1. Clarify impermissible uses of FRT for both public and private sector actors.
2. Set out the legal basis under which different forms and uses of FRT can proceed.
3. Encourage the adoption of common standards of accuracy and non-discrimination.
4. Ensure remedy is available to individuals impacted by FRT deployments.
5. Establish strong privacy and data protection regulations to set limits on the collection and use
of data.
6. Create a framework for private sector actors to follow in conducting human rights due diligence.
7. Build an enforcement capacity to ensure that operators are complying with their obligations
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under national or human rights law and create penalties for organizations that violate
individuals’ rights.
Regulating Government Facial Recognition Operators
8. Require public sector agencies to carry out human rights impact assessments (HRIAs) prior to
the use of FRT.
9. Create mechanisms for independent oversight over the deployment and use of FRT by
government operators.
10. Ensure that the use of FRT by law enforcement is subject to oversight by an independent judiciary.
11. Clarify how evidence derived from FRT may be used in court.
12. Require agencies to conduct scenario or operational tests prior to deployment to gather data
about the real-world performance of FRT systems and identify possible risks.
13. Require government operators to adhere to the operational rules and principles listed in the
previous section.
14. Require public agencies to publicly release information about their policies and procedures
regarding FRT and publish regular transparency reports detailing how their systems have
been used.
15. Place clear restrictions on the sharing of data between government agencies and between
government and the private sector.
16. Provide resources to support technical capacity building for government agencies.
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1

Introduction

A

fter a decade of rapid progress in the field of computer vision, facial recognition technology
(FRT) has matured to the point that numerous organizations around the world—from police
and border control agencies to banks and retail stores—are now beginning to experiment
with its use. If deployed responsibly, proponents hope that facial recognition may support public
safety initiatives and improve access to services. However, FRT is still limited in many ways and risks
compromising a range of fundamental human rights and freedoms if not deployed in the context of
strong operational safeguards and comprehensive legal protections. This is particularly true in the case
of nations with weak rule of law.
This report examines current trends in FRT deployment around the world, with the purpose of
understanding how FRT will come to be used by different actors, how operators are thinking about
the risks the technology poses, and what more can be done to ensure that deployments respect
fundamental human rights and freedoms. The current lack of governance for FRT has helped prompt
discussions of bans and moratoria on multiple continents. More robust discussions are urgently
needed to determine whether there are use cases that are fundamentally incompatible with human
rights, as well as how operators and policymakers can craft an appropriate and tailored governance
framework that takes into account the full spectrum of potential impacts. This report provides a
contribution to that discussion.
A companion report, Facing the Risk Part 1: Mapping the Human Rights Risks in the Development of Facial
Recognition Technology, provides a complementary analysis of the facial recognition supply chain and
how decisions made by FRT developers can affect the risks posed by the technology.
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2

What Is Facial Recognition?

F

acial recognition is a subfield of artificial intelligence (AI) research focused on using deep learning
to build software systems that can identify faces in images and video. Facial recognition programs
work by transforming face images into numerical expressions that can be compared to determine
their similarity.
One of the most common uses of FRT is verification (also known as 1:1 matching), where the
technology is used to confirm whether a person is connected to a specific identity record. Examples of
verification include when a person uses their face to unlock their smartphone, sign into a banking app,
or verify their identity when passing through airport security. When a person attempts to log in, the
system takes a picture of their face and then compares it with the image on record for that person. If
the two faces are deemed a match, the person is then granted access. Comparison photos are usually
either taken when a person first signs up for the service or drawn from a trusted source such as a
passport or national identity registry.
Identification (also known as 1:N or 1:many matching) is when facial recognition is used to determine
whether a target individual exists in a larger database of known faces. Some police agencies use
identification to generate suspect lineups based on images or footage of a crime, as well as to search
for missing persons and identify deceased individuals or non-cooperative suspects in custody.
Identification can also be used by the private sector to enforce blacklists (i.e., when a store monitors
its customers to detect for the presence of known shoplifters) or whitelists (i.e., when a building’s
management wants to automate the process of granting access to employees or residents).
Identification does not necessarily supply any information about who a person is. That is, FRT can
be used in ways that do not actually involve collecting or linking any personal data about the person
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in question. For example, some retail stores may assign unique persistent identifiers to individuals
that allow the store to recognize them as return customers and track in-store behavior for marketing
analysis, but not link that identifier to any biographic information, such as a name, address, or
purchasing history. Similar systems can also be used in the opposite way—to identify when a person
has not been seen before. An example of this is the Beijing park that was experiencing issues with
visitors taking too much toilet paper and decided to install toilet paper dispensers with FRT that first
check to ensure that a person had not been encountered by the system in the past nine minutes.1
Importantly, facial recognition is different from facial characterization (also sometimes referred
to as facial analysis). In facial recognition, algorithms are used to compare the similarity of two
faces. In facial characterization, algorithms are used to classify a single face according to its gender,
age, emotion, or other characteristics. Facial characterization can sometimes be paired with facial
recognition systems, but it can also be used on its own to anonymously profile individuals for purposes
such as counting the number of men and women entering a particular store or providing data about
how different demographic groups respond to a product or advertisement.
For the purpose of this paper, the term facial recognition should be taken as only referring to systems
that compare two or more faces to determine their similarity. There are important conversations to
be had about the use and governance of characterization systems—especially given recent attempts
to use the technology for highly questionable and discriminatory purposes such as classifying people
by ethnicity or “detecting” an individual’s sexuality, political orientation, or criminality—but these
should be undertaken with an awareness that facial characterization and facial recognition are
distinct technologies.2
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3

How Is Facial Recognition
Being Used?

F

acial recognition is being adopted by an increasing variety of organizations across both the public
and private sectors. Outlined below are five of the most common use cases for the technology,
along with an overview of the fundamental human rights and freedoms most affected by each
type of deployment.

Law Enforcement
Law enforcement agencies around the world are using FRT in a variety of different ways.3 Some uses,
such as identifying deceased individuals or de-duplicating databases, raise few issues. Others, such as
passively scanning public areas for wanted criminals or identifying dissidents from footage of protests,
warrant greater concern.
In general, the law enforcement deployments that generate the most significant risks with respect
to human rights can be divided into two categories: live monitoring and retroactive identification.
Interviews for this report indicate that developing countries appear to be more interested in expanding
their capacity to conduct live monitoring and surveillance than developed nations, which seem to be
more focused on expanding retroactive identification capabilities.

LIVE MONITORING
Live monitoring refers to the practice of using facial recognition to compare individuals against a
watchlist in real time as they pass within the range of facial recognition-enabled cameras. The primary
risk of live monitoring is that governments will use it to persistently track and surveil their citizens,
as Chinese authorities have done in Xinjiang.4 However, live monitoring can also take place in more
constrained ways that nevertheless carry significant risks. In general, the impacts of live monitoring
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systems are determined by the geographic scope and length of the deployment, the number and profile
of the individuals included on the watchlist, and the legal and institutional safeguards defining when
and how the technology is used.
Many law enforcement agencies around the world are piloting live facial recognition systems, but
there is wide variance in the scale, organization, and protections involved. In many nations, live
monitoring is first piloted as a way for police forces to provide security at specific events. Indonesia,
for example, has used live facial recognition on several occasions for major gatherings such as the 2018
Asian Games and IMF-World Bank annual meeting,5 while Brazil has used it to monitor crowds during
Carnival and at major football games.6 In many countries, these types of deployments serve as the
proof-of-concept that is then used to justify more expansive installations.
Many nations have also conducted pilots and trials of more open-ended deployments in public areas.
In the United Kingdom, for example, the Metropolitan and South Wales police services have deployed
temporary, van-based facial recognition systems in major cities.7 In Germany, federal police trialed live
facial recognition in a major train station but ceased after deciding they lacked the legal authorities to
continue.8 The city of Buenos Aires has begun to use facial recognition on the subway system to scan
crowds for individuals wanted by Argentina’s legal system, including minors,9 and interviews indicate
that similar subway deployments have also been proposed in Brazil. In Mexico, interviews indicate that
the capital has trialed a deployment of 50 cameras placed in a major central market, while the state
of Coahuila recently purchased 1,100 cameras from the Chinese firm Dahua that will match people to
the country’s criminal database and national identity registry.10 This represents only a slice of what is
happening around the world.
While most deployments of live monitoring to date have been on relatively small scales, there is
clear interest from many governments in building on these pilots and tests by integrating facial
recognition into new and existing surveillance camera infrastructure, and even by piggybacking off of
private surveillance camera networks. However, there is little evidence so far of agencies successfully
accomplishing this in a large-scale, coordinated way. Many agencies—particularly those in developing
nations—face significant barriers to scaling up live facial recognition due to constraints in technical
infrastructure and organizational capacity. Several interviews with stakeholders in developing nations
revealed that officials unfamiliar with the technical specifications of the systems will frequently install
new surveillance cameras at heights and positions that make them nearly useless for live monitoring.
And even when the technical infrastructure can be deployed correctly (sometimes with the help of
foreign engineers or by outsourcing the management to private firms), many nations may lack the
organizational coherence to take advantage of the technology. However, while these barriers may slow
the development and impacts of a full-scale facial recognition-based surveillance infrastructure in
many countries, it will not prevent them.

RETROACTIVE IDENTIFICATION
Retroactive identification refers to the practice of applying facial recognition software to captured
images or video to quickly identify persons of interest. Retroactive identification is quickly gaining
widespread adoption around the world due to its growing availability, relative ease of use, and value
in generating leads for law enforcement investigations. Retroactive identification can have benefits
insofar as it helps address violent crime and identify exploited or missing persons, but it has also been
used by governments to target dissidents and protesters. Countries such as India, Russia, and Uganda
have already employed facial recognition to identify protesters from surveillance footage, and many
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other countries are suspected to have done the same.11 Through interviews, the authors received
reports that Indonesia used facial recognition on surveillance camera footage to identify and arrest
those involved in protests following the country’s 2019 presidential election, and that Serbia may
have used facial recognition to identify protesters and arrest them for misdemeanor offenses. Recent
reports indicate that the government of Myanmar installed 335 facial recognition-enabled cameras in
the capital, which are presumed to now be in use for the purpose of identifying anti-coup protesters.12
Similar to live monitoring, the risks of retroactive identification capabilities are dependent on multiple
factors, including the number and profile of individuals included on the watchlist and the legal and
institutional safeguards defining when and how the technology is used. But retroactive identification
differs in that it does not depend on the same kind of dedicated infrastructure as live monitoring.
Retroactive analysis can be used to identify people not just from surveillance camera footage but also
from social media posts, third-party recordings, body cameras, mobile devices, and any other source of
images. This means that the potential impact of law enforcement gaining access to these tools is also
dependent on their ability and authority to access images from a broad range of sources.

Retroactive identification can have benefits insofar as
it helps address violent crime and identify exploited or
missing persons, but it has also been used by governments
to target dissidents and protesters.
Border Control
Many nations are beginning to use facial recognition at their borders to process immigrants and
travelers. This is likely to be among the fastest-growing uses of facial recognition and carries risks
due to the possibility that governments could use collected data to track and monitor individuals and
their movements. Facial recognition systems are becoming increasingly common at airports as ways
of checking passengers in before flights and at land borders and other entry points where immigration
officials in many nations are using it to keep records of people who enter the country. Examples
include the United States, European Union, Japan, Kenya, Brazil, and the United Arab Emirates, in
addition to many others.13 In some cases, the UN has been a key driver of uptake for these solutions.
The UN Security Council, for example, has directed all nations to implement biometric border control
systems to identify terrorist suspects, while the International Organization for Migration (IOM) has
been working with countries like Kenya to install facial recognition systems at border checkpoints and
expand biometric data analysis in ways that include few human rights safeguards.14
The primary justifications for these deployments tend to be convenience and security, as facial
recognition processing could allow for travelers to make their way through checkpoints much more
quickly and in a way that allows officials to more effectively monitor for known threats. However,
these deployments can also create risks depending on how the collected data is used and shared.
Governments may use FRT to create logs of people’s movements or pass information along to other
agencies or even other countries to enable surveillance by other actors. FRT could also be used to
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enforce unlawful restrictions on people’s freedom of movement and lead to arbitrary detention if
erroneous matches are acted on. The exact risks and impacts of this application of facial recognition
remain unclear, however, as few governments are fully transparent about their border control practices.

Identity Verification
Both governments and private sector entities are exploring the use of facial recognition as a way to
allow individuals to authenticate their identity when accessing services. In the private sector, this
authentication can be for purposes such as unlocking a mobile device, logging into a banking app, or
paying at a store by scanning your face.15 On the government side, citizens may use facial recognition
as a way to access public transit, retrieve welfare benefits, or even vote.16 In Singapore, a global leader
in FRT adoption, citizens can already use facial recognition to access more than 500 government and
commercial services through government-run digital identity infrastructure.17
In general, identity verification systems can be thought of as either centralized or decentralized. In a
centralized system, a single entity—which can be either a government agency or private firm—serves
as a trusted authority issuing identity credentials to users. In the case of the government, this most
commonly takes the form of a national registry containing basic information about every citizen.
Service providers interested in integrating FRT into their services (e.g., a bank wanting to allow its
users to authenticate themselves through its mobile app using a selfie) can enter into an agreement
with this central authority. When a user submits a face image during a login attempt, the provider
sends that data to the centralized authority for analysis. The authority conducts a check to determine
whether the scan matches the file on record for the user in question and then lets the provider
know whether the user is a match or not. In decentralized verification systems, each provider would
independently collect an image of their users when signing them up. Later, whenever the user tried to
log in, their face would be compared against that initial image to verify their identity.
Facial recognition-based identity systems could help support financial inclusion efforts and improve
access to welfare, public services, land rights, and trusted digital identities. However, the centralized
collection of biometric data could lead to privacy abuses if repurposed for surveillance and could
create data protection risks for any information stored with or linked to those identifiers. If made a
requirement for accessing essential public services such as welfare, error-prone systems may result
in some individuals consistently facing denied access and limited opportunities to seek remedy.
Additionally, depending on the quality of the system used, some identify verification systems can be
fooled by a photograph, which could lead to identity theft that would then affect access to government
benefits or other rights or services.

Facial recognition-based identity systems could help support
financial inclusion efforts and improve access to welfare,
public services, land rights, and trusted digital identities.
However, the centralized collection of biometric data could
lead to privacy abuses if repurposed for surveillance.
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FRT and Covid-19
Covid-19 has given some governments justification to expand their use of facial recognition systems
in the name of public health. In China and Russia, for example, FRT has already been used as a way of
enforcing Covid-19 quarantine measures.18 Facial recognition is also being used to create records of people’s
movement to support contact-tracing efforts.19 In Japan, for example, authorities are considering using FRT
to register people who attend large-scale events so they can be contacted later if they are found to have
close contact with virus carriers.20
In countries that do not already have a roust facial recognition infrastructure, the pandemic could catalyze
a rush to deploy health monitoring systems that could eventually lead to more expansive forms of
surveillance. In Africa and Latin America, for example, interviews for this report indicated that Chinese
companies were taking advantage of Covid-19 concerns to donate or sell health monitoring systems to
companies and government offices, including cameras that could be used for FRT. Once these systems are
established, it will become easier to justify the deployment of additional surveillance systems that combine
their data together in ways that could create substantial privacy risks.
Covid-19 also risks driving the adoption of facial recognition if economic pressures and unrest create
instability that could be used as a justification for an expanded security infrastructure.

Access Management
One of the most common applications of FRT today is to help automate the process of letting
authorized individuals into restricted areas, taking the attendance of workers and students, and even
tracking people as they move through an area. In workplaces and residential complexes, these systems
are seen as a way to modernize and improve security checks.21 Instead of using badges or some other
non-biometric credential, building managers can set up face registries containing everyone who
works in the building and allow people to scan themselves at entry gates to automatically be let into
the complex. These systems may also be used to alert building security if unauthorized people enter
restricted areas. In schools, factories, and offices, administrators see FRT as an opportunity to replace
manual attendance systems that are considered either inefficient or too prone to manipulation.22
Retailers may use FRT systems to identify and track VIP customers or those who have signed up for
loyalty programs as they move through the store, gathering data to inform marketing efforts.23
Because these systems require relatively small investments to set up and are deployed in ways that
make them easy to integrate into existing processes, access management will likely be one of the
fastest-growing FRT use cases—and, along with identity verification, the most likely to become a daily
part of people’s lives in the near future.
The risks of FRT access management systems primarily stem from the way data may be collected and
shared about individuals without their knowledge or consent, in violation of their right to privacy. The
most acute risks apply to children in cases where FRT is deployed in a school setting for attendance
taking or security. Experimentation inspired by these FRT systems may lead to employers and
educators instituting even more technology to keep track of the way their workers and students are
acting during the day, further eroding their privacy. FRT access management systems may also impact
individuals’ freedom of movement both indirectly, through chilling effects, and directly, if errors cause
some individuals to be arbitrarily denied access to workplaces, residences, or other locations. The
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technology can have benefits, however, in situations where biometric attendance may help vulnerable
workers who otherwise would be at risk of abusive work conditions.

FRT access management systems may impact individuals’
freedom of movement both indirectly, through chilling
effects, and directly, if errors cause some individuals to
be arbitrarily denied access to workplaces, residences, or
other locations.
Private Security
While much attention has been paid to the ambitions of government agencies to use FRT to monitor
for criminal and security threats, comparatively less attention has gone to the growing trend of
FRT security systems deployed by private actors. These types of systems are being used for a range
of tasks, including detecting known shoplifters at retail stores, identifying trespassers at industrial
complexes, preventing people who have caused trouble at past sporting events from entering stadiums,
stopping gambling addicts from entering casinos, and identifying stalkers at concerts.24 Adding
FRT capabilities to existing security camera infrastructure allows private operators to automate the
process of monitoring for known or suspected threats that have been identified by the operator. This
monitoring can be done by the operator themselves or by specialized private security firms contracted
by a property’s management. Private security systems may be paired in some cases with the access
management systems described above.
While the use of these systems may have security benefits in some situations, they carry substantial
privacy risks that can only be justified if operators are able to pass a high bar of proving the necessity
and proportionality of the system in use. Beyond these risks, private FRT security systems could
also lead to risks to children’s rights to privacy and education if deployed at schools; endanger the
right to an adequate standard of living for individuals cut off from essential services, such as grocery
stores, due to inclusion in FRT shoplifter watchlists; and increase both direct and indirect restrictions
on people’s rights to freedom of movement, expression, and assembly. The risks of private security
systems also intersect strongly with the risks associated with law enforcement use if data sharing
arrangements are put in place that allow the government to access footage or data derived from private
deployments. Such arrangements could lead to an opaque and unlawful extension of government
surveillance powers.
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4

The Impact of
FRT Deployment
on Human Rights

Right to Privacy
LAW ENFORCEMENT
Facial recognition is uniquely capable of allowing for the remote identification and surveillance of
individuals. Law enforcement agencies can take advantage of this to track and target activists, dissidents,
and ethnic and religious minorities at an unprecedented scale. Live facial recognition presents the
clearest privacy risk due to the way it could enable authorities to construct detailed databases revealing
sensitive information about people’s lives and activities. However, retroactive identification also creates
significant risks by increasing law enforcement’s capacity to identify and target individuals based on
surveillance footage, social media posts, and other image sources. All of these uses would deeply interfere
with respect for individuals’ private lives. Even when used in more restrained ways, the capture and
processing of biometric information without an individual’s consent qualifies as an invasion of their
privacy which must be justified as a necessary and proportional intervention.
The privacy impacts of law enforcement FRTs are affected by the number, profile, and source of images
included on the match list and the legal and institutional safeguards defining when, where, and how
FRTs can be used. The privacy risks of law enforcement FRT deployments is particularly acute because
of the possibility that people may never realize they are being monitored. And even when individuals
are aware that FRT is being used, law enforcement FRT systems usually provide no means of opting
out and are often deployed in public areas that people may not be able to avoid. Importantly, the fact
that surveillance is taking place in a public space does not remove the potential for privacy impacts.
The Human Rights Committee has found that the right to privacy protects individuals from being
identified by facial recognition even during public assemblies.25
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BORDER CONTROL
The collection of biometric data at border checkpoints can create potential privacy risks depending
on how the information is used and who it is shared with. The greatest risk is that governments will
use FRT to create logs of people’s movements—including vulnerable populations such as migrants—in
ways that cannot be justified as necessary or proportionate to any legitimate state aim. Biometric
information collected from travelers also risks being passed on to other government and law
enforcement agencies within the country that could maintain surveillance on individuals after they
have crossed the border.
In Indonesia, for example, interviews with the Directorate General of Immigration indicate that
authorities have used facial recognition to help them track immigrants when they enter the country
and as they pass through internal checkpoints. One of the primary motivations of the system is
tracking illegal migrants transiting through Indonesia to seek asylum in Australia or New Zealand.
Authorities use FRT to keep records of when people pass through, screen immigrants against lists of
known terrorists, and ban certain individuals from re-entry. Depending on how this information is
handled, this processing may constitute a violation of those travelers’ privacy rights. Officials also
confirmed that they had used biometrics taken from undocumented immigrants to identify suspected
criminals in the country, raising questions around the safeguards involved in data sharing between
border and law enforcement authorities.
There are also risks that data could be shared between different countries in ways that would allow
individuals to be tracked internationally without their awareness. Indonesia, for example, confirmed
that the biometrics they were taking from immigrants were being shared with other countries through
bilateral cooperation agreements. The UN Security Council itself has encouraged the international
sharing of biometric data as a way to identify terrorists and foreign terrorist fighters.26 However, the
mandate of the special rapporteur on the promotion and protection of human rights and fundamental
freedoms while countering terrorism has found that this mandate contains inadequate guidance for
how its provisions can be adopted in ways that avoid compromising human rights, creating risks that
states may design systems that lead to the overbroad sharing of data without adequate safeguards.27

IDENTITY VERIFICATION
Identity verification systems allow greater opportunity for subject consent than those used for remote
verification and therefore have a better opportunity to mitigate some of the technology’s associated
privacy risks. Users of face verification services are almost always aware when facial recognition is
being used and have agreed to the terms of data processing. The primary exception to this is when FRT
is used to authenticate individuals who are trying to access public services such as welfare or public
transit. If the government does not provide any other option for authentication and the user feels they
have no choice except to use the system, consent cannot necessarily be considered valid. This is also
the case when users have not been provided clear information about how their data will be collected
and processed.
Even if the user is willing and able to freely give their informed consent, there are still privacy
risks stemming from the way that collected data is reprocessed and shared. These risks are strongly
affected by whether the identity system in question is centralized or decentralized. Centralized setups
minimize the number of organizations that have access to sensitive biometric data, in contrast to
decentralized systems, where each individual service provider is responsible for maintaining their own
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database of user credentials. So long as service providers do not store the data they collect during login
attempts—something that many choose not to do in order to avoid regulatory scrutiny under privacy
and data protection laws—the central authority should be the only entity to hold users’ biometrics,
reducing privacy risks.
However, the use of centralized authorities can create new privacy risks if providers send not just
a biometric scan but also details about users’ activities. If a single entity is involved in approving
individuals’ logins for everything from welfare and public transit to financial services and retail,
there are substantial risks that the authority could be able to compile profiles of individual users that
could include enough information to offer an extremely invasive view into their private lives. Many
authorities and operators take steps to ensure that no data of this sort is transmitted during the check,
but these protections are not always guaranteed.
There are also risks of the reverse happening. In the process of authenticating a user, the central
authority may send back more information than is necessary to the service provider, exposing personal
data. In Indonesia, for example, the Ministry of Home Affairs has recently begun working with over
1,000 companies to provide face-based authentication of their customers. The ministry says that
they do not provide those operators with any data other than the verification decision. However,
in interviews, civil society organizations highlighted that a previous government program offering
verification services to telecoms for SIM card registration was rumored to have resulted in telecom
operators gaining access to the full government identity database after the ministry responsible
became overwhelmed with requests.
Decentralized verification systems reduce some of these concerns by avoiding the need for a single
entity to be involved in such a broad cross section of individuals’ lives. Instead, each provider would
maintain their own database of user credentials. This would avoid the situation of a single organization
having information about multiple different aspects of a person’s life (as long as that information
was not being shared or sold behind the scenes) but would require users to trust a large number of
different institutions with their sensitive biometric data.
Facial verification systems could also create privacy risks if FRT allowed providers to collect new kinds
of non-biometric data about their users. For example, if a face verification system replaced a formerly
anonymous cash- or card-based ticketing system on a bus line, that would create opportunities to
collect information about the identities and habits of passengers that previously would have been
impossible to collate.

ACCESS MANAGEMENT
Access management systems can pose privacy concerns in workplaces, retail environments, and
residential complexes where the data collected by these systems could be shared and repurposed to
build profiles of people’s behavior. Even if not shared in this way, the collection of sensitive biometric
information can only be justified if necessary and proportional to the purpose being served. While
keeping unauthorized individuals out of certain complexes may be an important goal, the availability
of far less privacy-invasive alternatives such as keys or card badges raises questions over whether the
use of FRT may be justified.
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PRIVATE SECURITY
Private security FRT systems almost universally require the processing of subjects’ biometric
information without their consent. The use of these systems therefore almost always qualifies as an
invasion of privacy and should be justified as necessary and proportionate.
Some of the most serious privacy risks associated with private security FRT systems relate to how the
data being collected is shared with other entities. For example, if private operators were to share their
customers’ biometric data with one another, it could allow some businesses to monitor individuals
who are totally unaware that they have become part of a third party’s FRT system. This could occur
in the case of retailers sharing customer information, stores sharing the details of known shoplifters,
or stadiums and other event venues sharing information about troublemakers they have dealt with.
Because of the sensitivity of the biometric data involved and the lack of awareness of the subject, these
types of sharing arrangements face a very high bar to be justified. Because of technical constraints, this
risk is highest among organizations that use the same vendor to supply their facial recognition systems.
There are also risks associated with sharing the non-biometric data captured as part of FRT operations,
such as the purchase history or login details of customers who use a store’s loyalty program. If this
information were to be shared with other businesses, it may allow third parties to create invasive
profiles of individuals’ buying habits and movements. This data sharing already happens in many
industries, but FRT may make it easier for some businesses to capture an expanded range of nonbiometric data that could become a part of these sharing arrangements.
Privacy risks may also come from operators sharing data with law enforcement agencies. In the United
Kingdom, for instance, the owner of the 67-acre King’s Cross development was revealed to have been
using facial recognition for several years to monitor visitors and share information with police forces.28
In some jurisdictions, there may be an obligation for private CCTV operators to turn over access or
footage from their systems to government officials. Interviews for this report found this to be the
case in Jakarta, and it is likely that many other jurisdictions have or will soon propose similar rules.
Because government agencies have different powers and authorities to take advantage of data collected
through FRT systems, these sharing arrangements can raise some of the most serious privacy concerns,
especially when governments and private operators are not transparent about their details.

Data sharing already happens in many industries, but
FRT may make it easier for some businesses to capture an
expanded range of non-biometric data that could become a
part of these sharing arrangements.
Freedom of Expression, Assembly, and Association
LAW ENFORCEMENT
Facial recognition can threaten individuals’ freedom of expression, assembly, and association by
enabling law enforcement authorities to identify and retaliate against those engaging in acts of
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dissent. This has already happened in countries such as India, Russia, Uganda, and Indonesia, where
protesters were arrested for allegedly committing criminal acts during demonstrations. However, there
are also risks that FRT could be used to enable not just the arrest of protesters but also extra-legal
intimidation and harassment. In Indonesia, for example, one NGO interviewed for this report revealed
that the country’s ex-minister of home affairs had threatened to reveal the personal information of a
protester who had been identified from footage of a demonstration. While it was not confirmed that
this identification was achieved by using FRT, the technology would make this kind of harassment
easier to achieve at scale in the future. Similarly, advocates in Zimbabwe expressed concern that the
government intended to use FRT to monitor strikes and protests and remove anyone identified in
those demonstrations from government payrolls as punishment.
Even if governments do not take these kinds of actions against demonstrators, as long as citizens
have reasonable fear that the technology may be used to monitor them, there is a risk that individuals
may begin to self-censor and decline opportunities to participate in activities they fear could arouse
suspicion from the government.29 Interviews with stakeholders across Africa, Southeast Asia, and Latin
America have revealed that even in countries where facial recognition’s use on protesters could not be
confirmed, known uses of location tracking and spyware against dissidents and opposition members
have led to widespread fears among activists that technologies such as facial recognition may already
be used in secret.
Measuring the chilling effects resulting from these concerns is notoriously difficult, but a number
of public opinion surveys and studies have consistently demonstrated that individuals change their
behavior in response to government surveillance.30 Notably, even if FRT is inaccurate or not even in
active use, those chilling effects can still manifest if the populace believes they will be identified by it.
The risk of chilling effects would worsen if more actors deploy FRT in similar areas without adequate
safeguards or protections and if data is known to be shared between government agencies—what this
report calls “cumulative effects.”

As long as citizens have reasonable fear that the technology
may be used to monitor them, there is a risk that individuals
may begin to self-censor and decline opportunities to
participate in activities they fear could arouse suspicion
from the government.
PRIVATE SECURITY
The use of FRT by private actors for security purposes can have direct risks to freedom of expression,
assembly, and association if law enforcement agencies are able to use images or footage from private
networks to identify and retaliate against individuals engaged in protected speech or assembly. As
addressed in the previous section on privacy, there is growing risk that opaque public-private data
sharing arrangements could allow authorities to gain access to footage or facial recognition-derived
data they may not otherwise be able to obtain legally. This could have direct impacts on fundamental
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freedoms if used to retaliate against those engaging in protected acts, as well as chilling effects if
individuals fear that they are being monitored and choose to self-censor or not participate in activities
they fear could arouse suspicion or lead to harm for them and their friends and family.

Freedom from Arbitrary Arrest and Detention
LAW ENFORCEMENT
The use of facial recognition systems can lead to arbitrary arrest and detention when states use FRT to
support arbitrary or unlawful enforcement actions or when individuals are targeted by mistake due to
erroneous facial recognition matches. The risk of arbitrary detention exists because FRT systems often
struggle to achieve reliable performance in real-world settings. Though top facial recognition systems
can achieve very high accuracy in ideal conditions, operational deployments continue to experience
significant performance challenges due to the difficulty of matching to low-quality images where the
subject may be obscured, turned away from the camera, or in bad lighting.31
Developers who sell to law enforcement users frequently emphasize that the technology is not reliable
enough to be used as the sole basis for arrest.32 However, there are significant risks that this advice will
be disregarded and that the technology may end up substituting for, rather than supplementing, the
more rigorous forms of evidence gathering and corroboration that are required to ensure due process.
One Asian FRT developer interviewed for this report highlighted these risks when relating that one
of their greatest challenges is dealing with users who expect the system to always return the correct
individual as the first match. If law enforcement users operate under this assumption and do not have
institutional safeguards in place to ensure that other evidence is used to justify detaining a suspect, it
will lead to large numbers of false and arbitrary arrests.
The risk of arbitrary arrest and detention also exists when facial recognition is used for live surveillance,
such as when it is deployed on a street corner or at a major event to scan the public against a watchlist
of known criminals. While data on the performance of these systems is sparse, one independent
assessment of six live facial recognition trials by the UK Metropolitan Police Service found that the
system was only verifiably correct in 19 percent of instances.33 Due to the risk of false positives from
facial recognition systems, there is a risk that innocent individuals could be stopped and held after
triggering false alerts by law enforcement systems. In theory, law enforcement officers should have
procedures in place for secondary verification to avoid having to rely entirely on a facial recognition
match when deciding whether to take action against an individual, but in practice this is not always the
case. For example, interviews for this report revealed an instance in Latin America where an individual
was held for six days before authorities realized the facial recognition match was erroneous.

Due to the risk of false positives from facial recognition
systems, there is a risk that innocent individuals could
be stopped and held after triggering false alerts by law
enforcement systems.
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BORDER CONTROL
If facial recognition is used to screen travelers against watchlists of criminal or terrorist suspects,
facial recognition matches may be used as the basis for deciding to detain an individual at the border.
While some of these interventions may be lawful, it is possible that others may be erroneous, due to
misidentifications by FRT systems, or deliberately malicious, in the case of unlawful detentions. In
ideal circumstances, border checks would not be reliant solely on FRT for traveler verification, and any
errors in the process would be resolved through prompt intervention by human adjudicators. However,
some countries may overestimate the reliability of FRT systems and create automated border systems
that do not allow sufficient opportunity for meaningful human review of decisions. This could lead to
the wrongful detention of travelers.

IDENTITY VERIFICATION
There is a risk that law enforcement, intelligence services, and the military may exploit data gathered
through government or private sector face verification programs to arrest and detain individuals
unlawfully. One example of a program that has raised these concerns is in Thailand, where interviews
indicate that telecom companies have been pushed by the military to collect the face images of all SIM
card owners. Though the use of FRT on these images could not be confirmed, the official justification
for this requirement is that it would make it easier for security forces to track and identify individuals
using mobile phones to set off bombs. This makes it highly likely that this SIM card registration
system could eventually be repurposed to support FRT surveillance. In nations with few institutional
safeguards and weak rule of law, the potential for abusing this kind of data collection is high.

PRIVATE SECURITY
There are substantial risks that law enforcement agencies may use private security systems as a cat’s
paw to obtain evidence for investigations that they could not obtain legally themselves. For example, if
national law prevented a law enforcement agency from deploying an FRT monitoring system in a public
area, officials may decide to get around that restriction by entering into arrangements with the owner
of a store whose private CCTV camera system looks out over the same space. This could lead to law
enforcement identifying and arresting suspects in an illegal manner without providing them due process.
Even if data sharing takes place under a legitimate legal regime, it is possible that errors in facial
recognition analysis could lead to innocent people being arrested and detained. This risk also exists even
when private operators are doing the identification themselves. If they report an individual to the police
due to a false match by their FRT system, it may lead to that person’s false arrest and imprisonment.

Right to Non-Discrimination
The Universal Declaration on Human Rights (UDHR), International Covenant on Civil and Political
Rights, and International Covenant on Economic, Social, and Cultural Rights all guarantee individuals
the right to non-discrimination, and this right cannot be restricted. Facial recognition presents risks to
the principle of non-discrimination in two key ways.
The first relates to possible biases embedded in the systems themselves. In late 2019, the U.S. National
Institute for Standards and Technology (NIST) tested nearly 200 algorithms and found that the
majority had different accuracy rates for different demographic groups.34 In particular, NIST found
that Asians, African Americans, and American Indians were more likely to be misidentified by facial

16 | Amy K. Lehr & William Crumpler

recognition systems than white individuals, that women were more likely to be misidentified than
men, and that children and the elderly were more likely to be misidentified than middle-aged adults.
Though some algorithms were shown to have no discernible bias—indicating that this issue may
eventually be resolved with improvements in the development process—NIST’s findings highlight the
risk that current deployments of biased systems may lead to vulnerable and minority populations
bearing a disproportionate burden of the effects of facial recognition errors. The impacts of these
errors will vary according to the use case, but these biases are particularly concerning in the context
of law enforcement use where false matches could lead to individuals being unjustly targeted for
investigation or arrest. Interviews for this report confirmed that in many countries, governments have
no procedure for formally assessing bias in the systems they are purchasing, despite human rights
obligations to ensure that individuals enjoy equal protection under the law.
The second way facial recognition can lead to discrimination is if certain groups are disproportionately
represented in the watchlists these systems are matching against. In the law enforcement or private
security cases, for example, this may occur if the sources of matching images are criminal databases,
which may be composed of a disproportionate number of minority individuals. Even if an algorithm
shows no difference in its accuracy between demographics, members of these groups would be more
likely to be identified and tracked by authorities because their information is more easily accessible.
They are also more likely to be impacted because their communities are often already the focus of
criminal justice or private security interventions that FRT may be a part of. This leads to risks that
historical discrimination could be reinforced and amplified through the adoption of algorithmic
systems. In the United States, for example, pharmacy chain Rite Aid was criticized for rolling out FRT
security systems only in low-income, minority neighborhoods.35
If packaged together with face characterization software, facial recognition could also be used in some
countries to intentionally discriminate against certain groups. The use of facial characterization to try
and determine an individual’s ethnicity, religion, or sexual orientation could be used as a way to profile
individuals and mark them for further tracking, denial of services, or other restrictive measures. While
characterization is technically separate from facial recognition, many platforms allow for both types
of analysis to be performed, creating risks that some operators may use facial recognition selectively
on certain groups as identified through facial characterization systems. Some Chinese developers,
for example, have already built systems that send an alert to police whenever it detects someone it
classified as a Uyghur.36 Though these characterization technologies are often highly unreliable—and,
in some cases, unlikely to ever be reliable—some governments and businesses may nonetheless deploy
these tools without consideration for the impact of errors that result, or with the specific purpose of
contravening the right to non-discrimination.

Right to Effective Remedy
LAW ENFORCEMENT
The UDHR guarantees all individuals the right to effective remedy in the case that their rights have
been violated. This right is most directly threatened by forms of facial recognition surveillance that
occur without the awareness of the subject. Because facial recognition allows for the movements
and behaviors of large numbers of people to be recorded and analyzed remotely, individuals may
not always be aware of when they are subjected to facial recognition. They may also be unaware of
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instances where facial recognition was used to inform in-person stops by law enforcement officers or
when it has been used as an investigative tool to gather evidence against them that is presented during
trial. This lack of awareness makes it difficult for individuals to seek clarification on how and why the
surveillance is taking place and to request remedy if they believe their rights have been violated. The
right to remedy is also impacted if a state lacks legislation clearly authorizing and defining the limits
of facial recognition use. If there is no clear law setting out how these systems can and cannot be used,
it becomes far more difficult for individuals to successfully petition their national government for
different policies.

Because facial recognition allows for the movements and
behaviors of large numbers of people to be recorded and
analyzed remotely, individuals may not always be aware of
when they are subjected to facial recognition.
BORDER CONTROL
All travelers, but especially vulnerable populations such as migrants and asylum seekers, face
challenges in determining how their biometric information is being used and shared by border
authorities. Because these arrangements are usually categorized as a matter of national security, there
is often extremely little transparency about the circumstances surrounding data processing and few
opportunities to request clarification about who the information is being shared with. These obstacles
are magnified for migrant populations, who face significant legal and practical hurdles in challenging
the practices of immigration officials.

IDENTITY VERIFICATION
If authentication via FRT is made a requirement for accessing essential public services such as welfare,
there is a risk to individuals who facial recognition fails to successfully verify. This risk is particularly
serious in cases where authentication is occurring remotely or where the introduction of FRT causes
authorities to remove other opportunities for non-biometric authentication due to overconfidence
in the performance of facial recognition systems. In these instances, individuals may be left with few
options to challenge errors made by FRT systems or seek compensation for any harms that result.

PRIVATE SECURITY
Depending on what mechanisms are in place to resolve errors, it is possible that some individuals may
be denied access to stores, sports venues, residential complexes, and more due to false matches by
security systems. If there are not processes in place to allow a human adjudicator to quickly address
and rectify errors, it could lead to people being denied their rights, without the ability to seek redress.
Private security systems could also share many of the risk factors associated with law enforcement
deployments by virtue of the fact that they tend to be deployed in similarly opaque ways. This makes it
challenging for individuals to determine whether their rights have been violated and to seek remedy.
Private security deployments, however, have a greater opportunity to mitigate some of these risks
through notice and consent practices.
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Freedom of Religion
LAW ENFORCEMENT
The use of facial recognition systems can impact citizens’ freedom of religion due to the chilling effects
of deployments targeting particular groups. In countries with a hostile stance toward certain religious
minorities, the use of cameras to track and make record of members entering and exiting religious
services could make individuals hesitant to participate in religious activity. In China, authorities have
gone so far as to install cameras in religious buildings to monitor visitors.37 Even if the gathered data
is never actively exploited to take actions against those individuals, the simple act of monitoring may
affect those individuals’ perceptions of their safety, and thus their actions.
In some other countries, facial recognition has been used as an excuse for denying individuals the
right to practice their religion. For example, in 2019, officials in Tashkent, Uzbekistan forced 100 men
to shave their beards so that they could be more easily identified against their passport pictures by
smart surveillance systems.38 Similar justifications could cause Muslim women to be forced to remove
their face coverings, denying them their right to religious expression.

Freedom of Movement
LAW ENFORCEMENT
The use of facial recognition by law enforcement may create chilling effects on people’s freedom
of movement. If certain public areas are known or believed to be monitored by facial recognition,
individuals wanting to exercise their right to privacy by avoiding those systems may become limited in
the areas they feel comfortable occupying. People may feel cut off from areas such as transit stations,
commercial hubs, or common gathering spaces or stop traveling within the country due to a fear of
their movements being tracked.

BORDER CONTROL
Facial recognition can be used by states to help control who is allowed to enter and leave the country.
Under the International Covenant on Civil and Political Rights (ICCPR), individuals are afforded the
freedom to exit or enter their country at will. The only exceptions to this freedom are restrictions that
are provided by law, necessary for reasons including national security or public order, and consistent
with other rights under the ICCPR. While FRT can help states more effectively implement lawful
restrictions on people’s entry and exit, it can also make it easier for states to implement unlawful
measures, including arbitrarily preventing dissidents or activists from traveling outside the country or
barring entry to immigrants or asylum seekers with a right to enter the territory.

ACCESS MANAGEMENT
Errors made by FRT access management systems may prevent individuals from accessing areas they
have a right to occupy. Depending on whether there are readily accessible means to resolve errors, this
could lead to people being locked out of residential complexes or being unable to access transportation
or enter their workplaces. FRT access management systems may also create chilling effects on these
rights and freedoms if individuals wishing to avoid being monitored by FRT become limited in the
spaces they feel comfortable occupying, the housing they feel they can occupy, or the jobs they feel
they can take. If the use of FRT in these settings cannot be justified as necessary and proportionate,
people may be forced to choose between these freedoms and preserving their right to privacy.

19 | Facing the Risk Part 2: Mapping the Human Rights Risks in the Deployment of Facial Recognition Technology

PRIVATE SECURITY
Private FRT security systems may be used to deny individuals access to areas they have a right to
occupy. The monitoring of neighborhoods by private security firms is one example. Interviews for
this report showed that in many countries wealthy neighborhoods turn to private security providers
rather than law enforcement to protect their homes. These security providers are increasingly
adopting intelligent video analytics to support their work, which in some jurisdictions may include
facial recognition. Information may be pooled across a neighborhood or multiple neighborhoods to
enable private security services to monitor large areas using common watchlists created privately by
communities from sources such as publicly available mugshot databases. These practices could result
in the emergence of a patchwork of private surveillance operations with little transparency and no
accountability to the public and lead to harassment and limitations on freedom of movement for those
identified as persons of concern.

Rights of the Child
LAW ENFORCEMENT
Facial recognition has become a common tool used in child exploitation investigations. By matching
the faces of children captured in photos and videos, investigators are able to produce leads that can
help them identify and locate exploited children and their abusers. In general, FRT tends to have
high error rates in these situations, as the quality of images and video may be very low. But many
investigators around the world have nonetheless purchased or trialed FRT tools as part of their work.
In particular, Clearview AI—the controversial firm whose facial recognition product allows customers
to search against a database of 3 billion photos scraped from social media—has become a popular
investigative tool for child exploitation cases in countries such as the United States, Canada, and
Australia.39 This is because its large, uniquely-sourced database helps investigators who may otherwise
struggle to compile a broad, up-to-date database of photos to match against the images taken from
child exploitation materials.40 Notably, however, this breadth of coverage is also what raises such
serious privacy risks when considering how Clearview could be used for other purposes.
Facial recognition has also been used as part of campaigns to identify and reunite missing children
with their families. In New Delhi, for example, authorities reported that facial recognition allowed
them to identify nearly 3,000 missing children in the city within four days.41 Importantly, however,
interviews for this report indicated that the accuracy rate of this system was only 1 percent when
it was used. This makes it hard to determine what the actual value of the system was and how to
balance the benefits of such a system with the consequences and costs of adjudicating errors. Further,
these deployments are highly susceptible to mission creep. In India, for instance, facial recognition
deployments initially justified as necessary for identifying missing children served as the basis for
the system that eventually was used to identify 1,100 protesters in early 2020. Nevertheless, as the
technology continues to improve, the use of FRT for identifying missing and exploited children may be
one of the most justifiable, as long as it is subject to appropriate safeguards.
In addition to these potential benefits, FRT can also pose risks to children’s rights when the images of
minors become part of law enforcement surveillance systems. In Argentina, for example, a live facial
recognition system deployed in the Buenos Aires subway was set up to scan people against a criminal
database that includes dozens of children accused of minor crimes such as petty theft.42 The risk of
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misidentification in these cases is extremely high. Facial recognition systems are known to have high
error rates for children because the photos being matched against are from ID cards that are rarely
updated. This creates substantial risks to children and would almost certainly not be considered to
meet any reasonable standard of proportionality or necessity.

IDENTITY VERIFICATION
If identity verification is used for purposes such as authenticating students taking remote tests or
logging children into mobile apps or public services, the operator faces heightened requirements
to ensure that the use is necessary and proportionate and that consent is properly obtained from
guardians. If these requirements are not met, it could result in the collection and processing of data
about children in violation of their rights.

ACCESS MANAGEMENT
Around the world, a variety of schools have begun to pilot the use of FRT to automate the process
of taking attendance in classrooms. These programs seek to end the gaps and omissions of a teacher
roll-call, as well as to verify if the student is really there in locations where fraudulent attendance is
common.43 Schools also hope to save teachers’ time. One local Swedish authority justified its decision
to begin trialing the technology by pointing to statistics showing that teachers in the country spent
17,000 hours a year reporting attendance.44
Interviews indicate that private schools, due to their greater administrative flexibility and pressure
from parents, have been particularly aggressive in experimenting with different use cases. For example,
a private school in Thailand has been using facial recognition to automatically send parents a text
message notification when their children arrive safely each morning.
Depending on what information is collected, how it is used, and what opportunities children and
their parents have to learn about and opt-out of these programs, these deployments could have
serious impacts on the rights of these children, particularly the right to privacy. Given the heightened
protections afforded to children and the presence of clear alternatives that do not involve the same
invasion of privacy, it is highly questionable whether an FRT attendance system at a school could
ever be deemed necessary and proportional. These deployments would also violate children’s right to
education if access is conditioned on submitting to unlawful privacy invasions. In fact, courts in France
and Sweden have both found that automating attendance was not a strong enough reason to justify
the privacy violation that resulted, and that consent cannot be considered meaningful in these cases
because of the difference in authority between the student and their school.45

PRIVATE SECURITY
Some schools are trialing the use of FRT as a way to identify unauthorized intruders and gun-shaped
objects and to supplement or substitute for other security measures, such as security officers and
metal detectors.46 As these systems would inevitably result in the collection of biometric information
from students, these systems must meet high standards of necessity and proportionality to justify the
privacy violation they would entail. This analysis must take into consideration the nature of the threat
the school faces, the alternate security means available, and how data would be collected and used. If
access to the school was premised on submitting to an FRT security system that was not able to meet
an acceptable standard of necessity and proportionality, this would also violate children’s right to
education. The authors deem it unlikely that a school would be able to meet such a standard.
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Right to Life, Liberty, and Security
LAW ENFORCEMENT
The use of facial recognition technologies by governments can potentially have positive impacts
by helping to improve the ability of law enforcement to investigate criminal activity and protect
individuals from threats to their safety and security. In recent years, police departments have credited
facial recognition technology with helping solve crimes ranging from theft to armed robbery, sexual
assault, and even murder.47 Moreover, in at least one instance, the authors heard from investigators
that evidence from facial recognition systems has been used to exonerate a suspect accused of violent
crimes they did not commit.
Interviews for this report indicated that citizens in certain crime-affected developing nations are more
supportive of facial recognition due to the perceived safety and security benefits of the technology. In
countries where citizens lack trust in one another, surveillance systems can provide a sense of security
that many find more important than the potential loss of their privacy.
However, little data exists to quantify and prove the value of FRT to law enforcement. Due to the
high error rates of operational systems, it is possible that some police deployments may have only a
small benefit and possibly end up wasting time and resources that would have been more effectively
used elsewhere. Deployments of live facial recognition in the United Kingdom, for instance, were
observed to only be verifiably correct in 19 percent of instances.48 Depending on the threat posed by
the individuals that will be included in watchlists and the costs of diverting personnel and resources
to supporting FRT deployments, law enforcement agencies may be better off not investing in FRT
capabilities, particularly live monitoring. Further, the deployment of FRT can undermine public trust
in law enforcement, making it more difficult for officers to effectively police their communities.

In countries where citizens lack trust in one another,
surveillance systems can provide a sense of security that
many find more important than the potential loss of their
privacy. However, little data exists to quantify and prove
the value of FRT to law enforcement.
BORDER CONTROL
Facial recognition can be used as a way to help states improve criminal and terrorist screening
processes at their borders. Facial recognition can automate the process of checking travelers against
existing watchlists and improve the detection of individuals carrying falsified travel documents. In
fact, UN Security Council Resolution 2396 obligates states to “develop and implement systems to
collect biometric data, which could include fingerprints, photographs, facial recognition, and other
relevant identifying biometric data, in order to responsibly and properly identify terrorists.”49 The
opportunity for states to decide against the use of these systems is thus somewhat constrained in the
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border control context, highlighting the importance of ensuring that the systems put in place have
strong safeguards to prevent harms to other human rights and fundamental freedoms.

PRIVATE SECURITY
Private sector FRT security systems may provide safety benefits when they are able to identify and
prevent individuals who present a threat to others from entering certain areas. However, to have
a chance of meeting the necessary standards of necessity and proportionality, the threats must be
specific and pressing. It is not enough that someone has a criminal history. They must present an
articulable threat to the specific situation or area they are barred from. Examples could include known
gambling addicts being removed from casinos or individuals with a history of violence at a particular
venue or who have made credible threats of violence against that venue being added to exclusion
lists. Even if this condition is met, it is still necessary to demonstrate that alternate security measures
would be ineffective in order to justify the more invasive practice of FRT.

Right to an Adequate Standard of Living
IDENTITY VERIFICATION
Facial recognition can help promote financial inclusion by enabling mobile banking services for
rural and underserved populations. In areas where local residents lack access to traditional financial
institutions, mobile banking can help individuals gain access to loans, build credit, and transact more
securely. But this is only possible if there is a secure and trusted way for users to sign up for these
services and verify their identities. Biometrics are the most secure foundation for this verification
process. FRT allows individuals to sign up easily and remotely by sending in a selfie and letting the
app provider verify that photo against either a second photo of the user’s ID documents or a photo
held by the country’s national registry. This process has significant security benefits compared to nonbiometric credentials and is easier and more accessible than alternative biometrics such as fingerprints
or iris scans, which require dedicated capture devices that often are unavailable in remote areas and
may be unreliable on certain groups, such as manual laborers with worn fingers or diabetic patients
with eye damage.

ACCESS MANAGEMENT
Errors made by FRT access management systems may prevent individuals from accessing areas they
have a right to occupy. Depending on whether there are readily accessible means to resolve errors, this
could lead to people being locked out of residential complexes or unable to enter their workplaces. FRT
access management systems may also create chilling effects on these rights and freedoms if individuals
wishing to exercise their right to privacy by avoiding places that use FRT become limited in the spaces
they feel safe occupying, the housing they feel they can occupy, or the jobs they can take. If the use
of FRT in these settings cannot be justified as necessary and proportionate, people may be forced to
choose between their work and housing or preserving their right to privacy.

PRIVATE SECURITY
The use of facial recognition for shoplifter detection could lead to people being denied access to
essential needs without due process if offender watchlists are shared and combined across stores in a
region. An example of this is FaceWatch, a UK firm that contracts with retailers to remotely monitor
their security camera feeds using facial recognition and notify them when known shoplifters enter
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the premises. FaceWatch’s offender registry is made up of photos of shoplifters captured from all of
the retailers in its network. This means that individuals may be denied access to an entire network
of stores because of their actions in just one. If this model gains popularity in the future to the
point where it is ubiquitous in the retail environment, it could create risks that a single instance
of shoplifting could result in the disproportionate consequence of preventing an individual from
participating in an enormous range of commercial activity. For example, if such systems deny access to
locations such as grocery stores, it could affect the right to food.

Right to Own Land
IDENTITY VERIFICATION
Similar to the banking apps used to promote financial inclusion, FRT can also be used to enable
mobile apps where users can register and transact their properties. In many developing nations, a
large fraction of property owners do not have official, formalized ownership of their land and their
homes. Registration drives often fail to make a dent in this issue for many nations, as they do not fix
the underlying problem that the time and cost of going through official channels to register and sell
properties leads many property owners to prefer informal, undocumented arrangements.
Improving this situation requires both reducing the friction associated with the registration and sale of
property and making the process more attractive to owners by tying property ownership to expanded
credit, loan opportunities, and other financial services. Both of these goals are aided by the emergence
of new mobile platforms that allow property owners to register themselves and their land as part of
new real estate and fintech ecosystems. One company interviewed for this report has already reported
success with using FRT for such a program in Zimbabwe.

Right to Social Security
IDENTITY VERIFICATION
Facial recognition can be used as a way of verifying the identities of those collecting welfare benefits.
The Indian state of Telangana, for instance, allows pensioners to claim their pensions by authenticating
with a selfie, bypassing the process of having to visit the local treasury department.50 The state is
also considering using the same system to distribute rations in the future. This kind of system can
be particularly helpful for individuals in remote areas or those who have jobs or medical conditions
that make it difficult for them to regularly complete the manual process of physically claiming their
benefits. However, if adequate safeguards are not in place, errors in authentication could lead to some
being denied their rights to government benefits. There are also risks that low-quality algorithms
without liveness detection may fail to detect the difference between a person and a photograph of the
same person, allowing malicious actors to defraud welfare systems by tricking it with images of other
people and claim their benefits.

Right to Just and Favorable Conditions of Work
ACCESS MANAGEMENT
Biometrics can help protect the rights of laborers by enabling systems of accountability in dangerous
workplaces. In Thailand, for example, interviews for this report have confirmed that the government
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uses iris scans as a way of keeping track of those who work on fishing boats. By making a log of
each person who comes on and off a boat, authorities can ensure that laborers are not sold and
rotated to other ships or lost overboard and not reported. Reporting indicates that the government is
considering expanding this program to incorporate facial recognition as well.51 Facial recognition can
be particularly useful in those industries where alternative biometrics may be unreliable, such as when
dealing with manual laborers with worn fingers or diabetic patients with eye damage.
However, FRT systems can also jeopardize this right to the extent that they are expanded to
support broader workplace surveillance practices. Some firms around the world have already been
implementing extensive workplace monitoring programs that can penalize workers if they leave their
office during assigned work hours, or even if they take three seconds too long to use the restroom.52
FRT could make it easier for organizations to adopt these invasive practices, especially during an era of
increasingly remote work where employers may be tempted to experiment with programs that track
whether employees are at their desks or not.53
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5

Facial Recognition
and Human Rights Law

S

ome rights, such as the right to non-discrimination, cannot be restricted under international
human rights law. Other human rights are not absolute and can be restricted if those restrictions
meet certain tests. A number of the human rights that FRT is likely to impact, such as privacy,
freedom of assembly, freedom of expression, and freedom of movement, can be subject to such
restrictions. However, these restrictions are only allowed after a state actor has passed certain tests
showing that the restriction is authorized by law, necessary for a legitimate purpose, and proportionate
to the aim being sought.
Detailed below are the components of each one of these tests to help inform discussion of whether
and how effective and rights-respecting governance regimes for facial recognition—and remote
identification in particular—could be constructed. The authors of this report believe that private actors
should also be subject to many or all of these guidelines, consistent with their responsibility to respect
human rights under the UNGPs.

Lawfulness
To be legitimate, any proposed restrictions of individuals’ rights must first be provided by law.
The lawfulness test is explicitly outlined by the ICCPR and the UN Human Rights Committee as a
condition for justifying restrictions on rights, including privacy, freedom of expression, freedom of
movement, and freedom of assembly.54 The lawfulness test exists to ensure that restrictions that are
put in place are not arbitrary but rather conform to a legal regime which is public, capable of being
challenged through democratic processes, and specific as to the conditions and safeguards associated
with the proposed restrictions. Findings by the UN Human Rights Committee, UN Office of the High
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Commissioner for Human Rights (OHCHR), and UN special rapporteurs have helped to clarify what it
means for a restriction to be provided by law.
The first requirement is that the legal basis for restrictions must be publicly available. The UN Human
Rights Committee has stated that a law “must be formulated with sufficient precision to enable an
individual to regulate his or her conduct accordingly and it must be made accessible to the public.”55 As
stated by the UN high commissioner for human rights, “secret rules and secret interpretations of law
do not have the necessary qualities of ‘law.’”56 If individuals do not have a way to learn the details of
how their rights could be restricted by the government, they are unable to defend their rights or even
know if they have been infringed.

The lawfulness test exists to ensure that restrictions that are
put in place are not arbitrary but rather conform to a legal
regime which is public, capable of being challenged through
democratic processes, and specific as to the conditions and
safeguards associated with the proposed restrictions.
Laws authorizing the use of facial recognition must also provide clarity and specificity on how the
technology will be used. The UN Human Rights Committee has stated that any legislation authorizing
surveillance actions that would interfere with individuals’ privacy must be “sufficiently precise and
specify in detail the precise circumstances in which any such interference may be permitted, the
procedures for authorization, the categories of persons who may be placed under surveillance, the
limit on the duration of surveillance, [and] procedures for the use and storage of data collected.”57
Legislation should also create safeguards relating to the construction of watchlists, and ensure that the
use of facial recognition takes place under detailed record-keeping requirements.58 Finally, legislation
must give individuals the right to be notified if they have been subject to surveillance, and clarify the
remedies available to those who suffer abuse.59
Legislation must also clarify the authorities of those entities permitted to deploy the technology
in ways that could restrict individuals’ rights. According to the UN Human Rights Committee,
interference “must be made only by the authority designated under the law, and on a case-by-case
basis.”60 Legislation cannot confer unfettered discretion upon these authorities, but must ensure their
discretion is “circumscribed with reasonable clarity.”61 Law must also ensure that “robust, independent
oversight systems are in place regarding surveillance . . . including by ensuring that the judiciary is
involved in the authorization of such measures, in all cases.”62
Laws could also identify uses of the technology that are strictly off-limits. In particular, limitations
on rights cannot infringe on the essence of the right.63 Determining this is challenging. FRT raises
particularly thorny questions of cumulative impact. Multi-actor, long-term, or widescale use of FRT
may have such a chilling effect on freedom of expression, assembly, religion, privacy, or movement
that it damages the essence of the right, but this would be hard to evaluate on a case-by-case
examination of individual deployments and requires legislative attention.
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Necessity
Facial recognition deployments must also conform to the principle of necessity, which requires
that any deployment that may abridge individuals’ rights be justified as not just being desirable,
but necessary. To demonstrate necessity, an actor must demonstrate that the proposed action must
be the only way or the least intrusive way to achieve the aim being sought. This places a burden on
prospective operators of facial recognition systems to demonstrate why this technology, specifically,
is required to achieve the goal they have in mind. In verification contexts, this may require operators
to demonstrate why other forms of identity verification—including the use of other, less intrusive
biometrics, such as fingerprint and iris scans—would not be viable. In identification contexts, operators
would have to demonstrate why their work required the ability to identify individuals against a
watchlist by their face and what impact it would have on their operations if they were to forego that
capability for an alternative method.
Independent, credible studies demonstrating the claimed efficacy and necessity of FRT might enable
such a justification but are not typically available. To the extent that they are available, they often
show that FRT’s success rate is very low, as in the case of the Metropolitan Police of London, where
only 19 percent of the matches generated by the system during observed trials were verifiably
correct.64 Necessity justifications should not only provide evidence that the system is accurate enough
to reliably provide insights that would be impossible through alternative methods but also justify the
system in the context of known error rates and impacts, resource and personnel costs, and the possible
indirect costs to department operations, such as damage to community trust.

To demonstrate necessity, an actor must demonstrate
that the proposed action must be the only way or the least
intrusive way to achieve the aim being sought.
Moreover, when restricting such rights as freedom of expression or assembly, the UN Human Rights
Committee has found that necessity must be demonstrated in a specific and individualized fashion.65
UN Special Rapporteur David Kaye found that the same requirement ought to apply in the same way to
restrictions on individuals’ right to privacy, indicating a growing consensus that some forms of facial
recognition deployments must be justified on an individual use basis in order to comply with human
rights obligations.66

Legitimacy
The second component of the necessity test is that any use that would restrict an individual’s rights
must be undertaken in the service of a legitimate aim. Restrictions for some rights are only allowed
in the case of a limited set of purposes. For example, the ICCPR specifies that freedom of expression
may only be restricted when necessary “for respect of the rights or reputations of others, or for the
protection of national security or of public order (ordre public), or of public health or morals.”67 UN
Special Rapporteur Frank La Rue argued in 2013 that the right to privacy should be limited in the
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same way.68 Under such a framework, necessity must be demonstrated in the context of one of these
specific purposes in order to be compliant with human rights. Many FRT deployments will likely take
place under the justification of national security and public order, so it is important that this test not
be treated as sufficient to justify a deployment in the absence of satisfying the other conditions.

Proportionality
Operators must also demonstrate that potential deployments are proportionate in scope and effect.
Proportionality overlaps with necessity in demanding that the proposed intervention be the “the least
intrusive instrument amongst those which might achieve their protective function.”69 Proportional
measures are also those which are “reasonable in the particular circumstances” and “proportionate to
the interest to be protected.”70 This requires an evaluation of not only the degree to which a particular
deployment might abridge individuals’ rights but also the significance of the interest being protected.
Proportionality is difficult to assess in the case of FRT, given the number of factors involved, but it is
possible to begin constructing a set of questions that can guide analysis. The first is the geographic
and temporal scope of the deployment, which affects the number of individuals impacted. This
is particularly important in the case of live facial recognition monitoring, which can range from
temporary, event-specific uses in limited and well-defined locations to the passive, indefinite
monitoring of open public spaces. Deployments are more likely to be disproportionate if they are
not tailored as narrowly as possible to affect only those who are reasonably likely to be involved in
potentially dangerous or criminal activity.
The proportionality of both live and retroactive identification can also be assessed according to the
enrollment policies used to create matching databases. Monitoring a sports arena or airport using a
watchlist of known terror suspects is a more narrowly tailored—and thus proportionate—deployment
than using the same system to monitor for criminal suspects of any kind. And both would be more
proportionate than a system set up to identify and log the movements of any member of the public
who passed beneath the camera by comparing them to a national ID registry.
Such an assessment should also consider alternative approaches to achieving the same goal and
demonstrate in a fact-based manner that FRT is or is not necessary and the least restrictive option
available to the operator. The reasonableness of a deployment also depends on whether the subjects
are aware that their data is being collected and retained. If individuals are unaware of when and
how their data is being processed, they are more likely to feel that their private lives are subject to
constant surveillance, exacerbating chilling effects on freedom of expression and assembly.71 If covert
monitoring is not strictly required for the purpose of the deployment, failing to provide notice would
likely lead to a disproportionate restriction of their rights and freedoms.
A deployment may also be disproportionate if it fails to provide adequate safeguards regulating under
what circumstances and by whom the collected data may be accessed. An otherwise proportionate
deployment that allows collected information to be shared with or accessed by entities with no clear
purpose for using the data would create a disproportionate threat to subjects’ rights.
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Obligations of Private Actors
According to the UNGPs, companies have a responsibility to respect internationally recognized human
rights. They do so by exercising human rights due diligence—having in place effective policies and
procedures to identify and address potential and actual human rights impacts throughout their value
chain and within their operations. Due diligence steps include assessing actual and potential human
rights impacts, integrating and acting upon the findings, tracking responses, and communicating how
impacts are addressed.72
How companies are expected to respond to impacts will vary depending on their relationship to the
impact. If they cause an impact, they are expected to cease or prevent it. If they contribute to an
impact, they should cease or prevent their contribution and use their leverage to mitigate its effects
to the greatest extent possible. Businesses should also seek to prevent or mitigate adverse human
rights impacts that are directly linked to their operations, products, or services by their business
relationships, even if they have not contributed to those impacts. They should use their leverage with
their business partners to accomplish this. If they lack the leverage to prevent or mitigate adverse
impacts and cannot increase their leverage, they should consider ending the relationship.
The corporate responsibility to respect human rights is independent of whether governments are
enforcing human rights-compliant laws and may in some cases require companies to adhere to higher
standards than those set by national law. Given that national laws governing facial recognition directly
or indirectly are often non-existent or nascent, this responsibility is particularly important.
The relationship between the corporate responsibility to respect human rights and the existing human
rights obligations of governments is closely interwoven. The UNGPs reiterate long-standing international
law, noting that governments have a duty to protect human rights from adverse impacts by third parties
such as companies. This means they should have in place laws, regulations, enforcement, and remedy
mechanisms dealing with those private sector actors which operate FRT systems.
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6

Recommendations
for Operators

T

o date, the authors of this report found that the guidelines for restricting certain rights through
the use of FRT are rarely, if ever, met. Below, the study team suggests a set of expectations that,
if fully implemented, could increase the probability that FRT could be deployed in a manner
consistent with international human rights law. Notably, it is possible that there are uses of FRT that
are fundamentally incompatible with human rights, regardless of the safeguards put in place.
It is this latter concern, combined with a lack of governance for FRT, that has helped prompt bans and
discussions of moratoriums on multiple continents.73 More robust discussions are urgently needed
about whether there are use cases that are fundamentally incompatible with human rights, as well
as how operators and policymakers can craft an appropriate and tailored governance framework that
takes into account the full spectrum of potential impacts.

Identifying and Responding to Human Rights Impacts and Risks
1. Conduct a human rights impact assessment (HRIA) prior to deploying a facial recognition system.
Prior to deploying new facial recognition systems, or before expanding the technology’s use to
new geographies or new purposes, operators should assess the potential human rights impacts,
for example, by conducting an HRIA that evaluates the impacts of the deployment on the full
range of human rights. Assessments should focus on identifying who will be impacted by the
technology, what the actual and potential impacts could be in both the near and long term, and
what mechanisms exist to allow the organization to create safeguards. Impact assessments should
clarify the intended purpose and scope of the deployment and lay out policies and procedures
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that will be put into place to guide operation and risk management. The assessment should also
consider risks from data sharing with other entities.
Assessments should also include the lawfulness, necessity, and proportionality of the
proposed use. This should include considering whether there are other approaches—including
both alternate biometrics and non-biometric solutions—that would accomplish the same end
without adverse impacts on human rights.
The assessment process should include technical, legal, and human rights experts from
within the organization, as well as outside stakeholder groups and representatives from the
communities who may be impacted by the product. Because some organizations deploying FRT
may have little expertise in the technology, they may need to draw extensively on third-party
expertise. Deployments in public areas should also require public consultations to be held so
that operators can account for the concerns of the local population.
Private operators should use the HRIA to educate themselves about the circumstances and
procedures by which government may demand access to information collected through facial
recognition systems and consider the human rights implications of those requests. Operators
should be prepared to challenge any illegal requests for information.
Law enforcement and other government operators should use the HRIA to clarify the legal
authorities granted to them under the country’s laws, as well as the obligations and limitations
those laws place upon use. If there are no public laws that provide clear and specific guidance
on how the technology can and cannot be used, it is unlikely the deployment could be justified
under international human rights law.
Assessments should be made publicly available after completion to promote transparency and
public trust.
2. Institute structures and processes for identifying and escalating potential human rights
concerns raised by the operation of facial recognition systems and ensuring that findings are
acted on and integrated into decisionmaking.
Facial recognition operators should institute internal mechanisms for reviewing the operation
and impact of facial recognition systems. These procedures should be informed by the findings
of HRIAs and be established with the goal of ensuring that the assessment of rights impacts
is an ongoing process that is tightly integrated into decisionmaking. Internal structures
should encourage and reward staff for voicing concerns that come up during their work and
allow those concerns to be escalated as necessary to a specialized body with the authority
to set organizational policy for how to deal with potential rights issues. These processes
should involve representatives from multiple teams from across the organization, including
leadership. To the extent necessary, the organization should consult with external experts to
inform their decisionmaking. An example of an organization that has established a successful
model for regular external consultation is the West Midlands Police, described in greater detail.
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Case Study: West Midlands Police Ethics Committee
Serving the cities of Birmingham, Coventry, Wolverhampton, and surrounding areas, the West
Midlands Police is one of the largest police forces in the United Kingdom. In 2019, the department
established an independent ethics committee to give advice on proposals for new data science
tools and projects being considered by the force.74 The committee members work with the police
department throughout the lifetime of a project to provide ongoing feedback and help the police
address any concerns that emerge.
he members of the committee are independently selected by elected officials with policing input
and represent a broad range of disciplines, from human rights and sociology to data analytics and
data governance. All reports and meeting minutes produced by the committee are made publicly
available to help promote transparency. Though police chiefs have the power to disregard the members’
recommendations, the committee’s ability to publicly raise concerns about projects gives them substantial
political power since police chiefs are accountable to their civilian commissioners.
So far, the projects that the group has reviewed have been focused primarily on improving case
management, identifying crime hot spots, and estimating criminal risk ratings. However, according to
interviews, the force also held off on rolling out a proposed system for retroactively identifying faces
in captured footage so that the ethics committee could be consulted first. This may be one of the most
important effects of the committee: to simply slow down the process of rolling out potentially risky
technologies so that more time and thought can be given to when and how it should be deployed.
3. Perform rigorous testing on facial recognition systems prior to deployment to determine
their accuracy and ensure they are free from demographic biases.
Operators should have a process in place to evaluate potential models for their accuracy and
bias prior to deployment. Organizations should prioritize sourcing facial recognition systems
from developers that provide clear documentation as to the capabilities and limitations of
the technology; can assure that the model has been trained on diverse data sets that include
members of the groups likely to encounter the system during deployment; and has been
independently assessed for accuracy and bias by third-party researchers or in standardized
assessments, such as the NIST Facial Recognition Vendor Test (FRVT).
After a facial recognition system has been procured, operators should design and implement
a testing regime to measure its real-world performance and impacts before it is officially
deployed. This can include scenario testing utilizing volunteers or closely monitored
operational testing in a strictly controlled setting. These tests should aim to measure the true
performance of the system in a real-world environment, including the true error rates of the
system and its human operators as well as the operational value of the system in achieving the
goals of deployment.
4. Institute policies to ensure accountability for compliance with these recommendations.
Operators should institute internal policies and procedures that help give effect to these
principles. This should include instituting audit trails for the collection, use, and sharing
of facial recognition data, designating specific individuals or offices with responsibility for
compliance, and assessing third-party processors who support the organization’s operations.
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Government operators should treat statutory requirements as a minimum baseline and seek
to go beyond these obligations in the way they track their efforts to reduce impacts and
report compliance. Private operators should submit to regular independent reviews of their
policies and procedures to provide assurance of their commitment to complying with human
rights obligations.
5. Provide individuals with the opportunity to seek remedy for rights violations.
So that grievances can be addressed early and remediated directly, operators should put into
place easily accessible mechanisms for individuals to report known or suspected violations
of their rights due to the use of facial recognition.75 This presupposes that individuals were
notified that FRT was used in the first place. Where operators identify that they have caused
or contributed to adverse impacts, they should provide for remediation through appropriate
processes. These can include judicial or operational mechanisms as appropriate, as long as
these are legitimate, accessible, predictable, equitable, transparent, and rights-compatible.

Transparency
1. Release a policy statement outlining the operator’s human rights commitments.
The statement of commitment should clearly set out the organization’s expectations for its
personnel, partners, suppliers, and other linked parties. These expectations and commitments
should be informed through consultation with relevant internal or external expertise and
should be approved at the most senior level of the organization. The policy statement should
be made public and circulated both internally to personnel in the organization and externally
to partners and other relevant parties. Organizational policies and procedures should be
in coherence with the plan to provide accountability and incentives for aligning business
activities with the stated commitments. The precise issues that such a policy should contain
will depend on the nature of the deployment and of the operator. Such policies could include:
▪ Deploying internal processes and management structures to assess human rights risk on
an ongoing basis and escalate concerns as needed;
▪ Supporting transparency and engagement, such as by including external advisers on
FRT decisions and public reporting on customers, deployment, and efforts to avoid nondiscrimination;
▪ Requiring notification and consent and enabling remedy, as applicable; and
▪ Limiting the sharing of information with other public or private sector actors and giving clarity
about when and how data sharing arrangements may be undertaken. This is particularly
important in the case of data sharing with law enforcement authorities, where private
operators should seek to clarify the level of authorization agencies must provide before
honoring any requests for data and outline their procedures for notifying affected subjects.
Organizations should undertake regular, independent audits to assess their adherence to these
policies and practices. The results of these audits should be made publicly available to improve
public trust and ensure that any issues that emerge are addressed in a timely manner.
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2. Provide clear notice when FRT is in use.
Operators using passive FRT in public areas should post clear signage to inform individuals
that facial recognition is in operation before they enter into the field of view for the system
and provide a mechanism for individuals to opt-out of the system easily and on the spot if
consent is being relied on as the legal basis for processing. The notice should provide basic
details about the scope and purpose of operation, who data may be shared with, and where
further details and the privacy policy of the operator can be found.
Notice requirements should apply not only to private operators but also to government and
law enforcement agencies. While some law enforcement agencies may argue that these
requirements may undermine public security programs, the authors argue that it would be
extremely difficult to justify covert passive FRT surveillance as necessary and proportional
except in very limited, exceptional circumstances.
3. Be open and transparent about organizational policies and practices relating to how data is
collected, used, and shared.
Operators should post a privacy policy online that details the scope and purpose of their
deployment; the legal basis they rely on to justify data collection; the company’s practices
regarding the collection, storage, and use of face templates; with whom data may be shared;
retention and deletion policies; the rights of data subjects to access and request erasure of their
information; and the safeguards the operator has put in place to prevent abuse or misuse. They
should identify the training data sets and algorithms used in the product and demonstrate that
testing occurred to identify and address any bias in how the system operates in practice.
If the basis for collection is subject consent, organizations should make publicly available
their policies around how and when they obtain consent from subjects, how they ensure
that consent is informed and freely given, and what mechanisms they have in place to allow
subjects to withdraw consent easily. Firms should conduct regular, independent audits to
assess whether the company’s practices align with these policies and make the results of these
audits publicly available.
4. Communicate how impacts are addressed.
Operators should identify how they are managing potential and actual human rights impacts
through public reporting. The reporting should focus on the risks and impacts that are most
relevant for that particular actor. This can help alleviate concern that the technology is being
used in unknown ways and provide greater confidence that issues such as bias have been
addressed. For private actors, increased transparency on outcomes and use cases would
help firms in this sector come out of the shadows and differentiate themselves from less
responsible competitors.76
5. Provide individuals with the opportunity to request access to data about them that was
collected using facial recognition and to request correction or erasure as appropriate.
Operators should put into place easily accessible mechanisms for individuals to discover
what, if any, information has been collected about them during the operation of facial
recognition systems. They should be able to obtain copies of the data in an accessible format,
for a reasonable cost, and within a reasonable period of time. Individuals should be given
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the opportunity to request the correction of erroneous or incomplete information held by
operators, as well as the erasure of their data.
6. Institute record-keeping procedures and release regular transparency reports detailing how
FRT has been used.
Organizations should keep records of the operation of their FRT systems and release
transparency reports to publicly share these details.
Law enforcement operators should keep track of the number of times FRT systems are
used during investigations. Agencies should also track the number of successful and false
arrests resulting from FRT-generated leads, the number of times investigators successfully
and unsuccessfully sought judicial authorization for FRT use, the number of complaints the
department receives, the agents who accessed the FRT system, and how many times FRT was
used to investigate different categories of crime. This information, as well as broader details
about the size and scope of FRT infrastructure, should be released publicly as part of regular
transparency reports to help improve accountability and public trust.
Private operators should similarly track the way their organization uses FRT and record the
number of instances where technical or operator failure led to harms or negative rights
impacts. To the extent they are legally able, private operators should commit to notifying
individuals if any biometric data or other information collected through FRT programs is
sought by law enforcement. They should also publish the number of government requests they
receive annually.

Operational Rules
1. Limit the collection and use of biometric data to what is necessary to achieve narrowly
defined and rights-respecting purposes, and do not share or reuse data in ways incompatible
with that original purpose.
The purpose of biometric data processing must be clearly defined prior to deployment.
Information collected by facial recognition systems should not be used or shared for reasons
incompatible with this original purpose. Compatibility should be judged by considering what
the subject would reasonably expect given the original context of collection, the linkage
between the original purpose and the new proposed purpose, and the possible risks of further
processing.
Some types of data processing will always be incompatible with human rights obligations,
no matter the subject’s expectations or consent. These situations occur when the essence
of a subject’s human rights may be violated. Examples include the characterization of
individuals’ ethnicity for the purpose of discrimination, unconstrained and indiscriminate
mass surveillance, and the use of facial recognition to target and restrict the rights of certain
individuals without due process.
2. Practice principles of privacy and data protection by design and default.
Operators should ensure their facial recognition systems are designed, configured, and used
in ways that preserve privacy and data protection by default. Operators should ensure during
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the procurement process that their chosen facial recognition system is architected in such a
way as to enforce privacy and data protection throughout the full life cycle of the data being
collected. The systems should be designed to support rather than complicate organizational
goals of transparency, data integrity, collection minimization, accountability, and remedy.
Examples of relevant practices could include ensuring that data is encrypted and stored
securely, that the system is set to delete any information collected from individuals who are
not matched by the system, and that only face templates rather than raw images are stored.
Firms should implement organizational practices to ensure privacy by design is followed
and enforced, such as conducting regular internal reviews, assigning dedicated personnel to
oversee privacy issues, and training employees on privacy.
3. Ensure staff are trained as to the capabilities, limitations, and proper use of the facial
recognition system.
Prior to deployment, facial recognition operators should require their employees to undergo
training on the capabilities and limitations of facial recognition systems and proper
procedures to help ensure responsible use. At a minimum, this training should include
information on how to adjudicate matches returned by the system, how to adjust confidence
intervals for different use cases, what the sources and rates of error are during real-world
deployments, and how to ensure that data collection is secure and reduced to the minimum
necessary for operation. Staff should also be trained on appropriate processes for data sharing
with other companies and government agencies.
4. Institute policies and practices that ensure for meaningful human oversight or review over
any decisions made by facial recognition systems.
Operators should ensure that the decisions made by facial recognition systems are subject to
review or oversight by individuals with the authority to alter those decisions. Organizations
should ensure that facial recognition systems are only used to assist human decisionmaking
rather than replace it. If an operator does decide to implement automated facial recognition
decision systems without a human in the loop, it should ensure that any individuals subject
to those decisions know it was the result of FRT and have the opportunity to promptly request
review by a human.
5. Implement security measures to protect the data contained in enrollment databases, and
retain face templates for no longer than necessary.
Operators should institute policies to protect enrollment data from unauthorized access,
including encryption, access controls, employee training, antivirus software, and other
standard security practices. Firms should also institute retention limits for the data they
collect. Template data should be kept for no longer than is necessary to achieve the purpose
for which it was collected. At the end of the allotted period, biometric data should be deleted
or de-identified as appropriate, noting that de-identified data can still be de-anonymized
under certain circumstances.77 Organizations should institute a regular review process to
ensure that these retention limits are enforced.
6. Whenever possible, obtain free and informed consent before enrolling individuals in a
program that uses facial recognition.
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When possible, operators should strive to obtain explicit consent from each individual before
capturing their biometrics and enrolling them in an FRT system. Consent should also be
required before an operator shares any biometric information outside of the organization or
uses it for additional purposes. Subjects should have the ability to withdraw their consent at
any time, and operators should establish clear and simple processes for this. For consent to
be freely given, there must not be a clear imbalance of power between the subject and the
operator, and there must be a reasonable way to access the service without using FRT. For
consent to be informed, subjects must be informed in plain language of the identity of the
operator, the potential uses of their data, any possible sharing of it, how it is stored and for
how long, and other facts that can help them evaluate the risks of enrolling in the system.
In circumstances where biographic information is not linked to face enrollment data, such as
in the case of unique persistent identifiers used for in-store tracking, many operators prefer
to rely on op-out consent. The validity of this process should depend on whether subjects
are presented with clear notice that facial recognition is taking place and easy opportunities
to withdraw their consent for processing. Ideally, the opt-out process should be as simple as
scanning a QR code that would allow the subject to quickly add a de-identified face template
to the store’s do-not-track list, though additional options for those without mobile devices
should also be made available. Signs listing merely a mailing address, phone number, or
invitation to fill out multi-step forms buried on a company website should not be considered
to meet this standard.
7. When not based on explicit consent, FRT deployments must include heightened
protections, including strict limits on enrollment and data reuse.
In some situations, such as law enforcement or private security deployments, it may be
impossible to obtain consent from every subject. Such deployments raise serious rights
concerns and should not proceed unless operators are able to demonstrate their lawfulness,
necessity, and proportionality to a high standard. Meeting these standards would, at a
minimum, require procedural safeguards to ensure accountability and enforce strict limits
on who may be enrolled to ensure that the number of individuals impacted is limited to the
minimum necessary.
The composition of these watchlists should always be limited to the minimum necessary
sample to achieve the purpose of the system. This includes limiting enrollment to subjects who
have a proven and specific relationship to the operator and where the purpose of enrollment is
not hypothetical but has been clearly demonstrated. For example, enrolling all individuals with
a criminal background into an event security deployment would be clearly disproportionate
and unacceptable. In the case of retroactive identification used by law enforcement to analyze
crime footage, match lists could be limited to only those who had previously been arrested or
only those who had been convicted of a criminal offense. Enrollment data should be retained
for no longer than strictly necessary and should never be used or shared for reasons outside the
original narrow purposes for which the gallery was created.
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7

Recommendations
for Policymakers

T

he vast majority of facial recognition deployments around the world are occurring under
ambiguous legal regimes. Few countries have passed legislation explicitly authorizing the use of
facial recognition or outlining the conditions under which it should be used and supervised. If
a legal basis for deployment is cited at all, it usually involves government agencies referencing broad
legislation authorizing general investigative powers that do not provide specific safeguards for facial
recognition use. This creates large risks of mission creep, where deployments intended for one purpose
are continuously expanded to serve other goals without any formal oversight. This type of legal
environment is contrary to the requirement under human rights law that interference in individuals’
rights—if they are subject to restriction at all—only take place in cases envisaged by the law and where
the precise circumstances in which that interference takes place are explicitly stated and assessed by
independent authorities.
In most countries, the current focus of privacy-related policymaking is on passing comprehensive
data protection laws. Few countries are looking toward legislation specific to facial recognition. Broad
data protection legislation, while important, is inadequate to address the unique risks posed by facial
recognition. Nations must work toward passing legislation that specifically governs the permissible
deployments of FRT. Such laws should identify when deployment is permissible for government
agencies as well as the private sector, and when particular uses may be fundamentally incompatible
with human rights. They should also set out the types of procedural requirements, oversight, and
public transparency measures outlined below. If the following guidelines were adopted, they would
increase the probability that FRT could be deployed by in a manner consistent with international
human rights law.
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Creating a Legal and Regulatory Regime that Protects
Fundamental Rights and Freedoms
1. Clarify impermissible uses of FRT for both public and private sector actors.
Policymakers should consider whether there are uses of FRT that simply cannot be made
compatible with international human rights law (or relevant constitutional law), potentially
because they infringe on the essence of the right. These restrictions should be clearly
articulated in any piece of legislation. For example, the EU Agency for Fundamental Rights
indicated that it was hard to imagine when the use of FRT during protests could be made
consistent with EU human rights law.78 European Digital Rights (EDRi)—an association of 44
civil society organizations—has called for a ban on “biometric processing that could amount
to mass surveillance in public spaces.”79 The state of Washington in the United States recently
passed a law that prevented public agencies from using FRT to “create a record describing
any individual’s exercise of rights guaranteed by the First Amendment of the United States
Constitution,” including freedom of speech, freedom of assembly, and freedom of religion.80
The use of FRT on children could be another area that is made subject to automatic limitations.
2. Set out the legal basis under which different forms and uses of FRT can proceed.
Policymakers should clearly set out the conditions under which FRT deployments may be
considered legitimate.
One possible legal basis is consent. Governments should specify the standards of consent
that private sector and non-law enforcement government operators should seek to obtain
before enrolling individuals in FRT systems. Governments should clarify when, if ever, optout consent is acceptable, as opposed to explicit opt-in consent, and specify that any consent
must be informed and freely given. For consent to be freely given, there must not be a clear
imbalance of power between the subject and the operator, and there must be a reasonable
way to access the service without using FRT. For consent to be informed, subjects must be
informed in plain language of the identity of the operator, the potential uses of their data, any
possible sharing of it, how it is stored and for how long, and other facts that can help them
evaluate the risks of enrolling in the system. Lawmakers should also specify that individuals
have the right to withdraw their consent at any point and that operators should establish clear
and simple processes for this.
Other legal bases may exist that are not based on the consent of the subject, but policymakers
should be aware that under human rights law, many fundamental rights and freedoms may only
be restricted in the service of certain narrow purposes, including national security, public order,
public health or morals, or in order to safeguard others’ rights and freedoms. Law should set out
when these purposes may allow operators to use FRT without subjects’ consent and ensure that
these rules are specific as to the conditions and safeguards associated with these uses.
3. Encourage the adoption of common standards of accuracy and non-discrimination.
Ideally, governments would be able to require that facial recognition software meet certain
standards of accuracy and non-discrimination and be certified to them before deployment. In
reality, it is difficult to settle on common standards of performance given the wide diversity of
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contexts FRT can be used for, the multiple different metrics FRT performance can be measured
along, and the challenge of predicting real-world performance based on data gathered in a
controlled laboratory setting. However, recent work by academic, corporate, and government
researchers can help to move the FRT industry toward common standards of testing and
reporting and hopefully lead to common benchmarks for performance.
Relevant government bodies should remain engaged with this work with an eye toward
eventually devising—in collaboration with technologists—appropriate performance thresholds
for FRT systems, beginning with high-risk uses such as law enforcement deployments.
Governments will then need to identify bodies that are trusted to evaluate systems according
to these standards. Eventually, governments may be able to require government agencies to
use certified systems, helping assure industry that there will be a reliable market for certified
software. These standards can then serve as a quality signal for private sector operators, further
incentivizing FRT developers to ensure their products and services meet these benchmarks.
Even in the absence of formal certification schemes, governments should, at a minimum,
require that any agency using FRT collects and publicly reports details about the algorithm’s
performance (including any demographic effects) and the provenance of training data involved
in the systems they use. They can also require developers to make their algorithms available
for third-party testing. This will limit government agencies to sourcing from developers that
practice transparency in their development process, helping to push the industry toward
common standards of testing and reporting.
4. Ensure remedy is available to individuals impacted by FRT deployments.
For remedy to be feasible in the FRT context, law must ensure that individuals have the ability
to learn whether they are included in any matching database used in a facial recognition
system and to request removal if appropriate. Individuals must also have the right to know
whether or not FRT was used to identify them and the right to be made aware of and request
correction or erasure of any records that result. During trial, criminal defendants should have
the right to be made aware of whether facial recognition was used against them over the
course of law enforcement’s investigation.
Individuals who believe that the use of FRT has infringed on their rights should have access
to judicial remedies. However, agencies should also consider establishing ombudsmen who
can respond to concerns about the use of FRT and potentially provide additional and more
timely remedy compared to the judicial system. Private operators should endeavor to establish
operational mechanisms to provide remedy outside of established judicial proceedings and
ensure that these processes are legitimate, accessible, predictable, equitable, transparent, and
rights-compatible.
5. Establish strong privacy and data protection regulations to set limits on the collection and
use of data.
While general privacy and data protection laws cannot replace the need for FRT-specific
legislation, they have an important role to play in complementing FRT laws by setting baseline
norms around how data can be collected, used, and shared. In particular, these laws should:
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▪ Institute requirements for physical, technical, and organizational security measures to
protect data;
▪ Set limits on data retention to ensure data is not kept for longer than necessary;
▪ Require operators to limit data collection to the minimum necessary to achieve their purpose;
▪ Restrict the reuse and sharing of data for purposes incompatible with the original context
of collection;
▪ Obligate operators to ensure the data they hold is accurate, complete, and up-to-date;
▪ Require operators to adhere to principles of privacy and data protection by design and
default; and
▪ Provide individuals with the rights to access, correct, and, when appropriate, erase data
about them.
6. Create a framework for private sector actors to follow in conducting human rights due diligence.
Governments can lay out broad frameworks that companies should follow regarding human
rights due diligence processes. This process should include conducting human rights impact
assessments prior to the deployment of new and potentially risky technologies, assessing
suppliers to ensure that the quality of the technology being used will not lead to additional
risks, and ensuring ongoing review of company practices and policies. Government guidance
could help engage new sectors deploying the technology and also prompt more responsible
behavior by smaller actors that may not be part of ongoing discussions on FRT and human
rights/ethics.
7. Build an enforcement capacity to ensure that operators are complying with their obligations
under national or human rights law and create penalties for organizations that violate
individuals’ rights.
Government should establish penalties for human rights abuses arising from FRT. Enforcement
will likely be multifaceted. Individuals and groups should be able to bring cases when their
rights are impacted by FRT. Given the potentially large groups affected by issues such as
bias, class actions must be permitted. However, as individuals may not always know when
their rights have been violated, regulators and oversight bodies should also be proactive in
identifying instances where companies or government agencies are operating in illegal ways.
Regulators with adequate technical backgrounds should be tasked with proactively and
independently carrying out risk-based audits of companies in the FRT value chain, focusing
particularly on issues of non-discrimination and adherence to requirements regarding privacy,
data-sharing, and notice and consent.

Regulating Government Facial Recognition Operators
1. Require public sector agencies to carry out human rights impact assessments (HRIAs) prior
to the use of FRT.
Law should set out the steps that public agencies should have to go through prior to deploying
an FRT system. Lawmakers should clarify that FRT systems can only be legally deployed once
this process has been completed.
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Part of the authorization process should involve conducting an assessment to identify the
potential risks of the deployment on the full range of human rights. This assessment should
clarify the intended purpose and scope of the deployment, identify who will be impacted
by the technology, and lay out policies and procedures that will be put into place to guide
operation and risk management. Lawmakers can require operators to collect detailed technical
information from algorithm suppliers as part of this process, helping promote transparency and
ensuring that operators take these details into account when making procurement decisions.
Assessments should also evaluate the lawfulness, necessity, and proportionality of the use.
This should include considering whether there are other approaches that would accomplish
the same end without adverse impacts on human rights. The assessment process should
include technical, legal, and human rights experts from within the organization, as well as
outside stakeholder groups and representatives from the communities who may be impacted
by the product.
2. Create mechanisms for independent oversight over the deployment and use of FRT by
government operators.
Lawmakers should establish structures to ensure that independent oversight is exercised
at each stage of an FRT system’s life cycle, including in determining whether a proposed
deployment should be considered lawful and in auditing departmental practice to ensure
compliance with operational rules. This oversight should include a range of expertise,
including not only technical experts but also human rights and constitutional law experts.
Lawmakers should establish independent bodies and require certain types of FRT
deployments—such as those proposed by law enforcement agencies—to go through a review
process prior to being authorized. Potential operators can be required to submit technical
information to these bodies and provide details about the policies and procedures they have
developed to govern its operation. These bodies can also be granted a role in providing ongoing
review of deployments to ensure that operators are accounting for new and emerging risks and
are not failing to apply proper procedures or allowing mission creep to take place.
Policymakers should work to ensure that these arrangements are sustainable. This will require
dedicated sources of funding to ensure that staff can be retained and experts compensated
for their participation. If bodies are established at a local rather than national level, there
should be mechanisms for taking the insights and lessons learned from individual bodies and
institutionalizing them as part of broader rules and procedures.
3. Ensure that the use of FRT by law enforcement is subject to oversight by an independent
judiciary.
Governments should set out when particular applications of FRT must be approved by an
independent judicial authority prior to deployment. This should include, at a minimum,
any attempt to use FRT for real-time monitoring of particular suspects. However, some
governments may also wish to make independent judicial authorization a requirement in the
case of retroactive identification as well.
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Case Study: Oakland Privacy Advisory Commission
In 2016, the city of Oakland, California established a Privacy Advisory Commission (PAC) to provide
advice and technical assistance to the city on how to protect privacy rights in connection to the use of
surveillance technologies such as facial recognition.81 The PAC is made up of nine members, including at
least one attorney or activist with expertise in privacy and civil rights, one past or present member of law
enforcement, one auditor or CPA, one hardware or software professional, and one expert in government
openness and transparency. The commissioners are appointed on a volunteer basis and have no staff, which
limits their capacity, but they have been granted a statutory role in overseeing the way the city deploys any
surveillance technology.
In 2018, Oakland’s city council passed an ordinance—developed by the PAC—that sets out the steps the city
must take before it can acquire or deploy any surveillance technologies.82 This includes notifying the PAC
prior to soliciting funds or proposals, submitting a use policy and impact report to the commission before
seeking approval for new or existing technologies, and providing an annual report on how surveillance
technology is being used by the city. As part of this process, the PAC holds public hearings to receive
information about the proposals and solicit public feedback.
Currently, the PAC’s role is only advisory, with the ultimate power about whether and how to support the
acquisition and use of surveillance technology falling to the city council itself. Nevertheless, interviews
indicate that this process has served as an invaluable opportunity to gain public clarification from city
employees as to what technology they are purchasing, how it is being deployed, and what policies are
being put into place to govern its use. When the PAC finds that city impact reports or use policies do
not adequately take into account the potential risks, the consultation process allows these issues to
be addressed through engagement with outside experts. For example, one of the most frequent issues
the PAC has encountered has been the question of data sharing and reuse, where the commission has
been able to push city officials to take a more future-oriented approach to their policies and protections.
The requirement for annual reports also helps ensure that there is ongoing oversight into how these
technologies are being used, which helps protect against the risks of mission creep.
While not every city may have the resources or capacity to implement this kind of oversight model, its use
by larger trend-setting jurisdictions may help catalyze the development of smarter policies and procedures
that can help inform the approach of others.
4. Clarify how evidence derived from FRT may be used in court.
Lawmakers should clearly establish that matches made by FRT systems should not be
considered evidence of guilt. When FRT is used as a way to generate investigative leads,
law should clearly set out when those matches can and cannot be used to justify additional
investigative measures, including other forms of surveillance. During trial, criminal defendants
should have the right to be made aware of whether facial recognition was used against them
over the course of law enforcement’s investigation.
5. Require agencies to conduct scenario or operational tests prior to deployment to gather data
about the real-world performance of FRT systems and identify possible risks.
Prior to deploying FRT, public agencies should be required to design and execute a rigorous
series of evaluations to gather data about how the proposed system would perform in the real
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world. This may include scenario testing utilizing volunteers or closely monitored operational
testing in a strictly controlled setting. These tests should aim to measure the true performance
of the system in a real-world environment, including evidence of the true error rates of the
system and its human operators and the operational value of the system in achieving the
intended goals of deployment. Agencies should be required to set out performance targets
prior to testing and refrain from deploying systems that are not able to meet them.
6. Require government operators to adhere to the operational rules and principles listed in the
previous section.
These mandates should include requirements to:
▪ Limit the collection and use of biometric data to the minimum necessary for narrow and
legitimate purposes;
▪ Practice principles of privacy and data protection by design and default during operation;
▪ Ensure staff are properly trained in the proper use of FRT systems;
▪ Ensure for meaningful human review over decisions made by facial recognition decision
systems;
▪ Implement security measures to protect sensitive data; and
▪ Practice minimization in enrollment policies.
7. Require public agencies to publicly release information about their policies and procedures
regarding FRT and to publish regular transparency reports detailing how their systems have
been used.
Policymakers should require that law enforcement operators keep track of the number of
times FRT systems are used during investigations. Agencies should also track the number
of successful and false arrests resulting from FRT-generated leads, the number of times
investigators successfully and unsuccessfully sought judicial authorization for FRT use,
the number of complaints the department receives, and how many times FRT was used to
investigate different categories of crime. This information, as well as broader details about the
size and scope of FRT infrastructure, should be released publicly as part of regular transparency
reports to help improve accountability and public trust. Law enforcement agencies should also
be required to report the number of instances where they requested FRT data from private
operators, the circumstances surrounding those requests, and the investigative outcomes.
Border control agencies and other government actors should also be required to regularly
disclose information about how they are using FRT, including the number of times the
technology is used annually for different purposes, the number of complaints received, the
number and outcome of any instances of rights violations, and details about how data was
shared with other agencies or other countries.
8. Place clear restrictions on the sharing of data between government agencies and between
government and the private sector.
This should include forbidding government agencies to obtain FRT-related data from the private
sector that the government would not be permitted to gather itself without due process. All
government agencies should be required to have clear rules regarding data sharing that are
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consistent with the law. In general, data sharing should be limited to what is strictly necessary
to fulfill the purpose of the deployment and authorized by a third party such as a court.
9. Provide resources to support technical capacity building for government agencies.
Small government agencies often lack the technical capacity to be able to assess potential
suppliers of FRT technology to determine their accuracy or the risks that a system may
have discriminatory effects. National governments should work to ensure that all agencies
considering FRT have access to the expertise and resources necessary to be able to undertake a
rigorous evaluation of the technology’s capabilities, limitations, and risks.
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Appendix A
Project Methodology

B

elow, we have provided a brief outline of our research methodology for this project. It is our
hope that other organizations may be able to use this approach to aid in the investigation of how
other technologies impact human rights.

Understanding the Technology
1. Conduct desk research into how the technology works and its strengths and limitations.
a. To better understand how the technology in question works, we conducted a literature
review of explanatory documents and presentations released by developers, industry
associations, academic researchers, and relevant NGOs with significant in-house
technical expertise. This review focused on the technical principles underlying the
technology, the role of machine learning in training facial recognition systems, and how
data is generated and shared during and after operation.
b. To better understand the strengths and limitations of the technology, we conducted a
literature review of media reports covering the findings of tests performed by academic
researchers, reports on the topic by relevant NGOs with significant in-house technical
expertise, and the findings of third-party testing and evaluation bodies. This review
focused on the accuracy of systems measured in both laboratory and real-world settings,
the way accuracy varies across demographic groups, the advantages and disadvantages of
facial recognition relative to other biometrics, and the current trends in performance.
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2. Reach out to individuals involved in the research, development, testing, and deployment of
the technology, and request interviews to gather additional information.
a. We spoke with facial recognition developers, independent researchers, and operators
to confirm and deepen our understanding of how the technology works, the current
state of and predicted future improvements to accuracy and bias, and the strengths and
limitations of the technology when applied in real-world settings.

Understanding Global Deployment Trends and Impacts
1. Draft a list of countries likely to be engaged in the development and deployment of the
technology, with particular emphasis on those deemed likely to be deploying the technology
in ways that could create significant risks to human rights.
a. This preliminary assessment was based on existing knowledge about nations’ human rights
record, technological sophistication, history of deploying technologies with significant
human rights impacts, and linkages with other countries that are known to export tools
and knowledge about how to use technology in ways that restrict human rights.
b. This preliminary assessment was scoped to ensure that countries of interest were
identified from a variety of geographic regions.
2. Conduct desk research on how the technology is being deployed in the top countries of interest.
a. We leveraged media reporting, reports from local or international NGOs, government
announcements, and other authoritative sources to compile a list of instances of planned
or actual use of the technology in each country of interest. We recorded the details that
have been made public about these deployments, the impact they have had, the governance
structures they intersect with, and any gaps where details have not been made public.
b. From these reports, we compiled a list of journalists, researchers, advocates,
policymakers, and operators involved in the deployment, operation, governance, and
investigation of the technology in each of the countries of interest.
3. Reach out to the individuals identified in each country involved in the technology’s
deployment and governance, and request interviews to gather additional information.
a. In the case of journalists, researchers, NGOs, and advocates, we used the interviews as
an opportunity to verify details and obtain updates on the deployments identified as
part of step 2 (a), gain insight into the governance and operational context that exists in
the country, and learn what information, reforms, or additional capacity the individual
or group believes would be necessary to fully understand how the technology was being
deployed, what its impact was, and how it can be governed in a way that would ensure
the protection of human rights.
b. In the case of operators, we used the interviews as an opportunity to learn more about
the technical strengths and limitations of their products and services, the rules and
regulations that apply to their deployments, and the internal processes they have
developed to incorporate human rights concerns into their operations.
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c. In the case of policymakers and government agencies, we used the interviews as an
opportunity to verify details about government deployments and gain insight into the
status of efforts to develop regulations and governance structures for the technology.

Developing a Human Rights Framework
1. Conduct a review of existing human rights literature to identify existing principles, tests,
and frameworks for thinking about the impacts and governance of the technology when
used by the public sector.
a. We reviewed human rights literature, including the UDHR, ICCPR, ICESCR, Human
Rights Council General Comments, UN Special Rapporteur reports, and ECHR/ECJ case
law, to identify the primary human rights impacted by the use of facial recognition and
other surveillance technologies by government operators.
b. Based on our findings, we identified and elaborated on the tests that have been applied to
facial recognition and similar surveillance technologies in the past to determine whether
their use by governments violated human rights.
2. Conduct a review of existing human rights literature to identify existing principles, tests,
and frameworks for thinking about the impacts and governance of the technology when
used by the private sector.
a. We reviewed human rights literature, including the UNGPs, Human Rights Council
General Comments, UN Special Rapporteur reports, and ECHR/ECJ case law, to identify
the primary human rights impacted by facial recognition use by private actors.
b. Based on our findings, we identified and elaborated on the tests that have been applied to
facial recognition and similar surveillance technologies in the past to determine whether
their use by private actors violated human rights

Developing Recommendations
1. Conduct a review of existing literature on proposals and recommendations for facial
recognition use and governance.
a. We reviewed reports and publications by think tanks, advocacy organizations, academics,
government agencies, developers, and industry groups to understand the current sets of
issues being debated as part of a conversation around facial recognition use and governance.
b. From these reports, we compiled a list of researchers, advocates, academics, and
policymakers around the world involved in the crafting of these use and governance
recommendations for facial recognition.
2. Reach out to individuals involved in proposing recommendations for facial recognition
governance and request interviews to gather additional information.
a. We spoke to policymakers at the local, regional, and federal level from countries around
the world; academics; advocacy organizations; independent researchers; think tanks; and
other CSOs to learn more about the context of proposed recommendations and identify
priorities for governance.
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3. Based on the results of the literature review and interviews, draft a set of recommendations
for various stakeholder groups.
a. Using the human rights framework developed previously as a scaffold, we developed a set
of recommendations for stakeholder groups drawing both on the ideas surfaced through
our literature review of recommendations as well as through our research and interviews
into global deployment trends and impacts.
4. Refine recommendations through workshops and consultations with experts.
a. We held two workshops as well as a number of individual interviews with experts to
review our draft recommendations and receive feedback on their framing and applicability.
b. Based on the feedback received, we drafted our final recommendations framework.
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