
2018 Election 
Security Scorecard

Campaigns

In 2018, cyber attacks by Russian 
hackers have allegedly targeted multiple 
Congressional campaigns, including 
Senator Claire McCaskill.

Extreme

Severe

Serious

Moderate

Doxing Public release of private documents, 
o�en obtained through cyber attacks
E-Pollbook Electronic records of voter rolls 
used to authenticate voters at polling places
EI-ISAC Elections Infrastructure Information 
Sharing and Analysis Center
ENR Election Night Reporting

Ongoing attacks in 2018

Cyber attacks on campaigns have been used for 
selective "doxing," in which adversaries release 
potentially compromising data on candidates 
and campaigns. These attacks have under-
mined the credibility of candidates, exacerbat-
ed social, economic and political divisions 
among the U.S. electorate, and fueled fears of 
corruption and abuse by government o�icials.

Serious risk to credibility of candidates

Cybersecurity practices for political 
campaigns remain inconsistent, although 
e�orts by DHS and the FBI to provide 
cybersecurity training and support to 
campaigns have had some e�ect. Extremely 
tight budgets, mostly-volunteer sta�s, poor 
cybersecurity awareness, and the use of 
distributed, ad-hoc systems by campaigns 
have made improving campaign security 
di�icult in spite of significant publicity 
around attacks on campaigns and 
campaign o�icials, particularly for local 
and state elections.

Inconsistent

Voter Registration and 
Election Management Systems

Voter registration systems in at least 21 states 
were targeted by Russian hackers in the 2016 
election, although there is no evidence that 
voter rolls were actually changed.

Known attacks in 2016

Attacks on voter registration systems and 
e-pollbooks could be used to steal data on 
American voters, or a�ect Americans' ability 
to exercise their right to vote if their voter 
registration is manipulated. Blocking certain 
voters from the polls could even alter the 
results of an election. 

Severe risk to voting process and election results

Voter registration systems remain vulnera-
ble to cyber attacks, but progress is being 
made on basic cybersecurity standards and 
training, and DHS is coordinating informa-
tion sharing and incident response 
exercises with state election o�icials. 

Improving

Voting Systems

There is no evidence of foreign tampering 
with U.S. voting systems in 2018, but 
known vulnerabilities have been demon-
strated in many of the most widely-used 
voting systems in the U.S.

Demonstrated vulnerability

Cyber attacks on voting systems could be 
used to disrupt the voting process, or even to 
directly manipulate votes, perhaps the most 
widely-feared form of election manipulation. 

Extreme risk to voting process and election results

Vulnerabilities in voting machines and vote 
counting systems have received a lot of 
attention since 2016, but most voting systems 
are not connected to the internet, and getting 
physical access to a large number of machines 
would be challenging, particularly for a foreign 
adversary. Furthermore, most states have 
plans to replace aging voting systems and 
implement a paper audit trail for all votes.

Improving

Election Night Reporting

No evidence has emerged of foreign 
tampering with election night reporting 
systems, but exploitable vulnerabilities in 
o�icial election websites, traditional and 
social media platforms could be exploited 
by foreign actors. 

Demonstrated vulnerability

While attacks on election night reporting 
systems cannot a�ect the actual 
outcome of the election, if reported vote 
tallies are manipulated it could call the 
real results into question, even if they 
are ultimately verified.

Serious risk to credibility of election results

Secure election night reporting has 
received comparatively little attention and 
resources relative to voter registration and 
voting systems, and known vulnerabilities 
in o�icial election night reporting websites, 
traditional and social media platforms 
remain unaddressed.

Weak

Severe Serious Serious Serious

IDS Intrusion Detection System
MS-ISAC Multi-State Information Sharing 
and Analysis Center
VVPAT Voter Verified Paper Audit Trail
VRDB Voter Registration DataBase
VVSG Voluntary Voting System Guidelines
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