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How the Blockchain Can Help
Venezuela’s Future Recovery
Promoting Sound Policy Foundations for Venezuela’s
Postcrisis Recovery and Reform
Abstract
Nicolas Maduro’s misguided attempt to create a government-controlled and natural resourcebacked cryptocurrency (“Petro”) is nothing more than a desperate effort to try to facilitate
international finance while avoiding U.S. sanctions on new debt issuance. However, there
remains the potential for blockchain platforms to empower Venezuelans through legitimate
means during the country’s future recovery. These benefits can extend to future government
institutions, the private sector, and nonprofit organizations. Blockchain technology can radically
shape the rebuilding of Venezuela during a “Day After” scenario for the better.

Background
The situation in Venezuela today represents one of the most serious political, economic, social,
and humanitarian crises the Western hemisphere has ever endured. Once a sophisticated
country during the mid-twentieth century, Venezuela has now collapsed under the narcostate
regime of President Nicolas Maduro—a collapse characterized by hyperinflation, widespread
scarcity of food and medicine, and high-speed disintegration of institutions. Today, Venezuela
ranks last in most global rankings for economic, security, and social well-being indicators. And
the continuous increase of civilian deaths and misery depict a country with a level of
destruction resembling those in war.
While the country’s future remains unclear, the next Venezuelan administration, whenever it
arrives, will require sustained and coordinated international support to relieve the suffering of its
people and lead Venezuela in the right direction. Extensive and immediate political, economic,
and institutional reforms, backed by significant international humanitarian aid and technical and
financial assistance, will be essential for the stabilization and recovery of Venezuela. Since the
magnitude of the challenges remaining ahead are so complex, costly, and socially sensitive,
innovative solutions will be needed to maximize Venezuela’s best chances to recover in the near
term, and progress in the long term. Venezuela is prime for a solution that is “out-of-the-box.”
The positive global impact that technology and innovation have on human life today was
unthinkable just a few decades ago. The Internet has revolutionized the computer and
communications world, accelerating the pace and reach of globalization today. Communities
can develop quicker due to the Internet’s ability to provide global access, among other benefits.
We are only about two decades in on the continuing development of the Internet and its
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applications—and it has already fueled the creation of new technologies, such as blockchain.
Although still “in diapers,” blockchain platforms are already showing significant promise of
improving the way in which people cooperate, transact, and trust one another—capable of
tackling challenges around the world.
Given its decentralized nature, blockchain-based policy programs would help enhance
individual rights, rebuild more transparent institutions, and prompt the recovery of the private
sector in Venezuela. Although technology may not have the capacity to relieve Venezuela of its
current authoritarian dilemma, new technologies that are becoming increasingly available and
effective can help to positively shape the rebuilding of Venezuela during a “Day After.”
The blockchain is a digital, decentralized, and distributed ledger that can be public, private, or
both. Similar to an accounting book, distributed ledgers record a list of transactions and verify
individual ownership—through a peer-to-peer network consensus mechanism, where each
computer participates in adding to a shared history. This “shared history” is independently
maintained on each computer in the network. Once consensus is reached within the network,
through a consensus protocol that guarantees the integrity and consistency of the process,
transactions cannot be altered by third parties like banks, governments, malicious actors, or
even members of the blockchain network. Blockchain technology is already being used and
explored by different industries worldwide, most notably in financial services and banking
industries. Among the main benefits, the blockchain can enable participants across the world to
lower transaction costs and streamline processes, while providing enhanced security and trust.

In the twentieth century, ledgers moved from hard copy to centralized digital
ledgers. In the twenty-first century, ledgers will move from digital to
decentralized and distributed ledgers.
Source: CSIS.
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Public blockchains are decentralized and distributed, meaning they are not controlled by
anyone except for the two people involved in the transaction. Instead, mathematics and
cryptography run the blockchain, and users of the network participate and contribute. The
blockchain is an open network that anyone can access and use in a permission-less manner
(i.e., there is no central authority, approving who can participate). Lacking a central authority
makes the blockchain unique because transactions are made securely, error-free, without the
need (or expense) for intermediaries.
The first implementation of blockchain technology was bitcoin, which is why much of the focus
is on financial blockchain applications and other “cryptocurrencies.” Bitcoin is a peer-to-peer
digital currency, or cryptocurrency, used for the speedy and secure transfer of value anywhere
in the world. Created in 2009 by an unknown software developer or group using the alias
Satoshi Nakamoto, bitcoin is the world’s first open payment network in which anyone with an
internet connection can participate, making it the most accessible finance tool in today’s
financial market. Since bitcoin launched, cryptocurrencies have become increasingly popular,
especially in the last two to three years. There are over 2,000 digital currencies today; most of
them run on a blockchain, and provide different features and experimentation with monetary
policies. Contrary to traditional currencies (or fiat money) whose issuance is determined by
central bankers, cryptocurrencies’ monetary policy is predetermined, set in the code, and then
carried out by users, who cannot change the rules of the game but receive benefits from
participating in the network.
The rise of cryptocurrencies is not the only story—blockchain applications are also quickly
expanding beyond traditional notions of value transfer. Ethereum is perhaps the most important
blockchain, or decentralized platform, that runs “smart contracts” or computer programs. This
platform allows applications to run exactly as programmed “without any possibility of
downtime, censorship, fraud or third-party interference.” Ethereum is already being heavily
researched and applications are being developed for use in business services, banking and
payments, charity, health, insurance, identity management, and others. The combination of
these features could benefit Venezuela’s future to deal with complex policy decisions during a
recovery phase.
Venezuela’s economic and institutional meltdowns pose an increasingly serious and potentially
destabilizing risk for neighboring countries, and the rest of the hemisphere. This situation has
led the United States, the Lima Group, the European Union, and multilateral organizations to
make the restoration of stability and democracy in Venezuela a top foreign policy priority.
However, the reconstruction challenges will quickly come to light when Venezuela recovers its
democracy.
This report highlights an innovative framework of how the blockchain technology can be used
to help rebuild Venezuela when the time comes. These benefits include providing humanitarian
aid more efficiently, enhancing property rights (a key driver for the Venezuelan people to
prosper), increasing transparency, tackling corruption, and combating vote rigging. Countries
with weak institutions, rampant corruption, and hyperinflation, like Venezuela, could see
benefits if blockchain is implemented at both private and public levels. Supported by privatesector-friendly policies, strong political leadership, and transparent and functioning institutions,
blockchain could shape Venezuela’s future for the better.
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International Humanitarian Assistance
Venezuela is experiencing a profound public health and food emergency, which is directly
caused by the Maduro regime’s policies. Shortages of food and medicine, failing public health
infrastructure, increasingly negative indicators related to maternal and child health, infectious
diseases (including malaria), and other noncommunicable diseases such as diabetes, represent
one of the worst humanitarian crises in the region’s modern history. While a majority of the
country’s 30 million people lost an average of 19 pounds of weight due to a lack of food in
recent months, escalating violence and poverty have forced about 500,000 Venezuelans to flee
to neighboring Colombia, where they also live in dire conditions. As the loss of lives rapidly
increases, international humanitarian assistance will be the top priority when starting recovery
efforts in Venezuela.
Blockchain-based humanitarian aid programs could help Venezuela to receive and distribute
massive international humanitarian assistance more efficiently and without reliance on corrupt
government and military distribution channels. Since blockchain is a way of organizing data
through a distributed ledger, without the need of a central authority, the technology can speed
up transactions while lowering the chance of fraud or data mismanagement. Building Blocks, a
World Food Program (WFP) and United Nations program, is using blockchain technology to
enhance their ability to record every transaction that occurs at a retailer, ensuring greater
security and privacy for all parties involved. Building Blocks uses biometric identifiers to
distribute food assistance to more than 10,000 Syrian refugees in the Azraq Refugee camp in
Jordan. This program was so successful that the project has since been extended indefinitely.
The WFP is now piloting a variety of blockchain-based programs, from humanitarian food
distribution and identity management, to retail and supply chain tracking produce from farm to
table.
Considering that humanitarian aid is a limited resource with massive demands in almost every
continent, cutting costs and corruption from third parties should be a priority for the
international humanitarian aid community. The finance industry is already learning about the
benefits. According to a Santander FinTech study, blockchain technology could reduce the
financial services infrastructure cost up to $20 billion per annum by bypassing slow, expensive
payment networks. With the use of blockchain, humanitarian aid providers can enjoy similar
benefits from removing the “middleman,” while reducing overheads and ensuring more funds
are redirected to the people in need.
Given Venezuela’s weak and politicized institutions at all levels, the humanitarian aid community
should see blockchain-based aid programs as a tool to remove the need for costly (and often
compromised) intermediaries such as Maduro’s mostly military-controlled government
institutions and compromised banks. The Local Production and Supply Committees (CLAP), the
food distribution system that is controlled by the military and highly subsidized by the regime, is
perhaps the clearest proof of social control and manipulation. Responding to future
humanitarian aid needs to be as transparent and apolitical as possible. Blockchain-based
humanitarian platforms could help achieve those objectives.
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Venezuelans look for food outside a looted supermarket in Caracas.
Photo credit: RONALDO SCHEMIDT/AFP/Getty Images.

Improving Transparency and Tackling Corruption with Blockchain
After nearly two decades of “Twenty-First-Century Socialism,” as former president Hugo Chavez
called his revolution, corruption has completely taken over the country and its institutions.
Venezuela is now one of the most corrupt countries in the world, currently ranking 166 out of
176 countries in the 2016 Corruption Index of Transparency International. The country’s
corruption takes place in multiple forms: grand corruption, derived from major policy decisions;
bureaucratic corruption, including the abuse of authority to make personal gains; and systemic
corruption, integrated into the economic, social and political systems. An estimated $1 trillion
has been stolen just in the last decade alone, due to institutionalized corruption in Venezuela.
Blockchain has drawn worldwide attention for its ability to create highly transparent and secure
systems for such purposes as transferring cryptocurrencies. But blockchains can also be used as
a tool to verify public spending, limiting data manipulation and corruption. Implementing
blockchain-based governance and accounting tools in both private and public organizations
can restraint avenues for corruption, as blockchain ledgers would have a transparent record and
a footprint of all transactions and expenditures.
As solutions go, why not consider creating a “day after” blockchain-based fund to help rebuild
Venezuela? As the next administration in Venezuela will find, especially given the collapse of its
economy and oil industry, the nation will need extensive financial support from the international
community. Creating a blockchain-based fund would increase both effectiveness and
transparency while limiting corruption as the technology can track all of its transactions. In
Moises Rendon | 5

addition, since the country lacks independent institutions, the international community should
encourage the implementation of blockchain-based systems that help track its international
assistance funds, this will save time and money, and ensure that funds are being directed
appropriately.
The idea of tracking public spending using the blockchain technology may sound far-fetched
today. However, given that blockchain technology can run automated smart contracts with
preexisting instructions (like a will), the technology could be handy for anyone who wants to
prioritize openness and transparency. Contrary to traditional contracts, blockchain contracts
allow developers to program specific conditions and performance so that they can be selfexecuted. A day-after blockchain-based fund could enjoy a “multi-signature” account function,
for instance, so that funds are spent only when a required percentage of people agree.
Petroleos de Venezuela, S.A. (PDVSA), Venezuela’s state-owned oil company, which after having
been a top company in the second half of the twentieth Century is now on the brink of collapse,
is perhaps one of the most corrupt institutions in the country. A future strategic private sector
and government in Venezuela, when rebuilding its oil industry, could have PDVSA’s accounts
and transactions run in a blockchain platform, which would increase transparency and combat
corruption. 57 percent of large corporations—each composed of over 20,000 employees—are
considering, or are already in the process of, deploying blockchain. An error-free and selfexecuted blockchain ledger can keep track of PDVSA’s transactions in an efficient and
transparent way, benefiting internal and external stakeholders who do business with PDVSA.

Source: CSIS.
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E-Voting and Blockchain
Despite Venezuela being a sophisticated country with a strong voting culture in the twentieth
century, vote rigging is now the norm. Fraudulent practices such as state-backed interference
by irregular groups, looting of ballot boxes, and false results reported by electoral bodies,
among others, are part of Venezuela’s recent electoral precedents. In the three official elections
held in 2017, including the July Constituent Assembly, October gubernatorial, and December
mayor elections, the official results reconfirmed that Venezuela’s democracy cannot be restored
by constitutional means. The current electoral system is led by a corrupt cabal unwilling to give
up the regime’s concentrated power, despite multiple polls registering the regime’s loss of
popular support and the consequences of an unprecedented humanitarian, economic, and
political crisis.
Under unfair and nontransparent election procedures, the Chavista-stacked National Electoral
Council—Consejo Nacional Electoral (CNE)— has helped the regime to not only obtain most of
the votes, but also use voting as a mechanism of social control and blackmail, violating
constitutional norms. According to a report, 2.6 million people voted in favor of the government
in December’s municipal elections because they were afraid to lose CLAP benefits. Voters’
privacy was first compromised when former congressman Luis Tascon, at the request of
President Chavez, published the voters’ chosen preferences in the ballots of the 2004 recall
referendum against Chavez. Known as Lista Tascon, this was a tool for open political
discrimination and harassment: approximately half a million public employees were fired and
many others were denied passports or even the all-important cédula (National ID). Since then,
Venezuelans’ trust in the CNE has only weakened.
While there are existing policy mechanisms to help electoral systems become more transparent
and independent, blockchain technology can provide a secure digital ballot box that cannot be
hacked or allow results to be altered, and can protect voter identities while reducing costs.
Horizon State, a blockchain-based application, intends to modernize democratic processes
around the world, particularly those in the developing countries. This platform promotes
participation, facilitates deliberation, and creates opportunity for informed decisionmaking. Its
founder argues that while the Internet could theoretically enable e-voting, there has been no
viable option to secure the vote digitally. However, given its distributed and decentralized
ledger, blockchain can now record voting independently and securely.
The transition must be a Venezuelan-led effort, guided by private-sector involvement and
political will. However, engaging the Venezuelan society at every level, as well as effectively
consolidating the disparate agendas, will be crucial to minimize political risks and consider input
from all sectors. An Australian-based application, MiVote, aims to shake up democratic
processes with a click and a tap by letting its citizens vote on policy issues as they happen. By
cryptographically encrypting transactions (or in this case votes), this application securely
records policy opinions throughout the country. As the CSIS Venezuela’s postcrisis recovery and
reform framework indicates, the future administration will need to make complex decisions that
will affect all the Venezuelan people. Involving the Venezuelan society through innovative,
secure, and low-cost blockchain-based applications, such as MiVote, would only benefit the
decisionmaking process to recover the country moving forward.
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Blockchain’s Influence on Property Rights in Venezuela
As I noted in a previous article, in 1763 immigrants to the North American colonies had more
secure property rights than a native-born Venezuelan does in the twenty-first century. As
Nicolas Maduro continues to implement essentially communist policies, Venezuela drops
further down the International Property Rights Index, ranking 126 out of 127 countries in 2017.
Weakening property rights and suffocating the private sector have been part of the regime’s
economic policy playbook. More than 1,200 private companies were expropriated during Hugo
Chavez’s administration from 1999 to 2013. Mision Vivienda, a government program that gives
free houses (but not deeds) to poor Venezuelans, has become a political tool that not only
increases the regime’s social control, but also limits house holders in their ability to create
further value as the houses are not fungible assets. In addition, price and currency exchange
controls are only a few of the government-established barriers to upward mobility that
continuously limit the economic potential of assets. Capital control, expropriation, and the lack
of formal recognition of private property negatively impact the country’s economic dynamics
and create “dead capital,” limiting Venezuela’s society to prosper.

General view of the Petare shantytown in Caracas.
Photo credit: JUAN BARRETO/AFP/Getty Images.
A future administration will need to foster reforms to protect property rights and establish
incentives for the private sector to reinvest in Venezuela. The use of blockchain and smart
contracts for land registry, such as those that the Swedish and Indian governments are exploring
with ChromaWay, can help smooth and improve property right reforms moving forward.
Decentralized digital ledgers can record the formal and informal property holdings of
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communities, improving the owner’s security and unlocking financial opportunities. Venezuela
currently ranks 135th for registering property in the 2018 Doing Business Index by the World
Bank. But this cutting-edge technology can help reduce the administrative burden of land
registration and eliminate fraud and errors, while building audit infrastructure on top of existing
public registries for property rights registration. Blockchain-based registry programs can also
mitigate the possibility of corruption while also providing homeowners with secure and
verifiable electronic deeds.
The Institute for Liberty and Democracy (ILD) has initiatives worldwide that look at how modern
open-source technology, like blockchain, can be used to potentially solve some of the
structural issues that lead to poverty, such as weak property rights. Peruvian economist and
ILD’s founder, Hernando De Soto, who piloted transformational land-titling in Peru in the 1990s
is part of the effort. De Soto is currently joining forces with entrepreneurs and investors to start
developing a pilot blockchain-based system using mobile applications and social media
integration that will bring to light the thousands of “disconnected ledgers” (i.e., informal
ownership records) that exist at local levels in communities around the world. Venezuela’s
future administration could integrate this type of initiative to allow Venezuelan homeowners the
ability to formalize their property and deeds.
Recognition of property rights, especially with a transparent and decentralized mechanism like
blockchain, could boost Venezuela’s economic growth. The Venezuelan people, particularly
those deprived from formal deeds, like Mision Vivienda homeowners, could use blockchain to
register their titles. This technology could also encourage homeowners to look at their homes
as more than just a house or shelter—but rather as security for credit in order to start or expand
a business, for example. In an oil-dependent economy, encouraging Venezuelans through the
recognition of their property rights will unlock “dead capital” and unleash their full financial
potential to prosper by themselves.

Conclusion
Blockchain technology can help us reshape economies, industries, and civil societies for the
better. In the policy world, we can utilize this technology to provide humanitarian aid more
efficiently, facilitate domestic and international transactions, increase financial inclusion, tackle
corruption, improve government transparency, and improve property rights, along with
numerous other solutions, many of which are still undiscovered.
However, blockchain technology is meant to be a tool, rather than an all-encompassing
solution to solve the nation’s current policy issues. No transformation can succeed unless it is
built upon strong political leadership and a unified sense of commitment to support a dramatic
change in process. The implementation of blockchain to help rebuild Venezuela will rely on
both the availability of blockchain applications by recognized international organizations and
private-sector companies in areas needed for the country, and a transitional Venezuelan
government and society willing to embrace new technologies to help rebuild the country.
The current crisis in Venezuela is so unprecedented and severe, it demands policy solutions that
are innovative and creative. A transitional administration’s policy decisions will impact future
Venezuelan generations. Only by applying worldwide best practices, welcoming expertise and
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assistance from the broad Venezuelan diaspora and the international community, and
embracing innovative solutions such as blockchain, will Venezuela be able to face the
challenges that lie ahead and make a successful recovery.
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