
The Simon Chair usually looks at how economic statecraft can help promote 
economic growth, open markets, and high standards. These are all issues of 
strategic interest to the United States, but sometimes the tools of economic 
statecraft have a more direct relationship to supporting national security. Earlier 
this year, the Simon Chair hosted a seminar supported by the Japan External 
Trade Relations Organization, which compared and assessed the effectiveness 
of U.S. and Japanese technology control regimes. Those who follow this space 
may remember a major bipartisan report released in 2009, which argued that 
globalization had rendered key parts of the U.S. system outdated; it concluded 
that controls meant to strengthen America’s national security and economic 
strength were undermining it. In the years since, the challenges facing the United 
States and its allies have grown, in particular as connectivity and competition 
between states to seize the “commanding heights” of the innovation economy 
have intensified. The Simon Chair seminar, which looked at export controls 
and national security investment review mechanisms, highlighted worrying 
gaps in both countries, as well as ambivalence over how technology controls 
can best promote national security in the twenty-first century.

There are four principal ways in which sensitive technology—including technologies considered dual use (having both commercial 
and military applications)—can get into the wrong hands. First is through the export of security-relevant goods and services, from 
hardened telecommunications equipment to solid propellant rocket engines. Inbound direct investment provides a second avenue 
and can impair national security by placing sensitive technology assets under foreign control. A third vector is cyber-enabled theft of 
data, which offers a means to instantly capture and spirit across borders volumes of sensitive documents that in earlier eras would 
have required legions of spies to carry. Finally, technology can be stolen through human intelligence operations and traditional spying, 
arts still well-practiced in the digital age.

Export controls and investment review mechanisms are designed to mitigate technology leakage via the first two avenues, and in 
addition to coordinating with multilateral regimes such as the Wassenaar Arrangement, both the United States and Japan maintain 
distinct national-level systems for each.

Established in 1949 at the onset of the Cold War, the U.S. export control system falls under the auspices of three different cabinet 
departments (State, Defense, and Commerce) and, appropriately, has a triple mandate: preventing proliferation of WMD-related and 
other sensitive technologies; promoting foreign policy objectives, such as regional stability and human rights; and preventing cases 
of short supply (i.e., ensuring availability of critical materials). Japan’s export control system, authorized under the Foreign Exchange 
and Foreign Trade Act of 1949 (FEFTA), aims to “contribute to the maintenance of national as well as international peace and security 
while maintaining the principle of free trade.” Managed by the Ministry of Economy, Trade, and Industry, its policy goals are largely 
the same as its U.S. counterpart.

In contrast, the U.S. and Japanese mechanisms for reviewing inbound investment have somewhat different mandates. The Committee 
on Foreign Investment in the United States (CFIUS), an interagency body led by the Treasury Department, reviews inbound investments 
that may pose a threat to national security. Japan’s investment review mechanism, led by the Ministry of Finance, has a broader 
mandate. It is authorized to review of any investments that might affect not only national security, but public order, public safety, or 
the economy. Unlike CFIUS, which is a voluntary process, notification of qualifying investments is mandatory in Japan, with penalties 
for noncompliance.

Despite decades of hard work by policymakers and repeated rounds of revision, these systems are decidedly imperfect, but history 
suggests this is par for the course. Centuries before the arrival of the Internet, technology control regimes had a long and celebrated 
record of failure. In the late 1700s, strict laws forbidding the export of British textile technologies did little to stop “Slater the Traitor” 
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from crossing the Atlantic and helping to build a thriving American 
textile industry using British designs. During World War II, Soviet 
spies were able to discover the top-secret Manhattan Project even 
before the Federal Bureau of Investigation, and their espionage 
efforts helped Moscow develop the capabilities to detonate a 
home-built atomic weapon in 1949. More recently, the United 
States has struggled to contain leakage of national security–
relevant technologies, such as those involved in high-performance 
computing. 

This last example reflects trends that are making technology control 
harder than ever. Since the 1940s, security-relevant technology 
assets have diffused across a far greater range of actors. The 
arrival of the Internet has dramatically increased the rate at 
which technologies spread and enabled the rise of globalized 
research and development processes and global value chains for 
high-technology products. The private-sector role in meeting the 
technology needs of the U.S. and allied militaries is continuing to 
expand, and many leading technology companies require access 
to foreign markets to maintain their competitive advantage. All of 
this has made technology harder to manage through unilateral—
or even multilateral—control regimes, and the advent of new 
technologies, such as 3-D printing, will only exacerbate this trend. 
The more that processes and know-how can be translated into 
data, and the easier it becomes to interface with and translate data 
directly into products and services, the more difficult technology 
control will become. 

Participants in the Simon Chair seminar largely agreed that U.S. 
and Japanese systems are not keeping up with these challenges. In 
the United States, the process of creating a unified export control 
list across relevant government agencies is ongoing after the better 
part of a decade. Current controls of “deemed exports”—effectively 
rules governing the sharing of sensitive information with a foreign 
person—remain inconsistently enforced, and communication 
across agencies tasked with assessing security risks and those that 
approve visas remains ineffective. In Japan, growing numbers of 
foreign students and joint research ventures between Japanese 
and foreign businesses present new challenges to minimizing illicit 
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Export controls sometimes seem a bit outlandish: life 
jackets, horses, paraffin wax, and Western red cedar 
were all items on U.S. control lists as of 2013. Are we just 
too creative in imagining sinister uses for conventional 
goods? After all, even the PlayStation 2 required an export 
license when it debuted in 2000—and a group of freight 
forwarders were arrested in Florida for selling PlaySta-
tion 3 consoles to Paraguay in 2010.

Maybe, maybe not. That same year, China’s National Uni-
versity of Defense Technology built what was the world’s 
fastest supercomputer by relying (in part) on graphics 

technology transfers. Japan’s investment review system is also in 
need of updating, as is authorizing legislation, which only provides 
jurisdiction over investments by nonresident individuals, meaning 
any individual who has lived in Japan for more than six months is 
exempt.

There are a number of ways current systems might be improved. 
For the United States, stronger economic intelligence capabilities are 
needed to support both CFIUS and U.S. export controls. This means 
more resources for analysis of end-users of controlled materials, 
among other activities. The period for secondary CFIUS reviews, 
currently a maximum of 45 days following an initial 30-day review, 
should be lengthened to allow comprehensive analysis of complex 
transactions. In order to strengthen its export control system, Japan 
should similarly enhance its economic intelligence capabilities, but 
investment review reform is perhaps the more pressing need. Tokyo 
should consider moving toward a more national security–focused 
system, similar to CFIUS, and extend the mechanism’s jurisdiction 
to include review of investments by foreign persons instead of 
only nonresidents. Both countries should also look for ways to 
enhance public-private information sharing, including with regard 
to instances where companies independently deny actors seeking 
controlled materials. Information on these aborted transactions is 
not currently aggregated.

None of these changes represent full solutions to the challenges 
facing the American, Japanese, or allied technology control regimes. 
Technology control is getting harder and competition to control 
valuable technology assets is increasing. In other words, current 
systems may require a fundamental rethink. In the meantime, the 
suggestions above may provide a useful starting point for improving 
the current system, and the Simon Chair looks forward to exploring 
these issues, challenges, and opportunities for reform further in 
the months to come.
David A. Parker is an associate fellow with the William E. Simon Chair in Political 
Economy at CSIS. Global Economics Monthly is published by the Center for Strategic 
and International Studies (CSIS), a private, tax-exempt institution focusing on 
international public policy issues. Its research is nonpartisan and nonproprietary. CSIS 
does not take specific policy positions. Accordingly, all views, positions, and conclusions 
expressed in this publication should be understood to be solely those of the author. © 
2016 by the Center for Strategic and International Studies. All rights reserved.

chips found in video game consoles. Supercomputers have 
important defense applications, including weapons design 
and code breaking, which might justify some of Sony’s lost 
sales.

Still, this doesn’t mean controls are always the right 
answer. Export restrictions didn’t stop China constructing 
its latest and greatest supercomputer—it just uses Chinese 
chips. Simon is skeptical based on personal experience as 
well: Beijing’s 14-year ban on importing video-game con-
soles (since lifted) did nothing to save Simon from years of 
online beatings at the hands of Chinese gamers…  
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