CSIS

Center for Strategic and I nternational Studies
1800 K Street N.W.

Washington, DC 20006
(202) 775-3270
Acordesman@aol.com

The Air War Lessons of Afghanistan:
Change and Continuity

Anthony H. Cordesman
Arleigh A. Burke Chair in Strategy

January, 2003



Cordesman: The Lessons of the Afghan Conflict 5/19/03 Page 2

Table of Contents

WARFIGHTING LESSONSIN AN ERA OF LIMITED WARS, LIMITED RESOURCES, AND LIMITED

LR T = S T, 5 |
DRAWING LESSONS WITHOUT HARD DATA ....ivieietieieesectsistsessesesssesssassesssessessssssesssossssssssssssosssesesssssssssesessseseas 6 |
[CONFLICTING STRATEGIES THAT LESSONS MUST BE APPLIED TO ....veuveviteeetieteeeeteeteeeeteeteeeeteeteeteteeteeeeteereeneseerennas 7 |
No WARFIGHTING LESSON MATTERS WITHOUT EFFECTIVE RESOURCE MANAGEMENT ........cceeecrececeseseseseecssececnenes 8 |
[CONSISTENT EVOLUTION IN PREVIOUSWWARS. ......c..oceveieereeeersseseeesseserensesesessesesssesssassesesassesesessesssessesesesssssssssesnsas 9 |
[CONSISTENT PROBLEMS IN PREVIOUS WARS. ... 1. tctisistsetsesteesserertssesesssssatses st sesesststsessesssseatsesseaeseneestsessesessssssssseas 10 |
MAJOR LESSONS DIRECTLY RELATED TO AFGHANISTAN ......cveeveeeeveveeeevereerereeseserensesereeseseressesesssseseseesecesseseeneseences 11 |

BETTING THE STAGE: A UNIQUE WAR .....cooveieeteteeeeteeeeeeeeeetees et et s e er s ssensesesenensesesensesesesansesaesesnsas 12 |
[THE UNIQUE CONDITIONS OF THE CONFLICT .....tstreseeuisesieseesasssessesseseseseseassssesesesesseasnsssssessssessssasssseseseresseesassas 13 |
[THE LIMITATIONS OF THE AFGHAN CONFLICT AND LESSONS FOR “IRAQ” .......oveiereesectseerereereeenseserensesesensesenansees 14 |

PROFESSIONALISM AND READINESS: THE LESSON THAT UNDERPINSALL OTHERS ...ococovieenne. 15 |
MILITARY PROFESSIONALISM AND READINESS.......ccititieieieieieieressesessssesssessssesesssessssesesssssssssssssososssssssssssssesesesenens 16 |

[THE SIZE OF THE AIR WAR AND FORCES ENGAGED ........coooooueuiiieieiteeterssrreeseeenseteensesensseereensesenns 17 |
US AIRPOWER IN RECENT REGIONAL CONFLICTS......evevveveveeeerereerereesereressereseeseseressesessssesesessncessssneneeeseceeseseensseeeces 18 |

[THE REEM ERGENCE OF THE BOMBER AND THE LIMITED ROLE OF CRUISE MISSILES............ 19 |
[THE REEMERGENCE OF THE BOMBER? .....iuiuisisistetsesotsiisisiesestatststsesietete st st atseseseresee st et aetsesssesteseseseseserereressesestsass 20 |
[ICHEAP CRUISE MISSILES AND NAVAL STRIKE POWER .......c.coveeveeeeeeeeseeeseeveveeseeseeeeseeseeesesseeeeensseeeeeeesneesenesnessenea 21 |
POST GULF WAR SHIFTS IN AIRPOWER: “EFFECTS BASED” BOMBING........ccccuvitiieeueireieeeesteseesesreseesesresessesseseesesrens 22 |
BUT, ISAIR POWER REALLY ANY WISER IN EXECUTING STRATEGIC/INTERDICTION BOMBING ....cececriririereecrerecs 23 |

KEY AIR MUNITIONSAND THE ROLE OF PRECISION .....ooovveeeieeeeeeeeeeeeeeeeeeeeesseseeessesernenensesesesees 24 |
[THE ROLE OF PRECISION. ......vcuvovvetievetetieeeteteeteteteesetetesetessessseseessseseesssesessseseesssesenseseseasssesensssesesssesensssesesssesenne 25 |
[THE IDAM: CUTTING THE COST OF PRECISION STRIKES..........c.vevseveveeeevreerereeseseressesereeseseresseressesneeseeseceeseseeeeeences 27 |

JUAV'S, GUNSHIPS, AND ..ottt ettt ees et et sessaesesenensesesessesenssesesssesssassessenssesssssessesssesnsasseensseas 28 |

A N S S S 28 |
IS RN e e A S 29 |
[THE ROLE OF PREDATOR UCAV S .....oveviiieteieteteee ettt teteestetaetasetansssesassssesansssesesssesensssesensssesensssesensssesenens 30 |
[TRANSFORMATION AND UAVIUGCAVS.......oooveeeeeeeeeeeeteeeeeeveevenseseeeeseseeesnseeeesesnsesneeeeesneneessnceesesnenseesneneessnensaeenees 31 |

RS = 32 |




Cordesman: The Lessons of the Afghan Conflict 5/19/03 Page 3

MWEAPONS AND TECHNOLOGY : OTHER ADVANCES........c.veoveeeeeeeeseereeeseeesesseseeseeseeeesessneeseeeseeesenesnessenesnessenesnesseneas 33 |

FINDING ADEQUATE ELECTRONIC WARFARE ASSETS....oucvuiesireseieeiessssssiessessissssssssssssnseessssssssssssssssssssssssssesens 34 |

| NN Yoo 36 |
[THE PROBLEM OF DISTRIBUTED WARFARE: WHAT DOES THE ENEMY LEARN FROM PARTIAL DEFEAT............... 37 |
[THE CHINESE CASE AND MORE SOPHISTICATED APPROACHES. ......ovisiacsssssssssssssssessssssssessssssssssssssssssssssssnsensea: 39 |

N 40 |
IREN SR = S I SR e ——— 41 |
| S R R = ST TN T — 41 |

[COUNTER-PROLIFERATION AND PREEMPTION .......c.veveveeveveeesereseerereeseseressesesessesesessesesseseseeessncesssensnsseseceesesneneseseees 42 |

[CBRN WEAPONS. RESPONSE AND COUNTER RESPONSE .........cuveviueeiiiieiereeseeerseseressessessessnssessessessssssesesssessssesens 43 |

[CBRN WEAPONS. THE PROBLEM OF TARGETING AND AGENT DESTRUCTION ....cvvveveviiverieeetereenseererereresnssesennas 44 |

[THE CONDITIONS UNDER WHICH THE US WILL PREEMPT .....0uiuieieiecsiesssesssssessssessssssssssssssssssssssssssnsssssssssassssssssans 46 |
COLLATERAL DAMAGE AND CIVILIAN CASUALTIES:.....cociitetcuceieiseeseeseesesesesessseseescesesessssssnsnsnsnsnens 47 |
IR NSNS A 47 |

CiviLIAN COVER, HUMAN SHIELDS, AND HUMAN RIGHTS ASWEAPONS OF WAR ........cooveeveeseceveeseereesseseesesnnas 48 |

DOING MORE TO MINIMIZE CIVILIAN CASUALTIES ......v.eeveveeeevereerereeserererserereeseseressesesessesesessesessssnensseseceeseseeneeeenees 51 |
[THE MEDIA PART OF THE AIR BATTLE . ..otiitieiissssitseesssieseessssesssssseessetsssossasssossstesssesessesssasssssssssssssssssssssssssseas 52 |
DEEP SHELTERSAND HARD TARGET KILL ..ocuoovivetiiieteeeeeeeteeeeeeteeeeee ettt eteeveneteeneneaeseannns 53 |
HARD TARGET KILL CAPABILITY ....etetetseeeteeseesetseseseeseserensesesssesesessesesssesesassesssssesssassesssssesssssessenssssnsssessensses 54 |
HARD TARGET KILL VERSUS DISPERSAL, CIVILIAN COVER, AND DECEPTION.....ctsiriesiserirsisissessisessessesesarsessssssees 55 |
POWER PROJECTION .....ciieitiiieieieieieiessesesseesssseseseassseseseseessasasassssessssssesssssssssesesesesasssssesessssssessasassesesesesseseasaees 56 |
POWER PROJECTION AND FORCE TRANSFORMATION ...tsotestsstsererstsesteeestsetsesttsesestetsestesesssstsesseseseresstsesseesessssessees 57 |
POWER PROJECTION: THE VALUE OF STRIKE RANGE .....veuveeteeiieteieceteeteieteeseeeeneseeeeeseeseeseeeeneseeseeseesenessesensssees 59 |
POWER PROJECTION: MID-AIR REFUELING.........c.eoveeereseeerseserereesesesseseresseseeesseserssesssessesssessesssessesssassesseessesnsasseees 60 |
POWER PROJECTION: THE WEIGHTLIFTING CONTEST IN TRANSFORMING GROUND FORCES. ......cciriieirieieieiseceeas 61 |

DOINT WARFARE, COALITION WARFARE, AND INTEROPERABILITY .oooieviiiiisisisieeee, 63 |




Cordesman: The Lessons of the Afghan Conflict 5/19/03 Page 4

oINT WARFARE: I TS CHANGING NATURE AND THE COMBINED ARMS MIX .c.veeeeeeseeeeeeveeeeeeeseeeseeseeeeeeas 64 |
DOINTNESS: THE “NEW” AIR-GROUND LINKAGE ....oisisiiriieissiisiseiisiesiseies s s s s sesess i ee s in s s st 66_|
POINT WARFARE: OPERATION ANACONDA: BOMBER AND ATTACK HELICOPTER LESSONS.......ccvcvetiveeeraeerrenearns 67 |
JoINT WARFARE: “ ASSET INTEGRATION” AND NEW APPROACHES TO LAND WARFARE ........ocovieriererieisssssesesenees 68 |
JoINT WARFARE: REMOTE COMMAND AND INTELLIGENCE LESSONS .....ovuieeieiiessiiessisseseseessesssssesssssseessssssesseseas 70 |
[COALITION WARFARE: THE VALUE OF COALITION WARFARE AND MISSION-ORIENTED INTEROPERABILITY ......... 71 |
[COALITION WARFARE: POSSIBLE L ESSONS FOR L OWER-COST INTEROPERABILITY ......covverevecereesecereeseseseeseseranans 73 |
[TARGETING, INTELLIGENCE, AND BATTLE DAMAGE ASSESSMENT .....coiciiiiisisceeiscse s 74 |
KEY EVOLVING ISSUES IN TARGETING, INTELLIGENCE, AND BATTLE DAMAGE ASSESSMENT .....voveceereririsseenenenens 75 |
[THEMYTH OF TARGET CHARACTERIZATION .....vevvvveeeeteteerereteesesetensssessesesesesssesssssesesssesesesesesssesessesesesssseneasesens 76 |
[THEMYTH OF BATTLE DAMAGE ASSESSMENT .....vvocsssisssesssssssessssssiesssssinsessssssssssssssssessssssnssssssnssssssnssssnsnssssssssnes 77 |
INTELLIGENCE AND STRATEGIC RECONNAISSANCE (ISR), AND CAI/BM:....ccooovieieieressicececesenens 78 |
CLOSING THE LOOP AND THE LIMITS OF CAPABILITY .uviuiiiiiiesiisiscssssssinessesssnssenssnsssnssnessneneas 78 |

ISR: “CLOSING THE SENSOR TO SHOOTER LOOP" TO NEAR-REAL TIME: IMPROVED INTELLIGENCE, TARGETING,

PRECISION STRIKE, ASSESSMENT AND RE-STRIKE CAPABILITIES ........oovovvevesvereseerersesrereseerenessennessenneseerensaseeseas 79 ]
I SR: DEALING WITH IMOBILE TARGETS.....ecevesectsesevessesesessesesessesesessesesessnseesssnsnsssnsessssnsnessecesssensnsssnceesssnenssesnces 80 |
JSR: THE DECISION TIME PROBLEM ........v.veeeveeeeeeeeeeeeeeeseeseeeeseeseeeeenesmeeenssneneeeesneeenesneeenesneeeenesneeeenssneeeenesneereneer 82 |

MISSION EFFECTIVENESS VERSUS MISSION INTENSITY: THE DUEL BETWEEN OFFENSE AND DEFENSE CONTINUES84 |

INTELLIGENCE AND STRATEGIC RECONNAISSANCE (ISR), AND CAI/BM:...ooooooiirerircreseececererennee 85 |
BANDWIDTH, TECHNOLOGY, AND HARDWARE ISSUES........ccooouiteeieeteteeeeessreeeeeetsesenssreeeneesesananas 85 |
| SR: COMMUNICATIONS, BANDWIDTH, AND SATELLITE CAPACITY LESSONS.....vrsieiscsssisssssssesssssssssssesssssnssssssees 86 |
JSR: THE NEW FAMILY OF US ASSETS......ocueeieeeteeeeceteesteetsesesseesesessesesesseseessesesssesssssesssassesssessesssassesssessesnsasseees 87 |
JSR: UPGRADES AND OLDER PLATFORMS .......veveuevveeeeieteeeeveteereseteseseseesesesesesesssssesessseseesasesesssessessseseessseseosesens 88 |
I SR: THE PROBLEM OF ASSET DENSITY ..ceveeeeteeeeveeeesereeseseressesereeseseressesesessesesassesessssnsnsassncessssnsnsseseeeesesnenssesnces 89 |
B N = 90 |

[ICONFLICT TERMINATION AND NON-EXISTENTIAL THREATS ...vveutetteteesesesesesesssessssesesesesesesnsnssassesesesssesesseneneesnens 92 |

WINNING BATTLES MERELY DEFEATS THE ENEMY: THE CHALLENGE OF GRAND STRATEGY ...vvevececeessseernerens 94 |




Cordesman: The Lessons of the Afghan Conflict 5/19/03 Page 5

Warfighting Lessonsin an Era of Limited
Wars, Limited Resources, and Limited Air
Power
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Drawing L essons Without Hard Data

» The Pentagon and British Ministry of Defense have provided limited
statistics and details on the course of the war to date, and the Taliban
and Al Qaeda have provided nothing but systematic misinfor mation.

 Thereislimited data on the numbers of forces involved, sorties flown,
and weapons used. Most of the manpower estimates available for land
battles count the total US and British forcesin the area of engagement,
rather than those actually engaged in fighting. Estimates of Al Qaeda,
Taliban, and friendly Afghan forces — and their weapons strength —are
little mor e than guess work.

» The data released so far on Afghan casualties, collateral damage,
weapons accuracy, and battle damage assessment is vague or self-
serving to the point of being worthless.

o Study teams, like the US Department of Defense’s Defense Science
Board and the 35-person Joint Task Force Enduring Look, are just
beginning to make a systematic efﬁ)rt to gather the data needed to draw
detailed lessons from this conflict.

* There are useful data on the number and type of aircraft flown and air
munitions, and these data do have special meaning in this war. At least
in its initial phases through the destruction of the Taliban regime, air
power played a critical role in each battle, in making the advances of
anti-Taliban Afghan factions possible, in destroying enemy
infrastructure and facilities, and in allowing a relatively small number
of special operations soldiers to successfully target Taliban and Al
Qaedaforcesin thefield.

» Sincethat time, the near total level of USfixed-wing air supremacy over
the battlefield, coupled to the use of US attack helicoptersand heliborne
air mobility, has made it almost impossible for significant Taliban and
Al Qaeda forcesto concentrate and survive.
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Conflicting Strategiesthat Lessons M ust Be Applied To
e Threat-based
» Capabilities-based
» Resource-constrained
» Power-projection
* National-priorities
e High-Low Force Mix Within and Between Nations
* Lead Technology
 Upgrade
« “Revolution in Military Affairs/Force Transfor mation
 Asymmetric Warfare
o Defense Industry
» Interoperability/Coalition Warfare
« Jointness

 Medium to Long Term Emergence of Peer Air Threats
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No Warfighting L esson Matterswithout Effective Resource
M anagement

» Key lessons about war are pointless without effective planning,
programming, and budgeting.

0 Money comesfirst in the post-Cold War world.

o Capabilities-based planning, without urgent threats,
tendsto lose budget battles.

» Most Western Air Forcesare Their Own Greatest Enemy:
0 They cannot estimate costs accurately or control them.

o They lose key budget battles with unaffordable force
plans.

o They allow defense industry to compound the problem.
o0 They go for leading edge systems they cannot afford.

« Unaffordability leads to steady force cuts, marginal force
plans, and repeated major program cancellations.

o Lack of effective interoperability and jointness compound the
resource problem. Even when air forces win on a nation-only
and service-only basis, they tend to lose in the medium and
long-term.

o Defenseindustry tendsto be at least as much of an enemy as an
ally: Not only compounds cost problem, but pushes grandiose
or high cost projects, ties in national resource problems to ill-
judged international projectsand consortia.

» Vague talk about NATO and EU rapid reaction forces may do
as much harm in terms of net force goals and resour ce flows as
good.
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Consistent Evolution in Previous Wars
» Valueof Jointness
» Range-Payload
» Precision Strike
« Advancesin ISR and C4l1/BM

« “Closing the loop” in intelligence, targeting, sortie allocation,
battle damage assessment, and sortie reallocation.

» Technology of Survivability vs. Counterair

* Night-All Weather Warfare Capability
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Consistent Problemsin PreviousWars
- Battle Damage Assessment.
- Strategic Doctrine and Targeting
- Characterizing Targets: Measuring the Effectsof Air Strikes
- Deception, Decoys, and Camouflage
- Dispersal
- Hard Targets
- Civilian Casualties and Collateral Damage

- Targeting CBRN for ces, facilities, and weapons
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Major Lessons Directly Related to Afghanistan

 Too limited and unique a conflict for major lessons in many
areas.

» Did get convincing proof of principlein somekey areas.

o

GPS-guided precision weapons. Bombs and cruise
missiles.

Value of many new | SR assets.

Proof of principle in Unmanned Combat Aerial Vehicles
(UCAVS)

Tests of communications-data bandwidth.

Value of near real time air combat management, in flight
retar geting.

Role of new communications, GPS, lasers in allowing
Special Forces, rangers, etc. to redefine the role of
“Forward Air Controller.”

Value of near real time cycles of intelligence and National
Technical Means at field combat to national command
authority level.
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Setting The Stage: A Unique War
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The Unique Conditions of the Conflict

 Very small enemy force with virtually no airpower or surface-to-air missle
defenses.

* Enemy had virtually no electronic warfare and ISR assets, limited to wheeled
ground mobility.

» Largey infantry target base with limited fixed facilities of military value.

* No strategic target base in normal sense of term: Leadership highly mobile, no
military facility of great value.

» Significant internal alliesto handle ground fighting.

* Small cadres of US ground forces managing targeting, liaison with friendly ground
forces, and bribery could achieve decisive firepower advantage while outbidding
Taliban and Al Qaida.

» Dispersal, low target density and visibility, low value of most individual targets key
challenges.

» Sharp constraintson civilian casualties and collateral damage.

» Significant hard target problemswith caves.

* Major power projection problemsin terms of initial basing, range, and refueling.
» Seriousendurance problemsin most tactical situations.

* Monopoly of Intelligence and Strategic Reconnaissance (ISR) Assets aided by
generally localized enemy oper ations, but major strain on area cover age.

* Chronic Identification of Friend or Foe (IFF) problems in terms of own forces,
Afghan allies, civilians, and other allies.

» Battle Damage Assessment (BDA) made extremely difficult because of caves,
uncertain value and character of most fixed facilities, large numbers of dead or
abandoned vehicles, failure of BDA to cope with infantry losses and human
casualties.
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o

The Limitations of the Afghan Conflict and L essonsfor “Irag”

Iraq is a far better organized, and stronger tyranny. It is also a power with modern
internal security services and 2,200 tanks, nearly 400 aircraft, and heavy armored
for ces capable of seriouswar fighting.

It retains an active air force and, more importantly, has rebuilt much of its land-based
air defense net and has large numbers of surface-to-air missiles, radars, underground
command centers, and redundant optical fiber command and control communications.

It has at least some chemical and biological weapons, and probably some surviving
Scuds and extended range Scuds.

Afghanistan is not Iraqg, and that the military lessons of Afghanistan may at best have
only limited applicability.

At the same time, the fighting in Afghanistan provides a warning about the dangers of
putting too much emphasis on force strengths, military history, and the outcome of
military analysis, and ignoring the fact that “intangibles’ can suddenly and
unexpectedly change the outcome of wars.

The size of Taliban and Al Qaeda forces -- and the performance of Afghan forces in
their struggle with the forces of the former Soviet Union -- proved to be a poor measure
of actual Taliban and Al Qaeda war fighting capability and endurance.

It was not possible to predict how long Serbian forces would hold out in Kosovo, or to
tie estimates of battle damage either to confirmed kills or to Serbian political behavior.

Similarly, the force ratios at the start of the Gulf War gave a greatly exaggerated
picture of Iraqgi military strength. So did Iraq’s performance in the final battles of the
Iran-Iraq War.

The US and British military experience in Afghanistan do show that factors like
political and military leadership, morale, adaptability, and other intangibles could
again lead to afar morerapid Iraqi collapse than force number s would suggest.

“Intangibles’ can work in two directions. They can also favor opponents. For example,
Iragi nationalism, and hostility to the US because of the Gulf War and sanctions, could
work to harden Iraqgi resolve, and produce much stiffer resistance than during the
defense of Kuwait. Events like the catalytic collapse of the Taliban and Al Qaeda were
always possible, but were not probable or certain.

* The Afghan fighting has shown that US air and missile power, intelligence assets,
and targeting capabilities have become far more advanced than at the time of the
Gulf War. They have not shown, however, that the US can count upon their shock
effect to weaken Iraq in the sameway asthey did the Taliban and Al Qaeda for ces.
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Professionalism and Readiness: The L esson
that Underpins All Others
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Military Professionalism and Readiness

The US and British forces involved could not have been nearly as
successful if they had not been highly professional forces with very high
levels of training, readiness, and sustainability.

They were able to rapidly project power half way around the world and
sustain a broadly coordinated set of air-land operations against foes in a
rugged, landlocked country with severe topographic and weather
conditions. The area in which most US forces operated includes
Afghanistan, some of its neighbors who cooperated with OEF by allowing
the US basing and/or overflight rights, and a portion of the Indian Ocean,
and isroughly six timesthe size of Texas.

The ground forces involved could not have functioned as they did without
highly specialized training and expertise in special operations, mountain
warfare, and highly mobile combat. Theintelligence officer s engaged could
not have been as successful if the cadres involved did not have the
language and ar ea skills necessary to sustain coalition warfare.

The US Air Force, Marine Corps, and Navy air units that dominated the
fighting had an amazing safety record. They demonstrated an ability to
operate in spite of much longer missions than are normal -- US carrier
missions averaged more than twice the length of normal peacetime
training and past combat missions.

Additionally, they demonstrated equal skill in executing parts of the
support effort provided by refueling; intelligence, surveillance, and
reconnaissance (ISR); and support aircraft. While some fixed-wing and
helicopter crashes did occur, and some were the product of high pilot
workloads and fatigue, the overall performance was excellent in spite of
long missions, frﬁquent refuelings, poor weather, and difficult mountain
flying conditions.

In practice, the same result could probably not have been achieved with
something approaching Gulf War levels of technology, but could not
possibly have been achieved without the Gulf War’s extremely high level
of professionalism, tactical flexibility and innovation, and use of force
elementswith high sustainability and readiness.
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The Size of the Air War and For ces Engaged
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US Airpower in Recent Regional Conflicts

Desert Storm Serbial Kosovo Afghanistan
Area of Operationsin
Square Miles 176,000 39,500 250,000
Length of War in Days 43 78 ?
Total Sorties During Period
Reported 118,700 37,500- 29,000-
38,000 38,000*
Percentage of Total Sorties Flown
by US* 85 60 92
Offensive Strike Sorties 41,300 10,808- 17,500
14,0062
Sorties per Day 2,800 200, climbing 25, climbing
to 2,000 to 200

Total Bombs Delivered* 265,000 23,000 22,000
Precision-Guided Bombs Delivered* 20,450 8,050 12,500
Percentage of Total Munitions
that are Precision-Guided 7-8% 35% 56%
Percentage of Precision-Guided Weapons

Delivered by US 89 80 99
Combat L osses 38 2 0

* Data based on Michael O’Hanlon and an estimate of 38,000 total sorties flown

Note: Significant definitional problems exist in making such counts and historical sources differ. This count is based
on the work of Thomas Keaney at Johns Hopkins University and on an article authored by Michael E. O'Hanlon
entitled “A Flawed Masterpiece” (Foreign Affairs, Vol. 81, No. 3, March/April 2002, p. 52). O’Hanlon evidently
reports on alonger period than Keaney does.
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The Reemergence of the Bomber and the
Limited Role of Cruise Missiles
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The Reemer gence of the Bomber? 4

e Ten B-52s and eight B-1s were deployed at Diego Garcia -
approximately 2,500 miles from Afghanistan.

e Air war commanders could rely onEI having approximately four B-1
sortiesand five B-52 sorties each day.

 Comparisons of fighters to bombers may not be “fair” in terms of
airframe-to-airframe comparisons, but the issue is mission capability
and not aircraft type.

» Thefact remainsthat “antique’ B-52s and B-1s based in Diego Garcia
flew 10% of the strike missions, but delivered 11,500 of the 17,500
weapons dropped — 65% of all weapons dropped and 89% of all
weapons dropped by the USAF.

e During the first three weeks of OEF, one-fifth of the combat sorties
were flown by bomber aircraft, but bomberﬁ delivered over three-
fourths of the ordnance (consider ed by weight).

 Those figures can be attributed to the facts that as bombers they
possess a large payload capacity and have the ability to loiter for long
periods of timein the skies over and near combat zones and when fitted
with highly accurate GPS-guided JDAM bombs, the B-1s and B-52s
wer e ableto efficiently provide close air support.

* Air Force Chief of Staff, General John Jumper, has described the
effective use of bﬁmber aircraft in this close air support role as being
transformational.

* Ten B-52s delivered most of the ordinance. The majority of the bombs
delivered by B-52s, however, consisted of unguided bombs. The typical
bomb load for the BEISZ included twelve 2,000-pound JDAMs and 27 Mk
82 unguided bombs.

« BUT, NEGLIGIBLE AIR DEFENSES, STRATEGIC BOMBING NOT
NEEDED. AND “EFFECTS-BASED” CONCEPTSNOT TESTED.
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Cheap Cruise Missiles and Naval Strike Power

While no precise unclassified data are yet available, it seem clear
that GPS-guided cruise missiles were far more reliable and
accurate than the TERCOM -radar mapping versions used in the
Gulf War,

They were also much easier and more flexible to target, and had
much less predictable flight paths.

At the same time, the Afghan War again raises questions about
the sheer cost of the cruise missile, and the best way to arm the
kind of “arsenal ship” represented by the DDX.

It is one of the ironies of the cruise missile that that the Navy
needs more and more long-range strike assets, but that only a
relatively few targets merit strike systems that cost nearly $1
million around.

The Navy seems to have a very high regional priority for cost-
engineering some form of cruise missile that comes closer to the
cost level of $200,000, or lessthat $1 million or more.
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Post Gulf War Shiftsin Airpower: “ Effects Based” Bombing

In Desert Storm, only one manned plane could penetrate
downtown Baghdad in the first days — the F-117 stealth bomber
with its limited arsenal of two laser-guided bombs. The B-2 can
carry 16 2,000-pound bombs.

In all, more than 80 percent of all air-to-ground munitions can be
precision-guided, compared with 10 percent in Desert Storm. The
ability to hit more targets, using fewer missions, is one reason the
number of American troops being sent to the region is half the
550,000 deployed in 1991.

"When you roll it all together, | say were 10 times more
powerful,” said retired Air Force Lt. Gen. Thomas Mclnerney.
" And [Saddam] is about 30 percent what he was before. So you
can see how we can achieve rapid dominance using 'effects-based’
oper ations."

" Effects based” isan Air Force approach to bombing campaigns.
Critical parts of the target are destroyed, not the entire complex
or network. For example, plannerstarget electrical nodes instead
of the much larger generation plant to get the same effect — no
military electrical power.
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BUT, IsAir Power Really Any Wiser in Executing
Strategic/I nterdiction Bombing

« Doctrine has never tracked with reality and has created massive
misuses of resour ces and collateral damage.
« WWII, Korea, and Vietham saw many unvalidated claims.

o Desert Storm, Desert Fox, and Kosovo did nothing to establish the
credibility of air planners or strategic bombing doctrine, and
strategic/interdiction bombing was not notably effective in
Afghanistan..

« Target characterization, intelligence, and battle damage
assessment still present major problemsat every level.

* Do weunderstand what we want to “effect” and how to do it?
L eader ship targets?

Industrial Base?

Infrastructure and Electric Power?

POL: Petroleum, Qil, and Lubricants?

Lines of Communication?

I nformation War fare?

Command, Control, and Communications?

Air Base Attack?

SEADs. Suppression of Enemy Air Defenses?

O 0O o o o o o o o

« Do Terms like strategic bombing and interdiction even make
sense in non-existential air wars?
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Key Air Munitions and the Role of Precisiona
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The Role of Precision®|

* Roughly 57% of the weapons dropped during the key period of October 7 to December
23, 2001 were smart weapons.

* Roughly 18,000 weapons were dropped by early February. Of that number, roughly
10,000 were precision weapons, or 56% of the total. This ccﬁpar&e with 35% of the
24,000 weapons dropped during the Kosovo campaign in 1999.

e This corﬂ)ares with 35% of the 24,000 weapons dropped during the Kosovo campaign
in 1999.

* Asof June 2002, the percentage of precision-guided weapons used increased to roughly
60% E%j total munitions, and military officials estimated their accuracy to be roughly
90%.

» Asof June 2002, the percentage of precision-guided weapons used increased to roughly
60% , and military officials estimated their accuracy to be roughly 90%.

* Asof May 2002, the Navy claimed that out of all sorties flown, combat aircraft had
successfully hit at least one target 84% of thetime.

* Additionally, the Navy estimated thﬁ] roughly 90% of the munitions it has dropped
wer e advanced or precision weapons.

* Itisalsoworth noting that the ability to correct the dispersal of unguided submunitions
for wind and greatly improved navigation and targeting capabilities also made the
delivery of unguided weaponsfar more precisethan it had been in the past.

» According to General Tommy Franks, the US had flown an average of 200 sorties per
day in Afghanistan by early February 2002, which is significantly less than the sortie
ratein Operation Desert Storm of 3,000 per day. In Afghanistan, the US ﬁs however,
ableto hit roughly the same number of targets per day asin Desert Storm.

* General Franks stated the US needed an average of ten aircraft to take out a target in
Desert Storm, but a single aircraft could often take out two targets during the fighting
in Afghanistan.

* Unofficial estimates clajn]ﬁi that Navy aircraft experienced a 70-80% success rate in
hitting designated tar gets.

* Therealso was much greater surge capability to use precision weapons against a major
array cbtargets. In one case, the US dropped roughly 100 JDAMs in a twenty-minute
period.
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» These estimates almost certainly exaggerated US performance. Both the Assistant
Secretary of Defense for Public Affairs and the preliminary findings of the Department
of Defense’'s Task Force Enduring L ook —theEldS military team examining the lessons of
thewar -- have cautioned that thisisthe case.



Cordesman: The Lessons of the Afghan Conflict 5/19/03 Page 27

The JDAM: Cutting the Cost of Precision Strikes

» The JDAM - a guidance kit for conventional 1,000- and 2,000-pound
bombs —regularly achieved accuracies of six to ten meters, and came to
dominate the delivery of guided weapons.

* The $14,000 JDAM was used at a peak rate of roughly 3,000 per month.
It achieved combat CEPS of six to ten meters, and had a standoff range
of up to fifteen miles.

» Thissharply lowered the cost of precision-guided and standoff missions.

* |t indicatesthat the US can develop a future “high-low” munitions mix
that emphasizes high and low cost precision-guided weﬁ)ons, rather
than high cost precision weapons and cheap dumb bombs.

» TheJDAM solesthe “all-weather” problem within limits.
* |t allowsbomberslikethe B-2 to strike multiple tar gets.

* |t simplifies the “ package’ needed for secure penetration, reduces time
over target relative to laser illumination, and eases in-flight retar geting
problems.

» Cost to defeat a target with precision becomes highly affordable vs.
missiles and even EO-guided bombs.

» Effectiveness, however, is heavily dependent on the quality of ISR links
at every level from satelliteto ground.

» The challenge of a more effective air defense environment, particularly
SA-300 to SA-400 remains.

» The GPSsystem isa potential vulnerability.
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UAVs, Gunships, and
Other Key Air Systems
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The Shifting Role of UAVS

« Key Systems are CIA/USAF Predator and Global Hawk, and US
Army Shadow.

 Remote-controlled drones can loiter aloft for long periods of time,
sending back video images. Commanders can use the " real-time"
intelligenceto direct air strikesor reposition ground for ces.

« "We did not have that kind of 'real-time reconnaissance
capability in the Gulf war," Col. Warden said. "If we had a
handful of Predators in the Gulf war, we probably would have
found and killed Saddam Hussein He was always moving enough
that we stayed one step behind."

 Col. Warden based his assessment on the fact that in the early
hours of the war in Afghanistan, an armed Predator saw Taliban
leader Mullah Mohammed Omar escaping Kandahar. Permission
to fire the Predator's Hellfire missile was delayed at U.S. Central
Command. Thereclusive Mullah Omar escaped.

e Since then, the Predator's missiles, triggered and guided by CIA
operators at Central Command in Tampa, Fla.,, have killed
Taliban and al Qaeda membersin Afghanistan and Y emen.

 The Predator's performance is one reason top Army officials are
so optimistic about the Shadow 200 RQ-7A. The 300-pound spy
plane is dated to be assigned to the Army's Stryker Brigade
Combat Teams — the mobile ground units of the future — and
the 4th Infantry Division at Fort Hood, Texas.

« The Army's Mr. Bolton said the future is now for the Shadow if
there is a war against Irag. " They are your eyes and ears," he
said. " They can loiter for alongtime."
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The Role of Predator UCAVS

 The Predator can be modified to enable it to carry two Hellfire missiles
and has a laser designator to illglninatetargets. Predator has been thefirst
real UCAV to enter USservice.

* Those Predator UCAVs have deployed ordinance against targets in
Afghanistan on at least four occasions, including the strike in which
Muhammed Atef was killed, and was also used by the CIA in Yemen in an
attack which kiléfd Qaed Salim Sinan al-Harethi (Abu Ali), Al Qaeda’stop
operative there.

 The Predator’s operational limits have also led to plans to equip it with
much more lethal weapons that have stand-off range (like LOCAAYS) and
giveit a self-protection capability with Stinger missiles.

* A Stinger-equipped Predator was shot down by the Iraqgis on December 23,
2001 while attempting a Stinger firing.

» TheUSisdeveloping a Predator B to replacethe existing Predator RQ-1.

* The B would increase range well over the present 740 kilometers; increase
speed from 138 to 253 miles per hour; increase payload from 450 to 750
pounds; increase maximum altitude from 25,000 to 45,000 feet and
increase wingspan from 48.7 to 64 feet and length from 27 to 34éjeet The
USisalso seeking to develop an export version for NATO allies.
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Transformation and UAV/UCAVs

= Spend $1 billion on the procurement and research of unmanned aerial
vehicles.

= DoD wantsto spend $154.1 million to buy and arm 22 Air Force Predator
UAVsin the 2003 fiscal year.

= The Air Force has also allocated $170.8 million for three Global Hawk
UAVs. There is another $100.7 million set aside to buy twelve Army
Shadow UAVSs.

» Purchase 70 more Global Hawks and associated equipment for the USAF
(at a price of $1.55 billion) and 28 for the USN, which wiild deploy it in
seven systems, each with four aircraft and support elements.

» Accelerate funding of Global Hawk research and the Navy’s Fire Scout
UAV.

» Therequest also accelerates research in unmanned combat aerial vehicles.
“These UCAVsare not just UAVswith weapons added...They are combat
airplanes built from the ground up, just without pilots.”

» Therequest also increased funding for unmanned underwater vehicles as
well asthe DARPA future UCAV program, with a deployment goal for the
latter of 2015.
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AC-130 Gunship

» Although the AC-130H Specter and AC-130U Spooky gunships present
during the fighting did not deliver high numbers of bombs and missiles,
they were able to provide extensive combat support with 105mm guns
and 40mm cannon.

» They have an unrefueled range of some 2,200 miles and, while they are
vulnerable to air defenses, they have extensive countermeasures,
infrared and radar warning, and flare and chaff dispensing systems (a
key reason that the gunship costs as much as $190 million versus $30
million for a C-130H I1).

 The USAF found the aircraft’s performance to be so effective that it is
seeking to upgrade its existing aircraft and convert four more C-130Hs
by 2005.

» The USAF currently has eight AC-130Hs and thirteen AC-130Us, and
plans to improve their air defense, fire control, cameras and sensors,
and add ammunition racks.

» |t will acquire all-weather combat capability and | SR linksto allow it to
be fully integrategainto the US net of other combat platforms and
intelligence assets.

» The challenge of a more effective air defense environment, particularly
SA-300 to SA-400, remains.

» Next generation or modified EO light surface-to-air weapons will be a
problem.

 Targeting and BDA remain serious issues for urban warfare, and
entrenched/sheltered for ces,
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Weapons and Technology: Other Advances

» Accelerate the development of sea-based wide area missile defenses, and the selection of
a suitable replacement to the E-6B electronic warfare aircraft as part of a joint
airborne electronics attack program.

* Develop and/or buy small diameter bombs, cockpit selectable fusing options, cockpit
selectable “yield” for conventional weapons, and putting dual mode seekers (e.g. GPS
and laser).

* Reexamine the value of weapons like the BLU-82 15,000-pound GSX-jellied dlurry
bomb in terms of hard target kill and psychological impact, and/or re-weaponize fuel-
air explosive weaponslikethe BLU-72.

* Replenish stocks of the GPS-guided Joint Direct Attack Munition (JDAM) —the $18,000
kit used to convert regular bombs into smart weapons. Approximately 4,6000 JDAMs
were used out of a total inventory of 1052]00 by December 2001. Thisisroughly 38% of
the 12,000 weapons used as of that date.

* Enhance use of the wind corrected munitions system (WMCD) which was used in the
Afghan War to dispense combined effects munitions like the CBU-130 (a weapon with
some 202 BL U-97/B cluster bombs) more accur ately.

» Complete development of the sensor fused submunition (SFW), with a smart |R-homing
capability for anti-armor and vehicle use, and develop improved sume%tions with a
fail safe option to prevent them from remaining live for extended periods.

* Begin development of an advanced, next-generation manned or unmanned bomber,
capable of surviving extremely advanced developmental surface-to-air defenseslike the
Russian S-400 Triumf (SA-20).

* Modify existing CH-47D Chinook helicopters, adding r%Jeling probes, additional
weapons, and radar sensors, allowing them be used by SOF.

* Streamline Navy helicopter fleet from Si)EIto two types of helicopters, increasing
efficiency and decreasing maintenance costs.
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Finding Adequate Electronic Warfare Assets

* The continued delays in replacing the EA-6B, and what may be serious engine life
problems, also illustrate the need to rethink carrier strike operations in terms of the
ability to deliver Afghan-like persistence over target with suitable electronic warfare
protection.

* The problems with a limited force of EA-6Bs also raise general questions about the
combined capability of the US Navy, USAF, and US Marine Corps to deploy enough
electronic warfar e assets.

* Thisalready was a problem in Kosovo, and it isfar from clear that current programs
will succeed to the point where they ensure future a survivability in an air environment
where nationslike Iragq have dense surface-to-air missile assetsin some areas, and other
threatslike Iran may acquire systemslike the SA-400.

 The kind of permissive environment that allowed aircraft, like the AC-130, near
freedom of operations over Afghanistan, may not exist in future contingencies in the
Middle East.
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The New Challenges of Asymmetric
Warfare: Dispersed Warfare and Weapons
of Mass Destruction
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US Strategy Regarding Terrorism, Asymmetric Warfare,
Force Transformation, and the Role of NATO

The attacks of September 11 were also an attack on NATO, as NATO itself recognized
when it invoked its Article V self-defense clause for the first time. NATO’s core
mission—collective defense of the transatlantic alliance of democracies —remains, but
NATO must develop new structures and capabilities to carry out that mission under
new circumstances. NATO must build a capability to field, at short notice, highly
mobile, specially trained forces whenever they are needed to respond to a threat against
any member of thealliance.

The alliance must be able to act wherever our interests are threatened, creating
coalitions under NATO’s own mandate, as well as contributing to mission-based
coalitions. To achieve this, we must:

o0 expand NATO’s membership to those democratic nations willing and able to
sharethe burden of defending and advancing our common inter ests,

o0 ensure that the military forces of NATO nations have appropriate combat
contributionsto makein coalition warfare;

o0 develop planning processes to enable those contributions to become effective
multinational fighting forces,

0 take advantage of the technological opportunities and economies of scale in our
defense spending to transform NATO military forces so that they dominate
potential aggressors and diminish our vulnerabilities;

0 streamline and increase the flexibility of command structures to meet new
operational demands and the associated requirements of training, integrating,
and experimenting with new for ce configurations; and

0 maintain the ability to work and fight together as allies even as we take the
necessary stepsto transform and moder nize our for ces.

If NATO succeeds in enacting these changes, the rewards will be a partnership as
central to the security and interests of its member states aswasthe case during the Cold
War. We will sustain a common per spective on the threats to our societies and improve
our ability to take common action in defense of our nations and their interests. At the
same time, we welcome our European allies’ effortsto forge a greater foreign policy and
defense identity with the EU, and commit our selves to close consultationsto ensure that
these developments work with NATO. We cannot afford to lose this opportunity to
better preparethe family of transatlantic democraciesfor the challengesto come.

President George W. Bush, The National Strategy of the United States, September 17, 2002
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The Problem of Distributed Warfare: What Does the Enemy
L earn from Partial Defeat?

0 It has been clear ever since the battle of Tora Bora in December 2001 that even major
military successes in Afghanistan may not bring victory in any traditional sense of the
term.

o0 ToraBorawasthefirst major demonstration after the fall of Kabul that an enemy can
disperﬁin ways that US intelligence and 1SR systems cannot detect, characterize, and
tar get.

o Nothingthat US and allied forces did in Operation Anaconda, or in independent search
and destroy missions, has shown that the US and its Western allies have a solution to
the problems associated with combating an enemy whose forces are dispersed, fluid,
and not seeking a conventional fight.

o0 Al Qaeda has shown that in spite of the best efforts of US, British, and Australian
special operations forces, it can disperse seemingly without a trace, utilize caves and
other hiding places to keep arms and ammunition hidden in spite of massive search
efforts, move into neighboring couEﬂrieﬁ, and disperse into countries outside the
immediate area of combat oper ations.

o In particular, enemy forces have been conducting cross-border guerilla warfare from
tribal areas of Pakistan that are near the Afghan border and over which the Pakistani
national government is able to exert only limited control. US forces are not permitted
to crossinto Pakistan to hunt down those guerilla fighters.

0o TheUSand itsallies have had limited success in killing or capturing the top leader ship
of Al Qaeda and the Taliban, though they have made it very difficult for those
individualsto exer cise leader ship of their respective groups.

0 Moreover, Afghanistan is only one country and its neighbors are only one place that Al
Qaeda can operatein and disper se to.

o US military planners and counterterrorism experts speculate that one key lesson for
futureterrorist and asymmetric opponentswill beto create far looser and more broadly
distributed networks and groups of cells that have a high degree of individual
independence and survivability, and which do not have a rigid hierarchy, and
headquartersand physical facilitiesthat can belocated and attacked.

o0 US military planners also argue that some key lessons from the conflict in Afghanistan
for such enemies will be the realization that they need more anonymity, more emphasis
on establishing cover organizations and proxies, and to create a campaign plan of
sequential or multiple attacks from isolated cells and elements so that no US victory in
any one area can halt the overall campaign.
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0 Theclassic case of Lenin’s brother isawarning of what may come. The Czarist secret
police found and killed Lenin’s brother and destroyed the organization of which he was
a part. In practice, however, they may have done a great deal in the process t ape
Lenin’sattitudes and behavior, causing him to become a far more serious threat.
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The Chinese Case and M or e Sophisticated Approaches

o It isalso worth noting in this regard that a sophisticated military power
like China fully recognizes the advantages of many aspects of the US
approach to warfare, and is aggressively modernizing many aspects of its
for ces.

o0 At the same time, China has developed plans and doctrine to counter US
technological advantages and the “ revolution in military affairs.”

o China has paid close attention to Serbian tactics, aswell asthoseof Iraqg in
dealing with US air and cruise missile strikes since the Gulf War. It feels
that high technology sensors, weapons, and nets can be countered through
counter -reconnaissance measures such as camouflage and concealment,
decoy, dispersion, and frequent for ce movements.

o It too has emphasized the use of underground facilities, landline
communications, and concealed supply depots. It has developed an air
defense training team called “Three Attacks, Three Defenses,” that
concentrates on attacking stealth aircraft, cruise missiles, and helicopters
while defending against precision strike, electronic warfare, and enemy
r econnaissance.

0 It also emphasizes speed, asymmetric methods, and preemption[g surprise
attack asways of trying to bypass superior conventional forces.

o Ultimately, the Afghan war may giveriseto a new cliché about asymmetric
warfare: Short of a political and grand strategic end to a conflict, any
given defeat of a terrorist or asymmetric opponent simply forces the
opponent to adapt.
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US Strategy Regarding Terrorism, Asymmetric Warfare,
Force Transformation, and the Role of NATO

The attacks of September 11 were also an attack on NATO, as NATO itself recognized
when it invoked its Article V self-defense clause for the first time. NATO’s core
mission—collective defense of the transatlantic alliance of democracies —remains, but
NATO must develop new structures and capabilities to carry out that mission under
new circumstances. NATO must build a capability to field, at short notice, highly
mobile, specially trained forces whenever they are needed to respond to a threat against
any member of thealliance.

The alliance must be able to act wherever our interests are threatened, creating
coalitions under NATO’s own mandate, as well as contributing to mission-based
coalitions. To achieve this, we must:

o0 expand NATO’s membership to those democratic nations willing and able to
sharethe burden of defending and advancing our common inter ests,

o0 ensure that the military forces of NATO nations have appropriate combat
contributionsto makein coalition warfare;

o0 develop planning processes to enable those contributions to become effective
multinational fighting forces,

0 take advantage of the technological opportunities and economies of scale in our
defense spending to transform NATO military forces so that they dominate
potential aggressors and diminish our vulnerabilities;

0 streamline and increase the flexibility of command structures to meet new
operational demands and the associated requirements of training, integrating,
and experimenting with new for ce configurations; and

0 maintain the ability to work and fight together as allies even as we take the
necessary stepsto transform and moder nize our for ces.

If NATO succeeds in enacting these changes, the rewards will be a partnership as
central to the security and interests of its member states aswasthe case during the Cold
War. We will sustain a common per spective on the threats to our societies and improve
our ability to take common action in defense of our nations and their interests. At the
same time, we welcome our European allies’ effortsto forge a greater foreign policy and
defense identity with the EU, and commit our selves to close consultationsto ensure that
these developments work with NATO. We cannot afford to lose this opportunity to
better preparethe family of transatlantic democraciesfor the challengesto come.

President George W. Bush, The National Strategy of the United States, September 17, 2002
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TheWorst Case Asymmetric War:
CBRN Weapons
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Counter-proliferation and Preemption

* The discovery of a large-scale Al Qaeda effort to develop CBRN weapons — as well as
ongoing proliferation in nations like Iran, Iragq, and North Korea — illustrates the
steadily growing importance of offensive counter-proliferation capabilities, and
preemption or immediate, time-urgent attack the moment combat begins.

* Preemption and large-scale initial destruction is not something that can be advocating
carelessly, or lead to the use of weapons without concern for political sensitivities,
civilian casualties, or collateral damage.

* Proliferation and CBRN threats do, however, fundamentally change the risks and
values of war. Proliferators give their enemies the right to preemption and first strikes
simply by proliferating, and the axiom that the only way to go to war with the USis
with the possession of nuclear weapons is one the US must aggressively counter,
regardless of whether a nation or terrorist movement isinvolved.

* Waiting for enemy assets to be dispersed can also create an impossible tactical burden.
It isworth noting in thisregard, that the US flew some 2,400 sorties sear ching for and
tryingto strike at dispersed Iragi Scud missilesduring the Gulf War,

 On some 42 occasions, US aircraft spotted a launch plume and made eight actual
attacks. Nevertheless, neither Coalition airpower nor special operations for ces damaged
a singl(?mScud, and Irag was able to fire some 88 Scuds against Israel and Saudi
Arabia.

* Thethreat of biological warfareis particularly serious, and the US and its allies needs
to rethink internal security planning, public health response, and defense effortsto deal
with the broad range of CBRN threats.

» Thetreatment of hoof and mouth disease and “mad cow” disease is almost a model of
how not to deal with such cooperation, and a warning of how much more effort is
needed to deal with both time urgent tactical and the broad spectrum of global threats.

 That said, it is one thing to have a doctrine and plans, and quite another to have a
capability. Any form of attack on CBRN and their delivery system assets must involve
meaningful targeting capability, the proper weapons and destructive means, and
careful consideration of civilian and could not carry out a successful attack on Iraq’s
CBRN assets at either the time of the Gulf War or Desert Fox. It had no idea of what to
target at the beginning of the Afghan conflict.

* Moreover, the very prospect of such attacks pushes other countriesto create launch-on-
warning (LOW) and launch-under-attack (LUA) capabilities in a “use or lose”
environment as well as organize and preposition assets for terrorist and unconventional
attacks.
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CBRN Weapons. Response and Counter Response

0 At least oneIndian general drew the lesson from the Gulf War that, “No one should go
to war with the US without nuclear weapons.”

o Al Qaeda had a major effort underway to examine chemical and biological weapons,
and was examining nuclear terrorism in terms of attacks on power plants, radiological
weapons, and crude nuclear devices.

o Many nations are likely to note the willingness of the US to fight Irag before it has
nuclear weapons and itsrestraint in dealing with North Korea

o Preemption is a two-edged sword and encourages a race to preempt, arming proxies,
launch on warning, and launch under attack/.

o0 Itispossiblethat terroristswill draw the lesson that if they can only launch one major
series of attacks, they should not do so without CBRN weapons.

o States, on the other hand, may learn both lessons. They may see the value of giving
proxies aid in developing CBRN weapons, and they may see acquiring CBRN weapons
asakey deterrent to US action in asymmetric wars.

o They may also make the judgment that having the ability to launch on warning or
launch under attack against the US and/or US interests will either deter the US or force
it to limit itsrange of attacks and goalsin war.

0o TheUSstill has not resolved the source of the anthrax attacks that followed the attacks
on the World Trade Center and the Pentagon. This raises the prospect that states or
other terrorists may piggyback on a conflict in unpredictable ways and that future
opponents may see a counterterrorism campaign or asymmetric war as a window of
opportunity in terms of US vulnerability and confusion rather than asa deterrent.

o This raises major new questions about the future of arms control and the value of
existing arms contr ol agr eements.

o It also raises questions about the ability of states and terrorist groups to conduct
anonymous attacks with highly lethal or costly CBRN weapons, particularly those of
the biological variety. This not only raises the specter that one lesson of Afghanistan is
that future opponents should use smallpox (or its equivalent),

0 It also raises the specter of how the US would deal with anonymous attacks on its
economy equivalent to the hoof-and-mouth outbreak in Britain or the swine fever
outbreak in Taiwan.
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CBRN Weapons: The Problem of Targeting and Agent
Destruction

0 You cannot deter or attack an attacker you cannot identify or locate, or
deter an attacker willing to commit suicide.

o Improve intelligence and targeting is only a partial answer, but an
important one.

o For well over a decade, the US has been developing sensors and tar geting
aids designed to “look” inside buildings and suspect facilities. It is unclear
that any such UAVsor unattended sensors are operational or that they are
effective.

o UAVscan cover traffic going into and out of fixed and hardened facilities,
but not activities inside them. CBRN weapons and activities can be
dispersed into relatively small facilities, as can many delivery systems and
munitions.

0 In many cases, it isimpossible to distinguish CBRN weapons and facilities
from ordinary weapons and military facilities, and it is equally difficult to
distinguish military/CBRN facilities from civilian facilities.

0 The physical destruction of CBRN weapons and facilities is problematic.
Even when CBRN weapons and/or related facilities are located and thus
can be targeted, there is the risk that an attack on them will result in
unintentional dissemination of CBRN agents.

0 Thus, thetop priority in attacking such targets would beto limit therisk of
such dissemination rather than to limit collateral damage in the immediate
area.

o0 The US is attempting to develop munitions that would produce burning
effects intense enough to significantly mitigate against that problem. The
US is also attempting to develop a less destructive means of containing
CBRN materialsin the form of sealing foams that would create har dened
cases around their targets.

0 At present, however, the possibility that unintentional dissemination of
CBRN materials would occur in an attack remains a problem, and had Al
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Qaeda been known to possess those materials the air war in Afghanistan
would have been seriously complicated.
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The Conditions Under Which the US Will Preempt

o The United States has long maintained the option of preemptive actions to
counter a sufficient threat to our national security. The greater the threat,
the greater is the risk of inaction— and the more compelling the case for
taking anticipatory action to defend our selves, even if uncertainty remains
asto thetime and place of the enemy’s attack. To forestall or prevent such
hostile acts by our adversaries, the United States will, if necessary, act
preemptively.

o The United States will not use force in all cases to preempt emerging
threats, nor should nations use preemption as a pretext for aggression. Y et
in an age where the enemies of civilization openly and actively seek the
world’s most destructive technologies, the United States cannot remain
idle while dangers gather. We will always proceed deliberately, weighing
the consequences of our actions. To support preemptive options, we will:

0 build better, moreintegrated intelligence capabilities to provide timely,
accur ate information on threats, wherever they may emer ge;

o coordinate closely with allies to form a common assessment of the most
dangerousthreats; and

0 continue to transform our military forces to ensure our ability to
conduct rapid and precise oper ations to achieve decisive results.

o0 The purpose of our actions will always be to eliminate a specific threat to
the United Statesor our alliesand friends. The reasonsfor our actions will
be clear, the for ce measured, and the cause just.

President George W. Bush, The National Strategy of the United States, September 17, 2002
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Collateral Damage and Civilian Casualties:
The New “Rules of War”
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Civilian Cover, Human Shields, and Human Rights as
Weapons of War

0 Use of civilian cover and manipulation of casualties and collateral damage statistics is
another lesson of thewar.

o The Gulf War, the fight against Iraq since that time, Kosovo, and the Afghan War all
saw effortsto use civilians and civilian facilities as shields against US and allied attacks.
Distributed terrorist networks and state-sponsored asymmetric forces can be expected
to make steadily more use of civilians as shields and civilian areas as hiding places.

o Extremist groups like Hezbollah and Hamas have long gone further, as have Kurdish
terrorist organizationsin Turkey. They deliberately blur the line between terrorist and
combat elements; religious, educational, humanitarian, and medical elements and
functions; and “peaceful” political elementsand action.

o0 Both terrorist organizations (like Al Qaeda) and states (like Iraq) have found that well-
organized political and media campaigns can blur the lines of responsibility for
terrorist and military acts, enabling them to use collateral damage and human suffering
as political weapons of war.

o0 Wrapping movementsin the cloak of democratic values, exagger ating civilian casualties
and suffering, and exploiting human rights and international law are becoming a
steadily mor e sophisticated part of modern terrorism and asymmetric warfare.

o So, for that matter, are religion and ethnicity and the ability to exploit the causes and
suffering of others.

0 Al Qaeda and Saddam Hussein have systematically exploited Islam, their identity as
Arabs, and the Second Intifada. Milosevic and his elite did something very similar in
Bosnia and Kosovo, exploiting Christianity and their Slavic identity with Russia.

o The Taliban exploited the Afghan situation by producing grossly exagger ated claims of
civilian casualties. While an independent estimate by the Associated Press put thefigure
at roughly 500-600, the Taliban Ambassador quoted 1,500, Al Jazeera gave estimates as
high as 6,000, and one economist at the University of New Hampshire produced
estimates of 5,000, and then 3,100-3,800. In some cases, the Talibaréais known to have
reported civilian casualties when there wer e no such casualties at all.
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Collateral Damage: Designing Weapons to Minimize Civilian
Casualtiesand Collateral Damage

= Properly designed weapons, targeting, and ISR systems can now greatly reduce the
problem of collateral damage and civilian casualties.

= TheUSand itsalliesdo, however, have to demonstrate that they have made a good faith
effort to minimize collateral damage and civilian casualties. Ever since Vietham, the
history of war has shown that each improvement in military capability is matched by
demandsfor higher standards of performance.

= Thisalready isleading to steady improvements in weapons and tar geting accuracy, the
use of sensors to prevent attacks with high civilian losses and collateral damage, and
new screening methods for target selection and strike authorization.

= TheUSand British effortsto develop smaller precision-guided weapons, like 250-pound
versions of thejoint direct attack munition (JDAM), isone example.

= The use of precision-guided, small-diameter bombs (SDBs) offers a way to strike
against roughly 70% of the targets that might normally be hit with a 1,000 or 2,000-
pound weapon. It offers a way to carry far more munitions per sortie, reduce the
number of sorties required, achieve far more lethality per sortie, and still sharply
reduce collaterﬁﬂ damage. It can also achieve ranges of 60-70 miles when launched at
high altitudes.

= Miniature cruise missiles with multipur pose warheads, like the Low Cost Autonomous
Attack System (LOCAAYS), are under development for the same reason, as well as to
improve the strike capabilities of weapons like the Predator and future UCAVs. So are
so-called “spiral” SDB weapons that would have autonomous or optical sensors and
could search awide area until they were homed in on a specific tar get.

= Those advances are supported by virtually every advance in ISR capability. That is
equally true of the series of major improvements in target selection and review made
throughout the air and missile targeting process after the strike on the Chinese
Embassy in Belgrade during the air campaign in Kosovo.

= Advancesin accuracy offer the military the best of both worlds: more lethality coupled
with less collateral damage, and they can apply to the delivery of unguided or “dumb”
weapons aswell.

= UAVs and other sensors can greatly reduce the need to use artillery to fire into wide
areasrather than at specific targets.

= The B-52s that dropped dumb bombs during the Afghan conflict made use of both far
better navigation and tar geting capabilities than ever before, but also made thefirst use
of the Wind Corrected Munitions Dispenser in combat to deliver weapons like the



Cordesman: The Lessons of the Afghan Conflict 5/19/03 Page 50

CBU-87 Combined Effects Munition (CEM). This is a strap on, $10,000 tail kit that
allows delivery with greater accuracy from higher altitudes and can also be used with
weapons like Gator mine and the new Sensor Fused Weapon (SFW). It scarcely
eliminates the problems of using unguided ar ea weapons, but it does reduce them f2]
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Doing Moreto Minimize Civilian Casualties

British experiments with weapons designs that deactivate the warhead when systems
malfunction or lose their targeting lock are a casein point.

Another is the need to come to grips with long-standing problems in cluster munitions
and dumb bombsthat effectively turn them into mines when they do not explode.

o0 The use of improved release systems, navigation and targeting aids, and wind
correction can help up to a point, but the US dropped ﬁme 1,150 cluster bombs
on 188 locations in Afghanistan as of early February.” They had many of the
same defects as the weapons dropped in Vietham and the Gulf War, and often
produced duds that could be lethal if handled or contacted. This is not a
problem that should takethree decadesto solve.

o The Afghan conflict was the first time that the new CBU-103 cluster bomb was
used. It is equipped with “course-correcting tail fins’ that enable it to
compensate for the significant drift that can occur when a bomb is dropped at
an altitude of morethan 15,000 feet.

0 A new cluster bomb, which has a smaller quantity but more powerful bomblets,
isbeing developed.

o In an attempt to improve its accuracy, weapons designers have incorporated a
heat-seeking device into the new dﬁgn, which will allow the bomb to more
closely track and hit enemy positions.

o Pentagon officials estimate that roughly 5% of cluster bombs do not detonate
upon impact. The decision to package airdropped food in the same color as
cluster bombs further incr the risk that civilian deaths would result from
unexploded cluster bombs.

More generally, the US needs to examine ways in which it can design its ISR sensors
and systems, and intelligence and tar geting systems, to minimize collateral damage and
civilian casualties and to provide some form of near-real time warning and/or imagery
to allow rapid confirmation of whether mistakes have occurred.

This does not mean paralyzing operations; it does mean changing design criteria and
methods to allow operations to be sustained with both minimal cost to the innocent and
minimal political backlash. “Effects-based” air strikes emphasize achieving the tactical
or strategic objective versus destructiveness.

One longer-run issue that needs to be addressed is the need for some mix of
methodology and technology that can produce meaningful body counts — at least over
time. t.
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The Media Part of the Air Battle

0 Regardless of what Western countries do to reduce civilian casualties and
collateral damage, they must still fight a media battlein near-real time.

o Therewill be few cases in which enemies cannot exploit civilian casualties
and collateral damage with some human rights and anti-war groups.
Western air power will alwaysbejudged by a dual standard in such cases.

o0 The same will be true of problems with the developing world and often in
terms of a clash between ethnic groups (Russia and the Slavs in Serbia),
religion (Muslims and the Taliban), or cultural affinity (Iraq and the Arab
world).

o0 The use of human shields, deploying forces and equipment in populated
areas, critical civilian facilities as shelters, decoys, deception and
propaganda will grow steadily mor e sophisticated with time.

o So far, the US and NATO have been slow to react, overcautious, and
legalistic — often ceding the field or losing the battle until after-action
reporting restor es per spective and corrects estimates.

o Theislittle understanding that short, highly intensive air campaigns may
actually end warswith far fewer cumulative casualties.

o lronically, the propaganda war tends to treat each day of combat as the
same: The same attacks are made regardless of how intense the conflict is.

o MODERN WESTERN MILITARY FORCES MUST UNDERSTAND
THAT THEY WILL BE IN A MEDIA BATTLE FROM DAY ONE AND
JUDGED BY A DUAL STANDARD.
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Deep Sheltersand Hard Target Kill
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Hard Target Kill Capability

Afghanistan had only a few classic shelters and hard target left over from
the days of the Soviet occupation and none had serious military meaning.

It did, however, have many caves and a number were improved by Al
Qaeda to become highly survivable and well concealed tar gets.

The US used a wide range of ISR systems to try to find and characterize
such caves and shelters and did find many. It could virtually never,
however, fully characterize the nature of the target any more than it could
“look inside” ordinary buildings and surface facilities. Many were found
only by ground troops who could penetrate into cava and many may have
never been discovered or assigned theright priority.

It is unclear that most of these strikes produced any meaningful battle
damage either for targeting reasons or because the effects were not serious
enough.

In at least some cases, the US seems to have fired such weapons against
caves to inhibit their use and struck at their cave entrances more to
intimidate those inside than to try to actually damage or kill the target.

It isunclear whether any such attacks have had any real successin terms
of major damage. It is clear that caves with rock overhangs or other
shielding terrain features at their entrances were difficult for the US to
target and attack.

It short, the US may be developing effective intelligence, targeting, and kill
capabilities. It did little more in Afghanistan, however, than bang away at
har dened tar gets with unknown psychological and deterrent effects.
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Hard Target Kill versus Dispersal, Civilian Cover, and
Deception

0 Hard target sheltering is the most expensive challenge to precision air
power, and creates a fixed, high cost asset that tends to offer high value to
air attackers.

0 Semi-hardening and dispersal will often be mor e cost effective.

0 Developing countries are building more and more “semi-hard” shelters as
part of urban development.

o Closing the roof, using civilian buildings, going deep in underground
par king gar ages off additional ways of defeating air power.

0 The use of human shields, deploying forces and equipment in populated
areas, critical civilian facilities as shelters, decoys, deception and
propaganda will grow steadily mor e sophisticated with time.

0 Miniaturization, dispersal, cell-like structure, mobile C41/BM/ISR assets
all offer additional tools to the defender. Iragq’s mobile BW laboratories
areacasein point.

o Even when physical damage is possible, target characterization, BDA, and
“effects-based” analysis may be difficult or impossible.

o Microwave weapons, unattended sensors, interdiction or destruction of
associated systems, special forces raids, inspection, and penetrators arein
a duel with hardening.

0 HARDENING IS ONE PART OF AN INTERACTIVE DEVELOPMENT
OF NEW FORMS OF PASSIVE DEFENSE THAT CAN LIMIT THE
VALUE OF PRECISION AND IMPROVED ISR CAPABILITY.
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Power Projection
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Power Projection and Force Transformation

o The Afghan War has again demonstrated the need to be able to rapidly project land
and air power at very long distances. It demonstrated the value of strategic airlift and
long-range strike capability, and the ability to operate with limited forward basing. At
the same time, it has confirmed the value of light and special operations forces in
counterterrorism efforts and some forms of asymmetric warfare.

o Additionally, the conflict in Afghanistan has demonstrated that major regional
contingencies/wars in which the US must fight against heavy armor and heavily
defended airspace are only one type of possible scenario in a changing spectrum of
potential conflicts.

0 An Air Force study anticipates an increase in the need for strategic airlift capabilities
and call for the purchase of 60 new C-17 cargo planes. The USAF estimates that of
5,500 missions in Afghanistan, the C-17 was involved in 2,872. Additionally, it claims
that C-17s have transported roughly 44,000 personnel,éO0,000 tons of cargo, 636
medical patients, and 565 Al Qaeda and Taliban detainees.

o During the fighting in Afghanistan, the US has relied heavily on strategic airlift
capabilities to transport forces and equipment to the battlefield and forward staging
areas. The heavy reliance on airlift capabilities, however, has revealed several
shortcomingsin US airlift capability.

0 TheMarine sfleet of roughly 50 KC-130'sis aging and in need of serious maintenance
and upgrades. As of January, a majority of the KC-130s in Afghanistan were not
equipped with night-vision equipment and the advanced radar systems used in combat
aircraft. Becausethe aircraft arevulnerableto attacks from shoulder-launched missiles
- apopular weapon among Al Qaeda and Taliban fighters - they have been forced to fly
only at night, making night navigation capabilities essential. A lack of night-vision and
terrain avoidance radar was cited by the DoD as a major factor leading to a January 9
accident in which a KC-130 crashed into the side of a mountain in Afghanistan. The
KC-130J, the next generation of the aircraft, is equipped with the necessary night
navigation equipment. The lack of such equipment on current aircraft, however,
suggests thatﬁhe military must focus additional funding on improving operational
effectiveness.

o0 While Afghanistan did not stress the total pool of US airlift assets, it did indicate how
critical having adequate total lift capacity can bein larger wars. It isimportant to note
in this regard, that various war games show that the US is ten to fifteen million ton
miles short of a requirement for total strategic lift capacity, which is 54.5 million ton
miles.

o The USis now buying C-17s at the rate of one a month to fill this gap, and the C-17
showed in Afghanistan that its ability to use relatively unimproved airfields does give it
a practical advantage. The US has an inventory of roughly 120 C-17s and plans to buy
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60-120 more. It is also replacing the engines and updating the avionics on its 23 aging
C-5s, and seeking to buy 150 more C-130J tactical airlift aircraft.f]

o US airlift would still, however, b@under severe strain to support one major regional
contingency through at least 2019.
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Power Projection: TheValueof Strike Range

o Aircraft rangeis of limited importance when forward bases are available,
but the US could not initially deploy combat aircraft into basesin Central
Asia and Pakistan, and had no bases available in Pakistan.

o The US did acquire such capabilities over time, and was able to build up
major facilities in the forward area at Bagram Air Base in Afghanistan,
“Ganci” ﬁir Base near the Manas Airport in Kyrgyzstan, and in
Pakistan.

o This lack of forward basing initially limited US attack helicopter
operations and meant that shorter-range aircraft like the A-10 and AV-8
wer e only committed after thefall of Kabul.

o It was a key factor that forced F-18s, F-14s, and other fighters to fly
extremely long missions from carriers in the Indian Ocean and a heavy
reliance on refueling aswell aslong-range bombers.

o Thefact that the US could deploy so many fighters at such long distances
early in the war and refuel and maintain them over timeis a considerable
achievement.

o It is not, however, a substitute for aircraft range, and the conditions in
Afghanistan showed that the ability to loiter over a target area can be
equally important.

o The range of many US fighters and strike fighters is, marginal for such
missions. It could also be a problem in other areas where access to
adequate basing is uncertain, like the Persian Gulf. In some ways, US air
power is still too divided into fighters, which are best suited for European
and littoral operations, and long-range bombers.

o Afghanistan is a warning that the range and endurance of the US strike
fighter fleet may be inadequate, and that the US may have left a “range
gap” between strike fighter and bomber.
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Power Projection: Mid-Air Refueling

o The conflict in Afghanistan also provided another lesson in the vital
importance of mid-air refueling operations and US tanker for ces.

o0 However, of the USAF's fleet of 545 KC-135 refueling aircraft, 130 were
grounded as of April 2002 due to structural problems and other
maintenance issues. This has led to a debate over the need to replace the
aircraft even though most should still have substantial flying life.

o0 The USAF is currently examining the possibility of leasing up to 100
modified Boeing 767 aircraft to decrease the demands on refueling
tankers, however, a long-term solution that reduces overall dependence on
USAF refueling assets has yet to be developed. Such a solution will be
necessary to ensure future US power projection capabilities, espe%f:\lly in
conflictswherethe battlefield islocated far from US air craft bases,

o0 Whilethe stealth characteristics of the B-2 only had marginal valuein this
war, Afghanistan is also a war ning that long-range stealth capabilities may
be far more critical in the future. Enemies with advanced air defense
systems are not going to let conventional fightersloiter over the battlefield
or refudl.

0 Inorder torefuel, F/A-18sand F-14swere forced to descend to 17,000 feet.
After refueling and returning to their previous altitude, however, the
aircraft had utilized almost as much fuel as had just been added to their
tanks.

o The US may also find that not all countries will be as cooperative as
Pakistan and the nations of Central Asia have been and that long-range
stealth capability may be necessary to aIIowE&JS air power to “intrude”
through the air space of third party countries.
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Power Projection: The Weightlifting Contest in Transforming
Ground Forces

0 Under the current Army transformation plans, some of the equipment problems that
US troops encountered may be resolved as early as 2008. The Army is currently
developing the Objective Force Warrior with the goal of decreasing by half the weight
of the equipment that soldierscarry.

o0 Likemany elementsof the Army’sfuture Objective Force, the Objective Force Warrior
is highly dependent on the development of new technologies, including a uniform
equipped with a micro-climate conditioning system which will allow soldiersto operate
comfortably in both hot and cold environments similar to the environmental extremes
encountered by soldiers during Operation Anaconda. In addition to protecting soldiers
from weather conditions, the uniform VESIUId be designed to protect troops from the
effects of chemical or biological weapons.

o During Operation Anaconda, ground for ces often became overburdened by the weight
and amount of weaponry that they were carrying. Soldiersreport that in order to move
more quickly they were forced to discard some of their equipment. In one instance,
several Special Forces troops scaling the side of a mountain were forced to discard their
body armor because it significantly inhibited their ability to ascend the steep
mountainside.

0 Based on these common experiences and difficulties, it will be essential for the Army to
re-examine basic equipment and weapon characteristics. Ground forces in fighting
situations like Anaconda face several challenges and require an effective means of
defending themselves and attacking the enemy. Their equipment should not become an
impediment to their survival or achievement of the main objectives of the mission.

o0 Aspart of the development of the Objective Force Warrior, weapons made out of ultra-
light materials would replace the M-16A2 rifle, M-4 carbine, and M-249 Squad
Automatic Weapon. The new generation of weapons, while having similar capabilities,
isbeing designed to weigh roughly 35% lessthan the current set of weapons.

0 Also being developed as part of the Objective Force Warrior are alternative energy
technologies, such as light-weight fud cells, that will power high-tech sensors and
replace heavy batteries which currently weigh down soldiers. The new sensors will
monitor the battlefield environment as well as the physical health of the troopsin the
field, allowing medics outside of the battlefield to provide advice regarding troop
readiness and injuries. A final component of the new uniform is development of a
camouflage technology that can adapt to thEaenvironment in which the troops are
operating so asto maximize their concealment.

0 A major additional component of the Objective Future Warrior program is the
development of a robotic ATV that will follow troops and carry roughly 500 pounds of
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equipment. While this may be practical in a more traditional battlefield setting, it is
guestionable whether such a vehicle would be of use to ground forces engaging an
enemy in mountainous terrain which is difficult for humans, let alone robotic vehicles,
to managef
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Joint Warfare, Coalition Warfare, and
| nter oper ability
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Joint Warfare: I1ts Changing Nature and the Combined Arms
Mix

* Virtually every major recent war has shown the growing value of joint operations and
of integrating land-air-sea operationsin ways adapted to the needs of a given conflict.

* Like Kosovo, however, the Afghan conflict has shown that a combination of precision
air and missile strike capability, coupled with greatly improved intelligence and
tar geting systems, can, in some contingencies, provide much of the heavy firepower that
previously had to be provided by artillery and armor.

* It is dangerous to over-generalize, snce much depended in both wars on near air
supremacy and the ability to engage enemy ground forcesin ways that allowed them to
make only limited or no use of their armor or artillery against US and allied forces —
aside from targeting local alliesand proxies.

* The nature of the air-land battle seems to have evolved significantly, even in terms of
the standards of a compar atively recent conflict like Kosovo.”™ Yet, if the opponent had
had more serious military capabilities, US and British land forces might have had to
spend several weekswinning air superiority and carrying out the suppression of enemy
air defense (SEAD) mission.

* They could also have added more attack helicopters and gunships to the battle, and
possibly lighter and more mobile artillery and armor — although this presented
equipment, lift, and mobility problems for both the Army and Marine Corps. (The
Army lacks sufficient light armored vehicles (LAVsS) and even all terrain vehicles
(ATVs) for its special operations forces, and Marine Cor ps light mechanized forces are
still too tied to amphibious operations and need better ability to project force via
airlift.).

e The US and Britain could also have added more highly trained special operations
forces, forward air controllers, and expertswith local language and cultural skills. Such
for ces obviously cannot substitute for heavy ground forcesin many contingencies, but it
is important to note that the Afghan war, per se, is not an argument for lighter tanks
and artillery, nor for lighter and more projectable mechanized ground forces. This
poses an obvious challenge in restructuring the Marine Corps for operations in the
Middle East, and possibly challenges the relative roles of the Marine Corps and the
Army.

« Key to any joint operation is an advanced communication network, capable of
transmitting data between unmanned and manned sensor aircraft, ground forces,
combat aircraft, and commanders.

* The fighting in Afghanistan marks a step forward in the development of such a
seamless communications system. However, it is important to note that the enemy in
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Afghanistan did not have the technological capabilities to interfere with and disable
that system. Indeed, while the fighting in Afghanistan shows us that a communications
network that integrates information from many different forces is feasible in a non-
hostile environment, it has not proven whether such a communications network can
withstand an electronic or physical assault from a more advanced foef?
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Jointness: The“ New” Air-Ground Linkage

 Working versionsof the J-8 JSTARS
e Full integration of GPS

« Advanced laser illuminators

« Shadow surveillance drone

« New communication network called " Force 21 Battle Command,
Brigade and Below"

» Tactical intelligencereadouts and down-uplinks at many levels
* Improved Apachetank-killing helicopter.
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Joint Warfare: Operation Anaconda: Bomber and Attack
Helicopter L essons

0 Thenext phase of Operation Anaconda was largely air based, with B-52 heavy bombers
dropping 2,000- and 500-pound bombs on Al Qaeda targetsin the valley and along the
mountains.  Additionally, the US successfully utilized two new 2,000-pound
thermobaric bombs, which, when fired into a cave, expel the oxygen and suffocate any
hidden fighters. Following this stage of the battle, US ground forces were able to
operate effectively, and overEH1e next two weeks successfully located and destroyed
enemy positionsin thevalley.

0 Though the use of airpower during theinitial days of the operation was essential, some
observers argue that the need for intense air support revealed serious shortcomings in
the capabilities of light ground forces. A recent report analyzing the Army’s
performance in Afghanistan cites a lack of artillery as a major shortcoming of the
operationsin Afghanistan.

o During Operation Anaconda, ground forces did not have the option of using artillery to
target and destroy entrenched enemy positions. Army troops had to rely on their own
mortars, as well as air support from AH-64 Apache helicopters and combat air craft, to
eliminate the enemy threat. In maﬁ)( cases, it took a direct hit from a 2,000-pound
bomb to take out an enemy position.

o Unlike aircraft flying at higher altitudes, the Apache's were easily targeted and hit by
small arms fire and rocket propelled grenades from Al Qaeda and Taliban fighters.
Nevertheless, the Apache helicopters were mor e effective than fixed-winged aircraft at
destroying enemy positions. Following Operation Anaconda, A-10 aircraft were
dispatched to theregion to further support Apache operations.

o Five AH-64 Apache gunships were called in to suppress enemy gunfire, but several
quickly became damaged and were forced to withdraw. While additional helicopters,
including the US Marine Corps Super Cobra, were deployed to provide support and
cover for the ground forces, they did not operate at optimal levels due to the extreme
elevations at which the battle was occurring. Limitations on the helicopters' abilitiesto
loiter over the combat area and the inability of the helicopters to hover in relatively
stationary positions negatively gHected their targeting ability, thereby decreasing the
accuracy of the helicopters' fire.

0 Adaptations had to be made to the Apache helicopters. Originally designed to attack
Soviet armor at night, the weapons systems wer e modified to increase their effectiveness
at hitting entrenched ground forces. The high altitude of the operation, however,
forced Apache pilots to engage in maneuvers that decreased their ability to accurately target
ground positions.
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Joint Warfare: “Asset Integration” and New Approachesto
Land Warfare

It is clear that far more can be done to improve the integration of US sensors, battle
management systems, strike platforms, communications, and the use of precision
weapons in the future. Many of the US efforts during the Afghan conflict were
improvised, relatively crude, and scarcely set the standard for the level of progress that
can be achieved in “closing the loop.”

A number of analysts have since argued that the advances in battle management/I SR
have reached the point where platforms are less important than achieving a broad
fusion of battle management/ISR, and that precision strike assets that can be used to
strike asﬁfectively as possible in near-real time, regardless of the age of the launch
platform.

While much does depend on the sophistication of the opponent’s air forces and air
defense assets, stealth, and long-range stand-off munitions; the use of unmanned aerial
vehicles (UAVs) and unmanned aerial combat vehicles (UACVs) offers a potential way
to use such techniques even against sophisticated opponents. At the same time, land
systems, like the High Mobility Artillery Rocket System, Netfires, and precision-guided
artillery shells could provide land firepower capabilities with equal precision-fire
capability and more mobility and ease of power projection than existing artillery
systems.

Though development of unmanned ground vehicles (UGVs) lags behind that of UAVSs,
in part because of the difficult nature of ground navigation, U&Vs could offer further
enhancementsto already existing sensor and weapon platforms.

During the war in-Afghanistan, the United States utilized robotsin a combat situation
for the first time.>™ US soldiers used four robots, called PackBots, ta reconnoiter 26
caves, four bunkers, an ammunition cache, and a building complex.™ The PackBots
can be fitted with as many as twe%]e video cameras, and can also employ a grenade
launcher and a 12-guage shotgun.™ The end result could be what some call “asset
integration” and the creation of forces that combine land-air-sea systems into a near-
real time mix of capabilities to “target-strikeaﬁretarget-and re-strike” with an
efficiency that has never been previously achieved.” It would extend joint warfare and
combined armsto a new level.

Senior US Army officers also feel that such systems may be a key to force
transformation for the Army. Rather than having to use a substantial number of forces
to secure flank areas — for ces which need heavy armor and artillery -, the Army could
rely on sensorsto avoid surprise and counter maneuver beforethe enemy could react.

Air and missile power would substitute for heavy forces in many contingencies and air
mobility would allow rapid maneuvering to strike at the most critical aspects of enemy
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ground force operations. The result could be smaller, faster, and mor e effective ground
units that would also be much easier and faster to deploy and would require much less
logistic and service support.
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Joint Warfare: Remote Command and | ntelligence L essons

o0 A complicated command structure that was dispersed over a wide area with key links
back in the US added to communications problems. USCENTCOM did not decide to
create an_.Ioint task force headquarters until May 2002, when one was created at
Bagram.

o In fact, a number of reports - including an analysis of the course of the war by the
Marine Corps - seem to have concluded that USCENTCOM's headquartersin Tampa,
Florida, sorrégI 7,000 miles away, was too far away to coordinate operations in
Afghanistan.™ (In February, the top Marine general (:ommandirg:| operations in
Afghanistan had moved closer to the theater, from Hawaii to Bahrain.)

o While Operation Anaconda was a joint operation, special operations soldiers from each
service were not under joint command. Information relayed from one group of forces
to a commander sometimes did not get relayed back out into the field to another group
of forces.

o Overall, observers believe that the type of mission conducted by forces in Operation
Anaconda indicates the need for higher-bandwidth and more closely linked
communication systems, which will provide ground forces with up-to-date information
on enemy and friendly positions.

o Additionally, analysts urge the Army to upgrade its “common operational picture,”
which currently provides commanders UAV imagery of ongoing operations. The key to
using such technology effectively does not lie ssimply in mainstreaming the collection
process, b%]also in training officersto rapidly analyze it and adapt their mission plans
as needed.

o In evaluating the intelligence operation that assisted the military in planning and
executing Operation Anaconda, US military officers argued that despite some
inaccuracies, human intelligence played a pivotal role in the success of the mission.

o Lt. Colonel Dave Gray, chief of operations for Operation Anaconda, noted the
importance of combining human intelligence with other technical sources. He said that
human intelligence was used to confirm observations from surveillance aircraft.
Additionally, noting the surprisingly fierce resistance that US forces faced during the
first days of Anaconda, Gray argued that limitationsin technical intelligence gathering
createEﬂ continued need for accurate human intelligence, both before and during a
battle.
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Coalition Warfare: TheValue of Coalition Warfare and
Mission-Oriented I nter operability

* In the past, the US has paid more attention to seeking technological clones or doing it
alone than to using its specialized, high technology strengths in ways which make it
easier to operate with less-well-equipped Western and regional allied forces. This may
well have been too narrow, if not the wrong, approach to coalition warfare and
interoper ability in many mission areas.

* Recent wars have repeatedly demonstrated the value of coalition warfare in every
aspect of operationsfrom power projection to combat.

 The US and British experience in Afghanistan may indicate that the US and NATO
have over stressed the high technology and high investment aspects of coalition warfare
and interoper ability, and paid too little attention to the value of being ableto draw on a
pool of highly trained, lighter forces, like the SAS, or their Australian, Canadian,
German, and other equivalents.

* Light, highly trained allied forces, like the SAS, could be highly effective without
expensive high technology equipment, standardization, and interoperability. Similarly,
relatively primitive allied local ground forces could be very effective substitutes for US
ground forces when given the support of US Special Forces and advisors and effective
air and missile strike capability. Thisis a lesson that emerged in a different way from
therolethat the KLA and other Kosovar for ces played in Kosovo

* The same may be true of the value of using limited numbers of highly trained advisors,
forward air controllers, and targeteerson the ground, along with rapid transfers of low
and medium technology armsto strengthen local for ces.

» There were significant initial problems in deploying allied forces. The basing,
transportation, and support systems available at the start of the campaign limited US
ability to accept allied forces.

* Sodid thelack of language training, command and control assets, cross-trainingin the
use of US ISR equipment and battle management techniques, and problems in combat
rescue and for ce protection capabilities. Most allied for ces lacked strategic mobility and
sustainability and the US was no organized to use many of the assets other countries
offered.

» The lack of a clear US nation-building plan, and prior allied planning for such a
mission, also meant that the US was relatively slow to recognize the importance of
nation-building and peace keeping support.

* Thesituation changed radically as time went on, however, and the value of allied forces
became clear.



Cordesman: The Lessons of the Afghan Conflict 5/19/03 Page 72

By June 2002, twenty nations had deployed mor e than 16,000 troopsto the U.S. Central
Command’s region of responshbility. In Afghanistan alone, coalition partners
contributed more than 7,000 troops to Operation Enduring Freedom and to the
International Security Assistance Force in Kabul — making up more than half of the
14,000 non-Afghan forcesin Afghanistan.
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Coalition Warfare: Possible L essonsfor Lower-Cost
| nter oper ability

* NATO has always had a de facto high-low force structure and mission-
orientation.

* Advances in electronics and lower-cost precision systems like the JDAM
can change the cost of integrating allied forces into to US war plan and
I SR network.

e The“low side” of coalition warfare could mean:

o

o

o

o

Not buying advanced | SR capabilities.

Not attempting to carry out the SEAD mission or to buy forces
that can survivein an intact S-300/S-400 air defense environment.

Retaining existing platforms longer, avoiding “stealth-like”
platforms, and concentrating on | SR, munitions, and readiness.

L ooking for lower cost UAVSs.

Reducing power projection problems by concentrating on
precision strike, minimizing F-22 air-to-air combat missions.

Focusing on missions near the FEBA, rather than deep
penetration.

Creatinga NATO seriesof “standards’ for such missions.

Matching light ground componentsto such missions.

* The “high side’” could mean plug in and play interoperability in a
US/INATO/EU force mix for advanced combat or special mission
aircraft avoiding the costs and force structure impact of sovereign air
forces and freeing resour cesto buy advanced moder n systems.
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Targeting, Intelligence, and Battle Damage
Assessment
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Key Evolving Issuesin Targeting, Intelligence, and Battle
Damage Assessment

o During the Gulf War, Desert Fox, and again in Afghanistan, the US faced
several major problemsin using itsstrike power effectively that will not be
solved with better sensors and command, control, communications, and
information (C*l) systems.

o US ability to locate some kinds of targets is far better than its ability to
characterize them, judge their importance, or assess the level of damage it
did to their functional capabilitiesonceit strikesthem. Theseinclude:

o

o

o

o

Hard tar gets.
Urban/M OBA buildings.

Vehicles'weapons not directly involved in combat and “dead” or
inactive vehicles’'weaponsin combat.

Infantry targets of all kinds, especially dispersed and entrenched.

Concealable high value targets like CBRN weapons and delivery
systems. LOW/LUA forces.

Many kinds of terrorist and asymmetric warfare forces and
elements,

Cheap, low value facilities.

Military forcesintermingled with civilians.

0 The US did not demonstrate during the Gulf War, Desert Fox, or in
Afghanistan that it had a valid doctrine for striking at leadership,
infrastructure, and civilian C%, LOC, and other rear area strategic
targets. It essentially guessed at their importance and bombed for effect. It
Isunclear that “ effects-based” planning really solvesthe problem.
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The Myth of Target Characterization

o USability to characterize sheltered and closed-in tar gets remains weak, as
doesitsability to assess and strike at har dened tar gets.

o Thisremains a major problem in the case of nations that make extensive
use of such facilities, like lrag and Iran, but it isimportant to note that US
sensors and teams on the ground never succeeded in characterizing many
much simpler Taliban and Al Qaeda facilities, such as caves.

o For example, the Navy SEAL team that explored the cave complex at
Zhawar Kili in February had noideathat it would turn out to bethe
largest complex yet uncovered and had to physically enter the area
to determine that the US air strikes on thﬁacility had little or no
effect and left lar ge stocks of suppliesintact.

0 The US has better ability to assess physical damage to surface buildings,
but limited ability to assess damage to their contents. Its ability to assess
functional damage to complex systems, like land-based air defense systems,
and the resulting degree of degradation in their operational capabilities, is
also generally weak.

o0 The US had major problemsin these areas in the Gulf War, Kosovo, and
in ten years of strikes against the Iragi air defense system. The US had —
and still has -- major problemsin locating key targets, like the leader ship
of hostile powers or the facilities and forces related to weapons of mass
destruction.
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The Myth of Battle Damage Assessment

To be blunt, the US military services and intelligence community
smply do not have a credible battle damage assessment
capability.

They use an ever-changing set of rules that transform vague and
iInadequate damage indicators into detailed estimates by category
and type.

Their rules and methods have only crude analytic controls and
cannot survive simplereview methods, like blind testing.

They rely heavily on imagery that cannot look inside buildings
and shelters, which often cannot tell whether a weapon was
inactive or had already been damaged by other kinds of fire, and
which is essentially worthless in estimating infantry and human
casualties.

No evidence solved problem of major weapon BDA and Kill
exposed in Kosovo.
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|ntelligence and Strategic Reconnaissance
(I1SR), and C4l/BM:

Closing the Loop and the Limits of
Capability
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ISR: “Closing the Sensor to Shooter Loop” to Near-Real
Time: Improved Intelligence, Targeting, Precision Strike,
Assessment and Re-strike Capabiliti&s73|

* The US ability to use ISR data to conduct precision strikes with both precision-guided
weapons and area ordnance, and then, at least partially, assess damage as well as
retarget and re-strike almost immediately, did involve a wide range of advances in
tactics and technology. The US was able to “close the loop” in conducting air and
missile strikesin near-real time.

* It was a further development of techniques that owe their origins to the use of spotter
aircraft ar&lkill boxes in the Gulf War, and which were significantly further developed
in Kosovo.

A number of the tactical encounters between US and Al Qaeda forces have shown that
it is now possible for air power to be far more effective and responsive in the close
support of missions and for precision weaponsto act as a partial substitute for artillery
under conditions in which the enemy does not have high quality, short-range air
defenses or large numbers of heavy weapons.

» A combination of fixed- and rotary-wing aircraft performed such missions well during
the fighting at Tora Bora. In the current of phase of the fighting, however, US military
officials concede that airpower is of limited use in locating and destroying small,
dispersed pockets of Al Qaeda and Taliban fighters. Indeed, rapid “surgical” stﬂ% by
ground troops remain a mor e effective option for combating a dispersed enemy.
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| SR: Dealing with Mobile Targets

* Senior defense officials believe that the fighting in Afghanistan shows that, since the
Gulf War, the US has made significant advances in addressing the problem of
identifying and destroying mobile tar gets.

* Duringthe Gulf War, the USAF and Navy unsuccessfully targeted Irag’s Scud missiles,
flying 1,460 sortiesthat failed to destroy a single missile battery. In contrast, during the
fighting in Afghanistan, the US Navy attacked 2,500 mobile targets and has claimed to
have achieved a 65% hit rate.

* As of June 2002, the Navy claimed that aircraft had struck 2,000 mobile targets.E]
Experts attribute this significant achievement to the use of improved precision
munitions and communications technology, as well as the use of UAVsto gather target
information. Air Force officials also cite the presence of special operations personnd,
who could more readily identify mobile targets from the ground, as crucial to the
success of the air missions over Afghanistan.

* The use of satellite-guided smart bombs, which are accurate regardless of weather
conditions, along with reliance on the Joint Surveillance Target Attack Radar System
(JSTARS), which can track several mobile targets smultaneously, contributed to the
increased level of success in hitting mobile targets. Based on the successful integration
of ground and air forces in pursuit of mobiIetargetEﬂit is likely that “Scud hunting”
may be a key feature of any future conflict with Iraqg.

* In Afghanistan, targeting data from JSTARS was fed directly to F-15E pilots, allowing
them to respond quickly and strike targets before their locations changed. Though
UAVs, such as the Global Hawk, were able to provide imagery of mobile targets, a
means to transmit such information directly to USAF and Navy pilots has yet to be
developed.

o Currently, UAV information is transmitted to the CAOC in Saudi Arabia where
analysts determine potential targets and relay specific target coordinates to the
battlefield. Military officials describe the CAOC as an essential component that has
greatly enhanced US efforts in Afghanistan. As a hub of communications between
unmanned and manned @i]rcraft, it provided commanders with a complete, up-to-date
picture of the battlefield.

» |If the USAF and Navy are to further increase the percent of successful hits to mobile
targets, it will be necessary to reduce the “sensor-to-shooter” time between UAV's and
fighters by developing direct lines of communication between the unmanned and
manned aircraft. Some steps have been taken to address thisissue, as evidenced by the
USAF’slinking of Predator imagery directly to the cockpit of AC-130 gunships.
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e This,inturn, hasallowed the gunship crewsto determine thelocation of targetsand the
features of the surrounding areasg]efore actually arriving at the target areas. Much
work, however, remains to be done.
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ISR: The Decison Time Problem

* Some analysts feel that the Afghan conflict shows that reducing decision time is now a
critical issue.

* They fed that changes to the sensor-to-shooter cycle suggest that the Find-Fix-Track-
Target-Attack-Assess (FFTTAA) parts of the sensor-to-shooter cycle have improved so
much since Desert Storm and Kosovo that US forces now have the ability to find,
classify and put ordinance on tar gets befor e those tar gets can get away.

* For instance, while in Desert Storm it took, in a particular instance, 80 minutes to
complete the sensor-to-shooter cycle when identifying and targeting an SA-2 sit&r in
Afghanistan sensor-to-shooter times decreased, on average, to just twenty minutes.

* Indeed, in Afghanistan it was not these problems that caused US aircraft to miss
opportunities to destroy targets. Rather, it was the “decision time’ necessary to get
authorization to act which cost opportunities to engage legitimate tar gets because of the
timeit took to make the decision to attack.

* They fed that examination of the data and lessons learned during the war will show
that decision time has become the “long pole in the tent.” Shortening the decision
segment of the cycle would have a major effect on our future abié.Ji:r[y to strike time-
sensitive targets and, therefore, improve future combat effectiveness.

* Thisissueisrooted in the problem of command authority and the rules of engagement
(ROE) as promulgated, interpreted and acted upon — more specifically the extent to
which the decision authority should be delegated to subordinate components and/or
operational/tactical levels of command.

» Afghanistan (like every other conflict) has unique political aspects. the extent and
per ceptions of collateral damage were very important in the broader context of how the
international Muslim community (and others) would react to US operations against a
terrorist network that happened to be associated with Muslims.

* Asareault, rules of engagement (ROE) were applied that had a significant impact on
the length of the decision process and drove the time length of the decision segment far
mor e than any other element (like weapon accuracy) in this part of the cycle.

* The less precise the guidance provided to the warfighter or the more restrictive the
ROE, the longer it takes to complete the decision segment of the cycle. One possible
reason for this is that technical components of the FFTTAA steps in the cycle have
received primary attention and resources over the last ten years and are more
optimized from the standpoint of putting ordinance on tar get.
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* Today’s technology, systems, and procedures do not do as well when it comes to
acquiring and disseminating the types of information the person in the loop needs to
determineif therules of engagement permit attacking thetarget.
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Mission Effectiveness versus Mission I ntensity: The Duel
Between Offense and Defense Continues

“Closing the loop” in near real time intelligence, tar geting, precision strike, assessment
and re-strike operations, may significantly improve mission effectiveness in ways that
reduce the need for sheer force numbers and mission intensity. Not only did airpower
substitute in many ways for heavy ground forces, armor, and artillery, precision air
power and far better targeting almost certainly substituted for air power numbers. This
indicates that deploying even more effective real-time intelligence, targeting, and
damage assessment systems can either make a given force steadig mor e effective in
battle, or allow areduction in force numbersand mission intensity.

There are potential countermeasures to such advances, and ones that are all too
familiar to most military forcesin the Middle East. They include:

o A shift to more distributed forms of warfare, where terrorists and other
opponents seek to present smaller and smaller targets.

o Hideor shield operations by more and more use of collocation with civilians.

0 The constant relocation of operations makes it harder to target by function.
Under such conditions, no advances in technical platforms will be able to
compensate for a lack of reliable human intelligence and/or enhanced presence
on the ground.

0 Disperse assets before or during a conflict without any normal indicators of
combat operations -- just as Iraq dispersed chemical weapons near unmanned
air facilitiesduring the Gulf War.

0 Deploying distributed mixes of highly advance surface-to-air missiles, like the
SA-10 or SA-11, shorter-range systems, sensor s, and command and control links,
to deny effective long-range air strike capabilities.

o Creating retaliatory forces with weapons of mass destruction that can be
launched on warning or when under attack.

At the same time, there are limits to the adaptations that enemy forces can make in
response to such US capabilities. Large masses of armor, artillery, and combat air
assets can scarcely be distributed. Indeed, moving them may ssimply make them tar gets.
Distributed forces are weaker forces, and hiding among civilians is a two edged sword
that may alienate those you hide among. Buying very expensive and highly
sophisticated air defense systems can also be countered with new targeting and strike
technologies. Relying on CBRN weapons as a deterrent isonly credibleif they cannot be
atarget, and if it isclear that they will be used.
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Intelligence and Strategic Reconnaissance
(ISR), and C4l/BM:

Bandwidth, Technology, and Hardware
| ssues
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| SR: Communications, Bandwidth, and Satellite Capacity
L essons

0 Soldiers could not rely on line-of-sight communications equipment and had to turn to
mor e expensive and less available military and commer cial satellite communications.

0 At the same time, this battle and other experiencesin Afghanistan showed that critical
aspects of the US national security communications system — such as the Defense
Satellite Communications System (DSCS), Milstar, UHF follow-ons, NRO relays, and
the NASA TDRSS spacecraft -- are still “ stovepiped and lack proper integration. This
seems to lt%true of the designs for the new Advanced EHF and Wideband Gapfiller
programs.

o This has led to a coordinated effort under the National Security Space Architecture
Office by seven teams from each of the key agencies, including the NRO and NSA.
Improving this aspect of force transformation has been given high priority and new
programs could start being funded in 2003.

0 The program will be evolutionary and emphasize field use and access across a wide
range of channels, as well as the integration of the transmission of secure data from
NASA, NRO, NSA, and the Defense Department. At present, US forces often have to
usetwo to four different terminalsto talk to two to four different satellitesin a situation
in which a single laptop could do the samejob.

0 Also, key new technologies like L asercom are also just coming into service and thereare
no UAV links to the DSCS and Milstar systems. Milstar |1 is coming into service and
will ease some problems, but will scarcely be a substitute for an integrated systems
architecture. Currﬁt systems are also particularly weak in rapidly transmitting
encrypted imagery.

o0 The situation was made worse by a much broader problem in satellite bandwidth
capacity. The US military had anticipated a far faster growth in commercial satellite
capacity than that which ended up taking place (some 275 satellite launches actually
occurred instead of the 675 the military had planned on).

0 As a reault, the Afghan conflict became the first practical case where a lack of
bandwidth began to inhibit US communications and | SR capabilities. The US military
calculates a future need for a total of some sixteen gigabits per second in a major
theater war by 2010 — some 208,000 simultaneous phone calls. Actual military capacity
could be little more than half that, thus resulting in much high% reliance on
commer cial communications satellite capacity that may not be available.
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| SR: The New Family of US Assets

* Major improvementsin US combat performance over that in past wars - improvements
made possible by a number of factors, including added reliance on precision-guided
weapons and the new abilities of US forces to draw on greatly enhanced ISR
capabilities.

* TheUSwasabletolink itsair and ground forces to power 1SR assets. It could provide
real-time imagery (PHOTINT) and electronic intelligence (ELINT) data on the
movements of enemy and friendly forces.

* It could cover and characterize fixed targets and cover and target mobile enemy forces
with high precision in real time even as they were engaged by Afghan ground for ces,
from imagery satellites, U-2s, E-8 JSTARS, RC-135 Rivet Joints, E-3A AWACS, E-2s,
P-3s, and UAVSs, like the Global Hawk and Predator. Signalsintelligence (SIGINT) also
played a role, however, it was not automated in a form that allowed the same degr ee of
instant reporting and communication.

* Advances in US sensors, moving target radars, and synthetic aperture radars also
reduced problems associated with weather and cloud cover.

* The US had the technical capability to communicate this data, which included tar geting
data for US bombers and strike fighters, special operations soldiers and other ground
troops, and sea-launched cruise missile platforms. This allowed air craft like the F-16, F-
15, AC-130, F-18, B-1, and B-52 to not only operate with near-real timeintelligence, but
to retarget E%Iflight and in some cases re-strike after damage assessment from forces on
the ground.

* At thesametime, afamily of new, light ground systemslike the Joint Tactical Terminal
used by US Special Forces and other ground forces, the components of the Integrated
Broadcast Service, new laser illuminators, %(J;PS systems, and satellite uplinks
transformed tactical | SR operationsin thefield.
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| SR: Upgrades and Older Platforms

* The US and Britain have drawn the lesson from Afghanistan that permissive air
environments, new sensor and targeting systems, and long-range precision strike
systems allow older, long-range slow fliers, like the P-3 and British Nimrod, to be armed
and used as delivery platforms, and could even allow tankers and transport aircraft to
bereconfigured for usein strikeroles.

* Older aircraft can also be modified to assist in ISR activities, as has been evidenced by
the US Navy’'s use of P-3 Orion maritime patrol aircraft in support of Special
Operations Forces on the ground in Afghanistan.

 The P-3, for example, was designed for maritime surveillance and anti-submarine
war fare missions, but was used as a land-based observation plane by the SEALs. The
P-3 possessed data linksto the Predator and E-8 and provided real time reconnaissance
during Operation Anaconda and the fighting in the Shah-i-K ot Valley.

» Taking advantage of the upgrades in communications, radar, and sensor capabilities
made to aircraft as part of the P-3 Anti-Surface Warfare Improvement Program (AlP),
the Navy used P-3sto gather ISR information, which was then transmitted directly to
the Special Operations Forces on the ground. Not only could SEAL teams download
information from the P-3, but they could also upload target information and
coordin to the P-3, which in turn would transmit the information to strike
aircraft.

 The USAF modified existing aircraft to enhance I SR by placing communications pallets
onboard KC-135 tanker aircraft. These modified aircraft communicated with the
CAOC in Saudi Arabia and relayed battlefield information to F-15 air cr aft.

* According to Air Force Secretary, Dr. James G. Roche, the “smart tanker” worked
incredibly well; consequently, the USAF plans on modifyin%ﬁfo of its current KC-135s
so that they can enhance battlefield communications further.
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| SR: The Problem of Asset Density

» Afghanistan may have been a small war, but it consumed a very large number
per centage of total US| SR assets.

« The US had to have at least four photo reconnaissance-class satellites and two radar -
imaging satellites in operation, however, experts estimate tha@&fghanistan and the
surrounding area can be photographed roughly every two hours.

» CIA director George Tenet instructed the military and intelligence community to rely
on high-resolution imagery from private satellite networks to complete more basic
tasks, such as assembling aerial maps of Afghanistan.

* The campaign in Afghanistan has been thefirst time ever in which private satellite data
was relied on by the US military. This move preserves the use of the limited but more
sophisticated and higher resolution government satellites for specific tasks, such as
determining precise ng'ﬁtary targets and assessing the damage from a US or coalition
strike against a tar get.

 There were equal limitations in ISR resources at the tactical level. The number of
Special Forces teams that could be deployed to provide on-the-ground intelligence and
targeting designation was very Iir&jted, and probably only a fraction of the number that
will befound useful in thefuture.

* Many of the on-the-ground data links, targeting systems, and communications systems
provided to special operations forces and rear area intelligence/tarﬁing analysts
lacked the desired range and reliability and can still be greatly improved.

e Other such improvements include the provision of lighter and longer-range laser
designators and light all-terrain vehicles and trucks that offer higher mobility and less
detectabilityEﬁhan systems like the High Maobility Multipurpose Wheeled Vehicle
(HMMWYV).



Cordesman: The Lessons of the Afghan Conflict 5/19/03 Page 90

|SR: “Friendly Fire’

* While the media has focused largely on collateral damage, putting an end to tragic
friendly fire incidents Iiketh&US air strike that killed four Canadian soldiersin May
2002 are also very important.

* Theincident mentioned above was due moreto pilot error and command decisions than
any fault in the ISR system. An F-16 pilot misinterpreted a night firing exercise and,
believing he was being attacked (even though his altitude was 28,000 feet), dropped a
Iaser-guided,éloo-pound GBU-12 bomb on the Canadian troops who were conducting
that exercise.

« A more integrated ISR system might have told him that he was flying over friendly
forces. Similarly, an earlier incident in December 2001, when a B-52 dropped a 2.,000
pound JEM that killed three US soldiers and wounded twenty others might have been
avoided.

* Therewere also many ambiguous cases involving Afghan civilians who may or may not
have been taking part in hostile action or may have been near or mixed with persons
who were.

* The July 1, 2002 incident in which 40 afghans attending a wedding party died when an
AC-130 fired in response to what it said was hostile fire, but where no confirming
evidence was readily available when an after action ground investigation took place, is
only one of the many cases Wherethere\ﬁ not clear dividing line between the problem
of “friendly fire” and collateral damage.

* Itisnot clear that minimizing friendly fire has, as yet, been given the proper priority in
US ISR designs and procedures. Certainly, technology may be approaching the point at
which the US may be able to create some form of personal identification of friend or foe
(IFF) system might be both affordable and technologically feasible.



Cordesman: The Lessons of the Afghan Conflict 5/19/03 Page 91

Conflict Termination, Nation Building,
Grand Strategy, and the After math of
Military Victory



Cordesman: The Lessons of the Afghan Conflict 5/19/03 Page 92

Conflict Termination and Non-Existential Threats

o It has become clear that it may be much harder to win the peace than the actual war,
particularly in terms of Afghan nation building and in ensuring that some Taliban-like
movement does not arisein thefuture.

0 There already have been an attempted assassination of President Karzai, the
successful assassination of Afghan Vice President and Minister for Public Works
Haji Abdul Qadir, serious clashes between warlords, the murder or
assassination of Afghan tourism minister Abdul Rahman, and cases where
Afghan factions have tried to use the US and British militaries to achieve their
own tactical and political ends.

o Neighboring powers, like Iran and Pakistan, are starting again to play the
“Afghan Great Game,” and any effort to create even a federal or cantonal
Afghan state faces major political, ethnic, and economic challenges.

0 Asthe Gulf War, Lebanon, Somalia, Kosovo, and Bosnia have shown, even the most
impressive tactical or strategic military victory can lose much or all of its meaning if it
is followed byEg]dipIomatic and political power vacuum or failure to achieve grand
strategic goals.

o0 It unclear at this point how the US will come to grips with this aspect of the war, if at
all. Itisclear that the Department of Defense does not want to keep US for ces engaged
or provide massive support to an allied peacemaking force. The preferred goal seemsto
be to try to create an Afghan national army and police force. On this front, however,
the US faces numerous challenges.

o0 The fact remains that grand strategy always requires more than military victory and
any commander or policymaker who cannot recognize this fact indulges in strategic
infantilism at the cost of becoming a strategic jackass.

o Conflict termination cannot always end in successful nation building. Transforming
cultures, political systems, and economies is far harder than most advocates of nation
building would like to admit, and is often impossible or too costly to attempt.
Nevertheless, victory is only victory when the use of force is tied to a satigﬂctory
political and economic outcome and a satisfactory level of post-conflict stability.

o It isbecoming clear that for that to occur the United States will need to become more
involved in what somerefer to as“nation building.”

o It should also be stressed that even if the Afghan problem were solved, it would still not
be a grand strategic victory. If the US must mix force with diplomacy and allied
support in some 68 countries, it must have a broader definition of victory and beableto
both communicate that definition and progress towards meeting it. As of this writing,
US efforts at this are episodic at best, and the overall grand strategy and conflict
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termination aspects of the US battle against Al Qaeda are as unclear as its goals
regarding the defeat of “global terrorism.”
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Winning Battles M erely Defeats the Enemy: The Challenge of
Grand Strategy

o0 The US government and Defense Department seem to have been only marginally more
concerned with planning for conflict termination and grand strategic outcomes in
Afghanistan, than they were during the Gulf War and the war in Kosovo.

o0 This failure to give conflict termination the same priority as military operations, and
grand strategy the same priority as strategy, is particularly striking because many
senior officials in the present Bush Administration have been so deeply involved in
trying to come to grips with the end result of a similar failurein the Gulf War and the
survival of Saddam Hussein.

0 Thereisasmilar irony in the fact that their legitimate criticism of the vacuous moral
posturing of the Clinton Administration and the s optimism and false promises
surrounding the Dayton Accords and conflict aftermath in Kosovo has tended to be
replaced by an equally vacuous effort to avoid being deeply involved in the after math of
Afghanistan.

0 Afghanistan is yet another warning that American war planners must plan for true
victory, and not simply the defeat of enemy military for ces.

0 Thetime—if it ever existed -- in which military planners could only plan for war islong
over. In fact, it seems fair to say that war plans that do not include peace plans have
always been signs of gross military incompetence. The fact that most post-conflict peace
involves some form of prolonged occupation, peace keeping, and nation building may
be unpopular, but that does not change the fact that military action cannot have
satisfactorily positive lasting benefits unless the military (and their political leaders) are
willing to pay the necessary price.

o In war, more than any other human activity, no one should begin what they are not
prepared to finish, and few modern wars will have outcomes where desirable
governments, economies, societies, and patterns of alliance magically occur simply
because the fighting ends.

o The officer who cannot adjust to this reality is unfit to wear his or her uniform. The
political leader unwilling to face thisreality is, at best, a recipe for military futility and,
at worst, arecipefor disaster.
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