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The Evolution of Cybersecurity
Requirements for the U.S. Financial
Industry
William A. Carter and Denise E. Zheng

U.S. financial firms form the backbone of the global financial system. These firms rely on
information technology (IT) systems to conduct almost every aspect of operations, from
executing billions of dollars of transactions daily to managing consumer information and
producing audit reports. Ensuring the integrity, security, and resilience of these systems
is critical to protect firms and their customers, as well as the stability of the global
financial system.
This paper outlines the key federal statutes, rules, and standards frameworks for
securing major U.S. financial institutions against cyber threats.

Legal and Regulatory Requirements
Existing laws and regulations for the financial industry rarely mention cybersecurity
requirements explicitly. Instead, cybersecurity standards are indirectly or implicitly
required by rules governing anti-money laundering and operational assurance, personal
data protection and identity theft prevention, audit and corporate disclosure accuracy,
and systemic risk mitigation. This section discusses the evolution of the following types
of rules and statutes affecting cybersecurity standards for the financial sector:
•

Anti-money laundering and operational assurance

•

Consumer data protection and identity theft prevention

•

Audit and regulatory reporting accuracy—Sarbanes-Oxley

•

Global financial system safeguards—Basel

•

U.S. Federal Reserve payment system security (Operating Circulars 5 & 6)

•

Distributed denial of service (DDoS) attack reporting

|1

Anti-Money Laundering and Operational Assurance
Early requirements for IT security in the financial sector, such as the Bank Secrecy Act of
1970 (BSA) and Federal Deposit Insurance Corporation Improvement Act of 1991
(FDICIA), focused on operational assurance and transaction monitoring, requiring
companies to employ information security systems to ensure the integrity of transactions
and customer accounts and identify suspicious activity. 1, 2
The BSA was designed to prevent money laundering, tax evasion, and terrorist financing.
While it does not mention cybersecurity directly, effective compliance requires firms to
implement anti-money laundering IT management systems to prevent illicit transactions
and account takeover, and to log and analyze customer information and account and
transaction activity to detect suspicious behavior. The BSA also requires financial
institutions to notify the Financial Crimes Enforcement Network (FinCEN) of any known
or suspected suspicious activity in the form of a Suspicious Activity Report (SAR). These
suspicious activities are broken down into different categories, several of which are
activities often enabled by computer intrusions, such as wire fraud, credit and debit card
fraud, and identity theft. 3 Recognizing the role of computer intrusions in enabling
suspicious activity, FinCEN officially added “computer intrusion” as a new category of
SAR in June 2000. 4 The category was later renamed “unauthorized electronic intrusion.”
In 2011, FinCEN issued an advisory on preventing and reporting of account takeovers,
recognizing that vulnerabilities in cyberspace can be exploited by terrorists to fund illicit
activity. 5 The advisory clarified that account takeover activity should be reported under
the category of unauthorized electronic intrusions.
FDICIA was passed by Congress in 1991, amending the Federal Deposit Insurance Act of
1950 to require, among other things, that the FDIC “establish operational and managerial
standards relating to . . . internal controls, information systems and internal audit
systems.” 6 Four years later, the FDIC promulgated the standards that require depository
institutions governed by the FDIC to “have internal controls and information systems
that are appropriate to the size of the institution and the nature, scope, and risk of its

1

Federal Financial Institutions Examination Council, “Bank Secrecy Act Anti-Money Laundering
Examination Manual Appendix A: BSA Laws and Regulations,” updated 2014,
https://www.ffiec.gov/bsa_aml_infobase/pages_manual/OLM_101.htm.
2 Remarks of Jennifer Shasky Calvery, Director, Financial Crimes Enforcement Network, to the National
Cyber-Forensics Training Alliance CYFIN [Cyber Financial] 2013 Conference, April 16, 2013,
http://www.fincen.gov/news_room/speech/html/20130416.html.
3 Financial Crimes Enforcement Network, “The SAR Activity Review: Trends, Tips & Issues,” Issue 23, May
2013, http://www.fincen.gov/news_room/rp/files/sar_tti_23.pdf.
4 Ibid.
5 Financial Crimes Enforcement Network, “FIN-2011-A016 Account Takeover Activity,” December 19, 2011,
http://www.fincen.gov/statutes_regs/guidance/html/FIN-2011-A016.html.
6 Cornell University Legal Information Institute, “12 CFR Part 30, Appendix A to Part 30—Interagency
Guidelines Establishing Standards for Safety and Soundness,” https://www.law.cornell.edu/cfr/text/12/part30/appendix-A.
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activities.” 7 The law provides banks some leeway to define exactly how to implement the
rules.

Consumer Data Protection and Identity Theft Prevention
The Gramm-Leach-Bliley Act of 1999 (GLBA) introduced personal data security
requirements to the broader financial sector. The “Safeguards Rule” under GLBA
requires financial firms to establish a written information security plan to protect and
prevent unauthorized disclosure of consumers’ personal data by:
•

Designating a program coordinator

•

Assessing risk

•

Implementing information safeguards

•

Ensuring security of service providers

•

Updating the plan to ensure ongoing data protection 8

GLBA regulations also require firms to provide annual training for their employees on
information security risks and produce annual reports to the Board of Directors on
information security and GLBA implementation. 9
In 2001, the Federal Trade Commission (FTC) and Federal Financial Institutions
Examination Council (FFIEC) produced guidance for GLBA implementation. The
guidelines are written in general terms in order to accommodate the wide range of
business models among financial institutions. The guidelines include multiple computer
security measures, such as:
•

Use multiple layers of access controls to computer systems

•

Monitor network and host activity to identify policy violations and anomalous
behavior

•

Analyze the results of monitoring to respond appropriately

•

Implement appropriate controls to prevent and detect malicious code. 10

7

Ibid.
Federal Trade Commission, “Financial Institutions and Customer Information: Complying with the
Safeguards Rule,” April 2006, https://www.ftc.gov/tips-advice/business-center/guidance/financial-institutionscustomer-information-complying.
9 Cornell University Legal Information Institute, “12 CFR Part 30, Appendix B to Part 30—Interagency
Guidelines Establishing Information Security Standards.”
10 Perimeter E-Security, “Gramm-Leach-Bliley Act & FFIEC Regulatory Compliance,” 2009,
http://165.212.168.211/public/files/GLBA.pdf.
8
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In 2003, Congress passed the Fair and Accurate Credit Transactions Act (FACTA), which
focused on information security standards to prevent identity theft. The law applies not
only to financial institutions (banks, credit unions, any business with customer
transaction accounts), but also any “creditors,” which are broadly defined as any
companies that provide credit or acquire or use credit reports. 11 In response to FACTA,
the FFIEC and FTC amended their guidelines to require companies to establish a written
Identity Theft Prevention Program to prevent, find, and respond to identity theft “red
flags.”12 To comply with these requirements, firms need IT solutions for breach
prevention, red flag and breach detection, and to provide alerts to customers.13 FACTA
also requires covered entities to implement procedures for the safe disposal of digital
consumer data. 14

Audit and Regulatory Reporting Accuracy—Sarbanes-Oxley
Following the accounting scandals around the turn of the millennium, including Enron
and WorldCom, Congress passed the Sarbanes-Oxley Act of 2002 (SOX) to require
accurate audit and regulatory reporting systems. While SOX did not directly address
information security, Corporate Responsibility for Financial Reports (section 302) and
Management Assessments of Internal Controls (section 404) require publicly traded
companies to assess and submit accurate annual reports on their internal controls for
financial reporting to the Securities and Exchange Commission (SEC). 15 The law has had
the effect of compelling companies to conduct annual assessments of their IT security
systems, since “an insecure system would not be considered a source of reliable financial
information because of the possibility of unauthorized transactions or manipulation of
numbers.” 16

Global Financial System Safeguards—Basel
In 2003, the Basel Committee on Banking Supervision published its “Sound Practices for
the Management and Supervision of Operational Risk.” 17 The “Sound Practices” explicitly
identified “damage from computer hacking” as a serious operational risk for banks, and
established guidelines for banks to mitigate these risks. 18 In 2004, operational risk
11 Federal Trade Commission, “Fighting Identity Theft with the Red Flags Rule: A How-To Guide for Business,”
May 2013, https://www.ftc.gov/tips-advice/business-center/guidance/fighting-identity-theft-red-flags-rulehow-guide-business.
12 Ibid.
13 Ibid.
14 Privacy Rights Clearinghouse, “Comments on FACTA Disposal Rule, RIN 3064-AC77: Fair and Accurate
Credit Transaction Act Disposal of Consumer Report Information and Records,” July 22, 2004,
https://www.privacyrights.org/ar/FDIC-DocDisposal.htm.
15 Gregg Stults, “An Overview of Sarbanes-Oxley for the Information Security Professional,” SANS Institute
InfoSec Reading Room, May 9, 2004, http://www.sans.org/reading-room/whitepapers/legal/overviewsarbanes-oxley-information-security-professional-1426.
16 Ibid.
17 Basel Committee on Banking Supervision, “Sound Practices for the Management and Supervision of
Operational Risk,” Bank for International Settlements, February 2003, http://www.bis.org/publ/bcbs96.pdf.
18 Ibid.
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management was codified in the Basel Accords with “International Convergence of
Capital Measurement and Capital Standards: A Revised Framework.” The framework,
more commonly known as Basel II, established a capital charge for operational risk,
including information security risks, and provided guidelines for measuring and
mitigating those risks.19 By requiring banks to hold more capital against operational
risks in addition to financial risks, thereby reducing the amount they can lend, Basel II
provides a strong incentive for banks to minimize cyber risks to their operations.

U.S. Federal Reserve Payment System Security (Operating Circulars 5 & 6)
“Federal Reserve Banks Operating Circular No. 5: Electronic Access,” released in 2006,
outlined explicit cybersecurity requirements for firms connecting to Federal Reserve
payment systems. 20 The Federal Reserve (Fed) first implemented security standards for
their own payment systems and how third parties connect to Fed systems in 1994. 21
Operating Circular 5 expanded the scope by requiring institutions that connect to a
Reserve Bank’s payment systems to implement cybersecurity controls on their internal
networks. In particular, it requires connecting institutions to implement all
“commercially reasonable security measures . . . to prevent disruption to the operations
of any Reserve Bank’s, and other Institutions’, computers, networks, systems and
software.” 22 It also gave Reserve Banks the authority to impose additional standards and
update their rules over time.
In July 2012, the Fed issued Operating Circular 6, “Funds Transfers through the FedWire
Funds Service,” which further required that banks issuing or receiving payment orders
online must implement physical security, logical security, and management controls to
protect systems that connect to FedWire from unauthorized access and use. 23

Office of the Comptroller of the Currency Guidance
In addition to statutes and regulation, the Office of the Comptroller of the Currency (OCC)
has issued alerts and bulletins to communicate information security best practices and
expectations. The OCC has issued hundreds of bulletins and alerts, but a few have been
particularly impactful on cybersecurity practices:

19 Basel Committee on Banking Supervision, “International Convergence of Capital Measurement and Capital
Standards: A Revised Framework,” Bank for International Settlements, June 2004,
http://www.bis.org/publ/bcbs107.pdf.
20 Federal Reserve Financial Services, “Federal Reserve Banks Operating Circular No. 5: Electronic Access,”
March 15, 2006, https://frbservices.org/files/regulations/pdf/operating_circular_5.pdf.
21 Federal Reserve Board, “Policy Statement on Payments System Risk,” Federal Register, April 26, 2004,
https://www.federalregister.gov/articles/2004/04/26/04-9413/policy-statement-on-payments-system-risk.
22 Federal Reserve Financial Services, “Federal Reserve Banks Operating Circular No. 5: Electronic Access.”
23 Federal Reserve Financial Services, “Federal Reserve Banks Operating Circular No. 6: Funds Transfers
through the FedWire Funds Service,” July 12, 2012,
https://www.frbservices.org/files/regulations/pdf/operating_circular_6_07122012.pdf.
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•

October 2005: Bulletin notifying banks of FFIEC guidance encouraging the use of
multifactor authentication. 24

•

May 2008: Bulletin instructing banks to implement appropriate risk assessment
and mitigation practices for web applications.25

•

April 2011: Alert notifying banks of National Security Agency (NSA) guidance on
responding to the RSA Security hack that compromised widely used SecurID
authentication, and directing banks to leverage NSA and United States Computer
Emergency Readiness Team (US-CERT) resources in their information security
programs. 26

•

December 2012: Alert instructing banks to report distributed denial of service
(DDoS) attacks to law enforcement, and “voluntarily” file a SAR for serious DDoS
attacks.27 Interestingly, however, FinCEN explicitly states on their website that
unauthorized electronic intrusion SARs should not be submitted for DDoS
attacks.28

The Role of Standards and Frameworks
The flexible language in these statutes and regulations is both a blessing and a curse—
while it allows financial firms to tailor their cyber policies to the needs of their unique
business model, it can be difficult to demonstrate compliance. After all, what constitutes
“appropriate” safeguards, “proper” procedures, and “material” risks is somewhat
subjective. As a result, financial firms and their regulators have turned to security
standards and frameworks that serve as templates against which firms and their
auditors can measure cybersecurity programs. While there are many organizations that
publish information security standards, three main standards organizations dominate
the financial industry. A 2014 study reported that 90 percent of the financial institutions
examined “used one or more of the NIST, ISO or ISACA frameworks or standards.” 29 The
Payment Card Industry Data Security Standard and FFIEC Information Security Booklet
are also widely used. This section discusses the development of the following major
standards frameworks:
24

Office of the Comptroller of the Currency, “OCC Bulletin 2005-35: Authentication in an Internet Banking
Environment,” October 12, 2005, http://www.occ.gov/news-issuances/bulletins/2005/bulletin-2005-35.html.
25 Office of the Comptroller of the Currency, “OCC Bulletin 2008-16: Application Security,” May 8, 2008,
http://www.occ.gov/news-issuances/bulletins/2008/bulletin-2008-16.html.
26 Office of the Comptroller of the Currency, “OCC Bulletin 2011-4: Incident Prevention and Detection—
Protecting Information Security of National Banks,” April 18, 2011, http://www.occ.treas.gov/newsissuances/alerts/2011/alert-2011-4.html.
27 Office of the Comptroller of the Currency, “OCC Alert 2012-16: Information Security: Distributed Denial of
Service Attacks and Customer Account Fraud,” December 21, 2012, http://www.occ.gov/newsissuances/alerts/2012/alert-2012-16.html.
28 Financial Crimes Enforcement Network, “Frequently Asked Questions Regarding the FinCEN Suspicious
Activity Report (SAR),” April 1, 2013, http://www.fincen.gov/whatsnew/html/sar_faqs.html.
29 Financial Industry Regulatory Authority, “Report on Cybersecurity Practices,” February 2015,
https://www.finra.org/sites/default/files/p602363%20Report%20on%20Cybersecurity%20Practices_0.pdf.
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•

Early NIST standards and COBIT v1.0

•

Payment Card Industry Data Security Standard (PCI-DSS)

•

International Organization for Standardization 27000 Series

•

The FFIEC Information Security Booklet—Regulatory Guidelines

•

COBIT 5

•

The NIST Framework for Improving Critical Infrastructure Cybersecurity

Early NIST Standards and COBIT v1.0
The earliest standards for information security were developed in 1996 with the release
of the first National Institute of Standards and Technology (NIST) guidelines for IT
security, Special Publication 800-14 “Generally Accepted Principles and Practices for
Securing Information Technology Systems,” and the publication of the Information
Systems Audit and Control Association’s (ISACA) Control Objectives for Information and
Related Technology (COBIT) version 1.0.
SP 800-14 focused on federal government systems and was not mandatory for financial
firms, but it formed an early template for “organizations [to] use to establish and review
their IT security programs” and “management, internal auditors, users, system
developers, and security practioners [sic] [to] use . . . to gain an understanding of the
basic security requirements most IT systems should contain.” 30 In contrast, COBIT v1.0 is
focused on private-sector entities, providing a generic set of 34 processes and 210
controls for businesses to tailor to their security needs while enabling their core business
objectives. 31 These foundational frameworks underwent incremental revisions and
updates until the mid-2000s, when influential new frameworks were developed.

Payment Card Industry Data Security Standard (PCI-DSS)
In December 2004, the big five global payment card brands, American Express, Discover,
MasterCard, Visa, and JCB, combined their individual security requirements into an
industry standard called the Payment Card Industry Data Security Standard (PCI-DSS). 32
PCI-DSS represented a unique effort by private financial firms to use their dominant
market position to impose strong information security measures. PCI-DSS establishes 12
30

Marianne Swanson and Barbara Guttman, “Generally Accepted Principles and Practices for Securing
Information Technology Systems,” Special Publication 800-14, September 1996, National Institute of
Standards and Technology, http://csrc.nist.gov/publications/nistpubs/800-14/800-14.pdf.
31 Susan Burch, “Auditing for Compliance,” Internal Auditor, December 2008, 53–59,
http://www.drlillie.com/a620/Article/Auditing%20for%20Compliance.pdf.
32 Branden Williams, Anton Chuvakin, and Tony Bradley, PCI Compliance: Understand and Implement
Effective PCI Data Security Standard Compliance (Syngress, 2007),
https://books.google.co.in/books?id=8L1uiaOmD5EC&dq=PCI+Compliance:+Understand+and+Implement+Effe
ctive+PCI+Data+Security&hl=en&sa=X&ei=fJw-VYDQCtevyATesYDIAQ&ved=0CDcQ6AEwAQ.
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security standards to achieve six core control objectives for systems that process credit
card data (see Appendix). The major credit card companies require all organizations that
store, process, and transmit card data for their cards to comply with PCI-DSS.33 There
have been a series of revisions and updates to PCI-DSS over the last decade, the most
recent of which is version 3.1, released in April 2015. 34

International Organization for Standardization 27000 Series
In 2005, the International Organization for Standardization (ISO) published the first
edition of ISO/IEC 27001, which outlined security controls for information security
management systems (ISMS). 35 Annex A, Reference control objectives and controls,
outlined 133 information security controls grouped into 11 objectives, ranging from
establishing a written security policy and clear management responsibilities, to
cryptography and key management, to physical security and security-conscious
personnel management (see Appendix). 36 ISO/IEC 27001 and ISO/IEC 27002 form the
foundation of the ISO 27000 standards family, a series of complementary guidelines for
structuring and implementing ISMS. 37 The 27000 family eventually grew into a
comprehensive framework including specifications for ISMS (ISO/IEC 27001), ISMS
management best practices (ISO/IEC 27002), an implementation guide (ISO/IEC 27003),
and tracking metrics (ISO/IEC 27004). 38 The ISO 27000 series is internationally accepted,
multifaceted, and has clear implementation guidelines. These advantages make it one of
the most widely used standards for information security in the financial industry. 39
Organizations can get officially certified as ISO 27001 compliant by accredited
certification bodies. Certificates can provide a competitive advantage to some businesses,
demonstrating to their clients and regulators that a company employs ISMS that are ISO
27001 compliant. However, while ISO standards are widely used in the financial
industry, many U.S. financial institutions are not officially certified as they often use a
combination of ISO and other standards and employ additional security measures
beyond ISO requirements to comply with regulations.

The FFIEC Information Security Booklet—Regulatory Guidelines
The release of FFIEC’s Information Security Booklet, which was first added to its IT
Handbook in 2002 and updated in 2006, was a seminal event in the development of
33

CYSEC, “PCI DSS Compliance: Executive Summary,” http://pcidsscompliance.net/.
PCI Security Standards Council, “Payment Card Industry (PCI) Data Security Standard: Requirements and
Security Assessment Procedures: Version 3.1,” April 2015,
https://www.pcisecuritystandards.org/documents/PCI_DSS_v3-1.pdf.
35 The ISO 27000 Directory, “An Introduction to ISO 27001,” 2013, http://www.27000.org/iso-27001.htm.
36 Dejan Kosutic, “Overview of ISO 27001: 2013 Annex A,” 27001 Academy: The ISO 27001 and ISO 22301 Blog.
February 10, 2014, http://www.iso27001standard.com/blog/2014/02/10/overview-of-iso-270012013-annex-a/.
37 The ISO 27000 Directory, “An Introduction to ISO 27001, ISO 27002....ISO 27008,” 2013,
http://www.27000.org/.
38 Ibid.
39 Financial Industry Regulatory Authority, “Report on Cybersecurity Practices.”
34
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financial cybersecurity standards. The IT Handbook provides guidelines for complying
with FFIEC examinations and audits to verify compliance with information security laws
for the financial sector, including FDICIA, GLBA, SOX, FACTA, and Basel II.40 It is an
essential guide to firms that lays out general expectations of federal regulators with
respect to security practices. The booklet outlines a five-step approach for information
security:
1. Conduct a risk assessment
2. Establish an information security strategy
3. Acquire the necessary technology to implement the strategy
4. Monitor threats and security controls on an ongoing basis
5. Continuously update the security strategy for new threats, vulnerabilities, and
security techniques 41
While the FFIEC acknowledged that “no formal industry accepted security standards
exist” they recommend referencing published frameworks including NIST, ISO, and
ISACA COBIT in establishing information security strategies. 42

COBIT 5
In 2010, ISACA released a supplement in coordination with the FFIEC that mapped the
2007 update of COBIT (version 4.1) to FFIEC requirements. It established a specific set of
standards and procedures for financial institutions to use the COBIT framework to
comply with FFIEC regulations, and for FFIEC auditors and examiners to evaluate
financial institutions’ compliance against the COBIT model. 43 ISACA also integrated
COBIT 4.1, which initially focused on management practices and metrics for IT, with
their ValIT and RiskIT products, which offered guidelines on identifying key risks and
value opportunities for firms’ IT systems, producing a comprehensive IT governance
framework called COBIT 5 in 2012 (see Appendix). 44

40 Federal Financial Institutions Examination Council, “IT Examination Handbook: Information Security,”
July 2006, http://ithandbook.ffiec.gov/ITBooklets/FFIEC_ITBooklet_InformationSecurity.pdf.
41 Ibid.
42 Ibid.
43 Kristen Kessinger and Joanne Duffer, “New ISACA Guide Maps COBIT 4.1 with FFIEC to Help Financial
Institutions Improve IT Governance,” ISACA, June 29, 2010, http://www.isaca.org/About-ISACA/Pressroom/News-Releases/2010/Pages/New-ISACA-Guide-Maps-COBIT-41-With-FFIEC-to-Help-FinancialInstitutions-Improve-IT-Governance.aspx.
44 Steven De Haes, Roger Debreceny, and Wim Van Grembergen, “Understanding the Core Concepts in COBIT
5,” ISACA Journal 2013, Volume 5, http://www.isaca.org/Journal/archives/2013/Volume5/Pages/Understanding-the-Core-Concepts-in-COBIT-5.aspx.
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The NIST Framework for Improving Critical Infrastructure Cybersecurity
In February 2013, President Obama issued Executive Order 13636, Improving Critical
Infrastructure Cybersecurity, which directed NIST to produce a “prioritized, flexible,
repeatable, performance-based, and cost-effective approach, including information
security measures and controls, to help owners and operators of critical infrastructure
identify, assess, and manage cyber risk.” 45 The financial services sector is one of the 16
critical infrastructure sectors.
A year later, NIST released their “Framework for Improving Critical Infrastructure
Cybersecurity,” which identified five key functions that should form the basis of
cybersecurity policies, and outlined 22 categories of security procedures to accomplish
those functions (see Appendix). 46 The framework outlines broad and voluntary best
practices for reducing cyber risks to all critical infrastructure sectors. While it does not
explicitly create new requirements for the financial industry, the executive order
directed federal regulators to evaluate the adequacy of existing cybersecurity
requirements and propose new regulations using existing legal authorities if current
requirements are insufficient.

Assessments, Sweeps, and the Future of Cybersecurity
Regulation
The main federal financial regulators also announced cybersecurity sweeps (i.e., surveys
of cybersecurity procedures) at major financial institutions to gather information to
inform a new generation of cybersecurity regulations. In 2014, the FFIEC launched a
Cybersecurity Assessment, examining 500 financial institutions to evaluate the cyber
threats they faced and their preparedness to respond to those threats. 47 At the same time,
FINRA also launched a sweep, and the SEC Office of Compliance Inspections and
Examinations (OCIE) announced an examination of broker-dealers and investment
advisers.
The sweeps, conducted in 2014, showed that most financial firms are already employing
cybersecurity policies to comply with existing regulations. The FFIEC’s Cybersecurity
Assessment concluded that “most financial institutions implement preventive controls to
impede unauthorized access to their systems . . . have tools in place . . . to detect
previously identified attacks . . . [and] have a process for implementing corrective
45

The White House, “Executive Order 13636—Improving Critical Infrastructure Cybersecurity,” February 12,
2013, https://www.whitehouse.gov/the-press-office/2013/02/12/executive-order-improving-criticalinfrastructure-cybersecurity.
46 National Institute of Standards and Technology, “Framework for Improving Critical Infrastructure
Cybersecurity,” February 12, 2014, http://www.nist.gov/cyberframework/upload/cybersecurity-framework021214.pdf.
47 Federal Financial Institutions Examination Council, “FFIEC Cybersecurity Assessment General
Observations,” November 3, 2014,
http://www.ncua.gov/Resources/CUs/Documents/FFIEC_Cybersecurity_Assessment_Observations.pdf.
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controls to address previously identified vulnerabilities.” 48 Similarly, the OCIE
Cybersecurity Initiative found that “the vast majority” of broker-dealers and advisers (93
percent and 83 percent, respectively) have written information security policies, and
“most” (89 percent and 57 percent) conduct periodic audits to confirm compliance with
these policies. 49
The sweeps also reinforced the importance of third-party standards frameworks. The
FINRA report noted that “among the firms that were part of the sweep, nearly 90 percent
used one or more of the NIST, ISO or ISACA frameworks or standards. More specifically,
65 percent of the respondents reported that they use the ISO 27001/27002 standard while
25 percent use COBIT.” 50 The OCIE sweep reported that “most” broker-dealers and
advisers (88 percent and 53 percent) leverage standards frameworks like NIST, ISO, and
the FFIEC IT Handbook. 51 The FINRA report concluded that “while FINRA does not
endorse any particular framework or standard, FINRA expects firms to use frameworks
and standards to evaluate whether and how they can improve their approach to
cybersecurity. . . . FINRA will use its regulatory programs to assess whether and how
firms are using frameworks or standards as a component of their cybersecurity
programs.” 52

Conclusion
Cyber attacks and data breach activity at financial institutions have increased
significantly in recent years, and the U.S. financial sector is one of the biggest targets for
cybercriminals. A report by the New York State Department of Financial Services in May
2014 found that most financial institutions experienced “intrusions or attempted
intrusions into their IT systems” in the previous three years.53 PricewaterhouseCoopers
reports that there were 42.8 million cyber incidents around the world in 2014, a 48
percent increase over the previous year. 54 As a result, the FBI estimates that over 500
million financial records were stolen in 2014, the vast majority by cyber means. 55

48

Ibid.
Securities and Exchange Commission Office of Compliance Inspections and Examinations, “Cybersecurity
Examination Sweep Summary,” National Exam Program Risk Alert, Vol. IV, Issue 4, February 3, 2015,
http://www.sec.gov/about/offices/ocie/cybersecurity-examination-sweep-summary.pdf.
50 Financial Industry Regulatory Authority, “Report on Cybersecurity Practices.”
51 Securities and Exchange Commission Office of Compliance Inspections and Examinations, “Cybersecurity
Examination Sweep Summary.”
52 Financial Industry Regulatory Authority, “Report on Cybersecurity Practices.”
53 New York State Department of Financial Services, “Report on Cyber Security in the Banking Sector,” May
2014, http://www.dfs.ny.gov/about/press2014/pr140505_cyber_security.pdf.
54 PricewaterhouseCoopers, “Managing Cyber Risks in an Interconnected World: Key Findings from the
Global State of Information Security Survey 2015,” September 30, 2014,
http://www.pwc.com/gx/en/consulting-services/information-security-survey/assets/the-global-state-ofinformation-security-survey-2015.pdf.
55 Erin Kelly, “Officials Warn 500 Million Financial Records Hacked,” USA Today, October 20, 2015,
http://www.usatoday.com/story/news/politics/2014/10/20/secret-service-fbi-hack-cybersecuurity/17615029/.
49
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This has imposed significant costs on financial institutions that have had to reimburse
client losses, audit their systems, and implement new security procedures to prevent
additional attacks. The cost of major cyber incidents can run to the hundreds of millions
of dollars. For example, Target reported that its 2013 data breach, in which 40 million
people’s credit card data was stolen, directly cost the company almost $250 million. 56
Estimates of the cost to payment card companies from fraud using those cards range
from $240 million to $2.2 billion. 57 Cyber attacks also inflict costs that can be hard to
quantify, like the cost of damage to a firm’s reputation and customer base after a breach.
As Joseph Demarest, deputy director of the FBI’s cyber division, told a meeting of
financial industry executives, the lesson from these incidents is clear: “You are going to
be hacked. Have a plan.” 58
The evolution of financial regulations has been largely reactive, with new rules being
developed in response to incidents. As regulators devise new guidelines explicitly
designed to address cyber risks, they should adopt a forward-looking, business-like
approach based on timely execution of security plans, regular follow-up and monitoring,
and bilateral dialogue. They should work to deepen their understanding of the root
causes of high-profile incidents, identifying the key business and customer needs that
create concentrations of risk, and the state-of-the-art security measures available in the
market to mitigate that risk. Employing a more data-driven, proactive, fluid approach
can also help regulators stay ahead of the development of new threats and
vulnerabilities as technology evolves.
There are signs that regulators recognize this imperative. Recent information-gathering
sweeps by financial regulators are designed to collect the information necessary to
establish a stronger understanding of the threats facing the financial industry, and the
security measures available to firms to control their own risks. This is setting the stage
for a new generation of security regulations that directly address cyber threats to the
financial system, and seek to fill in gaps in industry-wide security practices. Past
regulations have focused on four key priorities for cybersecurity:
1. Facilitating efficient and resilient operations
2. Protecting private information
3. Providing accurate and reliable financial reports
4. Ensuring the stability of financial infrastructures

56 N. Eric Weiss and Rena S. Miller, “The Target and Other Financial Data Breaches: Frequently Asked
Questions,” Congressional Research Service, February 4, 2015, https://www.fas.org/sgp/crs/misc/R43496.pdf.
57 Ibid.
58 Erin Kelly, “Officials Warn 500 Million Financial Records Hacked,” USA Today, October 20, 2014,
http://www.usatoday.com/story/news/politics/2014/10/20/secret-service-fbi-hack-cybersecuurity/17615029/.
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A new generation of regulations will likely build on these goals to explicitly combat
cybercrime and protect financial institutions from destructive cyber attacks.
Given the complexity of the financial industry, rapid evolution of technology, and
continued industry concerns about prescriptive requirements, these new regulations will
likely continue to be based on principles and best practices, and encourage firms to
leverage third-party standards frameworks to demonstrate compliance. By continuing to
follow the latest versions of widely used standards frameworks like the ISO 27000 series,
ISACA COBIT, PCI-DSS, and the NIST framework to manage their information security
systems, firms can put themselves in a strong position to comply with new rules.
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Appendix: Major Third-Party Standards Frameworks
PCI-DSS v3.1 Security Requirements
Control Objectives

Build and Maintain a
Secure Network

Requirements
1. Install and maintain a firewall configuration to protect cardholder data
2. Do not use vendor-supplied defaults for system passwords and other
security parameters
3. Protect stored cardholder data

Protect Cardholder Data
4. Encrypt transmission of cardholder data across open, public networks
5. Use and regularly update anti-virus software on all systems commonly
Maintain a Vulnerability
Management Program

affected by malware
6. Develop and maintain secure systems and applications
7. Restrict access to cardholder data by business need-to-know

Implement Strong Access
Control Measures

8. Assign a unique ID to each person with computer access
9. Restrict physical access to cardholder data
10. Track and monitor all access to network resources and cardholder

Regularly Monitor and
Test Networks

Maintain an Information
Security Policy

data
11. Regularly test security systems and processes
12. Maintain a policy that addresses information security

Source: PCI Security Standards Council, “Payment Card Industry (PCI) Data Security Standard: Requirements
and Security Assessment Procedures: Version 3.1,” April 2015,
https://www.pcisecuritystandards.org/documents/PCI_DSS_v3-1.pdf.
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ISO/IEC 27001:2013 Annex A: Information Security Systems Controls

A5

A6

Control Categories

Description

Information security policies

Written information security policy

Organization of information
security

Coordination and oversight of information management
activities, assignment of responsibilities, personal device
management
Security-conscious hiring, training, management, and

A7

Human resources security

A8

Asset Management

A9

Access Control

A9

Cryptography

Encryption and key management

Physical and environmental

Physical security of IT infrastructure and equipment, both on-

security

and off-site, and physical security best practices for users

A11

A12

Operational security

A13

Communications security

A14

A15

A16

termination procedures for employees
Inventory, ownership, and acceptable use of IT assets, and
data classification
Access control policy, user access management, system and
application access control, and user responsibilities

Change management, capacity management, backup, logging,
monitoring, installation, vulnerability management
Network security, segregation, network services, transfer of
information, messaging

System acquisition, development,

Security requirements and security in development and

and maintenance

support processes

Supplier relationships

Third-party risk management and supplier agreements and
monitoring

Information security incident

Clear policies to detect, mitigate, gather data on, and disclose

management

information security incidents
Identify and plan for IT-related business continuity risks, and

A17

Business continuity management

test business continuity management policies and procedures
to verify that they are effective

A18

Compliance

Audits and evaluations to ensure compliance with relevant
laws and regulations, as well as internal security procedures

Source: Dejan Kosutic, “Overview of ISO 27001: 2013 Annex A,” 27001 Academy: The ISO 27001 and ISO 22301
Blog, February 10, 2014, http://www.iso27001standard.com/blog/2014/02/10/overview-of-iso-270012013annex-a/.
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COBIT 5 Control Objectives
Evaluate, Direct and Monitor (EDM)
EDM01 Ensure Governance Framework
Setting and Maintenance

Build, Acquire and Implement (BAI)
BAI01 Manage Programmes and Projects

EDM02 Ensure Benefits Delivery

BAI02 Manage Requirements Definition

EDM03 Ensure Risk Optimisation

BAI03 Manage Solutions Identification and Build

EDM04 Ensure Resource Optimisation

BAI04 Manage Availability and Capacity

EDM05 Ensure Stakeholder

BAI05 Manage Organisational Change

Transparency

Enablement

Align, Plan and Organise (APO)

BAI06 Manage Changes

APO01 Manage the IT Management

BAI07 Manage Change Acceptance and

Framework

Transitioning

APO02 Manage Strategy

BAI08 Manage Knowledge

APO03 Manage Enterprise Architecture

BAI09 Manage Assets

APO04 Manage Innovation

BAI10 Manage Assets

APO05 Manage Portfolio

Deliver, Service and Support (DSS)

APO06 Manage Budget and Costs

DSS01 Manage Operations

APO07 Manage Human Resources

DSS02 Manage Service Requests and Incidents

APO08 Manage Relationships

DSS03 Manage Problems

APO09 Manage Service Agreements

DSS04 Manage Continuity

APO10 Manage Suppliers

DSS05 Manage Security Services

APO11 Manage Quality

DSS06 Manage Business Process Controls

APO12 Manage Risk
APO13 Manage Security

Monitor, Evaluate and Assess (MEA)
MEA01 Monitor, Evaluate and Assess
Performance and Conformance
MEA02 Monitor, Evaluate and Assess the System
of Internal Control
MEA03 Monitor, Evaluate and Assess Compliance
with External Requirements

Source: “COBIT Online,” accessed June 2015, https://cobitonline.isaca.org/.
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NIST Framework for Critical Infrastructure Cybersecurity Core
Function

Category
Asset Management
Business Environment

Identify

Governance
Risk Assessment
Risk Management Strategy
Access Control
Awareness and Training

Protect

Data Security
Information Protection Processes and Procedures
Maintenance
Protective Technology
Anomalies and Events

Detect

Security Continuous Monitoring
Detection Processes
Response Planning
Communications

Respond

Analysis
Mitigation
Improvements
Recovery Planning

Recover

Improvements
Communications

Source: National Institute of Standards and Technology, “Framework for Improving Critical Infrastructure
Cybersecurity,” February 12, 2014, http://www.nist.gov/cyberframework/upload/cybersecurity-framework021214.pdf.

THE EVOLUTION OF CYBERSECURITY REQUIREMENTS FOR THE U.S. FINANCIAL INDUSTRY |17

About the Authors
William A. Carter is a research associate in the Strategic Technologies Program at the
Center for Strategic and International Studies (CSIS). Before joining CSIS in January 2015,
he worked as a financial analyst in the Goldman Sachs Investment Strategy Group,
advising private and institutional clients on their short- to medium-term asset allocation
decisions. In this role, he performed research and analysis on all investable asset classes,
as well as geopolitics and the macro economy, and produced reports and presentations
on international affairs and current events. He has interned at the Council on Foreign
Relations and at Caxton Associates, a New York hedge fund. He graduated from New
York University in 2010 with a B.A. in economics.
Denise E. Zheng is a senior fellow and deputy director of the Strategic Technologies
Program at CSIS, where her work is focused on technology, innovation, and
cybersecurity and Internet policy. Previously, she served as chief of staff and lead
science and engineering technical adviser as a contractor for the Defense Advanced
Research Projects Agency (DARPA) foundational cyber warfare program, Plan X. Before
DARPA, Ms. Zheng was director for global government relations and cybersecurity policy
at CA Technologies, a $5 billion enterprise software company, where she advised
company executives on cybersecurity, data security and breach notification, and
software assurance. While at CA, Ms. Zheng was a member of the Information
Technology (IT) Sector Coordinating Council, IT Information Sharing and Analysis
Center, SAFECode, and vice chair of the TechAmerica Cybersecurity Legislative
Subcommittee. Ms. Zheng holds a B.A. in economics and political science from the
University of Michigan, studied government at the London School of Economics and
Political Science, and completed graduate coursework in security studies at the Johns
Hopkins University School of Advanced International Studies.

18 | WILLIAM A. CARTER AND DENISE E. ZHENG

Blank

1616 Rhode Island Avenue NW
Washington, DC 20036
202-887-0200 | www.csis.org
Cover photo: Shutterstock.com

