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Introduction
Sarah Minot1

The Center for Strategic and International Studies (CSIS) launched the Project on Nuclear
Issues (PONI) in 2003 in order to revitalize and strengthen a community of nuclear weapons experts whose training and background increasingly emphasize multidisciplinary
expertise, especially among younger generations. In support of this goal, the PONI conference series was created to provide a forum for facilitating new and innovative thinking
about how to address the evolving role of nuclear weapons in international security and to
gather people from across the policy and technical communities to discuss key issues. The
conference series continues to place strong emphasis on featuring the ideas of rising experts in the field, who are uniquely positioned to advance new thinking and who represent
the next generation of leaders from across the nuclear enterprise.
The 2013 conference series included events at Northrop Grumman in May, Sandia
National Laboratory in July, and the Center for Strategic and International Studies in
December, before concluding with a Capstone Conference at Offutt Air Force Base, home of
the U.S. Strategic Command, in March 2014. The papers included in this volume are a collection of some of the presentations delivered at the Capstone Conference. Spanning a wide
range of technical and policy issues, these selected papers hope to further discussion in
their respective areas, as well as contribute to the success of the greater nuclear community.

1. Sarah Minot is the program coordinator and research associate for the Project on Nuclear Issues (PONI)
at CSIS. She holds an MA in confl ict resolution from Georgetown University and a BA in political science and
international relations from the College of Wooster.
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Preventing Nuclear Terrorism from
the Inside Out: A Systems View
of Security
Marie Arrieta and Mark Ekman1

A

s nuclear technology advances over time, the nature and threat of nuclear terrorism
adapts accordingly. In response to this evolving threat, a number of nuclear nonproliferation programs have been established, including programs focusing on nuclear material design; nuclear material safeguards and security; nuclear energy system design; and the
deterrence, detection, and interdiction of nuclear materials. Each program addresses different
aspects of nuclear security regarding potential nuclear terrorism and nuclear proliferation.
Although the ultimate objective of each program is to address the emerging terrorist threat,
these programs individually represent distinct concerns. Integrating and optimizing each
individual program into a larger system as a complex “system of systems” can more effectively
combat the nuclear terrorist threat. This system of systems approach could lead to a better
understanding of possible emergent behaviors present across these programs and improved
approaches to optimize cost, performance, and overall effectiveness of these programs.

Analysis of the full spectrum of nuclear material security to include nuclear material
design; nuclear material safeguards and security; nuclear energy system design; and deterrence, detection, and interdiction is necessary to better meet the world’s growing energy needs
while minimizing the risk of nuclear proliferation and nuclear terrorism. This research discusses the various aspects of the nuclear material life cycle and the diverse nuclear nonproliferation programs that could benefit from a system of systems perspective.

Introduction
Significant multinational nuclear nonproliferation efforts exist throughout the world today
as the risks and dangers of nuclear terrorism are very real. In a 2009 speech in Prague, U.S.
1. Marie Arrieta is a nuclear engineer at Sandia National Laboratories. Mark Ekman is a manager of the
Secure Commerce & Border Systems at Sandia National Laboratories. Sandia National Laboratories is a multiprogram laboratory managed and operated by Sandia Corporation, a wholly owned subsidiary of Lockheed
Martin Corporation, for the U.S. Department of Energy’s National Nuclear Security Administration under
contract DE-AC04-94AL85000.
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president Barack Obama stated that a terrorist acquiring a nuclear weapon “is the most
immediate and extreme threat to global security.”2 He reiterated this message one year
later at the 2010 Nuclear Security Summit when he stated, “It is increasingly clear that the
danger of nuclear terrorism is one of the greatest threats to global security—to our collective security.”3
Nuclear nonproliferation initiatives are led by multiple U.S. government agencies,
including the Department of Homeland Security (DHS), the Department of State (DOS), and
the Department of Energy (DOE), and encompass a wide variety of policies, treaties, research and development, and other technical endeavors. For example, DHS manages the
U.S. government’s activities in developing the Global Nuclear Detection Architecture
(GNDA), “a worldwide network of sensors, telecommunications, and personnel, with the
supporting information exchanges, programs, and protocols that serve to detect, analyze,
and report on nuclear and radiological materials that are out of regulatory control.”4 The
DOS oversees the Export Control and Related Border Security (EXBS) Program to “prevent
the proliferation of weapons of mass destruction (WMDs) and destabilizing accumulations
and irresponsible transfers of conventional weapons by helping to build effective national
strategic trade control systems in countries that possess, produce, or supply strategic items,
as well as in countries through which such items are most likely to transit.”5 The DOE
National Nuclear Security Administration (DOE/NNSA) operates more than 20 programs to
“secure nuclear warheads; reduce the risks of nuclear smuggling; and protect, consolidate,
and dispose of weapon-usable nuclear material and radiological sources.”6 In addition,
there are numerous programs in nuclear material design; nuclear material safeguards and
security; nuclear energy system design; and illicit nuclear material movement deterrence,
detection, and interdiction programs and technologies within each of these departments.
International cooperation in preventing potential nuclear terrorism is defi ned through
various initiatives, including the Global Initiative to Combat Nuclear Terrorism (GICNT),
United Nations Security Council Resolution 1540 (UNSCR 1540), and various programs of
the International Atomic Energy Agency (IAEA).
Each of these programs, individually, represents a discrete program (system) with
unique capabilities to address different aspects of potential nuclear terrorism and nuclear
proliferation concerns. Although each of these nonproliferation systems are relatively well
understood individually, the many systems can be analyzed and optimized as an

2. Barack Obama, “Remarks by President Barack Obama,” White House, Oﬃce of the Press Secretary
(speech, Prague, Czech Republic, April 5, 2009), http:// www.whitehouse.gov/the _press _oﬃce/Remarks -By
-President-Barack-Obama-In-Prague -As -Delivered.
3. Barack Obama, “Remarks by the President at the Opening Plenary Session of the Nuclear Security
Summit,” White House, Oﬃce of the Press Secretary (speech, Washington, D.C., April 13, 2010), http:// www
.whitehouse.gov/the -press-oﬃce/remarks -president-opening-plenary-session-nuclear-security-summit.
4. “DNDO Facilitates International Strengthening of the Global Nuclear Detection Architecture,” U.S.
Department of Homeland Security, May 29, 2013, https:// www.dhs.gov/blog /2013/01/18/dndo -facilitates -interna
tional-strengthening-global-nuclear-detection-architecture.
5. “The EXBS Program,” U.S. Department of State, May 5, 2014, http:// www.state.gov/t /isn /ecc/c27911.htm.
6. “Nuclear Nonproliferation,” U.S. Government Accountability Oﬃce, May 5, 2014, http:// www.gao.gov/key
_issues/nuclear_nonproliferation /issue _summary #t=0.
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integration of independent systems into a more complex “system of systems” to more
effectively combat the nuclear terrorist threat.
The Department of Defense (DOD) defi nes a system of systems as “a set or arrangement
of systems that results when independent and useful systems are integrated into a larger
system that delivers unique capabilities.”7 Keating et al. defi ne a system of systems as
“comprised of multiple autonomous embedded complex systems that can be diverse in
technology, context, operation, geography and conceptual frame.”8 A system of systems is
believed to display “emergent” behavior. Emergent behavior is “behavior which is unexpected or cannot be predicted by knowledge of the system’s constituent parts.”9
The Schools of Engineering at Purdue University have identified four areas necessary to
formulate and solve challenges in analyzing a system of systems.10 These four areas include the following:
•

optimization, combinatorial problem solving, and control

•

nondeterministic assessment, decisionmaking, and design under uncertainty

•

game theory, economic and competitive behavior

•

domain-specific modeling and simulation

These “system of systems” techniques can be applied to the multiple diverse nuclear nonproliferation programs currently implemented throughout the world to optimize cost,
per for mance, and overall effectiveness of these programs. Emergent behaviors of a system
of systems can be identified that either benefit or impede overall nuclear nonproliferation
efforts and programs. The IAEA provides a framework of a multilayered approach for
international nuclear nonproliferation and nuclear material security programs that could
provide a starting point for a system of systems analysis and approach. This framework
defi nes a nuclear material control and detection architecture that considers the challenges
of external nuclear material origin and storage and material transport modes; border
transitions through oﬃcial and unoﬃcial points of entry; internal domestic material origin
and storage; transport modes used internally to move both internal and external sources;
and arrival of nuclear material at a potential target location.11 To further compound these
challenges, terrorist groups can be complex, adaptive organizations.
7. Oﬃce of the Deputy Under Secretary of Defense for Acquisition and Technology, Systems and Software
Engineering, Systems Engineering Guide for Systems of Systems, Version 1.0 (Washington, DC: ODUSD(A&T)SSE,
2008), v. http:// www.acq.osd.mil /se/docs/SE -Guide -for-SoS.pdf.
8. Charles Keating, Ralph Rogers, Resit Unal, David Dryer, Andres Sousa-Poza, Robert Safford, William
Peterson, and Ghaith Rabadi, “System of Systems Engineering,” Engineering Management Journal 15, no. 3
(September 2003): 36– 45.
9. Oﬃce of the Deputy Under Secretary of Defense, Systems Engineering Guide, 9.
10. William A. Crossley, “System of Systems: An Introduction of Purdue University Schools of Engineering’s Signature Area” (paper presented at the Engineering Systems Symposium, Massachusetts Institute of
Technology, Cambridge, MA, March 2004), http://esd.mit.edu /symposium /pdfs/papers/crossley.pdf.
11. IAEA, Nuclear Security Systems and Mea sures for the Detection of Nuclear and Other Radioactive Material
out of Regulatory Control, Implementing Guide, Nuclear Security Series No. 21, IAEA, May 2013, http:// www-pub
.iaea.org /MTCD/Publications/PDF/Pub1613 _web.pdf.
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This paper describes aspects of a nuclear material life cycle that could be analyzed as
an integrated system of systems, and that could be considered as a full spectrum of international nuclear nonproliferation and nuclear material security. These areas include
nuclear material design; nuclear material safeguards and security; nuclear energy system
design; and the deterrence, detection, and interdiction of nuclear materials. Specific programs associated with nuclear material nonproliferation are described in the following
sections to provide an overview of these components of nuclear material security.

Full-Spectrum Nuclear Material Security
NUCLEAR MATERIAL DESIGN
Nuclear fuel in the form of uranium dioxide (UO2) is used as a major energy source. With
more than 430 commercial nuclear power reactors operating in 31 countries, nuclear
power provides more than 11 percent of the world’s energy today.12 Highly enriched uranium (HEU) is defi ned as uranium with greater than 20 weight percent (wt%) uranium-235
(U-235), and it currently is used as a test and research reactor fuel, as targets for the production of medical isotopes, and as fuel in space propulsion reactors. HEU is also potentially
an attractive target for terrorists seeking access to weapons-usable nuclear material.13 The
fi rst step in addressing nuclear material security begins at the source, and the question
to be addressed is: how can we design nuclear fuels that are less attractive to terrorist
organizations?
The Reduced Enrichment for Research and Test Reactor (RERTR) program was established in 1978 by the DOE with the primary objective of reducing and eventually eliminating
the use of HEU in research and test reactors worldwide.14 A major goal of the RERTR program
was to develop advanced low-enrichment uranium (LEU) fuels (fuel less than 20 wt% U-235)
to replace HEU in research reactors while maintaining experimental per formance, economic, and safety aspects of the reactors.15 To date, as many as 80 percent of existing research and test reactors have been converted to LEU; however, there are still reactors in
operation whose high flux requirements cannot be met by currently developed LEU fuel.
To meet the high flux demands of a research reactor using LEU fuel, the uranium
density of the fuel must be increased to at least 9 grams per cubic centimeter (g/cc). UO2 is
not a fuel candidate for this program as each molecule has one atom of uranium and two of
oxygen, yielding a uranium density of 5.14g/cc after fabrication into a dispersion fuel.
12. “Nuclear Power in the World Today,” World Nuclear Association, April 2014, http:// www.world-nuclear
.org /info/Current-and-Future -Generation /Nuclear-Power-in-the -World-Today/.
13. “Civilian Uses of HEU,” Nuclear Threat Initiative, January 29, 2014, http:// www.nti.org /analysis/articles
/civilian-uses -heu /.
14. Armando Travelli, “Status and Progress of the RERTR Program” (paper presented at the 1996 International Meeting on Reduced Enrichment for Research and Test Reactors, Seoul, Republic of Korea, October 1996),
http:// www.rertr.anl.gov/PRGM96/TRAVEL96.pdf.
15. Armando Travelli, “The RERTR Program” (paper presented at the International Topical Meeting on
Research Reactor Fuel Management, Bruges, Belgium, February 5–7, 1997), http:// www.iaea.org /inis/collection
/NCLCollectionStore/_Public/35/068/35068311.pdf.
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Figure 1. U-7Mo Dispersion fuel in an Aluminum Matrix

When uranium is alloyed with a metal, such as U-5Mo (uranium with 5 wt% molybdenum),
the content of uranium is greatly increased and the uranium density of the fabricated fuel
plates can be as high as 9.28g/cc.16
For almost a decade, Idaho National Laboratories (INL) has conducted research concerning U-xMo (where x = 7 to10 wt% molybdenum) fuels and the irradiation behavior of
these fuels in the INL Advanced Test Reactor in support of the RERTR program.17 Initial
experiments demonstrated good irradiation behavior at low temperatures and low burnup.
Higher burnup testing revealed swelling phenomena that need to be addressed; however,
with some material modifications U-xMo may still be a candidate for high flux research
reactors. Figure 1 is a cross section of the U-7Mo dispersion plate used in the IRIS-TUM
Irradiation Test.18

SAFEGUARDS AND SECURITY
Conversion of HEU is the fi rst step in securing the nuclear energy source, but even taking
these preventative steps does not address that there exists more than 50 sites in more than
30 countries that have significant amounts of HEU.19 Knowing there are systems that
contain attractive material, how can we reduce the vulnerability of existing systems?
16. G. L. Hoffman, “A Short Note on High Density Dispersion Fuel,” Argonne National Laboratory, June
1996.
17. G. L. Hoffman, M. K. Meyer, and J.-M. Park, “Observations on the Irradiation Behavior of U-Mo Alloy
Dispersion Fuel” (presented at the 23rd International Meeting on Reduced Enrichment for Research and Test
Reactors, Las Vegas, Nevada, 2000).
18. Middleton, M. Arrieta, M. Yue, L. Cheng, R. Bari, “A Method for Applying Markov Techniques to Physical Security Assessment of Advanced Small Modular Reactors,” SAND2013- 8497 (Albuquerque: Sandia National
Laboratories, September 2013).
19. International Panel on Fissile Materials, Global Fissile Material Report 2013: Increasing Transparency
of Nuclear Warhead and Fissile Material Stocks as a Step toward Disarmament (2013), http:// fi ssilematerials
.org /library/gfmr13.pdf.
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Two DOE/NNSA programs focus on securing nuclear and radiological materials. The
Material Protection, Control, and Accounting (MPC&A) program is operated by the Oﬃce
of International Material Protection and Cooperation. The mission of the MPC&A program is to “[improve] the security of nuclear weapons and materials at their source,
through material protection, control and accounting upgrades at nuclear sites in Russia
and other countries of concern.”20 The Oﬃce of Global Threat Reduction Initiative (GTRI)
manages the GTRI program. The GTRI program’s mission is “to reduce and protect vulnerable nuclear and radiological material located at civilian sites worldwide.”21 These
two programs are complementary; MPC&A focuses on nuclear weapons and nuclear
materials under military and government control, and GTRI focuses on radiological
materials under civilian control. Both programs can be considered as “fi rst line of defense” programs that secure nuclear or other radiological materials from diversion and
use in a crude nuclear bomb, a radiological dispersal (dirty) bomb, or other devices that
could be used by terrorists.
The MPC&A program consists of four major activity areas: Nuclear Warhead Protection,
Weapons Material Protection, Consolidation and Civilian Sites, and Infrastructure and
Sustainability.22 Nuclear Warhead Protection works with the Russian Ministry of Defense
to improve security at 73 Russian nuclear warhead sites.23 Weapons Material Protection
works to secure highly attractive weapons-usable nuclear materials at 37 sites in Russia,
including weapon design facilities, enrichment facilities, and material processing and
storage sites located in closed cities, from both internal and external potential threats.24
Material Consolidation and Civilian Sites enhances the security of nuclear materials at
Russian civilian nuclear facilities, consolidation of material storage locations, and conversion of weapons-usable materials to lower- enriched forms, and it engages other countries
outside of Russia.25 National Infrastructure and Sustainability assists Russia in developing
and maintaining infrastructure elements critical to sustaining MPC&A activities such as
regulations, training, and secure material transport.26

20. “International Materials Protection and Cooperation,” National Nuclear Security Administration,
May 5, 2014, http://nnsa.energy.gov/aboutus/ourprograms/dnn /impc.
21. “Global Threat Reduction Initiative,” National Nuclear Security Administration, May 5, 2014,
http://nnsa.energy.gov/aboutus/ourprograms/dnn /gtri.
22. “Material Protection, Control, and Accounting (MPC&A),” National Nuclear Security Administration,
May 5, 2014, http://nnsa.energy.gov/aboutus/ourprograms/dnn /impc/mpca.
23. “Oﬃce of Nuclear Warhead Protection,” National Nuclear Security Administration, May 5, 2014,
http://nnsa.energy.gov/aboutus/ourprograms/nonproliferation /programoﬃces/internationalmaterialprotec
tionandcooperation /-0.
24. “Oﬃce of Weapons Material Protection,” National Nuclear Security Administration, May 5, 2014,
http://nnsa.energy.gov/aboutus/ourprograms/nonproliferation /programoﬃces/internationalmaterialprotec
tionandcooperation /-1.
25. “Oﬃce of Material Consolidation & Civilian Sites,” National Nuclear Security Administration, May 5,
2014, http://nnsa.energy.gov/aboutus/ourprograms/nonproliferation /programoﬃces/internationalmaterialpro
tectionandcooperation /-2.
26. “Oﬃce of National Infrastructure & Sustainability,” National Nuclear Security Administration, May 5,
2014, http://nnsa.energy.gov/aboutus/ourprograms/nonproliferation /programoﬃces/internationalmaterial
protectionandcooperation /-3.
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The GTRI program is founded on three principles that divide its work: convert, remove,
and protect.27 The convert program works to process HEU fuel and targets to LEU fuel and
targets. The remove program (nuclear and radiological material removal) focuses on
removing and disposing of nuclear and radiological materials from facilities and sites
worldwide. The protect program (nuclear and radiological material protection) improves
security at locations with nuclear and radiological materials to minimize the threat of theft
or diversion of these materials. As of April 2013, the GTRI program has converted fuel at 24
HEU research reactors in 14 countries to LEU, removed more than 1,450 kilograms of HEU
and plutonium, and completed physical security upgrades at more than 1,000 buildings
worldwide with high-activity sources.28

NUCLEAR ENERGY SYSTEM DESIGN
New, innovative nuclear fuel designs are making nuclear material less attractive for theft,
and established nuclear energy systems are being retrofitted to increase security for existing material. As new, advanced designs come online we need to consider, how do we incorporate security into future system designs?
The Generation IV International Forum (GIF) was established in 2000 with the intention
of advancing nuclear energy into the “fourth” generation.29 As a guide for system designers
of advanced nuclear energy systems, the GIF formed the Proliferation Resistance and
Physical Protection (PR&PP) working group to develop an evaluation methodology that
could assess a nuclear energy system with respect to the nonproliferation and securityrelated goals for Generation IV technologies. The PR&PP evaluation framework focuses on
the range of threats that future systems may face, analyzes the system response using a set
of measures and metrics, and assesses system outcomes.30 The methodology breaks a
system down into subsystems and identifies a subsystem target. Pathways, or probable
sequences of events and actions, are identified that may be followed to achieve the adversary’s objective. The system response is then expressed in terms of high-level PR&PP characteristics of the nuclear energy system. The characteristics can then be used by a designer
to evaluate and compare design options that will enhance the ability of a nuclear energy
system to withstand the threats of proliferation, theft, and sabotage.

27. “Global Threat Reduction Initiative.”
28. “GTRI: Reducing Nuclear Threats,” fact sheet, National Nuclear Security Administration, May 29, 2014,
http://nnsa.energy.gov/mediaroom /factsheets/reducingthreats.
29. “Technology Roadmap Update for Generation IV Nuclear Energy Systems” (issued by the OECD Nuclear
Energy Agency for the Generation IV International Forum, January 2014), https:// www.gen-4.org /gif /upload /docs
/application /pdf /2014 -03/gif-tru2014.pdf.
30. “Evaluation Methodology for Proliferation Resistance and Physical Protection of Generation IV Nuclear
Energy Systems, Revision 6,” (prepared by the Proliferation Resistance and Physical Protection Evaluation
Methodology Working Group of the Generation IV International Forum, September 15, 2011), https:// www.gen-4
.org /gif /upload /docs/application /pdf /2013 -09/gif _prppem _rev6 _fi nal.pdf. There are 16 members of the working
group: Robert Bari, Per Peterson, Jeremy Whitlock, Ike Therios, Ik Jeong, Dennis Bley, Bernard Boullis, JeanLouis Carbonnier, Giacomo G.M. Cojazzi, Naoko Inoue, Ho Dong Kim, Franca Padoani, Joseph Pilat, Masao
Senzaki, James Sprinkle, and Wan-Ki Yoon.
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As an implementation of the PR&PP methodology for pathway analysis, Brookhaven
National Laboratory began the development of a Markov-based approach to assess the
security characteristics of advanced small modular reactor (aSMR) designs.31 A Markov
chain is a mathematical system that transitions from one state in time to the next without
reference to any previous states. The Markov approach provides a dynamic tool that more
completely assesses the ability of a nuclear site to be protected from adversaries. The model
calculates the conditional probabilities for each of the end states, given the level of success
already achieved by the adversary, for a pathway in a given attack scenario. Each time an
adversary crosses a specified level within the identified pathway, the conditional probabilities for the end states change. This level of detail will enhance current physical protection
analysis methodologies. The Markov model in context with the PR&PP Paradigm is provided in Figure 2.32
Sandia National Laboratories and Brookhaven National Laboratory began work to
develop a pathway analysis for advanced reactor designs. For this research they chose a
generic sodium fast reactor design—the Example Sodium Fast Reactor (ESFR)—that was
utilized in the PR&PP program. The ESFR is a hypothetical reactor system with four colocated sodium- cooled fast reactors, a fuel cycle facility, and waste storage.33
A hypothetical sabotage scenario was run for the ESFR system, and the Markov model
produced time dependent adversary success probabilities as well as system failure probabilities for the reactor in the event the sabotage scenario was successful. Using the information provided by the model, the most vulnerable sabotage pathways were identified,
and, as a result, design parameters of the ESFR can be optimized to delay the success of the
attack, increasing the probability of security force response. Additional design parameters
may be optimized to mitigate the consequences of a successful attack.

DETERRENCE, DETECTION, AND INTERDICTION
Although precautionary steps are being taken to reduce attractiveness of nuclear material,
secure existing systems, and design new systems with increased proliferation resistance
and physical protection, there will still be instances where these measures may fail. In the
case that nuclear material falls into terrorist hands, how can we detect and interdict the
smuggling of nuclear material?

Second Line of Defense
The DOE/NNSA’s Oﬃce of International Material Protection and Cooperation manages the
Second Lind of Defense (SLD) program. The SLD program’s mission is to “strengthen the
capabilities of partner countries to deter, detect, and interdict illicit traﬃcking of radioactive
31. Meng Yue, Lap-Yen Cheng, and Robert A. Bari, “A Markov Model Approach to Proliferation-Resistance
Assessment of Nuclear Energy Systems,” Nuclear Technology 162 (2008): 26– 44.
32. Bobby Middleton et al., “A Method for Applying Markov Techniques to Physical Security Assessment of
Advanced Small Modular Reactors,” Sandia National Laboratories, September 2013.
33. “PR&PP Evaluation: ESFR Full System Case Study Final Report,” PR&PP Evaluation Methodology
Working Group, October 2009.
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Figure 2. Markov Model Formulation and PR&PP Paradigm

Generic PR&PP
Paradigm

Threat

Markov Model

Assumes adversaries have identified targets:
• A particular material type
• Sufficient resources to carry out mission

•
Response

Outcome

•
•

Defines pathways of theft/sabotage scenarios based on material stocks
and material flows design features
Assumes safeguards approaches and intrinsic barriers
Assumes possible mitigation measures of the passive safety features of the
system and the potential impact of response forces

Calculates the probability of:
• Detection at each stage of a potential sabotage/theft scenario
• Technical failure of the adversary
• Nuclear energy system component failure as the result of an attack
• Radiological release states in the event of a successful attack

materials at international border crossings including: border checkpoints, airports and
seaports, internal locations and other controlled land and maritime borders.”34 The SLD
program deploys radiation detection systems consisting of fi xed radiation portal monitors,
mobile radiation detection equipment, video cameras, other ancillary identification and
sensing equipment, data communications system networks, and software at these key
locations in partner countries. Radiation detection equipment is capable of monitoring
pedestrians, moving vehicles, moving trains, and other transportation or shipping modes.
Figure 3 shows a typical SLD radiation portal monitor and associated equipment for a
cargo container application. The SLD program provides radiation detection systems only in
foreign countries; the DHS provides similar systems at equivalent U.S. border- crossing
locations. The SLD program also provides training to system operator and maintenance

34. “Second Line of Defense Program,” National Nuclear Security Administration, May 5, 2014, nnsa.energy
.gov/aboutus/ourprograms/dnn/impc/sld.
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Figure 3. SLD radiation detection system for cargo containers

personnel. To date, the SLD program has installed radiation detection systems and equipment at more than 500 sites in more than 50 countries.35
Both fi xed and mobile applications of radiation detection systems can provide a deterrent to potential nuclear material smuggling. Fixed systems locations are generally visible
and known at key border pathways. Potential smugglers could know that these systems
exist and know that they cannot use these preferred pathways to attempt to move or transport nuclear materials. Other less desirable and off-normal routes would have to be considered, creating the potential of a greater likelihood of discovery through intelligence or
other information gathering by law enforcement personnel. Mobile radiation detection
systems are used in a manner similar to other types of law enforcement activities, such as
driver sobriety checkpoints. These systems can be moved to locations identified through
intelligence or other information gathering to target locations anywhere within a region,
providing deterrence through uncertainty to a potential smuggler.

35. National Nuclear Security Administration, “NNSA, Djibouti Transition Radiation Detection System”
(press release, Washington, D.C., March 26, 2014), http://nnsa.energy.gov/mediaroom /pressreleases/Djibouti.

10 | SARAH MINOT

Radiation portal monitors deployed by the SLD program use proven, robust technologies for the detection of radioactive materials. These commercially obtained monitors use
polyvinyl toluene in the form of plastic-sheet scintillators to detect gamma emissions and
helium-3 gas in tubes to detect neutron emissions.36 Both of these detection materials are
capable of operating effectively across a range of environmental extremes and are capable
of detecting the target quantities of nuclear material or other radiological materials specified by the SLD program.
SLD radiation detection system equipment and operating procedures are designed to
aid a system operator in the successful interdiction of nuclear materials.37 Data from the
radiation portal monitors are provided to an alarm station operator through the communications system. Graphical displays of the gamma and neutron spectra recorded by the
radiation portal monitors are presented to the operator for analysis. Secondary inspections, using isotope identification equipment based on sodium-iodide or germanium technologies, may be conducted to determine if a radiation alarm is a result of naturally
occurring radioactive materials or from nuclear or radiological materials of interest.
The SLD program has reported successful detections and interdictions. For example, “In
2003, Georgian border guards, using U.S.-provided portal monitoring equipment at the
Sadakhlo border crossing with Armenia, detected and seized approximately 173 grams of
highly enriched uranium carried by an Armenian national.”38 In addition, Russian counterparts reported that in 2004, out of approximately 14,000 radiation alarms, nearly 200
represented potential nuclear or other radiological smuggling attempts, indicating the
value of these SLD systems.39

Modeling Tools: The Advanced Trade Model
Radiation detection systems are expensive to implement and sustain. With more than 6,000
major maritime ports and more than 5,000 border crossings worldwide, a methodology for
prioritizing locations for engagement is crucial. One tool in development at Sandia National
Laboratories for identifying critical trading hubs is the Advanced Trade Model (ATM).
The ATM is an optimization model that analyzes global shipping though land and sea
transport. The model is set up as a directed network where the nodes (or vertices) are the
port/border- crossing locations and the edges are the pathways between the nodes. Port
locations are pulled from Automatic Identification System (AIS) maritime shipping lanes,
and border- crossing information is pulled from a border- crossing database developed by

36. “Testimony on the ‘Radiation Detection’ before the House Energy and Commerce Subcommittee on
Oversight and Investigations” (congressional testimony, National Nuclear Security Administration, September
18, 2007), http://nnsa.energy.gov/mediaroom /congressionaltestimony/09.18.07.
37. Ibid.
38. Ibid.
39. “Testimony of Dave Huizenga, Assistant Deputy Administrator for Nonproliferation, before the House
Homeland Security Subcommittee” (congressional testimony, National Nuclear Security Administration, June
21, 2005), http://nnsa.energy.gov/mediaroom /congressionaltestimony/06.21.05.
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Figure 4. Advanced trade model map

Sandia National Laboratories.40 Border crossings and ports are characterized by location
(latitude/longitude) and throughput, and border crossings are further characterized by
terrain, road size, proximity to a population center, and by whether or not border security
is utilized. The edges, or pathways, are weighted by trade throughput using international
merchandise trade statistics from the United Nations Commodity Trade Statistics Database
(UN- COMTRADE).41 Pathways are further weighted by distance between nodes, and threat
factors such as terrorism, piracy, and corruption. The nodes and edges are integrated creating a computational network that represents international trade. This trade network can
then be analyzed using a variety of different algorithms to fi nd probabilities of trade routes,
critical trade ports and/or border crossings, possible smuggling trade routes, and more.
The model can be run to view the entire trade network, or to narrow down to specific
nodes and/or trade commodities. Ports or crossings can be omitted and the resultant trade
flow can then be observed. Critical trading hubs may be chosen for radiation system engagement based on the number of connections and volume to and from cities of interest.
40. “Live Ships Map-AIS,” Marine Traﬃc, accessed April 7, 2014, https:// www.marinetraﬃc.com /en /.
41. Commodity Trade Statistics Database (COMTRADE), United Nations Statistics Division, April 7, 2014,
http://comtrade.un.org /.
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An example of the output from the ATM is provided in Figure 4, where probable pathways
and volume of cargo from Hamburg to Fremantle are provided for articles of wood.

Conclusion
For a nuclear material life cycle, multiple, diverse, disjoint nuclear nonproliferation programs can be analyzed from a system of systems perspective. This system of systems
approach could lead to better understandings of possible beneficial and/or detrimental
emergent behaviors present across these programs, and to understanding approaches to
optimize cost, per for mance, and overall effectiveness of these programs. Appropriate
systems analysis areas include optimization, combinatorial problem solving, and control;
nondeterministic assessment, decisionmaking, and design under uncertainty; game theory,
economic and competitive behavior; and domain-specific modeling and simulation. Analyzing a full spectrum of nuclear material security to include nuclear material design;
nuclear material safeguards and security; nuclear energy system design; and deterrence,
detection, and interdiction of nuclear materials is necessary to better meet the world’s
growing energy needs while minimizing the risk of nuclear proliferation and nuclear
terrorism.
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Brothers in Arms?
The United Kingdom’s
Nuclear Warhead Dilemma
Hugh Chalmers1

W

hile the United Kingdom’s nuclear submarines begin to approach the end of their service life, the warheads that arm them may last long into the future. Successive UK
governments have been happy to reassure the public of their reliability and have left politically
and financially diﬃcult decisions over their future to subsequent parliaments. However, an
array of factors outside its control may force the United Kingdom to answer some tough
questions about whether continued maintenance of its current stockpile is feasible in the long
term. This paper considers the makeup of the United Kingdom’s current stockpile, describes
the procedures by which its reliability is monitored and assessed, and lays out the drivers
behind any decision over its future. The conclusions of this paper indicate that the future of
the UK nuclear weapons stockpile is dictated more by the United States than by imperfect
predictions of actual reliability. Unfortunately, it also finds that the future of the U.S. arsenal
may be just as unpredictable.

Introduction
The United Kingdom’s current arsenal of nuclear warheads will celebrate its 20th anniversary this year. Although there are few concerns about the arsenal’s current effectiveness, it
is unclear whether it will continue to age gracefully. The complex array of interconnected
components that make up the United Kingdom’s warheads deform and decay over time,
affecting warhead behavior and reliability. To date, the United Kingdom has been able to
maintain its warheads by replacing and refurbishing the necessary components with U.S.
assistance through the 1958 Mutual Defence Agreement (MDA), which is due for review and
possible extension this year.2
1. Hugh Chalmers is a research analyst at the Royal United Ser vices Institute (RUSI). He contributes
research and project support to the nuclear analysis team and acts as coordinator for the UK Project on
Nuclear Issues. The complete version of this investigation was published by RUSI as Hugh Chalmers, “The Bang
behind the Buck: Replacing the UK’s Nuclear Warheads,” RUSI Occasional Paper (March 2014), https:// www.rusi
.org /publications/occasionalpapers/ref:O532B3CAF04B63/.
2. Memorandum submitted by the Ministry of Defence, House of Commons Defence Select Committee,
January 19, 2006, Annex A.
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However, the extent to which this approach is sustainable is unclear. Eventually, a fault
may arise that cannot be easily remedied. Replacing original parts with alternatives gradually alters warheads from their original tested design, introducing uncertainty as to their
functionality and effectiveness. Most importantly, the United Kingdom may not always be
able to rely on the United States for the provision of relevant materials and expertise. The
future of the U.S. nuclear arsenal is currently uncertain, and, as will be argued below, the
United Kingdom will likely be unable to decide the future of its own arsenal until the
United States has done so—no matter the condition of its warheads.
The most recent published estimate of the longevity of the UK nuclear arsenal suggests
that gradual refurbishment and maintenance can keep it in ser vice at least until the late
2030s.3 However, if indications emerge that the arsenal could not survive beyond this
projected timeline, then the United Kingdom would have to develop a replacement or
accept that its nuclear force would eventually become ineffec tive. The Trident Alternatives
Review suggests that replacing the United Kingdom’s nuclear warheads would take approximately 17 years for the fi rst unit at an estimated cost of around £4 billion in 2012 prices.4
As such, the next Parliament may have to start considering a replacement toward the end
of its term if a replacement is needed by the latter half of the 2030s.
Despite being pivotal to the long-term operation of the UK nuclear force, little information is available concerning what replacement of a nuclear arsenal actually involves and
how a replacement decision will ultimately be made. This is because most details of the
United Kingdom’s nuclear arsenal and the methods used to maintain it are classified. This
paper draws on what open sources are available to shine some light onto this issue by
outlining the composition and status of the UK nuclear arsenal, and describing how it
might ultimately be replaced or renewed.
In doing so, it argues that making such a decision purely on the basis of projected
reliability will be challenging. With limited understanding of warhead aging and without
recourse to nuclear testing, it is extremely diﬃcult for the United Kingdom to quantify the
confidence that can be held in any assessment of a warhead’s longevity beyond its initial
planned ser vice life, which is often conservative. Indeed, reflecting U.S. policy, the United
Kingdom may not even attempt to quantify such confidence. The fi nancial and political
burdens of replacing the United Kingdom’s nuclear arsenal in the face of such uncertainty
may dissuade the United Kingdom from making such a choice unless compelling projections of unreliability emerge. In the absence of an obviously fatal flaw in the existing
warhead, the fate of the United Kingdom’s nuclear arsenal may actually depend more on
external than internal factors.
Ultimately, the dynamics of the United Kingdom’s relationship with the U.S. nuclear
program, rather than any assessment of UK warhead reliability, will dictate any decision to
3. HM Government, Securing Britain in an Age of Uncertainty: The Strategic Defence and Security Review
(SDSR), Cm 7984 (London: Stationery Oﬃce, 2010).
4. HM Government, The Trident Alternatives Review (TAR) (London: Stationery Oﬃce, 2013).
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retain or replace the United Kingdom’s nuclear arsenal. Technological change and the
development of missile defenses may force the United States, and subsequently the United
Kingdom, into upgrading or abandoning their nuclear arsenals. Similarly, a radiological or
even nuclear accident may generate such fear in the public that both parties may have to
fundamentally revise the safety features of their warheads. Finally, if the United States
abandoned the Trident D5 missile in favor of an alternative, the United Kingdom would
most likely have to pursue a new warhead to fit a new missile. Unfortunately, the United
Kingdom may have no more luck predicting the future of the U.S. nuclear program, which
has access to greater resources and is thus far more agile, than it does the reliability of its
own nuclear stockpile.

Building a Nuclear Arsenal
The origin of the current Trident warhead, and indeed most of the United Kingdom’s past
nuclear warheads, can be traced back to the 1958 MDA with the United States. This agreement, forged in the shadow of the Soviet Union’s burgeoning intercontinental ballistic
missile (ICBM) capability, ended 12 years of nuclear separation between the former wartime collaborators and gave the United Kingdom access to more advanced nuclear expertise and capabilities from across the Atlantic. Following this agreement, the two partners
strengthened their collaboration with the 1963 Polaris Sales Agreement, which provided
the United Kingdom with Polaris submarine-launched ballistic missiles to carry domestically manufactured but collaboratively developed warheads to their targets.5
When it became clear in the late 1970s that the United States would phase out the Polaris missile in the 1980s, the United Kingdom was faced with an important choice. If it
wished to retain the domestically designed upgrade, known as Chevaline, to the Polaris
warhead, it would also have to generate a domestic source of missile parts to maintain its
existing arsenal without U.S. assistance. On the other hand, if it chose to abandon the
Polaris missile in favor of the Trident missile under development in the United States, it
would have to develop a new warhead that would be compatible with the characteristics of
Trident.6
In June 1980, the United Kingdom chose to arm its next generation of Vanguard- class
submarines with Trident missiles, to be equipped with a new warhead, and therefore
prepared to phase out Chevaline as Vanguard entered ser vice from 1994.7 Drawing on
initial option studies and U.S. efforts to develop its own Trident warhead, development of
the UK warhead began in earnest later that same year with the “Dutchess” test explosion at

5. For a more detailed discussion of U.S.- UK nuclear cooperation, see Hugh Chalmers and Malcolm
Chalmers, “The Future of the UK’s Co- Operative Nuclear Relationships,” RUSI Occasional Paper (June 2013).
6. The National Archives (TNA), DEFE 19/275, Duff-Mason report on factors relating to the further consideration of the future of the UK nuclear deterrent (commonly known as the “Duff-Mason report”), December
1978, 8– 9.
7. Kristan Stoddart, “The Special Nuclear Relationship and the 1980 Trident Decision,” in U.S.-UK Nuclear
Cooperation after 50 Years, ed. Jennifer Mackby and Paul Cornish (Washington, DC: CSIS, 2008), 95.
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the U.S. Nevada Test Site.8 After nine more development tests between 1980 and 1987, the
Trident warhead likely entered production in the late 1980s.9 Following three fi nal explosive tests at the Nevada Test Site in 1989, 1990, and 1991,10 the new warhead entered into
ser vice in late 1994 and armed the fi rst Vanguard submarine patrol in early 1995.11 In
total—taking into account initial studies prior to the 1980 Trident decision—the UK Trident
warhead was brought into ser vice over a period of around 16 to 17 years, the same duration
anticipated for a replacement warhead.

The United Kingdom’s Current
Nuclear Weapon Stockpile
Today, the United Kingdom retains an estimated stockpile of up to 225 Trident warheads.12
The majority of these warheads are held aboard active submarines and periodically removed for servicing at the Royal Naval Armaments Depot in Coulport, close to the Royal
Navy Submarine Base in Faslane. Before entering a patrolling cycle, submarines dock at a
covered pontoon at Coulport to be armed with warheads. These are brought down from
their stores and “married” to the submarine’s missiles. When submarines are removed
from the patrolling cycle this process (which can take a number of days) is reversed.
The United Kingdom’s total stockpile is steadily being reduced to no more than 180
warheads and is split into two portions. The largest portion contains those kept “operationally available” for the Vanguard submarine fleet and contains no more than 120 warheads.
Submarines entering the patrolling cycle are now each equipped with eight active Trident
D5 missiles, which are in turn armed with 40 warheads.13 This operationally available
inventory represents a full complement of warheads for three of the United Kingdom’s four
Vanguard submarines. On average, each missile is loaded with five warheads each, less
than half its total capacity. However, it is highly unlikely that the warheads are spread
evenly among all eight missiles. It has been suggested that some missiles may contain only
a single warhead to serve a “sub-strategic role,”14 which can demonstrate the will to escalate to a large-scale strike.15 Although the United Kingdom avoids referring to a

8. Troy E. Wade II, “Nuclear Testing: A U.S. Perspective,” in U.S.-UK Nuclear Cooperation after 50 Years,
ed. Jennifer Mackby and Paul Cornish (Washington, DC: CSIS, 2008), 206. It is possible that initial phases of
development had begun before the Trident decision was made (through preliminary discussions and exchanges
with the United States over its own plans for the Trident missile).
9. TNA, DEFE 25/434 E59, 1.
10. Wade, “Nuclear Testing: A U.S. Perspective,” 207.
11. Royal Navy, “HMS Vanguard,” http:// www.royalnavy.mod.uk /The -Fleet /Submarines/Ballistic-Subma
rines/Vanguard-Class/HMS -Vanguard.
12. Robert S. Norris and Hans M. Kristensen, “The British Nuclear Stockpile, 1953–2013,” Bulletin of the
Atomic Scientists 69, no. 4 (July–August 2013): 70.
13. HM Government, SDSR, para. 3.10.
14. Michael Quinlan, “The Future of United Kingdom Nuclear Weapons: Shaping the Debate,” International
Affairs 82, no. 4 (July 2006): 628.
15. Statement by Commode Tim Hare, House of Commons Defence Select Committee Minutes of Evidence,
March 28, 2006, http:// www.publications.parliament.uk /pa /cm200506/cmselect /cmdfence/986/6032802.htm.
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sub-strategic role, accepting that any use of nuclear weapons would be unavoidably strategic, the capability to deliver a relatively limited nuclear strike remains in place.16
To keep the warheads in operation, a small number are occasionally returned to the
UK’s Atomic Weapons Establishment (AWE) in Berkshire for examination, maintenance,
and refurbishment.17 To accommodate this gradual maintenance without reducing operationally available stocks, a second portion of the stockpile serves as spares.
By reducing the number of its operationally available warheads, and subsequently the
number of spares required for maintenance and refurbishment, the United Kingdom will
eventually bring its overall warhead stockpile down to no more than 180 warheads. Monitoring of warhead convoys between Coulport and AWE suggests that this reduction process
is currently under way— something the UK Ministry of Defence has confi rmed by stating
that warheads are being disassembled and processed in a way that prevents their
reassembly.18

The Anatomy of a Nuclear Weapon
In order to consider the impact of component degradation, it is worth briefly considering
the design of the United Kingdom’s warheads. As detailed information on the UK Trident
warhead is highly classified, it is not possible to give a description of its actual composition.
The basic principles of nuclear explosives, however, are relatively well known at an unclassified level. It is therefore possible to outline the main components of the UK nuclear warhead with a reasonable level of confidence.
At the warhead’s heart lies a spherical “pit” of plutonium that, when compressed to
several times its normal density by a shell of high explosives, generates a fi ssion reaction in
which the splitting of one atom causes other atoms to split. This process is boosted by the
injection of lighter elements into the core of the imploding pit, which fuse together and
release energetic particles that destabilize the heavier atoms in the pit, prompting them to
split, as well.
To reach yields of approximately 100,000 tons of TNT (100 kilotons, or kT), the UK
warhead harnesses the energy produced by this fission pit (or “primary”) to spark fusion in
a larger, separate “secondary” reservoir of light elements. Rather than using the explosive
power of the primary to compress the secondary (which would be torn apart by the force),
a heavy metal radiation casing reflects “soft” radiation from the primary reaction around
the interior of the weapon while allowing more energetic radiation such as X-rays and
gamma rays to escape. The “momentum” carried by this softer radiation quickly
16. House of Commons Defence Select Committee, “The Future of the UK’s Strategic Nuclear Deterrent:
White Paper: Government Response to the Committee’s Ninth Report of Session 2006–2007,” HC 225-1, February
27, 2007, 2, 18.
17. BBC News, “UK to be ‘More Open’ about Nuclear Warhead Levels,” May 26, 2010.
18. Rob Edwards, “UK’s Nuclear Weapons Being Dismantled under Disarmament Obligations,” Guardian,
August 11, 2013.
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compresses and heats the secondary until fusion is again ignited. The energy produced by
this secondary can then be used either to spark more fi ssion— serving, in a sense, as a
larger-scale “booster”— or can be released as a fusion component of the nuclear explosion.
To hold all these nuclear components in place within the radiation casing and to channel soft radiation smoothly around the secondary, the void between the primary and the
secondary is fi lled with an extremely light but strong interstage material, thought by some
to be a material called “fogbank.”19 This collection of nuclear components (including the
primary, secondary, and interstage materials) is often referred to as the “physics package,”
as it carries out the core physical processes behind a nuclear explosion. The United Kingdom can tailor the warhead’s yield by including or excluding certain stages in the physics
package. For instance, the United Kingdom could avoid “boosting” the primary or disrupt
the radiation implosion of the secondary in order to reduce the warhead’s yield.

NONNUCLEAR COMPONENTS
Although the physics package represents the nuclear “explosive,” there are a number of
components that integrate this explosive into a deliverable and ser viceable weapon that
will detonate only at the correct time. For example, the neutron generator that triggers
fission in the primary is held outside the physics package for ease of replacement. For
similar reasons, the gas transfer system that injects tritium ‘boost’ gas into the primary is
also stored outside of the physics package. Finally, the mechanisms which ultimately arm,
fuse, and fi re (AF&F) the weapon— such as radar fuses, safety and security devices, detonators, and batteries— are installed around the physics package and integrated into the
weapon casing. In the case of the Trident warhead, this weapon casing is a heat-proofed
conical shell that protects the warhead during atmospheric reentry and ultimately brings it
to its target.
Many of these nonnuclear components are supplied to the United Kingdom from the
United States under the MDA. It was known early in development that the United Kingdom
would depend on the United States for spare Trident warhead components, training and
missile-test facilities, and supporting technical information and ser vices.20 For instance,
the United Kingdom has upgraded its warheads with the U.S.-supplied Mk4 reentry vehicle
and its accompanying AF&F system, 21 external neutron generators, and gas transfer
systems.22

19. Rob Edwards, “Trident Missiles Delayed by Mystery Ingredient,” New Scientist, March 2008.
20. TNA, DEFE 25/325, “M E Quinlan DUS(P) to PS to Secretary of State ANNEX A,” October 3, 1980.
21. Oﬃcial Report, House of Commons, March 28, 2007, Col. 1524W.
22. There is little evidence to suggest that the United Kingdom has a domestic capability to produce
neutron generators and gas transfer systems. In written evidence to the House of Commons Defence Select
Committee, Greenpeace suggested that the United Kingdom’s warhead utilizes the “MC4380” neutron generator
produced by Sandia National Laboratories in the United States. See House of Commons Defence Select Committee, “The Future of the UK’s Strategic Nuclear Deterrent: The Strategic Context,” Eighth Report of Session
2005–2006, June 20, 2006, Annex B, “Memorandum from Greenpeace,” http:// www.publications.parliament.uk
/pa /cm200506/cmselect /cmdfence/986/986we13.htm.
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Monitoring a Nuclear Arsenal
The fission and fusion processes described above all take place in a matter of nanoseconds,
requiring components to work in perfect harmony and with exact timing. As such, each
element of a warhead must be engineered with great precision and manufactured to exacting standards. As warheads age, however, their components change. Over time, the plutonium in the pit oxidizes, creating a rust-like layer on its surface and interfering with the
link between the pit and its high explosives. Meanwhile, the warhead radiates neutrons
and energy, interfering with other components and altering the way its internal structure
behaves during implosion. Furthermore, the polymers that hold the high explosives in
shape can degrade and deform. Adhesives and plastics can similarly deform, shifting
components out of place. Over time, these defects can accumulate to such a point that a
weapon loses potency, predictability, or even operability.
In some cases, these aging processes can be predicted and managed through
periodic replacement of components. For instance, the tritium gas used to boost the
primary and the batteries powering the AF&F mechanisms degrade at a known rate
and are periodically replaced without interfering with the sensitive physics package
at the weapon’s core.

DEFINING RELIABILITY
Unfortunately, the aging processes of other components are not as well known and must be
studied to ascertain the ultimate reliability of the weapon. Whereas the United Kingdom
has not explained its defi nition of warhead reliability, the United States has released a
defi nition that can reasonably be assumed to resemble the UK approach. According to a
laboratory publication, U.S. warhead reliability is based on the probability that a weapon
will deliver a certain yield, at the right moment, without being affected by the environments it passes through.23 Interestingly, this defi nition encompasses the risk that a warhead might detonate prematurely, but not other safety risks such as the release of
radioactive materials—which depends more on external factors (such as handling accidents) than the age of a warhead.
The traditional method of testing all of these reliability criteria is no longer available
to the United Kingdom. Having ratified the Comprehensive Nuclear Test-Ban Treaty
(CTBT) in 1998, the United Kingdom cannot simply fi re a nuclear weapon and monitor its
effectiveness. Instead, a warhead- science program has been developed to re- create the
complex processes and systems of a nuclear warhead detonation in a virtual
environment.

23. R. L. Bierbaum., J. J. Cashen, T. J. Kerschen, J. M. Sjulin, and D. L. Wright, “DOE Nuclear Weapon
Reliability Defi nition: History, Description, and Implementation,” Sandia Report, SAND99- 8240, April 1999,
http:// www.wslfweb.org /docs/usg /reli99.pdf.
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ASSESSING RELIABILITY
The details of this program, which was developed in the early 2000s, have been laid out by
three nuclear-weapon scientists in the journal Nature.24 At its heart, the program relies on
a collection of virtual models developed by AWE that re- create the processes and systems
that go into producing a nuclear explosion. These models are built on a foundation of
background physics (such as the hydrodynamic characteristics of imploding plutonium
and the application of radiation pressure to create fusion) and detailed designs of the
original Trident warhead. The models are then integrated together into a virtual model of
the original Trident warhead that can then be detonated and validated against the archived results of past explosive tests.
This approach has many benefits. In addition to violating the CTBT, carry ing out a
single explosive test consumes significant time and money. In comparison, a virtual model
can be detonated many times in a variety of different configurations and contexts. However, for it to provide useful information about the current and future reliability of the UK
stockpile, this model must reflect the physical reality of today’s arsenal and the aging
processes it undergoes.
To maintain the link between this virtual warhead and its real-world counterpart, the
United Kingdom periodically removes a number of warheads from its stockpile for surveillance.25 According to former Foreign Oﬃce oﬃcial Dr. John Walker, the United Kingdom
removed approximately one WE-177 warhead per year from its stockpile for “breakdown
and examination,”26 and may well reflect this process with the UK Trident warhead. These
examinations likely take a number of forms. For instance, “Stockpile to Target Sequence”
trials re- create the mechanical and thermal environments a warhead may experience by
shaking, shocking, compressing, and heating warheads and their subsystems, including
both radioactive and explosive components. The structural and radioactive responses of a
tested warhead are carefully recorded, compared with the accepted tolerances, and fed into
the numerical models.27
Similar surveillance tests examine samples of aging high explosives, 28 subject
weapon casings to fl ight tests, 29 or record the implosion of samples of aged plutonium30 —
all to feed more experimental data into these evolving models. Indeed, it is probable that
all materials, components, and subsystems of the Trident warhead are tested in some
way, compared against design tolerances provided by UK or U.S. suppliers, and then fed

24. Keith O’Nions, Robin Pitman, and Clive Marsh, “Science of Nuclear Warheads,” Nature 415 (February
2002): 853– 857.
25. Ibid., 854.
26. Correspondence between John Walker and Brian Burnell, http:// www.Nuclear-weapons.info We177
entry, footnote 172.
27. Carole Reece, “Trials and Testing at AWE,” Discovery 5 (July 2002): 8–15.
28. Annette Lewis and Tim Goldrein, “Strain Measurement: Techniques in Explosives,” Discovery 3 (July
2001): 26– 43.
29. Charles Kernthaler, “Joint Test Programme: Model Based Assurance,” Discovery 1 (March 2000): 36–39.
30. Peter Sankey and Andy Fox-Boudewijn, “Experimental Hydrodynamics,” Discovery 5 (July 2002): 2–7.
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into numerical models.31 Aside from refi ning the numerical modeling of a nuclear warhead, these surveillance activities also likely serve to identify any emerging reliability
issues, and to subsequently inform future surveillance priorities and any necessary
engineering solutions. 32

THE RELIABILITY OF TODAY’S ARSENAL
By drawing on this information, the United Kingdom’s virtual warhead can be updated and
modified to reflect its current physical state and a number of possible future states. By
detonating this virtual warhead in a variety of conditions and scenarios, AWE is able to
build a picture of how its reliability might change over time.
How much reliability is enough? Presumably there is a threshold at which the United
Kingdom would consider its warhead intolerably unreliable, where it would have little
faith that it would deliver the required yield to the right place at the right time. Unfortunately, there is no specified level at which this threshold should be set. With only one
nuclear delivery system and a relatively small number of warheads, the United Kingdom
may well take a more conservative approach to establishing reliability than its U.S. nuclear
partners do,33 which operate nuclear-armed submarines, bombers, and silo-based missiles,
all of which are equipped to deliver at least two different warheads.
Wherever the threshold of reliability lies, any indication that the UK warhead may
become unreliable will create great pressure to either refurbish existing warheads or
develop a replacement. However, without full knowledge of how individual components
might age over time and little chance of an explosive test, there will always be uncertainty
over when this moment might come. Quantifying this uncertainty, which, after all, arises
from a multitude of imperfect tests and measurements, has proven so challenging that the
United States stopped trying more than a decade ago.34 It is highly unlikely that the United
Kingdom has had any more luck.
The diﬃculty in assessing reliability is well demonstrated by public assessments of the
longevity of the Trident warhead. When the Labour government announced in 2006 that it
planned to develop a Trident-based successor to the Vanguard submarine, it reassured the
public that the accompanying warhead could last into the 2020s with “relatively minor
upgrading and refurbishment.” However, it was uncertain whether continued upgrades or
refurbishment could hold off age-related unreliability much beyond that point.35

31. Lewis and Goldrein, “Strain Measurement,” 36.
32. The United States adopts a cyclical approach to surveillance activities, which may reflect the approach
adopted by the United Kingdom. For more information, see U.S. Department of Energy, “FY2014 Stockpile
Stewardship and Management Plan,” June 2013, section 2.2.2.
33. Indeed, AWE’s in-house publication argues that the presumed life span of a warhead design is “very
conservative.” See Lewis and Goldrein, “Strain Measurement,” 38.
34. Bierbaum et al., “DOE Nuclear Weapon Reliability Defi nition,” 20.
35. HM Government, The Future of the United Kingdom’s Nuclear Deterrent, Cm 6994 (London: Stationery
Oﬃce, December 2006).
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Four years later, the 2010 Strategic Defence and Security Review offered a far more confident assessment. As concept work continued on a replacement submarine, the government
announced that the warhead could stay in ser vice at least into the late 2030s, adding another
10 years to its predicted life span.36 This extension suggests that either the 2006 assessment
overestimated the impact of age-related degradation or that AWE’s assessment procedures had
improved over these four years to allow for more long-term predictions.
With evidence that the Trident warhead will remain reliable up to the late 2030s, there
is little pressure on the current government to determine the fate of its nuclear stockpile.
Instead, when the next government comes into power after 2015, it will have to make its
own assessment as to the future of the United Kingdom’s nuclear stockpile.
The next government will therefore have two main choices: either it can continue the
status quo and mitigate the aging process by refurbishing the existing warhead or it can
begin the long process of developing a replacement.

Replacing a Nuclear Arsenal
If the status quo is capable of maintaining the Trident warhead until the late 2030s, when it
will become the longest-serving warhead in the United Kingdom’s nuclear history, it may
be able to maintain the warhead further. Studies into the degradation of plutonium suggest
that it is remarkably resilient to aging,37 and as long as the United Kingdom can acquire the
original components of the Trident warhead, it may be confident in its longevity.
However, maintaining the status quo may not always be possible. Sources of original components and materials are sometimes cut off (through obsolescence or loss of
manufacturing capability), and introducing alternatives often involves introducing
more uncertainty. Indeed, even the words “new, improved version” or “drop-in replacement” are said to strike “terror” into the hearts of AWE engineers. 38 The implementation
of “relatively minor upgrading and refurbishment” may eventually have a major impact
on assessments of the UK warhead. In light of these diﬃculties, abandoning original
components and developing a replacement warhead may seem like a more attractive
choice.
Not much has been said about this option, and what has been said provides little insight
into what a replacement warhead would involve. Thankfully, the United Kingdom is not the
fi rst nuclear state to contemplate developing a replacement warhead without recourse to
explosive nuclear testing. In 2004, U.S. Congress initiated the Reliable Replacement Warhead (RRW) program, which, over four years, developed a design for a new nuclear

36. HM Government, SDSR.
37. Bruce T. Goodwin, “Plutonium at 150 Years: Going Strong and Aging Gracefully,” Science and Technology
Review (December 2012): 11–14.
38. Norman Godfrey and Wilhelm Huck, “Alternative Materials: New Routes to Old Materials—The
Alternative to ‘Alternatives,’ ” Discovery 6 (January 2003): 38– 45.
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warhead that could replicate the capabilities of the existing U.S. stockpile in a more robust,
advanced, and reliable package.39
If the United Kingdom were to replace its existing stockpile, it would likely aim for a
similar goal. However, U.S. experience suggests that the United Kingdom might be tempted
to aim higher. After its creation, the RRW program grew in size and incorporated a number
of other changes to the U.S. stockpile, such as additional safety and security mechanisms,
as well as changes to the weapons maintenance complex. The UK public has already expressed fears that the United Kingdom might seek to develop a replacement warhead with a
wider range of potential yields to make the stockpile more usable against small targets.40
Similarly, the United Kingdom might take the opportunity to add to its current nuclear
capabilities by, for instance, developing robust warheads that can penetrate hardened
bunkers or by developing enhanced radiation weapons.41 Indeed, the United Kingdom was
able to observe, and even participate in, many elements of the U.S. RRW program through
its nuclear collaboration with the United States under the MDA,42 and any pursuit of a
replacement warhead will follow most of the procedures and processes adopted by the
United States.43
However, the ambition of any UK replacement program may ultimately reach beyond
its technical and fi nancial limitations. Between 2007 and 2008, U.S. Congress blocked all
funding requests to advance the new warhead into development engineering, arguing that
the program as it stood went “far beyond the scope and purpose” of its original formulation.44 Although the UK warhead program enjoys comparative shelter from parliamentary
oversight, it has historically operated within stricter budgetary constraints. Moreover,
AWE would not want to risk undue political attention by making the same mistakes as the
United States. Furthermore, many of the nonnuclear components within the United Kingdom’s current warhead are supplied by the United States under the MDA, and the United
Kingdom presently lacks the capability to develop domestic alternatives. The Trident
Alternatives Review suggests that the United Kingdom would not seek to develop domestic
nonnuclear components if it were to pursue a replacement warhead for the Trident missile,
thereby avoiding a step that would multiply costs considerably, add at least two years to
production timescales, and jeopardize broader aspects of the Anglo-American nuclear
relationship.45

39. Jonathan Medalia, Nuclear Warheads: The Reliable Replacement Program and the Life Extension Program, CRS Report for Congress, December 3, 2007, 3.
40. Mark Townsend, “Secret Plan for N-Bomb Factory,” Observer, June 16, 2002.
41. Such as the “robust nuclear earth penetrator” explored by the United States. See Jonathan Medalia,
“Bunker Busters”: Robust Nuclear Earth Penetrator Issues, FY2005–FY2007, CRS Report for Congress, February 21,
2006.
42. Interview with John Harvey in Mackby and Cornish, U.S.-UK Nuclear Cooperation after 50 Years, 296.
43. In response to a written question, former defense secretary Lord Hutton stated that AWE adopts a
similar approach to the United States in the “management of research” and the “assessment of technology
readiness.” See Hansard, March 2, 2009, Col. 1370W.
44. Jeffrey Lewis, “After the Reliable Replacement Warhead: What’s Next for the U.S. Nuclear Arsenal?,”
Arms Control Today, December 2008.
45. HM Government, TAR, 37.
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If the United Kingdom retains U.S.-supplied nonnuclear components, development of a
replacement warhead would necessarily focus on the indigenous elements of the UK
warhead—namely, the physics package. In this case, domestic sources of plutonium, HEU,
high explosives, and lithium- deuteride fusion fuel provide some flexibility.46
Nevertheless, any changes to the physics package would have to retain compatibility
with U.S.-supplied nonnuclear components. Doing so would prevent any changes that
would greatly increase the dimensions or disturb the weight distribution of the physics
package. For instance, there is only limited space within the Mk4 Re-Entry Vehicle; therefore, increasing the volume of the primary to accommodate more robust explosives would
force a corresponding reduction in the size of the secondary.47 Any resulting loss of yield
might subsequently force the United Kingdom to reconsider how many warheads it would
need for a strike, and backtracking on warhead reductions made to date would come with
significant political costs.
This dependence would also prevent any changes to the primary and secondary, as they
would disrupt the vital interfaces between the physics package and the U.S. trigger components. Neutron generators are tailored precisely to a par ticu lar physics package, and it is
possible that the reliability of a warhead would be severely affected if this physics package
were to change. For instance, while the United States operates two warheads for the Trident
missile, the W88 and the W76, the latter bearing the closest resemblance to the UK warhead, the nonnuclear components from one cannot easily be used in the other.
This creates an important trade- off in any replacement warhead. If the United Kingdom
retained the nonnuclear components it currently acquires from the United States, any
significant changes to the physics package would entail greater uncertainty about its
compatibility with U.S. components. Rather than risk disturbing the important interfaces
between nuclear and nonnuclear components, any replacement warhead would likely be
limited to only minor adjustments to the physics package. In this case, making even minor
adjustments to this key component without the ability to conduct a full explosive test may
generate risks that greatly outweigh any reliability benefits such a limited change might
offer.
The United Kingdom may be able to fi nd more room for improvement if it were to
procure different nonnuclear components from the United States, such as those used in the
W88 warhead. Although this might require a drastic change to the UK physics package,
such a change could be supported by the exchange of expertise through the MDA and could
result in a replacement warhead design grounded in explosive nuclear tests, albeit to a
lesser extent than the current design.

46. For details of the United Kingdom’s domestic stockpiles of plutonium and uranium, see “Global Fissile
Material Report 2013,” seventh annual report of the International Panel on Fissile Materials, http://fissilematerials
.org /library/gfmr13.pdf.
47. John R. Harvey and Stefan Michalowski, “Nuclear Weapons Safety: The Case of Trident,” Science and
Global Security 4 (1994): 287.
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Across the Pond and into the Future
The future of the UK nuclear arsenal is therefore inextricably linked to the fate of the U.S.
arsenal. Even if its warhead were to age gracefully, without the continued flow of U.S.
nonnuclear components and expertise, the United Kingdom would have few options but to
pursue a fully domestic replacement. In this event, the current £4 billion price tag for a
replacement would need to be revised upward by a significant margin. If the reliability of
the United Kingdom’s nuclear stockpile were to take a turn for the worse, any easily affordable replacement would depend heavily on nonnuclear components acquired from the
United States.
Yet the future of the U.S. nuclear stockpile remains in flux. After abandoning the RRW
program in favor of continued refurbishment and upgrades (bundled into packages referred to as Life Extension Programs), the stewards of the U.S. arsenal have been developing a long-term strategy for its future.
The “3+2” strategy outlined in the 2014 Stockpile Stewardship and Management Plan
aims to transform the four warheads that arm U.S. land- and sea-based ballistic missiles
into three “interoperable” warheads that can be easily exchanged between the two missile
types. As part of this effort, the United States recently completed a scoping study that
evaluates the use of “common [physics packages] and common and adaptable nonnuclear
components,” 48 which may lessen the United Kingdom’s sensitivity to future changes in the
U.S. stockpile.
Through exchanges enabled by the MDA, the UK arsenal may be able to undergo a
similar transformation, which will both remedy any emerging age-related defects and
simultaneously reduce the risk that the loss of any one nonnuclear component would
render the arsenal unsustainable.
Unfortunately for UK nuclear planners, it is not at all certain that this plan will advance. On a technical level, the “3+2” strategy may not be achievable without recourse to
explosive nuclear testing. On a fi nancial level, the anticipated US$60 billion price tag may
be too much for strained U.S. defense and energy budgets to allow. At the operational level,
both the U.S. Navy and U.S. Air Force have been unenthusiastic about the concept of warhead interoperability. More importantly, the plan may not be politically feasible for either
the president, who has pledged not to develop “new” nuclear weapons, or Congress, which
learned from the RRW program to be wary of ambitious and hazily defi ned goals.49
Indeed, although an oﬃcial outline of the “3+2” strategy by the U.S. DOE states that it is
“absolutely essential and must be accomplished,” it also acknowledges that the strategy
48. U.S. DOE, “FY2014 Stockpile Stewardship and Management Plan,” section 2.6.2.
49. For an independent report into the “3+2” strategy, see Lisbeth Gronlund., Eryn MacDonald, Stephen
Young, Philip E. Coyle II, and Steve Fetter, “Making Smart Security Choices: The Future of the US Nuclear
Weapons Complex,” Union of Concerned Scientists, October 2013, http:// www.ucsusa.org /assets/documents/nwgs
/nuclear-weapons-complex-report.pdf.
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may be derailed by mandatory funding reductions, emerging issues within the stockpile,
or geopolitical events that might alter U.S. priorities.50 Moreover, if the “3+2” strategy were
to go ahead despite these obstacles, there would still be no guarantee that its results would
ultimately be compatible with the United Kingdom’s domestically produced physics
package.
The United Kingdom may feel comfortable that, despite sustained pressure from the
U.S. nuclear-weapon complex, the path of the U.S. warhead program is unlikely to depart
markedly from the status quo. As the RRW program indicates, neither U.S. Congress nor the
executive has the appetite for big-ticket reforms of the nuclear complex in the absence of a
clear need for change. This comfort might be misplaced. As mentioned above, technological
change (such as developments in missile defense or the retirement of the Trident D5) or
political change may force the United States to swiftly reappraise its nuclear priorities.
Furthermore, any fundamental alteration in the U.S. nuclear complex, the larger budget of
which affords greater responsiveness, might easily outstrip the United Kingdom’s ability to
keep up. If the United Kingdom cannot predict the future of the U.S. arsenal with greater
certainty than that of its own arsenal, it may yet suffer an expensive shock to the system.

The Future of the UK Nuclear Stockpile
If indications emerge within the next parliament that the UK nuclear stockpile may not
survive past the late 2030s, the government will then be faced with a dilemma. Without
clear steering from the United States, the United Kingdom may have to choose between
developing a replacement warhead with an uncertain supply of components (and over
time, missiles), or retaining an arsenal of suspect reliability. In the case of the former, the
United Kingdom might embark on a path that, at best, produces limited results, and, at
worst, jeopardizes the much-valued exchange between the two nuclear partners. Given
this tough choice, pressure to replace the UK warhead may meet equal and opposite pressure to delay until a clear pathway can be developed in collaboration with the United
States.
Delaying such a choice may indeed be the best option available to the United Kingdom.
The continuation of upgrades and refurbishment has so far proven successful in the United
States and may continue to be successful in the United Kingdom. From both political and
fi nancial perspectives, the costs of developing a new replacement warhead are best
avoided, if possible. This sentiment is confi rmed by an article in AWE’s in-house journal,
which states that there is, “always a major incentive to extend the life of warheads beyond
the very conservative timescales” defi ned by their original design and maintenance processes.51 From a technical perspective, it is diﬃcult to say whether the gradual refurbishment and replacement of components cannot extend the life of the UK arsenal beyond
previously defi ned timescales. As discussed above, it is extremely challenging to quantify
50. U.S. DOE, “FY2014 Stockpile Stewardship and Management Plan,” section 2.6.2.
51. Lewis and Goldrein, “Strain Measurement,” 36.
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the uncertainty of assessing stockpile reliability, and it is probable that, reflecting U.S.
practice, the United Kingdom makes no effort to do so.
As successive governments consider the future of the UK nuclear stockpile, the health
and predictability of its ongoing nuclear relationship with the United States will weigh
heavily on the minds of nuclear decisionmakers. This relationship played a central role in
the genesis of today’s stockpile, and it continues to play such a role in its ongoing maintenance. Any dramatic change in the U.S. nuclear complex will have unavoidable repercussions for the United Kingdom. For instance, if the United States were to pursue
replacements or alternatives to its warheads and their nonnuclear components, the United
Kingdom would have to choose whether or not it wished to follow in Washington’s footsteps or take on the burden of developing its own approach. Although reliability assessments will play an important role in determining the fate of the Trident warhead, this role
may ultimately be subservient to that of the U.S. nuclear complex.
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The Internet of Things and
Nonproliferation: Predicting How
Ubiquitous Sensing Technology
Will Aﬀect the Nonproliferation
Mission Space
Kit Conklin1

T

he Internet of Things (IOT) refers to a ubiquitous network of connected devices that continuously share real-time digital information with other devices within the network. One
of the key goals of the IOT is to enable humans, devices, and networks to intelligently interact
with one another via a series of remote sensors. Recognizing that the world’s largest manufacturing and information technology companies refer to the IOT as the fourth industrial revolution, the nonproliferation policy and technical communities must begin to conceptualize how
the IOT concept can affect the nonproliferation mission space. This research presents three
case studies to predict and conceptualize how the IOT could affect the nonproliferation mission space. The first case study on U.S. export controls and the second case study on the
international nuclear safeguards regime focus on how IOT capabilities could be fielded to
support each mission space. The third case study analyzes how the IOT could disrupt the
export control and nuclear safeguards regimes. The paper concludes with an analysis of the
technical, cybersecurity, and policy challenges associated with fielding IOT capabilities in the
nonproliferation mission space.

What Is the Internet of Things?
It’s diﬃcult to overestimate the importance of the Internet of Things because
it will come to encompass all kinds of products we don’t normally think of as
high-tech.2
1. Kit Conklin is a nonproliferation scientist at Pacific Northwest National Laboratory.
2. Marcelo Ballve, “Massive Growth in the Consumer ‘Internet of Things’ Explains Google’s Purchase of
Nest Labs,” Business Insider, January 14, 2014, http:// www.businessinsider.com /google -and-the -internet-of
-things-2014 -1#!I3GZd.
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The IOT integrates the physical and cyberworlds by enabling physical objects to be
connected to the Internet. One of the key goals of IOT is to enable humans, devices, and
networks to intelligently interact with one another via a series of remote sensors. This
concept relies on big data to build and operate a centralized system capable of real-time
sensing, analysis, and communication. According to information technology experts, the
IOT is the next evolution of the Internet.3 Before describing the IOT in detail, however, it is
important to recognize that the Internet and the World Wide Web are not the same entity.
The Internet is the cyber and physical infrastructure that connects networks, hardware,
and software. The World Wide Web is one set of software connected to the Internet that
facilitates data transmission—there are countless other ways to transmit data across the
Internet. When analyzing the IOT, it is critical to understand this difference. In fact, IOT
expands far beyond the reaches of the World Wide Web to realms not yet fully understood.
When we think of the World Wide Web, we often think of specific websites: Google, Facebook, and so on. When we consider the IOT, we must expand our thinking to the realms of
physical objects: alarm clocks, refrigerators, cars, and so on. In essence, the IOT offers a
bridge between the physical and digital worlds.
The information technology giant Cisco predicts that lowered sensor costs and increased demand for systems integration will result in 50 billion devices connected to the
Internet by 2020, roughly 40 billion more than are connected today. This proliferation of
connected devices is anticipated to have a US$19 trillion profit market over the next decade.4 From personalized medicine, smart homes, and transformative global logistics,
IOT- enabled systems will affect our world at the individual, facility, and macro levels. The
problem, however, is that the nonproliferation community has not yet begun to conceptualize how the IOT will affect its mission space.
In order to understand how the IOT could affect the nonproliferation mission space, this
research will first analyze how IOT capabilities are affecting three private-sector areas:
personalized health care, smart homes, and advanced manufacturing systems. Each of these
areas represents opportunities for the IOT to affect the nonproliferation mission space.
Wearable sensors and personalized healthcare technologies could be fielded to support IAEA
inspectors. Smart home integration systems could affect how U.S. export control enforcement oﬃcials monitor commodity flows at air and seaports. Additionally, advanced IOTbased manufacturing capabilities could support and disrupt both the export control and
international nuclear safeguards regimes. Collectively, these three areas represent a diverse
portfolio of civilian IOT capabilities; understanding these capabilities provides the framework to predict how the IOT concept will affect the nonproliferation mission space. Recognizing the connection between civilian and nonproliferation technologies, this research
addresses wearable sensors before then assessing how new sensor technologies can be
integrated to create smart homes and IOT-based manufacturing systems.
3. Jim Chase, “The Evolution of the Internet of Things,” Texas Instruments, 2013, http:// www.ti.com /lit /ml
/swrb028/swrb028.pdf.
4. Rachel King, “CISCO CEO: Internet of Things Poised to be $19 Trillion Market,” ZDNet, February 13,
2014, http:// www.zdnet.com /cisco -ceo -internet-of-things-poised-to -be -19 -trillion-market-7000026321/.
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Private-Sector Impacts
WEARABLE SENSORS AND PERSONALIZED HEALTH CARE
Wearable sensors are a prime example of near-term IOT applications that will affect individuals. Currently available sensors allow individuals to monitor diverse aspects of their
health and physical condition, including blood pressure, caloric intake, sleep patterns, and
exercise activity. Individuals can use a central control application, such as a smartphone,
to monitor and record real-time data produced by wearable systems. Even though this technology is still in its infancy, companies are already manufacturing next-generation capabilities. For example, the Swiss company Vigilant created a smart insulin injection pen that
automatically transmits injection data to a diabetic patient’s smartphone.5 If the insulin
pen records troubling data, the device could be programmed to automatically alert doctors
or provide geo-location data to emergency ser vices. What’s more, companies are developing digestible sensors (for example, swallowable smart pills) that track “whether a patient
is taking his medication on schedule. When the pill reaches the patient’s stomach and is
exposed to stomach fluid, it sends a signal through the user’s own body tissue to a patch on
the patient’s skin. The patch then relays its data to a smartphone, where it can then be
shared with caregivers and physicians.”6 As these IOT capabilities become more technologically advanced, health care analysts predict that, “When you add a connected environment around a patient equipped with these technologies—like a ‘connected [smart] home’
that can detect light, temperature, pressure on a bed, etc.—the [IOT] concept really begins
to take shape.”7
A 2010 health care study sought to field IOT capabilities in order to increase daily
medication intake compliance among living-at-home elderly patients. Each participant in
the target group was given a central control application that monitored medication intake
and other wearable vital sign sensors.8 These wearable sensors interacted with other
smart objects in the home to determine the circumstances around medication compliance
(for example, the system could determine whether the patient was asleep in bed or had lost
consciousness and collapsed somewhere in the house). With respect to the fi ndings, not
only did the study show increased compliance, which was the objective, but it also showed
that it was possible to integrate individual, facility, and macro-level IOT capabilities. In this
case, the physician was able to remotely monitor patient health, adapt medication dosages,
and ensure communication between caregivers, patients’ families, and secure remote data
centers. Whereas wearable sensors provided vital data, the overall success of this IOT
5. PR Newswire, “Insulin Pens Become Smart with IOT,” Reuters, February 27, 2014, http:// www.reuters
.com /article/2014 /02/27/bc-vigilant-bee -insulin-idUSnPnj856kj+80+PRN20140227.
6. Laura Hamilton, “4 Ways the Internet of Things Is Transforming Healthcare,” Forbes, March 26, 2014,
http:// www.forbes.com /sites/85broads/2014 /03/26/4 -ways -the -internet-of-things-is -transforming-healthcare/.
7. Oleg Logvinov, “Healthcare and the Internet of Things,” Medical Design Technology Magazine Blog,
January 1, 2014, http:// www.mdtmag.com /blogs /2014 /01 /healthcare -and - %E2%80 %98internet-things %E2
%80%99.
8. A. Dorh, R. Modre- Osprian, M. Drobics, D. Hayn, and G. Schreier, “The Internet of Things and Ambient
Assisted Living” (paper presented at the 2010 Seventh International Conference on Information Technology,
Las Vegas, Nevada, April 12–14, 2010), http://ieeexplore.ieee.org /stamp/stamp.jsp?tp= & arnumber=5501633.
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capability relied on an integrated smart home environment to connect the individual to
outside personnel.

SMART HOMES
The key goal of smart homes is to “connect people to their possessions—and those possessions to one another.”9 This concept involves providing home owners with a centralized
application capable of remotely monitoring and controlling (via an Internet connection) all
aspects of a home’s security, energy, entertainment, and communications systems. In order
to achieve this goal, the smart home relies on a diverse network of Internet- connected
physical devices. These devices, or “things,” include thermostats, coffeemakers, lawn sprinkler systems, windows, energy appliances (water heater, smart grid connections, etc.), and
other physical objects one does not typically consider high-tech. Each of these “things”
produces unique real-time data. The IOT supports the smart home concept by taking these
unique real-time data and formulating them into a centralized remote control application.
In this type of data-driven ecosystem, decisions made by one sensor will trigger a chain of
events affecting multiple aspects of the system as a whole. For example, central control will
monitor weather data and instruct the sprinkler system to water the lawn as needed.10
Central control and the sprinkler system will then work in unison with other dataproducing sensors in the house. Control could utilize the home security monitoring
systems to detect when an individual or pet is on the lawn. If an entity is detected, control
can instruct the sprinkler system to turn off— thus preventing someone from being
soaked. Whereas this is convenient for home owners, this facility-level systems integration will drastically affect next-generation manufacturing and supply chain management
capabilities.

Next-Generation Manufacturing
The Internet of Things has already set in motion the idea of a fourth industrial
revolution— a new wave of technological changes that will decentralize production
control and trigger a paradigm shift in manufacturing.11
The IOT’s macro-level impacts on manufacturing are being heralded as the fourth industrial
revolution. Even though many IOT systems have not yet been fielded, business intelligence
fi rms assess that IOT capabilities will revolutionize the global manufacturing landscape by
automating supply chain systems. Supply chain management is a “set of approaches utilized
to effectively integrate suppliers, manufacturers, warehouses, and stores, so that merchandise
is produced and distributed at the right quantities, to the right locations, and at the right
9. Colin Druce-McFadden, “Nine Devices Shaping the Future of the Internet of Things,” DVICE, April 8,
2013, http:// www.dvice.com /2013 -4 -8/9 -devices -shaping-future -internet-things.
10. Steve O’Hear, “IOT Startup Greenbox Aims to Become Nest for the Garden,” TechCrunch, October 15,
2013, http:// techcrunch.com /2013/10/15/greenbox /.
11. Markus Loﬄer and Andreas Tschiesner, “The Internet of Things and the Future of Manufacturing,”
McKinsey and Company, June 2013, http:// www.mckinsey.com /insights/business _technology/the _internet _of
_things _and _the _future _of _manufacturing.
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time, in order to minimize system-wide cost while satisfying ser vice level requirements.”12
Driven by a desire to lower costs and improve eﬃciency, manufacturing companies are
utilizing IOT-based applications to integrate these various supply chain operations in an
effort to centralize all aspects of their business. Consider the following manufacturing
scenario:
The next big step [of IOT development] will be to think through the interdependencies among the machine, the production components, the manufacturing environment, and the IT that connects it all, so that the production technology controlling the
machines merges with the technical data of the components [ . . . ] For example, a
piece of metal or raw material will say, “I am the block that will be made into product
X for customer Y.” In an extreme vision, this unfi nished material already knows for
which customer it is intended and carries with it all the information about where
and when it will be processed.13
In this scenario, the IOT integrates manufacturing and supply chain logistics by integrating
technical data with physical components. Consequently, the individual components that
make up a completed system are implanted with the blueprints for the completed systems
as well as geo-location sensors. These implanted data allow a component to understand its
specific location within a manufacturing facility as well as its location within the aggregate supply chain. The connected sensor network also provides real-time component-level
information to decisionmakers (e.g., factory operators or logistics management). These IOT
capabilities could make fully automated global manufacturing and logistics capabilities a
reality.

PRIVATE-SECTOR CONCLUSIONS
Understanding the IOT’s impact on the private sector provides the framework with which
to predict how the concept will affect the nonproliferation mission space. The IOT may
seem abstract today, but as the Economist Intelligence Unit reports, “[IOT] unknowns
should not be feared: Few know today what successful business models will look like, but
exploration now will pay benefits later.”14 However, we are already seeing how wearable
sensors, smart facilities, and macro-level supply chain management capabilities are being
deployed in the private sector. Recognizing that the world’s largest manufacturing and
information technology companies refer to the IOT as the fourth industrial revolution, the
nonproliferation community must begin to conceptualize how the IOT concept can affect
the nonproliferation mission space.

12. Lou Ping, Quan Liui, Zude Zhou, and Huaiqing Wang, “Agile Supply Chain Management over the
Internet of Things” (paper presented at the 2011 International Conference on Management and Ser vice Science,
Wuhan, China, August 12–14, 2011), 1, http://ieeexplore.ieee.org /xpls/icp.jsp?arnumber=5998314 &tag=1.
13. Loﬄer and Tschiesner, “The Internet of Things.”
14. Clint Witchalls, The Internet of Things Business Index: A Quiet Revolution Gathers Pace, Economist Intelligence Unit, October 29, 2013, 4, http:// www.arm.com /fi les/pdf /eiu _internet _business _index _web.pdf.
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Nonproliferation and the Internet of Things
This section presents three case studies to introduce how the IOT could affect the future
nonproliferation mission space. The fi rst case study examines possible impacts to the
export control regime. The second analyzes how IOT capabilities could support the international nuclear safeguards regime, particularly the “inspector of the future” concept. Although the IOT concepts discussed in the fi rst two case studies focus solely on supportive
systems, the third case study analyzes how IOT-based systems could disrupt the export
control and nuclear safeguards regimes. Understanding and adapting the IOT for the
nonproliferation mission space is not limited to these case studies. Rather, these case
studies were selected in order to demonstrate how IOT technology advances in the private
sector could affect the nonproliferation arena.

CASE STUDY 1: THE EXPORT CONTROL REGIME
Export Control Overview
The U.S. export control community can learn from the private sector’s increasing interest
in systems integration. In par ticu lar, the United States should begin to analyze how IOTbased capabilities could be deployed at domestic sea and airports to support export control
enforcement objectives. These systems would be designed to collect bulk real-time data
from sensors deployed throughout the port and combine those data with other relevant
export information— the goal being to provide analysts and agents in the field with realtime export information. Before analyzing such a capability in detail, however, it is fi rst
necessary to understand the basics of the U.S. export control regime, including export
licensing and end user verification. The objective of the U.S. export control regime is to
control the “exports of sensitive equipment, software and technology as a means to promote our national security interests and foreign policy objectives.”15 This objective is
accomplished through the utilization of various domestic and international commodity
control lists, arrangements, and treaties.16 These regimes control the export of fully manufactured systems as well as the sensitive components and technical data that make up
those systems. The regime also controls dual-use goods, which are commodities or ser vices
that can be used for both civilian and military applications. Historically, the United States
has relied on multiple government agencies to administer, oversee, and enforce both
domestic and international export control laws and regimes. This reliance on multiple
agencies is alleviated to a certain extent by the president’s Export Control Reform Initiative
(ECR). ECR affects nearly every facet of the domestic export control regime, including
licensing and enforcement. With respect to licensing, ECR’s primary goal is to create a
“Single Licensing Agency (SLA), which would act as a ‘one stop shop’ for businesses seeking an export license and for the USG to coordinate [the] review of license applications.”17
15. “Overview of U.S. Export Control System,” U.S. DOS, http:// www.state.gov/strategictrade/overview/.
16. See, for example, Export Administration Regulations, International Traﬃc in Arms Regulations,
Zanger Committee, Wassenaar Arrangement, Missile Control Technology Regime, Australia Group, Nuclear
Suppliers Group, and so on.
17. “Overview of U.S. Export Control System,” U.S. DOS.
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Not only is a streamlined export process beneficial for companies; the information collected could also provide the necessary data to produce an IOT-based export enforcement
capability.
A key export control enforcement challenge concerns verifying a commodity’s end
user. When an individual or company applies for a license to export a controlled commodity, the exporter must provide information to the U.S. government licensing agency
about where or how the commodity is being shipped. The exporter must also report
which individual or company is the fi nal recipient or end user of the export. Over the
years various U.S. government agencies have established approaches to verify export end
users. For example, in 1990 the DOS established the Blue Lantern Program. The oﬃce
responsible for licensing and enforcement of the International Traﬃc in Arms Regulations manages this program in order to monitor and confi rm the legitimacy of proposed
transactions as well as verify the legitimacy of proposed foreign end users. The Blue
Lantern Program’s verification checks are conducted by U.S. embassy personnel in country. Despite effectiveness on a small scale, end user verification programs do not have the
resources to monitor and verify all exports. For instance, in 2012 the DOS adjudicated
more than 86,000 export licenses and other approval requests. Of these 86,000 licenses,
the department conducted 706 Blue Lantern Verification cases, or less than 1 percent of
the total licenses adjudicated.18
According to a 2011 UN report, the lack of “proper delivery verification and end-use
monitoring systems increase[s] the risk of diversion” of controlled commodities.19 As
evidenced by the Blue Lantern Program, the largest end user verification program in the
United States, agencies actively trying to verify end users struggle to monitor even a tiny
fraction of overall licensed exports. Although end user verification will remain a tremendous challenge over the next decade, the IOT concept offers a unique and novel solution for
meeting export control end user verification objectives.

Export Control Concepts: Smart Ports and Next- Generation Commodity Tracking
Commodity Tracking In the future, the U.S. export control community could develop
and field an IOT system to track and trace manufactured export controlled commodities
through the domestic supply chain all the way to a port of exit. Legal challenges notwithstanding, IOT-based end user delivery verification capabilities could also be fielded to track
a commodity through all aspects of manufacturing and shipping. This capability would
rely on developing similar technologies and concepts in the private sector for nextgeneration supply chain and logistics management. In fact, a key private-sector IOT logistics goal is to achieve “comprehensive monitoring of freight during transportation,
[including automatic] data exchange between ports, shipping logistics companies, the port
18. U.S. DOS, End-Use Monitoring of Defense Articles and Defense Ser vices Commercial Exports FY 2012, 2,
http:// pmddtc.state.gov/reports/documents/End _Use _FY2012.pdf.
19. “Study on the Development of a Framework for Improving End-Use and End-User Control Systems,”
United Nations Oﬃce of Disarmament Affairs, UNODA Occasional Papers, No. 21 (December 2011), 7, http:// www
.un.org /disarmament /HomePage/ODAPublications/OccasionalPapers/PDF/OP21.pdf.
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authority, and the Customs.”20 In this scenario, a controlled commodity could be embedded
with a geo-location sensor that would report its location as it headed though the supply
chain (e.g., the commodity’s sensor would automatically alert port oﬃcials when it arrives
at the port of exit). The controlled commodity could also be tagged with a sensor that
includes all relevant export control data, including manufacturers, the company compliance oﬃcer’s contact information, shipping details, and end user data.
Wearable Technology A centralized IOT-based system could integrate export licensing
data from the newly established SLA with what the field agent is actually seeing. For example, if an agent is wearing a Google Glass–like system, the device would have an application on it that would allow the agent to scan a specific container and then cross- check that
information with licensing and shipping manifesto data. Moreover, this capability could be
further buttressed by integrating an interactive “commodity fi ngerprint” database with
the system. A commodity fi ngerprint database would contain a collection of card-like
reports for various controlled commodities, such as centrifuge enrichment technology or
missile parts. The cards would contain information such as pictures, weight, cost, exact
Export Control Identification Numbers, and so on. Developers could then create an application for the wearable technology (for example, Google Glass) that would allow the agent to
see this information in real time when inspecting a shipment. The data collected by the
agent in the field could be uploaded into an export compliance database. If the agent detected an anomaly, that information could be cross- checked with other anomalies in the
database, thereby allowing the agent to immediately ascertain whether an anomaly is
something to be worried about. This IOT capability would provide agents in the field with
all available information about a controlled commodity in real time (shipping manifest,
end user data, physical description, etc.).

CASE STUDY 2: INTERNATIONAL NUCLEAR SAFEGUARDS
Computerized devices are evermore capable and innovative technologies, such as
artificial intelligence and virtual reality tools, are fast evolving [ . . . ] Information
fusion and search tools are ever smarter. Storage capacities continue to increase [ . . . ]
Such advances have the potential to substantially change the IAEA’s technical capabilities and tools.21

IAEA Safeguards Overview
The technical objective of IAEA safeguards is to provide the “timely detection of diversion
of significant quantities of nuclear material from peaceful nuclear activities to the manufacture of nuclear weapons or of other nuclear explosive devices or for purposes unknown,

20. Xin Song, Lei Huang, and Stefan Fenz, “Internet of Things Applications in Bulk Shipping Logistics:
Problems and Potential Solutions,” Communications in Computer and Information Science 312 (2012): 565– 571.
21. International Atomic Energy Agency, IAEA Department of Safeguards Long-Term R&D Plan, 2012– 2023,
January 2013, 3, http:// www.iaea.org /safeguards/documents/STR _375 _– _IAEA _Department _of _Safeguards
_Long-Term _R & D_Plan _2012-2023.pdf.
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and deterrence of such diversion by the risk of early detection.”22 Historically, the IAEA
has met this objective by relying on an inspection-based verification regime. As of April
2010, there were 250 IAEA inspectors to inspect more than 900 nuclear facilities.23 The
goal of safeguards inspections is to verify the correctness and completeness of a state’s
declared nuclear material and activities, including verification of inventories of nuclear
materials and facility designs and operations. The inspection-based regime is primarily a
quantifiable criteria-based nuclear material accountancy system. Although effective for
verifiable accountancy, a criteria-based regime fails to consider all aspects of a country’s
nuclear program. In order to address the shortcomings of the criteria-based regime, the
IAEA is pursuing an integrated objective-based regime that relies on both inspections and
other safeguards-relevant information to deter and detect diversion.
A holistic state-level approach to safeguards relies in part on remote safeguards inspections (RSIs) to maintain continuity of knowledge of nuclear material and activities at both
the facility and state levels. According to research conducted by the IAEA and the Harvard
Belfer Center for Science and International Affairs, RSI is “intended to become an essential
tool for enhancing and optimizing safeguards implementation at the facility level.”24 The
RSI concept involves transitioning safeguards activities from the field to IAEA headquarters or regional oﬃces. For example, the IAEA is permanently deploying unattended monitoring systems within nuclear facilities that are capable of remotely transmitting
safeguards data to IAEA headquarters.25 Other measures to support this transition include
cylinder tracking, nondestructive analysis (NDA) data collection, and in-field seal verification. Recognizing the IAEA’s increasing interest in using remote safeguards capabilities as
part of their inspection activities, this research will predict how future IOT capabilities
could support the “inspector of the future” concept.

Safeguards Concepts: IOT and the Inspector of the Future
As the safeguards regime continues to evolve and utilize advanced information technology,
there is increasing interest among the safeguards community to research the “inspector of
the future” concept. IOT capabilities being developed in the private sector could be utilized
to support this concept. However, realizing that many IOT capabilities are in their infancy,
this research will seek to broadly conceptualize aspects of the safeguards and inspection
regime that IOT systems could support.
22. IAEA, The Structure and Content of Agreements between the Agency and States Required in Connection
with the Treaty on the Non-Proliferation of Nuclear Weapons, Information Circular 153, June 1972, 9, http:// www
.iaea.org /Publications/Documents/Infcircs/Others/infcirc153.pdf.
23. Louise Potterton, “Training the IAEA Inspectors,” IAEA Bulletin 51, no. 2 (April 2010): 36–37, http:// www
.iaea.org /Publications/Magazines/Bulletin /Bull512/51203413637.html.
24. I. Tsvetkov, D. Hatt, O. Heinonen, B. Moran, N. Muroya, R. Zarucki, and M. Zendel, “Remote Safeguards
Inspections: Concepts and Practicalities” (paper presented at the 2010 Symposium on International Safeguards: Preparing for Future Verification Challenges, Vienna, Austria, November 1– 5, 2010), 2, http:// www
.iaea.org /safeguards/Symposium /2010/Documents/PapersRepository/211.pdf.
25. Michael Whitaker, Mark Laughter, and Dunbar Lockwood, “Information-Driven Inspections” (presented at the 2010 Symposium on International Safeguards: Preparing for Future Verification Challenges,
Vienna, Austria, November 1–5, 2010), http://www.iaea.org/safeguards/Symposium/2010/Documents/PPTRepository
/144P.pdf.
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Design Information Verification The IOT concept could be deployed to help the inspector
of the future eﬃciently verify the technical design of a nuclear facility as described in the
design information questionnaire. Historically, the IAEA has performed design information
verification (DIV) by “using blueprints and visual observation, complemented by simple
hand-held instruments,” such as ground penetrating radar and X-ray fluorescence systems.26
Other larger units such as 3-D laser-rangefi nders (3DLRs) are also deployed. 3DLRs are tools
that build a 3-D geometric surface description of a given environment, in this case a specific
part of a safeguarded facility. The system scans what it sees and then cross- checks these data
with blueprint information provided by the facility operator. The 3DLR can then track and
document changes in successive inspections (e.g., it can detect if a pipe has been added or a
valve moved). Recent research by Oak Ridge National Laboratory (ORNL) has taken this
concept one step further by integrating this 3-D imaging with gamma-ray imaging.27 The
objective of the ORNL research was to create a laptop-controlled instrument capable of
identifying if there was a radioactive source in the target area and, if so, to identify the
location and specific type of source. With respect to the IOT and the inspector of the future,
3DLRs offer a unique way to conceptualize how the IOT theory could be fielded to support the
safeguards regime at the facility level. Deploying IOT-based capabilities at the facility level
could allow the inspector of the future to access historical and real-time information about a
facility. For example, an inspector could use a heads-up display unit (e.g., Google Glass) to
cross-check what he or she sees in the field with design information verification data previously gathered by the 3DLR. Integrating other safeguards systems, such as power flow sensors, into the Glass could also prove technologically possible. However, operator
intrusiveness concerns would need to be addressed in order for this capability to be fielded.
Information from the inspector’s health monitoring systems could also be fed to this central
device. For example, monitoring current and lifetime radiation exposure rates can alert the
inspector and headquarters of unsafe conditions. The goal of this data integration is to
provide the inspector of the future a central control application that maintains real-time
situational awareness capabilities.
In-Field Seal Verification One of an inspector’s in-field duties is to verify seal integrity.
Seals complement nuclear material accountancy verification and provide the IAEA with
diversion detection capabilities. The IAEA deploys roughly 30,000 passive seals, 2,000
active seals, and 350 special sealing systems each year.28 Many of these systems require
that the inspector remove the seal from a facility and mail it to IAEA headquarters for

26. S. Jung, A. Lebrun, M. Moeslinger, S. Poirier, V. Sequeira, and J. Goncalves, Modern Safeguards Tools
for Eﬃcient and Effective Design Information Verification (Vienna, Austria: International Atomic Energy Agency,
2010), 1, http:// www.iaea.org /safeguards/Symposium /2010/Documents/PapersRepository
/258931342372071659546.pdf.
27. A. C. Raffo- Caiado, K-P. Ziock, J. P. Hayward, S. E. Smith, J. S. Bogard, C. B. Boehnen, J. Gonçalves,
V. Sequeira, David Puig, O. Peixoto, S. Almeida, and O. Calzetta, Combining Mea sure ments with ThreeDimensional Laser Scanning System and Coded Aperture Gamma- Ray Imaging System for International
Safeguards Applications (Vienna. Austria: International Atomic Energy Agency, 2010), 7, http:// www.iaea
.org /safeguards/Symposium /2010/Documents/PapersRepository/1151095057880217135030.pdf.
28. Halvor Undem, “Sealing Systems for International Safeguards Circa 2008,” Pacific Northwest National
Laboratory, 2008, http:// web.ornl.gov/sci /nsed /outreach /presentation /2011/Undem.pdf.
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analysis. However, the authenticity of other seals, such as the Cobra System, can be verified
in-field. The Cobra device is a passive seal that utilizes a uniquely wound set of fi ber- optic
cables as its verification signature. In the IAEA’s General Technical Requirements to Sealing, Containment, and Authentication Technologies, the agency calls for new technologies
that can support in-field seal verification. Specifically, the seal verifiers must meet these
requirements: lightweight, easy to use, durable, and have image data authentication capabilities. The recently developed Augmented Magnifier (AM) could provide the inspector of
the future with such a capability. The AM, developed by the Massachusetts Institute of
Technology’s Fluid Interfaces Group, is a handheld device that combines digital information with real-time optical data from the device’s camera. The AM is uniquely qualified to
support in-field seal verification activities because it uses an active Internet connection and
1,000 magnification capabilities to automatically identify and analyze what the system is
looking at.29 In the future, it may be possible to field an AM to monitor and verify the
authenticity of passive seals, including the Cobra system.
Inspector Safety Increasingly affordable and power- eﬃcient IOT-based physical condition monitoring systems could allow the IAEA to monitor inspectors’ health in facilities as
well as in country. Wearable dosimeters could relay radiation data to an inspector’s smart
device (phone, tablet, etc.), which would provide the inspector as well as headquarters with
real-time radiation dosage measurements. Additionally, satellite-backed geo-location
sensors could be utilized to provide the IAEA and the inspector with a safety monitoring
system. Such a system could be utilized by an inspector to ping headquarters that all is
well or, conversely, in the case of an emergency.
Material Balance Area Verification The overall nuclear material accountancy goal is to
verify that the nuclear material that goes into a facility comes out of the facility in the
correct quality and quantity. In order to verify this accountancy, inspectors monitor,
among other things, a facility’s Material Balance Areas (MBA). MBAs are defi ned areas
within a facility where nuclear accountancy takes place. Depending on the type of facility,
MBAs are positioned at various locations within the facility that allow an inspector to
monitor and verify nuclear material flows. Currently, IAEA inspectors verify material flow,
perform inventory measurements, and monitor storage areas. In the future, however, IOT
capabilities could be used to remotely monitor some of the data generated in MBAs. For
example, as bulk nuclear material tracking systems become available, an MBA’s central
control unit could recognize when an RFID tagged material container entered or exited the
area. Currently available RFID nuclear material tracking capabilities also are capable of
alerting a central control application or monitoring station if the container is being tampered with or opened.30 If the MBA’s central IOT-based control unit received a signal from a
tagged material container that it was being tampered with, the control unit could
29. Fluid Interfaces Group Massachusetts Institute of Technology, “Augmented Magnifier: Fusing Virtual
Reality and Optical Magnification Via Optical Magnifier,” http://fluid.media.mit.edu /node/286.
30. Kun Chen, Hanchung Tsai, Yung Liu, and Jim Shuler, “ARG-US: An RFID-Based Tracking and Monitoring
System for Nuclear Material Packages” (presented at 50th INMM Meeting, Tucson, Arizona, July 12–16, 2009), 7,
http://rampac.energy.gov/docs/rfid /RFID -INMM09.pdf.
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automatically turn on cameras stationed within the MBA to provide live video to IAEA
headquarters.

CASE STUDY 3: HOW ADVANCED IOT CAPABILITIES COULD DISRUPT
THE EXPORT CONTROL AND SAFEGUARDS REGIME
We may be unable to deny access to networks of sensors and remotely-controlled
objects by enemies of the United States.31
The IOT’s impact on the nonproliferation mission space will be both supportive and disruptive. In fact, the same technologies that could support IAEA and export control objectives
could also be disruptive. New sensors, networks, and applications create new vulnerabilities and threats. In order to conceptualize these issues, this case study will analyze how the
IOT’s impact on the global manufacturing landscape could disrupt the export control and
nuclear safeguards mission spaces.

Export Controls
As discussed in the private-sector section, the IOT gives manufacturers the ability to integrate technical data with physical components. In some cases, the individual components
that make up a completed system are implanted with the blueprints for the completed
system. When combined with advances in data analytics and cloud computing, this capability gives manufacturers the ability to remotely monitor and upgrade systems after they
reach the end user. Manufacturers could use this capability to uphold product warranties
or provide post- original sale upgrades. Although useful from the manufacturer and end
user’s perspectives, such a capability could disrupt how companies manage and safeguard
export- controlled information. For example, the DOD maintains information safeguards
guidelines for manufacturers of sensitive systems. One of the DOD’s guidelines concerns the
protection of information that is sensitive by aggregation.32 If a company utilizes IOT-based
embedded sensors for next-generation manufacturing capabilities, what type of precautions
would be needed in order to secure the implanted blueprints on individual components?
This scenario becomes increasingly problematic when one considers global manufacturing
logistics. For example, multinational companies could integrate IOT- enabled components
manufactured abroad into completed export- controlled commodities in their domestic
facilities. This type of capability also raises potential cybersecurity concerns for IOT-based
smart manufacturing facilities. These are just a few export control examples—policymakers
also need to conceptualize how new sensor and IOT advances could disrupt the safeguards
regime.

31. National Intelligence Council, “Disruptive Civil Technologies: Six Technologies with Potential Impacts
on U.S. Interests out to 2025,” April 2008, 27, http:// www.dni.gov/fi les/documents/2008%20Conference%20Report
_Disruptive%20Civil%20Technologies.pdf.
32. Department of Defense, DOD Internet Ser vices and Internet-Based Capabilities, DOD CIO, September 11,
2012, 32, http:// www.dtic.mil /whs/directives/corres/pdf /855001p.pdf.
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Nuclear Safeguards
The cybersecurity issues associated with IOT- enabled manufacturing facilities are comparable to the security threats associated with facility-level safeguards systems. There are
tremendous IOT-based opportunities to support the safeguards regime, yet it is imperative
to understand the risks and challenges associated with fielding embedded sensors and
other IOT capabilities. For example, one of the greatest technical challenges associated
with fielding IOT applications concerns data stovepipes. Current safeguards technologies
include surveillance systems, radiation detectors, barcode readers, and electronic scales—
most of which utilize proprietary hardware and software that produce large-scale heterogeneous data. Thus, a framework is needed to allow for each IOT device to integrate into a
larger facility-level system. Each step of this integration, however, requires that the safeguards community is capable of assuring the security and integrity of data throughout the
monitoring, reporting, and archival processes. Policymakers must consider the potential
negative implications if an adversarial state or nonstate actor was capable of hacking into
IOT- enabled safeguards systems. Without strong security-by- design features built into IOT
systems, adversaries may be capable of monitoring or maliciously manipulating safeguards data. Recognizing the inherent benefit that future IOT systems could bring to the
safeguards regime is not enough— the nonproliferation community must also begin to
address security issues inherently associated with such a capability.

Challenges: Moving beyond a Concept
The primary objective of this research is to explain the IOT and to predict how the concept
could affect the nonproliferation mission space. It is also critical to understand various
challenges associated with fielding IOT capabilities. Although a thorough explanation of all
IOT-related challenges is outside the scope of this paper, it is important to note several
technical, security, and policy challenges associated with fielding IOT capabilities for
nonproliferation objectives. This section provides a broad overview of technical IOT challenges before analyzing specific cybersecurity challenges for the nonproliferation mission
space. The section will conclude with an analysis of policy challenges.

TECHNICAL CHALLENGES
The IOT concept offers a vision of the future in which billions of devices automatically
convey information to each other.33 In this environment, every device within the IOT must
be able to communicate with each other as well as the various networks that comprise the
IOT. Although easy to conceptualize, there are tremendous technical challenges associated
with integrating the sensors, actuators, software, and networks that make up the IOT. Lack
of common standards and a shared infrastructure increases data stovepiping and further
complicates IOT integration. Therefore, a key goal of current IOT development is to create
33. Carrie MacGillivray, Vernon Turner, and Denise Lund, “Worldwide Internet of Things 2013–2020
Forecast: Billions of Things, Trillions of Dollars, International Data Corporation,” October 2013, 1, http:// www
.idc.com /getdoc.jsp?containerId=243661.
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middleware and networks that allow “highly available bidirectional communication on
different levels, between real-world objects, applications, and ser vices offering
functionality.”34 Even though the system’s architecture, routing technology, and data analytics needed to accomplish these goals are not yet fully functional, the information technology
community is rapidly developing new and novel approaches to solve these challenges. For
example, companies came together and began fielding IPv6 IP addresses when the world
ran out of IPv4 addresses in 2010. This shift to a widely accepted next-generation IP address
will allow each of the billions of future IOT devices to have a unique IP address. Additionally, the shift to IPv6 IP addresses allows companies to better understand IOT connectivity, reliability, and security challenges.35 By coming together and utilizing IPv6 as the IP
address system for IOT, companies are developing the ground-level infrastructure needed to
improve auto configuration capabilities and other improved security features.36 Additionally, a consortium of technology companies including AT&T, General Electric, IBM, Intel, and
Cisco announced in April 2014 that they would form the Industrial Internet Consortium
(IIC). The IIC is a not-for-profit organi zation that “catalyzes, coordinates, and manages the
collaborative efforts of industry, academia, and the government to accelerate growth” of the
IOT.37 Even as the IIC and similar groups work to formalize common standards and infrastructure for the IOT concept, cybersecurity risks must constantly be addressed.

CYBERSECURITY CHALLENGES
Paradoxically, the very principle that makes the IOT so powerful—the potential to
share data instantly with everyone and everything (every authorized entity, that
is)— creates a huge cyber security threat.38
IOT capabilities fielded to support the nonproliferation mission space must overcome
tremendous cybersecurity challenges. In par ticu lar, IOT systems must be built that deny
adversaries the ability to collect information, manipulate data, and deny systems access.39
Collection attacks are those operations conducted to gain information about or from a
system. Manipulation attacks differ in that the primary objective is to gain access to
34. H. Sundmaeker, P. Guillemin, P. Friess, and S. Woelﬃe, Vision and Challenges for Realising the Internet
of Things, Eu ropean Commission Director General for Communications Networks, Content, and Technology,
March 2010, 22, http:// www.researchgate.net /publication /228664767_Vision _and _challenges _for_realising _the
_Internet _of _Things.
35. A. Jara, Latif Ladid, and Antonio Skarmeta, “Internet of Everything through IPv6: An Analysis of
Challenges, Solutions, and Opportunities,” Journal of Wireless Mobile Networks, Ubiquitous Computing, and
Dependable Applications 4, no. 3 (August 2013): 97–118, http:// www.ipv6forum.com /iot /index .php/publications
/9 -uncategorised /84 -ioe -positionpaper.
36. Dave Evans, The Internet of Things: How the Next Evolution of the Internet is Changing Everything,
CISCO Internet Business Solutions Group, April 2011, 9, https:// www.cisco.com /web/about /ac79/docs/innov/IoT
_IBSG _0411FINAL .pdf.
37. Industrial Internet Consortium Overview, “Accelerating Innovation in Connected, Intelligent Machines and Processes,” 2014, http:// www.iiconsortium.org /.
38. Christopher Rezendes and W. David Stephenson, “Cyber Security and the Internet of Things,” Harvard
Business Review Blog Network, June 21, 2013, http:// blogs.hbr.org /2013/06/cyber-security-in-the -internet /.
39. Michael Covington and Rush Carskadden, “Threat Implications of the Internet of Things” (presented
at the 2013 Fifth International Conference on Cyber Confl ict, Tallinn, Estonia, June 4–7, 2013), 4– 9, http:// www
.ccdcoe.org /publications/2013proceedings/d1r1s6 _covington.pdf.
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Table 1. Export Controls
Attack Goal

Scenarios

Consequences

Collect

• An adversary accesses a port’s security,

• Adversaries could target and exploit

logistics, or relevant networks
• An adversary accesses sensitive or
proprietary information from any
aspect of the IOT system.

export control enforcement gaps at
ports.
• Proliferators could gain access to
sensitive export control databases.
• Industrial espionage concerns would
negatively impact a company’s
willingness to engage in such a system.

Manipulate

• A proliferator accesses and falsifies
data from sensors embedded onto
controlled commodities.

• Proliferators could reprogram the
sensors to not report location or whether
the commodity was controlled.
• False geo-location data could disrupt end
user verification checks.
• End user information itself could also be
falsified.

Deny

• Denial of Service attacks on port
monitoring systems.

• Agents and analysts are denied access to
port monitoring capabilities (container
flows, radiation portal information, etc.).

information and falsify or manipulate those data for a desired outcome—for example,
a cyberattack in which malware can make IOT sensors in a safeguarded facility provide
erroneous information to an inspector or IAEA headquarters. The third type of attack
category, denying systems access, refers to those operations that seek to “prevent legitimate users of a ser vice from using that ser vice.”40 Table 1 and Table 2 outline how each of
these attack types could disrupt IOT systems fielded for export control and nuclear safeguards objectives.
The IOT’s layered infrastructure adds hundreds if not thousands of new cyberattack
vectors. To summarize, IOT capabilities utilize an infrastructure of sensors, networks, and
applications— sensors collect data and then transmit said data via wired and wireless
networks to various applications (e.g., central control systems). Data produced and shared
at each of these levels must be secured and authenticated. No layer of the IOT operates in a
vacuum. Decisions and actions made at one level are likely to affect systems in other levels.
Therefore, cybersecurity vulnerabilities at the sensor level could influence the IOT capability as a whole. For example, embedded sensors on export- controlled commodities could be
designed to carry data about the commodity’s manufacturer and declared end user. The
sensor would relay this information through various IOT networks (for example, a port’s
shipping container monitoring system) to the field agent’s heads-up display unit. If an
adversary gained access to the sensor’s data, it may be possible for the attacker to inject a
40. Carnegie Melon University’s Computer Emergency Response Team (CERT), “Denial of Ser vice Attacks,”
http:// www.cert.org /historical /tech _tips/denial _of _service.cfm.
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Table 2. Safeguards
Attack Goal

Scenarios

Consequences

Collect

• An adversary gains direct access to

• Proliferators could learn material flow

safeguards instruments and systems.
• Inspector’s wearable technology is
hacked.

patterns.
• Operators could learn how to bypass
safeguards systems.
• Loss of confidentiality could negatively
impact the IAEA-operator relationship.
• Inspector’s personal security could be
jeopardized if location data are revealed.

Manipulate

• An adversary gains access to IAEA
networks and falsifies data produced by
remote monitoring systems (active
seals, camera feeds, etc.).

• Alters camera feed to remove or hide
footage where an illicit event occurred.
• An operator could falsify time
synchronization data in order to conceal/
alter when an event took place.

Deny

• Denial of Service attacks render
systems unreachable or unresponsive.

• Undermines remote safeguards
equipment.
• IAEA inspectors and HQ-based analysts
would be unable to access accurate data.

virus into the system or falsify the information embedded into the sensor. Not only would
such a manipulation render the sensor useless from an export control perspective; an
adversary could use the hacked sensor as a method from which to disseminate the virus
into the port’s entire export control monitoring systems, databases, and even the agent’s
heads-up display unit. This holistic threat environment requires that the nonproliferation
community build IOT capabilities that deny adversaries the ability to collect information,
manipulate data, and deny systems access.

POLICY CHALLENGES
Even though the IOT can seem intangible and abstract today, it is important to conceptualize the policy challenges associated with fielding IOT capabilities for nonproliferation
objectives. Understanding these challenges, however, is particularly diﬃcult because of
the overall lack of IOT awareness within the policymaking community. The spread of
billions of new sensors transmitting data between the physical world and cyberspace
creates tremendous legal, regulatory, and privacy challenges. For example, what legal
challenges would arise by utilizing embedded sensors to monitor the flow of controlled
commodities? Likewise, what regulations are needed in order to ensure controlled commodity manufacturers that any proprietary information embedded onto the commodity is
protected? The same questions arise when analyzing how to field IOT systems for nuclear
safeguards objectives. Currently, many nuclear facilities will not allow certain forms of
data to be transmitted off-site, meaning that inspectors have to analyze the data on- site.
This creates a paradox. IOT capabilities rely on data mobility, yet facility operators are
44 | SARAH MINOT

concerned about the security of sensitive or proprietary information. Recognizing this
paradox, existing legal and regulatory frameworks would need to be adapted in order to
accommodate information barriers as well as data security assurances throughout the
collection, monitoring, analysis, and storage phases. Similar frameworks also need to
address how to safeguard personally identifiable information gathered from inspectors
wearing health monitoring systems. Despite the fact that IOT technology will inevitably
advance faster than laws and regulations, policymakers must begin analyzing how the
shrinking gap between the cyber and physical worlds will affect legal and regulatory
frameworks.

Closing: A New Era
The IOT is likely to affect nearly every aspect of how we live, work, and interact with our
environment. New ubiquitous sensing and wearable technology will allow future export
enforcement agents and IAEA inspectors to maintain near- complete situational awareness.
Embedded sensors that track controlled commodities could support end user verification
objectives and similar technologies could further buttress the IAEA’s nuclear materials
monitoring and accountancy missions. Although these new capabilities could support the
regime, it is equally important to recall that the IOT will disrupt the nonproliferation
mission space, as well. Emerging manufacturing systems, and the vulnerabilities associated with them, threaten to undermine the nonproliferation community’s ability to control
the export of sensitive technologies and information. In summation, the IOT creates both
new threats and opportunities. In fact, the IOT’s impact on the nonproliferation mission
space expands beyond export controls and nuclear safeguards. Ubiquitous sensing capabilities could eventually be developed to support arms control verification objectives (e.g.,
individual- component-level verification). Additionally, sensors similar to those used for
controlled commodity tracking could potentially be fielded to provide geo-location history
of material, containers, and information related to chemical weapons. In short, IOT-based
nonproliferation capabilities are just being discovered. The opportunities to develop IOT
capabilities to support this mission space are enormous. Nuclear safeguards and export
controls are just the tip of the iceberg and the nonproliferation policy and technical communities must continue to explore the concept.
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National Security Implications of
Eliminating Nuclear Weapons
Robert Crockett1

C

urrently, there are at least eight countries with nuclear weapons and many more that
utilize electricity generated by civilian nuclear power plants. Recently, arguments for the
total elimination of nuclear weapons have garnered attention in the U.S. media. Despite the
media interest, there are political and technical barriers to achieving such a goal. States
possess, or desire, nuclear weapons for various reasons, including to preserve sovereignty, to
establish or maintain superpower military status, or to provide leverage in international
politics. One of the main obstacles to nuclear disarmament is that no state is willing to disarm
unless verifiably assured that other states have disarmed. The purpose of this paper is to
summarize these points and how the elimination of nuclear weapons would affect U.S. national security, with the conclusion that the world would not necessarily be a safer place in the
absence of nuclear weapons.

Introduction
In the 1997 National Security Strategy, U.S. president Bill Clinton explained that the goal of
national security is to protect “our people, our territory and our way of life.”2 The methods
a country can choose from to successfully achieve this goal are complex and myriad. Since
the advent of the atom bomb, nuclear weapons have played an important role in U.S. national security strategy and in the military posturing of all countries that possess nuclear
arms.
In recent years, there have been increasingly vociferous public calls to reduce, and
even eliminate, nuclear arsenals. Some notable examples are a 2007 editorial piece, written
by former politicians and statesmen George Schultz, William Perry, Henry Kissinger, and
Sam Nunn, published in the Wall Street Journal, calling for a “world free of nuclear

1. Robert Crockett holds bachelor’s and master’s degrees in mechanical engineering and currently
works in the aerospace and defense industry. This paper represents the personal views of the author and was
compiled using publicly available information.
2. National Security Council, A National Security Strategy for A New Century, May 1997, preface,
http://clinton2.nara.gov/WH /EOP/NSC/Strategy/.
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weapons”;3 U.S. president Barack Obama’s 2009 speech in Prague stating that reductions
are a “moral responsibility”;4 and the 2012 publication of a paper urging the United States
to reduce reliance on, and eventually eliminate, nuclear weapons.5 The stakes have even
been raised to include an international lawsuit brought by the Marshall Islands in an
attempt to force nuclear-armed nations to act more quickly in making reductions.6
However noble a goal of nuclear disarmament may appear to be, there would be profound national security and international geopolitical ramifications if one, several, or all
known nuclear powers attempted to disarm. It is not certain that a world without nuclear
weapons can ever be achieved. Nor is there any realistic reason to believe that such a world
would be more stable or peaceful than it is now.

THE PURPOSE OF NATIONAL DEFENSE
National security can be understood as the use of economic, diplomatic, political, and
military power to maintain state sovereignty. Regarding the military aspects of national
security, the United States maintains a multifaceted armed force to provide for the nation’s
defense. The term national defense can be interpreted to cover a vast breadth of activities.
To simplify the idea, the U.S. DOD 2014 Quadrennial Defense Review (QDR) emphasized
three strategic pillars of national defense: “Protect the homeland [ . . . ] Build security
globally [ . . . ] Project power and win decisively.”7
Nuclear weapons have played a vital role in U.S. national defense strategy since the
fi nal days of World War II. With the development of the intercontinental ballistic missile
(ICBM) and submarine-launched ballistic missile (SLBM) as nuclear capable platforms in
addition to bomber aircraft, the nuclear triad continues to provide security in the face of
current threats.
The argument for or against possession of nuclear weapons is more complex than
saying such weapons are morally “good” or “bad.” A goal of eradicating nuclear weapons
without contemplating the potential impacts to national security is simply myopic. Any
action taken to modify national military forces should serve to enhance national security.
Of course, this begs the question: would eliminating nuclear weapons serve to enhance the
pillars of national defense?

3. George P. Schultz, William J. Perry, Henry A. Kissinger, and Sam Nunn, “A World Free of Nuclear
Weapons,” Wall Street Journal, January 4, 2007, http://online.wsj.com /news/articles/SB116787515251566636.
4. Barack Obama, “Remarks by President Barack Obama” (Prague, April 5, 2009), http:// www.whitehouse
.gov/the _press _oﬃce/Remarks -By-President-Barack-Obama-In-Prague -As -Delivered /.
5. Global Zero, Modernizing U.S. Nuclear Strategy, Force Structure, and Posture, May 2012, http:// www
.globalzero.org /fi les/gz _us _nuclear_policy_commission _report.pdf.
6. Julian Borger, “Marshall Islands Sues Nine Nuclear Powers over Failure to Disarm,” Guardian, April
24, 2014, http:// www.theguardian.com /world /2014 /apr/24 /marshall-islands -sues -nine -nuclear-powers -failure
-disarm.
7. DOD, Quadrennial Defense Review 2014, March 2014, v, http:// www.defense.gov/pubs/2014 _Quadrennial
_Defense _Review.pdf.
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Factors to consider when assessing the potential elimination of nuclear weapons include states’ motivations for obtaining weapons, trust and transparency between governments, imbalance in world affairs, and required changes in national defense.

Motivation to Acquire or
Maintain Nuclear Weapons
Before states can be asked to eliminate existing nuclear arsenals, their reasons for developing and maintaining nuclear weapons must be acknowledged and addressed.

BACKGROUND: CURRENT GLOBAL NUCLEAR MAKEUP
Although controlled by a relatively small number of countries, nuclear weapons are
dispersed quite broadly around the world. The United States, the United Kingdom, Russia, China, India, Pakistan, France, and North Korea all have publicly confi rmed nuclear
arms programs. It is widely accepted that Israel also maintains nuclear weapons capabilities.
When examining the reach of nuclear armed powers, there are two special cases to be
noted.
First, the United States extends a “nuclear umbrella” to shield some allied countries
from potentially hostile nuclear powers. The intent is to deter enemy attacks, assure allies
of U.S. protection, and discourage proliferation of nuclear weapons programs.
Second, NATO “sharing” allows nuclear weapons to be based in nonnuclear power
states under the control of U.S. forces. For example, this permits Belgium to host nuclear
bombs, though the country itself has no weapons program. Again, the intent of this extended deterrence is to protect allies without adding to proliferation concerns.
More than 30 countries utilize nuclear power to generate electricity, and more than 50
countries have reactors used for research.8 Much of the knowledge, technology, and fuel
needed to develop civilian nuclear power can be used to develop nuclear weapons. Complicated scientific and physical challenges must be overcome before nuclear power generation
can be converted to a weapons program, but it is important to acknowledge that a large
number of countries have access to nuclear infrastructure.

MOTIVATIONS
In general, increasing influence or addressing threats to sovereignty are the motivations to
possess weapons of such great destructive power.
8. “Nuclear Power in the World Today,” World Nuclear Association, April 30, 2014, http:// world-nuclear
.org /info/Current-and-Future -Generation /Nuclear-Power-in-the -World-Today/.

48 | SARAH MINOT

Gaining Influence
Nuclear weapons greatly enhance a state’s global influence. Regardless of the size of a
nation’s population, economy, or conventional forces, nuclear weapons ensure a regime
will be given attention. The threat of nuclear attack (or retaliation) provides leverage in
foreign-policy negotiations. It is extremely diﬃcult to impose external political will if a
leader is intent on being adversarial and is in possession of nuclear weapons.
Evidence of this claim can be found in North Korea’s recent belligerent actions on the
world stage. Econom ical ly, North Korea is inconsequential to the global marketplace.
However, remarks and demands from Pyongyang are at least considered by other world
leaders because of its nuclear weapons program. Little progress has been made toward
bringing North Korea into the mainstream of international politics, though, and it may be
precisely because the current regime is confident in the diplomatic influence afforded by
their nuclear capabilities. To illustrate this idea, Evans Revere, a former U.S. diplomat,
explained, “The door has essentially been left open to [North Korea] by the ineffec tiveness
of previous diplomatic efforts.”9

Regime Stability
North Korea also serves as an example of another motivational factor— that of perceived
ensured regime stability. The government in Pyongyang believes that having nuclear
weapons can deter outside aggression and prevent regime change.
Events in Ukraine surrounding the March 16, 2014, Crimean referendum to accede to
the Russian Federation also highlight the perceived regime stabilizing influence of nuclear
weapons. Pavlo Rizanenko, a member of the Ukrainian Parliament, plainly stated, “In the
future, no matter how the situation is resolved in Crimea, we need a much stronger
Ukraine [ . . . ] If you have nuclear weapons people don’t invade you.”10 In this case, as is
true for a preponderance of arguments regarding this par ticu lar subject, it is not materially important whether or not Ukraine’s possession of nuclear weapons would actually
prevent further invasions. What is more important from a proliferation standpoint is that
the perception of nuclear weapons as effective protection against invasion motivates regimes to seek these weapons to ensure their own survival.

Mitigating Threats
Nuclear missiles and bombs can be used as fi rst-strike weapons. Their most important role,
however, is to deter war.
9. Chico Harlan, “Obama sees no ‘magic bullet’ to influence North Korea as Nuclear Program Continues,”
Washington Post, April 25, 2014, http:// www.washingtonpost.com /world /asia _pacific/obama-sees -no -magic
-bullet-to -influence -north-korea-as-nuclear-program-continues/2014 /04 /25/96f533ca-cc73 -11e3 -93eb -6c0037d
de2ad _story.html.
10. Oren Dorell, “Ukraine May Have to Go Nuclear, Says Kiev Lawmaker,” USA Today, March 11, 2014,
http:// www.usatoday.com /story/news/world /2014 /03/10/ukraine -nuclear/6250815.
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Former U.S. Air Force Chief of Staff General Larry Welch summarized nuclear weapons’
defensive value in a 2012 address when he said that credible nuclear weapons provide “a
guarantee that, no matter what an adversary does, they can never feel confident that they
can pull off a successful fi rst strike.”11
Although the Cold War is over, threats of nuclear war have not completely dissipated.
The bilateral nature of the Cold War was, perhaps, a stabilizing feature of world politics that
has no parallel in the current world order. There is not currently a one-to- one relationship
between nuclear powers and perceived threats. This can lead to increased uncertainty and
fear, which may motivate countries to develop, acquire, and maintain a nuclear arsenal.
As the dynamics of the international system continue to shift, various national security
fears and concerns could motivate countries to seek nuclear weapons. In the future, U.S.
allies could lose faith in the nuclear umbrella, generating fears of uncontrolled proliferation or asymmetric relationships with neighbors. Another possibility is that a government
may view a rival’s growing regional power as a threat, especially if the potential adversary
is a nuclear power. Fear of such neighbors may motivate a nonnuclear state to seek nuclear
weapons to ensure its national security.
An example of this is that, even if India were to eliminate their nuclear arsenal, it is
unlikely that Pakistan would do the same because India’s conventional forces are so overwhelmingly superior to Pakistan’s. In this case, Pakistani nuclear weapons can serve to
mitigate the dual threat of a neighbor’s conventional and nuclear forces.
Nuclear disarmament does not change the desire for international influence provided
by nuclear capabilities. Nor does it mitigate conventional national security threats from
adversarial neighbors. It is easy to see that a unilateral, or even bilateral (e.g., the United
States and Russia or India and Pakistan make sense as bilateral pairs), nuclear disarmament would not address all motivational factors for every country.

Trust and Transparency
It seems naïve to believe that states trust each other enough to disarm and subsequently
allow suﬃcient transparency to verify disarmament. There are, however, nuclear arms
control treaties and inspection regimes in place, so it is worth examining whether this
historical precedent can provide a basis for disarmament.

TREATIES
Certainly one way to attempt to eliminate nuclear weapons is through international treaties. For a treaty to be effective, each party must perceive a net national benefit. For a

11. Larry Welch, “Taking an Uncharacteristic Approach with Nuclear Issues” (2012 AFA Breakfast
Seminar Series, May 25, 2012), http://secure.afa.org /HBS/transcripts/2012/5 -25 -2012%20Gen%20Larry %20Welch
%20v2.pdf.
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treaty to achieve worldwide nuclear disarmament, this means that every single country in
the world must believe that not having nuclear weapons is more beneficial to their interests than satisfying the motivations discussed above.
Even the Non-Proliferation Treaty (NPT)— the most subscribed-to arms treaty in
existence—has its limitations and nonsubscribers. Perceived breaches of the NPT by nuclear powers greatly weaken its effectiveness, encourage proliferation, and decrease the
likelihood that additional states will adhere to it. Arguments regarding the breaches generally center on the fact that the nuclear powers share technology with selected allies, regardless of the NPT, and are not fulfi lling obligations to reduce current stockpiles.
If the somewhat shaky history of arms treaties in general does not already give enough
reason for skepticism, recent events demonstrate how delicate international accords can
be. In return for Ukraine, Belarus, and Kazakhstan surrendering former Soviet stockpiles
of nuclear weapons, Russia, the United Kingdom, and the United States signed the Budapest
Memorandum on Security Assurances.12 This accord was meant to provide the former
Soviet states with peace of mind, knowing that even the threat of force would bring international assistance. However, the events and political posturing from November 2013 to
July 2014 in Ukraine, Crimea, and Russia have called into question both the validity of the
agreement and the willingness of the signers to enforce it.
Of par ticu lar concern when contemplating nuclear weapons treaties is the question of
enforcement. Obviously a nuclear attack is a disproportionate response to treaty noncompliance, so another punishment must be established. Commonly attempted methods include economic sanctions and political isolation. These do not always prove effective, as is
shown in the case of North Korea. Heavy sanctions and isolation have not caused the
country’s rulers to halt their nuclear program.
A major issue when attempting to diplomatically alter defense forces is beginning the
dialogue. Sometimes potential parties to a treaty attempt to enforce preconditions that
often preclude the start of negotiations. It is not uncommon for certain topics, such as
missiles or missile defense systems, to be declared “off the table,” derailing talks before
they can produce any real results. This is problematic because one nuclear power rejecting
the treaty could encourage other countries to reject the treaty, as well.

TRANSPARENCY AND VERIFICATION
The knowledge that led to the creation of nuclear weapons cannot be “undiscovered.” The
best that an “elimination” of nuclear weapons could hope for would be the destruction of
current warheads, platforms, and infrastructure.

12. “Budapest Memorandums on Security Assurances, 1994,” Council on Foreign Relations, April 30, 2014,
http:// www.cfr.org /arms -control-disarmament-and-nonproliferation /budapest-memorandums -security
-assurances-1994 /p32484.
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In a scenario of worldwide nuclear disarmament, each country’s leadership would be
forced to trust that all other countries had disarmed and would not rearm. Without a high
level of insight into facility locations and operations, states would be unable to detect weapons programs with suﬃcient lead time to take defensive action. An outright ban on nuclear
related activities would also be problematic because it would similarly have to be verified.
The main challenge to verifying disarmament is transparency. Some countries, such as
Israel, view transparency itself as a national security threat. Israel practices a policy of
“opacity” because they, and other countries, fi nd it advantageous to allow misinformation
and uncertainty to surround their nuclear programs.
This ambiguity or uncertainty, in turn, leaves neighboring states questioning whether
or not they should develop nuclear weapons. If every country except for one eliminated
nuclear weapons and the exception was merely ambiguous about the situation, the other
states would have an incentive to rearm in order to defend themselves from a possible
nuclear threat.

WHO GOES FIRST?
Historically, many countries have publicly committed to the principle of nuclear disarmament while simultaneously continuing to develop new weapons and modernize existing
arsenals.13
In fact, in President Obama’s 2009 speech in Prague, the same speech in which he called
for the eventual elimination of nuclear weapons, he also said, “Make no mistake: As long as
these weapons exist, the United States will maintain a safe, secure and effective arsenal to
deter any adversary, and guarantee that defense to our allies.”14 President Obama’s statement perfectly captures the most important question in the disarmament discussion: who
will go fi rst? There is little, if any, practical incentive to be the fi rst country to disarm.
Doing so would likely expose a government to domestic criticism and possibly to foreign
aggression.
It is not logical to expect that the unilateral elimination of nuclear weapons would lead
to a worldwide elimination. Historical examples are limited but instructive. The only
country to voluntarily give up a full weapons program was South Africa, which at the time
had six weapons. Former Soviet Union states Ukraine, Belarus, and Kazakhstan relinquished their stockpiles of nuclear weapons after receiving defense guarantees from the
largest nuclear powers. In neither case did the disarmament actions lead to a cascading
effect of other countries following suit.

13. International Panel on Fissile Materials, Reducing and Eliminating Nuclear Weapons: Country Perspectives on the Challenges to Nuclear Disarmament, 2010, 2– 4, 8, http://fi ssilematerials.org /library/gfmr09cv.pdf.
14. Obama, “Remarks by President Obama.”

52 | SARAH MINOT

National Security without Nuclear Weapons
BALANCE OF POWER AT THE TIPPING POINT
In the absence of nuclear weapons, states with larger and more developed conventional
forces would immediately become global superpowers. This would not be a drastic change
to the current situation because the major nuclear powers are also the major conventional
powers. However, the former nuclear weapons states with limited conventional forces
would lose their ability to influence the superpowers. The insecurity this situation creates
would provide an incentive for nations with smaller or less developed conventional forces
to maintain or reacquire nuclear weapons. For illustration, consider the India and Pakistan example mentioned previously—without nuclear weapons, Pakistan loses military
parity with India and would thus have an incentive to keep a nuclear- capable military.
As states reduce the total number of nuclear weapons, the marginal value of each
weapon increases. The cost-benefit ratio of developing or maintaining a weapon changes
considerably when the total number of existing weapons is reduced from thousands to
hundreds to only a handful. The costs would probably stay roughly the same, but the
perceived benefit of holding one of only a few nuclear weapons would likely be much
greater. Such a circumstance would incentivize proliferation by making a single nuclear
weapon more attractive. This means that even approaching elimination could ignite a
nuclear arms race as new players enter the field and existing nuclear weapon states realize
they can capitalize on the situation and improve their own standing.
Suppose, for a moment, that the complete elimination of all nuclear weapons had been
achieved and verified. What would that look like? Thomas Schelling, Nobel laureate and
frequent author on nuclear strategy, bluntly described this vision, “[It] would be a world in
which the United States, Russia, Israel, China and half a dozen or a dozen other countries
would have hair-trigger mobilization plans to rebuild nuclear weapons and mobilize [ . . . ]
The urge to preempt would dominate [ . . . ] It would be a ner vous world.”15
The threat of nuclear retaliation and destruction has substantially raised the threshold
for countries to engage in full-scale multinational wars. Although it may seem that nuclear
weapons have not been used since World War II, in reality, they are used every day to
accomplish their mission of deterrence. Wars have essentially been restrained to regional
combat theaters because of the risk that escalation into world war would bring nuclear
attack. Removing the terrifying threat of nuclear retaliation could make some leaders more
cavalier about starting or escalating wars.

COSTS
The prevailing national security question to be answered is: can the deterrent mission of
nuclear weapons be replaced? And, if so, what would be the cost?
15. Nitin Pai, “Schelling questions the abolition of nuclear weapons,” The Acorn, December 31, 2009,
http://acorn.nationalinterest.in /2009/12/31/schelling-questions -the -abolition-of-nuclear-weapons/.
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Table 1. U.S. Armed Forces as a Percentage
of Total Population1
Major Conflict

Year

Armed Forces %

WWII

1945

8.6

Korean War

1952

2.3

Vietnam Conflict

1968

1.8

(No major wars)

2011

0.5

1

Compiled from data available online at http://www.census
.gov/ and http://siadapp.dmdc.osd.mil/personnel/MILITARY
/miltop.htm (accessed April 15, 2013).

In order to replace the security and deterrence provided by the U.S. nuclear arsenal,
conventional national defense forces would have to be increased to the point of being so large,
so capable, and so visible that no enemy country would dare attack. Some type of conventional global attack system would have to be developed to replace nuclear ICBMs. Improving
and expanding missile defense systems in the United States and allied territories would
become paramount. As the foundation for national defense strategy has been deterrence
provided by nuclear weapons, all strategies and plans would require complete overhaul.
Without the nuclear umbrella, a vastly increased conventional force would require a
much greater commitment from the American people. In absolute terms, the current
U.S.-uniformed armed forces number less than half their number during the Vietnam War.
A stark illustration of the greater commitment that would be required is shown in Table 1.
Perhaps a bit crude, not taking into account contractors and the potential mitigating factor
of unmanned drones, the data still raises a thought-provoking idea—by deterring largescale wars, nuclear weapons actually decrease the personnel costs of maintaining a large
military.

A NEW ARMS RACE
Nuclear power is not inherently good or evil, and in the current system, nuclear weapons
provide a ser vice: deterrence. Other weapons could be developed to do the same. The
elimination of nuclear weapons could ignite the next great arms race with unpredictable
results. A likely outcome would be a race to reestablish nuclear capability, but a nuclear
weapons–free system could realistically accelerate the development and production of
chemical or biological agents, space-based platforms, or some innovative weapon against
which there is no defense.

Reconstitution
When contemplating complete nuclear disarmament, it would be foolish to disregard the
probability of a renewed nuclear arms race. Because the destructive power of a nuclear
strike is practically impossible to counter conventionally, even the suspected existence of
one nuclear weapon in the world would be a catalyst for all countries to rearm.
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If an emerging threat forced the United States to reconstitute its nuclear force, the time
required would put the entire country in danger. Considering only the ICBM portion of the
triad as an example, it has been estimated that it would take more than 10 years to reconstitute.16 Even this estimate may be conservative considering the current political and
budgetary climate, and 10 years would be an extremely long time to rely on conventional
forces in the face of a nuclear threat.

National Security Implications of Attempting
to Eliminate Nuclear Weapons
It is important to note one par ticu lar argument against continued maintenance of the U.S.
nuclear triad: it neither deters nor defends against terrorist organizations and other nonstate actors. This is almost undoubtedly true. Does that mean, however, that all benefits of
the nuclear deterrent strategy should be abandoned because it is not all encompassing? No
weapon or defensive strategy can meet that standard. Even if all nuclear weapon states
agree to completely disarm, the entire paradigm would be compromised by a single nonstate actor with a nuclear weapon.
Nuclear weapons have successfully played an integral part of U.S. national defense
strategy since World War II and should not be dismissed without logically thinking
through and rationally determining the consequences, both intended and unintended.
The logical conclusion to be drawn from this paper is that the only way to create a
world in which nuclear weapons can be eliminated is to provide each nation with an
avenue to address their security concerns, quests for stability, international status aspirations, distrust of other nations, fear of being left behind, and uncertainty over potentially
escalating conventional wars. It appears certain that a single country, acting unilaterally,
would be unable to accomplish any one of those tasks, let alone all of them.
It is clear that the question of eliminating nuclear weapons is not answered by simply
hoping it can be done safely. Hope is not a viable strategy. Eliminating all nuclear weapons
now would require assuming that both enemies and allies’ future intentions can be
known. As General Welch said, “National security is assured by our capability relative to
potential adversaries’ capability, not by our perception of current intent.”17
For the United States, the immediate implications of the elimination of nuclear weapons
would be a reduced deterrent against enemy attack, reduced international influence, an
increased demand for conventional forces, and an increased likelihood of escalating wars.
Eliminating nuclear weapons would compromise national security as it currently stands
and would make the nation less secure.

16. Welch, “Taking an Uncharacteristic Approach with Nuclear Issues.”
17. Ibid.
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Victory by Any Means? Evaluating
the Implications of Pakistan’s
Tactical Nuclear Weapons for
South Asian Strategic Stability
Kyle Deming1

P

akistan’s adoption of tactical nuclear weapons (TNWs) as an element of future war-fighting
plans marks a turning point in the history of South Asian nuclear deterrence. This paper
summarizes the history of Pakistan’s development of battlefield-usable nuclear weapons and
discusses the potential implications of integrating low-yield, short-range ballistic missiles into
Pakistan’s war-fighting plans for regional strategic stability. It concludes that the justification
for Pakistan’s development of TNWs does not meet Islamabad’s strategic requirements. It also
finds that TNWs introduce problematic incentives for escalation that increase the likelihood
of escalation war between India and Pakistan. Finally, it presents a number of potential policy
follow- on measures for the United States and regional actors. This paper attempts to synthesize
the existing research on the implications of regional TNW adoption by outlining and evaluating a range of Indian and Pakistani perspectives.

Introduction
Broadly speaking, Pakistan has made significant strides in the last 16 years toward reducing the likelihood of military escalation and nuclear confl ict with India. However, its
decision to develop short-range nuclear- capable ballistic missiles and integrate them into
war-fighting plans—in other words, to acquire TNW capabilities—represents the most
serious countervailing threat to strategic stability in South Asia. Although a number of
Pakistani strategists and commentators have argued that battlefield-usable nuclear weapons provide unique deterrent value tailored to compensate for Pakistan’s weaknesses
vis-à-vis India, TNWs contribute relatively little to effective war fighting and could create
incentives for escalation on the subcontinent. Specifically, TNWs create “commitment
traps” for Pakistan that distort calculations on both sides, undermine effective command
1. Kyle Deming is a research con sultant with the South Asia Program at the Henry L. Stimson Center.
The views in this paper are his own and do not necessarily reflect the position of the Stimson Center.
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and control and authorization procedures, risk strategic retaliation by India, create a
“moral hazard” problem for sub- conventional attacks by Pakistan, and exacerbate arms
race trends in the region and beyond. Addressing the insecurity that drives Pakistan
toward more dangerous nuclear development and deployment plans will prove essential to
reducing the risk of deterrence failure in South Asia.

The Path to TNWs
Pakistan has possessed a nuclear arsenal since at least May 1998, when it tested nuclear
weapons within weeks of tests by India. Since then, it has engaged in one of the fastest
nuclear weapons buildups in the world.2 It possesses at least two “legs” of a nuclear triad,
with bombers and intermediate-range ballistic missiles forming the core of its strategic
deterrent. Thus far, it has been unable to create a submarine-based delivery vehicle.
Pakistan fi rst tested the Nasr (Hatf-IX) short-range ballistic missile on April 19, 2011,
and has conducted at least three tests of increasing degrees of complexity and capability
since that date. The Nasr has a range of approximately 60 kilometers and is ostensibly
capable of carry ing a nuclear payload. Interestingly, given the limited capacity of the
missile, the core of the warhead would need to be plutonium based (rather than HEU),
meaning Pakistan has not conducted a successful nuclear test involving the fissile materials for the Nasr.3 Still, the discussion surrounding the Nasr since its test indicates that it is
being seriously considered as a part of Pakistan’s future deterrence strategy.
The range of the Nasr, its nuclear capability, and statements that outline the utility of
battlefield-usable nuclear weapons as a means to counter Indian conventional superiority
lead to the conclusion that the Nasr was designed to serve as a TNW. Although the precise
role of the Nasr in war fighting is unknown, it is fairly clear that Pakistan intends to increase the role of nuclear weapons in order to check India’s conventional military advantage. TNWs provide “full-spectrum deterrence,” or a range of proportional options to
respond to Indian tactical decisions.4
The decision to develop and pursue a war-fighting role for nuclear weapons may have
emerged as a counter to India’s proposed “Cold Start” doctrine.5 Cold Start was an operational doctrine developed by the Indian military and disclosed in 2004. The plan calls for
rapid mobilization to quickly penetrate 30– 40 miles into Pakistan’s territory if a crisis
called for quick response (for example, retaliation for a major sub- conventional attack).
2. Andrew Bast, “Why Does Pakistan Have World’s Fastest- Growing Nuclear Program?,” Christian Science
Monitor, May 17, 2011, http:// www.csmonitor.com /World /Asia-South-Central /2011/0517/Why-does -Pakistan
-have -world-s -fastest-growing-nuclear-program.
3. Jeffrey Lewis, “Pakistan’s Nuclear Artillery?,” Arms Control Wonk, December 12, 2011, http:// lewis
.armscontrolwonk .com /archive/4866/pakistans -nuclear-artillery.
4. Syed Adnan Bukhari, “Pakistan: Role of Tactical Nukes and ‘Full-Spectrum Deterrence,’ ” Eurasia
Review, September 11, 2013, http:// www.eurasiareview.com /11092013 -pakistan-role -of-tactical-nukes -and-full
-spectrum-deterrence -oped /.
5. Zachary Keck, “India, ‘Cold Start’ and Pakistani Tactical Nukes,” The Diplomat, May 8, 2013,
http:// thediplomat.com /2013/05/india-cold-start-and-pakistani-tactical-nukes/.
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Cold Start was ostensibly designed to damage the Pakistani army without giving Islamabad
suﬃcient justification to escalate a confl ict to the nuclear level.6 Even if TNWs are not a
panacea for the imbalance between the two countries, the justification for adopting them is
consistent with concern— accurate or inaccurate— about the extent of Indian conventional
superiority and how to respond effectively.

TNWs: Deterrence Dividends?
From the perspective of Pakistani strategists, battlefield-usable nuclear weapons provide
meaningful balance against Indian conventional superiority. If integrated in war-fighting
plans, they would have two chief potential benefits—preventing the outbreak of confl ict by
deterring India from entering Pakistani territory and creating the political or military
conditions to end a war if deterrence fails.

CONFLICT PREVENTION
In a basic sense, deterrence functions because it promises suﬃcient retaliation in response
to an unacceptable action. Deterrence should prevent the large-scale use of military force
by one state against another if the benefits of aggression are evidently outweighed by the
consequences.7 Battlefield- deployed nuclear weapons represent an attempt to increase the
potential punitive damage India would incur by following through on certain actions, such
as a large-scale offensive into Pakistan’s territory.8 By signaling that certain uses of force
are no longer acceptable and are subject to a nuclear response, Pakistan hopes to deter
India from moving fi rst in a crisis, aggressively pursuing claims to disputed territory, or
otherwise using its conventional advantage to gain the upper hand.
According to this view, Pakistan’s strategic-level deterrent is suﬃcient to discourage
certain forms of Indian aggression but is not suﬃciently credible to prevent confl ict or
blackmail altogether. This argument is a variant of the “stability-instability paradox,”
which states that the mutual deterrence from nuclear use by two opponents still allows—
and even increases—low-intensity warfare because of the confidence that neither party
will risk escalating to annihilation.9 According to Pakistani strategists and academics,
reducing the nuclear threshold revises the levels of acceptable violence downward. TNWs
decrease India’s confidence that it could engage in significant conventional warfare without provoking Pakistan to use its nuclear arsenal, thus mitigating its comparative military

6. Walter C. Ladwig III, “Cold Start for Hot Wars?,” International Security 32, no. 3 (Winter 2007–2008):
158, http:// belfercenter.hks.harvard.edu /fi les/IS3203 _pp158 -190.pdf.
7. Vesna Danilovic, When the Stakes Are High: Deterrence and Conflict among Major Powers (Ann Arbor:
University of Michigan Press, 2002), 48.
8. Zahir Kazmi, “SRBMs, Deterrence and Regional Stability in South Asia: A Case Study of Nasr and
Prahaar,” Institute of Regional Studies, 2012, www.irs.org.pk /strategic/spso12.doc.
9. Michael Krepon, “The Stability-Instability Paradox, Misperception, and Escalation Control in South
Asia,” Stimson Center, 2003, http:// www.stimson.org /images/uploads/research-pdfs/ESCCONTROLCHAPTER1
.pdf.
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advantage.10 The best- case result, from Pakistan’s perspective, would be a reduction in the
frequency and intensity of small-scale wars as well as significant mitigation of India’s
numerical and technological conventional strength.

CONFLICT TERMINATION
If deterrence fails to prevent the outbreak of confl ict (perhaps because India believes
Pakistan’s threats lack credibility, or perhaps because Pakistan starts a low-level confl ict it
cannot fi nish), Islamabad would have the option of “breaking the nuclear seal” and using
some portion of its TNW arsenal. TNWs could theoretically end a confl ict in two primary
ways: by playing a decisive role in the military balance of forces, or by sending a political
signal to India that war would be too costly to continue.11
If Pakistan did detonate a TNW, India would need to decide whether the use of nuclear
weapons against its armed forces—potentially in Pakistani or disputed territory—was
suﬃcient cause to escalate with greater conventional force or strategic nuclear retaliation.
Islamabad would have to believe that the weapons would be functional and effectively
demoralizing, but distinct in New Delhi’s view from the fi rst step in an all- out nuclear
exchange.

CRITICISM
Despite the optimism of TNW proponents, evidence and experience suggest that the deterrence benefits are likely to be less than Pakistan estimates. First, TNWs are largely ineffective for war-fighting purposes—particularly at stopping a dispersed Indian tank
offensive— and are unlikely to change the balance of capabilities in a war between India
and Pakistan.12 Even if authorization for use of the weapons was perfectly coordinated
and the weapons were targeted to affect as many attacking armored units as possible,
Pakistan would need to expend virtually its entire arsenal (including longer-range, higheryield weapons) to blunt an Indian offensive.13 If the yields of the TNWs Pakistan develops
are in the sub-kiloton range, they would be highly ineﬃcacious even in best- case scenarios.
Consequently, if a crisis required Indian mobilization on a massive scale and India was
willing to absorb a Pakistan missile attack, it is questionable whether Islamabad could
effectively project and deliver on the threat of its battlefield nuclear deterrent.
Second, Pakistan’s strategic arsenal largely resolves most of its fundamental security
concerns, and has served its purpose relatively well so far; the adoption of battlefield-use
doctrine represents a massive overcorrection in light of most realistic scenarios for confl ict
10. Zafar Nawaz Jaspal, “Tactical Nuclear Weapon: Deterrence Stability between India and Pakistan,”
Center on Contemporary Conflict (CCC), January 2012, http:// www.nps.edu /Academics/Centers/CCC/PASCC/Publi
cations/2012/2012 _002 _Jaspal.pdf.
11. Bukhari, “Pakistan: Role of Tactical Nukes.”
12. Mark Fitzpatrick, Overcoming Pakistan’s Nuclear Dangers (London: Routledge, 2014), 33.
13. A. H. Nayaar and Zia Mian, “The Limited Military Utility of Pakistan’s Battlefield Use of Nuclear
Weapons in Response to Large- Scale Indian Conventional Attack,” Pakistan Security Research Unit, Brief
Number 61, November 11, 2010, http:// www.princeton.edu /sgs/faculty-staff /zia-mian /Limited-Military-Utility
-of-Pakistans.pdf.
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between India and Pakistan. Islamabad’s lack of an explicit nuclear doctrine or precise
redlines—more or less a policy of calculated ambiguity—has contributed to India’s caution
in previous crises. In the 2008 Mumbai attack, for example, India was deterred from initiating cross-border retaliation without the presence of TNWs on Pakistan’s side. The specter
of escalation, grim as it sounds, already figures into Indian leaders’ decisions; lowering the
threshold for use approaches a point of diminishing deterrent returns.
Third, Pakistan’s assessment of Cold Start may overestimate its place in Indian strategic
planning. The logistical and political diﬃculty of operationalizing the concept has largely
rendered Cold Start an unrealistic option for India. TNWs might provide some unquantifiable equalizing benefit to bolster Pakistan’s confidence in its deterrent, but they are not the
sole answer to a hypothetical Indian blitzkrieg.

Risks to Strategic Stability
Even if Pakistan’s TNWs retain some usefulness for bolstering the credibility of Pakistani
nuclear deterrence writ large, they introduce a number of egregious complications that
could turn a future crisis into an unnecessary—but nevertheless escalatory—war with
India. Each of the following scenarios, on their own, are likely suﬃcient to overwhelm the
marginal benefits of adopting TNWs. Together, they form a discouraging set of obstacles
that seriously endanger the prospects to prevent confl icts between India and Pakistan from
escalating to the nuclear level.

COMMITMENT TRAPS
First, TNWs risk ensnaring Pakistan in “commitment traps” that make nuclear use— or the
future possibility of strategic exchange—more probable. A commitment trap describes a
situation in which implications or promises to use nuclear weapons result in pressure to
follow through in a crisis to maintain a reputation for credibility.14 Although Pakistan
lacks an explicit nuclear declaratory policy, statements made (or leaked) by military and
civilian oﬃcials create a sketch of how Pakistan will behave in certain circumstances.
Pakistan’s nuclear use policies could best be described as ambiguous—but the potential
role of battlefield nuclear weapons forms the “edge” of Pakistan’s nuclear threshold.
Pakistan does not adhere to “no fi rst use” as India does; given its conventional disadvantage against its clearest and geograph ically closest rival, nuclear weapons are used as
something of an “equalizer” in deterrence policy.15 The scenarios under which Pakistan
would use nuclear weapons are not explicit, although certain statements (later disavowed)
have come close to drawing redlines. In 2001, the leader of Pakistan’s Strategic Plans Division, Lieutenant General Khalid Kidwai, disclosed a range of plausible uses for Pakistan’s
nuclear weapons in an interview. These included India “conquer[ing] a large part of
14. Scott Sagan, “The Commitment Trap: Why the United States Should Not Use Nuclear Threats to Deter
Biological and Chemical Weapons Attack,” International Security 24, no. 4 (Spring 2000): 85–115.
15. Fitzpatrick, Overcoming Pakistan’s Nuclear Dangers, 29.
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[Pakistan’s] territory” and “destroy[ing] a large part either of [Pakistan’s] land or air
forces.”16 Although Pakistani oﬃcials were quick to disconnect those par ticu lar statements
from oﬃcial policy, it is hardly diﬃcult for India to conclude that Pakistan views a number
of actions that threaten its existence as suﬃcient cause to launch the fi rst nuclear weapon
in a crisis.17 Several of those scenarios—for example, substantial territorial incursions—
would be insured against by the placement of battlefield-usable nuclear weapons.
The credibility investment in nuclear weapons as an element of deterrence requires the
meaningful belief by an adversary that the weapons would be used if the implied conditions were met, despite costs to the deterring party.18 If, in a future crisis with India,
Pakistan failed to follow through on its threats to use TNWs despite significant losses, it
would face the possibility that New Delhi would cease to take Pakistan’s strategic deterrent
seriously. This has two potential consequences: fi rst, Pakistan could feel pressured to use
one or more of its TNWs to fulfi ll its promises, explicit or not, incurring the risks of escalation entailed by breaking the nuclear barrier; second, deciding not to launch a TNW despite
Indian advances could lead to wildly differing perceptions between the two sides about
when Pakistan would be ready to launch an attack, giving rise to miscalculation later in a
confl ict.19 Because Pakistan’s nuclear threshold is lower given the existence of TNWs, the
likelihood that their credibility would be seriously tested in a confl ict becomes dangerously high.

COMMAND AND CONTROL
The second major issue facing Pakistan’s deployment of battlefield nuclear weapons is the
potential for disruptions in effective command and control. One issue facing the deployment of TNWs in par ticu lar is pre- delegation—the responsibility for deciding to launch the
weapons being granted ahead of time to field commanders, rather than proceeding down
through the chain of command from the National Command Authority (NCA). The geography of an India-Pakistan confl ict introduces unique challenges: the proximity between the
two countries leaves relatively little time for decisionmaking, and the relatively short
range of the Nasr requires forward deployment near the front lines.20 Commanders responsible for the weapons would need pre- delegation authority to make TNWs a serious
threat; otherwise, successful Indian troop movements could place the warheads at risk of
capture. In addition, although Pakistan has stated that it requires warheads and delivery
vehicles to be held separately, such a policy may not be realistic in a battlefield context.
16. P. Cotta-Ramusino and M. Martellini, “Nuclear Safety, Nuclear Stability and Nuclear Strategy in
Pakistan: A Concise Report of a Visit by Landau Network - Centro Volta,” Pugwash Online Conferences on
Science and World Affairs, January 14, 2002.
17. Marie Izuyama and Shinichi Ogawa, “The Nuclear Policy of India and Pakistan,” NIDS Security Reports
4 (March 2003): 59– 89, http:// www.nids.go.jp/english /publication /kiyo/pdf /bulletin _e2002 _3.pdf.
18. Jack S. Levy, “Quantitative Studies of Deterrence Success and Failure,” in Perspectives on Deterrence,
ed. Paul C. Stern, Robert Axelrod, Robert Jervis, and Roy Radner (New York: Oxford University Press, 1989), 100.
19. Michael Krepon, Zaid Haider, and Charles Thornton, “Are Tactical Nuclear Weapons Needed in South
Asia?,” in Escalation Control and the Nuclear Option in South Asia, ed. Michael Krepon, Rodney W. Jones, and
Zaid Haider (Washington, DC: Stimson Center, 2004), 127.
20. Michael Krepon, “Tac Nukes in South Asia,” Arms Control Wonk, April 18, 2012, http:// krepon.armscon
trolwonk .com /archive/3419/tac -nukes -in-south-asia.
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This has been termed the “vulnerability/invulnerability paradox”—Pakistan ultimately
faces a choice between fully secure command and control and credible operational flexibility for its battlefield-usable nuclear weapons.21
Notably, Pakistan has attempted to address the issue of pre- delegation, at least to some
extent. In late February 2014, to assuage concerns about launch authorization, an unnamed
senior Pakistani oﬃcial asserted that authority over all nuclear decisionmaking is controlled by the NCA (which includes the prime minister). The complete statement was not
particularly consistent or reassuring. The oﬃcial in question admitted that “fi nal operational control” was in the hands of the military, and noted that troops in charge of the
weapons would “[rather] commit suicide” than let a nuclear weapon fall into Indian
hands.22
Notwithstanding oﬃcial statements— even if they unambiguously favored nuclear
security over credibility— given the likely proximity to enemy forces and the requirement
for quick, high-pressure decisions, Pakistan may be forced to make diﬃcult concessions
about the role and effectiveness of its nuclear weapons in war fighting. The simplest and
most optimistic answer from Pakistani advocates of TNWs is that full-spectrum deterrence
resolves the need to worry about pre- delegation. It can only be hoped that Pakistan has
adequately assessed the consequences of deterrence failure.

ESCALATION
Pakistan’s insistence that TNWs would not necessarily result in escalation to all-out exchange of nuclear arsenals is based on the asserted distinction between tactical and strategic
nuclear weapons. According to this view, the difference in the role of TNWs (to deter a conventional invading force) and yield (smaller than strategic weapons) is significant enough
that it would not necessarily mandate a strategic-level response if India decided to react
proportionally. There are three issues with this argument: first, such a distinction is unlikely
to be recognized as meaningful; second, India has made commitments of its own in favor of
massive (and therefore disproportionate) retaliation; and, third, controlling or terminating a
conflict with a “warning shot” would be more diﬃcult than Pakistan imagines.
Indian oﬃcials have strongly disagreed at every available juncture with Pakistan’s
categorical separation of tactical and strategic nuclear weapons. Shyam Saran, the chairman of India’s National Security Advisory Board, noted that, from the Indian perspective,
“the label on a nuclear weapon used for attacking India, strategic or tactical, is irrelevant.”23
Part of this disagreement may be based on India’s own lack of theater-based nuclear
21. Feroz Hassan Khan, “Challenges to Nuclear Stability in South Asia,” Nonproliferation Review, Spring
2003, http://cns.miis.edu /npr/pdfs/101khan.pdf.
22. Elaine Grossman, “Pakistani Leaders to Retain Nuclear-Arms Authority in Crises: Senior Oﬃcial,”
NTI, Global Security Newswire, February 27, 2014, http:// www.nti.org /gsn /article/pakistani-leaders -retain
-nuclear-arms-authority-crises -senior-oﬃcial /.
23. Indrani Bagchi, “Strike by even a midget Nuke Will Invite Massive Retaliation, India warns Pak,”
Times of India, April 30, 2013, http:// timesofi ndia.indiatimes.com /india /Strike -by-even-a-midget-nuke -will
-invite -massive -response -India-warns -Pak /articleshow/19793847.cms.
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weapons; India has no obvious proportional response to TNWs and would be forced to
intensify conventional warfare, end the confl ict, or launch larger nuclear weapons if
Pakistan used a TNW.
India’s doctrine of massive retaliation—which, summarized by Saran, states that, “if
[India] is attacked with [tactical nuclear] weapons, it would engage in nuclear retaliation
which will be massive and designed to infl ict unacceptable damage on its adversary”24 —
would come into play if TNWs were used. Pakistan, by using a TNW, would be wagering
that India would rather demonstrate restraint than risk the deaths of millions over a
Pakistani nuclear weapon used in Pakistani territory in an otherwise contained war.
Notably, Islamabad would be forcing New Delhi into a “commitment trap” of its own—with
extraordinarily high stakes, complex and unprecedented political pressures, and little time
to make a critical decision.
Even fi ring a single warning shot—breaking the “nuclear taboo” with the hope of
giving India pause—may not work precisely as intended. Decades of nuclear nonuse since
World War II have created a relatively strong norm against the introduction of nuclear
forces into confl ict; once that barrier is broken, it may have unpredictable consequences.
This is similar to the quandary that U.S. planners of “limited war” in Europe encountered
during the Cold War— the difference between a nonnuclear and nuclear confl ict is substantially clearer to all sides than the distinction between levels of nuclear yield or the appropriate numbers of weapons involved.25

MORAL HAZARD
Although Pakistani thinkers have claimed that TNWs resolve the stability-instability
paradox by narrowing the level of “acceptable” conventional war below the nuclear threshold, they are only partly correct. In reality, threatening the battlefield use of nuclear weapons places an enormous burden on India to restrain itself from using force if Pakistan
conducts sub- conventional warfare; it resolves one side of the paradox, but leaves Pakistan
free to continue low-level aggression (or sponsor terrorist groups) with the confidence that
India’s options to respond are constrained.
This will not necessarily be the case in the future. India’s limited response to the 2008
Mumbai attacks may have reflected Prime Minister Manmohan Singh’s preferred policy to
deal with Pakistan; it also may have relied on public opinion that has shifted since 2008 in
favor of retaliation.26 If TNWs are thought to provide an “umbrella” for Pakistan’s sponsorship, tacit approval, or ignorance of militant groups, it could encourage more mass
casualty terrorist attacks— and, as a result, spark a crisis that neither side is prepared to
contain.

24. Ibid.
25. Bernard Brodie, Strategy in the Missile Age (Princeton, NJ: Princeton University Press, 1959), 323.
26. Manoj Joshi, “New Challenges for Deterrence Stability in the Indian Subcontinent,” Discussion at the
Stimson Center, May 7, 2014.
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PROLIFERATION TRENDS
Although complex and laden with historical nuance, the India-Pakistan dyad is not entirely
unique; one state holds substantial economic, demographic, and conventional military
advantages, whereas the other pursues technologies—in this par ticu lar case, nuclear
weapons—to compensate for its deficits. It is not implausible that, seeing Pakistan’s alleged
success at deterring India with battlefield nuclear weapons, another weak or recently
emergent nuclear state with a stronger neighbor attempts to replicate Islamabad’s doctrinal adjustments and technical accomplishments with TNWs. For example, North Korea’s
disadvantages relative to the South Korea-U.S. alliance could encourage it to pursue an
expanded deterrent role for its short-range nuclear- capable ballistic missiles. Although
South Asia has managed to avoid catastrophe so far, replaying its crises elsewhere in the
future may not yield the same results.
TNW deployment could also have consequences in Pakistan’s immediate neighborhood.
Tensions between Iran and Pakistan have been building in the last several years, particularly over the behavior of Pakistan-based militant organizations.27 If Tehran acquires a
nuclear deterrent or the potential for a short-term latent nuclear capability, the potential
risks posed by a confrontation between Iran and Pakistan rise substantially. Future regional struggles (including ongoing proxy confl icts in Syria and Afghan istan) could take on
a new and dangerous dimension, particularly if Iran and Pakistan feel justified in responding to territorial incursions or terrorism by testing each other’s nuclear thresholds.
India could also decide that it needs to adopt a more aggressive nuclear posture to
match Pakistan’s. Discussions about changing India’s nuclear policy are not unfounded.
The 2014 election cycle included speculation that the Bharatiya Janata (BJP), the main
opposition party and the eventual electoral victor, was considering major revisions to the
country’s long-standing no-fi rst-use pledge.28 In 2003, India made small clarifications to
the scope of its doctrine, expanding the potential scenarios for use in response to chemical
and biological attacks.29 At the very least, the pressure to adjust to sub- conventional warfare by Pakistan may prove politically diﬃcult to overcome, so minor adjustments to the
role of nuclear weapons in order to adapt to Pakistani posture may not prove unrealistic in
the future.
Of note, India has not pursued battlefield nuclear weapons with the same fervor as its
neighbor. Three months after Pakistan announced the success of Nasr, New Delhi tested its
own short-range surface-to-surface tactical missile, the Prahaar. At the time of the test,
Indian oﬃcials did not specify whether the weapon was nuclear capable, only noting that

27. Zachary Keck, “Iran and Pakistan’s Coming Clash,” The Diplomat, March 13, 2014, http:// thediplomat
.com /2014 /03/iran-and-pakistans-coming-clash /.
28. Sanjeev Miglani, “BJP puts ‘no fi rst use’ nuclear policy in doubt,” Reuters, April 7, 2014, http://in
.reuters.com /article/2014 /04 /07/india-election-bjp -manifesto -idINDEEA3605820140407.
29. Ruhee Neog, “India and No First Use: Does ‘Calculated Ambiguity’ Help?,” Institute for Peace and
Conflict Studies, India—Articles, #4416, April 30, 2014, http:// www.ipcs.org /article/india /india-and-no -fi rst-use
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the Prahaar can carry “many different types of warheads.”30 India has, however, proven
wary of integrating nuclear weapons into war-fighting scenarios so far. A shift toward
battlefield-usable nuclear weapons would represent a major divergence from current
policy and broader trends toward civilian control over nuclear launch decisions.31 Even if
India ensured that its short-range missiles were equipped for nuclear payloads, the scenarios under which it would be likely to use them may be too narrow to be credible. At least in
the near term, India seems more likely to lean on its strategic weapons and its massive
retaliation policy to deter Pakistan; whether that stance is politically durable— or suﬃcient
to moderate Pakistan’s behavior in the long run is yet to be seen.

Conclusion: Policy Choices
Given the potentially complex and dangerous possibilities that Pakistan’s emerging battlefield nuclear weapon capabilities present, can the United States provide any incentive for
Pakistan to change paths? In a direct sense, it seems unlikely. The United States would have
to successfully persuade Pakistan to turn away from integrating TNWs into its nuclear
doctrine; Islamabad has already invested heavily in new weapons systems and has strong
ideological and practical attachment to compensating for their weaknesses relative to
India. In the broader context of confidence-building measures that address the fundamental origins of Pakistan’s insecurity, however, there is at least a plausible path forward— as
long as the motivations of regional actors are well understood and realistic boundaries for
progress are assumed.
First, Pakistan is unlikely to relinquish or change parts of its arsenal that it deems
essential to maintain parity with and deter India. That said, if the most likely spark for an
India-Pakistan confl ict could be identified and prevented, it would greatly reduce the
likelihood that TNWs become the impetus for escalation. Terrorist attacks against India,
aided or abetted by Pakistani intelligence, represent the clearest and most significant risk
of a future war; any effective confidence building between Islamabad and New Delhi will
eventually need to address this issue.32 Although it will be diﬃcult to enforce restrictions
on Pakistan’s support for militant groups operating in India, even moderate progress
would represent a significant step.
This, and other measures, has been proposed as part of a “nuclear normalization” deal
with Pakistan by influential voices in the South Asian nuclear discussion in the recent past.
Mark Fitzpatrick of the International Institute for Strategic Studies argued earlier this year
that Pakistan should be offered a deal similar to the U.S.-India Civil Nuclear Agreement,
given a number of conditions including the cessation of fissile material production, signing
30. Kazmi, “SRBMs,” 9.
31. Shashank Joshi, “Pakistan’s Tactical Nuclear Nightmare: Déjà Vu?,” Washington Quarterly 36 (Spring
2003): 159–172, http://csis.org /fi les/publication /TWQ_13Summer_Joshi.pdf.
32. George Perkovich, “The Non- Unitary Model and Deterrence Stability in South Asia,” in Deterrence
Stability and Escalation Control in South Asia, ed. Michael Krepon and Julia Thompson (Washington, DC:
Stimson Center, 2013), 35–36.
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the CTBT, and dropping its veto to the Fissile Material Cut- Off Treaty (FMCT) negotiations.33 Even Fitzpatrick agreed, however, that bargaining with Pakistan to end its battlefield nuclear weapons program would be extraordinarily diﬃcult, and the prospects for a
nuclear deal with Pakistan would be politically implausible.34 Still, “restoring the state
monopoly on force” should represent a priority for Pakistan, and needs to be taken seriously as part of the U.S.-Pakistan nuclear conversation.35
Second, the United States should take account of how its nuclear posture and broader
strategy indirectly affect— or trickle down—to Pakistan’s nuclear choices. Chinese decisions to modernize and expand its nuclear arsenal are at least partly considered a means of
responding to U.S. influence in its region. China’s choices are reflected in India’s. New
Delhi’s race to develop an effective submarine deterrent and its long-range ballistic missile
program (Agni-V, most recently) are directed toward competition with China rather than
Pakistan. Regardless of India’s intentions, Pakistan will attempt to catch up. Effective
U.S.- China policy is beyond the scope of this paper, but considering the ways that security
competitions beget seemingly unrelated knock- on arms races in East Asia and South Asia is
essential.
U.S. influence with Pakistan is, understandably, limited. The U.S. presence in Afghan istan gives Pakistan substantial leverage on unrelated security issues, and suspicion about
U.S. intentions toward Pakistan’s nuclear arsenal runs deep. Still, a number of other U.S.led multilateral initiatives could take hold, such as Track 1.5 and Track 2 dialogues on
certain aspects of the India-Pakistan military relationship. Nonoﬃcial, off-the-record
channels of communication may relieve some of the pressures facing oﬃcials in India and
Pakistan. Finding areas of mutual interest and cooperation will be diﬃcult and slow, but
this process remains important for long-term rapprochement.

INDIA AND PAKISTAN
In the near to medium term, regardless of which quantitative and qualitative changes
Pakistan implements in its own arsenal, India will likely work to shore up its second-strike
capabilities. In par ticu lar, it seems probable that India will focus on strengthening its
sea-based triad leg (with the INS Arihant undergoing sea trials and initiating deterrence patrols in the near future).36 It would not be surprising if New Delhi tailors its deterrence
strategy to focus on denying Pakistan the tactical benefits of battlefield nuclear weapons.
Training its troops to fight through situations of battlefield nuclear use would likely prevent Pakistan from seizing a military advantage from the disarray or panic following TNW
33. Fitzpatrick, Overcoming Pakistan’s Nuclear Dangers, 159.
34. Mark Fitzpatrick, “IISS- U.S. Book Launch: Overcoming Pakistan’s Nuclear Dangers,” Q&A Session at
IISS- U.S., Washington, D.C., March 26, 2014, http:// www.iiss.org /en /events/events/archive/2014 -0f13/march-a2fd
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employment.37 This may, over time, reduce the incentives for Pakistan to build up a stockpile of TNWs over the coming decade.
Pakistan would be well advised to follow certain elements of India’s example. Strengthening its second-strike capabilities and emphasizing a survivable deterrent would contribute to a credible, effective, and risk-reducing posture. Even if certain steps—like no fi rst
use— are politically unrealistic, taking steps to behave like a responsible nuclear power
and reduce the requirements and incentives for using nuclear weapons fi rst will prove
essential. Rolling back support for violent militant groups like Lashkar- e-Taiba and working to address the possibility of future mass- casualty terrorism in India will also be critical
to reduce the risk of a nuclear standoff in the near future.
In the last decade, India and Pakistan have made important strides toward creating a
stable deterrent relationship and gradually reducing the risk of serious confl ict. Pakistan’s
move toward nuclear war fighting may imperil that relationship, but taking early steps to
account for Islamabad’s decisions and fi nding additional ways to work toward relative
peace in South Asia can serve a valuable role.

37. Manpreet Sethi, “Responding to Pakistan’s Tactical Nuclear Weapons: A Strategy for India,” Institute of
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Exploring States’ Nonproliferation
Decisionmaking
Jeffrey Fields1

W

hat factors determine states’ nonproliferation policies? Why and how do states choose
to support or impede global efforts to prevent the spread of nuclear weapons and
related technology? The research agenda for this paper is framed around the issue of state
behavior within the nuclear nonproliferation regime. In calling for more research into states’
motivations, this paper uses a broad conception of the regime and suggests seven explanatory
factors that could form the basis for further work.

Introduction
Scholars have spent more time than practitioners thinking about the demand side of nuclear
proliferation—why states pursue nuclear weapons. However, there is an absence of sustained
deep thinking about why states support or undermine global nonproliferation efforts. This
is an important question, as collective nonproliferation efforts are the glue that holds the
nonproliferation regime together. Why do states resist implementing tighter export controls? Why would states with no interest in nuclear weapons resist an Additional Protocol
to the NPT? Why do states support some components of the nuclear nonproliferation regime
but not others?
Although “regime pessimists” continue to warn of the death of the nuclear nonproliferation regime, these fears are overblown and represent an unrealistic interpretation of
regime function. Scholars and practitioners should try to better understand how states
think about the regime and its constituent instruments. As such, this paper does not advance an argument or propose a theory of nonproliferation regime cooperation, but rather
it calls for further exploration of this research agenda and a fi rst attempt to propose hypotheses that may explain, in part, variable state behavior in the nuclear nonproliferation
regime.

1. Jeffrey Fields is professor of the practice of international relations and director of the Dornsife
Washington, D.C., Program at the University of Southern California. This paper is adapted from his introductory chapter in Jeffrey R. Fields, ed., State Behavior and the Nuclear Nonproliferation Regime (Athens: University
of Georgia Press, 2014).
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What are the determinants of countries’ attitudes toward global nonproliferation
efforts? Over two decades after the end of the Cold War, the spread of WMDs—nuclear,
chemical, biological, and radiological weapons— continues to be a concern for the international community. A multidimensional regime has evolved over many years to help check
the spread of these weapons. The nuclear regime in par ticu lar has become an important
line of defense in preventing the spread of WMDs. Anchored by the NPT, the nuclear nonproliferation regime is a constellation of agreements, initiatives, and norms aimed at
regulating the use and spread of nuclear material and technology. Among both scholars
and practitioners, the health of this regime is a much- discussed topic.2 The nuclear nonproliferation regime, like other trade and security regimes, relies on cooperation and coordination between states. Whereas the NPT is the cornerstone agreement, many other
instruments, initiatives, and arrangements work in concert to comprise the nuclear nonproliferation regime— a fact frequently overlooked by analysts. The research agenda
advocated here focuses on how states make decisions concerning their support for or
resistance to components of the nuclear nonproliferation regime.
Another formulation of the central, motivating question is: what explains states’ behavior once they have nominally and/or formally joined a regime? Often the focus of studies of
regimes—particularly WMD regimes—have been on explaining the decision to join and
participate (or not). However, international regimes are dynamic forms of governance.
Behavior needs to be explained beyond the point at which countries make the initial yes or
no decision. Thus the basic issue this paper addresses is why states behave in certain ways
with regard to principles of nonproliferation—that is, within the regime. One important
aspect of this is a better understanding of why states are sometimes unsupportive and
obstructionist even while normatively favoring nonproliferation.
An important antecedent to this examination is a clear conception of regime. Nonproliferation analysts in par ticu lar frequently proceed from an ill- defi ned or erroneous notion
of what the nonproliferation regime is and what constitutes a regime in general. Often they
equate the regime with the NPT, sometimes going so far as to refer to the “NPT regime.” For
example, the American Academy of Arts and Sciences 2012 publication Nuclear Collisions:
Discord, Reform & the Nuclear Nonproliferation Regime quickly strays from its titular focus:

2. On the “regime in crisis,” see, for example, George Perkovich, “The End of the Nonproliferation Regime?,” Current History 105, no. 694 (November 2006): 355–362, http://carnegieendowment.org /fi les/perkovich
_current _history.pdf; Tom Sauer, “The Nuclear Nonproliferation Regime in Crisis,” Peace Review 18, no. 3 (July
2006): 334–335; Joshua Williams and Jon B. Wolfsthal, The NPT at 35: A Crisis of Compliance or a Crisis of
Confidence? (New York: United Nations Association of the United States of America, 2005), http://carnegieen
dowment.org /fi les/UNA _Policy_Brief.pdf; Pierre Goldschmidt, The Urgent Need to Strengthen the Nuclear
Non-Proliferation Regime, Policy Outlook, Carnegie Endowment for International Peace, January 2006,
http://carnegieendowment.org /fi les/PO25.Goldschmidt.Final2.pdf; Pierre Goldschmidt, “Is the Nuclear NonProliferation Regime in Crisis? If So, Why? Are There Remedies?” (speech delivered to the Charlottesville
Committee on Foreign Relations, Charlottesville, VA, May 11, 2006). For a critique on “regime pessimism,” see
Jim Walsh, Learning from Past Success: The NPT and the Future of Non-Proliferation (Stockholm: Weapons of
Mass Destruction Commission, 2005), http:// www.un.org /disarmament /education /wmdcommission /fi les/no41
.pdf; and Jeffrey Fields and Jason Enia, “The Health of the Nuclear Nonproliferation Regime: Returning to a
Multidimensional Evaluation,” Nonproliferation Review 16, no. 2 (July 2009): 173–196.
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International legal regimes depend on consent. Making and enforcing rules
requires that states accept legal limits on their behavior and that they allow their
behavior to be audited by some enforcement body [ . . . ] The problem of consent is
particularly challenging in the context of the Nuclear Non-Proliferation Treaty (NPT)
and its associated regime. This regime has an oddly schizophrenic history. On the
one hand, it has attracted nearly universal membership, its critical importance is
routinely acknowledged, it has proven to be durable and resilient across four challenging decades, and it is given at least some credit for helping prevent the widespread proliferation of nuclear weapons. On the other hand, it is chronically
troubled, beset by crises and setbacks and possible defections, amidst fears for its
future and doubts about its adequacy. [ . . . ] Precisely because of its perceived value
as an impediment to the spread of nuclear weapons, there has long been worry about
the wounds the NPT regime has suffered and the threats to its health and long-term
durability.3
The nonproliferation regime extends beyond the NPT and its supporting mechanisms
and consists of more than the component agreements, initiatives, and organizations.
Regimes are also composed of and held together by intangible connectors. Political scientist
Stephen D. Krasner defi nes regimes as “sets of implicit or explicit principles, norms, rules,
and decision-making procedures around which actors’ expectations converge in a given
area of international relations.” 4 To fully evaluate regime health and explore states’ decisionmaking within the nonproliferation regime, discussions must move beyond simple
conceptions that ostensibly restrict the regime’s confi nes to the NPT and equate any state
actions that are contrary to the desires of the strongest states in the international system
with regime weakness. This is more than a pedantic, academic issue. To better understand
states’ orientation to global nonproliferation efforts, the totality of the regime must be
analyzed.
A conflation of the nonproliferation regime with the NPT also serves to undermine
thinking about so- called outsiders like India, Pakistan, and Israel. These countries have
not signed the NPT and all possess nuclear weapons. What are their nonproliferation
policies? They are only outsiders to the regime if the regime is equated to the NPT. Steven
Miller writes, “India has always been an outsider to (and at times a critic of) the NPT
regime. It has not signed the NPT. It did not place its nuclear facilities under IAEA
safeguards.”5 This is a misleading contention. India never signed the NPT; however, it has
IAEA safeguards agreements dating to 1971.6 Both the strength of the regime and India’s
3. Steven E. Miller, “Nuclear Collisions: Discord, Reform & the Nuclear Nonproliferation Regime,” in
Nuclear Collisions: Discord, Reform & the Nuclear Nonproliferation Regime (Cambridge, MA: American Academy
of Arts and Sciences, 2012), 1 (emphasis added).
4. Stephen D. Krasner, “Structural Causes and Regime Consequences: Regimes as Intervening Variables,”
International Organi zation 36 (1982): 186, http://ir.rochelleterman.com /sites/default /fi les/krasner %201982.pdf.
For different perspectives on regimes, see also Stephen D. Krasner, ed., International Regimes (Ithaca, NY:
Cornell University Press, 1981).
5. Miller, “Nuclear Collisions,” 13 (emphasis added).
6. See the IAEA’s India page, http:// www.iaea.org /Publications/Documents/Infcircs/Countries/india
.shtml.
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place in it are obscured by a muddled defi nition of the nuclear nonproliferation regime.
Indeed, all three supposed outsider states (India, Israel, and Pakistan) have some form of
IAEA safeguards on some nuclear facilities. Israel participates in the Proliferation Security
Initiative (PSI). Both India and Israel are signatories to the Convention on the Physical
Protection of Nuclear Material (CPPNM). Even accepting a narrow defi nition of the regime,
the logic of how non-NPT signatories weaken the regime— a frequent contention—is often
not articulated. To the contrary, since India’s fi rst nuclear test in 1974, membership in the
NPT has increased.

Nonproliferation
When analysts, scholars, and policymakers think and talk about nuclear proliferation,
they are generally referring to state acquisition of nuclear weapons. Nonproliferation in
this sense is the mirror image of proliferation in that it means preventing a par ticu lar
ambitious country, such as Iran, for example, from achieving nuclear weapons capability.
Thus, nonproliferation involves measures targeted at preventing specific state actors from
achieving nuclear weapons capacity or capability. Nonproliferation and the regime include
more than simply why states acquire or do not acquire nuclear weapons. It is important to
better understand states’ thinking about support for the various individual instruments
that comprise the regime.7
Conceptually and practically, nonproliferation concerns the prevention and dissuasion
of states from acquiring a nuclear explosive capability—that is, it focuses on individual
state acquisition, as mentioned above. However, nonproliferation also refers to multilateral
activities designed to prevent the diffusion of nuclear material and technology in general.
Increasingly, especially since the terrorist attacks of September 11, 2001, the concern is that
weapons or weapons usable material could fall into the hands of nonstate actors. The
distinction is that the latter efforts are not necessarily focused on a specific state or actor.
The difference derives from the term proliferation used to mean both the decision to acquire nuclear weapons and also the spread of nuclear weapons, material, and technology.
The distinction is important.8 The nonproliferation regime here refers to the totality of
efforts to prevent the transnational spread of nuclear weapons and material, including
restrictions on and regulation of states with civilian and/or military nuclear programs (i.e.,
efforts to detect diversion and prevent breakout). As such, nonproliferation decisionmaking involves considerations on many levels—both systemic and domestic— and on differing
efforts. The strength and health of the regime is not only a function of individual states’
actions to acquire or abjure nuclear weapons for themselves but also a function of efforts

7. Andrew Grotto, “Why Do States That Oppose Nuclear Proliferation Resist New Nonproliferation
Obligations? Three Logics Of Nonproliferation Decision- Making,” Cardozo Journal of International and
Comparative Law 18, no. 1 (2010): 1– 44.
8. The analyst George Perkovich describes the distinction and refers to efforts to prevent and roll back a
state’s nuclear capability as unproliferation in George Perkovich, India’s Nuclear Bomb (Berkeley: University of
California Press, 2001), 7; this comparison is akin to the difference between deterrence and compellence.
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to prevent or complicate other states’ acquisition of weapons. Scholarship on states’ motivations for cooperation with or defection from global nonproliferation efforts is lacking.9
Though the regime is arguably healthier than pessimists assess, a peculiar dynamic
exists within it. State parties to the NPT, both nuclear weapons states (NWS) and nonnuclear weapons states (NNWS) that oppose the spread of nuclear weapons and related
technologies, often pursue policies that are counterproductive to strengthening the
nonproliferation regime. That is, states seem to distinguish between explicit actions and
policies that are related to nuclear weapons acquisition and those that are peripherally
related but important to ensure the robustness of the regime. Proliferation is an extant
issue for many states, but the United States has placed extraordinary emphasis on nonproliferation efforts. In the context of this paper, however, exploration is needed of
aspects of proliferation that extend beyond an individual state’s effort to acquire or
abjure a nuclear weapon capability. For conceptual clarity, nonproliferation decisionmaking refers to, “a state’s calculation whether to support initiatives designed to block,
deter, or punish acts of nuclear proliferation.”10 This paper is less concerned about
proliferation decisionmaking—“a nation- state’s calculation for deciding whether to
pursue nuclear weapons.”11
Arguably, the strength of the regime is as much a function of states’ efforts to prevent
the spread of technology, as are individual commitments not to acquire weapons. When
observers speak of the regime being in crisis, what is generally meant is that a state is
perceived to be intent on acquiring a nuclear weapon capability, as with Iran and North
Korea. However, the regime relies on other states to implement and support policies to
prevent illicit transfers, punish transgressors, and bolster existing nonproliferation
efforts.
For example, although Iran’s uranium enrichment program is often cited as a source
of regime weakness, many states undermine the sanctions regime in place to punish and
dissuade Tehran’s nuclear ambitions. Switzerland initially would not abide by U.S. and EU
sanctions on Iran.12 Switzerland’s deputy foreign minister remarked, “Switzerland does not
support the rationale for imposition of sanctions.”13 Germany’s trade with Iran increased
through the fi rst three quarters of 2010. As a representative historical example, (West)
Germany has a notorious history of lax export controls, with German fi rms sending technology to WMD programs in Libya and Iraq in the late 1970s and 1980s.14

9. I can fi nd no other published book-length treatment that explores why states cooperate with or undermine global nonproliferation efforts. There are at least two in progress, one edited by Jeffrey Knopf of the
Monterey Institute of International Affairs and another by Rebecca Gibbons of Georgetown University.
10. Grotto, “Why Do States That Oppose Nuclear Proliferation Resist New Nonproliferation Obligations?,” 4.
11. Ibid.
12. Steve Stecklow, “Iran Sanctions Yield Little,” Wall Street Journal, April 5, 2010, http://online.wsj.com /news
/articles/SB20001424052702303382504575164181864233298.
13. “Swiss Deputy FM: Bern Opposes Sanctions Against Iran,” Fars News Agency, January 11, 2011, Open
Source Center IAP20110111950086.
14. Germany was also the original constructor of the Bushehr nuclear power plant in Iran.
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Each measure to strengthen the regime represents different dynamics and presents
multiple challenges. One objective of this research agenda should be to disaggregate some
measures and examine drivers and motivators for supporting or undermining them.
Though policymakers and analysts often speak generically about “strengthening the
regime,” they are usually referring to a specific measure (such as export controls) or generally about imposing restrictions on a nuclear aspirant. Understanding what motivates
states in undermining nonproliferation efforts necessitates a nuanced look at the individual measures. A state may vigorously support an effort like UNSCR 1540 while remaining
unenthusiastic about supporting a sanctions regime. Thus, it is more instructive to understand why states undermine multilateral sanctions or refuse to sign an Additional Protocol
than to simply classify states as in support of strengthening or undermining the regime.
There are two efforts that begin to do this. The U.S. DOS publishes a semiregular report
on adherence to nonproliferation and arms control commitments, which is an example of
an effort to assess state compliance with nonproliferation measures. The report “identifies
questions, to the maximum extent practicable, that exist with respect to compliance by
other countries with their arms control, nonproliferation, and disarmament agreements
and commitments with the United States.”15 Because the report is circumscribed by states’
adherence to existing binding commitments, India, Israel, and Pakistan are not discussed
with regard to NPT-related matters. The DOS report focuses on compliance with specific
agreements (rather than overall support for the regime) and evaluates Burma, Libya, Iran,
North Korea, and Syria on their NPT and safeguards compliance credentials, as well.16
Though the report notes that, in 2012, there were still “14 non-nuclear-weapon States
(NNWS) party to the NPT that had not yet brought into force a comprehensive safeguards
agreement with the International Atomic Energy Agency (IAEA),” it focuses on countries of
par ticu lar concern for the United States.17 Left out are other smaller states whose support
for the regime is often crucial in one or more aspect.
The Arms Control Association (ACA) produces a “report card” on nonproliferation that
is broader in scope than the DOS’s primarily report because it includes disarmament
efforts and nuclear security as part of nonproliferation.18 Though it identifies the NPT as
the cornerstone of the regime, as this project recognizes, it also considers “additional
agreements, shared norms, and common practices” as also constituting nonproliferation
efforts and standards for evaluating commitment to preventing the spread of nuclear
weapons technology and securing nuclear material. States are evaluated on 10 “nonproliferation standards” and given letter grades (A through F) for each.19 Like the DOS report, it
15. U.S. DOS, Adherence to and Compliance with Arms Control, Nonproliferation, and Disarmament Agreements and Commitments, July 2013, 1, http:// www.state.gov/documents/organization /212096.pdf.
16. The 2010 report also evaluated China and Iraq. See http:// www.state.gov/documents/organization
/145181.pdf.
17. Ibid., 20.
18. Peter Crail with ACA research staff, Assessing Progress on Nuclear Nonproliferation and Disarmament:
2010– 2013 Report Card (Washington, DC: Arms Control Association, 2013), https:// www.armscontrol .org /fi les
/ACA _2013 _Nuclear_Report _Card.pdf.
19. The standards are banning nuclear testing, ending production of fi ssile material for weapons,
de-alerting nuclear weapons, nuclear force reductions, negative security assurances, nuclear-weapons-free

PROJECT ON NUCLEAR ISSUES | 73

limits the detailed assessment to a small number of states (a total of 11), all of which possess nuclear weapons, except Iran and Syria. This report card begins to capture the essence
of what this research program should explore—nonproliferation broadly defi ned beyond
horizontal and vertical proliferation.
Both reports’ approaches to assessing state efforts are illustrative of many ways to
measure what can be thought of as “nonproliferation measures.” At the same time they
demonstrate the need to specify what aspect of nonproliferation is being evaluated when
considering states’ roles in regime health. Thus, it will be diﬃcult, if not impossible, to
arrive at an “answer” in part because there are many different, if related. For U.S. policymakers, the distinctions are important.
It is indeed important to measure the relative success of global nonproliferation efforts.
However, perceptions of the health or strength of the regime are often reduced to the
number of states that have nuclear weapons and the number that want them or are actively
seeking them. This reflects a simplistic view of what regimes are and how they operate.20
When states explore a nuclear weapon option or nuclear states share technology with other
states (in violation of NPT commitments if they are members), analysts tend to reflexively
remark on the crumbling of the regime. This reduces the regime to one constituted only by
supplier and recipient states. But because the health of the regime is determined by much
more than simply the number of nuclear states combined with the number of states in
active pursuit of nuclear weapons, understanding states’ motivations for supporting regime components is essential. The regime is composed of formal treaties like the NPT,
multilateral agreements, and initiatives as well as less formal instruments (e.g., the PSI)
intended to restrain the flow of nuclear material and technology. How states make decisions about their participation in these individual efforts is surprisingly underexplored by
scholars and policymakers.
Getting countries to cooperate on nonproliferation efforts is an ongoing challenge.
Practitioners can make better, more effective policy when they better understand the
motivations and interests of other actors. A delineation of the specific aspects of behavior is
important, even necessary to both better frame the issue of “nonproliferation” and to yield
actionable policy recommendations. Knowing why states tend to play spoiler at NPT review
conferences or refuse to sign an Additional Protocol can only facilitate better policy. That
specific knowledge, however, is quite distinct from why states may resist better domestic
anti-smuggling efforts or fail to implement robust export controls. Although policymakers
are quick to note uncooperative behavior, they often give little consideration to (or have
scant time to consider) its sources.
Better understanding the sources of these behaviors also contributes to the scholarly
study of nonproliferation. Substantial literature exists that seeks to answer the question of
zones, IAEA safeguards, nuclear-weapons-related export controls, nuclear security commitments, and countering illicit traﬃcking.
20. For example, analysts often refer to the “NPT regime.” Fields and Enia discuss this at length in “The
Health of the Nuclear Nonproliferation Regime.”
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why states pursue nuclear weapons— the demand side of proliferation.21 Are states motivated by threats to security, prestige, or other factors in deciding to build nuclear weapons?
A subsequent and emerging literature has begun to explore the inverse: why do states
abjure nuclear weapons (especially when they have the technical ability to develop weapons and face existential security threats)? This “new demand-side research” focuses on
what restrains states in potential nuclear pursuits, whether the reasons are self-imposed
(e.g., economics, domestic politics) or external (e.g., security assurances, coercive
threats).22 Whereas that research concerns motivation for individual proliferation, this
paper is about motivations for restraining other states’ proliferation.
This paper has characterized a research program concerned with state behavior in the
regime. A more explicit articulation asks the question: why do some states ignore, oppose,
or undermine global efforts to prevent the proliferation of nuclear weapons.23 This may
include transferring sensitive nuclear technology to other states.24 Or it may take the form
of states’ reluctance or refusal to take steps to strengthen other global efforts. Although
most states view nonproliferation as a good thing, a puzzle exists as to why there is differentiated support for various components of the regime. For example, why do states with no
purported interest in nuclear weapons resist signing an IAEA Additional Protocol? Brazil,
for example, is constitutionally prohibited from having a nuclear weapons program, which
would seem to indicate a fi rm commitment to nuclear nonproliferation. However, it has
steadfastly refused to conclude an Additional Protocol.25 Despite almost universal membership in the NPT, there is variable state support for any number of specific measures like
the CPPNM, and more normative and informal arrangements like the PSI. Why do some
states support while others undermine sanctions regimes designed to punish and hamper
would-be proliferators?

21. The seminal work on this is Scott Sagan, “Why Do States Build Nuclear Weapons? Three Models in
Search of the Bomb,” International Security 21, no. 3 (Winter 1996–1997): 54– 86. Other examples include,
Stephen M. Meyer, The Dynamics of Nuclear Proliferation (Chicago: University of Chicago Press, 1986); Jacques
E. C. Hymans, The Psychology of Nuclear Proliferation (Cambridge: Cambridge University Press, 2006); DongJoon Jo and Eric Gartzke, “Determinants of Nuclear Weapons Proliferation,” Journal of Conflict Resolution 51
(February 2007): 167–194.
A burgeoning quantitative literature also explores the acquisition question. See, for example, Sonali Singh
and Christopher R. Way, “The Correlates of Nuclear Proliferation,” Journal of Conflict Resolution48, no. 6
(December 2004): 859– 885; See also the April 2009 special issue of the Journal of Conflict Resolution, which
focuses on quantitative approaches to nuclear proliferation.
22. See Scott D. Sagan, “The Causes of Nuclear Weapons Proliferation,” Annual Review of Political Science 17,
no. 14 (March 2011): 225–244; Mitchell Reiss, Bridled Ambition: Why Countries Constrain Their Nuclear
Capabilities (Washington, DC: Woodrow Wilson Center Press, 1995); Etel Solingen, Nuclear Logics: Contrasting
Paths in East Asia and the Middle East (Princeton, NJ: Princeton University Press, 2007); Maria Rost Rublee,
Nonproliferation Norms: Why States Choose Nuclear Restraint (Athens: University of Georgia Press, 2009).
23. Grotto, “Why Do States That Oppose Nuclear Proliferation Resist New Nonproliferation Obligations?”
24. See, for example, Matt Kroenig, “Exporting the Bomb: Why States Provide Sensitive Nuclear Assistance,” American Political Science Review 103 (February 2009): 113–133.
25. Brazil publicly states that its position on an Additional Protocol is based on equity in the regime.
However, there are suspicions that Brazil is attempting the obscure the origins of some of its centrifuge
technology and inspections under the Additional Protocol it might have to account for previously undeclared
nuclear activity.
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In a 2010 article, Andrew Grotto begins to explore this issue. His argument of state
reluctance breaks down along three lines: “Regime symbolism,” or the equity/inequal ity of
the NPT; security and relative power; and distributive economic effects. He writes:
The picture of nonproliferation decision-making that emerges from this more
comprehensive accounting of the national interests that may be implicated by nonproliferation policies is that states may have as many reasons to oppose NPT-plus
measures as they do to support them . . . A state may have a normative interest rooted
in concerns about the fairness of the NPT’s bargain in pressuring the NWS to pursue
disarmament, but also have countervailing security and economic interests in denying adversaries access to nuclear weapons technology and sustaining important
relationships . . . On the other hand, a state may perceive marginal security or economic benefit in NPT-plus measures, or even view them as aﬃ rmatively costly, as
well as harboring normative objections to additional nonproliferation measures.26
Grotto’s thesis is one about NPT-related measures. This is a somewhat circumscribed issue
of norms vis-à-vis what he characterizes as resistance to “NPT plus” measures.27 There is a
considerable range of global nonproliferation efforts to be accounted for in states’ policy
formulations.

Some Hypotheses
States’ decisionmaking concerning nonproliferation measures, whether proactive or punitive, is at the crux of this project. As Grotto reminds us, “NPT parties are under no general
legal obligation to support measures intended to bolster basic nonproliferation norms, such
as the IAEA’s Additional Protocol, modern export controls, economic sanctions against
norm violators, and constraints on national fuel cycle activities.”28 There are a multitude
of other efforts, agreements, and measures that states choose to reject or support. These
include signing and ratifying the CTBT, support for a FMCT, concluding an Additional
Protocol agreement, nuclear weapons free zones, implementation of robust export controls, honoring UNSCR 1540 commitments, support for international sanctions regimes
designed to compel and punish would-be proliferators, or signing amendments to the
CPPNM. There are also a host of other informal agreements states can participate in,
including the Nuclear Smuggling Outreach Initiative (NSOI), Wassenaar Arrangement,
and PSI, to name a few.
When considering these additional aspects, it becomes more challenging to think about
state decisionmaking in a parsimonious way. Different regime components address different aspects of proliferation. At the same time, the various initiatives also impose different
requirements on individual states. For example, states willfully constrain their own nuclear ambitions by agreeing to restrictions and monitoring their fuel cycle activities. At the
26. Grotto, “Why Do States That Oppose Nuclear Proliferation Resist New Nonproliferation Obligations?,” 7.
27. Ibid., 8.
28. Ibid., 4.
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Table 1. Nonproliferation Motivators
Security/Insecurity

Resource Allocation

Fairness

Threat perception

Economics

Legitimacy

Alliance membership

Collective action

Disarmament

same time, analysis is needed to examine efforts that states utilize to constrain others’
activities, especially those who do not represent security threats.
There are clearly broad motivators of state nonproliferation behavior: free riding;
security and self-interest; discrimination, hegemony, and legitimacy; and norms. Table 1
further categorizes the motivators by broad descriptors. There is likely to be overlap in
explanatory factors at the intersection of norms and rationality requiring an eclectic
approach for the most robust explanations.
This research agenda considers both cooperation with and resistance to certain nonproliferation efforts. One line of reasoning for resis tance (a normative-legitimacy argument) might follow that the inherent bias of the NPT makes NNWS reluctant to accept
and validate the perceived discriminatory nature of the treaty. A related line of reasoning contends that lack of progress on disarmament on the part of NWS serves as a disincentive for NNWS to take an active role in nonproliferation efforts. Another could be that
differential threat perceptions militate against robust nonproliferation policies. And as
such, some states may view proliferation/nonproliferation as an “American” or superpower policy.29 Thus, some states may be uncomfortable with the notion of taking direction from Washington for a “problem” that does not directly concern them. Though states
may be sympathetic to nonproliferation efforts, there may also be a reaction to the overwhelming multitude of efforts initiatives (some of which are costly) they are asked to
support, leading to what one analyst referred to as “recipient fatigue.” Another possibility for reluctance in actively supporting nonproliferation efforts is a manifestation of
free riding or moral hazard— that is, a superpower safety may yield a sense of luxury of
inaction.

THREAT PERCEPTION
Different threat perceptions may lead states to pursue nonproliferation policies that coincide with the perceived level of threat, particularly by another nuclear power. In a straightforward sense, states facing external threats may be more likely to pursue nuclear weapons
if they are in an enduring rivalry, the threatening states are nuclear-armed, or are superior conventionally.30 Conversely, states that are relatively secure have greater leeway in
decisions to forgo nuclear weapons. A similar dynamic may exist with regard to other
nonproliferation efforts. States facing few external threats may perceive nonproliferation
29. This articulation by a senior DOS oﬃcial was a main inspiration for this project.
30. Sonali Singh and Christopher R. Way, “The Correlates of Nuclear Proliferation,” Journal of Conflict
Resolution 48, no. 6 (December 2004): 859– 885.
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efforts as a low priority; there is a low probability of blowback if they do not implement or
vigorously support nonproliferation measures. Many governments in Eu rope and elsewhere were aware (vaguely or more defi nitively) of the intentions of Pakistan and AQ Khan
in the late 1970s and 1980s and beyond. Yet, low threat perception from a nuclear-armed
Pakistan may have helped economic interests (Khan sometimes paid beyond asking price
for equipment and technology) subvert rigorous enforcement of export controls.31 An
alliance (e.g., NATO) or a security assurance from a stronger nuclear power such as the
United States may have the effect of reducing threat and sensitivities to nonproliferation
efforts. Alternatively, ally assurance may make the country even more attuned to the perils
of proliferation, as with Japan.

FREE RIDING
Free riding may be an element that underpins multiple (or perhaps all) measures of the
nonproliferation regime. The costs (whether economic, political, or other) a state is willing
to incur in support of some aspect of the regime may be less than that of the strongest state
in the “alliance”—the alliance in this case being supporters of the nonproliferation regime.
Smaller states recognize their more powerful allies (NWS) not only can afford to expend
more resources maintaining the regime but also have a greater incentive to do so.32 Thus,
smaller states can enjoy both the effects of incurring fewer costs and the luxury of not
worrying about maintenance of the regime, by relying on more powerful allies to guarantee the continuation of nonproliferation measures. In sum, as in the original economic/
alliance conception discussed above, regime members can rest easy with the knowledge
that the stronger state will continue to provide the public good.

HEGEMONY, LEGITIMACY, AND DISCRIMINATION
States may not explicitly resist nonproliferation efforts or the notion that they are important. Rather, they may resist being pressured to pursue certain policies. For example,
though Brazil, for the most part, has solid nonproliferation credentials, it has resisted
signing an Additional Protocol in part because it views them as an additional burden
diﬃcult to accept on top of a discriminatory NPT. Other countries are reluctant to be seen
as taking direction from the United States on issues related to shoring up customs practices,
border security, and anti-smuggling efforts even when they see the importance of such
measures.33
As Nina Rathbun wrote, “States are more likely to join and comply with regimes they
regard as legitimate.”34 At the core of the regime stands a treaty that was conceived to be
31. Gordon Corera, Shopping for Bombs: Nuclear Proliferation, Global Insecurity and the Rise and Fall of the
A.Q. Khan Network (New York: Oxford University Press, 2006).
32. Mancur Olson, Jr., and Richard Zeckhauser, “An Economic Theory of Alliances,” Review of Economics
and Statistics 48, no. 3 (August 1966): 266–279.
33. Douglas Frantz, “Nuclear Booty: More Smugglers Use Asia Route,” New York Times, September 11, 2001,
http:// www.nytimes.com /2001/09/11/world /nuclear-booty-more -smugglers -use -asia-route.html?pagewanted=2.
34. Nina Srinivasan Rathbun, “The Role of Legitimacy in Strengthening the Nuclear Nonproliferation
Regime,” Nonproliferation Review 13, no. 2 (July 2006): 230.
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inherently discriminatory. More than 40 years after it came into force, many countries still
resent this reality. Their calculations of whether to support efforts that in effect bolster a
discriminatory dynamic have to be considered. How much legitimacy is a factor that is
diﬃcult to assess. States frequently rail against NPT discrimination, but are these true
motivations for specific nonproliferation policies? India cited the discriminatory nature of
the NPT as part of rationale for not signing the treaty at its inception. Similarly, Brazil
takes the inherent discrimination a step further; the Lula administration refused to sign
an Additional Protocol, citing, in part, the fact that Brazil had already signed on to the NPT,
and would thus not further constrain itself. Brasilia felt its nonproliferation credentials
were solid and the burden should not be on it to prove this but rather on the NWS to demonstrate their commitment to disarm.35

DISARMAMENT
Related to the legitimacy argument is one of unfulfi lled commitments. Is the collective
NWS’s perceived reluctance to live up to their disarmament commitments a motivator for
resistance to nonproliferation efforts or merely a convenient excuse for accusatory
rhetoric?36 Certain Non-Aligned Movement (NAM) states and NNWS from the global South
at times allege lack of progress on the Article VI commitment to deep reductions and disarmament.
In turn, they question why they should be asked to take measures to strengthen the
regime or be accused of lack of enthusiasm for nonproliferation efforts when, in their
minds, the NWS are equally culpable for failing to take significant steps to disarm. In
essence, states may view the NWS as neglecting the NPT bargain. The “bargain” includes
good faith negotiation to nuclear disarmament by all signatories. However, inherent power
disparities place most of the burden on the NWS to disarm. As Grotto writes, “many states
[may] resist proposals to strengthen the nonproliferation end of the NPT bargain largely
because America and other nuclear-weapon states haven’t made satisfactory progress
towards nuclear disarmament. This consensus rests primarily on an argument about the
role of norms in international affairs: some states oppose NPT-plus measures not necessarily because they fear the nuclear-weapon states will use nuclear weapons against them, but
because of what accepting those measures would symbolize.”37 The issue of the NWS
fulfi lling their Article VI commitments has been a frequent point of contention at NPT
review conferences.38

35. Brazil’s refusal to sign an Additional Protocol is more complicated than this. Many analysts surmise
that Brazil is wary of allowing IAEA inspectors access to enrichment technology, the origins of which Brazil
may be trying to obscure.
36. Jeffrey W. Knopf, “Nuclear Disarmament and Nonproliferation: Examining the Linkage Argument,”
International Security 37, no. 3 (Winter 2012–2013): 92–132.
37. Grotto, “Why Do States That Oppose Nuclear Proliferation Resist New Nonproliferation Obligations?,” 1–2.
38. Rebecca Johnson, “The 2000 NPT Review Conference: A Delicate, Hard-Won Compromise,” Disarmament Diplomacy 46 (May 2000), http:// www.acronym.org.uk /46npt.htm.
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SECURITY GUARANTEES
A state may face potential existential security threats from nuclear or nonnuclear states.
Nonproliferation policies may be influenced by external security guarantees rather than
by capability for self- defense. In much the same manner as security assurances influence
state decisions on nuclear weapons acquisition, those external security guarantees may
similarly influence state nonproliferation policies. The logic may be thus: when external
threats are mitigated by a third party security guarantee, states may become more willing
to accept the risks from other states’ proliferation. An alliance member, who still bears
responsibility for supporting the regime, might shirk those responsibilities because of the
relative security provided by alliance membership. Even if the state is not fully implementing nonproliferation measures, there is little chance of blowback. Security guarantees
might work in the other direction, as well. Countries like Japan, that are in regions with
nuclear-armed competitors but are under the nuclear umbrella of a superpower, may be
freer to pursue policies in support of the nonproliferation regime. If a state can remove
potential nuclear threats from its security priorities, it has more flexibility in security
policymaking. The Obama administration incentivized compliant nonproliferation policies
by making explicit in the 2010 Nuclear Posture Review (NPR) a promise that states in good
standing with their NPT commitments would receive negative security assurances from
the United States, “The United States will not use or threaten to use nuclear weapons
against non-nuclear weapons states that are party to the NPT and in compliance with their
nuclear non-proliferation obligations.” 39

RESOURCE CONSTRAINTS AND ECONOMIC INTERESTS
Many nonproliferation efforts require states to expend or forgo economic revenue.
Implementing export controls, tightening and enforcing customs and border security,
supporting sanctions, and so on, all have economic consequences for the implementing
country.40 States may, “rationally calculate the material costs and benefits and fi nd that
the benefits (such as market access and the potential for technology transfer) outweigh
the costs.” 41 There may be “pressure to relax non-proliferation standards to pursue
export opportunities, or to debase a disarmament standard in order to provide business
to local industries.” 42 Resulting policies may reflect not only the economic burden a state
is prepared to accept (or not accept) but also its security situation; the threshold for
participation might be lowered if the state faces a threat and regime- strengthening
measures mitigate that threat.
Implementing measures like UNSCR 1540 may prove to be a challenging endeavor for
“many of the world’s developing states, some of which, even if they have the will to
39. U.S. Department of Defense, Nuclear Posture Review (2010): 15, www.defense.gov/npr/docs/2010
%20Nuclear %20Posture%20Review %20Report.pdf.
40. Richard T. Cupitt, Suzette Grillot, and Yuzo Murayama, “The Determinants of Nonproliferation Export
Controls: A Membership Fee Explanation,” Nonproliferation Review 8, no. 2 (Summer 2001): 69– 80.
41. Ibid.
42. Joseph Cirincione, ed., Repairing the Regime: Preventing the Spread of Weapons of Mass Destruction
(New York: Routledge, 2000), 20.
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[implement the resolution], lack resources. States particularly affected are those which are
not already parties to the relevant WMD treaties and do not therefore already have the
appropriate measures in place— and those which, although parties, have not fully implemented their obligations.”43 States may also be unwilling to take punitive actions toward
other states that do not threaten them and whose goods and ser vices they need. This is
often cited as a reason why countries like China and Russia oppose strong punitive actions
against Iran for its failure to fully cooperate with the IAEA and abide by UN resolutions.
How economic interests affect state decisionmaking is an important question. Whereas a
poor country like North Korea might be expected to profit any way it can from proliferation of WMD technology, what about wealthy countries like Germany and Switzerland who
have done so, as well? 44 Several questions are extant. How do we assess the economics of
nonproliferation policies? Are economics epiphenomenal of some of the other factors
discussed here?

SELF-INTEREST
Realists might consider the overarching question posed here as quite facile and simply
answered. States will act in ways that best protect their own security interest. Self-interest
potentially explains variability in policy choices because different aspects of initiatives
constituting the regime differentially affect states’ own interests. When considering nuclear weapons acquisition, states have only two self-interested routes— acquisition or
restraint. However, self-interest as it relates to support for global nonproliferation efforts
produces many different (and sometimes confl icting), complex paths states can follow
because of the simple reality that there are so many initiatives and instruments that constitute the regime. As Jayantha Dhanapala writes, threats to the regime “are as many as
they are deceptive— since they come clothed in the seductive garb of national interest and
realism.” 45

Conclusion
Too frequently analysts reduce the nonproliferation regime to the NPT. Understanding
states’ orientation to the NPT is an important matter. As Scott Sagan notes, “We know very
little about why different governments joined the NPT and how their interests and interpretations have shaped the patterns of their compliance behavior. [ . . . ] We should not
expect to fi nd that a state’s NPT status is related to its nuclear proliferation behavior in any
simple manner.” 46 However, the tendency to reduce the regime to the NPT overlooks the
43. Gabriel Oosthuizen and Elizabeth Wilmshurst, Terrorism and Weapons of Mass Destruction: United
Nations Security Council Resolution 1540, Chatham House, Briefi ng Paper BP 04/01, September 2004, 6, as quoted
in Lawrence Scheinman, ed., Implementing Resolution 1540: The Role of Regional Organizations (New York:
United Nations, 2008), 2.
44. Harold Müller, “Eu rope’s Leaky Borders,” Bulletin of the Atomic Scientists 49, no. 5 (June 1993): 27–29.
45. Jayantha Dhanapala, “The State of the Regime,” in Repairing the Regime, ed. Joseph Cirincione (New
York: Routledge, 2000), 20.
46. Scott Sagan, “The Causes of Nuclear Weapons Proliferation,” Annual Review of Political Science 17, no. 14
(March 2011): 225–244.
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insight that can be gained about state nonproliferation behavior if we examine other
instruments and take an expansive view of the regime. This has implications for both
scholars and practitioners. This paper is a call for further scholarly work in this area and
for policymakers to consider the motivations at work in states’ nonproliferation policies in
more depth.
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Nonstrategic Nuclear Weapons
Arms Control: Key Challenges for
the United States
Sarah Jacobs Gamberini 1

T

he Cold War era was characterized by the design, production, and deployment of significant nuclear arsenals by the United States and the Soviet Union. Since the dissolution of
the Soviet Union, these two countries have drawn down their nuclear arsenals with a specific
focus on reducing the threat posed by strategic weapon systems. As a nuclear-weapon-free
world is increasingly promoted, there will be a renewed focus on capturing a category of
nuclear delivery systems and warheads omitted from past U.S.-Russian arms control treaties:
nonstrategic nuclear weapons (NSNWs).2 These weapons were deliberately left out of earlier
rounds of nuclear arms control negotiations because of the many challenges associated with
NSNWs, including definitional challenges, transparency concerns, lack of proven verification
technologies, and allied concerns. These and other issues must be addressed before entering
into negotiation of a nonstrategic nuclear arms control treaty with Russia. Although there are
many ways to approach this multifaceted issue, this paper uses established U.S. policy and
provides a military analytical response.

Introduction
Since the end of the Cold War, the United States has participated in arms control initiatives
with Russia to rebalance the status quo of U.S.-Russia relations, address a perceived threat,
or gain a strategic advantage through transparency measures and weapons reductions.
Past U.S.-Russia nuclear arms control regimes largely focused on limiting longer-range
strategic weapons, whereas shorter-range systems and their associated weapons were

1. Sarah Gamberini is an analyst with Science Applications International Corporation (SAIC), supporting
the Oﬃce of Treaty Compliance within the Oﬃce of the Under Secretary of Defense for Acquisition, Technology, and Logistics. The research for this paper was completed as part of the Air Force Emerging Issues Study
“Non- Strategic Nuclear Weapons and Future Arms Control Negotiations: Issues for the Air Force,” in collaboration with Justin Anderson, Jeffrey Larsen, and Christina Vaughan. Ms. Gamberini would like to express
appreciation to CSIS, PONI, and the many reviewers for their support and recommendations on this paper. The
views expressed in this paper are entirely the author’s and do not represent those of SAIC or its government
clients.
2. Also referred to as TNWs.
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tabled for future negotiations because of the many challenges they presented. The Obama
administration’s interest in pursuing nuclear arms control agreements that move beyond
strategic delivery systems has raised the question of how to include NSNWs in an effective
and verifiable arms control regime.
NSNWs became an important item on the U.S. arms control and nonproliferation policy
agenda because of shared executive and legislative branch concerns regarding the
disparity—which many U.S. subject matter experts believe is significant—between U.S.
and Russian NSNWs stockpiles. The question of why the United States should seek arms
control on NSNWs is deeper than the policy level. At the strategic level there are numerous
reasons why the United States would want to address the vast disparity between the tactical arsenals of the United States and Russia. If the goal of the United States is to “go to zero,”
then, as our numbers diminish, the importance of each weapon becomes more heavily
weighted and any disparity becomes much more concerning.
It is imperative that any arms control negotiation is in line with the overarching
national policy. Negotiations should yield an outcome that is more broadly beneficial
beyond arms control. U.S. arms control negotiations must address a range of imperatives to include foreign policy goals, allies’ requests, and national security strategies. If
the United States views arms control as the path to address this imbalance with Russia,
then there will be numerous issues that the U.S. government must tackle prior to beginning formal negotiations. Specifically, the U.S. interagency process must fi rst be in agreement on a negotiation strategy and ultimate goals for a potential outcome of a treaty.
Additionally, Russia has on a number of occasions violated the letter and spirit of current
conventional and strategic arms control treaties and agreements, casting further doubt
on the level of Russia’s willingness to cooperate and comply with future agreements,
including one addressing NSNW. This paper provides an analysis of the challenges
facing future NSNW arms control negotiations from a military and national security
perspective.

Background
DEFINITIONAL CHALLENGES
Past U.S. and Russian nuclear treaty negotiators have declined to include NSNW in formal,
legally binding arms control agreements partly because of the diﬃculty and lack of consensus surrounding the defi nition of NSNW. In general, NSNW have lower-yield warheads
than strategic weapons do and are carried by shorter-range delivery systems. As discussed
in further detail below, the distinction between strategic and nonstrategic weapons is not
clear- cut in terms of range, yield, or other factors used to defi ne or distinguish different
types of nuclear forces.3

3. Amy F. Woolf, Nonstrategic Nuclear Weapons, CRS Report for Congress, January 3, 2014, 6–7, https:// www
.fas.org /sgp/crs/nuke/RL32572.pdf.
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This analysis uses the term NSNWs as a catch-all to refer to the type of system and
warhead that the United States would like to include in the next round of nuclear arms
control negotiations. Since the end of the Cold War, Washington and Moscow have focused
their nuclear arms negotiations on long-range strategic systems such as ICBMs, SLBMs, and
heavy bombers.4 This focus left a number of nuclear- capable delivery systems and weapons outside negotiations and agreements. This analysis uses the term NSNWs to refer to
both the nuclear- capable delivery systems and payloads not included in any U.S.-Russia
negotiated agreement or ratified treaty.
Developing a specific defi nition to capture all of these U.S. and Russian “tactical” or
“nonstrategic” weapons proves challenging because of the broad range of warheads and
means of delivery covered by this broad defi nition. Nevertheless, attempting to defi ne
NSNWs provides valuable context for a number of the key issues that must be addressed
within a potential future round of nuclear arms control negotiations.

Range
Previous arms control agreements, such as the Treaty between the United States of America
and the Union of Soviet Socialist Republics on the Elimination of Their Intermediate-Range
and Shorter-Range Missiles (INF Treaty) and the New Strategic Arms Reduction Treaty (New
START Treaty, or NST), developed defi nitions of nuclear delivery systems using range (i.e.,
maximum distance from delivery system launch to warhead impact).5 The INF Treaty’s
defi nition of “intermediate-range” is 500–5,000 kilometers, and New START Treaty’s defi nition of “strategic delivery systems” are those with more than a 5,000-kilometer range, effectively leaving delivery systems with less than a 500-kilometer range in an undefi ned third
category. Attempting to use those under 500-kilometer range as a means to defi ne NSNWs,
however, is problematic. For example, gravity bombs designated for a battlefield role, and
with lower yields relative to “strategic” weapons, are often viewed as NSNWs despite a clear
range capability. Also, dual capable aircraft (DCA) or bombers equipped with nuclear warheads are capable of extending range of flight with in-air refueling, which can allow them to
match the range of strategic nuclear forces. Though they are no longer part of NATO defense
strategy, comprehensive negotiations on NSNWs may also wish to address other munitions,
such as nuclear land mines and nuclear depth charges, which cannot be defi ned by range.

Role
Even during the Cold War, the United States and the Soviet Union had diﬃculty finding language to classify weapons that fell outside of their respective strategic triads. Strategic delivery systems—in many cases armed with large warheads—were designed to quickly strike
and devastate a broad range of distant enemy targets to include military bases, command and
4. Ibid.
5. U.S. DOS, The Treaty between the United States of America and the Union of Soviet Socialist Republics on
the Elimination of Their Intermediate- Range and Shorter- Range Missiles (INF Treaty) (Washington, DC: U.S. DOS,
1987); U.S. DOS, The Treaty between the United States of America and the Russian Federation on Mea sures for the
Further Reduction and Limitation of Strategic Offensive Arms (New START Treaty) (Prague: U.S. DOS, 2010).
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control facilities, and transportation hubs in an effort to paralyze and defeat an entire enemy
state rather than have a battlefield effect on field enemy forces such as armor formations.
The distinction between strategic and tactical systems had some value in distinguishing between systems such as nuclear artillery and ICBMs, which played different roles in
national strategy and military options. This distinction was diﬃcult to make with other
delivery systems. For example, Soviet and U.S. submarines with relatively short-range
missiles could get close to enemy shores for the purpose of attacking military formations or
“strategic” targets. Similarly, the United States considered some of its intermediate-range
missiles as nonstrategic, even though their deployment abroad placed them in range of
many strategic targets.6
This connection between range and mission has become even more complicated after
the Cold War, as both the United States and Russia have retired many of their short- and
intermediate-range weapons, further blurring the distinction between strategic and tactical
purposes.7 Furthermore, the Russian Federation has viewed the distinction between “nonstrategic” and “strategic” nuclear forces as an artificial one and not applicable to the challenges of defending its homeland. Qualitatively distinguishing weapons based on capabilities
is generally diﬃcult to negotiate and has not been a desirable track for arms control because
of the inherent constrictions it places on uses and technological development.

Yield
As many NSNWs are relatively smaller than other nuclear warheads, yield may appear to
offer one avenue for distinguishing between NSNWs and strategic weapons. But this approach poses several problems. Information on yield is closely guarded and often classified. The sensitivity of this matter would likely complicate negotiations if yield was used as
the defi ning criterion. An additional problem posed by yield is that the destructive effect of
a nuclear weapon can vary depending on how it is detonated. Moreover, given the variety
of types of NSNWs and delivery systems, the yields of these weapons might vary so much as
to make this type of designation useless for readily distinguishing NSNWs from other
nuclear weapons.8

Delivery Systems
The structure for arms limitation in NST and INF focused on certain types of delivery
systems. For nonstrategic weapons, this presents a challenge because many of the delivery
vehicles employed to carry lower-yield weapons are dual-use conventional and strategic
systems. This brings forth several issues when attempting to establish defi nitions for arms
control purposes. Creating a verification system that could identify whether a system is
used solely for conventional or nuclear functions would be extremely challenging to create
6. Woolf, Nonstrategic Nuclear Weapons, 6.
7. Ibid., 7.
8. Russia, Pakistan, and other countries have numerous types of delivery systems, whereas the United
States only has the DCA.
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and implement. Also, some dual-use systems are already captured in conventional arms
control agreements— such as the U.S. DCAs under the Treaty on Conventional Armed Forces
in Eu rope (CFE). This could lead to double counting of systems under different treaties, an
outcome likely unacceptable to the United States or Russia.

PAST ATTEMPTS TO CAPTURE NSNWS
There have been no successful legally binding agreements addressing or limiting NSNWs.
In 1991, President George H. W. Bush announced a unilateral pledge to substantially reduce
and limit the U.S. tactical nuclear arsenal, which included the withdrawal and elimination
of all ground-launched, short-range weapons deployed overseas and the destruction of
existing stockpiles of NSNWs. President Bush invited the Soviet Union to reciprocate. In
turn, Soviet president Mikhail Gorbachev responded with his own declaration that the
Soviet Union would eliminate all nuclear artillery munitions, remove short-range missile
nuclear warheads and nuclear mines, and remove naval weapons from deployment to a
central storage location. In 1992, new Russian president Boris Yeltsin upheld and expanded
these pledges to include the elimination of one-third of all sea-based TNWs and half of all
ground-to-air nuclear missile warheads.9 These declarations were called the Presidential
Nuclear Initiatives (PNIs). This seemingly convivial pledge was largely applauded at the
time, but the absence of an effective verification mechanism limited confidence in the
extent and permanence of these measures.

A CONTINUED ARMS CONTROL PRIORITY
Including NSNW in a future round of negotiations with Russia is a stated U.S. arms control
priority. NSNW have been discussed since the beginning of the Obama administration and
were even highlighted in President Obama’s 2009 Prague speech.10 In this speech on the
future of nuclear weapons, President Obama mentioned that the United States would take
steps toward a world without nuclear weapons, set the stage for further cuts beyond NST,
and reduce the role and size of the U.S. nuclear arsenal.11 During congressional negotiations and debate on NST, many U.S. representatives voiced concern that the treaty omitted
shorter-range nuclear weapons from limitation.12 As a result, Congress’s ratification of
NST included a requirement that the U.S. government take steps to address the significant
numerical disparity between United States and Russian NSNWs.13
In the years since NST entered into force, Obama administration oﬃcials have repeatedly stated that it is a priority for the U.S.-Russia policy agenda to include NSNWs in future
rounds of nuclear arms control. Assistant Secretary of State for Arms Control Verification
9. “The Presidential Nuclear Initiatives (PNIs) on Tactical Nuclear Weapons at a Glance,” Arms Control
Association, August 2012, http:// www.armscontrol.org /factsheets/pniglance.
10. Barack Obama, “Remarks by President Obama,” White House, Oﬃce of the Press Secretary (speech,
Prague, Czech Republic, April 5, 2009).
11. Ibid.
12. Senate Foreign Relations Committee, “New START Treaty Resolution of Advice and Consent to Ratification,” (c)(11).
13. Ibid.
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and Compliance Rose Gottemoeller, for example, outlined the necessity for future NSNWs
arms control talks in an April 2011 speech at the U.S. Naval Academy. She called for increased transparency on NSNWs in Eu rope, while also acknowledging the complex challenges associated with verifying nonstrategic warheads.14 The Russian Federation has
unequivocally stated it has no interest in discussing NSNWs reductions unless the United
States meets a range of preconditions, such as limiting U.S. missile defense capabilities,
removing all U.S. tactical weapons from Eu rope, and dismantling U.S. nuclear infrastructure in Europe— all of which are nonstarters for the United States and its allies.
With other U.S.-Russian foreign policy issues taking center stage, the prospect of successfully negotiating a new bilateral nuclear arms control agreement with Russia is unpromising
during the remainder of the Obama administration. Nevertheless, if the U.S. government
pursues an arms control agreement on NSNWs, it must understand the many risks and great
complexity of verifiably reducing these types of weapons. Many problems must be solved
prior to negotiations, and the U.S. government’s mind-set in addressing these challenges
cannot be focused on simply getting Russia to the table, although this alone would be a feat.
The United States must understand the security concerns these weapons pose in order to
effectively communicate to the Russians the benefit of not having them.

Nature of the Problem
In contrast to NST, which was largely constructed out of language and concepts from
the Strategic Arms Reduction Treaty (START) and other previous strategic nuclear arms
control negotiations, there are no preexisting templates for an NSNWs arms control
agreement or a verification regime. It is true that the United States has devoted time and
effort to studying several of the scientific and technical issues associated with a notional
NSNWs verification regime, but it is far from prepared to negotiate an agreement with
another state, particularly when such an agreement would also affect a number of third
party states.
The United States retains a relatively small number of nonstrategic weapons deployed
in Eu rope and has already significantly reduced this number since the end of the Cold War.
The United States currently has one type of delivery system for these warheads, fighterbombers known as the DCAs: F-15 and F-16 variants equipped to carry B-61 gravity bombs.
Nuclear weapons are a critical part of NATO’s nuclear alliance and extended deterrence by
means of nuclear-sharing arrangements. NATO allies actively participate to meet the
requirement of allied aircraft carry ing U.S. weapons in the event it is required to launch
nuclear sorties against an enemy. NSNWs on the DCAs are at the heart of the alliance.
The Russian Federation, on the other hand, has multiple NSNWs delivery systems,
including ground, sea, and air, as well as thousands of warheads and multiple storage areas

14. Rose Gottemoeller, “Remarks at the United States Naval Academy” (speech, Annapolis, MD, April 20,
2011), http:// www.state.gov/t /avc/rls/161470.htm.
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throughout its vast territory. Though the precise number is not known, some analysts
estimate Russia may have up to 4,000 warheads for nonstrategic delivery systems, with
about 2,000 in multiple storage areas throughout the country.15 It is thought that Russia
has an active production regime and that they continue to produce significant numbers of
warheads to replace the retired warheads for both short- and long-range delivery systems.16 Even if production is not at the rate of retirement, any increase in warhead numbers could further complicate the disparity between the two countries.
This disparity makes equitable arms control a diﬃcult task. Among other challenges,
any effort to capture Russian naval NSNWs delivery systems—a capability no longer present in the U.S. arsenal— can be expected to prompt Russian requests that U.S. naval assets
also be subject to inspections under a future NSNWs arms control verification regime.
Russia, for example, would request inspections to confi rm that the United States has indeed
retired its Tomahawk Land Attack Missile-Nuclear Variant (TLAM-N), which was the last
U.S. nuclear submarine- delivered NSNW.17 Forcing additional treaty implementation and
compliance obligations on the U.S. Navy in the form of intrusive inspections would be
costly, and would unnecessarily expose the U.S. Navy to operational security concerns. All
of these things will have to be considered by the United States if movement is to be made on
a treaty or agreement.
Adding further complexity to this challenge, tactical weapons are an important part of
Russia’s current geopolitics and military strategies. A 2009 Russian operational exercise
simulated a defense against an invasion of western Russia launched by forces in Eastern
Eu rope that concluded with the simulated use of Russian NSNWs against “enemy” targets
in Poland.18 Russia sees its NSNWs arsenal as a critical force multiplier for its conventional
forces within attempts to establish a strategic balance with NATO. Convinced it is at a
serious conventional disadvantage with regard to the NATO alliance, Moscow has long
insisted that NSNWs cannot be considered in isolation from other types of military forces
and that any negotiations on NSNW must address this perceived imbalance.19 Notably, the
2010 New Russian Military Doctrine states, “The Russian Federation reserves the right to
utilize nuclear weapons in response to the utilization of nuclear and other types of weapons of mass destruction against it and (or) its allies, and also in the event of aggression
against the Russian Federation involving the use of conventional weapons when the very

15. James N. Miller, “Statement of Dr. James N. Miller Principal Deputy Under Secretary of Defense for
Policy Before the House Committee on Armed Ser vices” (prepared statement, House Armed Ser vices Committee, November 2, 2011), 2, http://armedservices.house.gov/index.cfm /fi les/serve?File _id=faad05df-9016 -42c5
-86bc-b83144c635c9.
16. Hans M. Kristensen and Robert S. Norris, “Russian Nuclear Forces, 2013,” Bulletin of the Atomic
Scientists 69, no. 3 (May 2013): 71– 81, http:// bos.sagepub.com /content /69/3/71.full.pdf.
17. U.S. DOD, Nuclear Posture Review Report (Washington, DC: U.S. DOD, 2010), 28.
18. Matthew Day, “Russia ‘simulates’ nuclear attack on Poland,” Daily Telegraph, November 1, 2009,
http:// www.telegraph.co.uk /news/worldnews/europe/poland /6480227/Russia-simulates -nuclear-attack-on
-Poland.html.
19. Anatoly Diakov, “Verified Reduction of Non-Strategic Nuclear Weapons,” Center for Arms Control,
Energy, and Environmental Studies at MPIT, February 18, 2011, 4, http:// www.armscontrol.ru /pubs/diakov
-20110218 -verified-reduction-of-nsnw.pdf.
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existence of the state is under threat.”20 Russia has stated that these weapons are to be used
as a legitimate tool of war to “de- escalate an aggression” even in response to a conventional
confl ict.21 This implication that Russia reserves the right to engage in fi rst use of nuclear
weapons if it feels its territory is under threat highlights its acute sense of vulnerability in
the region. Such divergent thinking on the role and use of these types of weapons will
make negotiations even more complex.
For these reasons, any potential arms control treaty that seeks equal numbers will run
into the problem of the vast differences between the two countries’ arsenals. If common
ceilings were imposed on each side’s number of warheads or delivery vehicles, Russia
would be forced to make much sharper cuts in their arsenal than the United States would
because the United States has already taken dramatic unilateral cuts since the early
1990s.22 Even an agreement that called for reductions by a common percentage would
have a similar result because of the imbalance currently in Russia’s favor, as well as the
key role these weapons play in its defense doctrine.

Key Challenges
Though NSNW is a U.S. priority for arms control with Russia, it is also a global issue.
NSNWs are a security concern for key U.S. allies and are central to extended deterrence.
Russia has repeatedly asked the United States to withdraw its NSNWs and associated infrastructure from Eu rope, insisting that such a move would constitute a necessary precondition for Russia to even discuss this issue, let alone consider moving or reducing its current
NSNWs arsenal. If the United States complies with Russia’s demands and unilaterally
withdraws its NSNWs from Eu rope, it will take away any incentive for Russia to accept
arms control terms. It is crucial to take into account the broader nuclear deterrence strategy with NATO and other allies, and the future of extended deterrence elsewhere.
NSNW are fundamentally different from strategic nuclear weapons. NSNW arms control must focus on warheads, which are at the root of the disparity issue between the U.S.
and Russian NSNWs arsenals. The main concern, and likely one of the larger challenges,
will be verifying non- deployed warheads in storage facilities. No previous agreement has
focused on warheads; doing so will bring forward a range of issues and challenges that
must be addressed prior to substantive talks.23 Three key problem sets include, but are not
limited to, (1) questions on transparency, (2) requirement to design a new verification
regime, and (3) allied concerns.

20. New Russian Military Doctrine, III (22), February 5, 2010, http://carnegieendowment.org /fi les/2010russia
_military_doctrine.pdf.
21. Stephen A. Blank, “Undeterred: The Return of Nuclear War,” Georgetown Journal of International Affairs
(Summer/Fall 2000): 58, http:// journal.georgetown.edu /wp -content /uploads/1.2-Blank .pdf.
22. Woolf, Nonstrategic Nuclear Weapons, 10.
23. Although START III and INF both talked about NSNWs, neither dealt with warheads nor did they
attempt to tackle the warhead storage challenge.
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TRANSPARENCY
Transparency on NSNWs is the logical and necessary fi rst step before any future arms
control agreement can be negotiated. Seeking transparency can serve to build trust among
parties and iron out some of the details about how the countries go about future reductions
and verifications.
To date, neither the United States nor Russia have publicly disclosed the numbers or
locations of their nonstrategic nuclear warheads and associated delivery systems. Despite
this, it is well known that Russia has more warheads and types of delivery systems.24
Because of this disparity, it may be an issue that Russia would be unwilling or reluctant to
share these data as it may appear that Russia is carry ing the sole burden of the
arrangement.
The United States and Russia would also need to agree on the level of transparency
granted for a verification regime and for any treaty-mandated information exchanges.
Would the two sides agree to exchange information on their full arsenals across all locations including deployed, non- deployed, stockpiles, and those in the dismantlement queue?
Would these data be subject to regular updates via notifications and additional data exchanges? What confidence could the sides have in the data absent an inspection regime?
The United States will have to decide what it is comfortable sharing and what Congress
would request in order to meet its NST call from 2010, “to address the disparity between
the non-strategic (tactical) nuclear weapons stockpiles of the Russian Federation and of the
United States and to secure and reduce tactical nuclear weapons in a verifiable manner.”25
Anytime the United States participates in military data sharing, there are risks as to
how secure the information will remain once shared with a treaty partner. Specifically,
there continue to be large trust issues when dealing with Russia. Furthermore, negotiating
transparency terms in a post-9/11 world brings a number of additional concerns about
what would happen if the data of quantity and location of our nuclear arsenals fell into the
wrong hands. Ultimately, the United States must evaluate past experiences of sharing
information with Russia and decide whether the benefit of acquiring these data outweighs
the possible cost of sensitive U.S. data being leaked.
If the United States and Russia cannot immediately agree to exchange this type of
information on current systems publicly, one option would be to consider exchanging
information on data related to retired and dismantled warheads privately—in other words,
exchange information based on the work completed as part of the PNIs.
Because any negotiations on sharing information on U.S. NSNWs is likely to include
discussion on weapons stored on allied territory, any exchange would have to be in close
consultation with NATO. It is likely that some of our allies may not want locational information or other details about these weapons revealed. The information about U.S. nuclear
24. Woolf, Nonstrategic Nuclear Weapons, 10.
25. Senate Foreign Relations Committee, “New START Treaty,” (C)(11).
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locations in Eu rope is conventional wisdom but remains classified. Maintaining a level of
secrecy about specifics is beneficial to the security of these systems. Deliberately choosing
not to disclose the locations of these weapons also allows U.S. allies a “fig leaf” and a measure of plausible deniability that may be needed at the domestic level. Some members of
the U.S. national security community are hesitant to either share this information with
Russia or make it public because of data management, physical safety, and alliance management concerns.

VERIFICATION
There is no existing treaty template for warhead verification of strategic or nonstrategic
warheads. Previous nuclear arms control agreements used national technical means and
on-site inspections for verification. Nuclear warheads, as opposed to delivery vehicles that
have been the de facto unit of account in NST and INF, are relatively small and therefore
easier to hide. Warheads are harder (both physically and from an information protection
standpoint) to verify than delivery vehicles are. Developing a verification regime to ensure
accuracy of data exchanges, which may include on-site inspections of warhead storage
areas and production and elimination facilities, would bring significant challenges regarding the disclosure of sensitive information about nuclear weapon design and security. A
successful verification regime will likely require the U.S. government to develop and test
new technologies and procedures to address the unique challenges that NSNWs present.
When dealing with warheads, the United States would have to consider how to securely
approach methods to account and verify warheads to both sides’ satisfaction without
giving away highly protected details of how they are made and maintained. The United
States has already developed and employed shrouding techniques under the auspices of
NST to verify weapons deployed on delivery systems. But the United States will still need to
assess the feasibility of shrouding when it comes to NSNWs and identify what procedures
would be needed to protect sensitive information. Under NST, the only data that can be
confi rmed are the number of shrouded objects atop a delivery vehicle and whether or not
they are nuclear (with this confi rmation made via means that do not require removing the
shroud).26 Also under NST, buildings are subject to inspections if an entrance to a building
is large enough for a treaty-limited delivery vehicle to enter it.27 If the same rule was
applied to nuclear warheads—which are much smaller by comparison—virtually any
facility could be subject to intrusive inspections. This puts forward the issues associated
with proving an absence because these warheads could easily be hidden or moved during
on-site inspections. There are huge trust issues at play that could plague an arms control
regime.
In the past, confidence-building measures between the United States and Russia have
sought to enhance transparency when accounting for warheads. The joint 1989 USSR-U.S.

26. U.S. DOS, The Treaty between the United States of America and the Russian Federation on Mea sures for
the Further Reduction and Limitation of Strategic Offensive Arms (New START Treaty), part five, section IV, 15.
27. Ibid., 14.
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Black Sea Experiment showed how a state could use neutron detection equipment to verify
the number of warheads aboard a ship from a distance of more than 3 meters.28 This
experiment established a precedent for warhead verification that the United States and
Russia could draw upon for negotiations on NSNW verification. Also, the Department of
State’s Arms Control, Verification, and Compliance Bureau (AVC) has prioritized institutionalizing verification methods that ensure chain of custody and protection of restricted
data.29 The U.S. government has identified approval of “information barriers” as a critical
need for an agreement governing nuclear weapons not included within an existing verification regime.30
The DOS and members of the academic and nongovernmental communities have
started to look at new technology and offer suggestions on how to approach future verification for nonstrategic warheads.31 These ideas may prove valuable and may be considered
during future negotiations. Even if all the technical challenges of verification are resolved
prior to negotiations, both sides must also demonstrate the political will to negotiate. To
date, this remains conspicuously absent on the Russian side.

ALLIED CONCERNS
NSNWs in Eu rope are critical to U.S. extended deterrence strategies and to the assurance of
a number of key U.S. allies. With regard to NATO, for example, NSNWs serve not only to
deter potential enemies of the alliance; they are also central to its cohesion as a nuclear
alliance. Tactical weapons on DCAs provide a visible presence with flexibility that our
strategic arsenal lacks. It is true that U.S. bombers provide strategic flexibility to reach
tactical targets, but DCAs are located in the battlefield of Eu rope and send a clear message
that NATO is a nuclear alliance.
NATO aﬃ rmed in 2012 that it will remain a nuclear alliance, and NSNWs are fundamental to the nuclear sharing that makes this possible.32 The United Kingdom’s ballistic
missile submarine (SSBN) fleet and the U.S. strategic nuclear forces could continue to
provide NATO with nuclear capabilities if NSNWs were withdrawn from Eu rope, but they
represent nuclear forces from outside mainland Eu rope, and their operations would not
directly involve other NATO states. At the operational level, U.S. NSNWs are the only part of
the NATO deterrent that involves direct cooperation between members of the alliance.
When the United States retired its nuclear-armed sea-launched cruise missile, it promised that it could maintain deterrence through the use of fewer, but more modern,
28. S. T. Belyaev, V. I. Lebedev, B. A. Obinyakov, M. V. Zemlyakov, V. A. Ryazantsev, V. M. Armashov, and S. A.
Vochinin, “The Black Sea Experiment: The Use of Helicopter-Borne Neutron Detectors to Detect Nuclear Warheads in the USSR-U.S. Black Sea Experiment,” Science and Global Security 17 (2009): 186, https:// www.princeton
.edu /sgs/publications/sgs/archive/17-2-3 -BlackSea-various.pdf.
29. “Verification Technology Research and Development Needs,” May 6, 2013, 12–16, http:// www.state.gov
/documents /organization /216413.pdf.
30. Ibid., 3.
31. Ibid.
32. “Deterrence and Defense Posture Review” (press release, NATO Oﬃcial Text, May 20, 2012).
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weapons. In addition, the 2010 U.S. NPR pledged that the United States would maintain the
ability to forward deploy nuclear weapons via bombers and DCAs.33 It is hard to see the
United States defaulting on these promises to its allies.

WIDE-RANGING VIEWS OF U.S. ALLIES
United Kingdom and France
The United States, the United Kingdom, and France are the three members of NATO that
retain nuclear capabilities, although they do not all participate equally in terms of nuclear
forces within the alliance. The United Kingdom has already retired its DCAs but maintains
its submarines within NATO.34 France, on the other hand, has its own independent nuclear
capability and it places a premium on retaining it independently without pressure from
other Eu ropean states to disarm. France is opposed to any change in NATO nuclear policy
and will likely continue to support the status quo of a nuclear NATO as long as it can continue to retain its current capabilities. Among these three allies there is agreement that
the current arrangement, although far from perfect, is the best current option for the
alliance.35

Germany and the Low Countries
Germany, the Netherlands, and Belgium have evolving positions on NSNWs. Although they
aﬃ rmed that NATO remains a nuclear alliance, they are reevaluating their role in that
alliance. Germany has publicly announced that it will not replace its nuclear capable
delivery system, the “Tornado” DCA, once it is retired in 2015. It agrees to remain a part of
the NATO nuclear alliance and will continue to host for the time being, but will not participate by providing systems of its own. Former German foreign minister Guido Westerwelle’s political party, the Free Democratic Party (FDP), successfully pressed for a plank in
the coalition’s platform calling for an early end to U.S. nuclear weapons deployments in
Germany.36 This raises concern about whether or not the Dutch and the Belgians will also
change their positions on sharing the nuclear burden. Belgian political figures have called
for Belgium to join Germany in asking NATO to remove all NSNWs from Europe.37 In
33. U.S. DOD, Nuclear Posture Review Report, 32.
34. “Operational Selection Policy OSP11: Nuclear Weapons Policy 1967–1998,” United Kingdom National
Archives (November 2005), 11, http:// www.nationalarchives.gov.uk /documents/information-management /osp11
.pdf.
35. David Yost, “U.S. Extended Deterrence in NATO and North-East Asia,” Perspectives on Extended
Deterrence (March 2012): 17.
36. Gregg Benzow, “Westerwelle Repeats Call for Withdrawal of NATO Nuclear Weapons,” DW, November
11, 2010, http:// www.dw.de/westerwelle -repeats -call-for-withdrawal-of-nato -nuclear-weapons/a-6219878 -1.
37. In early 2010 Willy Claes, former Belgian foreign minister and NATO secretary-general, signed a
statement with other leading Belgian political fi gures calling on Belgium to join Germany in asking NATO to
remove U.S. NSNWs from Eu rope. As the statement said, “The Cold War is over. It’s time to adapt our nuclear
policy to these new circumstances. U.S. NSNW in Eu rope have lost all military importance.” Quoted in Johan
Bergenas, Miles Pomper, William Potter, and Nikolai Sokov, “Reducing and Regulating Tactical (Non-Strategic)
Nuclear Weapons in Eu rope: Moving Forward?” (paper prepared for the Finnish Ministry for Foreign Affairs,
James Martin Center for Nonproliferation Studies, Monterey Institute of International Studies, April 2010), 8.
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addition, states like Belgium or the Netherlands might retire their F-16 DCAs without
replacement if the NATO DCA mission is removed.38

Eastern Europe and the Baltic States
Eastern Eu ropean countries are genuinely concerned about Russia. Their concern is not
unfounded, given Russia’s recent militarism and provocation in eastern Ukraine. However, Russia’s 2014 invasion of Crimea and the ineffec tiveness of NATO to deter such
actions may indicate the irrelevance of these nuclear weapons in Eu rope. Nevertheless,
Eastern Eu ropeans have been the strongest proponents of keeping NSNWs in Eu rope.39
One of their main arguments is that Russia may maintain a nuclear arsenal in the Russian exclave Kaliningrad, near Poland and Lithuania. Eastern Eu ropean countries are
concerned about the possibility that NATO will decide to remove all NSNWs from the
region, while Russia maintains an arsenal nearby. Senior leaders of Baltic states, Poland,
and the Czech Republic continue to express their desire to retain this capability for their
countries’ assurance.40

Turkey
Turkey increasingly sees itself as independent from both the European Union and its
neighbors to the east. Polling data show that the Turkish public is willing to consider
developing its own independent nuclear capability.41 However, it does not appear likely
that Turkey would attempt to develop a nuclear capability especially as the Turkish government has not publicly expressed a desire to pursue an independent nuclear deterrent.
Within NATO, for example, Turkey does not take part in nuclear-sharing arrangements. Its
air force fl ies F-16s, but the planes are not certified for nuclear missions. According to
public opinion data, Turkish citizens desire their country to flex its muscles as a regional
power not beholden to any state or alliance. This indicates that many in Turkey are ambivalent with regard to their role within NATO as a nuclear alliance.

Extended Deterrence beyond NATO
Although these weapons were once viewed as a battlefield weapon and some question
their usefulness in a post– Cold War era, NSNWs continue to play a significant role in
extended deterrence and assurance globally. The U.S. nuclear umbrella extends to other
regions of the world, not just to our allies in Eu rope. If the United States participates in
38. Malcolm Chalmers and Simon Lunn, “NATO’s Tactical Nuclear Dilemma,” Royal United Ser vices
Institute Occasional Paper (March 2010): 2, https:// www.rusi.org /downloads/assets/NATOs _Nuclear_Dilemma
.pdf.
39. Lukasz Kulesa, ed., “The Future of NATO’s Deterrence and Defence Posture: Views from Central Eu rope,”
Report of the Polish Institute of International Affairs and the Nuclear Security Project (December 2012): 7.
40. George Perkovich, “Like Wedding Rings or Euros? Nuclear Weapons in Eu rope,” Policy Outlook,
Carnegie Endowment, December 14, 2011, 3.
41. “Conditional Support for Nuclear Armament,” Centre for Economics and Foreign Policy Studies
(EDAM), 2012, http:// www.edam.org.tr/Media /Files/90/Edam20126Survey1.pdf.
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NSNWs reductions, the impact of this decision may affect the credibility or flexibility
of U.S. extended deterrence strategies in the eyes of our non-NATO allies. In Asia, the
United States has a long- standing commitment to Japan in the form of the U.S.-Japan
Security Pact.42 In 2009, then secretary of state Hillary Clinton made a trip to Japan,
publicly proclaiming that the commitment to defend Japan was solid, and included
defending Japan “through the full range of U.S. military capabilities, both nuclear and
conventional.” 43 Commitments made in the 2010 U.S. NPR reaﬃ rmed that the United
States will maintain a forward deployable nuclear capability for the extended deterrence and assurance of its East Asian allies.44 If other allies require a visible presence to
protect them, the NSNWs on the DCAs are all we have left to offer now that the TLAM-N
has retired.

Conclusion
The Obama administration and the Senate, through its NST advice and consent, have made
clear that a U.S. policy priority is to address the current disparity between the U.S. and
Russian NSNWs arsenals. One possible way to do this is through an arms control regime.
Still, there are significant challenges that the United States has not even begun to address.
The United States is undecided on how it can exchange information with a reticent Russia,
or how much transparency would be “enough” for a notional future NSNWs agreement.
The United States will also have to determine how to create a new verification regime that
will broadly differ from earlier arrangements concluded under START and NST. There is
currently no viable on-site verification technology to count warheads—a significant problem for a future regime that will likely treat these warheads as the basic unit of account for
the treaty. In addition, the United States would need to take care to ensure that any arms
control arrangement did not have a negative impact on its current extended deterrence
strategies. The United States relies on NSNWs as a unique political and military asset for
extending deterrence to its NATO allies in a manner that ensures a number of allies directly participate in strategizing and training for nuclear missions. If the United States
moves or eliminates U.S. NSNWs from Europe, it changes the current basis of our extended
deterrence. It may also detrimentally affect U.S. participation in extended deterrence
elsewhere.
In addition to the challenges the United States will face when pursuing an arms control
agreement on NSNWs, there will be a larger issue of forcing a shift in the accepted doctrine
on the use of these weapons. If Russia continues to modernize its force and consider NSNWs
as aligned with its ready conventional forces, it will be diﬃcult or impossible to convince
Moscow to engage in serious talks on future reductions. There likely needs to be a tectonic
42. Ministry of Foreign Affairs of Japan, Treaty of Mutual Cooperation and Security between Japan and
the United States of America (Washington, DC: 1960), http:// www.mofa.go.jp/region /n -america /us /q& a /ref /1
.html .
43. State Department Oﬃce of the Media Spokesperson, “Joint Statement of the U.S.-Japan Security Consultative Committee,” June 21, 2011, http:// www.state.gov/r/pa /prs/ps/2011/06/166597.htm.
44. U.S. DOD, Nuclear Posture Review Report, 32.
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shift in thinking on the use and function of these weapons prior to serious negotiations on
an NSNWs arms control agreement.
The United States should only enter into arms control agreements that enhance U.S. and
allied security and are effectively verifiable. As such, it is critically important that the U.S.
government understand the risks and complexity of verifiably reducing NSNWs as it considers arms control agreements covering NSNWs.
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MAGIC- MISSILE: A Monte Carlo
Simulation of Strategic Nuclear
Exchanges
Edward Geist1

D

uring the Cold War, both U.S. and Soviet researchers relied heavily on mathematical
models to make policy recommendations about how best to achieve strategic objectives.
Investigators on both sides of the Iron Curtain generally believed that their enemies shared
their analytical assumptions; however, since the collapse of the USSR in 1991, materials have
come to light indicating that Soviet analysts utilized qualitatively different methodologies than
their U.S. counterparts did. These sources reveal that, because of these differences, U.S. strategic forces telegraphed radically different messages to Moscow than those Washington intended to send. In order to investigate the strategic implications of such differing analytical
premises, we have developed MAGIC-MISSILE, an extensible, customizable computer simulation of nuclear exchanges. MAGIC-MISSILE utilizes Monte Carlo methods to enable the flexible
substitution of qualitatively different technical assumptions about weapons systems performance and target survivability. Although originally intended for historical case studies contrasting Soviet thinking with Western analyses, the program can also be used to explore how
potential adversaries might perceive future U.S. force postures. This paper describes the
historical problem that inspired the development of MAGIC-MISSILE, elucidates the theory
behind its operation, characterizes its technical implementation, and, finally, offers a notional
example of its output.

Introduction
During the Cold War, Soviet military methods of assessing the possible course and outcome
of a nuclear exchange differed qualitatively and quantitatively from those of their U.S.
counterparts. Before the end of the Cold War, Westerners could only speculate about Soviet
techniques for assessing the nuclear strategic balance. In recent years, sources have come
to light providing concrete data about the Soviet approach to questions such as missile
accuracy and silo vulnerability. These documents tell a cautionary tale about how differences of opinion regarding these seemingly minor technical details can make the world a
1. Edward Geist is Stanton Nuclear Security Fellow at the RAND Corporation.
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more dangerous place by causing governments to misconstrue their enemies’ strategic
intentions.
During the 1960s, the USSR conducted extensive research on the vulnerability of its
ICBM silos against nuclear attack, testing actual missiles and silos against large conventional explosions. The results convinced Soviet researchers that silos were much more
vulnerable than U.S. researchers generally believed. The Soviet scientists assumed that
their U.S. counterparts had come to the same conclusion. However, satellite reconnaissance
photos showed that the Minuteman silos, then under construction, lacked features the
Soviets considered essential for survivability. Drawing what struck them as an obvious
conclusion, the Soviets determined that Minuteman must be an oruzhiia pervogo udara— a
“fi rst-strike weapon.”2
This conclusion helped convince Soviet decisionmakers to field fi rst-strike weapons of
their own, much to Washington’s alarm. The Soviet Union’s nuclear strategy at the time
emphasized the pursuit of preemptive strike options. In order to pursue these, it developed
and fielded the heavy, MIRVed SS-18 ICBM to destroy the Minuteman ICBMs before they
could attack the USSR.3 When the new missile appeared in the mid-1970s, it caused considerable consternation in the United States and stoked increasingly dangerous superpower tensions. Some U.S. observers warned that the new missiles were shifting the
nuclear strategic balance in the USSR’s favor, and that the United States now faced a “window of vulnerability” that the Kremlin could exploit to further its geopolitical goals.4 The
progressive breakdown of Détente and the Soviet invasion of Afghan istan in 1979 helped
reinforce perceptions that the USSR had become more aggressive, and the United States
responded with an increasingly adversarial stance toward Moscow. U.S. steps to update its
own nuclear arsenal, such as the development of the MX ICBM and Pershing-II MRBM, in
turn reinforced the Soviet leaders’ perception that the United States might attempt a fi rst
strike on the USSR. By the early 1980s, the Cold War was closer to becoming hot than at any
other point after the Cuban missile crisis.5 Different analytical perspectives helped place
civilization itself at risk.
Although the dark days of the Cold War are fortunately behind us, the possibility of
misperceiving adversaries’ strategic intentions persists. This challenge grows greater with
the emergence of new nuclear states. As the United States considers the future of its nuclear
forces, it needs to keep three basic goals in view:
1. First, and most obvious, the U.S. nuclear deterrent needs to be credible to potential
adversaries without fostering arms races or appearing unduly threatening.
2. John G. Hines, Ellis Mishulovich, and John F. Shull, eds., Soviet Intentions 1965–1985, vol. 2, Soviet
Post– Cold War Testimonial Evidence (McLean, VA: BDM Corporation, 1995), 150–151.
3. John G. Hines, Ellis Mishulovich, and John F. Shull, eds., Soviet Intentions 1965–1985, vol. 1, An Analytical Comparison of U.S.- Soviet Assessments during the Cold War (McLean, VA: BDM Corporation, 1995).
4. For a retroactive assessment of these concerns, see Pavel Podvig, “The Window of Vulnerability That
Wasn’t: Soviet Military Buildup in the 1970s—A Research Note,” International Security 33, no. 1 (2008): 118–138.
5. For a survey of newly available U.S. and Soviet materials on the 1983 war scare, see National Security
Archive, “The Able Archer 83 Sourcebook,” http:// www2.gwu.edu /~nsarchiv/nukevault /ablearcher/.
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2. Second, and potentially more challenging, the U.S. nuclear deterrent needs to fulfi ll
its extended deterrence role.
3. Finally, whichever policies the U.S. pursues must enjoy robust political support from
the American people.
During the Cold War, these three goals often proved mutually incompatible, because the
participating actors had different perspectives.6 How can the United States avoid these
pitfalls and build a credible twenty-fi rst- century deterrent at a reasonable cost?
One step the United States can take to ensure the credibility of its deterrent is to develop
tools to help the U.S. defense community gain insight into rival states’ strategic thinking.
Understanding foreign analysts’ technical assumptions is an important part of this process. Intelligence collection offers one obvious path to this end, but it is not the only path.
Another is to replicate the models that other states may be using to inform their defense
policies. A tool that allows the United States to approximate or work heuristically with
different possible foreign assumptions would give insight into a range of possible questions, such as the following: Why is Russia developing a new heavy, MIRVed, liquid-fueled
ICBM (the Sarmat) given that such a system is already highly vulnerable to U.S. preemption
and might become vulnerable to attack from China in the near future? What role do Chinese military thinkers envision for China’s increasingly sophisticated strategic resources
as Beijing asserts itself in Asia? By modeling potential rivals’ models, the United States can
both craft a more effective deterrent at a lower cost and assure its strategic partners of the
credibility of its security guarantees.
MAGIC-MISSILE was developed to this end. It is a prototype software framework designed to study potential adversaries’ strategic models by simulating nuclear exchanges.
The sections below will describe the historical and technical background of MAGICMISSILE, explain its technical implementation and capabilities, and offer some preliminary results of the model and comment on possibilities for future research.

Historical Background
During the Cold War, both the United States and Soviet Union developed a wide array of
mathematical models to assist their strategic decisionmaking. Analysts employed these
tools to investigate questions about the ability of weapons systems to fulfi ll strategic objectives and the possible outcomes of nuclear confl ict. Although terminology evolved

6. The most prominent example of these incompatibilities occurred during U.S. attempts to offer a
credible extended nuclear deterrent to its NATO allies during the early Cold War. Worried that Washington
might not be willing to risk a global nuclear war to stop a Soviet invasion of Western Eu rope, Eu ropean states
requested the presence of U.S. nuclear forces on their territory. The deployment of U.S. nuclear weapons near
the Soviet border caused great alarm in the Kremlin, and the U.S. electorate balked at the potential costs and
risks involved. See Lawrence Freedman, The Evolution of Nuclear Strategy (New York: St. Martin’s Press, 1981),
285–329.
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considerably over the course of the Cold War, the models themselves tended to fall into a
few broad categories. One type of model, sometimes termed “nuclear exchange models,”
focused on the survivability of retaliatory forces—for example, against a preemptive
strike. A second category of models, sometimes called “damage assessment models,” sought
to predict civilian effects of nuclear attack, such as casualties and economic losses. Although the two are not mutually exclusive, analysts tended to construct models that treated
these topics in isolation for technical and institutional purposes.7
Prevailing cultural and strategic assumptions, as well as the limitations of available
technology, shaped the form these models took. During the earliest years of the Cold War,
computers were so rare and costly that analytical tools were designed to be used without
them, and until the later decades of the confl ict, computing resources remained at a premium. Furthermore, analysts possessed only rudimentary information about the effects of
nuclear weapons. In the United States, these constraints encouraged two trends in model
design that cast a long shadow on nuclear war planning. The fi rst of these was an emphasis
on mathematical elegance over nuance and subtlety. To make complex strategic problems
computationally tractable with little or no computing power, analysts at RAND and elsewhere conceived of terse mathematical approximations that, with the benefit of a series of
convenient assumptions, reduced nuclear war to a small number of easily solvable equations. The uncertainty introduced by these assumptions, in combination with a strategic
culture that emphasized the attainment of measurable strategic goals over possible unintended consequences, produced the second trend: a tendency to interpret the models’ output
in a way that legitimized strategic “overkill.” The models were not designed to answer
questions such as “Is a fi nite deterrent suﬃcient to attain U.S. strategic goals?” but rather
more concrete queries such as “How many missile silos of what hardness are necessary to
achieve a par ticu lar confidence in assured retaliation following a preemptive strike by this
postulated enemy force?” Because the questions these instruments could answer necessarily reflected judgment calls about enemy intentions, strategic models provided a formidable rhetorical tool for those who hoped to frame the nuclear strategic debate on their own
terms. Because only a few analysts understood their inner workings, outside observers had
diﬃculty distinguishing the models’ implicit assumptions from their output. Powerful
institutional and political forces seeking to justify par ticu lar policies could easily construct
models to their specifications and present the results in a manner justifying their position.
While shaped and used in ways that reflected their prevailing cultural environment,
strategic models also affected military planning and policy of their own accord. Idiosyncratic features of certain models, chosen for reasons of computational convenience or
historical accident, became entrenched in institutional practices of military planning and
defense acquisition and came to play a significant role in strategic decisionmaking. For
example, U.S. analysts came to depend heavily on PDCALC, a computer program that estimated the probability that targets would be destroyed as a result of a par ticu lar nuclear
7. Another class of models, not treated here, sought to investigate more abstract strategic issues than the
physical consequences of nuclear war, such as stability and escalation.

PROJECT ON NUCLEAR ISSUES | 101

attack, which incorporated untested assumptions about nuclear weapons effects and target
survivability.8 The ability to reduce complex strategic problems to simple quantitative
metrics fed a bureaucratic temptation to place unjustified faith in the models’ output, and
oﬃcials both inside and outside the defense establishment often lost sight of the models’
limitations.9
Originally the sole province of defense analysts, strategic modeling entered the public
discourse starting in the mid-1960s and was appropriated by individuals from across the
political spectrum. In par ticu lar, the so- called traditional model, which uses the circular
coverage function to predict the result of strategic nuclear exchanges, proved particularly
influential outside defense circles. This influence was likely a result of its mathematical
simplicity and its aura of legitimacy; the U.S. military used it extensively during the early
Cold War.10 Both left- and right-wing critics of U.S. defense policy found that this model
could be applied for their purposes. In one early example, an enthusiastic civil defense
proponent authored a 1966 treatise arguing that the model’s output proved that the USSR
would target its nuclear arsenal against U.S. strategic forces rather than population centers, rendering the challenges of civil defense manageable.11 A decade later, MIT physicist
Kosta Tsipis repurposed the model’s equations to argue against calls for increased U.S.
arms investments. Tsipis contended that despite increasing Soviet strategic power, the
model showed that the United States continued to retain a lead in “counterforce
potential.”12 The Center for Naval Analyses promptly produced its own study that used yet
another variant of the “traditional” model to argue that the advantage in “counterforce
potential” would provide little strategic advantage to the United States in the future.13
Their ideological diversity notwithstanding, these arguments all shared a questionable
premise: that Soviet strategic thinkers agreed with the assumptions of the “traditional”
model. Unbeknownst to most public observers, U.S. defense analysts increasingly rejected
the traditional model beginning in the early 1970s. Recognizing that, in its quest for mathematical simplicity, the traditional model conflated all forms of target vulnerability into a
8. For an open summary of PDCALC and some of the known uncertainties about the assumptions it and
similar tools use, see National Research Council, Effects of Nuclear Earth Penetrator and Other Weapons (Washington, DC: National Academies Press, 2005).
9. Valuing consistency over accuracy, military analysts sometimes chose to redouble their investments in
models known to be problematic rather than make the leap to more advanced alternatives. For instance, in the
1980s the Air Force Center for Studies and Analysis, Missile Division, undertook an effort to develop an inverted version of a par tic u lar equation for estimating blast overpressure, despite the fact that this equation
was not consistent with other U.S. methods for estimating overpressure and failed to incorporate the latest
knowledge about this effect of nuclear explosions. This project resulted in a new method of approximation that
was convenient but enjoyed only moderate success in its goal of consistency with the original equation. Roger
S. Wolczek, “Direct Determination of Range from Current Nuclear Overpressure Equations” (PhD diss., Air
Force Institute of Technology, 1988).
10. For a mathematical description of the “traditional” model, see Bruce Bennett, How to Assess the
Survivability of U.S. ICBMs (Santa Monica, CA: RAND, 1980), 3–11. The RAND Bomb Damage Effect Computer,
originally introduced in 1958 and repeatedly revised afterward, consisted of a circular slide rule that calculated destruction probabilities for targets based on the yield and accuracy of attacking forces.
11. Thomas Martin, The Rationale for Civil Defense in Total War (Gainesville: University of Florida, 1966).
12. Kosta Tsipis, “The Calculus of Nuclear Counterforce,” Technology Review 77, no. 1 (1974): 34–37.
13. Michael L. Squires, Counterforce Effectiveness: A Comparison of the Tsipis “K” Mea sure and a Computer
Simulation, Professional Paper No. 149 (Arlington, VA: Center for Naval Analyses, 1976).
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single crude metric that might not be accurate for any kind of target, these analysts
crafted a more sophisticated method for classifying targets based on their susceptibility to
various nuclear weapons effects. Eschewing the previous assumption that blast overpressure could be used as a proxy for all the other destructive effects of nuclear explosions,
the new system identified a dominant nuclear weapons effect for each class of target and
estimated the probability that the target would survive that effect at a par tic u lar distance
from a burst of a par tic u lar yield.14 The fact that U.S. investigators increasingly doubted
the suitability of their own older models, as well as a trickle of information emanating
from the USSR alluding to its methods for assessing strategic vulnerability, stoked growing suspicions in the West that Soviet models might be dramatically different from their
U.S. counterparts.
During the fi nal years of the Cold War, these concerns culminated in a research project
at RAND that sought to investigate Soviet methodologies for assessing their own and U.S.
concepts for the employment of nuclear forces. According to a 1992 report on this effort, it
aimed to “shed light on how Soviet planners might view the strategic nuclear balance, specifically how they would quantify the balance and the likely results of nuclear exchanges.”15
The researchers ultimately aimed to go beyond merely examining the possible methodologies Soviet analysts might employ by attempting to re- create their strategic models, but
they never reached this point. Although available sources offered tantalizing clues about
the assumptions Soviet models likely used and even occasionally provided samples of their
output, without more information U.S. analysts could only make semi- educated guesses
about how these models worked. Furthermore, conventional approaches to replicate
Soviet models promised to require substantial effort without any certain reward. Additionally, the USSR collapsed during the course of the project, removing the impetus to
study the subject.
The end of the Cold War greatly increased the quantity and quality of information
available to researchers about Soviet strategic thought. At the beginning of the 1990s, the
thaw in relations between the United States and the USSR (and, after 1991, Russia) facilitated
a U.S. effort to interview participants in the Soviet nuclear complex, which culminated in
the “Hines Report” in 1994.16 The subjects of these interviews included individuals who
played pivotal roles in the development of the USSR’s strategic models, such as longtime
Soviet defense analyst Vitalii Tsygichko.17 Another informational windfall appeared in the
form of the papers of Vitalii Kataev, a well-placed Politburo functionary who was privy to
the Soviet military’s arms acquisitions decisions in the late 1970s and early 1980s.18 Finally,
14. Defense Intelligence Agency, Mathematical Background and Programming Aids for the Physical
Vulnerability System for Nuclear Weapons, DI-550-27-74, 1974.
15. Claire Mitchell Levy, Soviet Strategic Nuclear Mea sures of Effectiveness (Santa Monica, CA: RAND,
1992), iii.
16. For a summary of the report, see John A. Battilega, “Soviet Views of Nuclear Warfare: The Post– Cold War
Interviews,” in Getting Mad: Nuclear Mutual Assured Destruction, Its Origins and Practice, ed. Henry D. Sokolski
(Carlisle, PA: Strategic Studies Institute, 2004), 151–174.
17. Hines et al., Soviet Intentions 1965–1985, vol. 2.
18. Kataev’s papers are held at the Hoover Institution. Hoover Institution Archives, “A Register of the
Vitalii Leonidovich Kataev Papers,” http://fi ndingaids.stanford.edu /xtf /view?docId=ead /hoover/2002C48
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some formerly classified Soviet military publications and archival documents about nuclear
weapons became available to Western researchers.19 Although by no means comprehensive, these sources offered vital new insights into the goals and methods of Soviet strategic
analysts unobtainable during the Cold War era.
MAGIC-MISSILE aims to harness this knowledge to investigate how the models used by
Soviet strategic thinkers differed from those developed in the West, and what impact these
differences may have made on the nuclear arms race. It also provides contemporary relevance because, although originally conceived specifically for these historical cases, the
program’s flexible design allows it to be adapted or extended to study other scenarios. For
instance, using Chinese sources similar to the Soviet materials described above, MAGICMISSILE could be applied to approximate China’s strategic models.

Theoretical Background
MAGIC-MISSILE uses Monte Carlo simulations to model potential adversaries’ analytical
frameworks.20 To approximate the output of strategic models based on a wide array of
possible technical and strategic premises, the program runs stochastic simulations reflecting these assumptions a large number of times and aggregates the results. The use of this
technique enables the simulation of phenomena without readily available mathematical
abstractions, such as the different methodological assumptions strategic rivals might
employ.
Although Monte Carlo methods encompass a broad array of techniques, these typically
consist of a variation on four basic steps. First, the researcher defi nes a domain of possible
inputs. Second, she generates random inputs over the domain using a probability distribution. Third, she carries out one or more deterministic computations on the inputs. Finally,
she aggregates the results. These steps are illustrated by a classic textbook example that
uses Monte Carlo methods to estimate the value of pi. As the area of a circle is equal to pi
multiplied by the square of the radius, the ratio of the area of a circle inscribed within a
square to the area of that square is a multiple of pi. The circle inscribed within the square
defi nes the problem domain—the fi rst step. The second step consists of sampling uniformly
distributed random points within the square. The third step is determining whether each
of these points is inside or outside the circle. The fi nal step consists of calculating the ratio
of points that are inside the circle to those outside the circle, which can then be divided by
four to fi nd an approximation of pi. The accuracy of this estimate will depend upon the
number of points sampled, as well as the randomness of the sampled points. Sampling too

.xml;query=;brand=default. David Hoffman’s The Dead Hand: The Untold Story of the Cold War Arms Race and
Its Dangerous Legacy (New York: Anchor, 2009), draws substantially on these sources.
19. An important example of example of such a source consulted for MAGIC-MISSILE is the Soviet military’s nuclear weapons effects manual. Ministerstvo Oborony SSSR, Iadernoe oruzhie: Posobie dlia ofitserov, 4th
ed. (Moscow: Voennoe izdatel’stvo, 1987).
20. For a summary of the theory and practice of Monte Carlo simulations, see Reuven R. Rubinshtein and
Dirk P. Kroese, Simulation and the Monte Carlo Method, 2nd ed. (New York: Wiley Interscience, 2007).
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few points, or using a biased sample of points, can produce results considerably different
from the actual value of pi.
MAGIC-MISSILE operates in an analogous way, despite the considerably greater complexity of the questions it examines. The problem domain for MAGIC-MISSILE includes not
only descriptions of attacking forces and targets, but also user- defi ned functions describing their behavior. For the second step, the program uses a pseudorandom number
generator to produce random inputs over the problem domain. Typically, these include
randomized values over different distributions for various inputs—random uniform
values for missile reliability, for instance, but Gaussian normal (i.e., the classic “bell
curve”) for impact points. In the calculation phase, MAGIC-MISSILE employs a function,
which can be customized by the user, to calculate the interaction between the randomized
effects of the attacking force and the target set. These calculations can either be deterministic or stochastic, depending on user goals. Finally, MAGIC-MISSILE interprets the aggregate results of the simulation runs.
This technical approach offers the advantage of enabling the flexible substitution of
qualitatively different assumptions about nuclear weapons effects, weapons system per formance, and target survivability. For example, today we know that Soviet analysts used
different models for blast overpressure and thermal effects than their U.S. counterparts.
MAGIC-MISSILE was specifically conceived to explore the impact that differences of this
sort might have on the output of nuclear exchange models. Furthermore, the same flexibility that allows the ready substitution of different assumptions for nuclear weapons effects
also allows the introduction of additional nuclear weapons effects without disturbing the
existing code base.

Implementation
In order to construct flexible Monte Carlo simulations, MAGIC-MISSILE uses a mixture of
functional and object- oriented programming styles facilitated by Common Lisp. Developed
in the 1980s, when it found considerable popularity among artificial intelligence researchers, this programming language still boasts an enthusiastic following because of its extreme flexibility and expressive power.21 Common Lisp’s distinctive combination of
object- oriented programming and higher- order functions, along with its unusually high
per for mance for a dynamic language, make it uniquely suited to the implementation needs
of MAGIC-MISSILE.
Object- oriented programming is particularly eﬃcacious for developing simulations.
In this paradigm, software “objects” with data fields representing their characteristics
form the conceptual basis of programs. Simula, a language for writing simulations, pioneered this technique in 1967, and object- oriented programming became mainstream
in the 1980s and 1990s with the popularity of languages such as C++ and Java. The object
21. Guy E. Steele, Common Lisp the Language, 2nd ed. (Woburn, MA: Digital Press, 1990).
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systems utilized by different programming languages vary considerably, however, and are
designed with diverse goals in mind.22 Furthermore, most object- oriented languages make
a syntactic distinction between methods (which are defi ned to specialize on classes) and
functions (which are not), which is problematic for the use of methods as arguments to
higher- order functions.
Higher- order functions are functions that accept other functions as arguments. Although higher- order functions long predate electronic computers—they play an important
role in calculus, for instance—they remained somewhat unusual in mainstream programming languages until relatively recently. MAGIC-MISSILE utilizes higher- order functions to
abstract its models of nuclear weapons effects, weapons system per for mance, and target
survivability, both from each other and the remainder of the program. Users can defi ne
new functions representing these concepts, test them in isolation to make sure they work
as intended, and pass them as arguments to MAGIC-MISSILE without any need to change
any of the existing code, or even exit the running program. As a result, analysts can rapidly and easily adapt MAGIC-MISSILE to reflect new intelligence and investigate previously
unconsidered possibilities.
The Common Lisp Object System’s (CLOS’s) particularly powerful combination of objectoriented and functional programming styles forms the basis of MAGIC-MISSILE’s Monte
Carlo simulations. In contrast to C++ and Java, Common Lisp makes no distinction between
methods and functions, and, therefore, CLOS methods can be used as arguments to higherorder functions. Furthermore, the CLOS offers another advantage—multimethods. In
contrast to methods in most other object- oriented languages, which specialize on only one
class, CLOS methods can specialize on multiple classes.23 Although multimethods remain
somewhat unusual because they are simply unnecessary for most programming tasks, they
are ideally suited to the needs of MAGIC-MISSILE’s simulations. MAGIC-MISSILE defi nes
CLOS objects to represent both objects fi xed in space (missile silos and similar fi xed targets), objects that move over time (missiles and other delivery systems, as well as mobile
targets), and events that are fi xed in space and time (such as nuclear explosions). To simulate the interactions between events and targets, it is helpful to dispatch on the class of
both the event and the target. Thanks to CLOS multimethods, it is possible to implement
arbitrarily complex behavior of this type as generic functions that can be used by MAGICMISSILE—without any need to modify MAGIC-MISSILE itself.
MAGIC-MISSILE is implemented as a Common Lisp library that can be used to write
scripts to run the Monte Carlo simulations. It uses the Haversine formula to calculate
geographic distances, the Mersenne twister to generate pseudorandom numbers, and the
22. In contrast with Simula, the object systems provided by C++ and Java, the most popu lar objectoriented programming languages today, are generally used not to represent physical objects but rather to
enforce discipline among developers working on large software projects. The pursuit of this goal led to the
adoption of a feature called encapsulation, which only allows methods defi ned within an object class to access
the internal data fields of those objects.
23. Sonya E. Keene, Object- Oriented Programming in COMMON LISP: A Programmer’s Guide to CLOS
(Reading, MA: Addison-Wesley, 1989), 75– 82.
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ziggurat method to produce Gaussian distributions.24 On compliant Common Lisp implementations MAGIC-MISSILE simulations can be run concurrently. The library incorporates
a variety of historical U.S. and Soviet functions for estimating nuclear weapons effects and
target survivability, which users can combine into scripts as they see fit.

Sample Output
Even comparatively minor differences in assumptions can result in highly divergent
strategic perceptions, as illustrated by the following notional example of MAGIC-MISSILE’s
output. Today we know that Soviet analysts disagreed markedly with their U.S. counterparts about the survivability of ICBM silos. The Kataev papers attest that the USSR estimated that its own ICBM silos were capable of surviving only one-third of the blast
overpressure that U.S. intelligence believed they could.25 Furthermore, the Hines Report
interviews indicate that Soviet researchers held a similarly low opinion of the survivability of U.S. Minuteman silos.26 What kind of impact might the assumption of low silo hardness have made on Soviet strategic perceptions of U.S. nuclear forces?
To study this question the author configured MAGIC-MISSILE to approximate the output
of the so- called traditional model of silo vulnerability used in the United States and an
educated guess of its Soviet equivalent for a counterforce attack by all Russian silo-based
ICBMs against U.S. missile silos and the following retaliatory strike. This type of scenario
attracted considerable attention in the 1970s because of fears in the United States that the
USSR’s new MIRVed ICBMs, particularly the SS-18, might embolden the Kremlin to believe
the nuclear strategic balance had shifted in its favor. Although this type of counterforce
attack is largely of academic interest today, high- quality unclassified data are available for
all of its parameters, and it offers an easily comprehensible example of what effect different technical assumptions can make on strategic perceptions.
Table 1 provides a summary of the attacking and retaliatory forces used in the two
simulations, which drew upon open-source information to produce suitable input fi les for
MAGIC-MISSILE approximating the Russian and U.S. silo-based ICBM forces as of mid2013.27 These figures presume that the Soviet/Russian accuracy measure maksimal’noe
otklonenie (“maximum error”) is equivalent to the P99 confidence interval of a circular
24. MAGIC- MISSILE relies on a Common Lisp library called cl-randist for its pseudorandom number
generator and distribution functions. See “cl-randist: Common Lisp Library for Random Number Generation,” http://code.google.com /p/cl-randist /. On the ziggurat method, see George Marsaglia and Wai Wan Tsang,
“The Ziggurat Method for Generating Random Variables,” Journal of Statistical Software 5, no. 8 (2000): 1- 6,
http:// www.jstatsoft.org /v05/i08.
25. Podvig, “The Window of Vulnerability That Wasn’t,” 118–138.
26. Hines et al., Soviet Intentions 1965–1985, 2:150–151.
27. Pavel Podvig, Russian Strategic Nuclear Forces (Cambridge, MA: MIT University Press, 2001); Hans M.
Kristensen and Robert S. Norris, “Russian Nuclear Forces, 2013,” Bulletin of the Atomic Scientists 69, no. 3
(May– June 2013): 71– 81; and Hans M. Kristensen and Robert S. Norris, “U.S. Nuclear Forces, 2013,” Bulletin of the
Atomic Scientists 69, no. 2 (March–April, 2013): 77– 86. In light of the unavailability of details about the current
state of the U.S. Minuteman force, such as the proportion of the missiles upgraded to carry W87 warheads in
place of the older W78, led the author to use the assumption that all the missiles carry the more accurate W87.
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Table 1. Summary of Attacking and Retaliatory Forces
Warheads
Name
Attacking force
(Russian Federation):

Retaliatory force

Number

(Yield)

CEP

Reliability

R36M2 (SS-18 Satan)

55

550 × 550kT

217m

0.8

UR100NUTTH (SS-19 Sickle)

35

210 × 400kT

400m

0.8

RS-12M1 (SS-27 Topol-M)

60

60 × 800kT

200m

0.9

450

450 × 300kT

280m

0.9

Minuteman III

(United States):

Gaussian probability distribution.28 All of the 820 attacking Russian warheads are directed
against 450 Minuteman silos, with 370 of the silos targeted by two warheads and the remaining 80 by a single warhead.29 During each model run, MAGIC-MISSILE used the reliability characteristics of the missiles to generate a stochastic sample of the warheads that
detonate. It then used the accuracy figures and a Gaussian pseudorandom number generator to assign impact points to those bursts relative to their targets. For this example, the
survivability of the silos was assessed using a circular “cookie- cutter” damage function
that tested whether a par ticu lar peak blast overpressure was exceeded at the target. If it
was, MAGIC-MISSILE considered the target destroyed. We compared the results of 1,000
model runs that assume U.S. Minuteman silos are hardened to 2000psi overpressure (as is
generally assumed in the West) and another 1,000 runs assuming a hardness of 660psi,
which appears consistent with Soviet assessments of missile silo survivability. The Minuteman ICBMs that survived the preemptive strike then launched a retaliatory strike against
urban targets in the Russian Federation, and MAGIC-MISSILE determined those that survived would reach their targets stochastically. The histogram in Figure 1 presents the
results of these simulations.
On average, more than twice as many U.S. Minuteman warheads detonated in the
retaliatory strike in the model runs using the high silo hardness assumptions as those
using the low silo hardness assumptions. However, both sets of assumptions produced a
broad spread of possible outcomes, as exemplified by the figures in Table 2. Assuming high
silo hardness, the smallest retaliation numbered 46 bursts, but assuming low silo hardness
resulted occasionally in single- digit values— and in one case, only three bursts (0.6 percent
of the 450 Minuteman warheads). Even with the high silo hardness values, however, the
maximum retaliation always counted less than one-third of the Minuteman force, with a
mean of about one-fi fth of the Minuteman ICBMs.
28. Soviet sources defi ne maksimal’noe otklonenie as 2.7 times the standard deviation of the miss distances, but some Soviet accounts imply a different ratio between CEP and “maximum error” than should be the
case if the confidence region is circular, and explicitly attest to the use of elliptical confidence regions for some
Soviet ICBMs. See Podvig, “The Window of Vulnerability That Wasn’t.”
29. As no silo is targeted by more than two warheads, the author elected to disregard fratricide effects
(the unintentional destruction of incoming warheads by the detonation of friendly warheads that arrived
previously). During the Cold War, U.S. analysts commonly assumed that fratricide would only become a serious
problem with more than two warheads directed at the same target. See Bennett, How to Assess the Survivability
of U.S. ICBMs, 54– 61. MAGIC-MISSILE, however, is designed to be able to model fratricide effects if so desired.
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Figure 1. Size of Retaliatory Strike for Low-and High Silo Hardness (1000 Model
Runs)

Table 2. Summary for 1000 Model Runs Using High and Low Silo
Hardness Assumptions
U.S. Assumptions: High Silo

Soviet Assumptions: Low Silo

Hardness (2000 psi)

Hardness (660 psi)

Minimum

46

3

Maximum

140

84

Mean

85

40

Median

84

39
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Although this scenario lacks both physical and strategic realism, it is indicative of the
potential of stochastic models such as MAGIC-MISSILE to provide insight into questions
about what actions potential adversaries might take in a crisis scenario. In actuality, it is
improbable that any potential adversary would assume that the U.S. would “ride out” a
preemptive strike. Furthermore, a real-life Russian attack would necessarily devote
strategic resources to a wide variety of assets other than ICBM silos, particularly command and control targets. If enemy analyses of the vulnerability of these targets contrasted as dramatically as U.S. and Soviet assessments of ICBM silo survivability, however,
the resulting difference in perceptions might have very important implications for how
and when an adversary might be expected to employ his nuclear forces. Tools such as
MAGIC-MISSILE can help analysts study the impact adversaries’ technical assumptions
could make on their strategic decision-making, allowing the United States to formulate
appropriate responses.

Directions for Future Research
MAGIC-MISSILE can presently simulate a considerable range of scenarios, and the program
is constantly being improved. Profi ling of the program’s behavior suggests that modifying
its representation of geographic space could result in substantial per for mance improvements. Furthermore, although MAGIC-MISSILE is compliant with the ANSI Common Lisp
standard, idiosyncratic features of some popu lar Common Lisp implementations sometimes prevent the program from loading properly.30 The rectification of these issues is the
highest priority for the development of MAGIC-MISSILE. The inclusion of additional models
of nuclear weapons effects offers another avenue for improving the program’s capabilities,
but the fact that many of these remain classified poses an obstacle to this goal. Finally, the
provision of a web-based interface for MAGIC-MISSILE could make it approachable to users
unfamiliar with Common Lisp.
MAGIC-MISSILE could also be integrated with models of nuclear weapons effects on
civilian targets to enable its use in counter-value studies. MAGIC-MISSILE’s output is already suitable for input into existing damage assessment models, but unfortunately, modern versions of software for predicting weapons effects such as fallout are restricted, as is
much of the information needed to make them. A stochastic damage assessment model
written in Common Lisp integrated with and complementing MAGIC-MISSILE could also be
valuable. This model could provide a powerful new tool for analysts and policymakers to
study nuclear war by revealing the way in which military decisions might affect the probable civilian effects of nuclear attacks, and particularly illuminate the extent to which
these effects could vary as a result of statistical chance.

30. MAGIC-MISSILE was developed using Clozure Common Lisp, but the most popu lar Common Lisp
implementation today is Steel Bank Common Lisp. Although considerably faster than Clozure Common Lisp,
Steel Bank Common Lisp has a bug that can cause it to experience problems loading source fi les containing
Unicode characters depending on the environment in which it was compiled.

110 | SARAH MINOT

Conclusion
Computer models such as MAGIC-MISSILE stand to be an invaluable resource not merely to
military planners but to civilian policymakers, as well. MAGIC-MISSILE offers par ticu lar
advantages in that it provides an open, flexible framework to inform the policy debate
while also complementing existing models by offering an additional point of reference. As
well as facilitating analysis of potential adversaries’ strategic planning, MAGIC-MISSILE
could, for example, help inform U.S. arms control negotiations, and with a better idea of
negotiating partners’ strategic logic, the United States can develop policy in this area more
effectively.
Models such as MAGIC-MISSILE can also serve as an instrument for engagement with
potential adversaries. Even if their geostrategic objectives confl ict with those of the United
States, it is in the interest of China and Russia to avoid the kind of misunderstandings that
helped make the Cold War more perilous. Therefore, computer models of rival nations’
strategic perceptions can help the United States uphold its defense commitments effectively
while controlling costs, making the challenges of building a twenty-fi rst- century deterrent
more manageable.
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Missile Defense in the Persian Gulf:
Objectives and Challenges
Ari Kattan1

T

he United States is currently working with the members of the Gulf Cooperation Council
(GCC) to establish a ballistic missile defense system in the Persian Gulf. The objectives of
this system are many and varied. In addition to deterring or defeating an Iranian missile raid
against the Gulf monarchies, the United States seeks to utilize the unique properties of missile
defense to encourage broader military cooperation and integration among the council’s
member states. In a potential future where Iran acquires nuclear weapons, the objectives of
the system would be to blunt Iran’s ability to coerce its neighbors and discourage proliferation
within the region. For both geographical and political reasons, an integrated missile defense
architecture in the Persian Gulf will be harder to implement than similar systems being pursued in Europe and East Asia. Geographically, the Persian Gulf is much smaller than the
European and East Asian theaters, meaning the missile defense system will need to emphasize
terminal interception over midcourse interception. This gives the system less time and fewer
opportunities to engage incoming missiles. From a political perspective, mistrust and internal
feuding within the GCC has inhibited progress toward cooperation and integration, which,
given the geography of the region, is a necessity to building a missile defense network capable
of defeating the missile threat from Iran. The chances of the region overcoming these political
challenges are slim, and thus the system is unlikely to be effective unless the United States
takes a more unilateral role in providing the capabilities necessary for the region’s missile
defense architecture.

Introduction: Missile Defense Policy
under the Obama Administration
Under the presidency of Barack Obama, the United States has shifted its missile defense
focus from the defense of the U.S. homeland to theater missile defense in regions of the
world that face dangers from adversaries armed with ballistic missiles. The Ballistic
Missile Defense Review (BMDR), released in 2010, outlines the Obama administration’s
missile defense strategy. Although defense of the homeland from limited ballistic missile
1. Ari Kattan is the program assistant for the Nuclear Security Working Group at the George Washington
University. The views expressed in this paper are his own.
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attack remains a stated priority, the majority of the document details U.S. efforts to build
regional defense architectures geared toward protecting forward- deployed U.S. forces,
defending U.S. allies, and strengthening cooperation among regional allies.2 The political
objective of strengthening regional cooperation relies on the properties of ballistic missile
defense (BMD) that make it uniquely well-suited to serve as a vehicle for institutionalizing
cooperation and integration. To implement this region-specific strategy, the United States is
pursuing a phased adaptive approach (PAA) to missile defense, deploying proven technologies in phases to meet existing threats and future threats as they develop. The PAA provides the United States and its allies a great deal of flexibility to tailor the BMD architecture
of each region to the specific threats it faces and to adapt quickly as the security situation
evolves.
The United States has identified Eu rope, East Asia, and the Persian Gulf as the three
allied regions most threatened by ballistic missiles and is currently working with its
partners in those regions to implement the goals set forth in the BMDR.3 Currently, the
most advanced PAA is the Eu ropean Phased Adaptive Approach (EPAA) being implemented
through NATO to protect Europe from Iranian ballistic missiles. In East Asia, the United
States is working closely with Japan to counter the North Korean threat. Japan operates
American-made BMD systems, including the sea-based Aegis and the ground-based Patriot,
and regularly trains and conducts tests with the United States.4 The missile defense
architecture in the Persian Gulf is by far the least developed of the PAAs and will be the
most technically and politically challenging to implement. This paper seeks to explain why.
It will begin with a brief history of the GCC, the six-member alliance of Arab Gulf monarchies with which the United States is embarking on this project. It will then examine the
current state of the BMD architecture in the region and discuss the current and potential
future objectives of the PAA. Next, it will detail the technical and geograph ical challenges
unique to missile defense in the region. Finally, this paper will conclude with the political
obstacles that will need to be overcome—but likely will not be—before an integrated BMD
shield protecting the GCC can realistically be implemented.

The Gulf Cooperation Council: A Brief History
Throughout recent history, the Persian Gulf has been a region dominated by foreign powers. Local rulers have historically relied on these foreign powers to guarantee their security and the survival of their regimes. Before the United States assumed the role of security
guarantor, the British served as the region’s patron, using its influence to secure the lines

2. U.S. DOD, Ballistic Missile Defense Review Report (Washington, DC: U.S. DOD, 2010), iii–vi, http:// www
.defense.gov/bmdr/docs/BMDR%20as%20of %2026JAN10%200630 _for %20web.pdf.
3. The United States also collaborates extensively with Israel on BMD (most notably on the Arrow and
Iron Dome systems), but this collaboration is separate from the regional PAAs. For more information on recent
Israeli advances in missile defense, see Peter Dombrowski, Catherine Kelleher, and Eric Auner, “Demystifying
Iron Dome,” National Interest 126 (July–August 2013): 49– 59.
4. “Japan,” Nuclear Threat Initiative, May 2013, http:// www.nti.org /country-profi les/japan /delivery
-systems/.
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of communication between India and the United Kingdom.5 The British withdrew fully
from the region in 1971, leaving the Gulf monarchies without a great power benefactor for
the fi rst time in hundreds of years. Because of its Cold War commitments and the war in
Vietnam, the United States was unwilling and unable to replace the British after their
departure. Instead, the United States instituted what became known as the Twin Pillars
policy, relying on its two main allies in the region at the time, Saudi Arabia and Iran, to
maintain stability.6 This policy crumbled in 1979 after the Shah of Iran fell and was
replaced by an Islamic Republic, which remains adversarial to the United States and its
Gulf allies to this day. The Iranian Revolution was quickly followed by the Soviet invasion
of Afghan istan and the beginning of the Iran-Iraq War, both of which threatened the
stability of the region and the survival of the Gulf monarchs.
The deteriorating security situation in the late 1970s and early 1980s led the Arab Gulf
monarchies of Saudi Arabia, the United Arab Emirates (UAE), Kuwait, Qatar, Bahrain, and
Oman to form the GCC in 1981. The charter of the council contains no specific mention of
defense cooperation,7 but given the security environment of the region at the time of the
GCC’s founding, it is clear that the member states intended for the alliance to provide some
element of collective security.8 In 1984, the GCC established the Peninsula Shield Force to
serve as a unified military coalition composed of soldiers and equipment from all member
states. However, the Peninsula Shield Force never amounted to anything more than a
symbolic military integration of the GCC and did not contribute to the defense of the GCC
during the Iran-Iraq War. Instead, the council relied on Saddam Hussein to keep Iran and
its revolution at bay, providing him with an estimated US$35 billion in loans to continue
the war.9 The United States was also brought in to secure the flow of oil from the Persian
Gulf, but a more permanent and visible U.S. footprint in the region was rejected by the
monarchs, who opted instead for an “over the horizon” U.S. presence.10
The Iran-Iraq War came to an end in 1988 only to be replaced with a greater threat to
the Gulf monarchies, this time from Iraq. In 1990, Saddam Hussein invaded and occupied
Kuwait and looked poised to attack Saudi Arabia.11 The GCC was of little assistance to
Kuwait and Saudi Arabia in the aftermath of the Iraqi invasion. The Saudis decided unilaterally to rely on the United States for their protection instead of attempting to cooperate
more closely with the GCC, leading to a large-scale U.S. presence in the region for the fi rst
time. In 1991, a U.S.-led coalition expelled Iraq from Kuwait with only limited logistical

5. Lawrence G. Potter, ed., The Persian Gulf in History (New York: Palgrave Macmillan, 2009), 277–279.
6. Ibid., 296–298.
7. “The Charter,” Cooperation Council for the Arab States of the Gulf, http:// www.gcc-sg.org /eng /indexfc7a
.html?action=Sec-Show& ID=1.
8. Sami F. Al-Motairy, “The Gulf Cooperation Council and the Challenges of Establishing an Integrated
Capability for Upholding Security” (Naval Postgraduate School thesis, June 2011), 1, www.hsdl.org /?view&did
=682850.
9. Lawrence G. Potter, The Persian Gulf: Tradition and Transformation (New York: Foreign Policy Association, 2011), 32–33.
10. U.S. Senate Committee on Foreign Relations Majority Staff, The Gulf Security Architecture: Partnership
with the Gulf Cooperation Council, majority staff report, June 2012, 7.
11. Christopher Davidson, ed., Power and Politics in the Persian Gulf Monarchies (London: C. Hurst, 2011), 91.
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support from the GCC. The failure of the council to defend one of its members from aggression severely weakened the organi zation’s credibility and reduced the faith of the Gulf
monarchs in collective security. One last attempt was made to strengthen the Peninsula
Shield Force after the Persian Gulf War, but the effort failed because of internal squabbling
and fear among the smaller sheikhdoms about Saudi dominance.12 Instead of coming closer
together as an alliance, each member state reverted back to its historical preference for
bilateral security guarantees. The United Sates entered into such bilateral arrangements
and strengthened existing agreements with all of the GCC states (except Saudi Arabia, with
whom the agreements are informal) during the 1990s, assuming the role that the British
had played until 1971.13
During the 2000s, the GCC states developed a renewed interest in cooperation with each
other, prompted by the destabilizing U.S. invasion of Iraq and the acceleration of Iran’s
nuclear program. The Second Lebanon War between Israel and Hezbollah in 2006 also
marked a turning point for the GCC. During that confl ict, Hezbollah, an Iranian proxy
based in southern Lebanon, fi red thousands of short-range, inaccurate rockets at Israel,
causing substantial physical and psychological damage to the Israeli home front. The Arab
Gulf states had been scarred by ballistic missiles before, when Saddam Hussein launched
Scud missiles at Saudi Arabia during the Persian Gulf War. With Saddam Hussein gone and
Iran’s position in the region strengthened, Hezbollah’s successful missile strategy worried
the Gulf monarchs, who feared that such a strategy could be employed against them by
Iran. The GCC states— all authoritarian regimes to one degree or another—view ballistic
missile attacks against their territory as a threat to their legitimacy in the eyes of their
people, who tolerate the authoritarian nature of their governments only in exchange for
high standards of living and physical security. To address the growing ballistic missile
danger from Iran, the GCC states began rapidly procuring BMD equipment and upgrading
existing systems from the United States.

The Current State of BMD in the Persian Gulf
The current BMD architecture in the Persian Gulf consists mainly of American-made
systems deployed either by the United States or by the GCC militaries. These systems include a combination of sea-based and ground-based interceptors and radars. The sea-based
assets in the region are composed of U.S. Aegis- equipped destroyers armed with Standard
Missile-3 (SM-3) interceptors, capable of intercepting ballistic missiles during the midcourse phase of their fl ight.14 Midcourse interception— destroying an incoming missile or
warhead either pre- or post-apogee in the atmosphere— allows for a larger area to be
12. Michael Collins Dunn, “GCC Again Fails to Act on Serious Joint Security Force,” Washington Report on
Middle East Affairs, February 1993, http:// www.wrmea.org /wrmea-archives/145 -washington-report-archives
-1988 -1993/february-1993/7090 -gcc-again-fails -to -act-on-serious -joint-security-force.html.
13. Martin Indyk, “U.S. Policy Priorities in the Gulf: Challenges and Choices,” in International Interests in
the Gulf Region, ed. Emirates Center for Strategic Studies and Research (Abu Dhabi, UAE: Emirates Center for
Strategic Studies and Research, 2004), 6–7.
14. Missile Defense Agency, Aegis Ballistic Missile Defense, January 2014, http:// www.mda.mil /global
/documents/pdf /aegis.pdf.
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protected by a smaller number of interceptor launchers. Aegis ships employ the AN/SPY-1
S-band radar that detects and tracks incoming ballistic missiles and guides the SM-3 interceptors to their targets.15 Because the waters of the Gulf are narrow and the distance
between Iran and the GCC is short, sea-based BMD assets will be less effective than in
Eu rope or East Asia, where the maritime environments are less constricted.16 The backbone of the architecture is thus comprised of ground-based systems. The biggest contribution of the U.S. Aegis ships deployed to the region is the early warning, tracking, and
discrimination data provided by the SPY-1 radars, which can gain closer proximity to Iran
than land-based radars. These data are valuable not only for the eﬃcacy of the Persian Gulf
PAA but for the EPAA, as well.
The GCC states and the United States deploy two different ground-based BMD systems,
each designed to intercept ballistic missiles during the terminal phase of their fl ight.
Terminal interception is less desirable than midcourse interception because there are
fewer opportunities to reengage the threat if the fi rst interceptor fails to destroy its target.
However, the geography of the region mandates a heavy reliance on terminal-stage interception. The Terminal High Altitude Area Defense (THAAD) system, a transportable, truckmounted system, is capable of intercepting missiles just before or just after they reenter the
atmosphere.17 The UAE was the fi rst foreign customer to acquire THAAD, and other GCC
states have expressed interest in following suit. THAAD is connected to the AN/TPY-2
X-band radar, used for tracking and discriminating threats, as well as providing tracking
data to the interceptors to guide them during fl ight.18
The second ground-based system used by the GCC and the United States is the Patriot
Weapon System. There are two different variations of Patriot deployed in the Gulf: Patriot
Advanced Capability-2 (PAC-2) and Patriot Advanced Capability-3 (PAC-3). PAC-2 is used
primarily against “air breathing” threats,19 such as cruise missiles and aircraft, though the
PAC-2 Guidance Enhanced Missile (GEM) and GEM-T upgrades have limited capability
against ballistic missiles.20 PAC-3, the most advanced configuration of the Patriot Weapon
System, is designed specifically to defeat ballistic missiles using hit-to-kill interceptors.21
It also has a higher magazine capacity than PAC-2 does. Patriot batteries cover a much
smaller area than THAAD and are used primarily to defend specific targets (e.g., military
15. Global Security, AN/SPY-1 Radar, http:// www.globalsecurity.org /military/systems/ship/systems/an-spy
-1.htm.
16. Meghan C. Gray, “Building a Persian Gulf Ballistic Missile Defense Umbrella: A Comparative Case
Study Analysis of Regional Phased Adaptive Approaches” (Naval Postgraduate School thesis, June 2013), 58,
http://calhoun.nps.edu /public/bitstream /handle/10945/34669/13Jun _Gray_Meghan.pdf ?sequence=1.
17. Missile Defense Agency, Terminal High Altitude Area Defense, September 2013, http:// www.mda.mil /global
/documents/pdf /thaad.pdf.
18. Missile Defense Agency, Army Navy / Transportable Radar Surveillance (AN/TPY-2), September 2013,
http:// www.mda.mil /global /documents/pdf /an _tpy2.pdf.
19. Eddie Boxx, “Countering the Ira nian Missile Threat in the Middle East,” Washington Institute for Near
East Policy, October 18, 2012, http:// www.washingtoninstitute.org /policy-analysis/view/countering-the -iranian
-missile -threat-in-the -middle -east.
20. Global Security, Patriot TMD, http:// www.globalsecurity.org /space/systems/patriot-gem.htm.
21. Global Security, Patriot Advanced Capability- 3 (PAC- 3), http:// www.globalsecurity.org /space/systems
/patriot-ac-3.htm.
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Table 1. The Persian Gulf’s Current and Pending
BMD Deployments
Country
United States

Current and Pending Capabilities
• Two Aegis-equipped destroyers deployed to the Gulf
• Additional Aegis-equipped destroyers based in the Mediterranean
• PAC-2 or -3 based in Kuwait, Bahrain, UAE, and Qatar
• AN/TPY-2 X-band radar based in Qatar

Saudi Arabia

• PAC-2 and -3
• Considering purchase of Aegis-equipped destroyers
• Considering purchase of THAAD

UAE

• THAAD, PAC-2 and -3

Kuwait

• PAC-2 and -3

Qatar

• PAC-3
• Potential purchase of THAAD

Bahrain
Oman

• PAC-2
• PAC-3
• Potential purchase of THAAD

Sources: Gray, “Building a Persian Gulf Missile Defense Umbrella,” 79; Boxx, “Countering the
Iranian Missile Threat.”

bases, cities, power plants, etc.). Table 1 provides a summary of which systems each country in the region fields or plans to field in the near future.

Objectives of the Persian Gulf PAA
The objectives of the PAA in the Persian Gulf are manifold and are both military and political
in nature. Currently, the BMD systems in the Gulf are geared toward existing conventional
missile threats, but, because Iran might one day deploy nuclear weapons, the objectives of the
PAA can be divided into immediate objectives and potential future objectives.

IMMEDIATE OBJECTIVES
At present, the BMD systems deployed in the Gulf serve the following four objectives:
protecting oil infrastructure in the region; protecting GCC citizens; signaling U.S. commitment to the security of the GCC states; and strengthening cooperation within the GCC.

Protecting GCC Oil Infrastructure
The GCC countries contain 40 percent of the world’s known oil reserves and 23 percent of
its known gas reserves, 22 and Saudi Arabia remains the world’s only swing producer of oil,
22. Economist Intelligence Unit, The GCC in 2020: Resources for the future, 2010, 3, http:// www.economist
insights.com /sites/default /fi les/legacy/mgthink /GCC%20in%202020%20 -%20Resources _WEB.pdf.
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making it the “Federal Reserve” of the global energy market. Securing the free flow of oil
from the Gulf to international markets is the primary interest of the United States in the
region and will remain so as long as the world relies on hydrocarbons for energy. Much
attention is paid to keeping the Strait of Hormuz open, which enables oil tankers to traverse its narrow waters freely; however, of equal importance is ensuring that the oil
export terminals and oil stabilization facilities of the Gulf remain operational. Saudi
Arabia, the most important producer, has five oil stabilization plants (processing plants
that prepare crude oil for export), the largest being Abqaiq, which processes two-thirds of
Saudi crude oil.23 The Ras Tanura and Ju’aymah export terminals in Saudi Arabia would
also make attractive targets, as damaging them or disrupting their ability to operate would
cause a serious disturbance to the global energy market. Damaging or destroying the oil
infrastructure of the smaller oil exporters would have only a minor impact on global
supply but would decrease their oil revenue, the mainstay of their economies.
Stifl ing GCC oil exports by targeting oil infrastructure with ballistic missiles would not
be an easy task for Iran—it does not currently possess missiles with suﬃcient accuracy or a
large enough arsenal to launch an attack with a high probability of success.24 That being
said, the Gulf monarchies and the United States remain worried about an Iranian missile
raid against GCC oil infrastructure, especially if Iran were to increase the accuracy of its
missiles, and seek to deter an attack on that infrastructure by protecting it with BMD. If
Iran believes that, because of attrition from missile defenses, it would need to expend an
unacceptable portion of its arsenal to attack a single facility without a high probability of
success, it may be deterred from launching an attack in the fi rst place.25 Furthermore, if
hostilities were to break out in the Gulf, offensive operations could be taken against Iran’s
missile launchers, enabling missile defenses to handle the smaller number of missiles
fi red.

Protecting GCC Citizens
As mentioned earlier, the monarchies in the Gulf maintain their rule primarily (though not
exclusively) by distributing oil wealth to their citizens to enable a high standard of living.
As a result, many in the Gulf have become accustomed to a very comfortable lifestyle. This
largesse varies from country to country, but most GCC states provide free or subsidized
housing, health care, and education, as well as government jobs with few hours and high
pay.26 In the minds of the Gulf monarchs, any disruption to this social contract risks
ending their rule. Iranian missile strikes against cities in the Gulf could kill citizens,
damage property, or at the very least disrupt normal life, as civilians would be forced to
23. Joshua R. Itzkowitz Shifrinson and Miranda Priebe, “A Crude Threat: The Limits of an Ira nian Missile
Campaign against Saudi Arabian Oil,” International Security 36, no. 1 (Summer 2011): 174.
24. Ibid., 199.
25. For background on the potential effects of missile defense on adversary behavior, see Eric Auner,
“U.S. Ballistic Missile Defense and Deterrence in the Twenty-First Century,” in Project on Nuclear Issues: A
Collection of Papers from the 2012 Conference Series, ed. Stephanie Spies and Sarah Weiner (Washington, DC:
CSIS, June 2013), 2–13, http://csis.org /fi les/publication /130702 _Spies _PONI2012Conf _WEB.pdf.
26. Christopher M. Davidson, After the Sheikhs: The Coming Collapse of the Gulf Monarchies (New York:
Oxford University Press, 2013), 50– 54.
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stay inside during the missile raids. The rulers in the Gulf worry about how such a threat
to the physical security of their citizens would affect their legitimacy. In addition to distributing oil wealth, the ruling families of the Gulf work hard to cultivate a strong sense of
national pride. A situation where Iran could launch missile raids against their territory
without any defensive option available would be embarrassing and thus potentially threatening to the survival of their regimes.

Signaling U.S. Commitment
According to the BMDR, “Ballistic missile defenses help support U.S. security commitments
to allies and partners” and “provide reassurance that the United States will stand by those
commitments despite the growth in the military potential of regional adversaries.”27
Strengthening missile defenses in the Persian Gulf demonstrates to U.S. allies in the region
that the United States is paying attention to their security concerns, especially as many
Gulf leaders fear the United States will reduce its commitment to the region after the withdrawal from Iraq, the coming withdrawal from Afghan istan, the pivot to the Pacific, and
large cuts to U.S. military spending.
Compounding this fear is the current energy boom in the United States that is slated
to make it the largest oil producer in the world by 2017 and a net exporter by 2030.28
Because oil is a global commodity, it is unlikely that fears of substantial U.S. disengagement from the region will be realized. However, when assuring an ally of one’s commitment, it is perception, not reality, that matters. Influenced by a historical suspicion about
abandonment by great powers, the Gulf states are interested in any venture that binds
them together with the United States. Working closely on missile defense with the GCC is
a strong signal of U.S. commitment to the region and a sign that the United States will not
completely abandon the Gulf to focus on emerging markets in Asia and a rising China. It
also binds the GCC to the United States econom ical ly. The large- scale and highly visible
nature of BMD sales to the Gulf are not only signals to Iran— they illustrate a desire on
behalf of the GCC to keep not just the U.S. government, but also U.S. business, focused on
the region.

Strengthening the GCC through Missile Defense Cooperation
Regional missile defense, by its very nature, requires collective action. This is especially
true in the Persian Gulf, where all of the countries except for Saudi Arabia are small,
necessitating the integration of sensor data and interceptors to create a system that is
greater than the sum of its parts. This point was driven home by former secretary of state
Hillary Clinton during a visit to Riyadh for a meeting of the GCC. In response to a question
about missile defense in the region, she said, “Sometimes to defend one nation effectively

27. U.S. DOD, Ballistic Missile Defense Review Report, 12.
28. Elisabeth Rosenthal, “U.S. to Be World’s Top Oil Producer in 5 Years, Report Says,” New York Times,
November 12, 2012, http:// www.nytimes.com /2012/11/13/business/energy-environment /report-sees -us -as-top
-oil-producer-in-5 -years.html?_r=0.
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you might need a radar system in a neighboring nation.”29 The same goes for the positioning of interceptors. In a small and narrow region like the Persian Gulf, an incoming Iranian missile targeting one country might be most successfully engaged by an interceptor
stationed in another country. No single state in the region has the territory to deploy all the
equipment necessary to defend against ballistic missiles in an effective manner. Without
regional cooperation, BMD in the region is unlikely to perform well in combat.
For these reasons, missile defense presents political opportunities that the sale or
deployment of other platforms (e.g., tanks and fighter aircraft) do not. Capitalizing on
BMD’s unique properties and the fear of Iran’s ballistic missile program among most of the
GCC members, the United States is attempting to use missile defense as a vehicle to promote
and strengthen regional integration in other areas. As Iran continues its quest for regional
hegemony, the United States envisions building up the GCC as a counterweight to check
Iranian influence. In order to accomplish this, the foreign and defense policies of the GCC
states must become more integrated and aligned. However, internal divisions and mistrust within the GCC have prevented cooperation on foreign policy, defense, and even
economic issues. The United States hopes that, because the GCC members all fear Iran’s
missile arsenal— a threat they cannot address without collaboration— they will cooperate
on this issue which will pave the road to cooperation in other spheres.

POTENTIAL FUTURE OBJECTIVES
Deterring an Iranian Nuclear Attack
Currently, the BMD architecture in the Gulf is geared toward existing threats—namely, the
threat of Iranian missiles armed with conventional warheads. Although Iran does not
currently possess nuclear weapons, it is conceivable that they will field a nuclear arsenal in
the future— an alarming scenario for most of the GCC states. If Iran does one day deploy
nuclear weapons, the United States and its Gulf allies will need to adapt to the new strategic
environment and craft an extended deterrence posture that will prevent Iran from launching a nuclear attack or using its nuclear arsenal to intimidate and coerce its neighbors.
Extended deterrence against nuclear-armed adversaries has normally meant a U.S. commitment to defend allies with nuclear weapons. However, nuclear extended deterrence in
the Persian Gulf will be complicated because of political factors and recent changes to U.S.
nuclear policy. As a result, the United States would probably seek to emphasize conventional assets in its extended deterrence posture, a posture that would likely include BMD as
a main pillar.
In the aftermath of an Iranian breakout, chances are high that the United States will
publicly commit to using nuclear weapons to respond to an Iranian nuclear attack.30
Nonetheless, nuclear extended deterrence in the Persian Gulf would be complicated by the
29. Hillary Rodham Clinton, “Remarks with Saudi Arabian Foreign Minister Saud Al-Faisal,” March 31,
2012, http:// www.state.gov/secretary/20092013clinton /rm /2012/03/187245.htm.
30. Colin H. Kahl, Raj Pattani, and Jacob Stokes, If All Else Fails: The Challenges of Containing a NuclearArmed Iran (Washington, DC: Center for a New American Security, 2013), 25, http:// www.cnas.org /fi les
/documents/publications/CNAS _IfAllElseFails _Kahl.pdf.
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infeasibility of a formal nuclear commitment to the GCC states. Unlike in Europe and East
Asia, where U.S. pledges to defend its allies with nuclear weapons are codified through
formal agreements, the United States has never explicitly committed to extending its
nuclear umbrella to the Persian Gulf on a continuous basis. Ever since assuming responsibility for security in the region, the United States has been able to assure its allies and deter
its adversaries through conventional deployments of U.S. forces and sales of advanced
military hardware; nuclear guarantees were never needed or wanted. In fact, the United
States has only introduced nuclear weapons into the deterrence equation in the Gulf on
three occasions: after the Soviet invasion of Afghan istan and during the 1991 and 2003
wars against Iraq (to deter the use of chemical weapons).31 These cases all involved verbal
signaling only; they were not backed up by formal agreements or changes in nuclear
deployments.
If Iran develops nuclear weapons, the desire for coverage under the U.S. nuclear umbrella might rise among the GCC states. But contemporary political realities make a formal
agreement to defend the region with nuclear weapons unlikely.32 In addition to the lack of
historical precedent for doing so, the political factors mentioned earlier— U.S. weariness of
the region, the pivot to the Pacific, the prospects for North American energy independence,
and substantial cuts to U.S. military spending—will cause the already paranoid Gulf leadership to question the credibility of a formal commitment. Furthermore, because of the
post–Arab Spring environment, Gulf rulers have been forced to pay closer attention to the
attitudes of their peoples, and public opinion in the Gulf may not welcome explicit U.S.
nuclear guarantees.33 Sunni monarchies formally relying on a Western power for nuclear
protection against a Shia Iran with its own nuclear weapons could be suﬃciently politically damaging for the GCC to avoid any formal arrangement with the United States.
The second factor complicating the extension of a nuclear umbrella over the Persian
Gulf is the de- emphasis of nuclear weapons in U.S. national security strategy. This deemphasis does not mean that the United States will refrain from declaring that it will
respond with nuclear weapons to an Iranian nuclear strike, nor does it mean that the
United States cannot make changes to its nuclear posture if the threat environment evolves.
However, given the trajectory of U.S. nuclear weapons policy, it is unlikely that the United
States would base nuclear assets in the Gulf to enhance the credibility of its guarantee—a
common component of extended deterrence in other theaters.34 The United States still
forward- deploys B61 nuclear gravity bombs throughout Eu rope as a symbol of its commitment to NATO as a nuclear alliance, and South Korea was home to U.S. nuclear forces for
many decades. These deployments were seen as instrumental in making the commitment
31. James A. Russell, “Nuclear Reductions and Middle East Stability,” Nonproliferation Review 20, no. 2
(2013): 272.
32. Kahl, Pattani, and Stokes, If All Else Fails, 29.
33. Kathleen J. McKiness, “Extended Deterrence: The U.S. Credibility Gap in the Middle East,” Washington
Quarterly 28, no. 3 (2005): 180.
34. Richard L. Kugler, An Extended Deterrence Regime to Counter Iranian Nuclear Weapons: Issues and
Options (Washington, DC: Center for Technology and National Security Policy, 2009), 9, http://ctnsp.dodlive.mil
/fi les/2013/07/DTP-067.pdf.
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to defend these regions credible. But given the reduced role of nuclear weapons in U.S.
force posture, similar deployments are unlikely in the Gulf.
The 2010 Nuclear Posture Review makes clear that the United States is looking to conventional capabilities, including missile defense, to serve as a substitute for the U.S. nuclear umbrella and forward- deployed nuclear weapons.35 In a scenario where Iran deploys
nuclear weapons, BMD might serve as an effective replacement by reducing the GCC’s
vulnerability to nuclear blackmail without explicit declaratory policy on the role of nuclear weapons in the region’s deterrence architecture. If Iran believes the GCC’s missile
defenses to be effective, it may calculate that a nuclear strike will be unsuccessful, thus
blunting its ability to coerce its neighbors. This would be especially true immediately after
Iran acquires nuclear weapons. Their arsenal would be small and relatively primitive,
meaning it would be more susceptible to attrition from missile defenses. In a crisis, Iran
may decide its small arsenal is too valuable to expend in a scenario where the probability
of a successful strike is decreased by BMD.36 However, such a situation could also encourage Iran to build up the size of its arsenal to overcome this deficiency. It is unclear how the
United States and its Gulf allies would adapt to such a development.

Discouraging Nuclear Proliferation in the Region
Much has been written about a potential proliferation cascade in the region if Iran were to
get the bomb. The most likely proliferator in the Gulf would be Saudi Arabia given its
position as the most powerful of the Sunni monarchies, but other GCC states might begin
exploring the option out of fear or for reasons of prestige. Discouraging further proliferation after an Iranian breakout would become a top U.S. priority, and BMD might play a role
in advancing it. It is doubtful, however, that BMD alone would prevent the GCC states from
pursuing their own nuclear weapons if they decided it was necessary for their survival.
Indeed, recent history shows that the ability of the United States to influence events in
the region is limited. However, BMD might be one component out of many that, when
combined, could address the security and political concerns of the monarchies suﬃciently
to dissuade them from embarking on their own nuclear programs (or to prevent them from
using their civilian nuclear programs to build weapons). If an extended deterrence architecture that includes missile defense does not succeed in discouraging proliferation, the
United States could attempt pressuring the GCC states against proliferation privately, which
would force the Gulf monarchs to justify their inaction vis-à-vis Iran to their populations.
Missile defense could potentially provide the Gulf monarchs with such domestic cover for
complying with U.S. nonproliferation demands, touting BMD as a suﬃcient response to
Iran’s newly acquired nuclear capabilities. Again, such strategies are not guaranteed, but
BMD’s potential as a nonproliferation tool should certainly be explored if Iran does eventually acquire nuclear weapons.

35. U.S. DOD, Nuclear Posture Review Report, April 2010, xiii, http:// www.defense.gov/npr/docs/2010
%20nuclear %20posture%20review %20report.pdf.
36. Auner, “U.S. Ballistic Missile Defense,” 8.

122 | SARAH MINOT

Challenges toward Achieving Eﬃcacy
and Integration
The BMD systems deployed to the Gulf are some of the most advanced defensive military
systems designed and manufactured by the United States, and their capabilities will continue to improve as technological progress enables further upgrades. That being said,
successfully defending the region will require much more than simply deploying individual BMD batteries. Significant technical, geograph ical, and political challenges all stand in
the way of establishing a regional architecture capable of defeating the Iranian ballistic
missile threat.

TECHNICAL AND GEOGRAPHICAL CHALLENGES
Many of the technical diﬃculties facing the Persian Gulf PAA are not unique to the region
but are issues facing missile defense writ large. First among these is the problem posed by
countermeasures: if an adversary deploys penetration aides such as chaff or decoys alongside actual warheads, will the BMD system’s sensors be able to discriminate effectively?
Decoys are far cheaper than actual warheads and relatively simple to deploy. If used in
large numbers, they could either overwhelm the system or force the BMD batteries to
expend their magazines of interceptors on harmless Mylar balloons.37 Because of this,
decoy discrimination is the most pressing technical challenge to the eﬃcacy of missile
defense.38 Even if countermeasures aren’t used, large raid sizes could have a similar
effect. If an adversary produced an arsenal of suﬃcient quantity that allowed it to fi re a
large fi rst wave salvo—which would deplete the BMD batteries’ magazines—it could then
fi re a second wave with less or no attrition from missile defenses.
More specific to the Persian Gulf are the problems posed by the region’s geography. The
close proximity of Iran to the GCC states means that missile defenses will have only six
minutes or less to detect the launching of incoming missiles, track their trajectories, calculate intercept solutions, and fi re the interceptors.39 In Eu rope, the time available to accomplish each of these steps is significantly longer. The ideal missile defense strategy calls for
fi ring an interceptor, determining if the intercept was successful, and then fi ring a second
interceptor if the incoming warhead wasn’t destroyed— a doctrine known as shoot-lookshoot. The viability of this doctrine has been questioned by some experts, but it is indisputable that the short engagement timeframe caused by the Gulf’s geography will make
shoot-look-shoot much more diﬃcult to implement.
37. Mylar balloons are often indistinguishable from reentry vehicles in the exoatmosphere. For a detailed
look at the problems posed by countermeasures and penetration aides, see Andrew M. Sessler, John M. Cornwall,
Bob Dietz, Steve Fetter, Sherman Frankel, Richard L. Garwin, Kurt Gottfried, Lisbeth Gronlund, George N. Lewis,
Theodor A. Postol, and David C. Wright, Countermea sures: A Technical Evaluation of the Operational Effectiveness
of the Planned U.S. National Missile Defense System (Cambridge, MA: Union of Concerned Scientists, 2000),
http:// www.ucsusa.org /assets/documents/nwgs/cm _all.pdf.
38. Dean Wilkening, “A Simple Model for Calculating Ballistic Missile Defense Effectiveness,” Science and
Global Security 8, no. 2 (1999): 191, http:// www.princeton.edu /sgs/publications/sgs/pdf /8 _2Wilkening.pdf.
39. Gray, “Building a Persian Gulf Ballistic Missile Defense Umbrella,” 58.
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The Persian Gulf’s narrow waters, which separate the GCC states from Iran, also pose a
challenge. Although the United States has Aegis- equipped ships deployed to the Gulf, their
usefulness will be limited by the constricted maritime environment, making it diﬃcult for
the ships to maneuver. This situation is less than ideal not only because it limits the effectiveness of a major U.S. contribution to the regional architecture, but also because that
contribution is the only system in the region capable of midcourse interception. As stated
earlier, midcourse interception is preferable when possible. It takes place in the exoatmosphere, which limits debris falling to the ground and gives terminal-phase BMD assets such
as Patriot a last chance to engage any reentry vehicles that survive, creating a multitier
system.40 The advantages of midcourse interception— and the disadvantages posed by the
geograph ical constraints on Aegis’s eﬃcacy—will become more significant if Iran acquires
nuclear weapons (limiting radioactive debris from falling to the ground is more important
than nonradioactive debris). These technical and geograph ical issues pose large enough
obstacles on their own; however, they are made substantially worse by the unwillingness
of the GCC to cooperate on reducing and solving these challenges.

POLITICAL CHALLENGES
Part of the reason the United States is pursuing the PAA in the Gulf is to encourage the GCC
states to cooperate and form a more unified alliance to check Iran’s growing influence.
Unfortunately, the political situation between the GCC states will make coordination on
missile defense, not to mention cooperation in other areas, diﬃcult if not impossible to
achieve in a reasonable time frame. The region’s fractured politics stems from a long
history of numerous tribal rivalries and border and maritime disputes that are exacerbated by major differences on contemporary regional security issues between the GCC
states.

Border Disputes and Tribal Rivalries
The region’s border disputes, both past and present, are many. The border dispute between
Saudi Arabia and the UAE dates back to 1952, when the kingdom laid claim to the Buraimi
Oasis and its surrounding villages on the UAE’s side of the border.41 The dispute was
seemingly settled in 1974 with the Treaty of Jeddah, which recognized the territory as
belonging to Abu Dhabi but allotted to Saudi Arabia all the revenue from its Zararah/
Shaybah oil field. However, the inequity of the deal is still a source of tension between
Saudi Arabia and the UAE.42 The UAE also has a territorial dispute with Oman that has
complicated the relationship between the two countries.43 Strained relations between
Qatar and Bahrain can be traced to the confl ict between the Al-Thani and Al-Khalifa ruling
families over a town in the north of Qatar called Zubarah going back hundreds of years.
40. Eddie Boxx, “Building Gulf Missile Defenses One Small Win at a Time,” Washington Institute for Near
East Policy, March 28, 2013, https:// www.washingtoninstitute.org /policy-analysis/view/building-gulf-missile
-defenses -one -small-win-at-a-time.
41. Davidson, Power and Politics, 8.
42. Davidson, After the Sheikhs, 180.
43. Ibid., 181.
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This dispute was oﬃcially settled in 2001, but, just as with the dispute between Saudi
Arabia and the UAE, it remains a source of tension to this day.44 Furthermore, fear among
the smaller Gulf states about domination by the much larger Saudi kingdom is worsened by
their memories of Saudi Arabia’s early history, when the Wahhabi-Al-Saud alliance sought
to conquer large swaths of their territory.

Differences on Current Regional Security Challenges
As significant as these historic disputes are to the Gulf’s political landscape, they pale in
comparison to the current disagreements over regional security challenges. On many of
the most important security issues facing the Gulf and the wider Middle East, the GCC
states have been unable to form a consensus on a common strategy, often times pursuing
contradictory objectives to one another. The GCC states have differing opinions on relations
with postwar Iraq and the civil war in Syria, both topics with major implications for the
security of the Middle East and the Persian Gulf. However, nowhere are the GCC’s internal
disagreements clearer than on the issues of the Muslim Brotherhood and Iran.
For many of the GCC states, the Muslim Brotherhood is seen as a direct threat to the
survival of their regimes. After the Muslim Brotherhood came to power in Egypt, Saudi
Arabia, the UAE, and others began pursuing policies designed to marginalize and weaken
its rule. In contrast, Qatar, armed with its oil money and the Al Jazeera news network,
actively supported the Muslim Brotherhood—not just in Egypt but throughout the entire
region.45 Qatar and Saudi Arabia both have long histories of supporting the Brotherhood,
but more recently—and especially after the Arab Spring provided a vacuum for the Brotherhood to exploit— Saudi Arabia began to change course. Meanwhile, Qatar has embraced
the Brotherhood further as part of its strategy to become a regional powerhouse. The
Saudi- Qatari feud over the Muslim Brotherhood led to a dramatic and unprecedented
diplomatic crisis in March of 2014, when Saudi Arabia, the UAE, and Bahrain (who are
aligned with the Saudis on the Brotherhood issue) recalled their ambassadors from Qatar
to signal their displeasure with Qatari Emir Sheikh Tamim bin Hamad Al-Thani’s policies.46 Qatar has also incurred the wrath of the Saudi royal family for supporting the
Houthis, a rebel group in Yemen hostile to the Saudis.
On the Iranian issue, the GCC is no less fragmented. All the states in the GCC harbor fear
about Iran to one degree or another; however, different historical experiences and economic interests have severely complicated the GCC’s response to Iran’s growing influence
in the region. Within the GCC, there are two camps with divergent preferences for relations
with Iran. The fi rst camp, led by Saudi Arabia with Kuwait and Bahrain in tow, favors a
more confrontational approach toward Iran. Both Kuwait and Bahrain defer to Saudi
Arabia on many issues, a state of affairs inspired by the strong ties between the Kingdom
44. Davidson, Power and Politics, 55.
45. Guido Steinberg, The Gulf States and the Muslim Brotherhood, Project on Middle East Political Science,
March 2014, http:// pomeps.org /2014 /03/21/the -gulf-states -and-the -muslim-brotherhood /.
46. Angus McDowall and Amina Bakr, “Three Gulf Arab states recall envoys in rift with Qatar,” Reuters,
March 5, 2014, http:// www.reuters.com /article/2014 /03/05/us-gulf-qatar-ambassadors-idUSBREA2413N20140305.

PROJECT ON NUCLEAR ISSUES | 125

and Kuwait— a bond forged during the Persian Gulf War in 1991— and Bahrain’s reliance
on Saudi subsidies and political support.47
The second camp is composed of Qatar, the UAE, and Oman. These states, while still
apprehensive about Iran, advocate for more conciliatory relations. Qatar has a somewhat
bifurcated policy toward Iran. On the one hand, its Wahhabi ruling family mistrusts the
Shi‘a government across the Gulf. On the other hand, Qatar needs peaceful relations with
Iran in order to exploit and export its natural resources. The two nations share the world’s
largest offshore deposit of natural gas, the South Pars/North Dome field, and any instability
caused by a confrontational approach to Iran would put Qatar’s economic interests at risk.
This dilemma, along with Qatar’s hesitancy to defer to Saudi leadership on most issues,
reduces its reliability as part of the GCC alliance against Iran.48
In the UAE’s case, the desire for more peaceful relations stems from the long-standing
economic ties between the Emirates (mainly Dubai) and Iran. The roughly 450,000 Iranians living in the UAE help to facilitate extensive trade between the two nations.49 The
UAE’s alarm over Iran’s nuclear program and its anger over the Ira nian seizure of three
Emirati islands in 1971 are not enough to convince it to put its economic interests at risk.50
Oman, which is located outside of the Gulf on the Arabian Peninsula, is far less concerned about Iran’s growing influence and its nuclear program than are the other five
members of the GCC.51 The Omanis have maintained good relations with Iran ever since
Iran provided assistance to Oman’s ruler, Sultan Qaboos bin Said Al-Said, to put down the
Dhofar rebellion during the 1970s. Similar to Qatar, Oman is also reluctant to follow Saudi
leadership, contributing to Sultan Qaboos’s policy of remaining on good terms with both
the United States and Iran.

Conclusion
The considerable political divisions plaguing the Persian Gulf make cooperation and
integration among the GCC— a necessity in order to overcome the technical and geograph ical challenges of regional BMD— an untenable goal for the foreseeable future. Even under
optimal political conditions, the high level of technical and political integration required
for missile defense can be diﬃcult to achieve. For example, the EPAA is being implemented
under the auspices of NATO, an alliance with a decades-long history of cooperation and
trust. Yet, when U.S. Patriot batteries were deployed to Turkey in 2013 to protect it from
Syrian missiles, the batteries were prevented from operating for weeks because of “foreign

47.
48.
2014.
49.
50.
51.
2014.

Gray, “Building a Persian Gulf Ballistic Missile Defense Umbrella,” 75.
Author Interview with Ambassador Edward W. Gnehm, Jr., Washington, D.C., United States, April 22,
Potter, The Persian Gulf, 76.
Davidson, Power and Politics, 9–10.
Author Interview with Ambassador Edward W. Gnehm, Jr., Washington, D.C., United States, April 22,
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disclosure issues” that prohibited the sharing of sensor data with NATO allies.52 If NATO is
having trouble with sharing sensor data and integrating its command and control under
optimal political conditions, expecting the GCC to achieve integration under the current
political circumstances is unrealistic. The Gulf’s more challenging geography necessitates
almost flawless interoperability; such cooperation cannot take place as long as the current
levels of mistrust between the Gulf monarchs persist.
Given that political conditions are highly unlikely to improve to the point necessary for
effective BMD cooperation within the time frame needed to address the Iranian threat, the
United States should reduce its emphasis on using BMD as a vehicle for regional cooperation and take a more active role in directly overseeing the regional system’s implementation. The sale of missile defense systems to the Gulf monarchies can and should continue as
a signal of U.S. commitment to the Gulf regimes, but BMD assets under the command and
control of the Gulf militaries should not be expected to perform in an integrated fashion
during combat. To provide actual BMD coverage for the region— and as a further signal of
commitment to the Gulf monarchies—the United States should increase the number of its
own ground-based BMD assets deployed to its bases in the region to create an effective
architecture unilaterally or with limited bilateral support.
Such an approach would accomplish two major U.S. objectives (credible commitment to
the region and actual protection of the region from ballistic missile attack) without relying
on the GCC to solve its internal problems before it can contribute to the eﬃcacy of the
regional BMD architecture. Unfortunately, the objective of bringing the GCC closer together
will have to wait for a more favorable political landscape, which may not materialize for
some time. There is no harm in continuing to try to use BMD as a vehicle to strengthen the
GCC, but counting on the success of this strategy for the region’s defense would be unwise.
For the time being, the region’s protection from Iranian missile attack should come primarily from the United States.

52. Rachel Oswald, “Audit Finds Obstacles to Operating U.S. Antimissile Assets in Eu rope,” Global Security
Newswire, April 15, 2014, http:// www.nti.org /gsn /article/report-fi nds -process-fielding-us -antimissile -assets
-europe -frought-implementation-issues/.
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Triads, Dyads, and Interoperability:
A Structured Approach to Tracing
the Implications of Diversity on
Deterrent Force Reliability
Jarret Lafleur1

T

he United States has recently found itself faced with important decisions regarding the
diversity of its nuclear forces. These diversity-related decisions commonly require a
trade- off between the lower cost of a force with fewer delivery vehicle or weapon types and the
lower exposure to the risk of unforeseen failures of a force with more delivery vehicles or
weapon types. At least two such decisions have been discussed in recent years— namely, (1) the
incorporation of warhead interoperability into a future “3+ 2” stockpile and (2) the potential
elimination of a leg of the nuclear triad. Within the discourse on these decisions, the issue of
diversity and its relationship to risk is often discussed qualitatively. To augment the qualitative discussion, this paper introduces a tool from the field of reliability engineering, the reliability block diagram, to help confront the issue of risk in a highly structured and even
quantitative manner. The utility of the tool is demonstrated through illustrations of how
(1) properly chosen warhead interoperability may maintain the same level of risk accepted for
today’s force structure, even with reduced warhead diversity, and (2) the technical risks that
may be avoided through warhead interoperability investments may be dwarfed by technical
risks accepted in any future triad leg elimination decision.

Introduction
Over the history of the nuclear age, the United States has fielded more than 70 nuclear
warhead types.2 Designs have evolved from the Little Boy and Fat Man weapons, delivered
by propeller- driven heavy bombers, to a present- day arsenal of seven weapon types deliverable by a diverse triad of air-, land-, and sea-based platforms. However, today’s stockpile
is not nearly as diverse as it once was. At the height of the Cold War, some 50 nuclear
1. Jarret M. Lafleur is a senior member of the technical staff, Homeland Security and Defense Systems
Center, at Sandia National Laboratories in Livermore, California.
2. Oﬃce of the Assistant Secretary of Defense for Nuclear, Chemical, and Biological Defense Programs,
The Nuclear Matters Handbook (Washington, DC: U.S. DOD, 2011), 31–32.
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Figure 1. Chronology of twentieth- century U.S. nuclear weapon stockpile entry
dates, illustrating decreasing numbers and diversity of warhead types toward the
conclusion of the Cold War

From W. Brien Bopp, “Retired Nuclear Weapons” (SRD PowerPoint presentation given in Albuquerque, New Mexico,
September 27, 2013), 10.

weapon types existed in the U.S. arsenal (for examples, see Figure 1).3 Their delivery platforms included not only the bombers, ICBMs, and SLBMs we know today, but also surfaceand sea-launched cruise missiles, air defense missiles, battlefield artillery, torpedoes,
antisubmarine depth bombs, and the 16-inch guns of naval battleships. Such a wide
variety of nuclear capabilities provided not only options for a flexible nuclear response to
international tension or crisis but also a hedge against the possibility of an unforeseen
catastrophic technical failure of one or more weapon or delivery systems.4 Such a hedge
could prove crucial. If a catastrophic technical failure were to occur—for example, if a
newly discovered vulnerability were to ground or render ineffec tive a fleet of delivery
vehicles or warheads of a given type— then without such a hedge to compensate, the United
States would risk exposing an exploitable gap in its nuclear deterrent and inviting attack.

3. Ibid., 17.
4. Robert McNamara, Blundering into Disaster: Surviving the First Century of the Nuclear Age (New York:
Pantheon Books, 1986), 21–36; Samuel J. Kessler, “From ‘Massive Retaliation’ to ‘Flexible Response’: Robert
McNamara at the Pentagon,” Journal of Politics and International Affairs 6 (2010): 38– 43; Claiborne Pell, et. al.,
“The INF Treaty,” Report of the U.S. Senate Committee on Foreign Relations, Executive Report 100–15, April 14,
1988, 13.

PROJECT ON NUCLEAR ISSUES | 129

Figure 2. Notional relationship between nuclear enterprise and force structure
cost, risk, and diversity

Adapted from Jerry McDowell and Bruce Walker, “Lifecycle Opportunities and Challenges with an Interoperable
Warhead Approach” (OUO PowerPoint presentation, Albuquerque, New Mexico, January 25, 2013), 16.

Since the latter years of the Cold War, the United States has increased its exposure to this
technical failure risk by dramatically reducing the number of weapon types in its stockpile.
The 1987 INF Treaty, for example, eliminated all Pershing IA, Pershing II, and BGM-109G
ground-launched cruise missiles.5 Then, through the PNI of 1991, the United States announced
the unilateral elimination of all army tactical nuclear weapons and most navy nonstrategic
nuclear systems. The following decades saw decisions to eliminate the B-1B bomber, Peacekeeper ICBM, Tomahawk sea-launched cruise missile, and Advanced Cruise Missile as
nuclear delivery platforms. Although these types of reductions may have eased tensions
between the United States and Russia and reduced the annual cost of U.S. nuclear forces,
they have also made the nuclear stockpile more susceptible to newly discovered commonmode technical issues that could ripple across multiple delivery vehicles or warheads.
Figure 2 depicts the notional relationship between nuclear security enterprise and
force structure risk, cost, and diversity. Here, the y-axis denotes both cost (the dashed line)
5. David B. Thomson, A Guide to the Nuclear Arms Control Treaties (Los Alamos, NM: Los Alamos Historical Society Publications, 2001), 117–129.
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and risk (the solid line) as a function of the degree of diversity among nuclear forces (that
is, delivery vehicles and warheads). Under the approximation that each warhead type or
delivery vehicle type is an independent program with relatively independent maintenance,
surveillance, and life extension program (LEP) costs, then costs may be expected to increase somewhat linearly as more systems are added to U.S. nuclear forces. Technical
failure risk, on the other hand, may be quite high at small numbers of weapon and delivery vehicle types, given the high consequences for losing a single system. As more weapon
and delivery vehicle types are added, risk is reduced, approaching zero with gradually
diminishing returns.
The diagram in Figure 2 applies to at least two decisions that have recently faced the
U.S. nuclear security enterprise and nuclear forces—namely, (1) the incorporation of warhead interoperability into the future nuclear stockpile and (2) the potential elimination of a
leg of the nuclear triad.

WARHEAD INTEROPERABILITY
Warhead interoperability refers to the ability to use one type of nuclear explosive package,
along with adaptable nonnuclear components, across multiple delivery platforms. This
strategy is aligned with guidance of the 2010 Nuclear Posture Review, which encouraged a
reduction in the number of stockpiled warhead types through the development of an ICBM
warhead that could also be used on SLBMs.6 Interoperability is also integral to the “3+2”
vision recently adopted by the Nuclear Weapons Council, whereby in the long term, the
nuclear stockpile would be reduced to three ballistic-missile-type warheads and two types
of air- delivered weapons (in contrast to today’s “4+3” stockpile). The ballistic missile warheads would each be deployable on both U.S. Air Force and Navy delivery systems, and the
air- delivered weapons would each be deployable in cruise missiles and bombs. In addition
to reducing the number of warhead types in the stockpile, interoperability is envisioned to
reduce stockpile maintenance costs and allow a reduction in the size of the stockpile
hedge.7
Notably, in its markup to the National Defense Authorization Act for fiscal year 2014, the
House Subcommittee on Strategic Forces acknowledged these potential benefits of interoperability but issued a caution to ensure that the implementation of the strategy does not
produce an unacceptable risk to the deterrent force in the event of an unforeseen component technical failure:
The committee understands that the Nuclear Weapons Council has approved a
long-term plan to increase the use of common components and systems across U.S.
nuclear delivery systems and the nuclear stockpile. In the long-term, this approach is
6. U.S. DOD, Nuclear Posture Review Report, 39, http:// www.defense.gov/npr/docs/2010%20Nuclear
%20Posture%20Review %20Report.pdf.
7. U.S. Department of Energy, Fiscal Year 2014 Stockpile Stewardship and Management Plan: Report to
Congress (Washington, DC: Department of Energy, 2013), 1–2, 9–2. http://nnsa.energy.gov/sites/default /fi les/nnsa
/06 -13 -inlinefi les/FY14SSMP_2.pdf.
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expected to yield significant cost savings, may enable novel approaches to mitigating
risks through deployment of interoperable warheads that can be utilized on multiple
delivery systems, and may facilitate reductions in the number of nuclear weapons
held in reserve. However, the committee urges the Department of Defense and the
National Nuclear Security Administration to use caution in implementing this approach to ensure that commonality does not lead to unacceptable risk of widespread
impacts to the deterrent force, should a technical risk cause a common component or
subsystem to fail.8

TRIADS AND DYADS
Today’s nuclear triad consists of some 450 Minuteman III ICBMs, 14 Trident-armed Ohioclass ballistic missile submarines (SSBNs), and a combination of 76 B-52H and 18 B-2
nuclear- capable bombers. Each of these land, sea, and air legs contributes a set of strengths
to the triad that largely balances out shortcomings of the others. In a post– Cold War age of
fiscal austerity, however, the costs of maintaining and modernizing all three legs have
caused many to reconsider the relevance of the triad. An inundation of articles and papers
composed in recent years has offered various plans for the future of the nuclear triad.
Typically, these plans support one of four basic strategies: (1) eliminate the land leg of the
triad, (2) eliminate the air leg of the triad, (3) eliminate the sea leg of the triad, or (4) retain
all three legs.9 A substantial risk-related justification for maintaining all three legs is
expressed by General Robert C. Kehler, former commander of U.S. Strategic Command:
I do not believe that we need a triad because we’ve always had a triad. I do believe, though, that in the—in the position we fi nd ourselves today, that it is, in fact,
the appropriate mixture of forces to meet our needs.
It may not always be so. And I think that there are other conditions as we will go
forward where we will have to go back and take a hard look at whether those conditions remain so. But I believe today, for the mixture of attributes that I cited in my
prepared remarks, as well as the ability that we have with the triad to hedge against
technical failure, for example—I think that it has served us well and continues to
serve us well in this set of scenarios.10

TECHNICAL RISK: THE COMMON DENOMINATOR
Although, at the surface, the two issues of interoperability and triad leg maintenance seem
unrelated and are discussed in separate forums, they share a common concern. Policymakers and analysts for both issues recognize that decisions to reduce the diversity of the U.S.
8. U.S. House of Representatives Subcommittee on Strategic Forces, Markup of H.R. 1960– FY14 National
Defense Authorization Bill, Washington, D.C., June 2013, 80.
9. For additional discussion and references to the various cases for triad leg elimination, see Jarret M. Lafleur,
“Arguing in Perfect Harmony: A Search for Order among U.S. Nuclear Force Structure Evaluation Criteria,” in
Nuclear Scholars Initiative: A Collection of Papers from the 2013 Nuclear Scholars Initiative, ed. Sarah Weiner
(Washington, DC: CSIS, 2014), 122–142, http://csis.org /publication /nuclear-scholars -initiative -1.
10. C. Robert Kehler and Franklin C. Miller, “A Conversation with General C. Robert Kehler,” Council on
Foreign Relations, May 30, 2012, http:// www.cfr.org /united-states/conversation-general-c-robert-kehler/p28404.
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nuclear force structure may impose a detrimental impact on the risk that the nation accepts because of unforeseen future failures, particularly those that arise from unforeseen
design, aging, or other technical issues.
This issue of diversity and its relationship to risk is often discussed qualitatively in the
nuclear-weapons policy and systems engineering community. The aim of the following
section is to introduce how a tool from the field of reliability engineering, the reliability
block diagram, can help confront this issue in a highly structured and even quantitative
manner.

Deterrent Force Reliability
The following analysis is based on reliability theory and reliability engineering, a field
fi rst recognized in the 1950s and nearly as old as the nuclear age itself.11 The field was
originally motivated by the problem of exceedingly high failure rates for critical vacuum
tubes in World War II military electronics, overcoming a “deep-seated conviction of American production engineers [ . . . ] that laws of chance have no proper place among scientific
production methods.”12 The field has continued to grow in scope and complexity to this day,
evolving from simply describing, predicting, and influencing the failure rates of small
components to driving safety assessments and decisions for systems as large and complex
as nuclear power plants.13
Fundamentally, reliability engineering today encompasses a set of tools and techniques
that describes the probability that a system is functional over a given time interval. What
exactly constitutes a “functional” system is application dependent. Motivated by the technical risk concerns noted in the introduction, this paper takes the very basic and perhaps
intuitive stance that the nuclear force structure functionality of greatest importance to the
nation is for the U.S. military to maintain a credible strategic nuclear deterrent force. This
credible force must be maintained in spite of any catastrophic technical failures, for example, that may occur to render a warhead or delivery vehicle unusable or ineffec tive.
Consequently, this paper adopts the following two defi nitions:
Deterrent Force Reliability is defi ned as the probability that at least one form of a credible
nuclear deterrent force is functional at a given time. Throughout this paper, this quantity will be represented by the variable R. Because R is a probability, its value is
bounded by a minimum of zero and a maximum of one.
Deterrent Force Failure Probability, alternatively referred to as deterrent force unreliability,
is the complement of deterrent force reliability. This quantity is the probability that no

11. Joseph H. Saleh and Karen Marais, “Highlights from the Early (and Pre-) History of Reliability Engineering,” Reliability Engineering and System Safety 91 (2006): 249–256; Anthony Coppola, “Reliability Engineering of
Electronic Equipment: A Historical Perspective,” IEEE Transactions on Reliability R-33 (1984): 29–35.
12. H. A. Freeman, “Statistical Methods for Quality Control,” Mechanical Engineering (1936): 261–262.
13. Kehler and Miller, “A Conversation with General C. Robert Kehler.”
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Figure 3. RBD for a two- element series system

form of a credible nuclear deterrent force is functional at a given time, represented by
the variable R¯. By defi nition, R¯ = 1 − R.14
In order to compute deterrent force reliabilities and failure probabilities, this paper
will employ the assistance of reliability block diagrams (RBDs). An RBD is a graphical
representation that shows how the elements of a system are structured with regard to the
system’s state of functionality. For example, a system that will function only if all its elements are functioning is known as a series system, and a simple two- element series system
is depicted in Figure 3. In this diagram, the system is functional as long as an unbroken
path exists between the left and right ends of the diagram. If either one (or both) of the
elements S1 or S2 fails (or breaks), then no unbroken path exists and the complete system is
considered to be nonfunctional or failed. Assuming that all elements fail independently of
each other (e.g., that the failure of S1 would not increase or decrease the probability that S2
fails, or vice versa), then the probability that the entire system is functional is simply the
product of the reliabilities of each element. In this paper, individual element reliabilities
will be noted as r and individual element failure probabilities as r¯. Thus, in the example of
Figure 3, Rsystem = rS1 × rS2. Throughout this paper, the assumption that each element fails
independently of the others will be maintained.
In contrast to the series system, a parallel system will continue to function as long as
just one of its elements is functioning. As the two- element diagram in Figure 4 depicts, an
unbroken path will continue to exist if either S1 fails (in which case the unbroken path is
via S2) or S2 fails (in which case the unbroken path is via S1). The only way that the entire
parallel system can fail is if both S1 and S2 fail. The mathematical expression for the reliability of this parallel system is somewhat more complicated than for the series system of
Figure 3, with Rsystem = 1 − (1 − rS1)(1 − rS2). As intuition would suggest, a fully parallel system
is always at least as (and is generally more) reliable compared with a series system of the
same number of elements.
Reliability block diagrams can become much more complex than the examples in
Figures 3 and 4. Multiple parallel systems can be placed in series with each other, and
14. In other words, there is a 100 percent chance that the deterrent force is either functional or nonfunctional. For example, if there is a 90 percent chance that a credible nuclear deterrent force is functional, then
there is a 10 percent chance that no credible nuclear deterrent force is functional.
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Figure 4. RBD for a two- element parallel system

multiple series systems can be placed in parallel with each other. In many cases, the reliability of the complete system can still be derived through the appropriate application of
the two formulas above. Complexity can arise when the same element occurs in multiple
paths, in which case the analysis may need to more rigorously identify the minimal path or
cut sets and complete a more complicated calculation.15

TODAY’S STRATEGIC NUCLEAR FORCE STRUCTURE
The analysis that follows frames the deployable elements of the U.S. strategic nuclear force
structure in terms of a RBD. The current nuclear triad is depicted this way in Figure 5. At a
high level, this diagram shows three parallel sets of elements, one for each of the air (top),
land (middle), and sea (bottom) legs of the triad. Within each leg, paths from left to right
always pass through at least one delivery platform and a nuclear weapon type (warhead or
bomb), because it is assumed that, at a minimum, a weapon must be coupled with a functional delivery vehicle in order for that weapon to have credibility as a deterrent. The
strategic delivery platforms included in the diagram are those that physically deploy in
order to execute weapon delivery.16 Weapons, whether warheads or bombs, are composed

15. One resource for understanding the details of these calculations is Sheldon M. Ross, Introduction to
Probability Models (Amsterdam: Elsevier, 2010), chap. 9.
16. Expanded future analyses might also choose to include the extended chain of ground facilities plus
command and control systems, for example, that must operate prior to weapon delivery.
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Figure 5. RBD representing today’s nuclear force structure

of two blocks, one of which represents the nuclear explosive package (NEP) and the other of
which represents the extensive set of nonnuclear (NN) components within the weapon.
Ideally, each block in this diagram would have its own unique quantified reliability.
For demonstration purposes, this paper will assume that each block has an identical value
for reliability (r) or failure probability (r¯).17 The following pages will show that interesting
and helpful observations can be made despite this crude assumption.

17. Note that this does not violate the assumption of independence. Two items can have the same failure
rate and still fail independently of each other. (Imagine identical twins with identical immune systems who
live separate lives but in the same basic environment; on average they may contract the common cold the same
number of times per year, but the fact that one twin has a cold does not mean the other will have one at the
same time.)
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Figure 6 shows on the y-axis how deterrent force failure probability (i.e., R¯, the probability that no unbroken path exists between the left and right ends of Figure 5) changes as
a function of the assumed single- element failure probability (r¯) on the x-axis. As expected,
the line has a positive slope, reflecting that increases in the failure probabilities for each
RBD element (on the x-axis) cause an increase in the failure probability for the total deterrent force. However, note the difference in values between the x- and y-axes. For a notional
failure probability of 1 in 1,000 over some unit time (10 −3 on the x-axis), the deterrent force
failure probability is only 2.04 in 1,000,000,000,000 (about two in one trillion). This illustrates that the redundancy present in the current nuclear triad force structure substantially magnifies the reliability that can be attained from any single element.

EXAMPLE REDUCED-DIVERSITY TRIAD
Although the use of RBDs in the previous discussion is useful for understanding the reliability magnification that occurs through the adoption of a triad force structure, the RBD
approach becomes substantially more useful as force structure trades are considered. As
an example of a future where the United States maintains a triad but with reduced warhead diversity, suppose that a warhead is removed from the land (ICBM) leg of the nuclear
triad and everything else about Figure 5 remains the same. This results in the force structure of Figure 7.
When the R¯ vs. r¯ plot is recomputed for this new force structure, the solid gray line in
Figure 8 results. The original line from Figure 6 remains indicated in solid black for comparison. As the plot shows and as might be expected, this reduced- diversity force structure
has a characteristic deterrent force failure probability line that is elevated from the characteristic line of today’s force structure. That is, the diversity reduction has increased the
exposure of the triad to a higher failure probability. Although still low, this risk is 6.10 in a
trillion for a reference r¯ of 1 in 1,000, about a factor of three higher than for today’s force
structure.

REDUCED-DIVERSITY TRIAD WITH LAND-LEG INTEROPERABILITY
The next two subsections consider how strategies of warhead interoperability can be used
to improve the reliability of the deterrent force beyond what would otherwise be attained
with the previous subsection’s notional reduced- diversity triad. Considered fi rst is a simple
modification to Figure 7; to simulate the existence of an interoperable warhead (IW) deployed on the land leg of the triad, a link is added to connect the IW to the sea leg’s delivery
platforms (see Figure 9). As a result, the land-leg IW can be used on the sea or land leg to
provide a credible deterrent.18

18. This model applies the defi nition of IW set forth in the fi rst section of the paper, and the entire
warhead, including the NEP and nonnuclear components, is assumed to be capable of interfacing with both
ICBM and SLBM systems. However, other interpretations of the term interoperability may exist. For example, if
the concept is restricted to the interoperability of NEPs, then one NEP might be capable of interfacing with
multiple nonnuclear component sets. This would result in a slightly different diagram and numerical results
but is compatible with the RBD modeling method set forth here.
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Figure 6. Deterrent force failure probability (R¯) vs. single- element failure
probability assumption (r) for today’s nuclear force structure (note that both
axes use logarithmic scales)
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Figure 7. RBD for a triad with reduced warhead diversity

When the R¯ vs. r¯ plot is recomputed, the dotted black line in Figure 10 results. The
original lines from Figure 8 remain indicated for comparison, which reveals, interestingly,
that the force structure in Figure 9 has a characteristic failure probability line that lies
almost exactly on top of the line for the reduced- diversity triad with no interoperability.
This can be verified numerically: For a reference r¯ of one in 1,000, this deterrent force
structure has a failure probability of 6.09 in a trillion. The difference between this and the
no-interoperability deterrent force failure probability is less than 0.01 in a trillion, well in
the noise given the simplicity of this model. As far as deterrent force reliability is concerned, the two force structures are essentially identical.
Why is this so? Recall that the previous subsection considered a change from today’s
force structure via the elimination of a warhead on the land leg, resulting in a remaining
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Figure 8. Deterrent force failure probability (R¯) vs. single- element failure
probability assumption (r¯), including a triad with reduced warhead diversity
(note that both axes use logarithmic scales)
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Figure 9. RBD for a triad with reduced diversity and an interoperable land-leg
warhead

land-leg warhead that is a single point of failure for the leg; that is, the failure of the warhead would result in the failure of the entire land leg. Looking at the interoperability of
Figure 9, it is apparent that this fact has not changed: The failure of the IW still produces a
failure of the entire land leg. The only benefit that the interoperability in Figure 9 brings is
added redundancy to the warheads of the sea leg. However, the redundancy of the sea leg’s
two warhead types already made the nuclear-weapon portion of the sea leg highly reliable.
With two delivery platforms (the SSBN and SLBM) in series on the sea leg with no explicit
redundancy, adding a third redundant warhead contributes only marginally to reducing
the leg’s failure probability. This example emphasizes the importance of striking a balance
between delivery platform and warhead diversity: A great diversity of warheads on a leg of
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Figure 10. Deterrent force failure probability (R¯) vs. single- element failure
probability assumption (r¯), including a triad with reduced diversity and an
interoperable land-leg warhead (note that both axes use logarithmic scales)
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the triad may provide little benefit if the failure of just one delivery platform can cause the
failure of the leg.

REDUCED-DIVERSITY TRIAD WITH SEA LEG INTEROPERABILITY
As an alternative to the marginal failure probability reduction offered by the land-leg
interoperability above, this subsection considers a force structure identical to Figure 7
except with one simple modification; simulating the existence of an interoperable warhead
deployed on the sea leg of the triad, a link is added to connect the interoperable warhead to
the land leg’s delivery platform (see Figure 11). Thus, the sea-leg interoperable warhead
can be used on the sea or land leg to provide a credible deterrent.

Figure 11. RBD for a triad with reduced diversity and an interoperable sea-leg
warhead
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This minor modification produces a remarkable result; when the R¯ vs. r¯ plot is recomputed, the characteristic line for this new force structure with a sea-leg IW falls almost
exactly on top of the original line for today’s force structure (see Figure 12). For a reference
r¯ of one in 1,000, this new deterrent force structure has a failure probability of 2.05 in a
trillion – not more than 0.01 in a trillion higher than the original failure probability computed for today’s force structure. In effect, this par ticu lar interoperability strategy has
recovered the deterrent force reliability that was lost when the land-leg warhead was
removed from the force structure. This provides a basic proof of the concept that properly
chosen interoperability may maintain the deterrent force reliability of today’s force structure, even with reduced warhead diversity.
Why could this sea leg interoperability strategy produce such a positive result while the
land-leg interoperability could not? Unlike the land-leg interoperability strategy, the sealeg strategy restores the redundancy to the land leg that was lost through the elimination of
one of the land leg’s warheads. In other words, this sea-leg interoperability strategy allows
multiple warhead alternatives for both the sea and the land legs. The resulting force structure is functionally nearly identical to the original, with the exception that the redundancy
of the land and sea legs share a redundant weapon. Thus, the weapon redundancy in both
legs can be simultaneously lost if the IW experiences an unforeseen technical failure.

TRIAD LEG ELIMINATION OPTIONS
As indicated in the introduction, warhead interoperability is not the only strategic decision
point concerned with the impact of the nuclear force structure on technical risk. Recent
debate regarding whether a nuclear triad should be maintained can also be analyzed in
terms of deterrent force reliability using this paper’s methodology. For example, the elimination of the air leg of the triad can be represented by removing the air leg (top) rung from
Figure 5. Elimination of the land leg can be represented by removing the middle rung, and
elimination of the sea leg by removing the bottom rung.
Such changes to the force structure not only reduce warhead and delivery platform
diversity, but they also eliminate entire parallel legs of functionality. Consequently, their
impacts are much greater than those of interoperability observed earlier. The magnitudes
of these impacts are visible in Figure 13. The lower four lines, visible as two sets of overlapping lines, correspond to the same four cases of varying warhead diversity and interoperability illustrated in Figure 12. Moving upward on the graph’s logarithmic scale, the
black dashed line represents the case of a dyad that lacks a sea leg. For a reference r¯ of one
in 1,000, this dyad force structure has a failure probability of about one in a billion (500
times higher than today’s force structure). Slightly higher is the gray dashed line, representing a dyad that lacks a land leg and provides a reference deterrent force failure probability of about two in a billion (1,000 times higher than today’s force structure). Finally,
because the air leg possesses substantial internal redundancy, its elimination produces the
dyad of highest unreliability, with a reference deterrent force failure probability of about
two in a million (1,000,000 times higher than today’s force structure).
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Figure 12. Deterrent force failure probability (R¯) vs. single- element failure
probability assumption (r¯), including a triad with reduced diversity and an
interoperable sea-leg warhead (note that both axes use logarithmic scales)
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Figure 13. Deterrent force failure probability (R¯) vs. single- element failure
probability assumption (r¯), including nuclear dyad options that lack air, land,
and sea legs (note that both axes use logarithmic scales)
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Table 1. Deterrent Force Failure Probabilities from Figure 13 for Three
Single-Element Failure Probability (r¯) Assumptions, Given the Models of
Figures 5, 7, 9, and 11
Force Structure

Deterrent Force Failure Probability (R¯)
r¯ = 10−4

r¯ = 10−3

r¯ = 10−2

Today’s Force Structure

2.22 × 10−16

2.04 × 10−12

2.44 × 10−8

Triad with Reduced Diversity, No Interoperability

5.55 × 10−16

6.10 × 10−12

6.96 × 10−8

Triad with Reduced Diversity, 1 IW (Land)

5.55 × 10

−12

6.09 × 10

6.92 × 10−8

Triad with Reduced Diversity, 1 IW (Sea)

2.22 × 10−16

2.05 × 10−12

2.52 × 10−8

Dyad Lacking an Air Leg

2.00 × 10

−6

2.01 × 10

2.11 × 10−4

Dyad Lacking a Land Leg

2.00 × 10−12

2.03 × 10−9

2.34 × 10−6

Dyad Lacking a Sea Leg

1.00 × 10

1.02 × 10

1.20 × 10−6

−16

−8

−12

−9

Table 1 summarizes the numerical results discussed in the text of this discussion. It
also provides numerical results for other assumptions for the single- element failure probability (r¯). Importantly, note the difference in impact between the triad leg elimination and
warhead interoperability decisions. Although the warhead interoperability considered in
this paper changed the deterrent force’s failure probability by up to a factor of 3, triad leg
elimination changes this probability by factors of 500, 1000, or 1 million. This contrast
prompts the observation that the technical risks that may be avoided through warhead
interoperability investments may be dwarfed by technical risks accepted in any future
triad leg elimination decision. This illustration shows how the methodology posed in this
paper can help place force diversity issues in perspective and relative context with each
other.

Conclusion
Today, the United States maintains a delicate balance between the risk it accepts and cost it
bears for its nuclear deterrent forces, in part as a consequence of the diversity of those
forces. This balance has been a factor in discussions and decisions on at least two recent
issues—namely, warhead interoperability and triad leg maintenance versus elimination.
In many cases, the issue of diversity and its relationship to risk is discussed qualitatively in
the nuclear-weapons policy and systems engineering community. To augment the qualitative discussion, this paper has introduced a tool from the field of reliability engineering,
the reliability block diagram, to help confront the issue of risk in a highly structured and
even quantitative manner.
The illustrative analysis in this paper has highlighted four major points. First, the
redundancy present in the current nuclear triad force structure substantially magnifies
the reliability that can be attained from any single element. Second, the case of the land-leg
IW illustrated how a great diversity of warheads on a leg of the triad may provide little
benefit if the failure of just one delivery platform can cause the failure of the leg. Third, the
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case of the sea-leg IW showed that properly chosen interoperability may maintain the
deterrent force reliability of today’s force structure, even with reduced warhead diversity.
Finally, the use of the methodology toward understanding the relative impacts of warhead
interoperability versus triad leg elimination showed that the technical risks that may be
avoided through warhead interoperability investments may be dwarfed by technical risks
accepted in any future triad leg elimination decision.
A number of avenues exist for future development, expansion, and refi nement of this
methodology and analysis. One important future work avenue is refi nement beyond common single- element probability assumption. For example, how would the frequency of
technical failures for delivery vehicles be expected to differ (if at all) from that of bombs or
warheads? Second, each of the blocks in the reliability block diagrams can be decomposed
into multiple sub-blocks representing different subsystems or components within the
delivery system or weapon. This would allow a more in- depth understanding of the risk of
common- cause failures across multiple systems. Third, although failure of the deterrent
force is a highly undesirable event and is thus the event tracked here (via the defi nition of
deterrent force reliability stated above), it is unlikely to be the only failure event of interest. There may be value in defi ning other undesirable events and metrics—for instance, the
probability of an unforeseen loss of a triad leg, which would create a situation where a
decisionmaker might wish to attempt to maximize multiple deterrent force reliability
metrics simultaneously.
In sum, this paper introduces a methodology for considering nuclear force structure
diversity trades that is straightforward and applicable to multiple issues facing the defense
and energy departments. This methodology is rooted in the rigorous and quantitative
science of reliability theory, but its purpose is to yield qualitatively useful conclusions for
nuclear force structure engineering and policy decisions. Moreover, the graphical reliability block diagrams themselves allow analysts and decisionmakers to form useful mental
models and intuition regarding the subject of risk. It is hoped that discussion about this
methodology and its results will continue, and that this discussion helps to inform future
decisions about the diversity of the U.S. nuclear force structure.19

19. Sincere thanks are due to a number of people and organizations who made this work and its publication
possible. Special thanks are due to Alex Roesler at Sandia National Laboratories, who wholeheartedly supported work on this topic from its inception. The author would like to thank the Center for Strategic and
International Studies for orga niz ing the July–August 2013 Project on Nuclear Issues conference, where this
work was fi rst publicly presented, and also for extending the invitation for an encore at the annual capstone
conference hosted by U.S. Strategic Command. At Sandia National Laboratories, special thanks are due to Paul
Nielan, John Hinton, and numerous others who provided valuable peer review and feedback, especially in the
Systems Research and Analysis groups in both California and New Mexico. Sandia National Laboratories is a
multiprogram laboratory managed and operated by Sandia Corporation, a wholly owned subsidiary of Lockheed Martin Corporation, for the U.S. DOE’s National Nuclear Security Administration under contract DE-AC0494AL85000.
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India’s Ballistic Missile Defense
Program: Implications for
Nuclear Stability in South Asia
Shane Mason1

T

his paper will explore the impact of India’s BMD program on nuclear stability in South
Asia. The first section will define nuclear stability and its twin components— crisis and
arms race stability. Next, the paper will quickly survey the internal and external motivations
for India’s BMD program and its current technical capabilities and operational status. The
paper will then examine how India’s BMD could affect nuclear stability between India and
Pakistan, and India and China. The conclusion will explore how a future deployment of Indian
BMD potentially affects U.S. national interests.

Introduction
In February 2014, Defense News reported that India’s Ministry of Defense had approved a
cooperation agreement with Israel to jointly develop an “anti-missile” system that would be
“tailor-made for use by India.”2 According to the report, India’s Defense Research and
Development Organi zation (DRDO) and state- owned Bharat Dynamics Limited (BDL) and
Bharat Electronics Limited (BEL) would work with Israel’s leading defense industry giants,
Rafael and Israel Aircraft Industries (IAI), to develop a suite of short- and medium-range
systems. Sources added that the missile interceptors will be based on India’s indigenously
developed Prithvi air defense system, while radar and other enabling technologies will be
built by BEL and IAI with Rafael offering to build C4I (command, control, communications,
computers, and intelligence) capabilities. A fi nal deal is expected to be signed in 2014.
Two months later, on April 27, DRDO held the maiden test of the Prithvi Defense Vehicle
(PDV), a missile interceptor ostensibly capable of engaging targets at altitudes higher than

1. Shane Mason is a Herbert Scoville Jr. Peace Fellow in the Nuclear Policy Program at the Carnegie
Endowment for International Peace. His research focuses on nonproliferation issues in South Asia and the
Middle East.
2. Vivek Raghuvanshi, “India, Israel to Build Anti-Missile System,” Defense News, February 6, 2014,
http:// www.defensenews.com /article/20140206/DEFREG03/302060025/India-Israel-Build-Anti-Missile -System.
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120km.3 A DRDO press release noted that the target missile and the interceptor were “specifically developed for the PDV mission,” and that “the target was developed for mimicking
a ‘hostile Ballistic Missile approaching from more than 2000 km away.’ ” 4 The PDV, if viable,
would be an important addition to India’s existing suite of BMD interceptors, which already
includes the Prithvi Air Defense (PAD) vehicle—which the DRDO claims can intercept
missiles at an altitude of 90 kilometers—and the Advanced Air Defense (AAD) interceptor
with a possible interception altitude between 18 and 30 kilometers.5 Although DRDO does
not go into great detail about the parameters of its interceptor tests, the PDV launch is
surely a positive step in the technological development of India’s BMD program, and suggests that the country’s defense scientists envision an ambitious nationwide BMD system
for India.
Despite the recent interceptor test and likely defense cooperation agreement with Israel
to develop BMD, a viable, deployed missile defense system in India is far from inevitable.
Given its track record of delayed or failed weapons systems—most notably its costly and
three- decades-long effort to produce a Light Combat Aircraft (LCA)—many remain skeptical that the DRDO can produce anything close to a meaningfully effective missile shield.6
Sunil Dasgupta and Stephen Cohennote note, “DRDO has not delivered a single major
weapon system to the armed forces in five decades of existence.”7 Likewise, the Indian
government has not taken an oﬃcial position on its program, nor has it outlined how it
plans to deploy a BMD system. Nevertheless, past is not always prologue, and Indian engineers may be able to prove critics wrong on BMD, particularly if it marshals Israeli expertise. Indeed, some of India’s most successful indigenous systems, like the Brahmos cruise
missile, were codeveloped with other countries.8
This paper will discuss what could happen if India were able to develop a credible
BMD system— one that, whether or not it was actively deployed in the field, would shape
the force requirements and decisionmaking of its adversaries. Specifically, this paper will
explore how Indian BMD would affect nuclear stability in South Asia. First, this paper will
establish a defi nition of nuclear stability and its component parts— crisis stability and
arms race stability. Next, it will outline the factors driving India’s pursuit of BMD and
trace the technical evolution of its program. The overall objective of this paper is to evaluate how India’s BMD affects nuclear stability within both dyads of South Asia’s strategic
3. Ravi Kumar Gupta, “Maiden Launch of PDV Interceptor” (press release, Defence Research and
Development Or ga ni zation, New Delhi, India, April 27, 2014), http://drdo.gov.in /drdo/English /dpi /press
_release/pdv.pdf .
4. Ibid.
5. “Walk the Talk with DRDO Chief VK Saraswat,” NDTV, April 28, 2012, http:// www.youtube.com /watch
?v=rZwMZ8rWNMc; Arjun Subramanian, “Indian BMD: Pointers and Future,” issue brief, Centre for Air Power
Studies, December 28, 2012, 2, http:// www.academia.edu /2404606/Indian _BMD_Pointers _and _Future.
6. Hemant Kumar Rout, “New Challenges ahead for DRDO,” New Indian Express, January 7, 2014, http:// www
.newindianexpress.com /states/odisha /New-Challenges -Ahead-for-DRDO/2014 /01/07/article1987442.ece.
7. Stephen P. Cohen and Sunil Dasgupta, Arming without Aiming: India’s Military Modernization (Washington, DC: Brookings Institution Press, 2010), Kindle edition, Location 515.
8. “BRAHMOS Supersonic Cruise Missile,” BrahMos Aerospace, June 27, 2014, http:// www.brahmos.com
/content.php?id=10& sid=10.
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triangle—India and Pakistan, and India and China. The analysis will conclude with an
examination of the impact of India’s BMD on U.S. interests.

Defining “Nuclear Stability”
Analysts and scholars have spent the entire nuclear age trying to develop a consensus
defi nition of stability and strategic stability to no avail. Some defi ne strategic stability quite
broadly, as the international security environment or a par ticu lar region being free from
interstate tension or security competition.9 Others conceive of stability more narrowly as
the absence of confl ict between states, particularly those with nuclear weapons.10 An even
more simplified defi nition asserts that strategic stability is, “the absence of incentives to
use nuclear weapons fi rst (crisis stability) and the absence of incentives to build up a
nuclear force (arms race stability).”11
This paper will not examine the merits of each conception of strategic stability.
Instead, this analysis offers a defi nition outlined by Dr. James Acton chosen for its precision and universal applicability to any conceivable nuclear dyad, including deterrent
relationships present in South Asia. Acton distills stability into its component parts—
crisis and arms race stability. According to Acton, a stable deterrent relationship is one
in which:
(1) “neither side has or perceives an incentive to use nuclear weapons fi rst out of the
fear that the other side is about to do so” (crisis stability); and/or
(2) there exists an “absence of perceived or actual incentives to augment a nuclear
force— qualitatively or quantitatively— out of the fear that in a crisis an opponent
would gain a meaningful advantage by using nuclear weapons fi rst.”12
It is important to note that this defi nition is not the only way to think of stability, nor does
it capture the full causes of instability in South Asia. Poverty, demography, territorial
disputes, sub- conventional warfare, and a shared history are all threats to a stable security
environment in South Asia that do not appear in the above defi nition. However, the defi nition does provide useful parameters by which regional stability in the nuclear context can
be discussed and debated.

9. C. Dale Walton and Colin S. Gray, “The Geopolitics of Strategic Stability: Looking beyond Cold Warriors
and Nuclear Weapons,” in Strategic Stability: Contending Interpretations, ed. Elbridge Colby and Michael Gerson
(Carlisle, PA: Strategic Studies Institute, 2013), 85.
10. Edward L. Warner, “How Is Deterrence and Stability Enhanced/Diminished by Arms Control beyond
New Start?” (presented at the 2011 United States Strategic Command Deterrence Symposium, Omaha, NE,
August 3– 4, 2011), https:// www.youtube.com /watch?v=sVwIhZx9sA4, cited by James Acton, “Reclaiming
Strategic Stability,” in Strategic Stability: Contending Interpretations, ed. Elbridge Colby and Michael Gerson
(Carlisle, PA: Strategic Studies Institute, 2013), 117.
11. Ibid.
12. Ibid., 121.
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Drivers and Technical Elements of Indian BMD
India’s DRDO is the driving force behind India’s BMD efforts, and has, since the 1990s,
been working on a two-layered missile shield with both exo- atmospheric and endoatmospheric capabilities.13 The PAD missile is the lynchpin of the fi rst layer, or upper
tier, of defense and is reportedly able to reach an estimated altitude of 90 kilometers.
The PDV, which was tested for the fi rst time in April 2014, may be positioned to increase
the reach of India’s exo- atmospheric capability.14 With the ability to reach an altitude
of 120km, the PDV “may eventually replace [the PAD] as the upper tier of the Indian
system.”15
The second phase, or lower tier, of the missile defense shield is led by the endo-atmospheric
AAD missile. The AAD intercepts incoming missiles that were not eliminated by the
fi rst-layer PAD in their terminal phase. At 7.5 meters in length, a body- diameter of 500
millimeters, and a launch-weight of 1,200 kilograms, the AAD is smaller and more mobile
than the PAD. Its maximum altitude is not known with certainty, but estimates suggest it
can reach anywhere from 18 to 30 kilometers.16 The second-layer interceptor has a single
stage propulsion system and, like the PAD, uses a hydroxyl-terminated polybutadiene
composite solid fuel for propellant.17
One of the most important arms deal in terms of Indian missile defense may have been
India’s purchase of three Israeli Phalcon- equipped AWACS (airborne warning and control
systems) in 2004.18 The Phalcon is a radar system that tracks multiple, long-range targets
in the air and on the ground. It provides India with the capability to track incoming missiles and aircraft, as well as monitor enemy troop movements from within its own airspace. The US$1.1 billion deal called for Israel to install the Phalcon system on three
Russian-supplied aircraft that India had already purchased. India received the fi rst Phalcon in May 2009, nearly two years late because of technical challenges related to integrating the system with the Russian Ilyushin-76 aircraft.19
India has focused primarily on testing endo-atmospheric interceptors, which would be
responsible for intercepting missiles in their terminal phase in a limited, point- defense
system. The mainstay of the shield’s second layer is the Advanced Air Defense (AAD), which

13. Interview, “Walk the Talk with DRDO Chief VK Saraswat,” NDTV, June 30, 2014, https:// www.youtube
.com /watch?v=rZwMZ8rWNMc.
14. Hemant Kumar Rout, “DRDO Planning to Test-Fire High-Altitude ‘Killer’ Missile in January,” New
Indian Express, November 29, 2013, http://newindianexpress.com /nation /DRDO -Planning-to -Test-fi re -High
-altitude -Killer-Missile -in-January/2013/11/29/article1917837.ece.
15. Eric Auner, “Indian Missile Defense Program Advances,” Arms Control Today (January– February
2013), http:// www.armscontrol.org /act /2013 _01-02/Indian-Missile -Defense -Program-Advances.
16. “PAD/AAD: Land Warfare Platforms,” Jane’s Artillery & Air Defence, April 3, 2013.
17. Ibid.
18. Wade Boese, “Israel, India Sign Major Arms Deal,” Arms Control Today (April 2004), http:// www.arms
control.org /act /2004 _04 /ArmsDeal.
19. “Israeli Phalcon to land in India today,” The Hindu, May 25, 2009, http://www.hindu.com/2009/05/25/stories
/2009052556742200.htm.
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was fi rst tested in November 2006 and has since been tested seven times, with the most
recent launch on November 23, 2012.20
Testing of the AAD has not been without its problems, including an embarrassing
failure on March 15, 2010.21 The interceptor missile failed to take off after the target
missile “deviated from its stipulated trajectory, leading to lack of proper coordination.”22
This 2010 test suggests that despite rhetoric from scientists at the DRDO, the Indian missile
defense likely has a long way to go before it becomes operational.
The technical advantages of endo-atmospheric interception may be offset by the limited coverage the system provides over the host country. Trying to intercept a missile in
its terminal phase limits the area that a BMD system can protect. Consequently, endoatmospheric interception can only be used to defend strategic targets like major cities,
military installations, ports, and nuclear missiles. Considering India’s limited resources
and the daunting technical challenges of developing and deploying a functional missile
defense shield, New Delhi is much more likely to deploy an endo-atmospheric point- defense
capability than a nationwide exo-atmospheric system.
Despite the significant technological investments in India’s BMD program, it does not
currently enjoy the active support of India’s political or military leaders. No senior government minister has publicly supported the deployment of BMD, nor has a relevant ministry
or the armed forces outlined a white paper on the issue. It is important to keep in mind,
then, that BMD remains essentially an advanced, well-funded, and well-tested research
and development program managed only by defense scientists working at the Ministry of
Defense. Nevertheless, this program is already causing alarm in Pakistan, and if India
decides to deploy it in the future, its impact on nuclear stability would not be trivial.

Impact on Nuclear Stability with Pakistan:
Making a Bad Situation Even Worse
Thinking through the motivations for and capabilities of India’s BMD highlights important
policy questions: (1) how would India’s BMD capability affect Pakistan’s decisionmaking in
a nuclear crisis, and (2) does India’s program, even in its early stages, affect Islamabad’s
nuclear force requirements?
In order to evaluate crisis stability between India and Pakistan, one must consider a
plausible crisis scenario.23 Such a crisis would most likely start with a terrorist attack in
20. Press Trust of India (PTI), “India test fi res supersonic interceptor missile,” India Today, November 23,
2012, http://indiatoday.intoday.in /story/india-test-fi res -supersonic -interceptor-missile/1/230553.html.
21. Rediff, “India’s missile defence test fails,” March 15, 2010, http:// news .rediff .com /report /2010/mar
/15/indias -missile -defence -test-fails.htm.
22. PTI, “New interceptor missile fails to take off,” Times of India, March 15, 2010, http://articles.timesofi ndia
.indiatimes.com /2010 -03 -15/india /28132790 _1_interceptor-missile -aad-missile -advanced-air-defence.
23. For more on escalation dynamics in South Asia, and India’s options in the event of another Pakistanlinked terrorist attack, read George Perkovich, “Preventing Nuclear War in South Asia: Unprecedented

PROJECT ON NUCLEAR ISSUES | 153

India conducted by groups associated, or presumed to be associated, with the Pakistani
military or intelligence ser vices. India would face enormous political pressure to respond
militarily, particularly after New Delhi’s response to the 2008 Mumbai attacks was criticized as lackluster.24 However, the central dilemma for Indian policymakers and military
planners hinges on the fact that almost any military action against Pakistan risks crossing
one of its nuclear “redlines.”25 India’s most likely military options— ground operations
across the international border or the Line- of- Control, and/or surgical air strikes against
terrorist training camps or infrastructure in Pakistan Occupied Kashmir— could illicit a
nuclear response from Pakistan, making even limited military operations in South Asia
cause for global concern.
Given the tense escalation dynamics that already exist in South Asia, how would
deploying a point missile defense system affect crisis stability with Pakistan? Would the
system provide Pakistan incentives, real or perceived, to use nuclear weapons fi rst? In
theory, BMD deployment should not change Pakistan’s fi rst-use calculus in a crisis. In
fact, by protecting India’s missile assets, BMD would actually reinforce India’s secondstrike capability, deterring a Pakistani fi rst- strike and strengthening nuclear stability.
However, what works in theory may not be consistent with what would happen in a
crisis. More specifically, Pakistan— deeply suspicious of Indian intentions— may consider
a deployed BMD system to be part of an Indian conventional fi rst- strike capability.26 As
one Pakistani strategist argued recently, an “effective Indian BMD allows India a shield
from Pakistani nuclear retaliation and means India would be more confident to carry out
conventional offensives like Cold Start.”27 This could drive Pakistan to take any number
Challenges, Unprecedented Solutions” (Robert McNamara Lecture on War and Peace, Harvard University,
October 3, 2013), http://carnegieendowment.org /2013/11/08/preventing-nuclear-war-in-south-asia-unprecedented
-challenges -unprecedented-solutions/gt13#.
24. Praveen Swami, “The lessons India hasn’t learned from 26/11,” The Hindu, November 27, 2013,
http:// www.thehindu.com /opinion /op -ed /the -lessons -india-hasnt-learned-from-2611/article5394512.ece.
25. Lieutenant General Khalid Kidwai, former chief of Pakistan’s Strategic Plans Division, gave the
most detailed account of Pakistan’s thinking on the use of nuclear weapons in a 2002 interview with Italian
researchers Paolo Cotta- Ramusino and Maurizio Martellini (“Nuclear Safety, Nuclear Stability, and Nuclear
Strategy in Pakistan,” January 21, 2002, http:// www.stimson.org /images/uploads/research-pdfs/Krepon _- _Paki
stan _Nuclear_Strategy_and _Deterrence _Stability.pdf). Kidwai outlined that Pakistan would only use nuclear
weapons if (1) “India attacks Pakistan and conquers a large part of Pakistani territory,” (2) “India destroys
a large part of either its land or air forces,” (3) “India proceeds to the economic strangling of Pakistan,”
or (4) “India pushes Pakistan into political destabilization or creates a large- scale internal subversion
in Pakistan.”
26. Zafar Nawaz Jaspal, “The Introduction of Ballistic Missile Defense in South Asia: Implications on
Strategic Stability,” in Nuclear Learning in South Asia: The Next Decade, ed. Feroz Hasan Khan, Ryan Jacobs,
and Emily Burke (Monterey, CA: Naval Postgraduate School, 2014), 125, http:// www.nps.edu /Academics/Centers
/CCC /Research /NuclearLearning /11%20Nuclear %20Learning _Jaspal.pdf.
27. Ibid., 125. The Indian army developed the “Cold Start” in 2004 to give policymakers limited war
options in the event of another Pakistan-linked terrorist attack. The doctrine calls for quick mobilization time
of Integrated Battle Groups, and the pursuit of limited territorial gains to punish Pakistan for its provocations,
while also staying under Pakistan’s nuclear threshold. For an authoritative analysis on Cold Start, see Walter
C. Ladwig III, “A Cold Start for Hot Wars? The Indian Army’s New Limited War Doctrine,” International Security
32, no. 3 (Winter 2007–2008): 158–190. However, Shashank Joshi has recently argued that Cold Start has not
been operationalized because of conceptual flaws and inertia within the Indian military and defense bureaucracy; see Shashank Joshi, “India’s Military Instrument: A Doctrine Stillborn,” Journal of Strategic Studies 36,
no. 4 (2013): 512– 540.
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of measures—including placing its nuclear assets on high states of alert— that would both
increase their survivability and the chances of nuclear use, whether accidental or
intentional.
Despite the limited scope and dubious eﬃcacy of India’s nascent BMD program, oﬃcials in Pakistan’s nuclear weapons establishment must consider improving its nuclear
forces to respond to this emerging threat.28 Nuclear planners in Islamabad and Rawalpindi will be forced to make important choices about the number and type of nuclear
delivery systems in the country’s arsenal (posture); the declared conditions under which
Pakistan’s nuclear weapons would be used (doctrine); and the organ i zational systems
established to maintain and ultimately deliver a nuclear weapon (command and control).
In fact, India’s BMD has already affected Pakistan’s nuclear posture considerably by
incentivizing the development of more fi ssile material, nuclear weapons, and the introduction of strategic cruise missiles.
The assumption that Pakistan must respond in some way to India’s BMD program is an
important assumption, and one that must be fleshed out. The heart of the matter lies in
the offensive and defensive nature of nuclear deterrence. According to Ashley Tellis, an
“offensive- dominant” deterrence regime is one which rests on mutually assured destruction.29 The advantage of deterrence based on mutual vulnerability “is that it requires only
modest nuclear arsenals for purposes of deterrence [ . . . ] since relatively small nuclear
forces can hold at risk a large number of their adversaries’ population centers.”30 A
“defensive- dominant” regime, on the other hand, manages deterrence by insuring an
adversary’s nuclear missiles will be intercepted.31 Under such a regime, an adversary
must “increase the number, kind, and diversity of their delivery systems, boost the quantity of their fissile-material stockpile, and place increased emphasis on denial and deception operations [ . . . ] to ensure minimally effective standards of penetrativity [sic]” of the
adversary’s defenses.32
Although Pakistan may have engaged in aggressive behavior against India on the
sub-strategic level in recent decades, mutually vulnerability at the nuclear level has so far
been the modus operandi for a stable Indo-Pakistani security relationship.33 Each side in
the Indo-Pak nuclear dyad deters the other on a strategic level through the possession of a
survivable second-strike capability, which could infl ict unacceptable pain on the adversary in the event one side launches a nuclear attack against the other, or if India crosses
28. Acton, “Reclaiming Strategic Stability,” 117.
29. Ashley Tellis, India’s Emerging Nuclear Posture: Between Recessed Deterrent and Ready Arsenal (Santa
Monica, CA: RAND, 2001), 36.
30. Ibid., 37.
31. Ibid.
32. Ibid., 38.
33. Both India and Pakistan claim that they maintain a posture of “credible minimum deterrence.” See
“Pakistan will adhere to policy of N-deterrence: Sharif,” DAWN, September 27, 2013, http:// www.dawn.com
/news/1045758, and Cabinet Committee on Security Reviews Progress in Operationalizing India’s Nuclear
Doctrine, Prime Minister’s Oﬃce, January 4, 2003, http:// pib.nic.in /archieve/lreleng /lyr2003/rjan2003
/04012003/r040120033.html.
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one of Pakistan’s redlines through a conventional attack. India’s BMD does, in fact, represent a departure from this relatively stable status quo.
India’s BMD and its possible pivot to a mixed offensive- defensive deterrence regime
plays into the Pakistani narrative that India intends to neutralize Pakistan’s nuclear arsenal as it seeks regional hegemony in South Asia. Indeed, a senior oﬃcial in Pakistan’s
Strategic Plans Division, speaking at an off-the-record roundtable discussion at a Washington think tank in 2014, claimed that “there are easy ways to overcome India’s BMD,” but the
mere existence of a BMD program necessitates a response. He added that Pakistan fears
that a missile shield would embolden the Indian political leadership to conduct offensive
operations.34 Despite the term missile defense, missile shields can just as easily be used in
offensive operations. Although an unanticipated Indian nuclear or conventional fi rst strike
against Pakistan is not credible, Pakistani security planners are particularly predisposed
to assume the worst in regard to Indian intentions.35 India’s commitment to a “no fi rst-use”
nuclear doctrine does little to assuage the insecurities of oﬃcials in Rawalpindi who assess
their capabilities against their bigger, stronger, better- equipped neighbor who is a U.S.
strategic partner.
In order to overcome India’s BMD system, Pakistan has two options: it can overwhelm
the missile shield, or it can acquire delivery systems that can evade it. Overwhelming the
BMD system would require more fi ssile material, warheads, and missiles, and every indication suggests that Pakistan’s production of fissile material, particularly weapons-grade
plutonium, continues apace. The Pakistan Atomic Energy Commission (PAEC) currently
operates three heavy-water moderated, plutonium-production reactors at the Khushab
Nuclear Complex in the Pakistani state of Punjab, with one more reactor under construction.36 Construction on Khushab-I began in the late 1980s, and became operational in the
months before the 1998 nuclear tests. PAEC broke ground on Khushab-II in 2002, and the
heavy-water reactor went online in 2010. Khushab-III became operational in 2011.37 According to recent estimates, the reactors can produce approximately 6–12 kilograms of
plutonium each year, enough to fuel one to three nuclear weapons.38 Since construction
began in 2011, the fourth plutonium-production reactor at Khushab (Khushab-IV) has
garnered tremendous interest from the international community. When it is completed,
Khushab-IV will add to Pakistan’s already sizable stockpile of plutonium. Indeed, by the
end of 2012, Pakistan had accumulated about 0.15 ± 0.05 tons of plutonium, and could
produce between 12 and 24 kilograms of plutonium per year, enough for two to six

34. Conversation with anonymous Pakistani oﬃcial, Washington, D.C., 2014.
35. In her excellent new book, Christine Fair argues that the Pakistan army is driven in part by the belief
that India is seeking to dominate South Asia politically, econom ical ly, and military. This thinking, according to
Fair, leads Pakistani military oﬃcials to almost always assume the worst regarding Indian intentions. See C.
Christine Fair, Fighting to the End: The Pakistan Army’s Way of War (New York: Oxford University Press, 2014),
especially the section, “India: Through the Eyes of the Pakistan Army,” 153–172.
36. “Khushab Complex,” Nuclear Threat Initiative, http:// www.nti.org /facilities/940/.
37. Ibid.
38. “Pakistan,” International Panel on Fissile Materials, February 3, 2013, http://fissilematerials.org /countries
/pakistan.html.
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weapons.39 Estimates indicate that the three reactors constructed since the May 1998
nuclear tests will double Pakistan’s nuclear weapons capability.40
Technical cooperation with China will play an important role in Pakistan’s long-term
ability to produce fissile material. In November 2013, Pakistani prime minister Nawaz
Sharif ceremonially broke ground on a nearly US$10 billion nuclear power facility outside
Karachi, which has enjoyed substantial Chinese assistance.41 Although the details of the
agreement are reportedly still being worked out between Islamabad and Beijing, the deal is
said to include the construction of two Chinese ACP-1000 nuclear reactors that can produce
up to 1,000 megawatts of power each. The reactors are being touted by Pakistani oﬃcials as
an antidote to the country’s crippling power shortages, although some question whether
the reactors, when completed, will make much of a difference because of Pakistan’s inadequate power distribution grid.42 In addition, Pakistan’s dire economic situation casts
doubt as to whether the country can even afford the deal without extraordinary, and
unprecedented, fi nancial assistance from China.43 Pakistan’s and China’s strategic and
economic interests pave the way for China to continue to play an important role in Pakistan’s nuclear development in the years to come, partly out of strategic and commercial
concerns and partly as a response to the U.S.-India nuclear deal, which enabled nuclear
cooperation between Washington and Delhi and was seen by some as tipping the nuclear
balance in India’s favor.44
In response to India’s plans for BMD, Pakistan will rely more heavily on cruise missiles
as part of its nuclear posture. Cruise missiles pose serious operational challenges, and
defending against them requires “combat identification,” or sophisticated surveillance
radar that can differentiate cruise missiles from aircraft.45 Particularly if employed
together with ballistic missiles, cruise missiles would test even the most sophisticated
missile defense program, let alone one as unproven as India’s. Indeed, the U.S. experience
in the Iraq War (2003–2011) suggests that cruise missiles are, at this point in time, nearly
invulnerable to missile defense.46 According to missile expert Dennis Gormley, in the
39. Ibid.
40. David Albright and Paul Brannan, “Pakistan Doubling Rate of Making Nuclear Weapons: Time for
Pakistan to Reverse Course,” Institute for Science and International Security, May 16, 2011, http://isis -online.org
/uploads/isis-reports/documents/Fourth _Khushab_Military_Reactor_16May2011_1.pdf.
41. Salman Masood and Chris Buckley, “Pakistan Breaks Ground on Nuclear Plant Project with China,”
New York Times, November 26, 2013, http:// www.nytimes.com /2013/11/27/world /asia /pakistan-breaks -ground
-on-nuclear-power-plant-project-with-china.html.
42. Toby Dalton, “The Myth of Nuclear Energy in Pakistan,” Foreign Policy, May 17, 2011, http://southasia
.foreignpolicy.com /posts/2011/05/17/the _myth _of _nuclear_energy_in _pakistan; Chris Buckley, “Behind the
Chinese-Pakistani Nuclear Deal,” New York Times, Sinosphere Blog, November 27, 2013, http://sinosphere.blogs
.nytimes.com /2013/11/27/behind-the -chinese -pakistani-nuclear-deal /.
43. Mark Hibbs, “Pakistan’s Next Chinese Reactor,” Arms Control Wonk, September 28, 2013, http:// hibbs
.armscontrolwonk .com /archive/2248/pakistans -next-chinese -reactor.
44. Jayshree Bajoria and Esther Pan, “The U.S.-India Nuclear Deal,” Council on Foreign Relations, November 5, 2010, http:// www.cfr.org /india /us -india-nuclear-deal /p9663.
45. Ravi R. Hichkad and Christopher Bolkcom, “Cruise Missile Defense,” Congressional Research Ser vice,
August 27, 2004, http:// www.au.af.mil /au /awc/awcgate/crs/rs21921.pdf.
46. For the most authoritative survey of cruise missiles and the implications of cruise missile proliferation, read Dennis Gormley, Missile Contagion: Cruise Missile Proliferation and the Threat to International
Security (Westport, CT: Praeger Security International, 2008).
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early stages of the U.S. invasion, “five crude Iraqi LACMs managed to evade otherwise
successful U.S. missile defenses.”47 Because the strikes did not cause any casualties, the
story garnered little media attention. However, military planners around the world
learned valuable lessons from the episode—namely, that cruise missiles are an effective
countermeasure to missile defense.48
It should come as no surprise that in the face of India’s nascent BMD program, Pakistan
has developed a land-attack cruise missile (LACM) and an air-launched cruise missile
(ALCM), and has incorporated these weapons into its strategic arsenal. The Babur (Hatf-7)
is Pakistan’s nuclear- capable LACM. Development began in the early 1990s—around the
same time that India began work on BMD—but a comprehensive testing regime did not
begin until 2005.49 Some reports suggest that the missile was reverse- engineered from two
U.S. Tomahawk cruise missiles that were launched at terrorist training camps in Afghan istan in August 1998, but veered off course and landed in southern Pakistan.50 Various
reports place the LACM’s range anywhere from 600 to 700 kilometers, and its circular error
probable (CEP) at 20– 50 meters.51 It was operationalized into ser vice in 2010, and Pakistani
oﬃcials note that the missile can carry strategic and conventional warheads.52 In addition,
reports have emerged that Pakistan is working on a sea-launched version of Babur, which
could be integrated in the Pakistan navy’s Agosta- class submarines.53 Clearly, the country
envisions a nuclear role for the Babur.
The Ra’ad (Hatf- 8) is Pakistan’s ALCM, and falls within the purview of the Pakistani air
force. Although few oﬃcial details have emerged, it is reported to have a range of 350
kilometers, and is being integrated with both the French Mirage III and the Chinesedesigned JF-17 Thunder aircraft.54 According to the Pakistani military, the missile “enables
Pakistan to achieve strategic standoff capability on land and at sea,” and, like the Babur,
the Ra’ad “can deliver nuclear and conventional warheads with pin point accuracy.”55 It is
unclear whether the Ra’ad has been oﬃcially operationalized within the PAF, but it appears
that the missile is ready for use. A series of test launches began in 2007, with the last reported test in 2011. Some analysts argue that, although the missile development has been
largely indigenous, Pakistan has received significant assistance with the Ra’ad from South

47. Ibid., 8.
48. India’s basic air force doctrine includes many references to lessons learned from the Gulf War. See
Indian Air Force, Basic Doctrine of the Indian Airforce 2012 (New Delhi: Directorate of Operations [Space], 2012),
i, http://indianairforce.nic.in /pdf /Basic%20Doctrine%20of %20the%20Indian%20Air %20Force.pdf.
49. “Pakistan Test Fires Nuclear- Capable Cruise Missile,” New York Times, August 11, 2005, http:// www
.nytimes.com /2005/08/11/world /asia /11iht-web.0811pakistan.html?_r=1&.
50. “Unexploded U.S. cruise missile found in Pakistan,” CNN, August 24, 1998, http:// www.cnn.com /WORLD
/asiapcf /9808/24 /pakistan.missile.01/index.html?_s=PM:WORLD.
51. “Hatf 7 (Babur),” Jane’s Strategic Weapons Systems, March 26, 2012.
52. “No PR40/2011-ISPR” (press release, Inter Ser vice Public Relations, February 10, 2011), http:// www.ispr
.gov.pk /front /main.asp?o=t-press _release& id=1667.
53. Mark Fitzpatrick, Overcoming Pakistan’s Nuclear Dangers (London: International Institute for Strategic Studies/Routledge, 2014), Kindle edition, Location 581.
54. Duncan Lennox, Jane’s Strategic Weapons Systems, Issue 55 (Alexandria, VA: Odyssey, 2011), 129.
55. “No PR135/2012-ISPR” (press release, Inter Ser vice Public Relations, May 31, 2012), http:// www.ispr.gov
.pk /front /main.asp?o=t-press _release& id=2080.
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Africa.56 Both countries have collaborated on technical issues before, and the Ra’ad bears
resemblance to the South African MUPSOW and Torgos missiles. In addition, South African
engineers have extensive experience integrating systems onto Mirage aircraft.
If Pakistan can overcome significant technical hurdles—namely, miniaturizing nuclear
warheads to fit atop the smaller, lighter cruise missiles—it will be able to field cruise
missiles in its nuclear posture. This is no small task, particularly given that Pakistan has
only conducted six nuclear tests, all in May 1998.57 Strategic cruise missiles would pose a
significant challenge to India’s proposed missile shield, which currently only targets
ballistic missiles. No oﬃcial plans for a cruise missile defense program have emerged in
the public domain, although one can speculate it is being discussed as a future option.
Cruise missiles appear to go a long way toward solving the challenges Pakistan faces from
India’s BMD. However, developing nuclear cruise missiles in response to BMD also ensures
that Pakistan will continue producing significant quantities of weapons-grade plutonium,
making an already sensitive nuclear security situation in South Asia even worse.58

Impact on Nuclear Stability with China:
No Worries . . . for Now
India operates in a strategically competitive triangle that includes both Pakistan and
China, and it must keep both countries in mind when making important national security
decisions.59 In many ways, it is the growing disparity in comprehensive national power
between India and China— and not Pakistan’s instability and weaknesses— that will likely
be New Delhi’s biggest foreign policy challenge for the balance of the twenty-fi rst century.
India’s BMD pursuit can be seen in some ways as an attempt to balance China’s nuclear
arsenal, which is both quantitatively and qualitatively superior to India’s.
According to the most recent DOD report to Congress on China’s military capabilities,
Beijing remains committed to its land-based suite of intermediate and intercontinental
ballistic missiles for what oﬃcials often insist is “minimum deterrent.”60 China’s intercontinental missiles include the silo-based CSS- 4 (DF-5) and two models of the solid-fueled, road
mobile CSS-10 (DF-31 and DF-31A). The Pentagon estimates that the Second Artillery—the
branch of the People’s Liberation Army (PLA) responsible for China’s nuclear and ballistic
missile arsenals—maintains 50-75 ICMBs.61
56. “Hatf- 8 (Ra’ad),” Jane’s Air-Launched Weapons, August 12, 2011.
57. William J. Broad, “Nuclear Anxiety: The Scientists; Experts Say Pakistan Test Was Either Small or a
Failure,” New York Times, May 31, 1998, http:// www.nytimes.com /1998/05/31/world /nuclear-anxiety-scientists
-experts -say-pakistan-test-was -either-small-failure.html.
58. Less plutonium is needed to sustain a chain reaction than HEU. Consequently, plutonium is preferable
for smaller warheads placed atop cruise missiles, which are smaller and lighter than ballistic missiles.
59. Perkovich, “Preventing Nuclear War in South Asia,” 6.
60. U.S. DOD, Oﬃce of the Secretary of Defense, “Annual Report to Congress: Military and Security
Developments Involving the People’s Republic of China 2013,” (2013), 31, http:// www.defense.gov/pubs/2013
_china _report _fi nal.pdf.
61. Ibid., 31.
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China’s ICBMs are complemented by an array of medium-range ballistic missiles
(MRBMs), capable of hitting targets between 1,700 and 2,200 kilometers.62 China’s fleet of
MRBMs consist of the liquid-fueled CSS-2 and the solid-fueled, road mobile CSS-5/DF-51.63
China’s medium-range missiles, rather than its ICBMs, are most relevant for India’s strategic situation. Because of the countries’ shared geography, China most likely assigns its
MRBMs, rather than ICBMs, to deter India. In addition to land-based platforms, China is
close to operationalizing its JIN- class ballistic missile submarine (SSBN). When deployed,
China’s SSBNs will perform deterrent patrols with the JL-2, China’s SLBM that has an
estimated range of 7,400 kilometers.64
Recent nuclear modernization efforts make China’s existing challenge to India’s limited
missile defense program much more daunting. According to the Pentagon, “China is working on a range of technologies to attempt to counter U.S. and other countries’ ballistic
missile defense systems, including maneuverable reentry vehicles (MaRVs), MIRVs [Multiple independently-targetable reentry vehicles], decoys, chaff, jamming, thermal shielding, and anti-satellite (ASAT) weapons.”65 Decoys and chaff will wreak havoc on the
exo-atmospheric fi rst layer of missile defense (PAD) but will prove ineffec tive against
India’s AAD system once the missile enters the atmosphere. MaRVs and MIRVs, however,
prove especially challenging to the AAD. Intercepting a single incoming warhead on a
defi ned trajectory is, in theory, relatively straightforward. Intercepting three to five maneuverable warheads simultaneously, however, adds a level of complexity that India’s AAD
is unlikely to have for a number of years, if ever. Even a cursory technical analysis suggests that Indian BMD will not have a meaningful impact on China’s nuclear calculus for
some time, even in a crisis. Simply put, China’s arsenal is already capable of overcoming a
BMD system, particularly one with uncertain eﬃcacy like India’s, and will only become
more capable in the future.
India’s BMD will not likely play a factor in crisis or arms race stability with China, at
least for now. In addition to the technical reasons already discussed, there are two other
factors that will decrease the relevance of BMD in the Sino-Indian nuclear context:
(1) China and India both subscribe to a doctrine of no-fi rst use (NFU).66 Although the
importance of declaratory doctrines can be debated, NFU in these two countries
goes a long way toward deemphasizing the salience of nuclear weapons in their
62. Nuclear Threat Initiative (NTI), “Design Characteristics of China’s Ballistic and Cruise Missile
Inventory,” NTI, June 2012, http:// www.nti.org /media /pdfs/design _characteristics _of _chinas _ballistic _cruise
_missile _inventory.pdf ?_=1339613656& _=1339613656.
63. U.S. DOD, “Annual Report to Congress,” 31.
64. Ibid.
65. Ibid.
66. For more on Sino-Indian nuclear relations, see Lora Saalman, The China-India Nuclear Crossroads:
China, India, and the New Paradigm (Washington, DC: Carnegie Endowment for International Peace, 2012),
Kindle edition; Douglas Busvie, “India’s Modi says committed to no fi rst use of nuclear weapons,” Reuters, April
16, 2014, http:// uk .reuters.com /article/2014 /04 /16/uk-india-election-nuclear-idUKBREA3F11B20140416; Jeffrey
Lewis, “China’s Nuclear Idiosyncrasies and Their Challenges,” Proliferation Papers No. 47, Security Studies
Center, Institut Francais des Relations, November– December 2013, http:// ifri .org /?page=contribution -detail
& id=7923& lang=uk .
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bilateral relations. India and China view nuclear weapons as political weapons of
deterrence, not fi rst use. This is not to say that this will not change, but it certainly
makes nuclear escalation much harder and negates any deleterious impact BMD
would have on stability.
(2) Although China shapes Indian force requirements, it is the United States—not
India—that is the most important variable in Chinese nuclear calculus and the
principle external driver of its force requirements.67 China is far too preoccupied
with U.S. capabilities in general and its missile defense system in Asia in par ticu lar
to be concerned with India’s fledgling BMD capability. Indeed, some regard China’s
nuclear modernization efforts and interest in long-range conventional strike weapons as Beijing’s response to U.S. BMD developments.68
This is not to say that India’s BMD will not affect arms race stability with China sometime
in the future. If India continues to invest in BMD technologies, the program receives oﬃcial
support from the highest political circles, and/or the DRDO demonstrates that the system
can work in real-world scenarios, China may be forced to think more seriously about the
implications for its nuclear arsenal. The most serious development from Beijing’s perspective would be cooperation between India and the United States on missile defense—
cooperation that does not appear to exist at the moment but cannot be ruled out
indefi nitely.

Indian BMD and U.S. National Interests:
Opportunity for Concern and Cooperation
India’s BMD program appears to affect U.S. national interests in three important ways.
First, India’s pursuit of BMD precludes any possibility that Pakistan will slow down its
nuclear build-up, diverting resources from its all-important counterterrorism efforts. Next,
Indian interest in BMD may lead New Delhi to approach the United States about cooperating on a joint system, presenting an opportunity to deepen the growing defense and strategic relationship between the two countries. Finally, China may at some point link India’s
BMD with U.S. BMD efforts, reinforcing Beijing’s fear of a U.S.-led containment coalition.
India’s BMD system, even in its current, limited state, removes any incentive for Pakistan to scale back its nuclear program. Facing a threat to the credibility of its nuclear
arsenal in the form of BMD— even if only a hypothetical threat at the moment—Pakistan
must take precautionary steps to overcome the system. Pakistan will probably continue on
its current nuclear trajectory by producing more fi ssile material and nuclear- capable
ballistic and cruise missiles. This investment in its nuclear program diverts resources and
attention from perhaps Pakistan’s most pressing national security challenge— domestic
67. U.S. DOD, “Annual Report to Congress,” 31.
68. James M. Acton, Silver Bullet? Asking the Right Questions about Conventional Prompt Global Strike
(Washington, DC: Carnegie Endowment for International Peace, 2013), 122, http://carnegieendowment.org /fi les
/cpgs.pdf.
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terrorism and extremist violence. A Pakistan with more fissile material and fewer capabilities to combat anti-state and anti-U.S. militant groups is surely not in U.S. interests.
Nevertheless, an opportunity for the United States to cooperate with India on its BMD
program may emerge in the future if Indian political leaders decide to seriously develop
BMD. Doing so would require New Delhi to overcome powerful constituencies within its
security and nuclear establishments that have traditionally been antipathetic toward the
United States and fears that a tighter alliance with Washington would erode its “strategic
autonomy.” However, cooperation between the two countries on BMD would not be unprecedented. Before President Bush delivered a speech in May 2001 outlining his administration’s commitment to support BMD and withdraw from the ABM Treaty, the White House
called Indian foreign minister Jaswant Singh and explained the U.S. government’s new
policy.69 Several weeks after this important courtesy call, Richard Armitage arrived in
New Delhi to engineer a framework for cooperation on missile defense, articulated in the
Bush-Singh Joint Statement in 2005. Even before the joint statement, U.S.-India BMD workshops were held in Colorado Springs and New Delhi, an Indian delegation attended a missile defense conference in Dallas in June 2002, and Indian defense scientists witnessed a
missile defense exercise at the Roving Sands missile test site in 2003.70
Although enthusiasm for BMD cooperation fi zzled out in the last few years of the Bush
administration and has not been a focus in the Obama administration, BMD could reemerge as a big-ticket issue that could deepen the U.S.-India strategic relationship. Even
though Washington is aware of the problems associated with an Indian BMD system, they
may conclude that if the decision has already been made by Delhi to pursue BMD—that it is
a fait accompli—then the United States could strategically and econom ical ly benefit from
cooperation.
U.S.-India cooperation on BMD, if it does occur, could have a significant impact on
Sino-American relations. Such a move would be highly provocative and bolster the narrative that U.S. grand strategy in Asia is, in fact, aimed at containing China and encircling it
militarily. It would also be a departure for India, which has historically bristled at the idea
of being a U.S. “ally” and is cautious not to antagonize a much stronger China for the sake
of relations with Washington. BMD cooperation would be a provocative step, placing
China’s large southern neighbor into a defense partnership with the United States. This
contingency would not likely occur without a severe deterioration of the Asian security
environment and Sino-Indian bilateral relations.

69. Indian Ministry of External Affairs, “The Minister of External Affairs had a telephonic conversation
this afternoon with US National Security Adviser, Dr. Condoleezza Rice” (press release, May 2, 2001), http:// www
.mea.gov.in /press -releases.htm?dtl /10732/The+Minister+of+External+Affairs+had+a+telephonic+conversation
+this+afternoon+with+US+National+Security+Adviser+Dr+Condoleezza+Rice.
70. U.S. DOD, “Joint Statement on U.S.-India Defense Policy Group Meeting” (press release, May 23, 2002),
http:// www.defense.gov/Releases/Release.aspx?ReleaseID=3355; Brahma Chellaney, “India Is Poised to Benefit
from Missile Defense,” New York Times, May 11, 2001, http:// www.nytimes.com /2001/05/11/opinion /11iht
-edchell _ed2 _.html.
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Conclusion
India’s BMD system is in its early stages. Further tests will be needed to establish confidence in the program and if deployed would likely only be—realistically—a limited, pointdefense system. Nevertheless, any BMD deployment would have deleterious implications
for nuclear stability with Pakistan. Military leaders in Rawalpindi would likely see BMD as
giving India the capability to conduct conventional military operations or even a nuclear
fi rst strike, and could therefore put their own nuclear weapons on higher alert during a
crisis or peacetime. The program is already having some impact on Pakistan’s nuclear
decisionmaking—fissile material production is increasing and the country is inducting a
newer and more diverse set of delivery systems capable of evading BMD.
Nuclear stability with China will largely remain unaffected by Indian BMD unless the
DRDO makes impressive technological breakthroughs, or if it enhances its technical and
strategic collaboration with Israel and the United States. U.S. interests in South Asia would,
on the whole, be negatively affected by India’s BMD system, as a more insecure Pakistan
with more nuclear weapons is a future that Washington would wish to avoid. However, if
India decides to invest more seriously in its program and looks for foreign collaboration,
the United States would be hard-pressed to ignore a strategic and commercially lucrative
opportunity.
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Gaps in International Trade Data:
Highlighting Potential Trade in
Proliferation-Related Technologies
with Iran
Christopher Nelson1

C

ontrol of dual-use trade plays an important part in limiting future nuclear proliferation.
With such a large volume of increasingly complex transactions, however, effective monitoring of commodities that may support a proliferator’s nuclear ambitions is exceptionally
diﬃcult. This paper provides an approach to identifying critical nuclear-related trade patterns
through international trade data. Using gaps in trade data reported between countries, it is
possible to identify areas of weakness in export control monitoring and potential suppression
of trade by nuclear aspirants. This paper applies this methodology to Iranian trade data.

Introduction
Effective monitoring and control of international trade is a daunting task. Although the
vast majority of goods, ser vices, and technology transferred across international borders
are part of legal commercial transactions, many states seek to control trade in sensitive
commodities for national security reasons. Dual-use commodities, those with both civil
and military uses, are subject to national and multilateral control regimes. The Nuclear
Suppliers Group, founded in 1974, was established to promote multilateral standards
controlling the export and retransfer of nuclear-related technologies in order to prevent
further nuclear proliferation.2
In the past decade, however, the enforcement of export controls has become increasingly
diﬃcult for two key reasons. First, trade patterns have become more complicated in part
because of increasing numbers of intermediary parties in trade transactions. The Stockholm International Peace Research Institute notes that the increased use of “intermediaries,
1. Christopher Nelson is a trade and industry analyst at the U.S. Department of Commerce, Bureau of
Industry and Security. The views expressed in this paper are those of the author and do not necessarily
represent the views of, and should not be attributed to, the U.S. Department of Commerce.
2. For more information on the Nuclear Suppliers group, see http:// www.nuclearsuppliersgroup.org.
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front companies and diversion or trans-shipment points has multiplied the number and
types of actors and activities involved in security-related transfers.”3 Second, the overall
volume of international trade has dramatically increased. From 2000 to 2012, total global
trade has nearly tripled from US$12.9 trillion to US$36.7 trillion.4 Both of these factors make
it increasingly diﬃcult to identify par ticu lar transactions that have significance in preventing nuclear proliferation. It is nearly impossible to analyze every potential export transaction to prevent the transfer of nuclear- enabling technologies to parties of concern.
This paper proposes an approach to isolating potential trade in nuclear proliferationrelated technologies within more general trade data. The approach, which analyzes trade
reporting gaps between countries, is intended to provide a tool to distill the large number
of export transactions down to those that involve commodities that may support nuclear
proliferation efforts. To apply this approach, this paper will focus on Iran, which has a
history of exploiting weaknesses in export control regimes to acquire nuclear-related
technologies. This paper demonstrates how gaps in reporting trade data between Iran and
its top trading partners may indicate weaknesses in export control regimes and/or suppressed trade of nuclear-related, dual-use commodities. In doing so, this methodology can
provide a tool for governments and researchers to identify trade patterns between exporters and Iran for par ticu lar commodities. These data enable more effective targeting of
analysis, outreach efforts, and enforcement action.

Dual-Use Commodities and Iran
In the past decade, there have been many cases in which entities in Iran have acquired or
sought to acquire dual-use commodities to support their nuclear program. Representatives
from the U.S. State Department have repeatedly warned, “Iranian procurement networks
continue to exploit unwitting suppliers and trans-shipment hubs to acquire materials
needed for their nuclear and missile programs.”5 Exploitation of weak export control
systems allows Iran to acquire critical materials to advance its nuclear program that
cannot otherwise be produced or developed domestically. The vast volume of dual-use
products, complicated and ambiguous regulations, and cross-border transactions make it
very diﬃcult to isolate individual instances of nuclear-related trade to Iran, barring a
“lucky break.”
Potential proliferators have taken various approaches to sending dual-use technologies
to Iran. In 2006, a British national attempted to avoid his country’s export control regulations by sending dual-use commodities through Malta and Norway, which did not require
an export license to Iran. Through an intermediary, he attempted to export these products
3. Sibyelle Bauer, “WMD-Related Dual- Use Trade Control Offences in the Eu ropean Union: Penalties and
Prosecutions,” Non-Proliferation Papers 30 (July 2013): 1.
4. United Nations, The 2012 International Trade Statistics Yearbook, December 2013, http://comtrade.un
.org /pb/FileFetch.aspx?docID=5211&type=specialtables.
5. Simon Limage, “Meeting Emerging Nonproliferation Challenges: U.S. Department of State Programs”
(speech, Center for International Trade & Security, Athens, GA, March 29, 2013), http:// www.state.gov/t /isn /rls
/rm /2013/206800.htm.
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to Iran, succeeding in Norway but failing in Malta.6 As another example, a British defendant in an export control violation case claimed that the advanced carbon fi ber he attempted to send to Iran was “intended for the production of tennis rackets.”7 In 2009, a
German businessman falsely declared his shipment of graphite as a lower grade so it would
not require an export license to Turkey. Shipments of this graphite were repeatedly diverted to Iran.8 In all of these examples, agents were able to obscure potentially nuclearrelated transactions by diversion, exploitation, and deception. Governments with an
interest in preventing Iranian nuclear proliferation need more tools to better focus their
interdiction efforts. With millions of individual transactions occurring every month, the
ability to narrow down the population to a manageable number for investigation is critical. This paper proposes using existing publicly available data to identify trade reporting
gaps with Iran. As will be discussed in the next section, these reporting gaps may identify
potential routes of nuclear-related trade that can be targeted for outreach and enforcement
efforts.

Trade Reporting Gaps
WHAT ARE TRADE REPORTING GAPS?
Trade reporting gaps are a normal part of international trade that occurs when two trading partners report different amounts of trade for a commodity or set of commodities. In
other words, trade reporting gaps occur when a country’s reported imports from a par ticular partner country do not match the reported exports by that partner country. For example, if the United States reports $100 million in imports from China and China reports $93
million in exports to the United States, there is a reporting gap of $7 million. For the purpose of this study, trade reporting gaps will be viewed from the perspective of the destination country, in this case Iran. For a given commodity or set of commodities, the trade
reporting gap is calculated by taking the reported imports (from Iran) minus the reported
exports (from a partner country). If the trade reporting gap is less than zero dollars, the
destination country is said to be underreporting the trade value. Conversely, if the trade
reporting gap is greater than zero dollars, the destination country is said to be overreporting the trade value.

WHY DO TRADE REPORTING GAPS EXIST?
There are a variety of reasons why trade reporting gaps exist, ranging from structural
issues to intentional exploitation. From a structural perspective, there are multiple factors
that frequently lead to a positive trade reporting gap. Potentially the most important issue
is the general propensity of countries to monitor imports more closely than exports. Imports are of greater concern to the destination country for national security and taxation
purposes. Based on comparisons between partner country data, the U.S. Department of
6. Bauer, “WMD-Related Dual- Use Trade Control Offences,” 8.
7. Ibid., 10.
8. Ibid., 8.
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Commerce’s Census Bureau found that exports are understated by “3 to 7 percent of the
published export value, but could be as high as 10 percent.”9 Other structural reporting
issues include time lags in data reporting, different commodity classifications, or diﬃculties tracking shipments sent through par ticu lar routes.10
Trade reporting gaps have been studied in the past to uncover other potential causes—
namely, intentional exploitation. There are many advantages to underreporting or overreporting export and import values. In his study of detecting illegal trade in forest products,
Jeffrey Vincent found that:
Companies underreport the amount they import or export, whether by falsifying
customs forms or by circumventing customs authorities altogether, when doing so
enables them to evade some costly government regulation. Import tariffs, export
taxes, and nontariff barriers are obvious examples. Companies that engage in illegal
logging practices, such as harvesting prohibited species or exceeding annual allowable cuts, might also underreport exports to avoid detection.11
John S. Zdanowicz also examined trade reporting gaps to uncover instances of trade-based
money laundering for terrorist fi nancing. He found that there are many incentives for
trading partners to manipulate or suppress export and import values, including avoiding
taxes, laundering money, concealing illegal commissions, and avoiding import duties.12 As
a fi nal example, a 2008 study utilized gaps in trade reporting data to construct a model to
identify illegal trade in the Iranian economy. The study found some limited utility in using
discrepancies in trade data to estimate levels of smuggling in Iran.13 Generally, previous
studies of trade reporting gaps have found many incentives to misreport trade figures in
ways that promote positive trade reporting gaps. It appears that the main fi nancial incentives are to either underprice exports or overprice imports, to avoid export taxes and hide
capital flows.14
There is an opportunity, however, to analyze these trade reporting discrepancies from
a different perspective. Individual entities and governments may have incentives to suppress information related to the acquisition of sensitive dual-use technologies. In this case,
they may seek to underreport imports of par ticu lar products in order to prevent detection
9. “Understatement of Export Merchandise Trade Data,” U.S. Census Bureau, January 1997, http:// www
.census.gov/foreign-trade/misc/expunder.html.
10. Issues of time lags and commodity classifications have been minimized over the years through
increased standardization of processes and nomenclature, such as the Harmonized System (HS), which will be
mentioned later. For an example of the latter case on transportation, see the Census Bureau’s discussion of
U.S.- Canada trade in http:// www.census.gov/foreign-trade/misc/expunder.html.
11. Jeffrey R. Vincent, Detecting Illegal Trade Practices by Analyzing Discrepancies in Forest Products Trade
Statistics: An Application to Europe with a Focus on Romania (Washington, DC: World Bank, 2004), 11, http:// www
-wds.worldbank .org /external /defaul /WDSContentServer/IW3P/IB/2004 /06/10/000009486 _20040610170553
/Rendered /PDF/wps3261Romania.pdf.
12. John S. Zdanowicz, “Trade-Based Money Laundering and Terrorist Financing,” Review of Law and
Economics 5, no. 2 (1999): 858– 859.
13. Mohammad Reza Farzanegan, Illegal Trade in the Ira nian Economy: Evidence from a Structural Model
(Cairo: Economic Research Forum, 2008), 4, http:// www.erf.org.eg /CMS/uploads/pdf /1213517557_409.pdf.
14. Zdanowicz, “Trade-Based Money Laundering,” 858– 859.
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or scrutiny. As discussed previously, Iran, which is underreporting trade, has been attempting to illicitly acquire nuclear-related commodities from its most common trading
partners. Conversely, instances of overreporting may show where trading partners were
unable to accurately track the transfer of nuclear-related commodities to Iran. These cases
are opportunities to examine potential weaknesses in monitoring and control regimes. The
rest of this paper seeks to expand the thinking on the use of trade reporting gaps as an
analytical tool. By isolating trade reporting gaps for nuclear-related commodities, we can
glean beneficial information from instances of overreporting and underreporting. Expanding on the existing literature, the approach detailed in the next section will attempt to
identify the following:
a) weaknesses in export compliance systems in the case of overreporting to Iran
b) potential subversion by Iran in the case of underreporting

Methodology
HARMONIZED SYSTEM
To identify trade reporting gaps, a common underlying structure that links international
trade data from different reporting countries is required. Without a common structure,
there would be no consistent way to compare data provided by reporting organizations in
different countries. The Harmonized System (HS), developed by the World Customs Organization (WCO), provides this common nomenclature.
The HS is a “multipurpose international product nomenclature” that classifies nearly
98 percent of world merchandise trade into approximately 5,000 codes. According to the
WCO, “the system is used by more than 200 countries and economies as a basis for their
Customs tariffs and for the collection of international trade statistics.”15 Participating
countries are required to use the same six- digit codes to classify imports and exports.
Countries maintain their own, more detailed, HS codes at the eight- and ten- digit level. In
countries that utilize the HS, importers and exporters are required to provide the appropriate code for the product they are sending abroad. These data are aggregated by code
and, in many cases, made publicly available either through government agencies or
online subscription ser vices. The HS system is used by governments and private sector
organizations for a variety of purposes, including “internal taxes, trade policies, monitoring of controlled goods, rules of origin, freight tariffs, transport statistics, price monitoring, quota controls, compilation of national accounts, and economic research and
analysis.”16

15. “What Is the Harmonized System (HS)?,” WCO, April 15, 2014, http:// www.wcoomd.org /en /topics/nomen
clature/overview/what-is -the -harmonized-system.aspx .
16. Ibid.
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NUCLEAR-RELATED COMMODITIES
Using the HS, we can examine trade data from many different countries at a commodityspecific level. The HS alone, however, does not indicate which codes and/or commodities
might be able to support nuclear applications. Members of the Nuclear Suppliers Group
agree to adhere to guidelines for nuclear transfers and for the transfer of nuclear-related
dual-use equipment, materials, software, and related technology. These guidelines include
the adoption of an export control list that specifies commodities and technology that could,
“make a major contribution to a ‘nuclear explosive activity,’ an ‘unsafeguarded nuclear
fuel- cycle activity’ or acts of nuclear terrorism.”17 The items that require export licensing
are identified in the annex to the “Guidelines for Transfers of Nuclear-Related Dual-Use
Equipment, Material, and Related Technology” (INFCIRC/254/Part 2), which is published by
the IAEA.18
The nuclear-related commodities and technologies identified in the annex serve as the
basis for nonproliferation export controls Nuclear Supplier Group countries. Generally, the
items from the annex are given an Export Control Classification Number (ECCN), which
identifies the commodity category, product group, reasons for control, and details of control. The language for nuclear nonproliferation-related ECCNs is taken directly from the
annex to ensure uniformity across member states.19 In the United States, there are 122
ECCNs that are controlled for nonproliferation reasons. For the purpose of this paper, these
ECCNs serve as the basis for identifying nuclear-related commodities.

CORRELATION
The Eu ropean Commission maintains a correlation table between HS six- digit codes and
ECCNs.20 This correlation provides the connection between international trade data, which
are reported using the HS six- digit codes, and the ECCNs that identify relevant nuclearrelated commodities. The HS codes provided in this correlation table are at the 10- digit,
nonharmonized level. To provide a correlation for countries outside the Eu ropean Union,
the codes are shortened and consolidated to the harmonized six- digit level. In many cases,
multiple HS codes apply to a par ticu lar ECCN and vice versa; the two commodity nomenclatures do not have a one-to- one relationship. On average, each of the 122 nuclear nonproliferation controlled ECCNs has 6.4 corresponding HS six- digit codes. During analysis, this
provides the ability to breakdown trade reporting gaps for many ECCNs into further detail
based on their corresponding HS codes.

17. “Guidelines,” Nuclear Suppliers Group, April 22, 2014, http:// www.nuclearsuppliersgroup.org /en /guide
lines.
18. “Basis of CCL controls and applicable EAR references,” U.S. Department of Commerce, Bureau of Industry and Security, April 15, 2014, http:// web.archive.org /web/20130620135152/http:// www.bis.doc.gov/policiesand
regulations/basis _of _ccl _controls.htm.
19. Ibid.
20. Eu ropean Commission, Correlation list between TARIC and the Dual-use Annex of the Regulation
428/2009, July 2012, http:// trade.ec.europa.eu /doclib/docs/2006/december/tradoc _131339.pdf.
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Table 1. Iran’s Top Trading Partners by Total Trade, 2012
Iran’s Top Trading Partners by Total Trade, 2012
1. United Arab Emirates

9. Afghanistan

2. China

10. Russia

3. Iraq

11. The Netherlands

4. South Korea

12. Japan

5. Turkey

13. Italy

6. India

14. France

7. Germany

15. Singapore

8. Switzerland
Data were available for countries in bold.

IRAN
From this basic methodological structure, the Iran case study can be constructed. Iran was
selected for three reasons:
1. past history with illicit dual-use commodity transfers and nuclear aspirations
2. availability of reported trade data
3. existing trade reporting gaps that merit further analysis
The fi rst step to constructing the trade reporting gap database on Iran is to identify the
partner countries to examine. For this paper, data were gathered on 11 of Iran’s top 15
trading partners, based on total trade in 2012 (see Table 1 below).21 These data were oﬃcially reported by Iranian Customs and was gathered through Global Trade Atlas, a subscription reporting ser vice.22
The following data were collected for each of the top trading partners: (a) the trading
partner’s exports to Iran as reported by the trading partner’s customs agency; and (b)
Iran’s reported imports from the trading partner. Data were collected for all HS six- digit
codes from 2008 to 2013, subject to data availability.23 The data were arranged by HS code
and year, with each code that correlated to a nuclear-nonproliferation-related ECCN specifically identified. In all, 301 of 5,279 HS six- digit codes were identified as being correlated to
at least one of these ECCNs. Finally, for each of the 11 partner countries, trade reporting
gaps were calculated for all HS six- digit codes. Using this methodology, aggregate Iranian
trade reporting gaps can be identified by partner country and reporting gaps for individual
nuclear nonproliferation commodities. The next section of this paper examines some
sample fi ndings for this case study.

21. The 2012 data were used to select the top trading partners because of the timing of the initial construction of the database. The data set has subsequently been updated to include 2013 trade statistics.
22. Global Trade Atlas is developed and maintained by Global Trade Information Ser vices Inc., www.gtis
.com /gta.
23. Data were unavailable for the UAE (2008, 2012–2013) and Singapore (2011).
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Figure 1. Iran Trade Reporting Gap for NP-Related Commodities

Sample Findings
OVERVIEW
Figure 1 shows the aggregate trade reporting gap for nonproliferation related commodities
for 2008–2013.
In the aggregate, the majority of this trade reporting gap is a result of Iran underreporting imports of nonproliferation related commodities, as identified through the Nuclear
Suppliers Group control list. Of the top trading partners analyzed, there was a negative
trade reporting gap with 10 of 11 countries over the entire period. In addition, Iran had an
aggregate negative trade reporting gap for every year analyzed, although the gap decreased over the period.
On a per country basis, the United Arab Emirates stands out as an exception to the
negative trade reporting gaps between Iran and its top trading partners. The UAE reported
large, positive trade gaps with Iran for the three years that data were available. The UAE,
Iran’s largest trading partner during the period, stopped public reporting of its import and
export data by HS code in 2012. The UAE net positive reporting gap is driven primarily by
the following two HS codes:
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•

HS 852990: Parts and equipment for transmission, radar, radio, and televi sion

•

HS 847130: Automatic data-processing machines (computers)24

On the surface, these HS codes seemingly have little to do with nuclear proliferation. On
closer inspection, however, these commodity codes are tied to Nuclear Suppliers Group
controlled technologies. Specifically, HS 852990 correlates to ECCNs 4A001 and 4A003,
which control advanced computers and parts that have radiation hardening, can withstand extreme temperatures, and/or provide high per for mance.25 In this case, Iran is
reporting imports of significant amounts of potentially advanced computer equipment
that may provide an ability to enhance their nuclear program. UAE customs, however,
did not identify these exports to Iran in such large volumes. This is an example where
this methodology may be used to highlight previously unknown trade patterns for closer
inspection.
At the other end of the spectrum, Iran’s trade with China had the largest negative trade
reporting gap from 2008 to 2013. By total dollars, the specific HS code with the largest
negative trade reporting gap was for HS 848180, which covers par ticu lar taps and valves
for piping. This HS code correlates to ECCN 0B001, subparagraph c, which controls the
export of “equipment and components, specially designed or prepared for gas centrifuge
separation processes.”26 More specifically, this subparagraph identified taps and valves with
high tensile strength that are required for the uranium enrichment process. Although the
majority of the taps and valves covered by this HS code may have nothing to do with a
nuclear proliferation program, they merit further analysis. The fact that Iran is not reporting imports of a substantial number of these valves from China raises red flags for further
consideration.
The examples above and country-by- country aggregate trade reporting gaps provide a
brief, high-level picture of some trade patterns. However, the examples thus far have been
driven by large dollar values rather than the nuclear-related commodity itself. The next
two sections of this paper will detail two commodity-specific applications of this
methodology.

VACUUM PUMPS
The fi rst commodity example is vacuum pumps, controlled for export by ECCN 2B231. The
ECCN specifically controls vacuum pumps that are capable of a certain amount of speed
and eﬃciency.27 According to the U.S. Department of State, vacuum pumps are an “essential

24. Details on HS code descriptions are provided by the United States International Trade Commission at
http:// hts.usitc.gov/.
25. For more detail on these ECCNs, see http:// www.bis.doc.gov/index.php/forms-documents/doc _download
/443 -category-4 -computers.
26. “Supplement No.1 to Part 774—The Commerce Control List,” Code of Federal Regulations, title 15 (2014),
http:// www.ecfr.gov/cgi -bin /text-idx ?SID=fc8ea0197c897bc6d18f bd343b92d4b2 & node=15:2 .1.3 .4 .45.0.1.3 .88
& rgn=div9.
27. Ibid.
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Table 2. Trade Reporting Gaps for Vacuum Pumps ($ Thousands)
Country
Italy

2008

2009

2010

2011

2012

2013

−$35,064

−$1,436

−$897

−$1,413

$14

$27,880

−$543

−$1,903

−$745

−$3,765

−$729

$12,214

South Korea

−$12

$65

−$111

−$587

−$77

−$235

Germany
India

−$74

−$88

$25

$43

$36

−$198

Japan

$11

$12

−$62

−$31

$15

$51

France

$18

$320

−$6

−$144

−$167

$12

Netherlands

$90

−$8

−$9

−$6

$0

$1

Russia

−$5

$141

$5

$0

$0

$0

$0

$603

−$126

$138

$0

$0

$304

$106

$53

$381

$99

−$1,101

UAE
China

component for the Iranian nuclear program.”28 In fact, the United States sanctioned an
Iranian business after it sought “Western- origin vacuum pumps and accessories through
Asia-based intermediaries” from late 2012 to early 2013.29
In addition to their potential importance to the Iranian nuclear program, vacuum
pumps were selected because there is a clear correlation between the ECCN and HS code,
which highlights the advantages and disadvantages of the HS. The HS six- digit code 841410
covers “vacuum pumps” without further qualification. As is common with the HS-ECCN
correlation, the HS code is a close match to the general commodity covered by the ECCN,
but it does not provide detail on the technical specifications that determine whether a
product is subject to export controls. In these cases, the trade reporting gap methodology
narrows the analysis to a commodity that may have nuclear applications but requires more
in- depth analysis. The vacuum pumps example shows how the large number of trade
transactions can be reduced to a more manageable number, prioritizing critical commodities for additional efforts.
Table 2 details the country-by- country trade reporting gap for vacuum pumps to Iran.
Based on these data, the majority of the reporting gap for vacuum pumps comes from
trade between Italy and Iran. There was a large negative trade reporting gap in 2008, when
Iran had inconsistent reporting of imports from Italy, and a large positive gap in 2013,
when Italy had inconsistent reporting of exports to Iran. This methodology cannot provide
direct insight into why there were these two significant gaps. It does, however, identify the
most common trade flows for vacuum pumps where gaps in trade reporting may be worrisome. The U.S. DOS identified previous illicit shipments of vacuum pumps through Asia to

28. Patrick Ventrell, “State Department Actions Targeting Iran’s Nuclear Enrichment and Proliferation
Program” (press release, U.S. Department of State, May 9, 2013), http:// www.state.gov/r/pa /prs/ps/2013/05
/209195.htm.
29. Ibid.
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Table 3. Trade Reporting Gaps for Electro-Discharge Machine
Tools ($ Thousands)
Country

2008

2009

2010

2011

2012

2013

−$27

$25

−$119

−$211

−$2,668

−$122

China

−$270

−$26

−$329

−$297

−$197

−$87

India

−$667

$0

$0

−$50

$0

$0

−$13

−$21

$22

$0

$0

$0

Italy

$0

$0

$30

$0

−$4

$0

Singapore

$0

$0

$57

$0

$0

$0

UAE

$0

$3

$122

$159

$0

$0

South Korea

$0

$0

$0

−$12

$473

$0

Germany

France

Iran.30 The data from this methodology call for an investigation into vacuum pump suppliers or intermediaries in Italy.

ELECTRO-DISCHARGE MACHINE TOOLS
Electro-Discharge Machining (EDM) is an “electro-thermal nontraditional machining
process, where electrical energy is used to generate electrical spark and material removal
mainly occurs due to thermal energy of the spark.”31 EDM is able to more readily machine
“geometrically complex or hard material parts that are extremely diﬃcult-to-machine by
conventional machining processes.”32 In the United States, electro- discharge machines are
used to test materials for nuclear weapons where traditional machining processes may
alter structural properties of the material.33 EDM has also been used in the North Korean
nuclear weapons and missile programs in recent years.34 Electro- discharge machine tools
that are not wire based and have “two or more rotary axes which can be controlled simultaneously” are controlled under ECCN 2B001.d.35 There is a strong correlation between this
ECCN and HS code 845630, which covers machine tools that are operated by electrodischarge processes. Table 3 shows the trade reporting gaps by country for electrodischarge machine tools.
Based on the data, the majority of electro- discharge machine tools comes from underreported trade from Germany and China to Iran. HS code 845630 covers all electrodischarge machines, but only non-wire-based machines are controlled under the Nuclear
Suppliers Group regime. In the United States and some other countries, HS 845630 is
broken down further at the nonharmonized 10- digit level to separate wire from non-wire
30. Ibid.
31. Kumar Sandeep, “Current Research Trends in Electrical Discharge Machining: A Review,” Research
Journal of Engineering Sciences 2, no. 2 (February 2013): 56.
32. Ibid.
33. Savannah River National Laboratory, EDM Sectioning of Tritiated Materials, August 2013, http://srnl
.doe.gov/facts/srnl _fs017_edm _sectioning.pdf.
34. Kim So-hyun, “Seoul fully committed to sanctions on N.K.,” Korea Herald, March 30, 2010, http:// www
.koreaherald.com /common _prog /newsprint.php?ud=20090718000020&dt=2.
35. “Supplement No.1 to Part 774—The Commerce Control List,” Code of Federal Regulations.
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electro- discharge machine tools.36 This example illustrates some additional benefits of
trade reporting gap analysis. First, through the data we are able to identify the most common trade flows that are not reported publicly by Iranian authorities. Second, we may be
able to identify further narrow our focus by examining the more detailed data related to
the more specific 10- digit HS codes. Ultimately, through international cooperation, it would
be possible to identify the entities involved in these transactions and determine if there are
any improvements that can be made to monitoring and enforcement.

Applying the Approach
The short examples in the previous section are intended to provide a demonstration of how
trade reporting gap analysis could be used to support more effective monitoring of nuclear
proliferation efforts. This methodology is not meant to solve a par ticu lar problem, but
rather to provide a tool to narrow down the overwhelming amount of data on international
trade to those transactions that provide material support to the Iranian nuclear program.
What specific applications might this trade reporting gap analysis have?
At a minimum, this methodology provides two key benefits. First, it leverages opensource data to identify international trade that may be controlled by members of the Nuclear Suppliers Group. Reducing the vast amount of international transactions to those that
may provide support to nuclear proliferators is an important step in making this type of
analysis worthwhile. Second, the trade reporting gaps for nuclear-related commodities
show the following:
•

potential weaknesses in export compliance systems in the case of overreporting to a
destination of concern

•

potential subversion by destinations of concern in the case of underreporting

In either case, this methodology provides commodity-specific areas for further research.
In the cases of overreporting, in which Iran reports imports that are not matched by a
partner’s exports, more scrutiny can be applied to ensure these transactions are being
appropriately monitored. Efforts should be made to determine if and how these commodities were not tracked by a country’s customs ser vice. For underreporting, where Iran does
not identify imports of a certain commodity, there should be scrutiny placed on the potential benefit of those transactions to Iran’s nuclear program. Is there a benefit to suppressing
records of these goods? Are there previous instances of these types of commodities being
sought by agents of the Iranian nuclear program? In each of these areas, national governments and researchers can use these data to provide more informed advice to current and
future exporters. Identifying key trade patterns for nuclear commodities allows for more
eﬃcient evidence based outreach that focuses on a par ticu lar commodity, country, or
entity.
36. Details on HS code descriptions are provided by the U.S. International Trade Commission at http:// hts
.usitc.gov/.
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This trade reporting gap analysis can also be expanded in many different areas. Continued monitoring of data over time can provide more robust information on nuclearrelated trade patterns. Over time, trends may become apparent that were not as visible
with a limited initial dataset. In addition, trade reporting gaps can be examined outside of
the Iran case study presented in this paper. With the increasing complexity of international
trade, it would be helpful to examine common transshipment points that may obscure the
true end user of sensitive commodities. Finally, a similar correlation between ECCNs and
HS codes can be constructed for the Missile Technology Control Regime. Concern over the
proliferation of missile technology delivery systems should go hand in hand with nuclear
nonproliferation efforts.
In conclusion, there are many ways that international trade data can support nuclear
nonproliferation efforts. The analysis of trade reporting gaps identifies areas of monitoring
weakness and intentional suppression. In the specific case of Iran, it is possible to identify
trade flows of dual-use commodities that could support their nuclear program. By examining trade reporting gaps, an additional tool can be developed to aid national governments
and researchers trying to limit the spread of nuclear weapons.
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Preserving U.S. Strategic Nuclear
Delivery Systems beyond 2030:
Climbing the Modernization
Mountain
Marc Quint1

T

he U.S. nuclear triad is an aging system, with each leg due to reach the end of its life cycle
around the same time in the 2030s. For acquisition purposes, 5- and 10-year outlooks are
insuﬃcient; it can take more than 20 years to develop and build the appropriate ships and
aircraft needed to sustain the triad. Additionally, the compartmentalization of the triad legs
obscures their overlapping funding and procurement schedule. Analysis of triad replacement
through these two lenses highlights a previously unknown and unsustainable modernization
mountain in the 2020s. This paper argues for a longer-term outlook for nuclear triad modernization, with an emphasis on the triad as a whole rather than as individual legs.

Introduction
To meet a diverse array of threats, the United States maintains a strategic triad of nucleararmed heavy bombers, ballistic missile submarines, and land-based ICBMs, as well as a
small stockpile of tactical nuclear weapons for delivery by combat aircraft. Most of these
systems date to the late 1970s and early 1980s, meaning they will reach the end of their life
cycles around the same time in the 2030s. The long lead times required to recapitalize all
three legs of the triad necessitate initial funding now and sustained funding over the next
quarter century. Careful planning is essential to avoid cost growth and schedule delays
that could impose reductions beyond those the United States might choose to make based
on national security grounds alone. Unfortunately, the current nuclear weapons funding
blueprint is the 1251 Report— a 10-year projection that accounts for only 10 percent of the
total costs to recapitalize the triad. A careful reconstruction reveals that the 1251 Report
omits significant costs, particularly beyond the arbitrary 10-year time horizon, which
policymakers must begin planning for immediately. Current plans suggest an unsustainable
1. Marc Quint is a graduate research assistant at the James Martin Center for Nonproliferation Studies.
This project has only been possible with the continued guidance and support of Jon Wolfsthal and Jeffrey
Lewis.
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spike in production in the mid to late 2020s coincident with peak funding for the F-35 Joint
Strike Fighter, the most expensive defense acquisition program in history. Refusing to
seriously consider the implications of this competition for funding may threaten the longterm viability of the U.S. nuclear deterrent.

Impetus of the 1251 Report
With the sudden imposition of fi scal austerity in the United States, many independent
groups have attempted to estimate the amount of money spent on nuclear weapons.2 The
proliferation of outside estimates reflects the absence of a single authoritative estimate
of spending. The existing budgetary construct for strategic forces, Major Force Program 1
(MFP-1), is inadequate because of its inclusion of both nuclear and conventional programs and exclusion of some nuclear deterrence categories. The Secretary of Defense
Task Force noted the need for the DOD to establish “a new capability portfolio comprising
all program elements directly related to nuclear deterrence, whether currently categorized in Major Force Program-1 [ . . . ] or elsewhere in the defense program and bud get
structure.”3
As part of the Senate’s advice and consent for ratification of the New Strategic Arms
Reduction Treaty, Section 1251 of the National Defense Authorization Act of 2010 required
the president to provide Congress with a report detailing nuclear weapons spending over
the next 10 years (fiscal years [FY] 2011 through 2020).4 The subsections of Section 1251
related to delivery systems state that the report shall include:
•

“(C) A description of the plan to maintain delivery platforms for nuclear weapons.

•

(D) An estimate of budget requirements, including the costs associated with the
plans [ . . . ] over a 10-year period.”

The Obama administration submitted the 1251 Report in May 2010, followed by an
amended version in November. Several updates have since occurred. The reports are
2. See, for example, Jon B. Wolfsthal, Jeffrey Lewis, and Marc Quint, The Trillion Dollar Nuclear Triad:
U.S. Strategic Nuclear Modernization over the Next Thirty Years (Monterey, CA: James Martin Center for Nonproliferation Studies, 2014), http://cns.miis.edu /opapers/pdfs/140107_trillion _dollar_nuclear_triad.pdf; Stephen I.
Schwartz and Deepti Choubey, Nuclear Security Spending: Assessing Costs, Examining Priorities (Washington,
DC: Carnegie Endowment for International Peace, 2009), http://carnegieendowment.org /fi les/nuclear_security
_spending.pdf; Russell Rumbaugh and Nathan Cohn, Resolving Ambiguity: Costing Nuclear Weapons (Washington, DC: Stimson Center, 2012), http:// www.stimson.org /images/uploads/research-pdfs/RESOLVING _FP_4 _no
_crop_marks.pdf; Congressional Bud get Oﬃce (CBO), Projected Costs of U.S. Nuclear Forces: 2014– 2023 (Washington, DC: CBO, 2013), http:// www.cbo.gov/sites/default /fi les/cbofi les/attachments/12-19 -2013 -NuclearForces
.pdf.
3. James R. Schlesinger, Michael P.C. Carns, J.D. Crouch II, Jacques S. Gansler, Edmund P. Giambastiani,
Jr., John J. Hamre, Franklin C. Miller, Christopher A. Williams, James A. Blackwell, Jr., Report of the Secretary of
Defense Task Force on DOD Nuclear Weapons Management: Phase II: Review of the DOD Nuclear Mission (Arlington, VA: Secretary of Defense Task Force on DOD Nuclear Weapons Management, 2008), vii, http:// www.defense
.gov/npr/docs/DOD%20NW%20Management %20Phase%20II%20Schlesinger.pdf.
4. National Defense Authorization Act for Fiscal Year 2010, Public Law No. 111- 84, § 1251 U.S. Statutes at
Large 123 (2009): 2190, http:// www.gpo.gov/fdsys/pkg /STATUTE-123/pdf /STATUTE-123 -Pg2190.pdf.
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classified, but the White House submitted an unclassified summary of the 1251 Report as
Amended to Congress (hereafter, references to the 1251 Report refer to the unclassified fact
sheet describing the November 2010 version, as amended).5 Senior administration oﬃcials
have also provided unclassified testimony regarding the administration’s modernization
plans and the 1251 Report.6
The 1251 Report detailed nuclear weapons spending of approximately US$214 billion
over FY 2011–2020: about US$88 billion for nuclear weapons activities at the Department of
Energy (DOE), and approximately US$125 billion for the DOD to sustain and modernize the
triad. Much of the debate about whether the 1251 Report fully captured the cost of the U.S.
nuclear enterprise centers on the US$125 billion estimate for the DOD. The 1251 Report
does not provide a detailed breakdown of the spending, although it does provide figures for
some of the most important modernization programs over 10 years:
•

US$29.4 billion for the Ohio- class submarine replacement, the SSBN(X), also known
as the Ohio Replacement Program (ORP)

•

US$1.7 billion for the long-range strike-bomber (LRS-B)

•

US$800 million for a new long-range stand- off (LRSO) cruise missile

•

US$20 million to study follow- on options for a new ICBM7

Overall, the narrative text of the 1251 Report details only about US$32 billion of
US$125 billion slated for the DOD— roughly 25 percent. Understanding the strengths
and weaknesses of the 1251 Report requires a better understanding of the remaining
75 percent.

Reconstructing the 1251 Report
It is possible to complete an approximate reconstruction of the 1251 Report based on budget
documents prepared by the DOD and the armed ser vices, when combined with congressional testimony and other unclassified information. It is important to note that procurement
of the fi rst SSBN(X) has been delayed to FY 2021, thereby pushing it beyond the scope of the
1251 Report and reducing the projected costs in this time frame. However, the increase in
funding for the LRS-B nearly mirrors the reduction in SSBN(X) funding, keeping the overall
US$125 billion estimate roughly the same.
5. November 2010 Update to the National Defense Authorization Act of FY 2010 Section 1251 Report,
http://nucleardiner.com /blogs/wp -content /uploads/2011/10/1251-1.pdf.
6. House Committee on Armed Ser vices, “Statement of General C.R. Kehler, Commander, U.S. Strategic
Command, Before the House Committee on Armed Ser vices,” 113th Congress, 1st session, March 5, 2013, 1–19,
http:// www.stratcom.mil /fi les/2013 -03 -05 -posture.pdf; Senate Committee on Armed Ser vices, “The New START
and the Implications for National Security,” 111th Congress, 2nd session, July 20, 2010, 192–198, http:// www.gpo
.gov/fdsys/pkg /CHRG -111shrg65071/pdf /CHRG -111shrg65071.pdf.
7. The 1251 Report referred to US$26 million spent annually for the Capabilities Based Assessment prior
to the Analysis of Alternatives (AoA). Bud get documents provide a total of approximately $20 million for the
AoA in FY 2013 and 2014.
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Table 1. Reconstructed 1251 Report by Service (Billion $ Approximation)
FY 2011–2020

Navy

Air Force

Total

Procurement

16.1

2.2

18.3

Research and development

11.1

8.4

19.5

Operations and maintenance

12.1

22.3

34.4

Military personnel

2.9

18.0

20.9

SSBN(X) remainder

19.6

0

19.6

LRS-B remainder

0

1.7

1.7

LRSO remainder

0

0.8

0.8

ICBM remainder

0

*

*

Subtotals
1251 Report

61.8

53.4

115.2
~125

* The 1251 Report contained only US$20 million to begin work on an analysis of alternatives for a new ICBM.

Table 1 shows an approximate reconstruction of the 1251 Report by ser vice (navy and
air force) and account (procurement; research, development, testing, and evaluation
[RDT&E]; operations and maintenance; and military personnel). The reconstruction cannot
be exact: the 1251 Report specifies the total 10-year costs through FY 2020 as estimated by
the DOD, but budget documents at best provide data through FY 2019. Unless otherwise
specified, the remaining out-year spending is flat-lined from an average of the five-year
Future Years Defense Program (FYDP).
The reconstruction is able to account for approximately US$115 billion of a projected
US$125 billion over 10 years— about 92 percent of spending. Possible explanations for this
discrepancy will be discussed later.
The method for approximating the 1251 Report is relatively straightforward. Unclassified budget data for FY 2011–2018 is available in the FY 2013 and FY 2014 documents.8
Table 2 shows the extrapolated FY 2011–2018 RDT&E budget breakdown for the LRS-B,
LRSO cruise missile, and B-2 and B-52 systems. Although new data are available through
FY 2019 from the FY 2015 budget (which confl icts somewhat with the below figures, most
notably the LRS-B), baseline figures for current systems are not suﬃciently different to
necessitate updating the FY 2013 and FY 2014 budget data used for purposes of
reconstruction.
The projections in Table 2 are explicit for procurement and research and development
(R&D), but not for operations and maintenance (O&M) or military personnel (MILPERS). To
determine procurement and R&D costs for FY 2019–2020, the spending for FY 2014–2018 (the
five years of the FYDP) is averaged and flat-lined across the final two years. This is admittedly
8. Department of the Air Force, Financial Management and Comptroller, Fiscal Year 2014 Bud get Estimates (Washington, DC: Department of the Air Force, 2013), http:// www.saffm.hq.af.mil /budget /; Department of
the Navy, Financial Management and Comptroller, Fiscal Year 2014 Bud get Estimates (Washington, DC: Department of the Navy, 2013), http:// www.fi nance.hq.navy.mil /fmb/14pres/BOOKS.htm.
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Table 2. Fiscal Years 2011–2018 RDT&E Budget for Long-Range Strike Bomber,
Long-Range Stand- Off Cruise Missile, and B-2 and B-52 Systems (Million $)

Long-range strike

2011

2012

2013

2014

2015

2016

2017

2018

192.816

289.573

291.742

379.437

1,045.328

1,818.046

2,707.315

2,836.047

9.926

2.004

5

40.5

203.6

349.3

440.3

303.5

259.4

168.3

115

bomber
Long-range
stand-off cruise
missile
B-2 defensive

281.056

89.7

management
system
B-2 modernization
B2 and B-52

244.732

21.751

21.759

85.858

112.681

45.932

12.636

18.04

9.523

7.875

14.336

15.916

13.81

14.045

14.298

123.987

6.336

baseline support
B2 and B-52 EHF
Satcom and
computer
B2 defensive

46.427

management
system
Note: RDT&E—research, development, test, and evaluation; EHF Satcom—extremely high-frequency satellite communications.

imperfect but provides a reasonable approximation of expected costs. The remainder of
projected costs for the SSBN(X) from the 1251 Report (US$19.6 billion) is then added to the end
because it is unclear how those funds will be spread over the final two years. However, it is
known that the 1251 Report assumed procurement of the first submarine in FY 2019.9
The projections for O&M and MILPERS are more diﬃcult to estimate. Unclassified
budget documents provide data for only three years: previous (FY 2012), current (FY 2013),
and future (FY 2014). To extrapolate data for years FY 2015–2017, deflators are provided for
both categories (O&M and MILPERS) in the DOD Green Book for FY 2013.10 Because deflators
are not provided for FY 2018–2020, the projections are averaged for FY 2013–2017 and
flatlined across the fi nal three years.
Navy O&M costs are clearly defi ned under the Fleet Ballistic Missile Operations
category,11 whereas MILPERS is not. A Navy Visibility and Management of Operation and
Support Costs (VAMOSC) report on the Ohio- class ballistic missile submarine (SSBN) for
fiscal years 1992–1996 shows an average of US$286.7 million per year for personnel costs

9. November 2010 Update to the Section 1251 Report.
10. U.S. DOD, National Defense Bud get Estimates for FY 2013 (Washington, DC: U.S. DOD, 2012), http://comp
troller.defense.gov/defbudget /fy2013/FY13 _Green _Book .pdf.
11. Department of the Navy, Financial Management and Comptroller, Fiscal Year 2013 Bud get Estimates
(Washington, DC: Department of the Navy, 2012), 237, http:// www.fi nance.hq.navy.mil /fmb/13pres/OMN _Vol1
_book .pdf.

PROJECT ON NUCLEAR ISSUES | 181

Table 3. Comparison of Fiscal Year 2013 Budget for Air Force Nuclear Deterrent
Operations and the Reconstructed 1251 Report (Million $)
Air Force Budget

Reconstructed 1251 Report

Discrepancy

Procurement

330

235

−95

Research and development

810

1,080

271

1,140

1,315

Totals

when converted to FY 2013 dollars.12 This average alone is used to extrapolate for all other
years because current VAMOSC data is treated as oﬃcial use only.13
Air force O&M and MILPERS costs are more ambiguous. Within the FY 2013 budget
overview, the air force provided a graph entitled “Nuclear Deterrent Operations” that
showed a US$5.1 billion total and a rough outline of O&M, MILPERS, military construction,
R&D, and procurement allocations.14 Using boxes to overlay the chart, the proportions of
each category compared with the US$5.1 billion total equals roughly US$1.8 billion and
US$2.2 billion per year for MILPERS and O&M costs, respectively. O&M- and MILPERSspecific deflators were then used to extrapolate for other years.
The air force chart can also be used to double- check the procurement and R&D estimates outlined in Table 2. Table 3 provides a comparison of the air force’s FY 2013 budget
for nuclear deterrent operations and the reconstructed 1251 Report.
Combining R&D and procurement, the air force FY 2013 budget suggests expenditures
totaling about US$1.140 billion, whereas budget data from the reconstructed 1251 Report
total US$1.315 billion. It is diﬃcult to determine the cause of these discrepancies. Some of the
overall discrepancy appears to result from projections of funding in FY 2018 to 2020 when
estimates are least clear. The air force and navy may also partially allocate funds for systems
that have dual conventional and strategic missions, such as bombers. This reconstruction
counts 100 percent of bomber funding, but other methodologies do not.15 The 1251 Report
does not specify what portion of bomber funding is attributed to the nuclear mission. It is
also unclear how the Naval Reactors line items within the DOE National Nuclear Security
Administration budget are catalogued, because these are ostensibly paid for by annual DOD
transfers in budget authority that do not match up between the departments’ accountings.
Some of the discrepancy with respect to the SSBN(X) is also probably a result of advance
procurement funding that is not clear because of the two-year delay. Overall, however, the
approximation shows good agreement and is suﬃcient to illustrate the strengths and weaknesses of the process laid out in Section 1251 of the National Defense Authorization Act.
12. Federation of American Scientists, “SSBN-726CL,” http:// www.fas.org /man//dod-101/sys/ship/docs/ssbn
-726cl.htm.
13. Michael Carey, Naval Center for Cost Analysis, e-mail message to author, March 20, 2013.
14. Department of the Air Force, Financial Management and Comptroller, United States Air Force FY 2013
Bud get Overview (Washington, DC: Department of the Air Force, 2012), 34, http:// www.saffm.hq.af.mil /shared
/media /document /AFD -120209 -052.pdf.
15. CBO, Projected Costs of U.S. Nuclear Forces: 2014– 2023, 18.
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EXCLUSIONS FROM THE BUDGET
Although the reconstruction of the 1251 Report is approximate, the fi ndings are close
enough to identify costs that are excluded and may be of interest to policymakers:
•

The 10-year time frame appears too arbitrary given that the administration is
committing now to programs that will entail significant costs just past that time
horizon. This is true of each of the programs. For example, the 1251 Report counts
US$29.4 billion for the SSBN(X) over 10 years, but the total cost of the program is
likely to be between US$77 and $102 billion.16 A better approach would be to make
full life cycle cost estimates for recapitalizing each leg of the triad. This has not
been done in a systematic way since a series of Government Accountability Oﬃce
studies in the early 1990s.17

•

The 1251 Report treats costs that are diﬃcult to estimate as zero. The LRS-B, for
example, had not progressed past its early R&D stages. As a result, the air force could
estimate only US$1.7 billion in spending. In the most recent budget, however, the air
force now estimates the costs for the LRS-B to be US$11.4 billion for the five years
through 2019.18 The air force ultimately plans to field 80 to 100 aircraft at a total
procurement cost between US$44 and $55 billion, not including R&D costs (discussed
below).19 The projections for a new ICBM and LRSO were also far too low. The 1251
Report contained essentially no funding (only US$20 million) for a new ICBM AoA,
but a new RAND study suggests acquisition of a new missile could cost anywhere
from US$30 to $70 billion.20 Finally, an $800 million estimate for LRSO expenditures
stood at US$1.1 billion prior to the program delay in FY 2015.

•

The 1251 Report apparently excludes all costs for nuclear command and control
(NC2), an essential element of effective deterrence. According to oﬃcial estimates,
NC2 costs approximately US$4 to $5 billion annually.21

16. CBO, An Analysis of the Navy’s Fiscal Year 2014 Shipbuilding Plan (Washington, DC: CBO, 2013), 23–24,
http:// www.cbo.gov/sites/default /fi les/cbofi les/attachments/44655 -Shipbuilding.pdf; Government Accountability Oﬃce (GAO), Defense Acquisitions: Assessments of Selected Weapons Programs (Washington, DC: GAO, 2014),
141, http:// www.gao.gov/assets/670/662184.pdf.
17. See, for example, GAO, ICBM Modernization: Small ICBM Weapon System Status and Current Issues
(Washington, DC: GAO, 1991), http:// www.gao.gov/products/NSIAD -91-275; GAO, B-2 Bomber: Acquisition Cost
Estimates (Washington, DC: GAO, 1993), http:// www.gao.gov/products/NSIAD -93 -48BR .
18. Department of the Air Force, Financial Management and Comptroller, Fiscal Year 2015 Bud get Estimates: Research, Development, Test & Evaluation (Washington, DC: USAF, 2014), 2:145, http:// www.saffm.hq.af
.mil /shared /media /document /AFD -140310 -047.pdf.
19. U.S. DOD, Annual Aviation Inventory and Funding Plan, Fiscal Years 2012– 2041 (Washington, DC:
U.S. DOD, 2011), 22, http:// www.airforcemag.com /SiteCollectionDocuments/Reports/2011/May %202011/Day25
/AircraftProctPlan2012-2041_052511.pdf.
20. Lauren Caston, Robert S. Leonard, Christopher A. Mouton, Chad J.R. Ohlandt, S. Craig Moore, Raymond
E. Conley, Glann Buchan, The Future of the U.S. Intercontinental Ballistic Missile Force, RAND Project Air Force
(Santa Monica, CA: RAND, 2014), 104, http:// www.rand.org /content /dam /rand /pubs/monographs/MG1200/MG
1210/RAND_MG1210.pdf.
21. U.S. DOD, Remarks by Deputy Secretary of Defense Carter at the Aspen Security Forum at Aspen, Colorado
(Washington, DC: U.S. DOD, 2013), http:// www.defense.gov/Transcripts/Transcript.aspx?TranscriptID =5277;
CBO, Projected Costs of U.S. Nuclear Forces: 2014– 2023, 2.
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Implications for Defense Procurement
The 1251 Report provides some insight into funding for the recapitalization of the nuclear
triad, but omits programs that may threaten the sustainability of strategic forces. Overall, the 1251 Report only accounts for approximately 10 percent of the full cost to replace
the existing delivery systems at today’s levels— only US$32 billion of an expected $300– 400
billion in acquisition costs over a 30-year period. Funding levels appear manageable over
the life of the 1251 Report, but over the time horizon expenditures increase dramatically.
Looking at planned procurement schedules and end of life cycle data, the mid to late
2020s may become a procurement chokepoint when the DOD must attempt to pay to
replace one- third to one-half of the force in five to six years. This coincides with peak
funding for the F-35 Joint Strike Fighter, the most expensive defense acquisition program
in history, as well as other dual-use systems such as the KC- 46A tanker. If the LRS-B and
ICBM programs are not completed by 2030, it is possible that the chokepoint could stretch
into the 2030s.
Table 4 is a notional schedule of nuclear triad replacement production along with
production of F-35 and KC- 46A aircraft, followed by an individual assessment of each
program.22
Under current plans, almost all replacement production of the strategic triad could
occur in the 2020s, along with peak production of the F-35. There is not currently a full
discussion of alternatives to this highly ambitious, and possibly unsustainable, modernization program—in large part attributable to a lack of understanding of the schedules. This
section attempts to defi ne (roughly) notional schedules for the programs; it then provides
implications and recommendations to foster this discussion. Although a schedule has been
defi ned for the follow- on SSBN, the air force has not released a schedule for the new
bomber, and the decision regarding a follow- on ICBM has not been made. Clearly, the
decision to construct a new ICBM or sustain the current Minuteman III will significantly
affect this report.

SSBN(X), OHIO REPLACEMENT PROGRAM (ORP)
The delay of the SSBN(X) program by two years takes away most options for adjustment.
The navy has released its amended schedule following the delay: it will procure the lead
boat in 2021, followed by one in 2024, and then the remaining 10 boats (one per year) from
22. The fi nal year of LRS-B production depends on the decision to procure between 80 and 100 bombers.
ICBM P/S stands for production of new or sustainment of current; depending on the AoA, either could occur in
the late 2020s. The new LRSO cruise missile is not included because even less is known about its schedule than
the above programs; its potential delay until 2025 places it roughly in the same peak production range. F-35 Air
Force—AF; Navy— N; Marine Corps— MC. F-35 and KC- 46A production fi gures are taken from their most recent
Selected Acquisition Reports. See U.S. DOD, Selected Acquisition Report: F-35 Joint Strike Fighter (Washington,
DC: U.S. DOD, 2014), 36-37, 42, http:// breakingdefense.com /wp -content /uploads/sites/3/2014 /04 /F-35 -2013 -SAR
.pdf; and U.S. DOD, Selected Acquisition Report: KC- 46A Tanker Modernization (Washington, DC: U.S. DOD, 2012),
25, http:// www.dod.mil /pubs/foi /logistics _material _readiness/acq _bud _fi n /SARs/2012-sars/13 -F-0884 _SARs _as
_of _Dec _2012/Air_Force/KC-46A _December_2012 _SAR .pdf.
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2016

2017

2015

Calendar Year

60

MC

12

15

15

15

15

40

80

15

40

80

15

40

80

15

40
15

40

7

60
36

KC-46A

60
30

80

20

8

11

26

F-35 N,

12

F-35 AF

6

2023
P/S

48

2022
4

1

2024

ICBM

44

2018

2

2019

LRS-B

2020
1

2021

SSBN(X)
12

2025
15

40

80

P/S

2026
15

40

80

P/S

12

1

2027
6

40

80

P/S

12

1

2028
40

80

P/S

12

1

2029
40

80

P/S

12

1

2030
40

80

P/S

12*

1

2031
21

80

1

2032
20

80

1

2033
18

80

1

2034
80

1

2035
80

1

80

2036

Table 4. Notional Production Schedules of Strategic Triad Delivery Systems, F-35, and KC-46A Tanker

2037
80

175

604

1,660

~500

84–96

12

Total Units

2026

2027

2028

2029

2030

2031

2032

2033

2034

2035

Total Units

1

2025

2024

1

2023

2021

SSBN(X)

2022

Year

Table 5. Production Schedule of the SSBN(X)

1

1

1

1

1

1

1

1

1

1

12

2026 to 2035. Cost estimates for acquisition range from US$77 to $102 billion for 12 boats.23
Oﬃcials have argued that supplemental funding outside of the normal shipbuilding budget
is needed to support the program.24 Under this schedule, the navy will drop to 10 deployed
SSBNs for most of the 2030s.25 Any further delay in the program would force a reduction in
deployment below 10, which oﬃcials have strongly opposed. It is unclear how the SSBN(X)
program could be adjusted to take pressure off the 2020s. Some outside analysts suggest
procuring 8 or 10 boats instead of the planned 12, but the proposal would delay the entire
program by several more years. This might only put off the problem rather than solve it. If
the administration determines 8 or 10 boats are consistent with national security requirements, it would probably be best from a scheduling standpoint to start the fi rst boat in FY
2021 as planned, rather than delaying it. Doing so would provide a more spread-out schedule to reduce the spending spike in the 2020s.

Long Range Strike Bomber (LRS-B)
The air force has not released the procurement schedule for the LRS-B, and almost all
program details are classified. The air force intends to release more information at the
end of FY 2014 or beginning of FY 2015.26 The above schedule is based on the schedules of
the last two bomber programs, the B-2A and B-1B, each of which at some point in development called for production of approximately 100 bombers.27 This resembles the air
force’s proposed program of 80–100 replacement bombers. 28 In a 1980s RAND study on
the B-2A, the authors pointed to one year of low-rate initial production at two bombers,
followed by four and six bombers in the next two years, respectively. 29 Full-rate produc23. CBO, An Analysis of the Navy’s Fiscal Year 2014 Shipbuilding Plan, 23–24; GAO, Defense Acquisitions, 141.
24. Elaine M. Grossman, “Key U.S. Lawmaker: Special Funding for Nuclear Vessel Won’t Happen This
Year,” Global Security Newswire, Nuclear Threat Initiative, April 29, 2014, http:// www.nti.org /gsn /article/key-us
-lawmaker-special-funding-nuclear-vessel-wont-happen-year/.
25. Ronald O’Rourke, Navy Ohio Replacement (SSBN¥) Ballistic Missile Submarine Program: Background
and Issues for Congress (Washington, DC: Congressional Research Ser vice, 2014), 12, https:// www.fas.org /sgp/crs
/weapons/R41129.pdf.
26. Aaron Mehta, “USAF to Shed Light on ‘Mystery’ Plane,” Defense News, March 2, 2014, http:// www
.defensenews.com /apps/pbcs.dll /article?AID=2014303020019.
27. GAO, B-2 Bomber, 1; GAO, “The B-1B Aircraft Program,” statement of Frank C. Conahan, Assistant
Comptroller General of the United States, before the House Committee on Armed Ser vices, February 25, 1987, 2,
http:// www.gao.gov/assets/110/101543.pdf.
28. U.S. DOD, Annual Aviation Inventory and Funding Plan, Fiscal Years 2012– 2041, 22.
29. Michael Rich, When Should We Start High-Rate Production of the B-2: An Analysis Based on Flight Test Results
(Santa Monica, CA: RAND, 1991), 11–12, http:// www.rand.org /content /dam /rand /pubs/papers/2006/P7757.pdf.
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2026

2027

2028

2029

2030

12

12

12

12

12

12*

Total Units

2025

12

2035

2024

6

2034

2023

4

2033

2022

2

2032

2021

LRS-B

2031

Year

Table 6. Notional Production Schedule of the Long-Range Strike Bomber

84–96

Note: Production in the final year is uncertain; it depends on the decision to procure between 80 and 100 bombers.

tion would begin in the fourth year at 12 bombers and would repeat through the end of
the program.
Assuming the mission requirements of the LRS-B are more like the B-2A than the B-1B,
this provides a schedule structure, but does not clarify where it should be placed. However,
the air force states that it wishes to reach Initial Operational Capability (IOC) in 2024 or
2025.30 Oﬃcials defi ned IOC for the B-1B as delivery of the 15th bomber of the 100-bomber
program to Strategic Air Command for use in the Single Integrated Operational Plan
(SIOP).31 For the B-2A, oﬃcials defi ned IOC as delivery of the 13th aircraft.32 Based on this
information, the fi rst year of full-rate production is placed in 2024, covering production of
aircraft 13–24. This is only a notional schedule; the classified intended schedule, as well as
what actually occurs in the 2020s, will probably differ from this. However, this is useful as
a placeholder to visualize the issue of simultaneous production. The schedule could be
adjusted forward or backward by one or two years, but the outcome of centering it in the
2020s would largely remain the same.
The structure is based on the proposed B-2A schedule rather than the B-1B for one
primary reason: the B-1B schedule was compressed to the point where 100 bombers were
produced in only four years.33 In congressional testimony, then assistant comptroller
general Frank C. Conahan attributed every technical, schedule, and operational issue
primarily to concurrency caused by the compressed procurement schedule.34 Furthermore,
a compressed schedule would most likely not be conducive to developing an advancedstealth penetrating bomber capable of sustained operation in anti-access/area- denial
environments.
If a compressed schedule is chosen, and considering the intended IOC of 2024 or 2025,
all the funding would be expended in the mid-2020s similar to the proposed schedule
above, and might exacerbate the modernization spike. Much of the funding could theoretically be allocated in the 2023–2025 period, prior to the influx in SSBNs; however, if there

30. U.S. DOD, Annual Aviation Inventory and Funding Plan, Fiscal Years 2012– 2041, 22.
31. GAO, “The B-1B Aircraft Program,” 1.
32. U.S. DOD, B-2 Reaches Initial Operational Capability (Washington, DC: U.S. DOD, 1997), http:// www
.defense.gov/Releases/Release.aspx?ReleaseID=1202.
33. GAO, “The B-1B Aircraft Program,” 14–16.
34. Ibid.
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were any program hiccups whatsoever, it could lead to schedule delays that ultimately
leave it roughly in the proposed schedule period.
Consistent with most of this report, the replacement schedule of the bomber is more
important than its cost. However, what is important about its cost is that the estimate most
often cited does not include R&D costs, a significant expenditure. The original source of the
now continually cited estimate of $55 billion for the LRS-B is misunderstood. It appears to
have come from a 2011 DOD aircraft inventory planning document.35 In it, the Long-Range
Strike section states an “average procurement unit cost goal of approximately $550 million”
for 80 to 100 of the new bombers. Many analysts, though not all, took this to mean a total
program estimate of $44 to $55 billion. Until early 2014, oﬃcials had chosen not to correct
that mistake.
However, “average procurement unit cost” is a specific acquisition term with an
equally specific defi nition: it does not include R&D costs.36 Some analysts are starting to
recognize that the full program could cost upward of US$81 billion, and others state it
could be closer to US$100 billion.37 These estimates are in agreement with a study conducted by the CBO in 2006 that concluded a notional long-range, subsonic bomber could be
expected to cost around US$100 billion in today’s dollars.38 News activity about the
bomber in early 2014 prompted air force oﬃcials to fi nally clarify that the US$550 million
price tag is a “design constraint,” and that the full cost would exceed that “once you add in
everything”— such as R&D costs, for example.39 Again, the number is not as important as
the false impression it gives to planners and analysts— crafting a major modernization
effort around a false assumption could present problems when that estimate doubles.
It is odd, then, that the LRS-B may cost roughly the same US$100 billion as the proposed
fleet of new SSBNs, yet the bomber is not experiencing the same fiscal pressure. Pointedly,
the program’s classified nature prevents any real discussion of its national security requirements and fiscal implications (many analysts believe separate funding exists in
classified black budgets). The new bomber has largely avoided the effects of sequestration,
with some oﬃcials asserting that it is inexpensive in the near term.40 However, oﬃcial

35. U.S. DOD, Annual Aviation Inventory and Funding Plan, Fiscal Years 2012– 2041, 22.
36. U.S. DOD, Defense Acquisition Acronyms and Terms, 15th ed. (Fort Belvoir, VA: Defense Acquisition
University, 2012), B-19, http:// www.dau.mil /publications/publicationsDocs/Glossary_15th _ed.pdf.
37. Tony Capaccio, “U.S. Bomber Planes at $81 Billion Seen 47% More Than Plan,” Bloomberg News,
December 5, 2013, http:// www.bloomberg.com /news/2013 -12-06/u-s -bombers -seen-costing-81-billion-47-more
-than-plan.html; Stew Magnuson, “Bud get Pressures Seen as Biggest Risk to Long Range Bomber Program,”
National Defense Magazine, September 2013, http:// www.nationaldefensemagazine.org /archive/2013/September
/pages/BudgetPressuresSeenasBiggestRisktoLongRangeBomberProgram.aspx .
38. CBO, Alternatives for Long- Range Ground-Attack Systems (Washington, DC: CBO, 2006), 28, http:// www
.cbo.gov/sites/default /fi les/cbofi les/ftpdocs/71xx /doc7112/03 -31-strikeforce.pdf.
39. Aaron Mehta, “USAF General: ‘Of Course’ Bomber Will Be More Than $550M Per Copy,” Defense News,
March 5, 2014, http:// www.defensenews.com /article/20140305/DEFREG02/303050027/USAF-General-Course
-Bomber-Will-More -Than-550M-Per-Copy.
40. Aaron Mehta, “Former USAF Chief of Staff: Move Away from Nuclear F-35,” Defense News, January 17,
2014, http:// www.defensenews.com /article/20140117/DEFREG02/301170028/Former-USAF-Chief-Staff-Move
-Away-From-Nuclear-F-35.

188 | SARAH MINOT

Figure 1. Projected LRS-B Funding FY 2011-2023

documents suggest otherwise. The current FYDP through FY 2019 proposes US$11.4 billion
for the LRS-B.41
Immediately beyond the FYDP, the bomber may cost more than the submarine because
of an increase in funding introduced in the most recent DOD 30-year aviation inventory—
what the plan refers to as a “realistic LRS-B funding ramp in FY19-23, unlike last year”
when accurate and realistic funding estimates were decidedly absent.42 CBO’s analysis of
the Long-Range Strike section estimates about US$32 billion in budget authority from FY
2014–2023, which will likely equal or exceed SSBN(X) funding in this period.43 Moreover,
all the bomber funding is slated to be spent in a shorter time frame than the submarines—
with the last bombers being built around 2030 and last SSBN(X) starting in 2035— so the
sticker shock may be more pronounced.
Figure 1 depicts initial bomber funding in FY2011 as well as proposed funding levels
across the FYDP through 2019— and then combines those figures with data taken from
DOD’s plan and CBO’s analysis through FY 2023.
As should be obvious, the bomber is not inexpensive in the near future. In fact, it is so
expensive that the cost estimate has been removed from the new DOD plan. Rather than
providing a goal in the May 2013 DOD aviation inventory, the report simply states that the
“current goal is to [ . . . ] hold down the unit cost to ensure suﬃcient production (80 to 100
41. Department of the Air Force, Financial Management and Comptroller, Fiscal Year 2015 Bud get Estimates: Research, Development, Test, and Evaluation, 2:145.
42. U.S. DOD, Annual Aviation Inventory and Funding Plan: Fiscal Year (FY) 2014– 2043, 22 (emphasis
added), http:// breakingdefense.com /wp -content /uploads/sites/3/2013/06/DoD -Aircraft-Report-to -Congress -.pdf.
43. CBO, Options for Reducing the Deficit: 2014–2023 (Washington, DC: CBO, 2013), 72, http:// www.cbo.gov/sites
/default /fi les/cbofi les/attachments/44715 -OptionsForReducingDeficit-2 _1.pdf.
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aircraft).” 44 Again, the cost estimate is not necessarily as important as the false impression it gives policymakers when considering coincident expenditures and production in
the 2020s. Essentially, the more than US$10 billion in unclassified R&D costs are not
counted against the US$55 billion estimate, and total R&D costs will probably far exceed
that US$10 billion. This also means most or all of the proposed $55 billion will land in the
2020s during production, aside from possible advance procurement funding prior to
2020.
Setting aside strong support for the new bomber from the U.S. Air Force and other
oﬃcials, it might be possible to delay the program by a few years to relieve the effects
of the procurement spike, if this is determined to be consistent with national security
requirements. Former defense secretary Panetta recommended a similar delay in a
memorandum regarding the effects of sequestration, though this could have been an
exaggeration to dissuade policymakers from following through with implementation.45
This type of delay would place it on the tail end of the SSBN(X) program, allowing the new
SSBN to gain some production rhythm. This would slightly stagger the start dates of the
modernization programs, thereby lessening the “mountain” issue in this modernization
round and derivatively providing for a more manageable modernization program in the
distant future.

Follow- On ICBM
The follow- on ICBM is currently in the Ground-Based Strategic Deterrence Analysis of
Alternatives phase, which means a requirement has not been decided, much less a procurement schedule. The current end of the Minuteman III ICBM lifecycle is 2030. CBO’s most
recent assessment of U.S. nuclear forces places ICBM production after 2023.46 A total unit
value of approximately 500 is a rough estimate based on a planned 400 deployed ICBMs
under New START and some unknown quantity for testing purposes. Current forces were
modernized from 2001 to 2007 with a proposed life cycle of 20 years.47 This notionally
corresponds to an age- out range from 2021 to 2027. The rapid pace of the previous round of
modernization is thought by some to have been too extreme and may lead to a more relaxed schedule in the future.48
Oﬃcials have stated it may be possible to extend the lifetime of the ICBM force through
2075.49 From a phasing standpoint, it would be very beneficial, and possibly critically
important, for the AoA to conclude that it is feasible to sustain the Minuteman III beyond
2030. Wholesale ICBM replacement or major sustainment costs in the 2020s could aggravate
44. U.S. DOD, Annual Aviation Inventory and Funding Plan: Fiscal Year (FY) 2014– 2043, 22.
45. Leon Panetta, “Effects of Sequestration on the Department of Defense” (letter to Senators John McCain
and Lindsey Graham, November 2011), 2, http:// www.lgraham.senate.gov/public/_fi les/_pdfs/11%2014%2011
%20Panetta%20McCain%20Graham%20Ltr.pdf.
46. CBO, Projected Costs of U.S. Nuclear Forces: 2014– 2023, 14.
47. Phone interview with person familiar with the program, July 2013.
48. Ibid.
49. House Committee on Armed Ser vices, “Statement of General C. R. Kehler,” 13.
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P/S

P/S

Total Units

2030

P/S

2035

2029

P/S

2034

2028

P/S

2033

2027

P/S

2032

2026

P/S

2031

2025

2023

2022

2024

ICBM

2021

Year

Table 7. Production or Sustainment Schedule of a Notional Follow- On ICBM

~500

Note: P/S stands for production of new or sustainment of current; depending on the AoA, either could occur in the late 2020s.

the fiscal pressure on the SSBNs and bombers, in addition to the F-35. As things currently
stand, the AoA is considering five options:
1. Sustain Minuteman III with “no deliberate attempt to close identified gaps.”
2. Sustain Minuteman III with “incremental changes [ . . . ] to close the gaps.”
3. A new silo-based missile.
4. A new road-mobile missile.
5. A new tunnel-based missile.50
These can be understood as ranging approximately from the least expensive to most expensive option. The air force and the Nuclear Weapons Council apparently are focused on
three of the five options:
1. Sustain Minuteman III with “no deliberate attempt to close identified gaps.”
2. Sustain Minuteman III with “incremental changes[ . . . ] to close the gaps.”
3. A new road-mobile missile.51
The notional schedule above is imperfect: it reflects a worst-case scenario if the AoA concludes
that a new missile needs to be produced by 2030 to replace the Minuteman III. From budgetary and scheduling standpoints, sustaining the current force is the best option. A recent
RAND report estimated that Minuteman III sustainment costs could total US$60–90 billion
over the next 39 years, whereas a new missile could cost US$84–219 billion over that same
period depending on basing mode.52 Acquisition alone of a new missile could cost US$30–70
billion and could fall directly in line with the SSBN(X) and LRS-B timelines.53 As for a new
road-mobile missile, the United States attempted road-mobile missile development in the
1980s with the small ICBM hard mobile launcher (HML). The program was found to be

50. Federal Business Opportunities, “Broad Agency Announcement—Ground-Based Strategic Deterrence,”
BAA-AFNWC-XZ-13- 001Rev2, March 29, 2013, https:// www.fbo.gov/spg /USAF/AFMC/377CONSKOC/BAA-AFNWC
-XZ-13 -001/listing.html.
51. GAO, ICBM Modernization, 10.
52. Caston et al., The Future of the U.S. Intercontinental Ballistic Missile Force, 107.
53. Ibid., 104.
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prohibitively expensive.54 It is unclear why oﬃcials think circumstances have changed to
the point that a mobile launcher would be either cost- effective or necessary for deterrence
when considering the adequacy thus far of the silo-based Minuteman force.

Moving Forward
Oﬃcials maintain that the nuclear mission is both critically important and inexpensive.55
They also maintain that the American public has always been willing to pay for nuclear
weapons and will be supportive this time around.56 Maybe so, but there does not currently
appear to be political support, budgetary certainty, or agreement on strategic need. Absent
any of these (possibly all) it may prove too ambitious of a modernization effort, thereby
threatening the viability of the U.S. nuclear deterrent when all replacement programs are
under way. The current attention given to the scheduling issue is not reflective of the
claimed importance of the triad.
Competition for funding with other priorities, including conventional forces, may result
in a feedback loop of cost growth and schedule delays. The ultimate result could be deeper
unforeseen reductions than might otherwise be made with a more comprehensive planning process. Complaints from the navy that funding for the SSBN(X) will hinder the
overall shipbuilding effort and cause major reductions in the overall force are partly
reflective of ser vice prerogatives but are not without merit.57 Moreover, it is not out of the
question to imagine similar challenges if the air force attempts a simultaneous replacement of bombers and ICBMs, in addition to the F-35 fighter and KC- 46A tanker.
Although the SSBN(X) schedule is relatively inflexible because of the decommissioning
process of the current Ohio- class submarine beginning in 2027, it is less clear whether
current bombers and ICBMs need to be replaced in the near future. The ser vice lives of the
B-2 and B-52 will last beyond 2040, and the air force is investigating options to extend the
life of the Minuteman III ICBM beyond 2030.58 The most important near-term decision
might be to sustain the current fleet of Minuteman III missiles rather than build replacements. This would significantly decrease fiscal pressure in the 2020s, though it might also
be necessary to forego major ICBM sustainment costs until after 2030.
Careful planning now could allow the United States to manage a process of future
nuclear reductions consistent with national security requirements. The alternative is an
uncertain process in which the United States may spend more to procure far fewer and less

54. Hill Air Force Base, Small ICBM Hard Mobile Launcher, 2007, http:// www.hill .af.mil /library/factsheets
/factsheet.asp?id=5717.
55. U.S. DOD, “Remarks by Deputy Secretary of Defense Carter at the Aspen Security Forum at Aspen,
Colorado.”
56. David Alexander, “U.S. Needs Modern Nuclear Deterrent Despite High Price Tag— Hagel,” Reuters,
January 9, 2014, http:// www.reuters.com /article/2014 /01/09/usa-nuclear-weapons-idUSL2N0KJ0KW20140109.
57. Walter Pincus, “Bud get Cuts Could Reshape the Country’s Ship Supply, Oﬃcial Says,” Washington Post,
May 1, 2013, http://articles.washingtonpost.com /2013 -05 -01/world /38955629_1_ssbns -warheads -triad.
58. House Committee on Armed Ser vices, “Statement of General C. R. Kehler,” 13.

192 | SARAH MINOT

capable systems. As a fi rst step, Congress and the Obama administration could consider
complementing the 1251 Report with an estimate of the full life cycle costs to recapitalize
the U.S. nuclear deterrent, in addition to providing notional procurement schedules under
current plans and alternatives. The United States has an incredible team of oﬃcial and
outside experts at its disposal that it should leverage for this discussion. Defi ning the
aforementioned cost and schedule information would help foster a strong debate of priorities, alternatives, and trade- offs, and may provide options policymakers have not yet
recognized. The recent multi-think-tank analysis of the 2014 Quadrennial Defense Review
is an example of the necessary steps in the U.S. nuclear weapons modernization process.59
Such a process would allow the DOD to identify risks in modernizing U.S. strategic forces
and develop approaches to mitigate those risks.

59. Center for Strategic and Bud getary Assessments, “Joint Think Tank Event: Alternatives to the QDR and
FY15 Defense Bud get,” February 5, 2014, http:// www.csbaonline.org /2014 /01/28/joint-think-tank-event-alterna
tives -to -the -qdr-and-fy15 -defense -budget /.
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Nuclear Deterrence: Millennials
Inheriting the Fight
Kera Rolsen1

M

any policymakers, nuclear experts, and members of the U.S. military have discussed the
aging U.S. nuclear weapons and infrastructure, but they have not addressed the aging
experts or the generations that will replace them. This paper discusses the growing number of
Millennials joining the nuclear enterprise and the effect they will have on it. This paper will
look at the composition of the Millennial Generation, the reasons why they view the nuclear
enterprise differently, the methods the nuclear enterprise should adapt to hire and retain
them, some recommendations for employing them, and the ways in which they are vital to the
nuclear enterprise. None of the Millennials, individuals born between 1980 and 2000, witnessed the end of the Cold War as adults. Therefore, they hold a unique perception of the Cold
War and the nuclear enterprise. This, combined with a trend of an upbringing that makes
them sheltered, confident, team- oriented, tech-savvy, and achieving, distinguishes them from
other nuclear generations. Millennials’ unique perspective of nuclear history as well as their
innate grasp of current technology makes them perfect conduits for a new kind of strategic
messaging.

Introduction
On July 16, 1945, the Trinity test explosion openly established the nuclear enterprise. This
was 35 years before the fi rst Millennial was born and, in many cases, even before the
parents of the Millennial Generation were born. In recent years, there has been significant
discussion on how to update and modernize the nuclear enterprise. This discussion has
centered on weapons, technology, and infrastructure, but rarely on the most important
aspect of the enterprise: the people. It is no stretch of the imagination to say that the nuclear enterprise extends beyond warheads to include those who expend, maintain, safeguard, and regulate the weapons. As the weapons and infrastructure age, so do the people
who lead the enterprise. However, a new generation of experts is entering the field and
preparing to inherit the nuclear mantle. This new generation, born between 1980 and 2000,
1. Kera Rolsen is an instructor and electronic warfare oﬃcer at the U.S. Air Force Weapons School
(USAFWS), where she specializes in weapons instruction, tactical mission planning, and execution, as well as
tactics development. The opinions expressed here do not necessarily represent those of the U.S. Air Force
(USAF), USAFWS, or any other orga ni zation.
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is commonly referred to as the “Millennial Generation,” or simply “Millennials,” and they
hold a different perception of the nuclear enterprise than their predeces sors. The Millennial Generation will soon take over the nuclear enterprise, and their history, perceptions, and generational traits will have an enormous effect on the future of the nuclear
enterprise.
This paper will look at the composition of the Millennial Generation, the reasons why
they view the nuclear enterprise differently, the methods the nuclear enterprise should
adapt to hire and retain them, some recommendations for employing them, and the ways
in which they are vital to the nuclear enterprise.

Who Are the Millennials?
In order to understand how a generation can affect the nuclear enterprise, one must fi rst
look at the generation itself and identify which characteristics distinguish it from its
predecessors. For the purpose of this paper, these markers are referred to as “generation
personality.” Parental upbringing, history, and world events create a generational personality. Before describing the personality of the Millennials, one must fi rst defi ne the generation’s span.
Various studies on Millennials each defi ne the term Millennial somewhat differently;
however, there is consensus that the Millennial Generation is anyone born between 1980
and 2000. Other traits that are seen as common to the average Millennial are discussed in
the next section. The U.S. Census Bureau shows that there are 84.7 million Millennials in
the United States, making them the largest generation in U.S. history.2 In comparison, the
baby boomer generation was previously the largest generation and it is composed of only
71.2 million Americans.3 At time of publication, the Millennials’ ages span from 14 to 34
years old. This means the youngest are at the bottom of the corporate ladder and the oldest
are just now entering middle management. As they enter middle management, these older
Millennials will begin to influence civilian and military structures through their generation personality traits.

GENERATION PERSONALITY
Millennials grew up in an era when couples actively wanted children and considered them
precious commodities, with some reports even referring to them as “trophy children.” 4
This generation grew up in a time when self- confidence was deemed central to their upbringing; everyone “won” a participation ribbon by competing as a team, and parents
strove to protect their children’s growing egos and bodies.5 Research shows a 15 percent
2. Darlene E. Stafford and Henry S. Griﬃ s, A Review of Millennial Generation Characteristics and Military
Workforce Implications (Alexandria, VA: CNA, 2008), 28.
3. U.S. Census Bureau, 2010 United States Census, 2010.
4. Neil Howe and William Strauss, Millennials Rising: The Next Great Generation (New York: Vintage
Books, 2000), 37.
5. Ibid., 88.
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decrease in Millennials’ teenage death rate that can be directly linked to the products
marketed to safety- conscious parents of Millennials.6 All of these factors led to the Millennials’ generation personality. Although certain studies offer different sets of personality
traits, some traits overlap in all studies— special, sheltered, confident, team- oriented,
pressured, and achieving.7 This group of traits gives us a look at the “average” Millennial
and an ability to structure a workforce that works with these traits to maximize potential.
As with any group, there will always be outliers, but, overall, these traits describe the
average Millennial.
These generational personality traits have led some to label the Millennials as “entitled”; however, this is not a wholly accurate profi le. Priorities, along with upbringing,
drive their desires. Millennials generally view being a good parent, having a successful
marriage, and helping others in need as some of the most important things in their lives.8
Furthermore, their priorities drive them to seek a balanced lifestyle that includes volunteering to help others. These priorities are demonstrated by their work desires and ethics:
“Millennials have reportedly seen their boomer parents work long hours, only to fall
victim to corporate downsizing, frequent layoffs, and high divorce rates.9 As a result, they
have become wary of being in the same position, and choose ‘making a life’ over ‘making a
living.’ ”10 Given the personality traits of an average Millennial, we can conclude that they
now have two choices: accept a job with high pay with little room for advancement or
choose a lower paying job with great prospects for advancement, which, in time, will pay
higher.

MILLENNIAL HISTORY: GENERAL
For the purposes of this analysis, Millennials’ view of history is broken into two parts:
general history and history as it relates to the nuclear enterprise. Millennials’ general
history illuminates why they are a distinct generation. This is the fi rst generation to grow
up with Internet, mobile phones, and smartphones, making them “tech natives.” Millennials identify their use of technology as the number one factor that differentiates them from
previous generations.11 Research shows that 75 percent of all Millennials use some form of
social media, and 59 percent read only online news sources.12
This generation grew up with the rapid-fi re Internet news cycle. They watched history
happen live with the fall of the Berlin Wall, Desert Storm, and 9/11. Consequently, they
grew up expecting instantaneous access to world events. As social media grew, so did their
6. Ibid.
7. Stafford and Griﬃ s, A Review of Millennial Generation Characteristics, 13; Eddy S. W. Ng, Linda Schweitzer, and Sean T. Lyons, “New Generation, Great Expectations: A Field Study of the Millennial Generation,”
Journal of Business and Psychology 25, no. 2 (2010): 281–292; Pew Research Center, Millennials: A Portrait of
Generation Next (February 2010), 115, http:// www.pewresearch.org /millennials.
8. Pew Research Center, Millennials: A Portrait of Generation Next, 18.
9. Ng, Schweitzer, and Lyons, “New Generation, Great Expectations,” 282.
10. Ibid.
11. Pew Research Center, Millennials: A Portrait of Generation Next, 5.
12. Ibid., 1, 35.
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reliance on it. Millennials’ use of social media can also be linked to the personality of the
generation. They use social media so often because they “rely on social influencers and
networks to make important life decisions [ . . . ] Surveys indicate that Millennials seek to
change the world around them in the workplace and in social and political arenas.”13
Millennials have near instant access to current media streams and they view history as
always accessible and ongoing. This dependence on social media is something the leaders
of the nuclear enterprise can capitalize on, not just to recruit and retain Millennial employees but also to shape strategic nuclear messaging. By harnessing their knowledge and
practical understanding, employers can actively involve Millennials in shaping and pushing strategic messages.

Why Millennials See Nuclear
Weapons Differently
One way to understand why Millennials see the nuclear enterprise differently is to note the
crucial nuclear phenomena that occurred during their lifetimes.

HISTORICAL: NUCLEAR GENERATIONS
The nuclear enterprise has shaped six generations of people; Table 1 defi nes each of these
generations. The fi rst generations affected by the nuclear enterprise were the “Lost Generation” and “Greatest Generation” during the early era of nuclear technology in the 1930s and
1940s. These generations built the fi rst ever nuclear weapons. The “Silent Generation” and
baby boomer generation both established rigid command and control procedures to ensure
the safety of the nuclear enterprise during the Cold War. The next nuclear generation was
“Generation X.”14 Along with the baby boomers, Generation X transitioned the enterprise
out of Cold War alert mentality into the postwar phase. The Millennials are the current
generation, picking up their nuclear duties at the beginning of the millennium and during
a significant change in how the United States conducts wars. The Millennials have seen the
shift from Cold War policy to a Nuclear Posture Review in 2001 that suggested a fi rst use
policy against a non-nation entity to our current administration’s policy of maintaining
“safe, secure and effective” nuclear weapons.15 Whereas the previous generations dealt
with the Cold War against a single superpower, the Millennial Generation has seen wars
with asymmetric threats and nonstate actors. The fi fth generation is Generation Z—those
born after 2000.

13. Stafford and Griﬃ s, A Review of Millennial Generation Characteristics, 2.
14. Colonel Parker Northrup (USAF ret.) notes that his generation of nuclear experts, Generation X, “wrote
precious little about nuclear weapons as they were ‘out of fashion’ for so long” (personal communication, May
1, 2014). Several panelists at the 2013 Nuclear Deterrence summit in Washington, D.C., also noted that an entire
generation of nuclear experts was lost because they entered their careers as the Cold War wound down. This
generation gap of knowledge and peer- to-peer information sharing is part of why it is so critical to encourage
nuclear experts in the Millennial Generation.
15. Barack Obama, “Remarks by President Barack Obama” (speech, Prague, Czech Republic, April 5, 2009).
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Table 1. Generations in the Nuclear Age
Generation Name

Years

Age (2014)

Stage of life

Lost Generation

1883 – 1900

114 – 131

Greatest Generation

1901 – 1927

87 – 113

Retired

Silent Generation

1928 – 1945

69 – 86

Retired, “advisor emeritus”

Baby Boom

1946 – 1964

50 – 68

Upper management, first retirement

Generation X

1965 – 1979

35 – 49

Middle management

Millennials

1980 – 2000

14 – 34

First job, middle management

Generation Z

2001 – now

0 – 13

Deceased

Childhood

The Millennials did not endure the era of nuclear drills, hiding under desks, and Dr.
Strangelove. They did not watch the hands of the clock tick closer to midnight during the
Cuban missile crisis, and they did not live under the constant fear of a surprise nuclear
attack or mutually assured destruction. Most were children or had not been born by the
time the Berlin Wall fell. Most importantly, this generation did not understand (or care
about) the magnitude of the drastic change in world politics brought about by the end of
the Cold War. Howe and Strauss’s Millennials Rising: The Next Great Generation provides a
good example of what the high school class of 2000 found important. In their survey of that
class, the Columbine shooting was the event that made the biggest impression on the class,
whereas the fall of the Berlin Wall ranked a paltry ninth place behind the O.J. Simpson
trial and Monica Lewinski scandal.16 Because they came of age in a time after the end of
the Cold War, Millennials have little experience with nuclear history.
Possibly the simplest way to illustrate the difference between generations is to compare
what life milestones Millennials experienced concurrent with nuclear and defense history
over the last 30 years. Figure 1 depicts some of the milestones in the life of an early Millennial (born in 1982) compared with the historical events in the nuclear timeline. He would
have been born shortly before the Able Archer NATO exercise, an event that brought the
United States and the USSR the closest to nuclear exchange as they had been since the
Cuban missile crisis.17 He would begin elementary school shortly before President Reagan’s
famous “Mr. Gorbachev, tear down this wall” speech in West Berlin. Around the time he
might have been entering preadolescence, the United States was going to war in Iraq and
the USSR was dissolving, effectively ending the Cold War, and changing the nuclear enterprise. He would have become an adult, turning 18 in 2000, only to witness the events of 9/11
the following year. He would have spent the fi rst few years of his adulthood watching
Operations ENDURING FREEDOM and IRAQI FREEDOM live on televi sion. He would then
have seen “Support the Troops” Facebook pages and viewed news updates on Twitter.
Around the time he may have been falling in love and getting married, the unauthorized
16. Howe and Strauss, Millennials Rising, 19.
17. Benjamin B. Fischer, “A Cold War Conundrum: The 1983 Soviet War Scare,” Central Intelligence
Agency, March 19, 2007, https:// www.cia.gov/library/center-for-the -study-of-intelligence/csi-publications/books
-and-monographs/a-cold-war-conundrum.
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Figure 1. Millennial milestones and nuclear events timeline

transfer of nuclear warheads from Minot AFB, North Dakota, to Barksdale AFB, Louisiana,
was undermining U.S. trust in the nuclear enterprise’s ability to safeguard weapons.

CURRENT NUCLEAR HISTORY
Millennials did not live and breathe the constant threat of mutually assured destruction
like their Cold War predecessors and therefore they have diﬃculty comprehending what it
is like to live under that kind of looming threat. Many feel that nuclear weapons are an
inconvenient relic of a bygone era that they must now pay to maintain.
The Millennial Generation’s impression of the nuclear enterprise is influenced by two
important world events: 9/11 and the subsequent wars in Iraq and Afghan istan. Although
the attack on 9/11 did not result in a nuclear exchange, the 9/11 Commission Report acknowledged that Al- Qaeda was actively looking for nuclear material.18 Given the policy
that was later seen in the 2001/2002 Nuclear Posture Review and the draft Joint Publication
3-12 Doctrine for Joint Nuclear Operations, the United States would have responded in kind,
despite the attack coming from a nonstate actor.19
In his 2009 address in Prague, President Obama stated, “The threat of global nuclear
war has gone down, but the risk of a nuclear attack has gone up.”20 Many Millennials do
not believe nuclear weapons will be expended during their lifetimes, but they understand
that these weapons will be used as a deterrent. The taboo of nuclear weapons use is so
great that most Millennials do not fear a nuclear exchange between superpowers. However, they do understand how nuclear weapons are utilized for strategic messaging between superpowers and emerging nuclear states. They know that nuclear weapons do not
18. National Commission on Terrorist Attacks upon the United States, The 9/11 Commission Report: Final
Report of the National Commission on Terrorist Attacks upon the United States (New York: Norton, 2004).
19. Nuclear Posture Review (2001/2002) and Joint Publication 3-12, Doctrine for Joint Nuclear Operations.
20. Obama, “Remarks by President Barack Obama.”
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have to be detonated to be useful. Only 39 percent of Millennials believe that peace is best
achieved through military strength. In comparison, 45 percent of Generation X, 55 percent
of baby boomers, and 60 percent of the Silent Generation agreed that peace was best
achieved through military strength.21
Millennials view nuclear weapons’ primary use as a strategic messaging deterrent, and
many of them do not believe that global zero is possible. Global zero is defi ned as a world
where there are zero nuclear weapons and we have achieved complete disarmament.
President Obama’s Prague speech set the tone for bilateral or even possibly global disarmament; however, nuclear weapons exist and cannot be removed overnight. This relates to
the Millennial mind-set as Millennials grew up watching the debates over genetic cloning
and understand that scientific progress often outpaces society’s ability to debate the morality of such progress. Like cloning, the technology for nuclear weapons has already been
discovered and cannot be “undiscovered.” Unlike in the fourth Superman movie’s quaint
depiction, throwing the world’s nuclear weapons into the sun will not make them go away.
Even executing every chemist, physicist, and nuclear engineer would be insuﬃcient. One
would have to destroy every lab that was ever capable of discovering the secrets of nuclear
technology and splitting atoms. However, given that there are individuals still trying to
discover the secrets of Greek fi re generations later, a complete and permanent removal of
all nuclear weapons seems unlikely. The natural human desire for knowledge means that
nuclear weapons are here to stay.
The Millennial’s perception of nuclear history affects other areas of the enterprise. One
component of the nuclear enterprise that affects the military sector perhaps more than the
civilian sector is nuclear procedure, especially in regard to command and control procedures. Millennials in the military commonly hear the phrase “Technical Orders are written in blood,” as are nuclear procedures. Nuclear procedures are not always the result of
deadly accidents, but rather they are sometimes the prevailing political consideration of
the day. However, Millennials did not witness or experience the events, political processes,
or accidents that led to the mammoth amounts of procedures and regulations that go into
safeguarding nuclear weapons and preventing inadvertent or unauthorized detonation.
This paper asserts that one of the best things previous generations of nuclear experts can
do to help Millennials is to explain the “why” of nuclear procedure, not just the “how.”
Anyone can be taught to turn a key at the right time, check a missile pylon, or monitor and
flood a launch tube, but the Millennials’ personality drives them to want to know more.
Teaching them why a procedure is in place and what events or mishaps led to its creation
will ensure the young Millennials’ attention, compliance, and engagement.

Why Millennials Are Vital: An Example
If the message is the weapon, as it often is with nuclear deterrence, then the Millennial
Generation is perfectly poised to undertake the next step in strategic and nuclear
21. Pew Research Center, Millennials: A Portrait of Generation Next, 78.
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deterrence. Rather than exploring more facts and figures, it is easiest to use a specific
example of how Millennials, with their tech-savvy personalities and rapid-fi re media, are
the perfect channel for strategic messaging and deterrence.
Prior to March 2013, North Korea was unusually excessive in its rhetoric. In midFebruary, the country conducted a nuclear weapons test and informed China of a possible
second or third test that year. During the early March Exercise FOAL EAGLE between the
Republic of Korea and United States, North Korea abandoned its armistice with South
Korea. Finally, on March 27, 2013, the North Koreans severed the hotline between North
and South Korea. Unbeknownst to the North Koreans, around the same time, nuclear
capable B-2 Spirits launched from Whiteman AFB, MO to fly over South Korea; consequently, within days, North Korea’s public rhetoric slowed to a halt.
This event was entirely about sending a message. It is important to note that during this
event news media referred to the bombers not as “stealth B-2s,” but rather as “nuclearcapable B-2s.” The purpose of this fl ight was to show that the United States had both the
ability and the will to put nuclear- capable assets within range of North Korea. This event
was a strategic message that both assured U.S. allies and dissuaded further North Korean
belligerence. The story was the headline on every major news site. If the message is the
weapon, then this flyover was one of the more effective weapons utilized to diminish the
North Korean rhetoric during this period.
What is unique about this par ticu lar mission is that the B-2 flyover was covered on
both regular and social media, presenting the U.S. Air Force’s strategic message to the
world. The Millennial Generation showed their resourcefulness as Twitter began reporting
the flyover within minutes of the event and several hours before regular news media was
able to report.
One of the greatest aspects of using Twitter as the strategic message “weapon” was that,
unlike a conventional (or nuclear) kinetic weapon, its use was at no cost to the U.S. government. Twitter was not a requirement for success with this mission; however, during a time
of fiscal austerity, the nuclear enterprise could, and should, use more tools like this in its
arsenal. These tools are any current form of free social media that can be used to spread a
message: Twitter, Facebook, Vimeo, Instagram, and Vine are just a few of the examples
currently available. This event positively highlighted the value of utilizing the tools that
the Millennial Generation designed, implemented, and executed.
So how does this example demonstrate that the Millennial Generation is ready to inherit the nuclear mantle? With few exceptions, the people in key positions for the B-2
flyover were members of the Millennial Generation: from the aircrew, to the Air Operations Center floor, the mission planners, and the people who pushed the media into a
frenzy. At the exact moment, the B-2 conducted its low approach at Osan AB, a crowd in
their 20s and early 30s waited and watched Twitter. The fi rst posts appeared within five
minutes, as seen in Figure 2: “Flying intimidation missions with the b2 bombers. Suck it
North Korea” and “Just witness [sic] a B2 flyover Osan AB, great way to start my AF day.”
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Figure 2. Twitter posts from within five minutes of the B-2’s flyover of Osan AB 22

These two Tweets started bringing immediate attention to the strategic message, faster
than the Associated Press, Reuters, and the U.S. Embassy Seoul.
The Millennials who helped make this specific strategic deterrence mission exemplify
the personality that defi nes the generation: driven to achieve, confident, and teamoriented. They were briefed on the desired outcome of the mission, and they believed in the
cause and values of the mission. The positive traits of the “average” Millennial— confident,
team- oriented, and achieving— ensured the mission’s success despite several setbacks
during the mission that could have driven it to a negative media event.

22. Personal communication, Twitter, March 27, 2013.
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Whereas this was a positive example of the relevance of Millennials and their technology, one should always bear in mind operational security. Presenting a strategic message
in social media opens new doors for information leaks. Military leaders in par ticu lar
should be attuned to their subordinates’ social media use and the messages they put forth,
for several reasons. First, social media provides another place where adversaries can glean
operationally sensitive information like deployment schedules. Second, there is no such
thing as private conversations on social media. Once a post goes on the Internet, it is there
forever, even when deleted. Third, the Public Affairs or communications divisions of the
nuclear enterprise will need to treat Millennials and their social media like any other form
of media. Once a message is released to the public, it cannot be controlled. As one can see in
Figure 2, the language used in the earliest post was neither clean nor professional. Although this might have the desired effect to fellow Millennials, the tone could offend
others, ultimately leading to embarrassment or, even worse, the misinterpretation of a
strategic message. Nuclear enterprise leaders in the civilian arena should also be mindful
of the effects social media can have on operational security. Accidental released of details
related to the nuclear enterprise via social media could provide our adversaries with hints
at capabilities or limitations.

Recruiting and Retaining Millennials
to Lead the Nuclear Enterprise
Millennials hold a unique perspective of the nuclear enterprise, which will affect how
current leadership recruits, retains, and grooms them to work in and lead the nuclear
enterprise as they rise through the ranks. Millennials seek jobs that are intellectually
stimulating, nurturing, respectful of their work/life balance, and that offer advancements.
The second and third generations of nuclear experts, the baby boomers and Generation
X, had similar views of the work force. They chose jobs they could turn into 20-year careers
and they did not expect high entering salaries or early advancement. However, Millennials
want more from their jobs than a paycheck. Ng, Schweitzer, and Lyons note, “Millennials
are increasingly looking at a company’s values and mission and want to work for those
fi rms that go beyond simply making money.”23 Millennials also “have low tolerance for
less-than challenging work, and often perform poorly in high-volume and non-stimulating
work.”24 In essence, Millennials want more from their employers than a paycheck; they
want a cause they can believe in, something the nuclear enterprise must capitalize on.
The nuclear enterprise is one of the most important corporate and military entities in
the United States. By marketing it to Millennials as an enterprise that respects its employees’ time and values, and by couching it in terms or phrases they will identify with, the
leaders of the nuclear enterprise should be able to recruit and retain the high caliber

23. Ng, Schweitzer, and Lyons, “New Generation, Great Expectations,” 283.
24. Ibid.

PROJECT ON NUCLEAR ISSUES | 203

individuals they need. The air force has done a good job in recent years changing their
recruiting slogans to fit the Millennial personality. For years, the recruiting slogan was
“Aim High”;25 however, recently, they have used phrases such as, “We’ve been waiting for
you,”26 “Do Something Amazing,”27 and “Above All.”28 All three capitalize on the Millennial
desire to feel special or to seek achievements.
These are some of the ways to recruit and retain the Millennial Generation but how
does one groom them for leadership? What can leaders do to use Millennial personality
traits to advance the nuclear enterprise?

Recommendations
The Millennials are a unique generation with unique needs. No one change will be the
panacea for the friction between generations that stems from different worldviews, but
there are a few small changes this paper recommends to reduce possible generational
friction and cultivate a more positive working relationship within the enterprise.
First, Millennials can tell when their employers are obfuscating. It behooves leaders to
understand not only what drives Millennials to fail or succeed, but also what drives them
to distraction. While their baby boomer counterparts may have questioned everything and
promoted the motto “don’t trust anyone over 30,” Millennials are open to suggestions from
their predecessors, if they feel respected. Major General Jack Weinstein, Commander of the
USAF’s Twentieth Air Force, which controls all U.S. ICBMs, stated what he learned from the
Millennials in his command was that they are sensitive to wording. He noted that they had
come to equate the use of the phrase “get your buy in” as “here is something I’m telling you
to do and I don’t care how you feel about it.”29 He stated that he has since learned to avoid
that phrase so he does not accidentally alienate his subordinates.
One way leaders can recruit and retain Millennials in the nuclear enterprise is to
utilize motivators such as promotion, education, and respect for their work/life balance.
These three factors play well into the Millennial personality, particularly, the desire to be
special and achieve. When Ng, Schweitzer, and Lyons polled college students,30 “more than
two-thirds (68.5 percent) of respondents expect to be promoted within the fi rst 18 months
in their fi rst job” and “the average expectation for promotion was 15.1 months.”31 Military

25. “Mixed reviews for Air Force slogan,” February 29, 2008, Stars and Stripes, http:// www.stripes.com /news
/mixed-reviews-for-air-force -slogan-1.75699.
26. “Air Force Technical Degree Sponsorship Program (TDSP),” http:// webs.wichita.edu /depttools/depttools
memberfi les/ece/WSU_TDSP.pdf.
27. “Mixed reviews for Air Force slogan.”
28. Ibid.
29. Major General Jack Weinstein (open discussion at Air Force Global Strike Command Commander’s
Conference, Barksdale AFB, LA, 8 April 2014).
30. This was 27,592 undergraduate and graduate students ages 18 to 27 (the cut off for the “Millennial”
time span).
31. Ng, Schweitzer, and Lyons, “New Generation, Great Expectations,” 285.
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leaders already have a system of promotions and pay raises in place, but civilian counterparts should consider restructuring their promotion system. Rather than offering a 5
percent raise after two years, consider offering a 1.5 percent raise every six to nine
months. This will demonstrate to the Millennial employees that they are valued without
requiring larger salaries.
Other factors that characterize how Millennials perform in the workforce include the
need for feedback and advancement, as well as the need to feel as though they are making a difference in the world. The generation that allowed everyone to receive a participation ribbon still has the urge to be validated and thought of as special. Because of this,
advancement and feedback are ways Millennials expect their employers to recognize
their efforts.
They look for an employer whose work is challenging and intellectually stimulating
and fosters a learning environment. Enterprise leadership should recognize this desire and
work to actively promote advanced academic degrees and possibly offer fi nancial backing
to obtain those degrees. In addition, it will not be enough to push Millennials toward just
any advanced degree. They should be highly encouraged to pursue degrees that will both
challenge them and enhance their knowledge in the realm of the nuclear enterprise. This
will ensure employees feel valued while challenging their intellect. A lack of intellectual
challenge and a lack of recognition in the nuclear enterprise can lead down dangerous
paths. Both the military and civilian sectors have lost public trust in the past few years
from breakdowns in leadership and culture. Although these changes by no means could
have stopped all of the problems, and not all breakdowns were related to Millennial issues,
following these recommendations may help avoid incidents that lose public trust in the
future.
Another way to avoid these dangerous paths is to foster a work environment that is
respectful of work/life balance. As noted earlier, Millennials have seen their parents’
divorce rates soar because of long hours and layoffs. This generation, like the ones before
it, still considers a family and a good marriage signs of a successful life. Moreover, they
do not believe in chaining themselves to a time- demanding job at the cost of deserting
their family. This generation embodies the “work hard, play hard” motto. They put as
much energy and devotion into their external pursuits as to the ones at work. Employers
should not just pay lip ser vice to the idea of work/life balance but offer flexible work
schedules to salaried employees. This will enable them to attend to obligations outside of
work while sourcing the Millennials’ drive to achieve and ensure that their work is still
accomplished.
These small changes can have great effect because they harness the Millennial personality. By using their ingrained personality traits, leaders in the enterprise will be able to
get more out of their Millennial subordinates.
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Millennials: Go Forth and Conquer
The Millennial Generation is the rising generation of nuclear scientists, experts, and warriors. They are young but quickly building their nuclear résumés, depth of knowledge, and
breadth of experience. The generation brings a unique skill set that stems from growing up
with technologies like Internet and cell phones that have instilled a sense of tech savvy.
Enterprise leaders will need to recruit the people who possess these skills, using media and
phrasing that they understand and to which they can relate. They will also have to change
how they manage and lead Millennials in order to keep them within the industry. If the
enterprise cannot market itself as Millennial friendly, intellectually stimulating, and
supportive of Millennial values, then it will have high employee turnover. If Millennials
can be recruited and retained, they will bring a fresh perception to the enterprise that will
challenge leaders within the enterprise while enhancing it as a whole.
Other generations may label Millennials as “entitled” or “pampered,”32 but Millennials
are also confident, team- oriented, and achieving. If the current leaders in the nuclear field
are willing to teach them how and why they do what they do, Millennials will work hard to
make improvements. Like it or not, Millennials will soon inherit the nuclear enterprise.
Today’s leaders need to start recognizing the leaders of tomorrow so they can take steps to
recruit, retain, and groom the future leaders of the nuclear enterprise.

32. Pew Research Center, Millennials: A Portrait of Generation Next, 78.
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Near-Term Conﬁdence-Building
Measures for the CTBT
Benjamin Rusek1

B

ecause the CTBT is, like other international arms control agreements, a political judgment
by an individual state, it is in the best interest of the five permanent members of the UN
Security Council (P5) to work together to improve verification capabilities so the remaining
treaty holdouts can address their concerns about verification. This paper proposes confidencebuilding mea sures (CBMs) that the United States could undertake with one or more of the
members of the P5. CBMs, like efforts to cooperatively monitor at and around known nuclear
test sites and information exchange between the members of the P5, could improve CTBT
monitoring capabilities, increase transparency, and ultimately improve the prospects for
ratification of the CTBT by the United States.

Introduction
In 2012, the National Research Council (NRC), the operating arm of the U.S. National Academy of Sciences (NAS) released the report The Comprehensive Nuclear Test Ban Treaty:
Technical Issues for the United States.2 The report examines the CTBT, the treaty that bans
nuclear- explosive testing in all environments, from the perspective of U.S. national security. The United States was the fi rst country to sign the CTBT in 1996, but three years later
the U.S. Senate declined to give its advice and consent to ratification. In 2009 President
Barack Obama pledged to “immediately and aggressively pursue U.S. ratification” of the
CTBT.3 However, as of June 2014, the Senate has yet to formally reexamine the treaty and
may not do so before the end of the Obama administration.
The NRC CTBT authoring committee was charged with addressing four questions:
(1) Can the United States maintain its nuclear weapons without nuclear- explosion testing?
1. Benjamin Rusek is a program oﬃcer with the Committee on International Security and Arms Control
at the U.S. National Academy of Sciences (NAS) a Washington, D.C.– based orga ni zation chartered by the U.S.
Congress in 1863 to give advice on scientific and technical issues. The views expressed in this paper are the
author’s own and do not necessarily represent the views of the NAS or the views of the NRC CTBT report’s
authoring committee.
2. NRC, The Comprehensive Nuclear Test Ban Treaty: Technical Issues for the United States (Washington, DC:
National Academies Press, 2012), http:// www.nap.edu /catalog.php?record _id=12849. Referred to as “NRC CTBT
report” throughout this paper.
3. Barack Obama, “Remarks by President Barack Obama” (speech, Prague, Czech Republic, April 5, 2009).
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(2) How well can the United States detect, locate, and identify nuclear explosions? (3) What
does the United States need to do to sustain nuclear weapons and test monitoring systems?
(4) What kinds of nuclear weapons developments are possible under the constraints of a
CTBT versus with a return to nuclear testing? The report addresses the charge in four
chapters and several technical appendices. Since its release, it has been praised as a balanced, technical assessment of the CTBT’s impact on U.S. national security by those on both
sides of the ratification debate.4 A diverse group of nine technical, policy, and military
experts served on the report committee; BP chief scientist Ellen Williams chaired the
committee and Lynn Sykes from the Columbia University Lamont-Doherty Earth Observatory led the report’s subcommittee on seismology.
NAS committees have examined technical issues associated with the CTBT before. The
2012 report began as an update to the 2002 report Technical Issues Related to the Comprehensive Nuclear Test Ban Treaty, which was issued after the 1999 failure to ratify. Less well
known is that the 2002 effort was preceded by earlier reports on related topics including
Seismic Signals from Mining Operations and the Comprehensive Test Ban Treaty in 1998 and
Research Required to Support Comprehensive Nuclear Test Ban Treaty Monitoring in 1997.
The most recent study began in 2009 when the Oﬃce of the Vice President and the White
House Oﬃce of Science and Technology Policy requested that NAS examine the topic once
again.5 Four organizations sponsored the report: the U.S. DOS, the U.S. DOE, the Carnegie
Corporation of New York, and the NAS. After an extensive yearlong security review, the
report committee issued both a classified and an unclassified version of the report. In a few
instances details or specificity had to be removed in the public version but the fi ndings and
recommendations are identical in the two versions.
The report’s fi ndings and recommendations address a host of U.S. security issues associated with the CTBT, including monitoring capabilities and verification. This paper argues
that implementing a single important recommendation will improve the prospects for
CTBT ratification in the United States and help move the world closer to realizing the treaty
in force. In the chapter on detecting, locating, and identifying nuclear explosions, the
report recommends that “the United States [ . . . ] pursue bilateral (and [ . . . ] multilateral)
programs of scientific cooperation for purposes of confidence building in support of monitoring nuclear explosions.”6 This paper builds on the recommendation by proposing
specific CBMs for the United States to explore and undertake jointly with the five permanent members of the UN Security Council, the P5. CBMs have a long history of improving
transparency and reducing suspicion in arms control. The CTBT CBMs proposed in this
4. To date more than 100 articles have been written about the report. After the report was released C. Paul
Robinson, one of the report’s reviewers and a noted CTBT skeptic, stated at the Washington, D.C.– based Heritage Foundation that “usually, when NRC reports [ . . . ] are issued, someone [at Heritage] comes forward to
‘damn them with faint praise.’ ” He notes that his remarks “praise [the report] with faint damning” and said he
believes that the NAS has done an honest job and is pleased with the result. C. Paul Robinson, John Foster, and
Thomas Scheber, “The Comprehensive Test Ban Treaty: Questions and Challenges” (Lecture No. 1218, Heritage
Foundation, April 10, 2012), http:// www.heritage.org /research /lecture/2012/11/the -comprehensive -test-ban
-treaty-questions -and-challenges.
5. The author served as the study’s codirector starting in June 2010.
6. NRC, The Comprehensive Nuclear Test Ban Treaty, 74.
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paper may improve the prospect of U.S. ratification by satisfying technical critics of the
CTBT’s verification regime.7 U.S. ratification may also facilitate ratification in other key
states— several of the eight “Annex II” countries, states that must ratify before the treaty
enters into force, are expected to ratify if the United States ratifies.8

The Need for Confidence-Building Measures
Article IV of the CTBT establishes an International Monitoring System (IMS) as part of the
treaty’s verification regime. The IMS, set up by the Vienna-based Comprehensive Test Ban
Treaty Organi zation (CTBTO) preparatory commission, is an interconnected network of
seismological, hydroacoustic, infrasound, and radionuclide detection stations that monitor the world for nuclear explosions.9 The capabilities of the IMS have improved steadily,
and the system is almost 90 percent complete. The NRC CTBT report fi nds that today, any
test in the Northern Hemisphere “would need to restrict [nuclear- explosive] device yield to
levels below 1 kiloton (even if the explosion were fully decoupled10) to ensure no more than
a 10 percent probability of detection by IMS and open monitoring networks.”11
Although the IMS capabilities to monitor for nuclear explosions are now better than
originally envisioned and continue to improve as additional stations come online, the NRC
CTBT report notes that “any monitoring system intended to support verification of Treaty
compliance—whether the CTBT’s IMS, National Technical Means or other systems—has to
be considered potentially imperfect. The system will have sensitivity, as well as resolution
in space and time, below which events are unreliably detected.”12 It is important to remember that the purpose of a treaty monitoring system like the system set up by the CTBT
to monitor the world for nuclear explosions is broader than actually detecting every violation. After the U.S. Senate failed to ratify the CTBT, retired General John Shalikashvili
noted in his 2001 report, “When evaluating verification, the probability of deterring violations is as important as the probability of detecting them. Thus the value of a verification
system extends well past the range where a monitor has high confidence of detecting,
identifying, locating, and attributing a violation, and down into the gray area where a

7. Technical critics being distinct from critics who, for political reasons, are against the United States
becoming a party to any international treaty regardless of scope or content. No set of CBMs will satisfy this
group.
8. Eight of 44 Annex II states have either not ratified (China, Egypt, Iran, Israel, and the United States) or
not signed and ratified (North Korea, India, and Pakistan) the CTBT. Of the P5, only China and the United States
have not ratified. Experts have stated that if the United States ratifies, China will ratify and note that other
states might follow. For example, in 2006, Hans Blix, former head of the IAEA, stated: “The reality is that if the
U.S. were to ratify (the CTBT), then China would. If China did, India would. If India did, Pakistan would. If
Pakistan did, then Iran would. It would set in motion a good domino effect.” Press Trust of India, “If US
ratifies CTBT, China, India, Pak will follow,” Express India, June 2, 2006, http://expressindia.indianexpress
.com /news /fullstory.php?newsid=68626.
9. Data from these sensors are collected and distributed to member states by the CTBTO International
Data Center.
10. Reducing the test signature of the shockwave created from a nuclear explosion by testing in a cavity.
11. NRC, The Comprehensive Nuclear Test Ban Treaty, 112.
12. Ibid., 73.
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potential evader lacks certainty about the likelihood of discovery.”13 Years earlier, U.S.
Ambassador Paul Nitze said that, for the United States, “effective verification” means “that,
if the other side moves beyond the limits of the treaty in any militarily significant way, we
would be able to detect such a violation in time to respond effectively, and thereby deny the
other side the benefit of the violation. Of course, our ability to detect and respond to the
violations helps to deter the other side from committing them in the fi rst place.”14
Today “effective” verification for the CTBT remains, like the verification standard for
other international arms control agreements, a political judgment. It is up to a state’s
leadership to determine whether activities that can take place without detection under a
CTBT (or any other treaty) have the potential to harm state security. The IMS has already
exceeded its expectations and achieved its design goal of being able to detect tests in most
places in the world above 1 kiloton but it will never be perfect. Because the U.S. Constitution requires treaties to be ratified by a two-thirds majority (at least 67 votes) in the U.S.
Senate, it is often those who oppose an arms control treaty who determine the level of
verification that is politically suﬃcient. Some in the United States argue that the CTBT
leaves room for other states to conduct nuclear explosive tests at levels or in ways that are
impossible to detect by the remote technical monitoring means incorporated into the IMS
and open monitoring networks. It is therefore argued that because undetectable testing is
possible under the IMS, being a party to the CTBT would put the United States at a strategic
disadvantage and therefore should not be ratified. 15
The NRC CTBT report anticipates this objection and addresses it in several ways. The
report lists the potential benefits that states could gain by clandestinely testing under the
current IMS and open monitoring network 1 kiloton detection threshold (although there is
still a significant risk of detection even below this threshold) as well as under 100 ton and 1
ton thresholds. It notes that states are unlikely to gain any substantial military advantage
over the United States from testing at levels that might go undetected.16 Findings 4-12 and
4-13 note, “Russia and China are unlikely to be able to deploy new types of strategic nuclear
weapons that fall outside of the design range of their nuclear- explosion test experience
13. General John M. Shalikashvili (ret.) special adviser to the president and the secretary of state for the
CTBT, “Letter to the President and Report on the Findings and Recommendations Concerning the Comprehensive Nuclear Test Ban Treaty,” January 4, 2001, http:// www.state.gov/www/global /arms/ctbtpage/ctbt _report
.html.
14. U.S. Congress, Senate Committee on Foreign Relations, The INF Treaty, S.Hrg. 100– 522, 1988, 289.
15. In 1999 in a statement announcing that he would vote against the CTBT, former U.S. senator Richard
Lugar said: “The Treaty’s verification regime, which includes an international monitoring system and on- site
inspections, was designed to fi ll the gaps in our national technical means. Unfortunately, the CTBT’s verification regime will not be up to that task even if it is ever fully deployed.” Richard G. Lugar, “Statement by Senator
Lugar (R-IN) in Opposition of the CTBT” (press release, October 7, 1999), http:// www.fas.org /nuke/control /ctbt /text
/100799lugar.htm.
16. Table 4-3 in the NRC CTBT report updates Table 3-1 from the 2002 report Technical Issues Related to the
Comprehensive Nuclear Test Ban Treaty, and indicates that for tests under 1 kiloton, states with greater nuclear
testing experience (Russia and China) could gain insights into boosted-weapon designs, one-point safety,
validation of unboosted designs, stockpile and design code issues, low-yield weapons, compact weapons with
yield up to 1 kiloton, and the validity of some untested implosion weapons design. NRC, The Comprehensive
Nuclear Test Ban Treaty, 116.

210 | SARAH MINOT

without several multi-kiloton tests to build confidence in their per for mance. Such multikiloton tests would likely be detectable (even with evasion measures17) by appropriately
resourced U.S. national technical means and a completed IMS network.”18
Nevertheless, it is likely that additional measures will be necessary to convince skeptics
to change their mind about the verifiability of the CTBT. The NRC CTBT report notes, “Because of the detection limits at extremely low yields and the lack of a clear defi nition of
‘nuclear test explosion,’ transparency measures at known test sites could become an important adjunct to the Treaty and merit special consideration.”19 To help bridge current detection limitations at very low yields, “the United States should give priority to [improving
test-site transparency with] Russia and China. They are the States whose weapons programs are of the greatest strategic concern” to the United States.20
CBMs are often carried out in advance of formal arms control treaties or added to
existing agreements to strengthen trust and transparency and help ensure that states are
in compliance. Certain CBMs implemented cooperatively by members of the P5 could serve
as tools to help reduce suspicion that testing is taking place at yields below the sensitivity
of IMS and open monitoring networks. This paper details three CBMs: (1) monitoring at
nuclear test sites, (2) transparency visits to nuclear test sites, and (3) additional seismic
monitoring around nuclear test sites.

Monitoring at Nuclear Test Sites
As noted above, the verification capabilities of an arms control treaty monitoring system
will be limited by the technical capabilities of that system. The CTBT already has the most
technologically advanced monitoring system of any multilateral arms control treaty. It is
unlikely that the CTBT will ever be formally amended to include additional stations or
capability outside of the four technologies that make up the IMS, because the technology
and the physical location of the monitoring sites are dictated in the treaty text.
The installation of seismic instruments is one way to increase detection capability at
test sites. The NRC CTBT report states, “Allowing continuous measurement at a test site
would also decrease the detection threshold significantly for that location,” and it cites
recent U.S. DOE experiments that “contained on the order of a few kilograms of explosive”
that “was easily detected by seismometers approximately a kilometer away from ground
zero.”21 Joint efforts by the P5 states to increase monitoring capability at nuclear test sites
to supplement the IMS could lower the detection threshold at the sites to levels far below
those achieved by IMS remote monitoring.
17.
18.
19.
20.
21.

Such as decoupling, see footnote 10.
NRC, The Comprehensive Nuclear Test Ban Treaty, 117.
Ibid., 74.
Ibid., 75.
Ibid., 74–75.
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The “USArray” project, part of the Earth Scope program, was established by the
National Science Foundation in cooperation with the Incorporated Research Institutions
for Seismology (IRIS) Consortium and other organizations in order to study the subterranean structure of North America over a 15-year period and help better predict earthquakes and volcanic eruptions. The transportable array portion of the USArray is
placing networked seismic stations in close proximity (set no more than 70 kilometers
apart) temporarily across regions of the United States to map the background seismicity
of the entire country. Over the course of the project, more than 2,000 locations will host
stations. Some of the transportable array stations will be transitioned into more permanent seismic monitoring assets and incorporated into regional seismic monitoring
networks. 22
The placement of USArray-type instruments at test sites could be used by members of
the P5 as a CBM. These seismic stations have a small footprint and are inexpensive to
acquire and maintain relative to an IMS primary seismic station.23 Collected data could be
stored for pick up or transmitted instantly via satellite. Steps—many effectively used as
part of IAEA safeguards— could be taken to detect tampering. There is some precedent for
this idea. Efforts to improve monitoring of U.S. and Soviet Union underground nuclear
explosions led to a pair of on-site cooperative Joint Verification Experiments to monitor
nuclear explosions at the U.S. (Nevada) and Soviet (Semipalatinsk) test sites in the late
1980s. U.S. and Soviet scientists cooperated to detonate nuclear test devices to verify the
Threshold Test Ban Treaty (TTBT), efforts that led to TTBT ratification in 1990. After its
entry into force, the Soviet Union monitored two U.S. nuclear tests before the United States
halted its nuclear- explosion testing program. The Soviet Union imposed a testing moratorium (and dissolved) before the United States was able to reciprocate and monitor a Soviet
test under the treaty.24
Although the technical approach is very different than that used to verify compliance
with the TTBT because no nuclear- explosive test detonations would take place, increasing
monitoring sensitivity at test sites could reduce suspicion that countries are testing, satisfy
some critics of the IMS monitoring system, go a long way toward addressing the CTBT’s ban
on all nuclear- explosive testing, and build confidence in the verification capabilities of the
Treaty’s On-Site Inspection (OSI) capabilities.25 Additional test site monitoring could also
assure other states that P5 members are not violating the CTBT by testing below IMS and
open monitoring network detection capability at their established test sites.
A test site monitoring program that jointly places USArray and other types of seismic
monitoring instruments at nuclear test sites could be designed by one state or cooperatively
22. Earth Scope, “USArray,” July 15, 2014, http:// www.earthscope.org /science/observatories/usarray.
23. Each temporary station costs between US$30 and $50,000 to purchase and install and approximately
$5,000 per year to maintain. “Adopt a Station,” USArray website, April 9, 2010, http://www.usarray.org /researchers
/adopt.
24. Edward Ifft, “The Threshold Test Ban Treaty,” Arms Control Today, March 2009, https:// www.armscontrol
.org /act /2009_03/LookingBack _Ifft.
25. After entry into force, the CTBT’s OSI mechanism could be used to investigate potential violations.
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by two or more members of the P5.26 The United States could lead the effort. The NRC CTBT
report notes that the United States has already conducted experiments and evaluated
technology that could be used as part of a test site transparency regime.27 Work undertaken by the P5 to develop technology for CTBT OSI Integrated Field Exercises (IFEs),
including the 2014 CTBTO OSI IFE in Jordan, 28 could be fed into this new effort. Special
care would need to be taken so as not to reveal classified information and also to ensure
that new information is not misinterpreted as an indication of a violation.29 Work by the
P5 might lead to a series of bilateral commitments or a negotiated test-site transparency
regime that could then be expanded beyond the P5. The fi rst step is granting access to the
three known test sites that lie within the territories of the P5: Lop Nor in China, Novaya
Zemlya in Russia, and the U.S. Nevada Test Site—now known as the Nevada Nuclear Security Site (NNSS).

Transparency at Nuclear Test Sites
Placing instruments at nuclear tests sites is a useful way to augment the monitoring capabilities of the CTBT, but simply opening test sites to visits by P5 government delegations is
also a kind of CBM. Demonstrating how test sites are used today could lead to greater
confidence that members of the P5 are complying with the treaty. The NRC CTBT report
states, “The [P5] Nuclear Weapon States have been able to maintain their nuclear weapons
programs under a nuclear- explosion-test moratorium and are likely to be able to make
nuclear weapons modifications that fall within the design range of their test experience
without resorting to nuclear- explosion testing.”30 Test site access would provide valuable
insight into how members of the P5 are maintaining their nuclear arsenals in the absence
of nuclear explosive testing.
The United States could take the fi rst step and open up the NNSS by hosting visits from
government experts from other P5 countries. Other countries could do the same, although
to encourage participation, invitations and visits should not come with expectations of
reciprocity. Bilateral or joint P5 visits to the NNSS would allow members of the P5’s policy
26. In 2009, as part of the intercessional process of the Nuclear Non-Proliferation Treaty, the members of
the P5 agreed to participate in a series of meetings to explore cooperation related to nuclear arms control and
disarmament. If the meetings continue past 2015, a verification working group within the P5 process would be
a natural forum for discussion of CTBT related CBMs. Andrea Berger and Malcolm Chalmers, Great Expectations: The P5 Process and the Non-Proliferation Treaty (London: Royal United Ser vices Institute for Defence and
Security Studies, 2013), 17, https:// www.rusi.org /downloads/assets/WHR _3 -13 _Web.pdf.
27. “Technologies Evaluated Included Geophysical, Ground-Based Visual, Remote Monitoring, Over Flight,
and Radiological Technologies,” NRC, The Comprehensive Nuclear Test Ban Treaty, 74.
28. “On- Site Inspection IFE14 Jordan,” CTBTO Preparatory Commission, July 15, 2014, http:// www.ctbto
.org /specials/integrated-field-exercise -2014 /.
29. Historically, large chemical explosions have been used for excavation and other purposes at nuclear
test sites. Although distinguishing a nuclear explosion from a similarly sized chemical exposition is diﬃcult
without radionuclide data, the NRC CTBT report notes that hiding a nuclear test by detonating a nuclear device
in a region with a high number of mining explosions, an evasion scenario known as “mine masking,” is “less
credible” than it was when the 2002 report Technical Issues Related to the Comprehensive Nuclear Test Ban
Treaty was written; see NRC, The Comprehensive Nuclear Test Ban Treaty, 109.
30. Ibid., 100.
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and technical community to tour U.S. experimental facilities located on-site that function
as important parts of the U.S. Stockpile Stewardship Program. A U.S. hosted visit might
include controlled access to the Source Physics Test bed, the Big Explosives Experimental
Faculty (BEEF), the U1a Underground research complex, and the Joint Actinide Shock
Physics Experimental Research (JASPER) compound and other facilities that the United
States uses to maintain its nuclear arsenal without nuclear explosive testing. The United
States has already started to do this; the U.S. National Nuclear Security Administration
(NNSA) hosted French and British delegations at the NNSS in December 2013.31 Later, P5
government experts might be invited to witness subcritical experiments at the NNSS like
those recently publicized by the NNSA.32 Although visiting the NNSS should not be contingent on being permitted to visit sites in other P5 countries, other states could offer visits to
their test sites, and in the case of the United Kingdom and France, the facilities that they
use to maintain their weapons without nuclear testing.

Seismic Monitoring around Nuclear Test Sites
The CTBT includes a CBM to help member states ensure that large chemical explosions
are not nuclear. The mea sure allows for voluntary data exchange and visits to address
the possible misinterpretation of signals from chemical explosions above 300 tons.33 In
1996, after the treaty was signed, the United States considered pursuing additional
complementary CBMs beyond the narrow set that are included in the treaty text. The
U.S. Defense Threat Reduction Agency suggested, “[Data] exchange provided by States
Parties, on a voluntary basis, of national monitoring station information which provides
equal transparency at the existing nuclear test sites” as an additional CBM to support
the CTBT.34
The United States and China, the members of the P5 that have not ratified the treaty,
could revive this idea and work together to improve seismic detection around their test
sites.35 During the CTBT negotiations, the United States offered to include the regional

31. NNSA, “US, UK, France Discuss Stockpile Stewardship, Arms Control and Nonproliferation and Visit the
Nevada National Security Site,” December 20, 2013, http://nnsa.energy.gov/blog /view/201312.
32. National Nuclear Security Administration, “NNSA Conducts Pollux Subcritical Experiment at Nevada National Security Site” (press release, December 6, 2012), http://nnsa.energy.gov/mediaroom /pressreleases
/pollux120612.
33. An in-force CTBT allows for a CBM to address “compliance concerns arising from the possible misinterpretation of the verification data relating to chemical explosions” above 300 tons (IV, E). Further details about
providing voluntary notification of large chemical explosions and using chemical explosions for calibration
are outlined in Part III of the treaty protocol. CTBTO Preparatory Commission, Comprehensive Nuclear-Test-Ban
Treaty, 2012, http:// www.ctbto.org /fi leadmin /content /treaty/treaty_text.pdf.
34. Roy S. Finno, CTBT: Confidence Building Mea sures and On- Site Activities (Fairfax, VA, TRW, 2000), A-3,
http:// www.dtic.mil /cgi-bin /GetTRDoc?AD=ada389105. However, at the time “[further] investigation of these
new CBMs was halted as it was quickly decided [ . . . ] that pursuing any new CBMs was a ‘dead- end’ path and
only those CBMs specifically mentioned in the treaty protocol would remain viable” (ibid., 4).
35. The irregular nature of the relationship makes implementing bilateral CBMs between the United States
and China challenging but a low-risk technical exercise that leads to a greater possibility of an in-force CTBT
and has the dual benefit of improving earthquake prediction capability around each country’s test site is in
both countries best interest.
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network stations that are in close proximity to the Nevada Test Site (now NNSS) as part of
the IMS. Today, the IMS primary seismic station at Mina, Nevada is located approximately
300 kilometers from the NNSS. The USArray project temporarily brought seismic stations
even closer to the site. Although China is an active participant in the construction of the
IMS, its 11 stations have yet to be certified and formally incorporated into the IMS and the
closest primary IMS station to China’s test site, the IMS station at Makanchi in Kazakhstan
is located more than 900 kilometers away. Additional seismic stations exist in Mongolia,
however, these are almost as far away as the station in Kazakhstan. Distance is not necessarily the best means of gauging the sensitivity or utility of a station in a seismic network
but placing stations closer to test sites and adding stations to seismic networks will improve the perception that nuclear states with established test sites have nothing to hide.
Additionally, China and the United States might consider exchanging data from their
regional earthquake monitoring networks that are closer to their test sites on a regular
basis. Scientists from Chinese institutions that are foreign aﬃ liates to the IRIS Consortium
already share seismic data, but China could formally exchange Chinese Earthquake Administration (CEA) station data or work with the United States to establish additional open
seismic stations closer to its test site; the United States could share data from regional
stations around the NNSS with China. Additional stations like those being set up as part of
the USArray project mentioned above could be set up in China. The IRIS Consortium has
worked with the CEA to implement a similar temporary “China Array” project to improve
existing earthquake prediction capability in China that could be incorporated into this
type of CBM.36 Data from these and other regional monitoring stations could be exchanged
between the United States and China at fi rst, and later in cooperation with other members
of the P5.

Conclusion
When considering additional measures to augment the CTBT or any existing arms control
treaty it is wise to remember Voltaire’s tenet, le mieux est l’ennemi du bien, or “the best is
the enemy of the good.” Unless carefully implemented CBMs may produce diminishing
returns and because they go beyond what is in the CTBT text, have the potential to undermine confidence in the ability of the IMS to carry out its intended mission. However, sometimes additional cooperation—like the Joint Verification Experiments in the 1980s—is
essential to overcome diﬃcult verification challenges and help bring a long standing treaty
into force.
The decision to sign and then ratify the CTBT or any other international treaty is ultimately a political judgment made by an individual state after considering a set of unique
factors, but a state’s judgment can be influenced by the actions of other states. It remains in
the best interest of the P5 to work together so the remaining treaty holdouts can address
their concerns and all the P5 members can benefit from the deterrent and nonproliferation
36. “The China Seismic Array,” China Earthquake Administration, http:// www.chinaarray.org /.
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value of an in-force CTBT with a fully functional International Monitoring System and
On-Site Inspection capability. The nature of the CTBT’s mandate to detect any nuclearexplosive test anywhere in the world combined with the political realities associated with
CTBT ratification in the remaining Annex II states makes P5 cooperation in the form of
CBMs outside the oﬃcial CTBT framework worthwhile and potentially necessary to achieve
CTBT entry into force.
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Wither the Nuclear Umbrella?
U.S. Nuclear Assurances to Japan
in a Changing Northeast Asian
Security Environment
Gary Sampson1

A

s a part of one of the world’s longest-standing and most robust security alliances, the
United States has extended its “nuclear umbrella” over Japan since the early 1950s. Despite
this enduring partnership, North Korean missile and nuclear tests and Chinese encroachment
on Japanese territories in the East China Sea may lead to new questions about the continuing
viability of American security assurances. Security concerns have impelled Japanese prime
minister Shinzo Abe to pursue constitutional changes that may allow for a greater role for
Japanese defense forces. After more than a decade of sustained combat in the Middle East, the
Obama administration’s renewed commitment to Asia in 2011 combines initiatives that span
the spectrum of national power to assure allies and reassure potential adversaries of U.S.
determination. However, questions about U.S. fiscal austerity, leadership, and readiness of the
U.S. nuclear deterrent, and an unprecedented desire for retrenchment among U.S. citizens
have led to ongoing concerns about the authenticity of U.S. resolve to maintain a leadership
role in the region. Budgetary concerns regarding the maintenance of a nuclear triad and
conceptual criticisms of extended nuclear deterrence may also weaken domestic backing for
continuation of historical roles. The United States has been exploring nonnuclear long-range
precision strike capabilities as well as developing battle concepts appropriate for subnuclear
responses to emergent security threats in the Asia-Pacific region and elsewhere. Based on
analysis of these concurrent trends, this paper concludes that Japan is not suﬃciently assured
by U.S. extended deterrence (ED) and may seek additional mea sures to shore up its security
outside of the scope of the alliance.

1. Gary Sampson is a captain in the U.S. Marine Corps and a 2013–2014 Sasakawa Peace Foundation
nonresident fellow with Pacific Forum CSIS. This paper has been reviewed by the U.S. government to ensure
that it contains no classified information. The views represented in this paper are those of the author and do
not reflect the oﬃcial policy of the U.S. Marine Corps, the Department of Defense, or the U.S. government.
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Introduction
Japan is a country coming to a crossroads. The population is rapidly aging and shrinking,
issues that at one time were almost sacrosanct (like nuclear power as a mainstay of Japan’s
energy sources or its recently lifted ban on military exports) are increasingly coming
under question, and the security challenges in their region appear to be building to heights
perhaps unlike any period since the end of World War II.2 As a result, serious consideration is being given to possible amendments to the Japanese pacifist constitution. These
changes would allow Japan to normalize its armed forces, drop the “self- defense” moniker
from its title, and begin taking on a more regular role in its own defense posture. Although
not a widely held sentiment, some believe that this defense normalization process in Japan
could include, for the fi rst time, nuclear weapons.3
Why should Japan consider taking on an increasing role in its own defense now? The
short answer is that to a degree unprecedented in the post– Cold War era there may be
questions about the ability or will of the United States to follow through on its ED treaty
obligations. Rhetoric of the Obama administration’s much-ballyhooed “rebalance” to the
Asia Pacific notwithstanding, many allies and partners in the region are waiting to see the
substance behind the talk and have been somewhat underwhelmed to this point. Though
ED is rarely the topic discussed fi rst or publicly when U.S. and Japanese security alliance
leaders meet, ED, and particularly its nuclear dimension, is an important aspect of the
alliance. This paper will primarily focus on ED and its continuing relevance in the contemporary era in East Asia, focusing on the U.S.-Japan security alliance, one of the world’s
longest-running and arguably strongest such pacts. Disquieting security threats to Japan
emanating from North Korea and China are not new, but they have taken on new dynamics
that make the region among the world’s hottest potential flashpoints for major interstate
armed confl ict, providing an impetus for this work.
This issue of the role of U.S. ED in contemporary Japan is also worth examining because
of the detrimental second- and third-order effects a nuclear Japan might have on the global
2. Lynann Butkiewicz, “Implications of Japan’s Changing Demographics,” National Bureau of Asian
Research, October 10, 2012, 1, http:// www.nbr.org/downloads/pdfs/ETA/ES_Japan_demographics_ report.pdf.
3. Herman describes the 2013 views of Japa nese politician Shintaro Ishihara, former multi-term governor
of Tokyo and member of the Japa nese Diet, as “openly stat[ing Japan] should have nuclear bombs to counter
China, North Korea, and Russia.” Steve Herman, “Rising Voices in S. Korea, Japan Advocate Nuclear Weapons,”
VOA, February 15, 2013, http:// www.voanews.com /content /rising-voices -in-south-korea-japan-advocate -nuclear
-weapons/1604309.html. Several authors in recent years have provided thoughtful analysis of various restraints on potential Japa nese nuclearization and instances of previous Japa nese debate over development of
their own nuclear deterrent, including Hughes and Chanlett-Avery and Nikitin. Hughes examines Japan’s
previous analyses of the pros and cons of developing an indigenous nuclear capability dating as far back as
1972 and fi nds that the strategic logic reveals that nuclearization does not make sense based on Japan’s geographic location, population density, and other factors. Chanlett-Avery and Nikitin write that in addition to
political restraints on nuclearization, Japan’s nuclear enterprise also currently lacks “expertise on bomb
design, reliable delivery vehicles, an intelligence program to protect and conceal assets, and sites for nuclear
testing.” See Llewelyn Hughes, “Why Japan Will Not Go Nuclear (Yet): International and Domestic Constraints
on the Nuclearization of Japan,” International Security 31, no. 4 (Spring 2007): 75– 80; and Emma Chanlett-Avery
and Mary Beth Nikitin, Japan’s Nuclear Future: Policy Debate, Prospects, and U.S. Interests (Washington, DC:
Congressional Research Ser vice, 2009), i, http:// www.fas.org /sgp/crs/nuke/RL34487.pdf.
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nuclear nonproliferation regime painstakingly built over decades during the Cold War.
Although it is widely perceived that Japan’s status as a nuclear state has long been a political,
not technological, decision, Japan’s response to eschew nuclear weapons has been a boon for
the legitimacy of instruments like the NPT. A decision by Japan to nuclearize could result in
numerous additional states overtly seeking nuclear weapons for their own security needs. In
short, Japan’s actions in this realm could have consequences far beyond East Asia.
This paper proceeds in six sections. In order to clearly frame the changing security
environment in Japan’s “neighborhood” and the significance of such changes, the paper
begins by describing the status quo in the U.S.-Japan security alliance. Section two examines some of the most salient changes affecting Japan’s threat perceptions both in the
region and from across the Pacific Ocean in the United States. The paper then briefly discusses the concept of nuclear latency as it relates to Japan. The fourth section debates ED
and how its value or role may be changing today. Two key nonnuclear concepts that are
part of the ED discussion are evaluated for their relevance to Japan’s current security
situation in the penultimate section. Finally, the paper concludes with an assessment of
whether or not Japan is assured by the United States. In sum, the paper argues that with the
security challenges facing Japan today and the accompanying questions about the United
States’ continuing role in the region, fiscal constraints, and as U.S. nuclear force skill and
readiness atrophy, Japanese efforts toward defense normalization related to collective
self- defense may just be the tip of the iceberg—Japan does not feel assured.

Describing the Status Quo in U.S.-Japan
Security Relations
The U.S.-Japan security alliance dates to early after the end of World War II. Following the
U.S. occupation of Japan in 1952, the two countries signed a formal pact codifying obligations for each party. The United States, interested in keeping Japan from seeking rearmament and a potential return to fascist expansionism and regional hegemony, took on almost
all security needs for the country. The so- called peace constitution of Japan, written by the
United States and enacted in 1947, stipulated that Japan could not maintain its own armed
forces, and in fact that war was not a legitimate tool of state for the Japanese. Under this
blanket of security provided by the United States, Japan developed into an economic powerhouse, growing into the world’s second-largest economy by the late 1960s, trailing only the
United States.4
Interestingly, for a country so adamantly opposed to nuclear weapons for historical
reasons, Japan created an extremely robust civilian nuclear power industry that by 2010
provided 30 percent of the nation’s electricity.5 Japan’s decision to build one of the world’s
4. Japan’s GDP was surpassed by China’s in 2010 and now stands third globally. The United States remains
at the top of the list. See Tomoko A. Hosaka, “China surpasses Japan as world’s No. 2 economy,” Washington
Post, August 16, 2010, http:// www.washingtonpost.com /wp -dyn /content /article/2010/08/15/AR2010081503697
.html.
5. Butkiewicz, “Implications of Japan’s Changing Demographics,” 7.
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largest civilian nuclear energy frameworks, which makes pragmatic sense because Japan
is relatively resource-poor,6 also gave it all the tools necessary to produce nuclear weapons,
a topic that will be discussed more thoroughly in the later section on nuclear latency. For
now, suﬃce it to say that this potential ambiguity about nuclear status can be seen as both
a benefit and a hindrance to Japan’s contemporary security situation.7
U.S. security policy regarding Japan hinged on two main aspects of ED, rendered very
broadly: conventional presence in and around Japan, and the so- called nuclear umbrella.
The United States adopted a policy, which sprung forth from the post–World War II occupation, to establish numerous military bases throughout Japan, most appreciable in the
current day on Okinawa, a small island in the Ryukyu Archipelago approximately 1,000
miles from Tokyo and Japan’s southwestern-most prefecture. Because of its strategic location, about half of the approximately 38,000-member U.S. military force in Japan is assigned to Okinawa, which comprises less than 1 percent of Japan’s total land mass.8 The
disproportionate U.S. military presence in such a small and relatively secluded part of
Japan has led to friction with the local population and calls by many Okinawans to remove
some or all of the U.S. forces, or at least to relocate them to more isolated parts of the island
away from major population centers.9
Records reveal that the United States unfurled its nuclear umbrella over Japan by the
early 1950s, possibly in conjunction with the Korean War. A U.S. military report from
1956–1957 stated that by the time it was published, U.S. nuclear weapons or their component parts were either located at or designated to be moved during crisis into no less than
13 locations across Japan,10 including storage of up to 1,200 nuclear bombs in Okinawa,
where U.S. strategic bombers were based.11 By the time the United States returned Okinawa to Japan in 1972, all such nuclear weapons had been removed.12
Today, the United States bases no nuclear weapons in Japan, but it no longer needs to
because of the extended range of other legs of the nuclear triad, including ICBMs and
6. One of the primary factors that precipitated the Japa nese attack on Pearl Harbor and that led the United
States into war with Japan in the Pacific during World War II was the U.S. decision to cut off oil exports—
critical energy resources— to Japan in January 1940. Previous to the restriction, Japan had obtained 80 percent
of its oil imports from the United States or U.S. territories. Ian W. Toll, Pacific Crucible: War at Sea in the Pacific,
1941–1942 (New York: W. W. Norton, 2012), 116.
7. For more discussions on the pros and cons of the “bomb in the basement” approach concerning
Japa nese nuclear capabilities, see Robert Windrem, “Japan Has ‘Nuclear Bomb in the Basement,’ and China
Isn’t Happy,” NBC News, March 11, 2014, http:// www.nbcnews.com /storyline/fukushima-anniversary/japan-has
-nuclear-bomb -basement-china-isnt-happy-n48976.
8. Emma Chanlett-Avery and Ian E. Rinehart, The U.S. Military Presence in Okinawa and the Futenma
Base Controversy (Washington, DC: Congressional Research Ser vice, 2012), i, https:// www.fas.org /sgp/crs/natsec
/R42645.pdf.
9. Masamichi S. Inoue, Okinawa and the U.S. Military: Identity Making in the Age of Globalization (New
York: Columbia University Press, 2007), 216–221.
10. Robert S. Norris, William M. Arkin, and William Burr, “Where They Were: How Much Did Japan
Know?,” Bulletin of the Atomic Scientists 56, no. 1 (January– February 2000): 12.
11. Richard J. Samuels and James L. Schoff, “Japan’s Nuclear Hedge: Beyond ‘Allergy’ and Breakout,” in
Asia in the Second Nuclear Age, ed. Ashley J. Tellis, Abraham M. Denmark, and Travis Tanner (Seattle, WA:
National Bureau of Asian Research, 2013), 235.
12. Norris, Arkin, and Burr, “Where They Were,” 79.
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SLBMs. Further, U.S. nuclear- capable strategic bombers operating from regional hubs like
Guam (conveniently a U.S. territory) or even long-range bombers sortieing from the Continental United States (CONUS), with the aid of in-fl ight refueling, are able to project nuclear
power on behalf of U.S. allies and partners in East Asia and worldwide, should the situation require it.

Changes Affecting ED Calculations and Japan
In recent years, Japan’s security environment has changed, in some ways markedly, in four
primary areas. The fi rst is in terms of interstate competition in the region. Japan’s main
competitors are North Korea and China, both significant in different ways. Second, after
examining Japan’s immediate security periphery, domestic matters pertaining to Japanese
defense are discussed. Third, this section turns to consideration of the U.S.-Japan alliance
itself: is it healthy? Finally, it considers some indicators of how we might know “which way
the wind is blowing” in East Asia: are things moving in a favorable direction for the United
States on security and nuclear matters?

CHANGES TO JAPAN’S EXTERNAL SECURITY ENVIRONMENT
The most dynamic element in the East Asian nuclear landscape is North Korea, which has
intensified its nuclear testing and associated ballistic missile launch program over the past
several years. Regime transition after the death of Kim Jong-il in 2011 brought to power his
son Kim Jong-un, who, if anything, has proven to be at least as unstable and unpredictable
as his father.13 Under Kim Jong-un, North Korea conducted its third nuclear test in 2013,
and press reports indicate that a fourth test may be in the oﬃ ng at any time as of this
writing,14 adding to the belief within Japan that North Korea is its most dangerous (and
possibly undeterrable) threat.15
North Korea’s ballistic missile threat to Japan combined with its active nuclear program
combine to enhance Japan’s desire for even closer defense cooperation with the United
States and greater reliance on U.S. ED assurances. As a result, BMD is one area where Japan
and the United States cooperate quite readily. Japan’s Maritime Self Defense Force (MSDF)
possesses Aegis- class BMD- capable destroyers, and when threat conditions are heightened,
the United States rushes its theater BMD assets, consisting of additional Aegis missile destroyers and powerful mobile radar sets to aid in early warning and detection, to Japan.16
13. Patrick M. Cronin and Alexander Sullivan, “The Pivot and Underlying U.S. Interests in Asia,” in A
Transatlantic Pivot to Asia: Towards New Trilateral Partnerships, ed. Hans Binnendijk (Washington, DC: Center
for Transatlantic Relations, 2014), 66.
14. Associated Press, “North Korean nuclear test ‘will occur soon,’ satellite images suggest,” CBS News, May
1, 2014, http:// www.cbsnews.com /news/north-korea-nuclear-test-will-occur-soon-satellite -images -suggest /.
Many observers projected that North Korea’s fourth nuclear test might be timed to coincide with President
Obama’s visit to the region in April 2014 to maximize its impact and publicity.
15. Yasuyo Sakata, “Korea and the Japan-U.S. Alliance,” in The U.S.-Japan Security Alliance: Regional Multilateralism, ed. Takashi Inoguchi, G. John Ikenberry, and Yoichiro Sato (New York: Palgrave Macmillan, 2011), 94.
16. In April 2014, the United States announced that it would station two additional BMD destroyers in
Japan because of heightened threat conditions from North Korea by 2017, bringing the total number of U.S.
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Although China’s nuclear outlook is a bit easier to understand than that of North
Korea, appearing in many ways similar to the nuclear dynamics between the United
States and the Soviet Union during the Cold War (minus the arms race), the conventional
threat assessment regarding China is not as clear- cut. Buoyed by decades of economic
growth, China has extensively modernized and expanded the capabilities of its PLA. A
portion of PLA defense modernization and expansion has focused on strategic capabilities within the PLA’s strategic rocket forces, the Second Artillery Force, which maintains
control of all its nuclear and nonnuclear ballistic missile capabilities; more attention,
however, has been placed on making the PLA’s conventional capabilities much more
robust. Under this PLA expansion and modernization, capabilities that would aid China
in seizing offshore islands have been built up. Whereas in the 1990s and early 2000s,
opinion generally held that PLA modernization was focused on potential actions against
Taiwan, as China’s strength grew and the PLA became more capable of conducting potential missions beyond Taiwan, China began to pursue measures to consolidate other territorial disputes, including its claims in the South China Sea, and, more importantly for
this work, in the East China Sea.17
Japan and China have two main disputes in the East China Sea: oil and gas fields along
the continental shelf, a matter that is beyond the scope of this paper, and the sovereignty of
the Senkaku Islands, which lie between the Ryukyu Archipelago and Taiwan. Oﬃcially
claimed by China, Taiwan, and Japan, the Senkakus are uninhabited and desirable mainly
as a statement, not because of the potential rich fisheries that lie around them. The United
States recognizes the Senkakus as Japanese territory and recently made a strong statement
in support of adhering to its obligations as Japan’s ally should another state take military
action to seize them.18 In November 2013, China upped the ante by establishing an Air
Defense Identification Zone (ADIZ) over the East China Sea, including the Senkaku Islands,
requiring aircraft passing through this area to declare their fl ight plans and intentions to
the Chinese government.19 The U.S. response was swift: it promptly flew a pair of nuclearcapable bombers through the ADIZ without prior declaration in order to send a strong
message in support of its ally, Japan.20 The bottom line on the Senkakus is that they are
perhaps the most dangerous potential flashpoint for armed confl ict between Japan and
China that could potentially also embroil the United States, with all the attendant

BMD vessels in Japan to seven. “U.S. promises warships to Japan to protect from North Korea and China,”
Aljazeera America, April 6, 2014, http://america.aljazeera.com /articles/2014 /4 /6/us -promises-war-shipstojapan
toprotectfromchinaandnorthkorea.html.
17. Mark Cozad, “China’s Regional Power Projection: Prospects for Future Missions in the South and East
China Seas,” in Beyond the Strait: PLA Missions Other Than Taiwan, ed. Roy Kamhausen, David Lai, and Andrew
Scobell (Carlisle, PA: Strategic Studies Institute, 2008), 290.
18. “Obama Asia tour: Japan- US treaty ‘covers disputed islands,’ ” BBC, April 24, 2014, http:// www.bbc.com
/news/world-asia-27137272.
19. Hou Qiang, “Announcement of the Aircraft Identification Rules for the East China Sea Air Defense
Identification Zone of the P.R.C.,” Xinhua, November 23, 2013, http://news.xinhuanet.com /english /china /2013 -11
/23/c _132911634.htm.
20. Thom Shanker, “U.S. Sends Two B-52 Bombers into Air Zone Claimed by China,” New York Times,
November 26, 2013, http:// www.nytimes.com /2013/11/27/world /asia /us -fl ies -b -52s -into -chinas -expanded-air
-defense -zone.html.
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implications a confl ict might have for obligations associated with U.S. ED assurances to its
treaty partner.

POLITICAL AND MILITARY CHANGES INSIDE JAPAN
Based mainly on the perception of the heightened threats Japan faces along its periphery in
East Asia, unprecedented (though hardly overwhelming) support has developed for possible
changes to its peace constitution. The government of Prime Minister Shinzo Abe seems
well-positioned to at least obtain some breathing space in the near term on the matter of
collective self- defense, which, if enacted, would allow Japanese Self-Defense Force (JSDF)
elements to come to the aid of U.S. or other forces should the latter be attacked or come
under assault from a third party while in the company of the JSDF. Under current constitutional restrictions, JSDF would only be able to respond if they themselves came under
assault.21 In the future, and depending on how the collective self- defense matter culminates,
some believe that Prime Minister Abe might also pursue further amendments to the Japanese constitution that would further normalize the Japanese defense apparatus.22 Such
measures might begin to remove some of the “self- defense” structures currently on the JSDF
and make it a normalized military force organized, trained, and equipped to conduct a full
range of operations including not just defensive maneuvers, but also offensive tasks, such as
retaking an island seized by an adversary.
Ideas about possible future employment of the JSDF and threat perceptions also led
the Japa nese in 2013 to increase their defense spending for the fi rst time in 11 years.23
(Despite the increase, spending remains at one percent of GDP, ranking 103rd in the
world, according to 2012 fi gures.24) As a part of this, working closely with the U.S. Marine
Corps, the Japa nese in 2013 began the establishment of a unit within their Ground SelfDefense Forces as a part of the Western Army modeled on the amphibious capabilities of
the U.S. Marines. The Western Army is responsible for the defense of Kyushu and Okinawa Prefecture.25 The JSDF has also ramped up bilateral training with U.S. Marines
under an annual exercise called Iron Fist, which has been conducted annually since 2006
21. The pursuit of increased collective self- defense capability by Japan is fully endorsed by U.S. policymakers. In April 2014, Secretary of Defense Chuck Hagel, in Tokyo for defense talks with his counterpart Defense
Minister Itsunori Onodera, wrote, “We welcome Japan’s efforts to play a more proactive role in the alliance,
including by re- examining the interpretation of its constitution relating to the right of collective self- defense.”
See “U.S. Backs Militarization of Japan in Response to China,” Business Insider, April 5, 2014, http:// www
.businessinsider.com /r-hagel-backs -japan-plan-to -bolster-self-defense -2014 -04 #ixzz30gGJ9N8e.
22. In early 2014, Abe made a statement indicating that he thought that by the time Tokyo hosts the 2020
Summer Olympics, the Japa nese constitution would have been modified to “incorporate various changes in
the times,” alluding to defense- oriented reforms. Patrick Boehler and agencies, “Prime Minister Shinzo Abe
vows to build ‘a new Japan,’ keep up defences,” South China Morning Post, January 2, 2014, http:// www.scmp.com
/news/ asia/article/1394679/quoting- chinese- scholar-abe-makes-pledge-new-japan?page=all.
23. Isabel Reynolds, “Japan Defense Bud get to Increase for First Time in 11 Years,” Bloomberg News,
January 30, 2013, http:// www.bloomberg.com /news/2013 -01-29/japan-s -defense -spending-to -increase -for-fi rst
-time -in-11-years.html.
24. Central Intelligence Agency (CIA), World Factbook, “Country Comparison: Military Expenditures,”
https:// www.cia.gov/library/publications/the -world-factbook /rankorder/2034rank .html.
25. Koji Sonoda, “Defense Ministry preparing Japa nese version of U.S. Marines,” Asahi Shimbun, August 21,
2013, http://ajw.asahi.com /article/behind _news/politics/AJ201308210037.
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at Camp Pendleton, California. In the fi rst year of the exercise, Japan sent an understrength platoon of 25 soldiers to participate. In 2014 they sent 250.26 In another training event with U.S. Marines in California that also involved troops from Asia-Pacific
partners New Zealand and Canada, Japan dispatched three of its own naval vessels laden
with more than 1,000 troops to take part in amphibious assaults and other combined
training in 2013. The exercise marked the farthest and largest such exercise ever conducted by the JSDF.27 The trend toward greater cooperation, exchange, and combined
U.S.-Japan training on amphibious operations and other matters is only likely to increase
in the future based on Japan’s threat perceptions and desire to increase capabilities in
this realm.
Although proposed defense-related constitutional changes in Japan have not yet specifically broached the topic of nuclear matters, there is no doubt that nuclear issues stemming from the so- called triple disaster of March 2011 remain at the forefront of the
Japa nese consciousness. The extensive damage suffered as a result of the massive earthquake and ensuing tsunami by the Fukushima Dai-Ichi nuclear station less than 200 miles
north of the Tokyo metro area, one of the world’s most populous urban areas with a population estimated to be more than 37 million in 2011,28 shocked the Japa nese people. Further, allegations of mismanagement of the crisis resulted in plummeting public trust in
the Japa nese government to depths from which it has yet to rebound. Japan’s nuclear
power industry has been crippled by the disaster. Before the triple disaster, Japan obtained about 30 percent of its energy needs from nuclear-generated power stations. Today,
none of Japan’s nearly 50 commercial nuclear reactors are generating power29 — all are
idled because of renewed public fears about the safety of nuclear power. In the wake of
the worst nuclear disaster since the Chernobyl meltdown of 1986, it is hard to blame the
Japa nese people for their concerns. For those who would advocate a nuclearized Japan,
public support of such a path likely also suffered a major blow simply by association,
creating more of what Hymans refers to as veto players both inside and outside the Japanese government.30 According to Hymans, veto players are historically constructed institutional impediments to policy flexibility,31 in this case more liberal nuclear policies that
could result in an indigenous nuclear-weapons capability. Based on Japan’s experience
with nuclear weapons in World War II, long history of reliance on the U.S. nuclear umbrella, and now the Fukushima nuclear disaster, Japanese society is likely well seeded

26. Helene Cooper, “In Japan’s Drill with the U.S., a Message for Beijing,” New York Times, February 22,
2014, http:// www.nytimes.com /2014 /02/23/world /asia /in-japans -drill-with-the -us -a-message -for-beijing.html?
_r=0.
27. Associated Press, “Japa nese troops head to California for military exercise with US Marines,” Fox News,
June 9, 2013, http:// www.foxnews.com /us/2013/06/09/japanese -troops -head-to -california-for-military-exercise
-with-us -marines/.
28. UN Department of Economic and Social Affairs, Population Division, “Urban Agglomerations 2011,”
http://esa.un.org /unpd /wup/Wallcharts/urban-agglomerations.pdf.
29. Norohiro Kato, “Ambiguities of Japan’s Nuclear Policy,” New York Times, April 13, 2014, http:// www
.nytimes.com/2014/04/14/opinion/kato-ambiguities- of-japans-nuclear-policy.html?_r=0.
30. Jacques E. C. Hymans, “Veto Players, Nuclear Energy, and Nonproliferation: Domestic Institutional
Barriers to a Japa nese Bomb,” International Security 36, no. 2 (Fall 2011): 161–162.
31. Ibid., 155.
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with veto players no nuclear liberalization, decreasing the legitimacy of those who argue
that Japan might decide to become a nuclear weapons state “overnight.”

HEALTH OF THE ALLIANCE
The paper turns now to consideration of various dynamics of the U.S.-Japan security alliance. It considers both issues originating from Japan auguring toward perceived lack of
attention from the United States as well as budgetary, managerial, and leadership challenges resident within the U.S. nuclear force and its DOD and government overseers. The
paper concludes with a look at indicators that may show whether or not U.S. efforts at ED in
the Asia-Pacific region are effective.

Asia Abandoned?
Voices across Asia have for years been crying out that the U.S. focus on the Middle East in
the years since 2001 has enabled rising powers like China and rogue regimes such as North
Korea to essentially have carte blanche in pursuing their agendas with little fear of reprisal. To demonstrate a change in focus as wars in the Middle East draw down, the Obama
administration in 2011 revealed a new policy that has become known as its “rebalance” to
the Asia Pacific. Originally branded the “Pacific Pivot,” in announcing the new postAfghanistan and Iraq War posture of the United States to the Australian Parliament in
November 2011, President Obama stated that, “as a Pacific nation, the United States will
play a larger and long-term role in shaping this region and its future, by upholding core
principles and in close partnership with our allies and friends.”32 The details of the
rebalance generally involves allocating more resources from across the spectrum of
national power toward achieving the administration’s goals in the Asia-Pacific region and
an accompanying messaging campaign that emphasizes long-term U.S. interests in the
region.33 Militarily, the rebalance has manifested by the U.S. Navy’s initiative to increase
its presence in the Pacific Ocean to 60 percent of its operational force by 2020, among
other measures.34
The effort to focus more national attention and resources on the Asia-Pacific region has
not been without its critics. They often point out that the policy’s implementation focuses
primarily on military measures and that initiatives dealing with the economic, diplomatic,
and informational arenas have been in comparatively short supply. One notable counterargument here can be seen in the United States’ work to advance the Trans-Pacific Partnership (TPP), a regional free-trade regime that, if fully implemented as envisioned by the
Oﬃce of the U.S. Trade Representative, would include all economies in the Asia-Pacific
32. Barack Obama, “Remarks by President Obama to the Australian Parliament” (speech, Canberra,
Australia, November 17, 2011), http:// www.whitehouse.gov/the -press-oﬃce/2011/11/17/remarks -president
-obama-australian-parliament.
33. Mark E. Manyin, Stephen Dagget, Ben Dolven, Susan V. Lawrence, Michael F. Martin, Ronald O’Rourke,
and Bruce Vaughn, Pivot to the Pacific? The Obama Administration’s ‘Rebalancing’ toward Asia (Washington, DC:
Congressional Research Ser vice, 2012), https:// www.fas.org /sgp/crs/natsec/R42448.pdf.
34. Karen Parrish, “U.S. Following Through on Pacific Rebalance, Hagel Says,” American Forces Press
Ser vice, June 1, 2013, http:// www.defense.gov/news/newsarticle.aspx?id=120186.
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region, including China.35 During President Obama’s April 2014 trip through the AsiaPacific region, one of the key agenda items discussed in several countries was the TPP and
what could be done to help implement the accord. However, despite the president’s attention and efforts as the negotiator-in- chief for the TPP on the trip, disputes over agricultural
protections on beef and rice prevented the United States and Japan from being able to make
the hoped-for announcement during his visit to Japan, which would have signaled significant progress.36

Fiscal Austerity and Retrenchment: The “New Normal”?
Execution of the Asia-Pacific rebalance strategy has likely been constrained by U.S. fi scal
challenges. Unfortunately, such constraints probably represent the “new normal” and
will continue to limit potential U.S. investments in areas like submarine modernization
and long-range precision strike well into the future.37 The freewheeling “open spigot”
defense bud getary environment that largely characterized the decade after the September 11, 2001, terror attacks on the United States is gone, with little prospect of a return
anytime soon.
Further, according to a Pew Research Center Poll conducted in late 2013, for the fi rst
time since 1964 a majority of Americans thought that the United States should focus on
domestic matters and “mind its own business internationally.”38 This public opinion issue
is a limiting factor that may be even more crippling than simple resource scarcity. Attitudes
reflecting such a desire for retrenchment after costly overseas initiatives are not unique to
today’s confl icts;39 nor are they surprising, coming as they are in the wake of the United
States’ longest- ever war. But the implications of such views for the success of the rebalance
cannot be comforting to the Japanese or other U.S. allies worldwide.

Nuclear “Rot”?
Credibility problems related to U.S. nuclear ED in the Asia Pacific are not limited to a
perceived lack of focus on the Asia Pacific coupled with current and future fiscal challenges. What if problems of mismanagement, poor morale, and failing leadership inside the
U.S. nuclear force causes a further loss of confidence in the U.S. nuclear force’s assurance
35. Manyin et al., Pivot to the Pacific?, 22.
36. Kevin Liptak, “5 Takeaways from Obama’s Trip to Asia,” CNN, April 29, 2014, http:// www.cnn. com/2014
/04/29/politics/obama-asia-trip/.
37. Michael C. Horowitz, “How Defense Austerity Will Test U.S. Strategy in Asia,” National Bureau of Asian
Research, August 7, 2012, http:// www.nbr.org /publications/analysis/pdf /Brief /080712 _Horowitz _Defense
Austerity.pdf.
38. Pew Research Center, Public Sees U.S. Power Declining as Support for Global Engagement Slips: America’s
Place in the World 2013 (Washington, DC: Pew Research Center, 2013), 20, http:// www.people -press.org /fi les
/legacy-pdf /12-3 -13%20APW%20VI%20release.pdf. Fifty-two percent of Americans polled agreed with the
statement, “The U.S. should ‘mind its own business internationally and let other countries get along the best
they can on their own’; only thirty- eight percent disagreed.”
39. Ibid. The data also show that a similar dramatic dip in public support for international engagement
occurred in the wake of the Vietnam War.
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capability among its allies and partners? On the surface, this might seem like a preposterous assertion, but consider just some of the revelations of recent years in the U.S. nuclear
enterprise, which some have described as symptoms of a nuclear “rot” within the force.40
In April 2013, an “unprecedented mass sidelining” of 19 air force ballistic missile launch
control oﬃcers stationed in North Dakota occurred, in which these oﬃcers were relieved of
their launch authority in the wake of per for mance and attitude issues.41 Later that same
year, in separate incidents that took place within days of each other, high-level flag and
general oﬃcers in both the air force command responsible for the U.S. ICBM force and at its
national-level overseer, the U.S. Strategic Command, were fi red because of personal foibles
that called into question their reliability and judgment.42 Finally, more historically, Secretary of Defense Robert Gates sacked the air force’s top civilian leader and top oﬃcer in 2008
after armed nuclear cruise missiles were accidentally transported across the United States
aboard a heavy bomber and sensitive nuclear warhead components were erroneously shipped
to Taiwan.43 These kinds of incidents (this is not an exhaustive list) related to readiness,
proficiency, leadership, and morale of the U.S. nuclear force work to erode public trust not
just among the domestic audience but, more germane to this paper, international observers.

How Will We Know?
One of Harvard University political scientist Stephen Walt’s best-known theories concerns
balancing versus bandwagoning behavior among states. This behavior can be in response
to threat perceptions or other factors. The state facing a decision can choose among two
options when faced with an emerging nation-state threat: go into collusion with it (bandwagoning); or move closer to the threat’s antagonist (balancing).44 Walt states that weaker
states tend to bandwagon, whereas stronger states will most often exhibit balancing
behavior.45
What might such balancing behavior in Asia look like? There is evidence that the
process may be well under way. In early May 2014, the Philippines signed a 10-year deal to
allow U.S. military forces rotational access to several Filipino military bases in the country,
from which U.S. forces were evicted in the early 1990s at the terminus of the Cold War.46

40. Michael R. Gordon, “17 Oﬃcers Removed from Nuclear Watch,” New York Times, May 8, 2013, http:// www
.nytimes.com /2013/05/09/us/17-air-force -oﬃcers -removed-from-nuclear-watch.html.
41. Robert Burns, “Air Force Crews Failings Worse than Reported,” Associated Press, March 13, 2014, http://
hosted.ap.org /dynamic/stories// U/US _NUCLEAR _MISSTEPS.
42. Holly Yan and Faith Karimi, “U.S. nuclear weapons: Military nuke oﬃcers beset by recent scandals,”
CNN, January 16, 2014, http:// www.cnn.com /2014 /01/16/us/military-nuclear-scandals -timeline/. Major General
Michael Carey had been the commander of the 20th Air Force, which oversaw three nuclear missile wings. Vice
Admiral Tim Giardina was the deputy commander of U.S. Strategic Command, which directs all U.S. nuclear
operational forces.
43. Thom Shanker, “2 Top Leaders of Air Force Pushed Out after Inquiry,” New York Times, June 6, 2008,
http:// www.nytimes.com /2008/06/06/washington /05cnd-military.html?hp.
44. Stephen M. Walt, The Origins of Alliances (Ithaca, NY: Cornell University Press, 1987), 17–21.
45. Ibid., 29.
46. Manuel Mogato, “Philippines to give U.S. forces access to up to five military bases,” Reuters, May 2, 2014,
http:// www.reuters.com /article/2014 /05/02/us -philippines -usa-idUSBREA4107020140502.
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Japan has permanently stationed four of its own early warning and control aircraft and
their crew at the Naha Air Base in Okinawa, relocated from a base in northern Japan.47
Aircraft of this type would be essential in the event of a Chinese incursion into the Senkaku Islands. Japan has also established a military base to support coastal monitoring on
its westernmost island, Yonaguni, part of the Ryukyu Archipelago along with Okinawa.48
These are but two very overt examples of Asian states reaching out to the United States for
additional presence or making unilateral actions to shore up their own security in partnership with U.S. initiatives, all in response to an increasingly threatening security environment in the region.

Japan’s Nuclear Latency
Japan’s restrictions on building nuclear weapons are institutional, not material. States in
which such a condition exists are sometimes called “threshold” or latent nuclear states.49
Japan’s advanced civilian nuclear power industry provides all nuclear fuel cycle prerequisites for building a nuclear weapon and has contributed to Japan’s large stockpiles of
weapons-grade material.50 Observers disagree on how long it would take Japan to build
nuclear weapons once its leaders decided to move forward, but likely it would be a matter
of several years or less.51 This is, of course, barring the occurrence of a preemptive action
by China or North Korea, who, if they were to learn of such a development, would likely
view a Japanese nuclear capability as unnecessarily provocative and completely unacceptable. Despite public statements to the contrary, a nuclear Japan is not desirable to U.S.
decisionmakers,52 but for different reasons; it introduces too much additional variability
and complexity into threat assessments and decision calculations in an already intricate
East Asian security environment.

47. Matthew M. Burke and Chiyomi Sumida, “Japan puts early-warning aircraft on Okinawa amid China’s
moves,” Stars and Stripes, May 2, 2014, http:// www.stripes.com /news/japan-puts -early-warning-aircraft-on
-okinawa-amid-china-s -moves-1.281093.
48. Ibid.
49. Rublee defi nes nuclear threshold states as “those that have chosen nuclear restraint despite having
significant nuclear capabilities.” Marie Rost Rublee, “The Nuclear Threshold States: Challenges and Opportunities Posed by Brazil and Japan,” Nonproliferation Review 17, no. 1 (March 2010): 49.
50. Japan reportedly has “more than nine tons of plutonium stored in various locations” and plans to open
a new nuclear processing plant in late 2014 that could on the order of tons more nuclear fuel each year. Michael
D. Shear and David E. Sanger, “Japan to Let U.S. Assume Control of Nuclear Cache,” New York Times, March 23,
2014, http:// www.nytimes.com /2014 /03/24 /world /asia /japan-to -let-us -assume -control-of-nuclear-cache.html.
51. The range spans from “overnight” (bluster of a Japa nese politician) to three to five years (Japa nese
government report issued in the mid-2000s) to a decade or more. See Rublee, “The Nuclear Threshold States,”
62; and Toshi Yoshihara and James Holmes, “Thinking about the Unthinkable: Tokyo’s Nuclear Option,” Naval
War College Review 62, no. 3 (Summer 2009): 67.
52. In 2013, a former Defense Department oﬃcial who was heavily involved in drafting the 2010 Nuclear
Posture Review wrote, “The United States does not provide a nuclear umbrella to its allies for the purpose of
preventing them from choosing to have a nuclear deterrent of their own.” Yoshihiro Makino, “Roberts: Japan
shown U.S. military facilities to confi rm ‘nuclear umbrella,’ ” Asahi Shimbun, July 31, 2013, http://ajw.asahi.com
/article/behind_news/politics/AJ201307310073http://ajw.asahi.com /article/behind _news/politics
/AJ201307310073.
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No Silver Bullet: Criticisms of Extended
Nuclear Deterrence
Questions about the true viability of extended nuclear deterrence are not new. Critics
attack nuclear ED from many angles, but there are two main approaches that will be
considered here: conceptual, questioning the legitimacy of the claim, and fiscal, assaulting
the affordability of building or maintaining the infrastructure required to execute U.S.ED
pledges to other countries. From the fi rst attack point, former secretary of state Henry A.
Kissinger, perhaps an unlikely critic of ED, stated at a 1979 NATO conference in Brussels:
Allies should not keep asking [the United States] to multiply strategic assurances
that we cannot possibly mean, or, if we do mean, we should not want to execute,
because if we execute we risk the destruction of civilization.53
Taken as a sign of the times, the comment was made during the thick of the Cold War and
the U.S.-Soviet arms race, when each side possessed multiple thousands of strategic nuclear
weapons. Kissinger is also now one of the “gang of four” prominent former U.S. statesmen
calling for the abolition of nuclear weapons.54
This is similar to an argument employed by China in discussions with the United States
in 1995, in the run-up to what has become known as the Third Taiwan Strait Crisis. In a
statement alluding to U.S. nuclear threats against China in the 1950s, before China became
a nuclear power, a high-level Chinese military oﬃcial said to a U.S. oﬃcial that, in this
case, the United States would not intervene in a Chinese action against Taiwan because “In
the end [the United States] care[s] more about Los Angeles than [it] do[es] about Taipei.”55
This argument essentially amounts to calling the bluff of the other side, stating acknowledg ment of oﬃcial policy backing alliance or other partners, but disagreeing that actual
employment of nuclear weapons to defend the partner and risk nuclear attack on U.S. cities
would result. It also reaﬃ rms the need for credibility in ED guarantees, which is precisely
what the analysis in this paper argues that the Japanese have questions about with the
United States as the security environment in Northeast Asia changes.
Whereas Kissinger’s criticism originated from within the conceptual basis of extended
nuclear deterrence itself, others question ED and the U.S. nuclear triad that enables it from

53. Richard Rhodes, Twilight of the Bombs: Recent Challenges, New Dangers, and the Prospects for a World
Without Nuclear Weapons (New York: Vintage Books, 2010), 294.
54. The group, which includes Kissinger, former secretary of state George P. Schultz, former secretary of
defense William Perry, and former senator Sam Nunn, boasts impeccable Cold Warrior credentials. Their
effort toward global nuclear zero was initiated with an article in the Wall Street Journal in early 2007 and was
documented more fully in Philip Taubman, The Partnership: Five Cold Warriors and Their Quest to Ban the Bomb
(New York: HarperCollins, 2012). See George P. Schultz, William J. Perry, Henry A. Kissinger, and Sam Nunn,
“A World Free of Nuclear Weapons,” Wall Street Journal, January 1, 2007, http://online.wsj.com /articles/SB116
787515251566636.
55. Chas Freeman, “China: Avoiding a Self-fulfi lling Prophecy” (presentation, Carnegie Endowment, April
30, 1999), http://carnegieendowment.org /2001/03/13/china-avoiding-self-fulfi lling-prophecy/2p9g?reloadFlag=1.
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a fiscal standpoint. Andrew Bacevich, a retired army oﬃcer and professor of international
relations at Boston University, wrote in 2010:
This “strategic triad,” too, now became enshrined as an essential component of
U.S. policy. The net effect was to render permanent the oversized, multidimensional
nuclear strike force that the Kennedy administration had declared an urgent necessity. Even today, nearly fi fty years after its creation, twenty years after the end of the
Cold War, the triad, although modified and updated many times, survives.56
Questions about the affordability of the U.S. nuclear triad are becoming more common in
the contemporary era because of two factors: public perception that nuclear weapons are
no longer useful as the ultimate expression of national power (based largely on their lack
of a role in current wars against nonstate or weak state actors) and the previously addressed overall U.S. fiscal shortfalls. The fi scal problem for nuclear weapons stems directly
from the perception of their lack of utility, and is further exacerbated by reports of nuclear
mismanagement and other problems in the U.S. nuclear force. U.S. taxpayers see that
billions of their dollars are being spent on nuclear weapons surety, stockpile stewardship,
and limited modernization, but they do not see the return on investment when the security
threats they read about in the newspapers are largely terrorism related.

Salient Nonnuclear Issues and
Contemporary Extended Deterrence
The fi rst section of this paper, discussing the status quo in U.S.-Japan ED relations, considered nuclear deterrence as well as traditional measures of nonnuclear deterrence (e.g., U.S.
troops and bases in and around Japan; an ally seeing that the United States has “skin in the
game” by putting some of its own personnel and assets close to where the fight might kick
off). This section briefly discusses two newer modalities of nonnuclear deterrence, conventional precision strategic strike capabilities like Conventional Prompt Global Strike (CPGS)
and Air-Sea Battle (ASB) concept. Of the two, CPGS plays a minor role in the public eye
currently, whereas ASB usually gets headlines because it is interpreted provocatively by
some audiences, who feel they may be being singled out.57 These capabilities and ideas are
discussed here because they have the potential to be significant factors in future ED discussions, in par ticu lar CPGS, as it could, in theory, replicate the effects of a nuclear strike via
conventional means and thus decrease the importance of nuclear deterrence.
Conventional precision strategic strike is currently a drawing board– type idea. Distinct
from tactical-level precision strike of the sort provided by satellite-guided conventional
bombs and missiles, conventional precision strategic strike aims to create a nonnuclear
56. Andrew Bacevich, Washington Rules: America’s Path to Permanent War (New York: Henry Holt, 2010), 71.
57. China is most often the aggrieved party. See Michael O’Hanlon and James Steinberg, “Going beyond
‘Air-Sea Battle,’ ” Washington Post, August 23, 2012, http:// www.washingtonpost.com /opinions/beyond-air-sea
-battle -a-military-concept-that-challenges -policymakers/2012/08/23/8fd4f8fa-ed31-11e1-9ddc-340d5efb1e9c
_story.html.
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capability that allows U.S. decisionmakers to strike any location on the earth within one
hour. Some interesting ideas have been tested in pursuit of this goal, but it remains very
much in a nonoperational status. The most noted capability in this portfolio is CPGS, which
notionally takes advantage of hypersonic glide technology to allow global reach from a
CONUS-launched nonballistic device carry ing a conventional payload.58 The technology’s
potential rests in large part on the assumption that other countries will recognize the
distinctive nonballistic fl ight path of the CPGS hypersonic delivery vehicle and understand
that it is not a nuclear fi rst strike arcing toward their capital. In theory, CPGS launch characteristics will be notable to foreign radar operators in nuclear weapons states, who will
then refrain from alerting their ballistic missile launch oﬃcer counterparts from following through on their launch- on-warning operations checklists. That is a large assumption.
Despite the fact that the United States began experiments as far back as the 1960s, hypersonic glide technology so far has not resulted in a usable capability.59 Many Chinese analysts consider U.S. CPGS to “augment the level of U.S. global military dominance, since the
nuclear force equalizer would be diminished or lost for countries with weaker conventional weapons.”60 Further, through the prism of U.S. nuclear arms reductions under New
START and Obama administration rhetoric on potentially seeking further unilateral reductions to 1,000 deployed strategic nuclear weapons (or possibly even fewer), the Chinese
interpret this as evidence that in the future conventional weapons may be used for strategic ends, and thus have an important and growing role in ED calculations.61
Lastly, a brief consideration of ASB, a somewhat nebulous creation, in which much of
the oﬃcial detail remains classified.62 The idea boils down to a sort of “hyper-jointness”
among the military ser vices in which the threat of advanced anti-access and area denial
(A2/AD) capabilities like anti-ship ballistic missiles has forced them to collectively expend
a great deal of intellectual horsepower to figure out how to more harmoniously work
together to defeat the challenges. Critics claim that the main role for ASB is as a way for
par ticu lar ser vices, mainly the U.S. Navy and U.S. Air Force, to justify greater budget

58. Other ideas to achieve the desired employment range and timeliness have included placing conventional payloads atop Trident SLBMs or on ICBMs, but as both systems actually are ballistic missiles, their fl ight
paths would be identical to a legacy nuclear-tipped ballistic missile, further intensifying the ambiguity related
to potential use of a CPGS weapon.
59. The hypersonic tests in the 1960s were unrelated to CPGS. See Bradley Perrett, Bill Sweetman, and
Michael Fabey, “U.S. Navy Sees Chinese HGV as Part of Wider Threat,” Aviation Week and Space Technology,
January 27, 2014, http://aviationweek .com /awin /us -navy-sees -chinese -hgv-part-wider-threat. CPGS-related
hypersonic experiments date to the past decade and were spurred by the George W. Bush administration’s
interest in long-range, conventional precision strike capabilities expressed in its 2001 Nuclear Posture Review.
Amy F. Woolf, Conventional Prompt Global Strike and Long-Range Ballistic Missiles: Background and Issues
(Washington, DC: Congressional Research Ser vice, 2013), http:// www.fas.org /sgp/crs/nuke/R41464.pdf.
60. Lora Saalman, “Prompt Global Strike: China and the Spear,” Asia-Pacific Center for Security Studies,
April 2014), 6– 8, http:// www.apcss.org /wp -content /uploads/2014 /04 /APCSS _Saalman _PGS _China _Apr2014.pdf.
61. Ibid.
62. Introductory material in the unclassified ASB concept implementation summary document dated May
2013 released to the public states, “The original ASB Concept, its annexes, and the Fiscal Year 13 Implementation Master Plan (IMP) remain classified as they lay out the specific details of how the joint force should be
developed to defeat A2/AD threats and how the Ser vices are implementing those recommendations.” “Air-Sea
Battle: Ser vice Collaboration to Address Anti-Access and Area Denial Challenges,” Air-Sea Battle Oﬃce, May
2013, 1, http:// www.defense.gov/pubs/ASB -ConceptImplementation-Summary-May-2013.pdf.
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allocations in a time when fi nancial resources are scarce. Capabilities envisioned by ASB in
areas like long-range precision strike require additional investment to develop.63 Arguments about ASB as merely a way for the various ser vices to stake out a claim to related
budgets aside, ASB signals a clear resolve by the Unites States to divine a way to respond to
tough security challenges in a subnuclear fashion. This could potentially be a valuable
nonnuclear ED tool in East Asia and elsewhere.

The Bottom Line: Is Japan Assured?
Although not privy to the high-level discussions within the Japanese government that
might provide a real answer to this question and that goes beyond the formulaic, talking
points–type answers that one would likely get at a State Department or Foreign Ministry
presser, analysis presented in this paper so far make it possible to make an educated guess.
Based on material presented in this paper, evidence suggests that the Japanese are not
assured, at least not to the degree that they were 10 years ago before North Korea went
nuclear and a resurgent China started to consolidate its external border and boundary
disputes, directly challenging Japanese claims in the East China Sea. In 2012 and 2013,
reportedly for the fi rst time ever, Japanese representatives were shown certain U.S.
nuclear-weapon facilities and capabilities, including an ICBM base in Montana and a
nuclear ballistic missile submarine in Washington state.64 More than five decades after
the initiation of the U.S.-Japan security alliance, why did Japan need to see those things, in
addition to whatever other nuclear capabilities they have presumably viewed or been
informed about previously? O’Neil notes that the Japanese have, over time, come to desire a
greater understanding of the capabilities underpinning the concept of nuclear deterrence;
they want to see and know about the “nuts and bolts” of U.S. nuclear deterrence, including
“the shape of the U.S. nuclear doctrine and the nature of planned nuclear acquisition and
deployment patterns.”65 This general desire by Japan to take a peek behind the curtain of
U.S. ED reveals a growing need for additional assurances based on their perception of a
heightened threat combined with a failure in U.S. messaging.
That the Japanese wanted to see specific nuclear facilities and capabilities also speaks
to the continuing utility of nuclear weapons as tools of foreign policy. Japan did not ask to
see the latest designs for the Marine Corps’ expeditionary combat vehicle, nor did they
want to see the F-35 Joint Strike Fighter.66 They wanted to see the nuclear weapons. And
63. Horowitz, “How Defense Austerity Will Test U.S. Strategy in Asia,” 1.
64. Yoshihiro Makino, “U.S. shows nuclear facilities to reassure Japan, allies on deterrence,” Asahi Shimbun, July 30, 2013, http://ajw.asahi.com /article/behind _news/politics/AJ201307300096.
65. Andrew O’Neil, Asia, the U.S. and Extended Nuclear Deterrence: Atomic Umbrellas in the Twenty-First
Century (New York: Routledge, 2013), 92– 93.
66. The Japa nese may have also seen those machines, which represent great capabilities, but those requests would have been of a more routine nature and not as newsworthy as the unprecedented visits to U.S.
nuclear sites. And although the ECV and F-35 are important parts of the “bases and faces” part of nonnuclear
ED, the role they play in ED writ large is not nearly as significant as that of nuclear weapons. Japan, as of early
2014, planned to purchase up to 28 F-35 aircraft through 2018. Paul Kallender- Umezu, “Future of F-35 Unclear
as Costs Mount in Japan,” Defense News, February 4, 2014, http:// www.defensenews.com/ article/20140204/DE
FREG03/302040018/Future-F-35- Unclear- Costs-Mount-Japan.
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although the “bases and faces” of the U.S. military portion of ED in Japan are an important
part of the equation, they are not the essential part. That designation belongs to U.S. nuclear weapons.
The other question that follows is that why, nearly four years after the launch of the
rebalance to Asia, did one of the probable main designated recipients of its messaging feel
compelled to come to the United States and ask to see additional nuclear capabilities? It
would seem that the U.S. message of assurance is not getting through. Perhaps next time it
should be sent as a Tweet.
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