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Foreword 
 
Radical expansion and modernization of open source exploitation is an important 
reform for the intelligence community. The director of national intelligence (DNI) 
has given top priority to open sources. Eliot Jardines, assistant deputy director of 
national intelligence for open source, and Douglas Naquin, director of the Open 
Source Center, have implemented new policies, leapfrogging into the world of 1 
billion people online. Exploiting the information cacophony is the challenge. 

The current U.S. National Intelligence Strategy outlines five mission 
objectives and ten enterprise objectives to help transform intelligence work. One 
mission objective is to “develop innovative ways to penetrate and analyze the 
most difficult targets.” One of the enterprise objectives is to “strengthen analytic 
expertise, methods, and practices; tap expertise wherever it resides; and explore 
alternative analytic views.” 

By operating a global Trusted Information Network (TIN), devoted to critical 
threat issues, the CSIS Transnational Threats Project has helped meet these vital 
objectives. The TIN demonstrated that structured interaction with nongovern-
mental “experts on the periphery” can provide innovative, alternative analysis and 
perspectives. 

Islamist extremism in Europe was explored by internationally recognized 
experts. Daily events in Europe illustrate that al Qaeda–inspired terrorists 
continue to proliferate among Muslims. Iraq has become a powerful recruitment 
poster for jihadi volunteers from Europe and beyond. 

The Internet, where a virtual caliphate has been created in cyberspace, is used 
to proselytize, recruit, radicalize, fund raise, and plot acts of terrorism. The mani-
festations of Islamist extremism in Europe range from youngsters, who reject gov-
ernment and academic attempts at multiculturalism, to radical imams, who influ-
ence their congregations against their host countries, to converts to fundamental-
ism, who believe the United States and its allies are on a crusade to destroy Islam. 

TIN members, in a collaborative online setting, have brought forth fresh 
information and perceptions about the extremists’ route to violence and their 
aspirations. Legacy security rules on outreach to nongovernmental experts are 
distinctly incompatible with knowledge building—and knowledge sharing—in the 
information age. 

Thomas Fingar, deputy director of national intelligence for analysis, has taken 
major steps to alter the intelligence culture by building online libraries and 
launching variations of Wikipedia and MySpace. The CSIS Transnational Threats 
Project and its Trusted Information Network aim to do their part to expand 
information sources and strengthen alternative analysis. 

Judge William H. Webster 
Chair 
CSIS Transnational Threats Project 
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Moderator’s Note 
 

The CSIS Transnational Threats Project has conducted an open source program 
for over two years, the most recent period marked by the operation of a Trusted 
Information Network (TIN). TIN participants engaged in scores of discussions in 
an online collaborative discussion forum, generating dozens of novel but related 
exchanges on the terrorist threat in Europe. Participants submitted very timely and 
detailed research and resources into the discussion space—even prior to 
publication in scholarly journals, newspapers, or other media outlets. Former 
intelligence officers participating in the TIN indicated that the information was 
highly valuable and that the structured engagement of outside expertise should be 
embraced by governments. 

A summary of the highlights and challenges follows. 

Highlights 
 Successful launch and operation for one year of an open source 

counterterrorism network across several time zones, work schedules, and 
cultures 

 Rapid delivery of relevant, ongoing fieldwork and open source information to 
the TIN 

 Important insights generated from members with on-the-ground experience 

 Effective vetting of sources and information by the TIN’s organizationally 
independent, intellectually competitive members 

 Easy sharing, quick responses, and frank exchanges afforded by dynamic 
network 

 Exposure of the TIN model to a wide range of U.S. and foreign intelligence 
and law enforcement officials, who expressed great interest in the TIN process 
and its substantive results 

Challenges 
 Incentivizing all members to maintain regular engagement 

 Overcoming issues with using the collaborative software for some members 

 Moderating the TIN discussion full time 

As the TIN progressed from March 2006 to March 2007, CSIS staff and TIN 
members saw novel ways to conduct this exercise in the future. TIN participation 
coalesced into a core group—50 percent of the original membership. Even with 
this condensed membership, at times it was challenging to manage the 
information and maintain the constant moderating so vital to the health of a 
network. All told, the TIN brought about many new perspectives and encouraged 
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new thinking about sources of expertise outside of the classified world of 
government intelligence. I hope this report will be thought provoking and 
eventually lead governments to better integrate outside expertise into the 
intelligence process. 

     Thomas Sanderson 
     Trusted Information Network Moderator 
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Introduction 
 
Day in and day out, there are new revelations about Muslim terrorist sleeper cells 
in European countries. In the United Kingdom, with a population of 1.8 million 
Muslims, most of the suspects arrested and/or tried had links to Pakistan, where 
they had undergone terrorist training or visited madrassas, the Qur’anic schools 
that fire up the enthusiasm of teenagers for martyrdom. 

In the past six months, terror suspects monitored by Britain’s MI5 have grown 
in number by 25 percent. This security agency and the British police are 
surveilling some 2,000 British residents, mostly from Pakistan, whom they claim 
to be actively involved in supporting al Qaeda.1 

Each year more than 400,000 British Pakistanis travel innocently to Pakistan 
on family visits. From Karachi, a city of 15 million, it is easy to head up to the 
hills for training in explosives and weapons. This was how the London bombers 
(of July 7, 2005) received their final training before returning to the United 
Kingdom. There is also a new Pakistan-Iraq-UK nexus as young jihadis return to 
Britain after a stint in Iraq.2 

Bangladesh (East Pakistan before 1971) has joined Pakistan as a center of 
transnational extremism. Indian intelligence has documented a significant 
migration to expatriate communities abroad that are then “incited to broaden the 
jihad,” as Pakistani groups did in Britain. 

In Algeria, the government suppressed wave after wave of antigovernment 
terrorists following free elections in 1991 that gave Islamist extremists, the Islamic 
Salvation Front, a sweeping victory. The government canceled the results and a 10-
year civil war ensued that killed over 100,000. One extremist group survived the 
bloodletting: the Salafist Group for Preaching and Combat (GSPC),3 which now 
includes deserters from the Algerian army and, most importantly, has declared its 
allegiance to al Qaeda. Suicide bombers have attacked government buildings. 

GSPC now has a broader agenda for recruitment. It has also been running 
mobile training camps in northern Mali for militants from North Africa, including 
Libya, and from Nigeria, Mauritania, and Mali. Online, GSPC calls for jihad 
against the United States and France, where 10 percent of the population is 
Muslim, almost entirely from France’s former North African colonies and 
protectorates. Many North Africans, including Algerians, have joined the 
insurgency in Iraq. 

Islamist extremism in Europe is a major threat to Western security. It was for 
this reason that the CSIS Transnational Threats Project focused on this issue to be 
examined and assessed by a Trusted Information Network (TIN). 

                                                 
1 Frank Gardner, “MI5 watch 2,000 terror suspects,” BBC News, May 2, 2007. 
2 Ibid. 
3 GSPC officially changed its name in January 2007 to al Qaeda Organization in the Islamic Maghreb. 
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TIN members are renowned experts from the Middle East (including Israel), 
Europe, and the United States. Under the direction of Tom Sanderson, deputy 
director of the CSIS Transnational Threats Project, these experts were linked 
24/7, commenting, analyzing, exchanging information, and providing fresh 
perspectives from their own individual networks of specialists in the same field. 
The TIN generated important insights on the Islamist terror threat in Europe. A 
wide range of U.S. and foreign intelligence and law enforcement officials have 
expressed great interest in the TIN process and its results. 

We are no longer simply dealing with al Qaeda–affiliated terrorists. Since 
9/11, al Qaeda has morphed into a global politico-religious, ideological, and 
spiritual movement. It has no boundaries. Behind the jihadi suicide bombers are 
countless supporters and sympathizers. Their ranks stretch from the 
predominantly Muslim island of Mindanao in the Philippines to Indonesia and 
Thailand in Southeast Asia; to the politico-religious leaders who fund and control 
the madrassas of Bangladesh and Pakistan; to Jordan, Lebanon, and Egypt; to the 
slums of Casablanca in Morocco; to rundown Muslim neighborhoods in Europe’s 
major cities. Before 9/11, there were 15 known pro–al Qaeda Web sites. Today, 
there are well over 5,000. 

Al Qaeda is not a hierarchical organization, but a network of like-minded 
Muslim fundamentalists with jihadi “spear carriers.” It no longer depends on 
Osama bin Laden and his deputy, the Egyptian doctor Ayman al-Zawahiri (whose 
group assassinated Egyptian president Anwar Sadat in 1981), for its global 
expansion. It has the Internet, where there has evolved a virtual caliphate in 
cyberspace. There are no dues-paying members, but like-minded Muslims whose 
allegiance is to the ummah, the diaspora of true believers who aspire to live under 
Shari’a, or Islamic Law. 

There is also what the Communists used to call “the long march through the 
institutions.” The Antwerp city council in Belgium is now dominated by 
democratically elected North Africans (all Belgian citizens). In the Netherlands, 
Ouafaa Abrazi, a Moroccan Dutch woman ran for office in municipal elections on 
the “Islam Democraten” ticket in an attempt to prevent the government from 
banning the burqa in public. She sought votes only in mosques. “We Muslims,” 
she wrote in Dutch on a Web site, “must know it is our duty to take decisions 
which benefit the ummah.” Abrazi was defeated. 

Muslim fundamentalists usually see the United States as an amoral and 
depraved evil empire out to destroy Islam. And many firmly believe it was 
Islam’s warriors who brought down the other evil empire, the Soviet Union, in a 
decade-long holy war in the 1980s that propelled bin Laden to global prominence. 
After watching news programs from Iraq and witnessing the United States’ 
predicament for the past four and a half years, many have become convinced the 
American empire is in decline. Iraq’s daily horror scenes and images of U.S. 
abuses at Abu Ghraib and Guantanamo have also served as recruitment posters for 
jihad. 

Those who become “holy warriors,” or terrorists, are not, contrary to popular 
belief, the very poor and the ignorant that grew up in broken slum homes. They 
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are usually well-educated, middle-class youngsters, who think of themselves as 
representing the downtrodden masses, much the way educated Communist 
apparatchiks claimed they were doing for seven decades. 

For an estimated 10 percent of the world’s 1.3 billion Muslims who identify 
with fundamentalism, Osama bin Laden has become a composite of Robin Hood 
and Che Guevara. His posters are displayed in Gaza, the West Bank, Jordan, 
Hezbollah-controlled Lebanon, and Egypt. They can also be found in universities 
throughout the Muslim world and beyond. 

The Salafi-born Muslim Brotherhood, with branches in 70 countries, spawned 
Hamas, the extremist group that won the last Palestinian elections and is 
dedicated to Israel’s demise.  

Mohamed Atta, the 9/11 terrorist leader, was also a product of the Egyptian 
jihadi movement. There are over 40 groups worldwide that claim some affiliation 
with al Qaeda, but these are more generic than organic. 

To understand what is happening under the al Qaeda umbrella, advanced 
computer skills are essential. When he was director of national intelligence, John 
Negroponte asked us if we knew what a petabyte was. We did not. Terabytes and 
gigabytes, yes, but not petabytes. Imagine, he explained, the entire contents of the 
Library of Congress—the world’s largest, with 120 million items on 530 miles of 
bookshelves, and growing at the rate of 10,000 books daily—and all of this is still 
only 0.02 petabytes. But moving through cyberspace each and every day are 627 
petabytes. 

How to detect what terrorist groups are up to in this global cyber soup is a 
formidable challenge. From a global village without a police department, we have 
now morphed into a global ocean without a navy. There is no silver-bullet 
technology or technique that will emerge anytime soon, if ever, to assist 
intelligence agencies navigate an ever-expanding sea that knows no boundaries. 

The size of the Web that is searched by Google in a second or less is 
approximately 60 billion pages, but the “deep Web” that cannot be accessed is at 
least 50 times that amount. To cope with the avalanche of classified intelligence, 
the United States employs some 45,000 analysts, a little less than half the total 
number that work in 16 intelligence agencies. But the average length of service is 
five years or less. Most of them were hired after 9/11, and the best among them 
are recruited by the private sector’s risk assessment divisions—at three times the 
government paycheck. Analysts are bombarded with “top secret” material but 
frequently lack the historical tapestry that provides the context required for sound 
judgment. That is one of the areas where the CSIS Trusted Information Network 
provides the missing dimension to classified intelligence. 

Information technologies that double every year multiply by 1,000 in 10 
years. Both transnational terrorists and transnational criminals—and there is 
frequently a convergence between the two—have computer scientists and 
computer engineers in their ranks. Memory-hungry predators are devouring cyber 
real estate bit by byte—YouTube, MySpace, blogs (already 50 million of them), 
podcasts, wikis, video-on-demand, streaming video, music files, high-resolution 
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graphics, Web sites, instant messaging, e-mailing, social networking, Web 2.0, 
Web 3.0—and beyond. Steganography, the art and science of hiding secret 
information by embedding it within other seemingly harmless messages, works in 
almost all of the above. 

Islamist groups are using mini-cameras to post propaganda films to YouTube. 
Already there are an estimated 1 billion people online and 2 billion mobile phone 
users—for a world population of 6.4 billion. 

Electronic skullduggery, from cyber bank heists to cyber attacks, is a common 
occurrence. No sooner did the government of Estonia decide to remove a war 
memorial to the Red Army from a square in Tallinn, than Moscow launched a 
massive cyber attack. The electronic volleys disabled the Web sites of 
government ministries, political parties, banks, and newspapers. 

Techniques normally employed by cyber criminals, such as huge remotely 
controlled networks of hijacked computers, were used to cripple Estonia’s vital 
public services. NATO dispatched its top cyber-terrorism experts to Tallinn. The 
Estonian Defense Ministry spokesman said, “If let’s say an airport or bank or state 
infrastructure is attacked by a missile it’s clearly war, but if the same result is 
done by computers, then what do you call it? Is it a state of war? Those questions 
must be addressed.”4 Moscow denied any government involvement, suggesting 
angry hackers might have been responsible. 

The U.S. intelligence community is struggling to share information as the 
ranks of seasoned analysts shrink. “The Office of the Director of National 
Intelligence (ODNI) is building online libraries and launching variations of 
Wikipedia and MySpace on its intranet to distribute data,” according to Tom 
Fingar, deputy director of national intelligence for analysis. He added that the 
intelligence community is “short on expertise on Africa, science and technology, 
Latin America, South Asia and Southeast Asia.”5 

In March 2007, the CIA began working on a digital library of national 
intelligence information, everything from raw data to finished analytic products, 
which Fingar believes will dwarf the Library of Congress. By the end of 2007, 
analysts will have their own version of the online social networking site MySpace 
called A-Space that will find other analysts with related expertise and share ideas and 
information. 

The dizzying pace of online information keeps moving faster. After petabytes, 
we will have to cope with exabytes, zettabytes and yottabytes, which presumably 
will bring us to what Ray Kurzweil calls “singularity,” that moment in history 
when the supercomputer will surpass the human brain. We are on a wild ride to a 
point in space and time at which one’s existing models of reality are no longer 
valid. And that could be in as little as 25 years, or the same amount of time that 
has elapsed since President Ronald Reagan’s second year in office. 

                                                 
4 “Estonian Says Cyber-assault May Involve the Kremlin,” Associated Press, May 17, 2007. 
5 Stephen Losey, “U.S. Intel Agencies Modernize Info Sharing,” DefenseNews.com, May 7, 2007. 
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Few democratic leaders seem to grasp that humankind is on the cusp of a 
radically accelerating era of change unlike anything we have experienced, or even 
imagined, through 5,000 years of recorded history, except in science fiction. Our 
self-avowed enemies have moved swiftly by creating the cyber illusion of a global 
caliphate. 

Al Qaeda and loosely affiliated groups the world over use the Internet to 
recruit, proselytize, and plot. Three years ago, the French Interior Ministry 
discovered that 45 percent of the imams conducting Friday prayers in France’s 
1,000 most important mosques had no religious education whatsoever. The 
“information” they imparted to their congregations came off pro–al Qaeda Web 
sites. 

The advantage of the CSIS Trusted Information Network is that its members 
are among the world’s best-known experts on Islamist extremism in Europe. 
Unencumbered by a bureaucracy, they can tackle thorny questions rapidly and 
with remarkable accuracy. CSIS’s Tom Sanderson initiated the TIN project two 
years ago with the encouragement of intelligence communities on four continents. 
For over a year, and in partnership with his colleague Jacqueline Harned and a 
team of senior advisers, he moderated and coordinated the work of this open 
source multinational counterterrorism network across several time zones, work 
schedules, and cultures. The TIN model can be used for a wide variety of critical 
situations throughout the world. A report on the findings and management of this 
TIN follows. 

Arnaud de Borchgrave 
Director and Senior Adviser 
CSIS Transnational Threats Project 
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Trusted Information 
Networks (TINs) and the 
Intelligence Community 
Future Applications for Analysis and 
Operations 

The CSIS Trusted Information Network (TIN) was conceived, developed, and 
operated as an innovative approach to supplementing the efforts of governments, 
academics, and nongovernmental organizations to better understand those aspects 
of the growing terrorism threat that were not easily mastered by traditional 
government activities. Throughout its brief but successful life, the TIN probed, in 
parallel with more traditional intelligence activities by Western governments, 
issues of real significance to the national security concerns of the United States 
and its allies. As is said in intelligence parlance, the TIN retained an “air gap” 
between itself and intelligence professionals who were given occasional snapshots 
of the TIN’s progress. One did not influence the other in any way. 

It was increasingly clear throughout the TIN process that it could be of direct 
relevance to intelligence services if their activities were more closely coordinated 
with the TIN. For example: 

 Annual analytic production plans might, as appropriate, make provision for a 
parallel TIN of substantive experts. This “sounding board” would examine 
key issues with a view to making TIN output available to supplement the 
classified work conducted within the community. 

 On the operational side, today’s target set—especially terrorism and 
proliferation—differs from the past in many ways. Most notably for this 
discussion is the fact that much of what one needs to understand to effectively 
operate against these targets is visible and knowable to some extent in the 
open source, unclassified world. The insights to terrorist organizational and 
individual behavior in Europe, which the present TIN examined, would be a 
great advantage to the operational personnel who seek ways to approach and 
develop these targets. 

 Though perhaps a bridge too far at present, a TIN could provide analysts and 
operators alike with a new and rich means to interact with a range of informed 
experts with whom they would not have easy access. Despite the intelligence 
community’s traditional aversion to such an arrangement, it could—at one 
level—be conducted on an unclassified basis. The TIN participants would be 
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aware of intelligence affiliation, with interaction and discussion focused, as in 
the present instance, on organizations and trends rather than individual 
terrorists. Indeed, there was real interest among several TIN participants in 
making this connection to intelligence for such an important endeavor. By 
making intelligence practitioners—analytic and operational—explicit 
participants, they would have the ability to guide the TIN discussion in ways 
that were not possible in the previous TIN iteration. The risks of 
disinformation and deception are no greater or no less than they would be in 
other interactions that analysts and operators have with “outsiders.” 

 Finally, and certainly a bridge too far, one could contemplate a classified-
level, secure TIN in which experienced intelligence professionals across 
services are able to have the sort of dialogue that characterized the discussions 
of the current TIN. It would have, on an ongoing, informal, and flexible basis, 
all of the advantages of the analytic and operational exchanges in which 
intelligence services now engage periodically. The same rules of “release” of 
classified information would apply, and the range of risks would be no greater 
than those attendant to the more traditional exchanges. The potential gain, 
however, seems great. 

At this juncture, with a completed TIN, it would be wise to explore these 
potential models with the government, think tanks, and a range of 
nongovernmental experts. As the CSIS project demonstrated, there is much to be 
gained from collaborative networks designed around terrorism and other national 
security priorities. 



c h a p t e r  3 

8 

About the TIN Project 
 

Open source information, or information gathered through nonclandestine means, 
has always constituted one element of “all source intelligence.”1 Robert Steele, a 
former CIA officer, is a leading proponent of expanding the use of open source 
information for intelligence work. Despite Steele’s efforts and those of others, 
open source remained undervalued, until very recently, by those who placed much 
greater importance on information gathered by covert means. 

At the heart of the CSIS Open Source Project is a fear that efforts to end 
radical violence will continue to meet with minimal success absent a much greater 
use of expertise and information found outside of government and, frequently, 
found outside of the United States. The first phase of the project, as reported in 
Open Source Information,2 concluded that highly relevant “outside” experts, 
while traditionally consulted on a one-off basis, should be incorporated as core, 
central participants in the intelligence process. A structured engagement between 
government analysts and nongovernmental expertise would transform, in a 
fundamental way, the quality and use of critical knowledge needed to address 
intelligence problems. 

To demonstrate this supposition, CSIS developed an operational Trusted 
Information Network (TIN) to serve as a dynamic mechanism for alternative 
analysis based solely on open source materials. This study had two primary 
objectives: 

 Demonstrate the strong role of open source information and nongovernmental 
expertise in generating new knowledge on terrorism and its implications for 
intelligence and law enforcement; and 

 Provide a template and lessons learned for managing diverse, multinational, 
nongovernmental expertise from around the world in an unclassified 
environment. 

At the time the TIN was launched in March 2006, the intelligence community 
was aware of no similar effort. 

The TIN included project advisers and specialists consisting of 9 women and 
16 men from 4 continents,3 who represented a wide range of experiences. TIN 
participants were academics, journalists, former intelligence officers, and 
researchers with expertise in terrorism, “online jihad,” law, Muslim immigration 
and integration in Europe, Islam, Arab culture, Middle East politics and society, 

                                                 
1 All source intelligence includes open source, human, signals, imagery, geospatial, measurement, 
and signature. 
2 Arnaud de Borchgrave, Thomas Sanderson, and John MacGaffin, Open Source Information: The 
Missing Dimension of Intelligence (Washington, D.C.: CSIS, March 2006). 
3 These members were from, or currently live in, Denmark, Egypt, Finland, France, Iran, Israel, 
the Netherlands, Sweden, Turkey, the United Kingdom, and the United States. 
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criminal networks, and information technology. The project was funded by U.S. 
foundations, European foreign ministries, and private-sector corporations. The 
U.S. government did not provide funding, nor did it have representation on the 
TIN. 

Importantly, TIN participants traveled frequently and met directly with a wide 
cross section of primary sources as part of their regular professional activities. 
They interviewed current and former members of radical groups in Afghanistan, 
Pakistan, Gaza, Lebanon, Indonesia, and the Philippines, among other locations. 
Participants held divergent opinions on the subjects covered in the TIN, a fact that 
provided for a vigorous debate throughout the project. 

How Did the TIN Operate? 
Over the course of 12 months, the TIN members shared ideas and information in 
response to a series of questions posted in an online collaborative workspace by 
CSIS staff. The theme of these discussions focused on the roles, activities, and 
impact of Islamist extremists in Europe and the ramifications for North America. 
Emphasis was placed on, among other issues, Islamist recruitment, criminal 
networks, the Internet, and the impact of those extremists returning to Europe 
after fighting in Iraq, Afghanistan, and elsewhere. 

Information sources in the TIN included the knowledge of the TIN members 
and their colleagues, member field work, scholarly articles, court and other legal 
transcripts, unclassified intelligence community documents, business reports and 
research, and historical texts, among others. 

A quarterly analysis of TIN contributions was conducted following the 
extensive, opening period of TIN activity. Those findings, drawn from TIN 
discussions, were then presented to members for their review. Thereafter, brief 
assessments and updates were provided on an as-needed basis. The project 
members met again for a mid-point review and to plan second-half TIN activities. 

CSIS ensured that other experts and information sources outside the TIN were 
channeled into deliberations and discussions as appropriate. Members were able 
to gather valuable insights from each other, CSIS staff, and project advisers. All 
project work was conducted in English, although several members spoke Arabic, 
French, and German and offered insights and translations of relevant work. 

On several occasions, CSIS staff demonstrated the TIN process and some of 
the issue-specific results to U.S. and foreign law enforcement, intelligence, 
military, academic, and private-sector representatives. It was clear from each of 
these meetings that the TIN model would have great value for those seeking 
alternative perspectives and context to problems that greatly concerned them, but 
for which they lacked sufficient expertise. 
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10 

Insights from TIN 
Questions1 
 

The heart of the CSIS Trusted Information Network (TIN) is the online discussion 
area where all TIN members, advisers, and CSIS staff posted and responded to a 
series of questions on the terror threat in Europe. Analysis and identification of 
scholarly research and relevant documents were contributed and debated in this 
forum. Each question, posted roughly every four to eight weeks, and the 
subsequent insights, debate, and analysis are presented below and constitute half 
of the TIN’s product (insights on the TIN “process” serve as the second half). 

Discussion questions were chosen before the TIN began, as it proceeded, and 
through debate within the TIN as to which questions were most important. The 
TIN developed questions of relevance to governments actively concerned with 
terrorism in Europe. Thus the TIN team felt that the focus of the dialogue and 
members’ “research on research” was highly valuable to ongoing 
counterterrorism efforts. As CSIS briefed the TIN to members of several 
intelligence agencies, academics, the military, and law enforcement officials in a 
number of countries, it was evident that the project was asking the right questions. 
It bears repeating that there was no government involvement in formulating the 
questions and that no such direction and guidance was sought by CSIS. The TIN 
was not designed to elicit “actionable” intelligence, but rather to provide the 
essential context and insights that could aid government analysts in making better 
use of classified intelligence on radical violence in Europe. 

The following section comprises the TIN’s seven primary questions with 
insights provided by members and relevant open source information. The 
questions are further divided by subheadings and subquestions that emerged 
throughout the discussion. 

TIN members’ comments reflect insights developed at the time the question 
was posted. In future TINs, insights and analysis would be available in real-time 
without delay in reporting. 

Some of the substantive insights, as they appeared at the time of submission 
into the TIN from March 2006 to March 2007, include: 

 Principal training, indoctrination, and organization of terrorist groups in 
Europe take place locally and rely on Internet information; 

 There is a diminished role in radicalization conducted by imams and jihadists 
in favor of the Internet and chat rooms; 

                                                 
1 Insights from question 5, “Are there lessons learned from counterinsurgency doctrine that can 
and should be applied to counterterrorism,” are located in appendix 1, which provides the raw 
communication among the members directly from the online collaborative network. 
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 The Internet is increasing the roles and impact of women in radical groups; 

 There is a vital need for local interpretation of threats; 

 Court transcripts and police interviews can reveal important insights on 
motivation, organization, and recruitment; 

 There is insufficient data to assess the role of returning fighters from Iraq and 
elsewhere; 

 Prison rape of Muslim men plays a strong role in radicalization; 

 Networking in prisons is widespread and results in strong, post-prison, action-
oriented connections; 

 Management of public opinion and the organization of supporters serves as an 
indicator of impending action (violent and nonviolent); 

 Self-starting terrorists often view a pilgrimage to Afghanistan and Pakistan for 
a “blessing” as necessary; and 

 Foreign policy events (e.g., Iraq, Israel-Palestine) drive European Muslim 
radicalization as much as, if not more than, local grievances and conditions. 

Topics that generated the most TIN discussion and debate included: 

 How necessary are links between European-based violent radicals and al 
Qaeda? 

 What roles are played by extremist fighters who return to Europe after 
fighting abroad? 

 What are the indicators of violence and extremist activities? 

 Are there lessons from counterinsurgency doctrine that can and should be 
applied to global terrorism? 

Question 1. What Are the Structural Characteristics of the Islamist 
Networks We Know? (various locations, size, etc.) 
TIN discussions and member e-mails included insights and data on terror 
networks, evolution, structure, motivation, and tools. These offerings were 
eagerly consumed by the other members and often prompted friendly but firm 
challenges. This, in fact, is one of the most important features of the TIN. 
Research and analysis is presented in a forum where it can be challenged and 
reviewed by peers—all of whom reside in different, sometimes competing 
organizations. Thus, “group think” is far less likely in this environment where 
individuals have different affiliations and a range of professional interests. This 
obliges a high level of accuracy in member submissions. 

Links between European-based Cells and al Qaeda Central 
Do al Qaeda–inspired cells attempt to contact “al Qaeda central” for guidance, 
funds, etc.? 
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 It is believed that connections between the Madrid bombers and al Qaeda may 
have existed when previously considered absent. 

 The 2006–2007 London trial of several bomb plotters (not the July 7, 2005, 
bombers but rather the Operation Crevice case that foiled a planned attack in 
the United Kingdom) showed a link to Abdul Hadi al-Iraqi, the alleged former 
number 3 of “al Qaeda central.” 

 A 2006 “Terror Finance Update” by the firm BakerPlatt highlighted recent, 
numerous arrests of individuals in France and Spain with extensive links to 
the Algerian GSPC and Zarqawi’s network in Iraq. The article asserts that 
money and recruits flowed from Europe into Iraq (with some money going all 
the way back to al Qaeda central when it was short of funds). 

A TIN member noted that Petter Nesser, researcher at the Norwegian Defense 
Research Establishment (FFI), provided the following insights about links 
between some of the disrupted European cells and al Qaeda central, as well as 
training camps in South Asia.2 

 Most individuals are believed to have spent time prior to 9/11 in Afghan 
training camps run by al Qaeda or like-minded groups. 

 During planning for the thwarted attacks, the Islamists traveled extensively 
within Europe and to other regions. 

 Cells were multinational (incidentally, a notion that UK intelligence and 
police did not consider until after the July 7, 2005, bombings). 

 Contrast this with earlier comments about “travel” on the Internet as a 
substitute for travel to Pakistan or Afghanistan. 

Leadership for European Cells 
 European Muslim communities have failed to produce native-born leadership 

(e.g., 95 percent of those in France are foreign born). 

Religious leaders or inspirational individuals, almost entirely foreign born, 
range from immigrant imams and scholars to laymen and self-appointed spiritual 
guides. Additionally, “jihad” veterans, though few in number, play a key role in 
leadership and motivation. Some individuals are self-led (a reference to the Dutch 
intelligence report on “autonomous radicalization”3) and use the Internet for 
instruction and interpretation. 

Terror Cell Evolution 
During the discussion of question one, TIN member Scott Atran provided a list of 
10 empirical generalizations on terror networks, derived in part, through work 
with Marc Sageman. 
                                                 
2 Petter Nesser, Jihad in Europe: A Survey of the Motivations for Sunni Islamist Terrorism in Post-
Millennium Europe (Kjeller: Norwegian Defense Research Establishment, 2004). 
3 Dutch General Intelligence and Security Service, Violent Jihad in the Netherlands: Current 
Trends in the Islamist Terrorist Threat (The Hague: Dutch Ministry of the Interior and Kingdom 
Relations, 2006). 
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The growth and development of Global Network Terrorism is largely a 
decentralized and evolutionary process, based on contingent adaptations to 
unpredictable events and improbable opportunities, more the result of blind 
tinkering (of fragmentary connections between semi-autonomous parts) than 
intelligent design (hierarchical command and control of the whole). As in any 
natural evolutionary process, individual variation and environmental context 
are the creative and critical determinants of future directions and paths. To 
ignore or essentially abstract away from variation and context is to entirely 
miss the character of Global Network Terrorism along with better chances for 
intervention and prevention from the bottom up rather than the top down. 

Here are 10 empirical generalizations that have thus far emerged from our 
preliminary data: 

1. The old Al-Qaeda network has severely fragmented and decentralized (it 
has not launched a successful attack since Tunisia in 2002). 

2. The mostly Egyptian and Saudi hardcore around bin Laden have few 
direct links to others in the network. They really don’t know who many of 
the new terrorists are and can’t reliably communicate with them if they did 
know. 

3. Most Jihadis today live in the Diaspora, joining the jihad outside their 
country of origin (more than 80%), and are therefore not worried about 
retaliation against home populations. 

4. There is little recruitment per se to jihad; joining the jihad is mostly 
through enlistment. Most people join through friendship (about 70%) and 
kinship (about 20%). The rest do so mostly through schools; however, 
even within the schools (e.g., in Indonesia), we find that less than 10% of 
the students join the jihad, and of that 10% most do so through friendship 
and kinship, roughly along the lines of the non-madrassa individuals who 
join jihad. 

5. The preferred cell/clique size is 8 members, often consisting of friends 
made during the critical ages between 15 and 30 years old (family and 
residential ties dominate before 15, whereas after 30 enduring new ties 
tend to be scarcer). Different cells have increasingly little physical contact 
with one another. They are often self-constituting, and self-mobilizing, 
and then radicalize through the Internet (especially in Europe). 

6. Outside of Palestine, most Jihadis are married (the testosterone theory of 
jihad should be chucked), and fulfill their family responsibilities. Women 
play an essential role in the small-group dynamics that make these small 
“bands of brothers” the principal actors in Global Network Terrorism. 

7. A plurality of Jihadis, and a majority of suicide bombers outside of Iraq 
(who account for less than 5% of terrorist attacks outside Iraq but about 
50% of casualties), have college education or advanced technical training 
(except for the Maghreb-European contingent), and are professionals or 
semi-professionals. (The largest single professional category represented 
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is engineer). They have almost no criminal records and they are often 
economically better off than the surrounding population. 

8. One possible predictive variable for whether or not a member of the 
network will join a violent action may be prior participation in an action-
oriented group (e.g., soccer team, white water rafting group, cricket team, 
etc.). 

9. We have been thinking about how to enter websites into our database and 
modeling them as both agents and meeting places. We are finding that 
websites act as “virtual agents” that control resources and information 
much as did physical agents, such as Bin Laden. 

10. Although websites are increasingly assuming the critical hub and bridge 
positions in the network, the network itself is shifting profoundly to an 
acephalic ‘leaderless resistance.’4 

TIN adviser James Harris, former chief of the CIA’s Strategic Assessments 
Group, Office of Transnational Issues, responded to Scott Atran’s list of 
characteristics. 

I really like Scott’s evolutionary network model. I used something a lot like it 
in one of my last formal memos as a program manager at CIA in very late 
2001. It seems to me to be even more relevant today, as we seek to explain the 
dynamic, moving target that is contemporary terrorism in 2006. In addition, 
the Atran-Sageman research on networks is invaluable. But a few 
reservations. I am playing devil’s advocate here, to a degree. But it leads me 
to an unsettling place intellectually. 

First, it does seem at first blush that the al Qaeda core has fragmented, and 
it seems unlikely that it can engage in communications with its periphery, and 
with terrorist movements beyond its periphery, in the fashion of the late 
1990s. Having said that, I note that the best military in the world, working 
with a knowledgeable South Asian ally, has not caught Osama or Zawahiri 
after years of trying. What kind of support network, repeat network, has 
managed to protect them so well? And how have they managed to 
communicate so effectively via al Jazeera throughout this period (though in 
Osama’s case, with long interruptions)? This seems to speak of organizational 
strength rather than weakness. There is a risk that we are trivializing this 
accomplishment by focusing on the spread of Jihadist movements that are 
clearly beyond their control. 

Moreover, I would take the bottoms-up spread of Jihadist movements 
beyond core al Qaeda control as a real accomplishment—perhaps their 
greatest post-9/11 accomplishment. Had the movement remained confined to 
the al Qaeda core and what it might have literally “controlled” in a C25 sense, 
Afghanistan base camp style, we ought to have pronounced al Qaeda a failure 

                                                 
4 Scott Atran, submission to the CSIS Trusted Information Network, April 14, 2006. Derived from 
work conducted in partnership with Marc Sageman. 
5 Command and control. 
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for having done a poor job spreading the word. Instead, the al Qaeda model is 
being mimicked everywhere it seems. In short, I think we err if we infer that 
the spread of the bottoms-up movement represents some kind of strategic 
failure by al Qaeda. 

Another issue: it is fascinating, and I can only say reasonable, that the 
preferred cell size is eight members, and that there is enough data to suggest 
that Jihadists often tend to have a common background—educated, perhaps 
married, perhaps previously inclined to activism or social movements. But 
does this finding not stand in contrast to the assertion that the movement is 
self-organized and reflective of local conditions—to some degree “random” if 
you will? The appearance of regular patterns at least demands an explanation. 
I accept that bottoms-up growth might have produced some of these patterns, 
but the more patterns we find the more open we should be to the possibility 
that there is some purposely distributed tradecraft in all of this, if not formal 
organization. 

The increased use by terrorists of the web, meanwhile, seems to me to 
seriously complicate our ability to pin down linkages among individuals and 
groups. How do we know what the linkages are if we can’t monitor these 
communications? In every other field, we see use of the network dramatically 
changing the dynamics of the organization. The network is empowering, 
generally, not debilitating. And it adds layers of linkages on top of more 
formal lines of authority. And so too with the Jihadists, I would think. 

Thus I propose that we accept the evolutionary network model of the 
movement, but allow that organizational and individual linkages may be more 
complex and more lively than we sometimes think. There is a leaderless 
movement, and within it a “led movement” all at the same time. We need to 
think about how the al Qaeda core, or whatever we want to call it, will “lead” 
or direct parts of the bottoms-up portion in the future. If we admit that the al 
Qaeda core inspired the bottoms-up movement, I’m uncomfortable thinking 
that such direction isn’t possible (though the very word “direct” is certainly 
too strong, even for me).6 

This particular exchange demonstrates two key issues. One is clearly that the 
TIN provides a forum for frank, detailed information and idea sharing. And even 
though James Harris is no longer employed by the Central Intelligence Agency, 
the exchange visibly shows how fruitful dialogue could be between 
nongovernmental experts and those in government. This exchange between two 
members is shown somewhat in isolation. The primary value of the TIN is that 
each participant (Atran and Harris in this case) also receive comments and access 
relevant documents on the subject as offered by other members of the TIN. 
Generally, multiple sources and multiple perspectives (three or more) 
characterized the major exchanges in the TIN. 

                                                 
6 James Harris, submission to the CSIS Trusted Information Network, April 26, 2006. 
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Terror Cell Model 
 The evolutionary network model where terrorist cells evolve as a result of 

their own local conditions, context, and variable opportunities, with minimal 
direction from a “core,” seems to be most accurate in describing terrorism in 
2006. This is one of the models that fit the Dutch intelligence report’s notion 
of autonomous radicalization. 

 The “bottom-up” spread of jihadist movements is arguably al Qaeda’s greatest 
accomplishment since 9/11. 

However, there must be some kind of network that has protected the al Qaeda 
core and allowed them to continue propaganda operations (e.g., releases to al 
Jazeera news). When the West focuses on jihadist movements (al Qaeda–inspired 
franchises and other terrorist groups) that are proliferating beyond al Qaeda 
central’s direct control, we should not assume that this means al Qaeda leadership 
is not still operating or able to network, direct, and communicate. 

In Southeast Asia, it is argued that Jemaah Islamiya’s Noordin Top Network 
has evolved in a similar fashion to European cells that devolved following 9/11. 
Networks are based on personal, friendship, and kin loyalties; cells are 
increasingly semi-autonomous, decentralized, and lacking overall leadership. 

A TIN member noted apparent differences between the July 7, 2005, London 
bombers and those who were foiled in 2004 in an attempt to set off bombs around 
the United Kingdom, which may indicate two types of groups to consider.7 

1. Nonassimilated, ethnic-group-enmeshed, residents of European cities who 
have become radicalized Islamists, and who then journey to Pakistan for 
training to return to their cell with some set of instructions, experiences, and 
links to al Qaeda leadership. 

2. The same types of people who have never left their local haunts, and who are 
merely copying what they have seen. This group receives instructions and 
inspiration via the Internet, has no visible footprint to exploit, and exercises 
weaker operational security than group type one. 

The operational security of group type one, based on testimony in the Zacarias 
Moussaoui case, is fairly good; they exhibited only a small footprint. But at least 
there is a footprint—the foreign travel and international communications—that 
could be exploited. Despite the lack of significant connectivity between European 
cells and al Qaeda central, any relationship between the cells has value in being 
examined. 

In either of the above models, there is difficulty in determining the indicators 
of violence. 

 Affiliation with radical mosques or time spent on radical Web sites could 
provide clues. 

 Suggestion that tracking the most inflammatory sites in Arabic and European 
Internet provider (IP) address log-ins could provide intelligence insights. 

                                                 
7 The UK Metropolitan Police foiled the terrorist plot through “Operation Crevice.” 
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 Mining the “deep Web” can provide greater insights and clues. 

Cell membership can be convoluted, multiple in number, and can dissolve and 
reemerge very quickly. Analysts should: 

 Avoid reshaping their observations of a group into formal or organized 
concepts simply to make analysis easier. There is the risk that much will be 
missed, and incorrect assumptions may result. A terrorist organization’s 
collective direction and dispersed decisionmaking can make identifying the 
“number 3” or “number 5” in the group very difficult. 

 Increase their understanding of adversary social structures to better 
comprehend terrorist organization, operations, etc. 

Terror cell membership and connection patterns are not yet evident, even 
though the actors, their environment, and their condition (affliction) can be 
profiled. 

The Internet 
What is well known about the Internet and terrorist activity: 

 The Internet has partly replaced the need for physical training bases for 
terrorists by providing video instruction for bomb building, miniaturization, 
placement, and command and sensor fuse detonation. The 2006 Canadian 
plot, though, indicates the continuing use of such camps. 

 The Internet is a terrorist recruiting, networking, funding, and training 
accelerant—a force multiplier in military parlance. 

What is less well known about some of the dynamics enabled by the Internet: 

 Personal bonds are forming without the physical and face-to-face contact 
generally required for terrorist operations. 

 Women, increasingly radical and important to terror cell activity, are able to 
participate in a traditionally male environment via the Internet. 

 Deep commitment is possible with a wider set of contacts and at a faster rate 
than traditional methods. 

 Emotionally driven exchanges that lead to solid relationships between male 
terrorists are made easier with the physical distance of the Internet. 

 A team of only two subjects can be empowered by the online community and 
believe that they make a deep impact. 

 For those with poor Arabic language skills, interpretation of events and the 
Koran are widely available on the Internet. 

Additional Reading 
Leiken, Robert S. “Europe’s Angry Muslims.” Foreign Affairs 84, no. 4 

(July/August 2005). 

Nesser, Petter. Jihad in Europe: A Survey of the Motivations for Sunni Islamist 
Terrorism in Post-Millennium Europe. Kjeller: Norwegian Defense Research 
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Establishment, 2004. 
One TIN adviser described Nesser’s work as a seminal survey and analysis on 
the nature of most major attacks in Europe over the past few years. 

See also the multiple works of Sidney Jones, International Crisis Group, on the 
Noordin Top network in Indonesia and Jemaah Islamiya’s parallels to cells in 
Europe. 

Question 2. What Is the Nature of the Islamist Extremist Presence in 
Muslim Communities? 

On a Monolithic Muslim Community 
 It is essential to constantly remind ourselves of the important distinctions 

among Islamists within and between European nations: Hamburg had many 
Egyptian and Saudi students, Madrid had legal immigrants from Morocco, and 
Amsterdam had the Dutch-born and bred Mohammed Bouyeri. 

 Falling into the trap of viewing European Muslims as only a single 
community will cause analysts and policymakers to overlook important 
nuances that could serve to better understand potential threats. 

What Activities Are Extremists Involved in When Not Engaged in 
Violence? 
 Extremists are active in recruitment through charities and cultural centers, 

while also listening to inspirational preachers. 

 Not all Islamists are unemployed; 18- to 35-year-old males and “most 
jihadists outside of Palestine are married,” noted Scott Atran. It is important 
not to look exclusively at this presumed terrorist archetype. 

Mitigating Extremist Activities 
 As a means to counter the use of preaching for radicalization and recruitment, 

Denmark recently passed laws requiring imams to speak Danish and respect 
Western values, while also allowing border rejection of radical missionaries. 

 Locally trained imams can mitigate some of the radicalism that is offered by 
those trained outside of Europe. 

 Imam workshops and conferences across Europe have been held to instill 
enlightened thinking and to urge Muslims to adopt their host-nation language 
and culture. 

The Threat to the United States from European-based Extremists 
The Nixon Center’s Robert Leiken reminds us that European-based jihadists 
(citizens of “visa-waiver” countries in Europe and elsewhere) are capable of 
coming into the United States directly or via Canada with relative ease. These 
actors often spent time in al Qaeda training camps, which could still be the 
prevailing model but with an important change in modus operandi. 
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TIN member Jonathan Winer noted that, previously, passports with Pakistani 
or Afghani travel stamps would be trip wires for immigration officers. But with so 
much information, training, and support available on the Internet, it is no longer 
necessary to travel to either country. A major trip wire is gone now that jihadists 
do not necessarily have to travel abroad for training or to build personal networks. 

Note also the takfiris with their “Western” appearance, present a serious 
potential threat to both Europe and the United States with their ability to 
assimilate on the surface while maintaining very extreme views. 

An “outsiders” and “insiders” typology of European Muslims by Robert 
Leiken in his Foreign Affairs article, “Europe’s Angry Muslims,” is instructive. 

 Outsiders are the recent immigrants (dissidents, refugees, radical imams). 

 Insiders are the children of alienated first-generation Muslims. 

 Both groups constitute a very significant set of unassimilated Muslims whose 
existence appears in many places to be worsening. 

 These groups constitute what Leiken refers to as Europe’s internal “colony” 
with many of the negative images and connotations tied to that issue. 

 Significantly, many of them do not have allegiance to any nation, making 
them susceptible to individuals (or online influence/information) offering a 
chance to develop an identity and sense of belonging.8 

One of Europe’s most respected intelligence organizations is the Netherlands’ 
General Intelligence and Security Service (AIVD). The AIVD addresses internal, 
nonmilitary threats to the nation and is well known for its significant use of open 
source information. During the TIN project, one of the European members 
indicated that a relevant AIVD report would soon be published. The CSIS 
Transnational Threats Project arranged to have the two authors and the lead AIVD 
expert on Islamic extremism visit CSIS for a roundtable discussion.9 Below are 
insights from their report, entitled Violent Jihad in the Netherlands.10 

 The Internet is displacing Mosques and Jihad veterans as the primary source 
of information. 

 Dutch Jihadists are focusing on individuals as targets as opposed to broader 
targets such as infrastructure. 

 Muslim Dutch youth are self-radicalizing and focus on domestic targets as 
opposed to international targets and jihad. 

 AIVD believes there is a significant difference or transition between radicals 
and violent jihadists. 

                                                 
8 See Robert S. Leiken, “Europe’s Angry Muslims,” Foreign Affairs 84, no. 4 (July/August 2005). 
9 A summary of the June 1, 2006, roundtable is available on the Transnational Threats Project 
Web site at http://www.csis.org/tnt/. 
10 Dutch General Intelligence and Security Service, Violent Jihad in the Netherlands: Current 
Trends in the Islamist Terrorist Threat (The Hague: Dutch Ministry of the Interior and Kingdom 
Relations, 2006). 
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 Violent jihad is seen as “cool” among youth. These same young Muslims see 
the West’s apparent double standards in global politics mirrored in their own 
existence in Dutch society 

What the AIVD report illustrates so well is that local knowledge is the key to 
understanding a specific threat. And even then, the role of the Internet ensures 
that those who radicalize autonomously will personalize their interpretations, 
making detection, understanding, and prevention that much more difficult. Instead 
of looking for patterns between disparate cells, the report authors thus stress that 
each country and city will have a unique mix of violent extremists. 

The Muslim Brotherhood in Europe 
Muslim Brotherhood goals include Islamization through educational religious 
instruction, while stressing participation in the political process. 

 The Muslim Brotherhood balances its “radical ideology” with nonviolent 
action as a means to affect change in the Middle East. 

 The Muslim Brotherhood is viewed by extremists as too mainstream and 
producing too few results for Muslims. 

 This moderate position and the lack of concrete results could be partially 
responsible for the proliferation of Islamist movements. 

 However, the Muslim Brotherhood did play a role in internationalizing the 
Danish cartoon crisis, possibly to bolster its standing among Europe’s Muslim 
communities. 

Radicalization in European Prisons 
 Sophisticated radicals in prisons behave well to ward off attention, enabling 

greater freedom to network. 

 Some prisoners are raped by guards, bringing intense humiliation to Muslim 
men, fueling their radicalization. 

 Many European prisons are dominated by Muslims and immigrants who are a 
ready audience for radicalization and inclined toward vengeance. 

 Based on a sampling of a French prison, with 657 detainees in all, 140 were 
foreigners; of those, 50 percent were of Maghreb origin, 12 percent were from 
sub-Saharan Africa, 5.8 percent from Eastern Europe, 3 percent from the Near 
and Middle East, and 3 percent from Asia.11 

 Of the French citizen detainees, 80 percent were of Maghreb origin. 

 Three modes of proselytism were identified in the prison: discrete (on an 
individual basis); political and puritanical (described as somewhat Islamic 
multinational, similar to Islamic organizations sponsored by the French 

                                                 
11 Farhad Khosrokhavar, Islam dans les Prisons: Voix et Regards [Islam in the Prisons: Voices and  
Glances] (Paris: Balland, 2004). 
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government); and Islamic radical (carried out by a few anti-Western 
Salafists). 

 Generally, prisoners avoid “the bearded ones,” the Salafists and other 
hardliners, but hold them in respect. 

 Maghrebians potentially assimilate more readily than blacks from West Africa 
or the Antilles, but this is complicated by the Algerian war. Therefore blacks 
are more accepted in France than Maghrebians, but Maghrebians can integrate 
more easily. 

Additional Reading 
Khosrokhavar, Farhad. Islam dans les Prisons: Voix et Regards [Islam in the 

Prisons: Voices and Glances]. Paris: Balland, 2004. 

Question 3. What Are the Indicators of Violence and Extremist 
Activities? 
When searching for flashpoints that generate extremist activities, watch for 
certain actions prior to the response to an incident. These actions may include 
efforts to manage public opinion and to organize supporters—and can be good 
indicators that something is afoot. These responsive actions (shaping public 
opinion) are designed to prepare the “stage” on which the issue is to be played out 
and may take up significant time between the incident and the response. Once 
previous incidences are identified, tracking the evolution of violence will provide 
good indicators for future incidents. 

TIN member Maha Azzam commented that searching for indicators of rising 
violence is all the more important following the Danish cartoon crisis of 2005, 
which served to shorten the fuse on Muslim-Christian violence. The lingering 
rage and resentment from that incident could likely mean that even a low-level 
irritation or offense could ignite an increasingly volatile Europe. The Danish 
cartoon incident cut across all political issues among Muslims and acted as a 
unifying force throughout an already besieged community. Because of this, 
violence could follow any provocation. 

A contributing factor to potential violence is the increasingly sharp divide 
between a defensively secular Europe and an equally religiously centered 
European Muslim minority where the sacred is paramount. The two sides are 
heading in opposite directions, with each action expanding in impact. The cartoon 
issue appeared to many Muslims to be an example of Western disrespect and 
double standards—it is assumed that anything overtly anti-Christian or anti-
Jewish would have been condemned swiftly and surely. 

[In addition to providing direct answers to posted questions, as well as 
beginning new lines of discussion, TIN members used the email function to 
engage in additional, detailed conversations with the entire TIN membership or 
with small groups of members. Further insight was taken from these 
conversations.] 
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On the Use of Non-Muslim, Non-Arab Actors for a Future Terrorist 
Strike 
 While this cannot be ruled out, Osama bin Laden places great emphasis on 

using Arabs (especially Gulf Arabs) to attack U.S. interests so that they can be 
seen as dying in defense of the prophet’s homeland. 

 It is doubtful that we will see non-Arabs running terrorist operations in the 
United States unless al Qaeda is “in extremis.” 

 This contradicts feedback from captured al Qaeda number three, Khaled Sheik 
Mohammed, who noted that a second wave of attacks was planned using 
subjects of European and East Asian descent to avoid likely U.S. expectations 
regarding Arab terrorists. 

Additional Reading 
Dutch General Intelligence and Security Service (AIVD). From Dawa to Jihad. 

The Hague: Dutch Ministry of the Interior and Kingdom Relations, 2006. 

Dutch General Intelligence and Security Service (AIVD). Violent Jihad in the 
Netherlands: Current Trends in the Islamist Terrorist Threat. The Hague: 
Dutch Ministry of the Interior and Kingdom Relations, 2006. 

Excerpts from the U.S. trial of Zacarias Moussaoui, for more on connections 
between Islamists in Europe and al Qaeda central. 

Question 4. What Roles Are Played by Extremist Fighters Returning 
to the EU after Fighting Abroad? (poselytizing, charitable work, 
fundraising, jihad recruitment, criminal activity, Internet activity, 
attack planning) 
European extremists who fight overseas continue to be a source of great concern 
for governments. However, there is precious little data on numbers of fighters, 
cities and countries of origin, their whereabouts in combat theaters, and how they 
move to and from different regions. 

Jonathan Winer: 

 In the London bombing, the key issue wasn’t the fighting going on abroad but 
rather the export of al Qaeda ideology combined with pilgrimage to Pakistan 
that helped bless, justify, and legitimize the individual’s leadership of the 
group toward martyrdom and carnage. 

 Intelligence communities and entities, such as the TIN, should seek to 
determine the degree to which the homegrown terrorists are seeking some 
direct contact with elder, more established terrorists, prior to engaging in 
terror acts? 

Combined insights from TIN members: 

 European fighters going to Iraq are few in number (in the low hundreds 
presumably) with even fewer returning. 
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 Routing is primarily through Kurdish-controlled areas of Iraq rather than 
Syria. 

 They have difficulty blending in locally, so they are ideally suited for suicide 
bombings and high-risk missions. 

 A few cases from Saudi Arabia confirm the specific utility of new and foreign 
volunteers; some were ordered on a suicide mission within the first week. 

 Iraq returnees come back as “rock stars,” acting as radicalization poles for a 
wider pool of youngsters. 

 Returning fighters are aware they will attract the attention of security services 
and keep a low profile. 

 Time is not on their side, and with little glory in going to prison, returnees 
could be tempted to undertake action in their presumptive final days. 

 Returning fighters may settle in the Balkans where they can reorganize. 

Question 5. Are there Lessons from Counterinsurgency Doctrine that 
Can and Should Be Applied to Respond to Global Terrorism? 
TIN members provided detailed and divergent views on the utility of applying 
classic counterinsurgency lessons to counterterrorism. Given the interesting and 
provocative discussion on this particular question, the raw data from this TIN 
exchange is included (with minimal editing) in appendix 1. 

These exchanges illustrate the important function the TIN serves by providing 
a forum for “point” and “counterpoint” exchanges between experts of varying 
background, nationality, and perspective. An excellent article that serves as a 
complement to this question, and in fact was a point of conversation in the TIN 
dialogue, is the piece written by George Packer in the New Yorker, entitled 
“Knowing the Enemy.”12 This article describes the views of an Australian Army 
officer named Dave Kilcullen who holds a Ph.D. in cultural anthropology. 
Considered the world’s foremost counterinsurgency expert, Kilcullen’s sage 
advice resonated with several members of the TIN as it does with General David 
Petraeus, commander of the coalition forces in Iraq who now counts Kilcullen 
among his senior advisers. As such, it is one of the suggested readings for 
additional insights on question number five. 

                                                 
12 George Packer, “Knowing the Enemy: Can Social Scientists Redefine the ‘War on Terror’?” 
New Yorker (December 18, 2006). 
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Question 6. What Should Law Enforcement and Intelligence 
Communities Be Doing to Better Understand and Detect the Jihadist 
Threat in Europe? Who or What Can Be an Appropriate Source of 
Influence on Them? (from NGOs to academics to governments 
outside of Europe) 

International Viewpoints on Intelligence Community Cooperation to 
Better Understand the Threat 
Michael Taarnby Jensen: 

 Increased cooperation between the agencies. The insights and perspectives of 
a few highly specialized intelligence officers are not being shared with those 
who have to deal with the problem on the ground. 

 The lack of information, specifically about the scope and nature of the threat 
has led to wild speculation about the current situation. The sharing of 
informed analysis about current types of threats with the media and the public 
would provide a better basis for public discourse on appropriate 
countermeasures. 

 Greater international collaboration, specifically through the European Union, 
is necessary. 

 There is little to no tradition for interaction between the counterterrorism 
community and academia in Europe, unlike in the United States. 

Locate the Source of the Threat 
Avishag Gordon: 

 Law enforcement and intelligence communities should take into account the 
trajectory of the development of terrorism infrastructures around the world. 
International terrorism infiltration is best in areas marked by political and 
general instability and where there is a population that is willing to support 
their cause. 

 The Balkans is the most unstable region in Europe and therefore a nesting 
place for jihadists who are planning terrorist activities in Europe. 

Suzanne Spaulding: 

 See the Washington Post article, “Blowing the Easy Ones,”13 which cites the 
need to read the mail of convicted terrorists. The Justice Department inspector 
general found that both mail and phone calls of terrorist convicts in U.S. 
prisons often go unmonitored. The three inmates involved in the 1993 World 
Trade Center bombing, while housed at the federal government’s highest 
security prison, managed to exchange around 90 letters with Islamist 

                                                 
13 Editorial, “Blowing the Easy Ones: Please Read the Terrorists’ Mail First,” Washington Post, 
October 6, 2006. 
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extremists between 2002 and 2005, including with terrorists in Spain who 
were planning attacks there. 

Question 7. What Are the Radicalization Triggers, Processes, and 
Underlying Conditions? 
TIN member Aaron Frank notes that before the trigger moves an actor to 
violence, there might already be in place a set of enabling conditions (e.g., what 
conditions led to a dry forest whereupon a dropped match triggers a fire). 

The TIN explored both conditions and triggers in this discussion thread 
answering the questions: What makes an event an effective trigger in inciting 
violence? What are underlying conditions that make a foreign policy or other 
event something that spreads quickly or promotes violence? Do any 
commonalities exist between triggers that have already been identified and/or 
discussed? Can an effective counterterrorism policy be developed by generalizing 
from known triggers, or is additional information necessary? If so, what 
information is needed? 

What Conditions and Triggers Contribute to Radicalization 
Maha Azzam: 

 In addition to immigration, integration, and other proposed areas of research, 
foreign policy and regional crises need to be revisited. They tend to come up 
under “triggers”; however, they may need to be assessed separately. 

 While assessing how, where, and through which channels radicalization 
occurs is crucial, it may still not be an indicator of how the principal 
personalities/leaders and groups have formed their views. These channels may 
be merely facilitators. It is therefore important in this section, as with all the 
others, not to inflate the importance of certain factors just because we happen 
to be focused on them. The issue, therefore, becomes what weight we should 
give to certain information in relation to the broader picture of radicalization 
in Europe. 

 “Countervailing forces” to radicalization is a very important area of 
exploration. It may further illuminate the “triggers.” 

 Developments/crises in Muslim countries, communities, and across issues of 
importance to Muslims can deeply effect radicalization and mobilization. 

 Terrorist typologies, while essential in terms of counterterrorism strategies, 
may need to be reworked so as to be of value in understanding shifting 
patterns of radicalization. 

 With a comparative study one tends to search for differences, over and above 
similarities. In the European context, we frequently hear how the experience 
of each country with its Muslim community is unique, etc. While this may be 
true, the common experience and the similarities in radical responses need to 
be carefully considered. 
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Jacqueline Harned: 

RAND’s Sara Daly and Scott Gerwehr authored a chapter, “Al Qaeda Terrorist 
Selection and Recruitment” in The McGraw-Hill Homeland Security Handbook.14 
It delves into the psychographic and state variables that are most conducive for 
potential extremist recruitment, which include: 

 A high level of current distress or dissatisfaction (emotional, physical, or 
both), 

 Cultural disillusionment in a frustrated seeker (unfulfilled idealism), 

 Lack of intrinsic religious belief system or value system, 

 Some dysfunctionality in the family system (family and kin community exert 
“weak gravity”), and 

 Some dependent personality tendencies (e.g., suggestibility, low tolerance for 
ambiguity). 

Avishag Gordon: 

 RAND’s Brian Jenkins stated that jihad is a cycle that begins with 
communication; escalates through radicalization, recruitment, and training; 
and then operation unto death. Until this cycle is broken, the danger will be 
prolonged. 

 Rehabilitation and reeducation of prisoners could halt the process. 

 Islamic jihad Web sites are a source of radicalization, through which radical 
Muslims recruit, indoctrinate, and communicate. 

Percy Lehning: 

Edwin Bakker’s Jihadi Terrorists in Europe…15 identified 250 terrorists and other 
networks and investigated characteristics and circumstances under which they 
joined the violent jihad. Some of the reports conclusions are: 

 Most networks differ in size, target selection, geographical background, and 
other variants. Within networks they are homogeneous. 

 Analysis of the individual jihadi terrorists conclude they are single males, 
born and raised in Europe, generally not young, of lower social status, and 
have criminal records. “Homegrown” is an accurate term for them. 

 Circumstances for becoming a jihad terrorist include networks of friends and 
relatives who seem to lack formal ties with global Salafi networks. The 
subjects radicalize with little outside interference and do so in countries where 
they live. 

                                                 
14 David Kamien, ed., The McGraw-Hill Homeland Security Handbook (New York: McGraw-Hill, 
2006), p. 85. 
15 Edwin Bakker, Jihadi Terrorists in Europe, Their Characteristics and the Circumstances in 
which They Joined the Jihad: An Exploratory Study, CSCP Papers (The Hague: Clingendael 
Institute, January 30, 2007). 
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 Comparing a sample of this European group with Marc Sageman’s 172 
subjects, the European jihad terrorists are rather different from Sageman’s 
global Salafi terrorists (age, family status, socioeconomic, and geographic 
background). However, the circumstances that lead to the joining of jihad 
among the two samples were not fundamentally different. Social affiliation 
plays an important role. 

Chuck Cogan: 

 What could trigger a new wave of extremist Muslim fundamentalism? The 
most obvious would be an external event that would rouse Muslim anger to a 
fever pitch, provoking massive demonstrations and internalizing a will to 
revenge. 

 The one event that could trigger the kind of mass demonstration similar to 
those during the Six-Day War would be an American and/or Israeli air attack 
on Iran. 

 Another trigger would be Lebanon; in this case the “street” reaction in the 
Arab and Muslim world would not be of the same gravity as an attack on Iran. 

Avishag Gordon: 

 The TIN and intelligence officials should consider the conditions under which 
cyber-educated jihadis will be triggered to carry out actual actions. 

The Evolution of Jihadi Profiles 
Jean-Luc Marret: 

 Homegrown terrorists are “nonaligned jihadis,” self-trained and self-
radicalized jihadists without any connections to transnational jihadi networks, 
and have existed in Europe since the mid-1990s. 

 In the last five to six years, transnational jihadi networks have gone through a 
dynamic evolution. The absence of a central geographical sanctuary and 
disorganization of al Qaeda’s main structure has transformed its leadership 
into doctrinal and political reference points rather than operational 
commanders. 

 Fragmentation of global jihad is characterized by the following elements: 

▫    Diversification of recruits—profiles are no longer ethnically, gender, 
or geographically homogenous. 

▫    Theological corpus is neither deep nor elaborate. (The French, Italians, 
and Dutch do not possess Arabic language skills, which leaves them 
insensitive to propaganda from direct sources and cultural jihad.) 

▫     Salafist-jihadi ideas are more commonly spread through the Internet. 

▫     The jihad movement’s widening of its traditional base of recruitment 
presents another threat. The process of radicalization seems to be faster 
and more unpredictable as time goes on. 
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 Law enforcement needs to know how to detect overt indicators and suspicious 
latent activities: 

▫     Distinguish symptomatic cultural, religious, linguistic, or factual 
elements in the activities of minor delinquency, 

▫     Possess the desire to pass this information up to appropriate 
authorities, 

▫     Attempt to target specific research on uncommon sectors. 

Terror Networks and Sacred Values 
Scott Atran:16 

 The growth of global terrorism increasingly appears to be largely a 
decentralized evolutionary process. 

 Based on preliminary analysis of 1,000 entries in a new Atran/Sageman 
people-based (as opposed to incidents-based) database, there are indications 
that small-group dynamics (rather than personalities, ideology, education, or 
income) is the prime factor in deciding which few, among millions of 
potential jihadis, will actually go on to commit violence. 

 Five of the seven Madrid train bombers who blew themselves up when 
cornered by Spanish police grew up in one section of the Jamaa Mezuak 
neighborhood of Tetuan. 

 Mezuak, a neighborhood of 19,000 people, is relatively poor with many 
unemployed youth, with a majority of traditional Muslims and a relatively 
small population of “Salafis.” 

Michael Taarnby Jensen:17 

 The actual jihadi environment in Denmark was and still is very small. Out of 
approximately 180,000 Muslims residing in Denmark only a few dozen have 
chosen to engage in illegal or violent activities. 

 Almost all known jihadists in Denmark had some history of radicalism prior 
to entering the country, particularly the Egyptians. 

 These immigrant jihadists have played a key role in radicalizing other 
Muslims in Denmark. 

 Second-generation jihadists in Denmark have radicalized in a manner 
consistent with those in London, as studied by Quintain Wiktorowicz. This 

                                                 
16 Scott Atran, Robert Axelrod, and Richard, “Terror Networks and Sacred Values,” synopsis of 
report delivered to NSC staff, White House, Wednesday, March 28, 2007, 
http://www.sitemaker.umich.edu/satran/files/synopsis_atran-sageman_nsc_brief_28_march_2007. 
pdf. 
17 Michael Taarnby Jensen, Jihad in Denmark: An Overview and Analysis of Jihadi Activity in 
Denmark, 1990–2006 (Copenhagen: Danish Institute for International Studies, 2006). 



Arnaud de Borchgrave, Thomas Sanderson, and Jacqueline Harned     29 

includes cognitive opening, religious seeking, frame alignment, and 
socialization.18 

Additional Reading 
Forest, James J.F. The Making of a Terrorist: Recruitment, Training, and Root 

Causes. Westport, Conn.: Praeger, 2005. 

International Crisis Group. “France and its Muslims: Riots, Jihadism and 
Depoliticisation.” Brussels, March 9, 2006. 

Kohut, Andrew, et al. The Great Divide: How Westerners and Muslims View 
Each Other. Washington, D.C.: Pew Global Attitudes Project, June 22, 2006. 

For future reference, Scott Atran and Marc Sageman will be conducting a three-
year project to examine terrorist plots hatched in Europe, to trace the evolution 
of their networks, and to compare them to case controls that did not evolve into 
terrorism. The project will include interviews throughout Europe, Africa, and 
the Middle East after reviewing trial and investigative transcripts (talks with 
lawyers of accused terrorists) and interviews with friends, family, and others. 

                                                 
18 Quintain Wiktorowicz, “Joining the Cause: Al-Muhajiroun and Radical Islam,” (paper presented 
at Yale University conference, “The Roots of Islamic Radicalism,” New Haven, Conn., May 8–9, 
2004), http://www.yale.edu/polisci/info/conferences/Islamic%20Radicalism/papers/wiktorowicz-
paper.pdf. 
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Lessons Learned in 
Developing and 
Managing a TIN 
 

The CSIS Trusted Information Network (TIN) provided an experimental, 
operational platform for researching collaborative dynamics on intelligence-
relevant problems with multinational, nongovernmental experts. The work 
conducted throughout the past year provided useful lessons in managing and 
directing a group of experts that in part can be applied to future TINs against a 
range of national security problems. The TIN model is an iterative process that 
will be refined over time as various focused networks experience a variety of 
group dynamics, technologies, research topics, levels of effort, and most 
importantly, fixed or unknown time and resource availability. 

Framework Model 
The TIN prototype comprises three key elements. First is its diverse membership. 
CSIS identified experts who would provide broad, cross-cultural, multinational 
context to a set of problems. Consensus on findings was not sought. The TIN’s 
implicit value is in generating new insights on a problem, facilitating peer review 
of those contributions, and then guiding the TIN toward additional, fruitful 
exploration. The TIN not only identifies knowledge gaps but also develops ways 
to interpret information gained. It is intended to expose analysts and policy 
makers to a variety of alternative frameworks for thinking about complex 
strategic problems. 

Second, while the TIN seeks information through open source materials, it 
remains a closed network—as opposed to a free-access network. The TIN can 
invite others into the network as needed, while also tapping other open networks. 
This enables the TIN to selectively access information while maintaining control 
over membership and direction. By reaching beyond the TIN to leverage the 
expertise of other networks, the TIN in essence becomes “a network of networks.” 

Third, in a world of CNN, blogs, YouTube, MySpace, pod casts, wikis, 
streaming videos, instant messaging, and online social networking where 
information streams in daily, the TIN performs as a steerable information 
collector that extracts relevant data. This minimizes the time and resources spent 
on searching an array of sources. 

This framework was integrated within a technology platform enabling the 
sharing and analysis of open source information within the globally distributed 
membership. As an experimental model, CSIS learned through trial and error 
what was and was not effective, all the while keeping in mind the three key 
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elements of the TIN framework. CSIS not only gained substantive knowledge 
from the group’s expertise but also insights on the management of the TIN and 
the technology that enabled this research collaboration. 

Key Roles within the TIN 
The TIN is, by and large, a social network composed of 24 members divided into 
three distinctive roles: participants, advisers, and moderator.1 The participants 
formed the core membership. They are the subject matter experts that conducted 
the research and engaged in the project discussion. Advisers remained primarily 
external from the participants, providing an outsider’s perspective on the TIN, 
although some engaged in the online discussions. As a prototype for the 
intelligence community (IC), the advisers provided guidance on the information, 
insights, and process of the TIN that may be relevant to the IC. 

The level of contribution from the participants is a key factor in the network’s 
success. This may seem self-evident. However, maintaining momentum in the 
network was constantly addressed as TIN activity ebbed and flowed throughout 
the course of the project. The moderator, therefore, plays an essential role in 
managing the TIN by stimulating discussions among the members, developing 
research agendas, monitoring member responses, and seeking further analysis on 
specific issues. Analysts support the moderator in managing incoming and 
outgoing data, interacting with the members and responding to help requests, and 
reviewing, synthesizing, and analyzing the discussions posed by the members. For 
a network of 24 people, staff support should include one full-time moderator and 
at least two full-time analysts to successfully manage a TIN. 

The Online Collaborative Tool2 
Social software tools are increasingly available on the open Web providing the 
technological backbone for collaborative networks. At the time this project was 
launched, CSIS built the TIN on the Microsoft platform, Groove.3 The selection of 
this application was based on availability, time, and simplicity of use. However 
there are numerous alternative collaborative packages that offer a variety of 
advanced cross-cutting features (for a sample of collaborative packages see 
appendix 5). 

                                                 
1 Wherever possible, participants, advisers, and the moderator are specifically referenced 
throughout this chapter. CSIS or “staff” refers, in this chapter, to the combination of the moderator 
and analysts; the term “members” refers to the TIN membership as a whole. 
2 CSIS does not sponsor or endorse any technology system cited in this report. Technology used or 
considered for this project was based on funding, resources, time, and availability at the time of 
the project. TIN advisers, along with BAE systems analysts, conducted research on technology 
solutions considered for future TINs. Some of these alternative and enhanced solutions are 
highlighted in the appendices of this report. 
3 CSIS purchased the license for Groove Virtual Office Professional Edition Version 3.1a. Any 
problems with this software, as discussed in this report, reflect the software version used at the 
time the project was launched. Microsoft has since enhanced the software’s features and 
capabilities. 
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For those with intermediate-level technology skills, Groove is easy to grasp 
and is a relatively powerful tool. However, others may find this unfamiliar system 
more difficult. Given the range of technical skills among the TIN members, CSIS 
erred on the conservative side and modified the Groove workspace to include four 
simple features to enable communication and information sharing. 

Discussion Space 
The discussion space presented expert insights and was the primary feature of the 
TIN. This tool is similar in format to online forums (see figure 6-1). The 
moderator posted seven key research questions periodically over the course of the 
project to provoke an exchange of ideas between the TIN members (see chapter 5 
for insights from TIN questions). Each moderator question was followed by a 
series of responses from the members, which prompted further questions and 
deeper analysis of the discussion topic. However, members could respond to any 
question at any time during the project, such as when a previous question was 
revisited or when a less-active member would become reengaged in the 
discussion. 

 

 Figure 6-1. TIN Discussion Tool 

 

File-sharing Repository 
The second feature included a file repository where members submitted 
documents to be shared among one another (see figure 6-2). This feature allowed 
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for follow-up inquiries and often contained copies of the materials posted on the 
discussion space. To reduce the burden of reviewing large volumes of data from 
the file repository, members were required to contribute only those materials they 
considered pertinent to the discussion. With larger documents, members were 
asked to cite specific pages most relevant to review. This approach placed the 
onus on TIN members to ensure the importance of the materials submitted. 

 

 Figure 6-2. TIN Files Tool 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Postings to the discussion space and file repository included first-hand 
interviews with outside experts, publicly available articles, member comments, 
book or report reviews, summaries of conference proceedings, translations of trial 
transcripts, analysis from a participant’s own ongoing project, and other relevant 
materials. Several participants provided valuable research reports and articles to 
the TIN prior to having them published. 

E-mail 
In addition to the question-driven discussion space and file repository, the 
workspace offered an internal e-mail. Members used this feature most often to 
communicate with each other, with the moderator, and staff (for substantive 
discussions, as well as administrative and technical matters). The e-mail system 
also enabled members to test ideas among selected participants before broadcast 
to the larger membership. 
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Persistent use of the e-mail system created a problem for the TIN staff, 
however, which relied on capturing all communications shared among the 
members for analysis. There was no way of knowing the extent to which TIN 
members were using the e-mails to communicate (except when broadcast to the 
full membership); using shared personal files that were not stored in the file 
repository; or using other communication infrastructures outside of the TIN (such 
as personal e-mail, instant message, etc.). 

E-mails in Groove are stored in a history log, but they reside on individual 
member computers—not accessible to CSIS staff. Groove enables users to export 
their e-mail history log into a shared workspace, but this would require members 
to take the initiative to perform this action. While a possible solution, it was not 
necessarily efficient for the TIN. A more comprehensive approach to capturing 
and analyzing e-mail communications would need to be considered for future 
TINs. 

The workspace also allowed participants to know which members were online 
and active in the workspace. This was significant, as it allowed members to send 
an e-mail that would, in all likelihood, receive a response in near to real time from 
those active in the workspace. 

While instant messenger was also available, members were deterred from 
using this feature as there was no way to retain and store records. It also required 
immediate attention from members, which was problematic for those who 
operated in different time zones and with busy schedules. 

Web Sources 
The TIN also included a space for members to add links to Web sites they used 
most often in their research and as references (see figure 6-3). These sites 
included blogs, media sources, U.S. and foreign governments, think tanks, and 
institutions such as the counterterrorism blog, PBS Frontline documentaries, 
Foreign Broadcast Information Service (FBIS), and many others. Although TIN 
members on occasion used this space, it never reached the full capability it was 
originally intended for. (Additional options are covered below in the “Enhanced 
Features for Future TINs” section of this chapter.) 

TIN Activity 
The amount of TIN activity directly correlates to whether contributors find useful 
input in the network in their day-to-day life. Therefore, it is imperative that the 
TIN’s interface seamlessly transition from the work of the TIN to the members’ 
daily work and that the discussion and direction of the project remain timely and 
relevant. 

Following the TIN launch, several documents in the file repository were 
submitted in a relatively short period of time. This was joined by an extensive 
dialogue in the discussion space, which suggests the high degree of enthusiasm at 
the project’s start. Following the first few months of heightened participation and 
interest, the TIN then experienced periods of inactivity. Discussion tempo 
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increased following a major foreign policy or terrorist event, prompting by the 
moderator, actions of TIN members themselves, or when a new moderator 
question was posted to the discussion space. This final point is significant. 

 

 Figure 6-3. TIN Web Links Tool 

 
Each new moderator question was posted after there was a clear decline in 

activity, suggesting the previous query had reached a sufficient level of response 
and insight from the membership. While CSIS designed a structured set of 
questions for the TIN, it left the members to decide on the amount of time 
allocated to each question. The premise was to offer a free flow of discussion 
among the members until the question had reached exhaustion. In most online 
social networks, this format would work. But given the project timeline and the 
busy schedules of the TIN members, this unstructured approach was not the most 
efficient use of the members’ time. Members would have been better served if 
they were given specific deadlines for responding to questions. This does not 
mean to say that members could not return to a previous discussion, especially if 
it warranted further analysis after a major global event. 

During each period of prompting by the TIN moderator, significant activity 
resumed. Personal phone calls and e-mails engaging members often led to 
postings, file submissions, or intra-group communications. This again reinforces 
the essential role of the moderator in managing and maintaining momentum 
within the network. 
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The group bifurcated into those who were active and regularly involved in the 
dialogue and those participants who were occasionally active but did not 
incorporate the TIN into their daily work activity or responsibilities. When 
individuals are brought into a collective social environment, their level of 
commitment and participation within the group will always vary. It is no surprise 
to find that over time, frequent contributions to a network coalesce around a 
smaller set of individuals. Roughly 50 percent of the TIN participants comprised 
this core group, which is in line with other collaborative networks. 

The most frequent contributors participated in bursts of activity, sometimes 
three to four comments per week, along with document submissions and e-mails 
to the moderator and other members. The amount and nature of e-mails was 
unknown as there was no requirement to account for this activity. 

“Research on Research” 
The goal of the TIN was to broadly highlight important open source information 
and research that had not yet been brought to bear on counterterrorism efforts. 
The TIN, as one participant described it, engaged in “research on research” to 
which participants added their own work and insights and where analysis was 
conducted on the information gathered. Given time constraints, TIN members 
were not expected to pursue extensive in-depth research, although a number of 
TIN participants were intrigued by issues raised and comments made in the 
discussion and sought opportunities for deeper analysis. Others though, felt that 
commenting on the posted questions and on what resources existed was all they 
could manage with their schedules. 

At the project’s mid-point, CSIS solicited three to four members to conduct 
more in-depth analysis and to contribute materials from their on-going work. This 
offered selected members a defined task and greater sense of ownership of the 
project. This approach was partially successful, but more time would have been 
required to evaluate its impact on the network. At least three participants provided 
consistently deeper analysis with little prompting. Their submissions were of 
great value to other members on account of frequent travel to global trouble spots, 
their in-depth subject knowledge, and their access to sources. 

One TIN adviser suggested that future TINs, or similar collaborative 
networks, should establish a formal mechanism for generating and then 
challenging “alternative competitive hypotheses.” Essentially, this is at the heart 
of the TIN model and did in fact take place. However, a more structured method 
is recommended to reach this goal. The diverse multinational membership 
selected for this TIN naturally resulted in challenging findings and produced 
healthy debates. Significant activity in the TIN increased during these periods of 
provocative interaction. Some of these responses addressed issues such as 
Europe’s approach to radical violence, the notion of homegrown terror groups 
needing to pilgrimage to Pakistan, and the value of deploying countervailing 
pressures to Islamist extremists in Europe. 

Another suggestion for future TINs is to evaluate changes in opinions and 
thoughts from the membership and determine how new knowledge obtained in the 
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TIN may have changed members’ way of thinking about a problem. Such an 
analysis would provide an interesting comparative yardstick to measure the TIN’s 
impact. 

Project Meetings 
CSIS staff conducted three meetings with the full membership during the project. 
This brought the TIN together face-to-face, which reinforced community building 
among the membership. 

At the inaugural meeting in March 2006, members discussed the goals of the 
project and their individual perspectives on the overall project focus. This gave 
the members a sense of each other’s ongoing work and expertise. The group also 
adopted the following set of guidelines (“rules of the road”): 

 The TIN discussion is not for attribution. Members should not quote others in 
their own work without permission from the TIN member. 

 No unauthorized access to the TIN from non-TIN members. 

 Members must refrain from negative comments on other members’ work, 
responses, and postings. 

 The TIN is for increasing knowledge, not for simple debate, or to reach a 
consensus. Identifying knowledge gaps and the means for filling those gaps is 
the goal. 

 After submitting comments or opinions on a member’s posting, it must be 
followed with a question on the issue raised. 

 Members can contribute as often as they want to the workspace. At a 
minimum, members should contribute once per week to ensure uniform and 
up-to-date engagement. 

 Members may opt out of being referenced in the final project report. 

Each member was given a laptop for use throughout the project.4 CSIS also 
provided a two-hour training session on the collaborative software. The 
workspace was pre-populated with data to allow participants to gain a feel and 
understanding of the workspace. 

In October 2006, TIN members met in Brussels, Belgium, to review and 
evaluate the first six months of the TIN and determine next steps for the 
remaining half of the project. At the conclusion of the project in June 2007, TIN 
members convened in Washington, D.C., for a final conference on project 
findings. 

Membership Incentives 
One of the key issues raised during numerous project briefings with interested 
outside parties (see list of TIN briefings in appendix 2), concerned participant 

                                                 
4 TIN participants and advisers were allowed to keep the laptop as compensation following the 
conclusion of the project. 
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incentives. This is a difficult question to answer as there is no perfect incentive 
package. Each participant will find different value in the network, thus a 
particular incentive may be more enticing to one individual than another. 

For this project, TIN members were provided with a laptop to keep, two trips 
to Washington, D.C., and one trip to Brussels, Belgium. The most active members 
also received a small honorarium of $2,000. 

These are valuable inducements but not necessarily as important as two other 
incentives. A key benefit to participants is the network’s substantive content. 
CSIS learned that simply establishing relationships among the TIN experts was of 
significant value to them. Furthermore, it was clear that the core membership 
found real value in the discussion topics, whereas two members were more 
interested in the threat in the Middle East and less interested in the Euro-centric 
discussions. 

Second, and most important to senior-level experts, is the degree to which 
their work impacts policymakers and analysts. As a test bed for an open source 
network of trusted experts, only nongovernmental specialists were chosen. CSIS 
believed participants would not contribute to the network if government 
intelligence analysts were directly involved at the outset, and we were cautious on 
this issue on behalf of the TIN membership. However, TIN members were well 
aware that CSIS conducted briefings with the intelligence community throughout 
the life of the TIN and that the goal of the project was to create a model of 
interaction that would eventually include government analysts. Upon soliciting 
TIN participants on whether they would be interested in participating in a future 
TIN with direct interaction with members from the intelligence community, CSIS 
was surprised to learn that all but two participants would participate. 

Key Insights and Recommendations 
Future Trusted Information Networks will invariably have different dynamics and 
relationships. This may be influenced by the composition of the group, such as 
one in which government analysts were also participants. Future TINs may also 
receive greater incentives including more extensive research, analysis, resources, 
and time commitments. They may also include more enhanced workspace 
features for easier analysis, data collection, and discussion review. There is no 
one size fits all when developing a TIN. However, the lessons learned and 
methodologies developed from CSIS’s TIN prototype provide a basic foundation 
on which future TINs can be established. Aside from various points discussed 
earlier in this chapter, this section provides key recommendations and suggested 
methodology for preparing and managing a TIN. 

TIN Preparation 
Future TIN development should be based on specific criteria that must be defined 
at the outset of the project. These criteria will determine the goal of the TIN, 
expert membership, level of effort, and the format of the agenda. This will also 
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determine the technology tools and features, as well as administrative controls for 
managing the online collaborative software. 

Identify the Stakeholders. Though the project was funded by foundations, 
private corporations, and foreign governments, CSIS managed the TIN with no 
outside influence from its supporters. All decisions on posted questions, member 
selection, and TIN conduct and procedures were determined by CSIS staff. Future 
TINs, however, may include multiple players whose roles may have direct 
influence on the decisions and direction of the project. Defining the roles for each 
stakeholder is essential to avoid potential issues arising later in the project. 

Define the Objective and Mission of the Project. The goals and objectives of 
the TIN will drive question formulation, frame the discussion and research 
agenda, and aid in choosing appropriate participants. Additional questions may be 
identified if deeper analysis is sought. CSIS chose a series of questions that were 
revised throughout the course of the project. TIN members were often solicited 
for their feedback and suggestions for follow-on questions. 

Select the Appropriate TIN Membership. The topic for the project will largely 
determine the TIN membership. The composition of CSIS’s TIN included a broad 
spectrum of multinational, nongovernmental experts with diverse political 
perspectives and opinions on the project topic. The formation of a group of like-
minded members can be expected to produce consensus and unchallenged 
hypotheses. This defeats the value of a TIN, which is developed to raise new 
knowledge and alternative frameworks for analysis. 

Transparency was another important criteria for membership participation—
all members were declared and their primary affiliation known. Information and 
discussion materials on the workspace were also contributed only by members. At 
the conclusion of the project, CSIS solicited TIN members on whether 
anonymous participation would encourage them to share ideas in a more candid 
fashion and whether they would trust information provided from an anonymous 
source. In both cases, most of the TIN members felt they would neither participate 
in a network anonymously nor trust an anonymous source. A few, however, 
indicated they would trust an anonymous source only if the source had been 
validated prior to participation on the network. This issue will need further review 
when future TINs are developed in collaboration with the intelligence community. 

Develop Incentives for TIN Membership. Most successful online social 
networks comprise those who voluntarily join the group and find value in their 
participation. These types of networks often do not have a predefined agenda or 
timeline and are free flowing in format compared to a structured TIN. Suffice it to 
say, identifying an appropriate incentive package before the launch of the TIN 
will probably influence the type of participation and specific individuals who 
agree to join the network. 

Collaborative Technology. Once all the initial criteria have been established, 
specific technologies, features, and administrative processes can then be 
implemented. For example, should a future TIN be accessible to the public in 
order to solicit the widest variety of available perspectives, which are later culled 
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and evaluated by a core group of researchers and experts in a secondary, private 
environment? Or should access to the TIN remain controlled and by invitation 
only? Should members be able to extend invitations to their colleagues, or should 
only managers be able to invite others into the TIN? The answer to these and 
other questions will influence technological options and development. Training all 
members would also be required to establish familiarity and comfort with the 
online system. Depending on the level and complexity of the collaborative system 
and the competency of the group, retraining may be needed, in addition to regular 
system support to resolve technical issues. 

Enhanced Features for Future TINs 
This prototype TIN was designed with basic features and capabilities in mind. As 
future TINs are developed, more enhanced tools may be considered to provide 
greater technology and membership interaction and dynamics, more efficient 
ways to collect and analyze data, and increased activity among the group. 
Throughout the course of the project, CSIS received feedback from the TIN 
members on their experience with the workspace and solicited suggestions for 
improved features. 

Integrated Technology. Future TIN technology development will need to 
consider how the TIN can be integrated into the regular work activities and 
infrastructure of its members. An advantage of the TIN is its inclusion of external 
experts who possess unique experiences and insights. But the problem is that such 
experts are in high demand and have multiple commitments. Better integration of 
TIN technology and resources (e.g., access to databases, expertise, etc.) with the 
participant’s work style and workload can facilitate TIN participation. Such 
technologies may include the creation of a Web-based system that provides a 
portal giving members access to specific databases or search services and both 
private and public discussions. While members were pleased with the existing 
Web links tool in the TIN workspace to access blogs and other electronic 
information nodes, a more enhanced portal, as suggested, should be considered in 
the future. 

Translation Software. The materials collected and analyzed in the TIN came 
from English-language sources. However, a few participants provided translations 
from news articles, as well as interviews they conducted with foreign nationals—
French was the primary foreign language translated. While this was extremely 
useful, the TIN was dependent on those individuals with the time and capability to 
translate materials for the group. The topic for this project, by definition, required 
multiple language capability, which was a challenge for the TIN due to time, 
money, resources, and available tools. Translation software would enable the TIN 
to access unique and valuable materials unavailable through English-language 
sources. One of the key sources of information not often cited is terrorist trial 
transcripts. Court transcripts provide a wealth of information on the background, 
motivation, and formation of terrorist groups. For the purpose of this project, a 
thorough exploitation of court transcripts would have required reviewing those 
from Spain, Germany, France, Italy, etc. 
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Free-flow Comment Space. The value of the TIN is in providing unique insights 
and experiences frequently unavailable to the intelligence community. Though not 
directly related to any of the seven specific TIN questions, the network received 
information and analysis that former intelligence officials on the TIN described as 
both high quality and novel. Members suggested adding a space for “free 
comments” on unstructured thoughts and insights. These interesting insights 
would otherwise be lost within the confines of a structured set of questions. 

Online Experts—The YouTube Generation. Some TIN members recommended 
inviting younger participants (e.g., those in their 20s—the “YouTube” 
generation), who specialize in online content. CSIS ventured into this realm by 
having a young German analyst explore www.Muslim-Markt.de, a Web site for 
German-speaking Muslims in Germany, Austria, and Switzerland. Most of the 
discussion on this youth site focused on Palestine, politics, food, culture, fashion, 
and sports. These public conversations offered real-life impressions and 
sentiments on issues covered by the TIN. Having TIN members who could have 
regularly reviewed (or who in fact operate) such Web sites would have provided 
great value to the project. 

Video and Audio Conferencing. TIN information sharing and communication 
was driven primarily through the use of text.5 Video and audio conferencing 
offers a more creative, real-time, interaction among the members. CSIS 
experimented with this approach using VSEE.6 Time constraints prevented a full 
implementation of the video capability, although it briefly demonstrated great 
promise for improved social collaboration. During this experiment, members 
suggested inviting guest speakers to the TIN for a one- or two-hour question-and-
answer session. These outside experts can converse on issues directly relevant to 
the TIN research and provide an additional level of interaction for the group. In 
the context of this project, suggested guests included a British Metropolitan Police 
Service officer working within a Muslim neighborhood, a specialist in juvenile 
online networking, a prison social worker, and a community social service center 
coordinator. 

Scalability and Technological Infrastructure. Microsoft Groove stores 
information locally on each member’s computer, limiting the quantity of 
information that can reasonably be managed. Pushing gigabytes of data to all 
members in a workspace can overwhelm infrastructure and storage devices. 
However, many data analysis technologies exist that operate on very large 
databases and datasets (gigabytes, terabytes, and petabytes). These tools may be 
useful in developing and searching for complex relationships and patterns, testing 

                                                 
5 TIN moderator Tom Sanderson contacted participants via phone to solicit research ideas and 
prompt those participants who had been absent from the TIN. The moderator also convened 
private meetings with TIN advisers to discuss the progress of the TIN and received guidance on 
next steps. Technical issues were often resolved over the phone and, on occasion in person, 
between CSIS staff and TIN members. 
6 VSEE Lab is a real-time video communication and collaboration software that enables video 
conferencing, screen sharing (with drag and drop file sharing), Internet co-browsing, text chat, and 
full recording capability using low bandwidth. 
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hypotheses, or even characterizing the diversity of views within a community. 
These capabilities would be helpful for future TINs, which will likely require a 
different technological infrastructure. 

Evaluation Measurements and Methods. As a prototype collaborative tool, the 
TIN was relatively small in scale based on the number of participants and the 
amount of data and resources available. BAE Systems conducted preliminary 
quantitative and qualitative analysis on the collaborative workspace, which 
provided some interesting insights.7 CSIS anticipates future TINs will be larger in 
scope and will likely require more sophisticated and automated tools to provide 
real-time perspectives on the dynamics of participation, activity, and 
collaboration. These tools can evaluate the collaboration patterns of a network’s 
contribution and enable the group to measure, in part, its effectiveness. 

An additional evaluation method, one requiring no technical implementation, 
may include inviting outside experts to apply a “cold eyes” approach to reviewing 
TIN content. These additional experts, with no relationship to the network, could 
be brought in on an ad hoc basis to analyze the content. 

Final Note 
The CSIS TIN proved to be a successful working model for an open source social 
collaborative network of diverse, nongovernmental experts. As with any 
experimental project, expectations were high, and CSIS continued to course 
correct as it developed its methodology and process. Some key points to consider 
for the future include: 

 The value of the network is only as useful as the information put into the 
network, and the level of activity and collaboration is dependent on relevance 
to the participants’ own work. Activity on the network is reinforced when the 
content from the network seamlessly transitions to the participants’ work 
agendas. 

 Success is achieved when realistic expectations are maintained, especially 
with regard to the limitations of a network. All collaborative groups will 
eventually consolidate to a core group of participants. 

 Consistent prodding from the moderator will help maintain momentum in the 
group although it is inevitable that activity may ebb and flow throughout the 
course of the project. Developing creative alternative dynamic interactions 
will reinforce membership involvement in the network. 

 Accessibility and technological ease of use with the workspace technology 
will directly affect membership activity. If members are uncomfortable with 
the technology, they will be less interested in using the system. 

                                                 
7 BAE Systems conducted data analysis compiled via Groove’s Application Program Interface 
(API), which allows software developers to write programs that communicate with Groove using 
commands developed by Groove’s programmers. Some of the analysis was also conducted 
through manual review. 
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 Senior-level experts are eager to make an impact on policy and analysts and 
would ultimately participate in networks they feel will be of value to the 
policy community. This type of incentive reinforces “buy in” to the TIN 
process. 

 Finally, there is no one size fits all. The TIN model is an iterative process that 
will continue to be modified and refined as new TINs are developed and new 
lessons are learned. 
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Conclusion and Looking 
Ahead 
 

Two forces are converging that demand expanded and organized collaboration 
between government analysts and nongovernmental experts. They are the vast and 
ever-increasing flow of information and the host of transnational threats that 
challenge governments as few adversaries have in the past. 

The U.S. government and many of its allies remain burdened by Cold War–
era regulations concerning outreach and access to experts without security 
clearances. While an effort to modify these rules is underway, it is important to 
accelerate the process of bringing more people into the tent of government 
analysis. 

Though trusted networks of experts can provide great benefits to intelligence 
and law enforcement communities, the advantages clearly extend in both 
directions. Many nongovernmental specialists, academics, and private-sector 
representatives are eager to make an impact on national security problems (and 
some do so, on an individual basis). Outside perspectives and resources can add to 
what is often only a partial understanding of patterns and trends across a range of 
threats. Furthermore, these specialists can offer alternative, competitive 
hypotheses to challenge conclusions borne of the “group think” that often befalls 
close-quartered government analysts. 

The CSIS Transnational Threats Project embarked on this effort with the 
sincere aim of offering a model to governments to overcome some of these 
challenges. It is our hope that new initiatives will be undertaken to establish 
expert networks or “sounding boards” to meet these needs. Indeed, those who 
have mastered open sources on subjects of great concern to governments can play 
an important role in national security. The content is out there, but organizational 
culture and bad habits remain obstacles to sufficient exploitation. 

As the Transnational Threats Project engages intelligence and law 
enforcement communities from the United States, Australia, Singapore, Norway, 
and other countries to expand and advance the TIN model, we welcome your 
input. 
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TIN Discussion Question 5 
Are there Lessons from Counterinsurgency 
Doctrine that Can and Should Be Applied to 
Counterterrorism? 
 
Following is the core dialogue that took place among TIN members Scott Atran, 
Jonathan Winer, Maha Azzam, Suzanne Spaulding, and Aaron Frank. 

Thomas Sanderson (Moderator), September 12, 2006 
Given recent experiences in Afghanistan and Iraq, and what we are now seeing in 
European cities and Canada, are there lessons from counterinsurgency doctrine 
that can and should be applied to respond to global terrorism? What are they? To 
what extent are they being adopted? To what extent are they relevant? What are 
the plusses and minuses of adopting them? To what extent is that feasible? 

Jonathan Winer, September 25, 2006 
Below are some lessons, perhaps, from a recent U.S. Army War College analysis 
of insurgency and counterinsurgency published in the fall of 2004. 

The French situation would seem perfect for an exploration of whether going 
beyond normal law enforcement operations to counterinsurgency may have 
applicability to homegrown Islamic extremism in particular locales where respect 
for existing social norms is being threatened by countercultural and 
counterpolitical values oriented around an ideology that justifies violence. 

These relevant excerpts from recent counterinsurgency doctrine were issued 
by U.S. military analysts with Iraq and Afghanistan in mind, not extremist 
enclaves in Western Europe. The question is how much of this kind of thinking 
could apply to domestic, localized threats, who view themselves as part of a 
“global insurgency” against the Christian West. From the point of view of a 
young Islamic extremist living in Parisian suburbs, the term “occupied France” 
may have a very different meaning from the one we ordinarily give it, meaning 
something closer to the term “occupied Palestine.” 

The concepts of counterinsurgency outlined in the U.S. Army paper below 
would seem, I think, to be applicable to the French situation. It is not clear to me 
whether the French government is thinking this way about it. 

Because insurgents attempt to prevent the military battlespace from becoming 
decisive and concentrate in the political and psychological, operational design 
must be different than for conventional combat. Specifically, the U.S. military 
and other government agencies should develop an effects-based approach 
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designed to fracture, delegitimize, delink, demoralize, and deresource 
insurgents. To make this work requires an independent strategic assessment 
organization composed of experienced government officials, military officers, 
policemen, intelligence officers, strategists, and regional experts to assess a 
counterinsurgency operation and allow senior leaders to make adjustments… 

Mounting global discontent arising from globalization; the failure of 
economic development to keep pace with expectations; the collapse of 
traditional political, economic, and social orders; widespread anger and 
resentment; environmental decay; population pressure; the presence of weak 
regimes; the growth of transnational organized crime; and the widespread 
availability of arms are making insurgency common and strategically 
significant. This significance is likely to continue for at least a decade, 
perhaps longer… 

At some point every insurgency must open direct operations against the 
regime in order to succeed. This can take the form of guerrilla warfare, 
terrorism, assassination of officials, sabotage, and other types of irregular or 
asymmetric violence. At the same time, the insurgents must continue to 
improve their skills, learn their craft, accumulate resources, and mobilize 
support. They may do this by cultivating external alliances, smuggling, 
robbery, narcotrafficking, kidnapping, black marketing, money laundering, 
counterfeiting, merchandise pirating, illegal use of charities, racketeering, and 
extortion. They may buy arms, obtaining them from ideological allies, or 
capture them from government forces. Most―but not all―insurgents also 
seek to augment their legitimacy, mobilize greater public support, and in some 
cases, expand their international acceptance. 

Insurgents have a variety of methods to do this, including propaganda, 
information warfare designed to popularize the perception that they are 
seekers of justice forced into violence by the unwillingness of the regime to 
give them a voice in the political system, actions which demonstrate that they 
offer a better alternative than the regime, and simple boldness and courage—
“armed propaganda”―designed to demonstrate the incompetence and 
brutality of the regime. In any case, insurgents inspire resistance and 
recruitment by defiance, particularly among young males with the volatile 
combination of boredom, anger, and lack of purpose. Insurgency can provide 
a sense of adventure, excitement, and meaning that transcends its political 
objectives. Thus the greater the pool of bored, angry, unoccupied young men 
in a society, the more fruitful ground for insurgent organizers to work. The job 
of mobilizing support and acquiring resources is even easier for insurgents in 
a liberation conflict since they can draw on the inherent dislike people have of 
domination by “outsiders.” As Khair al-Din Hasib, the “father” of pan-Arab 
nationalism, stated, “Whenever, wherever there is occupation, there will be 
resistance.”… 

Starting an insurgency is easy. A dozen or so dedicated radicals with 
access to munitions and explosives can do it. Building an effective 
insurgency, though, is difficult. History suggests that it requires a specific set 
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of conditions. The importance of these is determined, in part, by the 
effectiveness of the regime. When facing a determined regime with an 
understanding of counterinsurgency and the resources to undertake it, all of 
these conditions must be present for any degree of success by the insurgents. 
When facing a weak, disorganized, corrupt, divided, repressive, or ineffective 
regime, insurgents can overcome the absence of one or even several of the 
conditions. 

The most basic precondition for insurgency is frustration and the belief 
that this cannot be ameliorated through the existing political system. This may 
be widespread among a population or limited to a radical elite which then has 
to convince the more passive population of the need for violent change. A 
conspiratorial history and culture are also important. In such societies, 
insurgents can utilize or take over existing patterns of underground activity, 
webs of secret societies, or widespread criminal activity. A society already 
accustomed to conspiratorial activity is a naturally fertile ground for 
insurgency… 

One additional strategic factor merits consideration: some strategic 
thinkers contend that the United States is now facing the first insurgency of a 
global scale―created by the interlinkage of multiple national 
insurgencies―led by a network motivated by radical Islam. The Global War 
on Terrorism has all of the characteristics of an insurgency: protracted, 
asymmetric violence, ambiguity, dispersal, the use of complex terrain, 
psychological warfare, and political mobilization designed to protect the 
insurgents and eventually alter the balance of power in their favor; avoidance 
by insurgents of battlespaces where they are weak and a focus on those where 
they can compete, particularly the psychological and the political. The 
insurgents are fighting a total war with limited resources; the 
counterinsurgents are self-restrained by ethics and a desire to control costs. 
This belief suggests that the appropriate American response is to build a grand 
strategy modeled on counterinsurgency which reflects the differences between 
national and liberation insurgencies… 

Because insurgents attempt to prevent the military battlespace from 
becoming decisive and concentrate in the political and psychological, 
operational design must be different than for conventional combat. One useful 
approach would be to adopt an interagency, effects-based method of 
counterinsurgency planning focused on the following key activities: 

 Fracturing the insurgent movement through military, psychological, and 
political means, to include direct strikes, dividing one part against another, 
offering amnesties, draining the pool of alienated, disillusioned, angry 
young males by providing alternatives, and so forth. Relationships within 
insurgent movements are not necessarily harmonious. Cabals within the 
insurgency often vie for leadership or dominance. Identifying these rifts 
and exploiting them may prove to be a coup for the counterinsurgency 
strategy; 
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 De-legitimizing the insurgent movement in the eyes of the local 
population and any international constituency it might have; 

 Demoralizing the insurgent movement by creating and sustaining the 
perception that long-term trends are adverse and by making the lives of 
insurgents unpleasant and dangerous through military pressure and 
psychological operations; 

 De-linking the insurgent movement from its internal and external support 
by understanding and destroying the political, logistics, and financial 
connections; and 

 De-resourcing the insurgent movement both by curtailing funding streams 
and causing it to waste existing resources.1 

Scott Atran Response to Jonathan Winer, October 30, 2006 
I’m not sure this analysis is relevant to Europe. A military analysis might lead to a 
military solution, which is the wrong type of solution to discrimination against the 
migrant population. I suggest people read the court transcripts of the relevant 
cases in Europe. Even on cursory inspection you will see that classical 
counterinsurgency strategies could well be practically worthless. What the NYPD 
is doing is the strategy I know that is most appropriate to the situation in Europe.2 

Jonathan Winer Response to Scott Atran, November 1, 2006 
These elements of counterinsurgency, cited in my posting of 9/25, strike me as 
applicable to EU extremist groups, including homegrowns that have limited 
affiliations but which are reaching out for legitimation through movements. These 
strategies may be virtual and Web-based rather than military and physical. Virtual 
counterinsurgency would involve using the concepts of fracturing, de-
legitimizing, demoralizing, de-linking, and de-resourcing through entering their 
online space covertly, and under some circumstances, overtly using third parties. 

Moderator Prompt to the Jonathan Winer and Scott Atran Dialogue, 
November 3, 2006 
It seems there are divergent views on the utility of applying classic 
counterintelligence (COIN) lessons to counterterrorism (CT). Scott, after reading 
Jonathan’s November 1 clarification on his 9/25 posting (that conducting classic 
COIN activities via the Web would in fact be helpful), do you agree with this 
approach? Also, can you suggest a specific court case I/we can check for your 
suggested lessons? I will also prompt a TIN adviser with deep knowledge of the 
online extremist world for their input. 

                                                 
1 Steven Metz and Raymond Millen, Insurgency and Counterinsurgency in the 21st Century: 
Reconceptualizing Threat and Response (Carlisle, Pa.: Strategic Studies Institute, U.S. Army War 
College, November 2004). 
2 The New York Police Department (NYPD) strategy is based on “preventive maintenance,” that 
is, determining “what can we do for the community so that it does not turn to jihad.” Operations 
are also laudable and extensive. 
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Scott Atran Response to Jonathan Winer’s Clarification and the 
Moderator Prompt, November 13, 2006 
I still do not think the counterinsurgency, even as modified by Jonathan, is 
particularly applicable to Europe. My response point by point as follows: 

 Fracturing the insurgent movement through military, psychological, and 
political means, to include direct strikes, dividing one part against another, 
offering amnesties, draining the pool of alienated, disillusioned, angry young 
males by providing alternatives, and so forth. Relationships within insurgent 
movements are not necessarily harmonious. Cabals within the insurgency 
often vie for leadership or dominance. Identifying these rifts and exploiting 
them may prove to be a coup for the counterinsurgency strategy. 

Response: The relationships established are mainly through friends and kin (or, 
increasingly in chat rooms over the Internet, as in the Hofstadt, Toronto, and 
Denmark-Bosnia cases). Madrid is an intriguing example. The police had 
infiltrated every part of the Fakhet-student, Ahmidan-drug, and Trashorras-
dynamite subgroups. But to no practical effect. There is no formal leadership or 
dominance hierarchy to speak of: what you’ve got now is essentially a bunch of 
little Indians with no chief. People gain ascendancy by providing ideas, motives, 
and showing signs of hard-to-fake commitment. For example: Fakhet’s obvious 
Jihadi passion in his preachings in the after-mosque get-togethers on Friday nights 
and then as substitute imam in the Villaverde mosque, and Jamal Ahmidan’s 
sincere conversion to jihad while in prison in Morocco—at least according to the 
intercepted conversations in the trial transcripts. (Marc Sageman and I plan to 
travel to Madrid later in the winter to interview some of the principals who 
survived.) London, Hofstadt, Crevice, Denmark-Bosnia, 7/7, Beghal, and other 
notorious European cases seem to be similarly unhierarchichal and uncabal-like. 

 De-legitimizing the insurgent movement in the eyes of the local population 
and any international constituency it might have. 

Response: What local population? Generally, the local population in Europe 
doesn’t know what’s going on operationally. As for the wider “war on terror,” the 
local population from which would-be jihadis enlist see it as a “war against 
Muslims.” Eight out of 10 believe that the war on terrorism is a war on Islam, 
while a poll conducted under the auspices of the Guardian newspaper found that 
13 percent who said that further attacks by al Qaeda or a similar organization, on 
the United States would be justified. There is “some sympathy”—in polls ranging 
from less than 10 percent to nearly 25 percent—even with motivations for suicide 
attack among a substantial portion of the youth in housing projects (just ride the 
trains in the suburbs of most European cities and you can HEAR the level of 
support). The French government has proposed deporting imams. But imams play 
no role and the government-appointed imams are pretty much a joke as far as the 
ghettoized youth are concerned (besides, most who join the jihad are “born again” 
through the Internet and out-of-mosque contacts). You’ve got to get into the youth 
culture. In Europe, Muslim prison populations are very similar in makeup—and 
for many of the same reasons—as African-American populations in U.S. prisons. 
In the U.S., “gangsta culture” has not only not been de-legitimized but has 
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become mainstream chic; although this hasn’t quite happened for jihadi culture in 
Europe yet, it looks to be increasingly going that way. 

 Demoralizing the insurgent movement by creating and sustaining the 
perception that long-term trends are adverse and by making the lives of 
insurgents unpleasant and dangerous through military pressure and 
psychological operations. 

Response: There are no insurgents to speak of here. Mostly youth disaffected 
from middle class culture who turn to jihad for meaning in life, bring in their 
friends, girlfriends, and cousins and, in very amateurish ways, plan to blow up 
things or kill people. Sometimes they get lucky. But there is no hierarchical 
command and control, and planning tends to be very contingent and haphazard. 
So what “adverse long-term trends” could be conveyed to block movement to 
jihad other than bringing more of them, willy-nilly, into the mainstream middle 
class? Whatever the answer, COIN operations seem to be mostly beside the point. 

 De-linking the insurgent movement from its internal and external support by 
understanding and destroying the political, logistics, and financial 
connections. 

Response: There is very limited—often no—external support for most of the 
operations since Hamburg and Strasbourg. The rest are almost entirely 
homegrown and financed on shoe string budgets that are rarely well planned 
beforehand. These guys tend to run out of money to pay for their cell phones and 
car inspections, but come up with what they need through a thousand and one 
possible avenues (from working overtime in the department store to temporary 
gardening work). So, how do you stop these possibilities from being available? 

 De-resourcing the insurgent movement both by curtailing funding streams and 
causing it to waste existing resources. 

Response: Please read the court transcripts (the only reliable accounts) of how 
these operations are put together and run. Read the phone conversations and the 
way things are planned. There are no major “funding streams” to speak of for 
most of the jihadi groups forming in Europe, so far as our research team can tell 
from following the networks over time. 

Suzanne Spaulding, October 6, 2006 
The counterinsurgency tactics of fracturing and de-legitimizing that are 
mentioned at the end of Jonathan’s post have both been used successfully to 
disrupt terrorist groups in the past. There is ammunition for using these tactics 
today, both within groups like al Qaeda and in the wider battle within the Muslim 
world for hearts and minds. I have posted in my file (CTC-AtiyahLetter.pdf) the 
recently released letter, translated by the Combating Terrorism Center at West 
Point, apparently from a senior member of al Qaeda to Zarqawi. The letter reflects 
many of the same themes as the earlier released letter from Zawahiri to Zarqawi 
but also mentions “fractures” within al Qaeda. In addition, it talks about showing 
restraint now but acknowledges that things will be different when they are 
stronger. 
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Paying attention to the class of religious scholars and shaykhs in Iraq in 
particular, and in the world as a whole, and respecting them as a whole, and 
not opposing any of them, no matter what, and no matter what errors they 
made in shaping the hearts of the public, until such time as God opens the 
way. At that time, we will have another message. 

Thanks to God, what our shari’a allows is a wide scope, including keeping 
quiet and looking the other way until you have total power and control, as I 
said before. In summary, this is the correct Islamic jurisprudence that is very 
important for a person to learn. Among its lessons are when we ought to speak 
and when silence is better; what we should say in every situation, position, 
and stage; what issues we should lay on people and what we should postpone, 
and so forth.3 

Is there a way to use these admissions to de-legitimize al Qaeda? 

Maha Azzam Response to Suzanne Spaulding, November 9, 2006 
This letter to Zarqawi is a reflection of a very important debate about the 
parameters of political activism and violence that is prevalent in many Muslim 
countries today and among Muslim communities. The use of “theological” 
argument as a counterterrorism strategy by the authorities is one that has shown 
positive results in Yemen and Saudi Arabia. On a leading Yemeni Judge Humud 
al-Hattar’s successful religious dialogue with al Qaeda supporters see, Terrorism 
Monitor 3, issue 4 (Feb. 24, 2005), http://jamestown.org/terrorism/news/ 
article.php?articleid=2369320. 

Also of interest may be a chapter I have written on this subject, “The 
Centrality of Ideology in Counter-Terrorism Strategies in the Middle East” in 
James J.F. Forest, ed., Countering Terrorism and Insurgency in the 21st Century 
(book highlights—http://www.teachingterror.net/CT21/index.htm).4 

Aaron Frank Response to the Exchange of Views on Question 5, 
January 18, 2007 
I found the reaction to the issue of aggregating terrorist groups into a global 
insurgency interesting. While I think lumping all terrorists into a single pot is a 
mistake, and am therefore generally sympathetic to the arguments for 
disaggregation, we do in fact see relationships between individuals, groups, and 
goals across multiple conflicts. I am inclined to believe two things: 

1. An effort should be made to match the reasoning processes of terrorists in 
terms of their temporal and spatial thinking—the times and places that matter 
to the terrorists themselves. If social and familial networks bring people into 
these groups, then we need to think about dealing with them at that particular 

                                                 
3 See “Letter Exposes New Leader in Al-Qa’ida High Command,” Combating Terrorism Center, 
U.S. Military Academy, West Point, N.Y., September 25, 2006, 
http://www.ctc.usma.edu/harmony/CTC-AtiyahLetter.pdf. 
4 James J.F. Forest, ed. Countering Terrorism and Insurgency in the 21st Century: International 
Perspectives, vol. 1 (Westport, Conn.: Praeger Security International, 2007). 
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scale. However, al Qaeda’s leadership has shown global and longer timelines 
of thinking in its rhetoric and ambitions. Therefore, an emphasis on strictly 
local, disaggregated interests will miss some important dynamics for some 
portions of the network—most likely its most senior membership and 
charismatic leadership. I suppose that if the pool of recruits dries up, because 
we can address the local grievances, that the global outlook and ambitions of 
the leadership will be rendered irrelevant, but this may not be the case. As 
[Dave] Kilcullen himself noted, individuals motivated by a sense of history 
and adventure may latch onto big and grandiose ideas that may not be easily 
countered or redirected in a local, disaggregated context. 

2. Even if social ties and bonds bring people into groups, I think it is clear that 
the world aggregates conflicts consciously or unconsciously. First, we discuss 
an “international system,” which by definition means that the people and 
places within it are connected to one another, even if only weakly. Second, the 
problem the TIN is dealing with is largely fueled by a combination of 
conflicts in the Middle East spilling over into Europe; demographic and 
economic imbalances between the Middle East and Europe that generate both 
a push and pull on populations bringing them into contact and conflict via 
migration, emigration, trade, etc.; and the perceptions of European Muslims 
about their own historical, religious, and personal identities and place within a 
larger political and cultural system. If they perceive that Muslims are treated 
poorly in other parts of the world, they may still identify with that group and 
take local action to correct perceived problems that reside far away (e.g., 
protests in Europe over the treatment of Muslims in Thailand or Indonesia). 
We know that a major fear of al Qaeda was the possibility that conflict might 
be terminated in Iraq and that insurgents and terrorists would declare victory 
and cease to continue the global fight. While this is supportive of the 
importance of disaggregating multiple conflicts, I do not believe that it 
supports treating them in isolation. Rather, we may want to envision a 
network of conflict that moves ideology, methods, and people from one point 
in space to another over time. Along the way, adaptations and mutations in 
group structure, goals, and practices occur, meaning that no two conflicts are 
identical, yet they remain related. Once we succeed or fail in one 
environment, the question needs to be “what happens next?” Do fighters stay 
home and groups disband? Do they move onto a new front and mutate? 

I guess the point of all of this is that aggregating the war on terror into a 
global, monolithic threat is a mistake. Important interactions and relations do exist 
between conflicts, so treating them in a completely disaggregated, local, and 
independent fashion may be a mistake of a different kind. I think the proper 
perspective is to think about the groups as learning, adapting, and evolving over 
time, each attempting to dominate their particular local environment (the state or 
region they are in). While no single blow can end all conflict, the adaptiveness of 
these groups and communication between them means that they are not operating 
independently or in isolation either. 
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TIN Briefings 
 

A list of U.S. and foreign government agencies (intelligence, law enforcement, 
military), private industry, and academia who were briefed on the CSIS TIN 
project: 

 America Online 

 Australia: Federal Police; Security and Intelligence Organization; Office of 
National Assessments; Defense Intelligence Organisation 

 Belgium: Police; Justice; Intelligence 

 British Petroleum 

 Congressional Research Service 

 Czech Republic: Interior (Police) and Intelligence 

 Embassies of Australia, Belgium, Finland, Germany, Norway, Singapore, 
Sweden, The Netherlands 

 Germany: Foreign Ministry; Federal Police (BKA); Internal Security (BfV) 

 International Studies Association 

 Markle Foundation 

 Open Source Intelligence Forum 

 Poland: Intelligence and Police 

 Raytheon Corporation 

 Singapore: Intelligence 

 Supreme Headquarters Allied Powers Europe (SHAPE) 

 U.S. Central Intelligence Agency 

 U.S. Department of Defense 

 U.S. Defense Intelligence Agency 

 U.S. Office of the Director of National Intelligence 

 U.S. National Security Agency 

 U.S. Representative Rob Simmons 

 U.S. Department of State 

 Walt Disney Company 
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Social Networks1 
The Distributed Trusted Relationship 

The first major act by Admiral Mike McConnell, the new director of national 
intelligence (DNI), was to lay out a “100-Day Plan” for the intelligence 
community. Three of his six objectives addressed the need to improve the quality 
and culture of analysis through enhanced collaboration and information sharing. 
Changes in information tools and the culture of trusted sharing are called out as 
points of emphasis. 

CSIS research has supported intelligence community leadership on these 
points with its Trusted Information Network (TIN). Over the past two years, the 
project sought to identify the human and technical elements of sharing and 
analyzing open source information in a globally distributed network. The CSIS 
concept is to tie together experts from around the world, especially those 
unaccustomed to new technologies, to collaborate on a key question of interest to 
European and U.S. law enforcement and intelligence agencies. The elements of 
this project (trust, information sharing, and networking) were used to demonstrate 
the range of outcomes on objectives such as: the utility of open source 
information to answer a question of importance; the value and uniqueness of the 
information collected, analyzed, and shared; the level of trust, participation, and 
collaboration in such a network; and the utility of social software tools and the 
level of facilitation required. This was a successful experiment on all counts with 
an important level of learning acquired—what worked? what did not work? what 
new information was gleaned?—that will be of considerable value as the 
intelligence community expands its current efforts (Mission Innovation Center, 
Open Source Center, Intellipedia, etc.) in response to the DNI’s mandate. 

In practice, the CSIS Trusted Information Network is open source, but the 
network itself is closed, much like the specialized information-sharing community 
comprising the intelligence agencies. Information received filters out the high 
quantity of noise, tapping into the specific knowledge base of the group. It is not 
so much the need to provide previous knowledge on the subject matter but rather 
the ability to raise the level of understanding among the group members that 
characterizes this effort. This is where the value lies. Further, the type of 
information sought and shared is often of the local, first-person variety, befitting 
Margaret Meade’s exhortation to “smell the dirt” and engage cultures both locally 
and at a distance. Using first-person interviews, academics provided some original 
insights. Peering into overlooked domains, such as local graffiti, music, or video 
lyrics produced by jihadists, these researchers in the TIN sought out surrogate, 
“unobtrusive measures” to gain an alternate take on their question. 

                                                 
1 The paper was written by Richard P. O’Neill, founder and president of the Highlands Group, Inc. 
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Clearly, many networks have long existed to share information, some small, 
ad hoc, and of short duration, and others of long standing. Humans are by and 
large social creatures with a deep-rooted sense of belonging and need to interact 
with others and through that interaction share information of common interest. 
The Internet has broadened the physical realm forming communities of like-
minded people thousands of miles apart. One of the first online communities, 
established in 1985, was a quasi-social experiment called the Whole Earth 
Lectronic Link—the Well. Others most frequently cited (not all empowered by 
information technology) are Mothers Against Drunk Driving (MADD) and the 
National Center for Missing and Exploited Children (NCMEC), which began in 
decidedly low-tech fashion and moved to a highly connected online presence with 
the advent of the tools. 

There are problems to overcome in collaboration and information sharing in 
any enterprise. If this were easy or if there were not organizational and human 
impediments to overcome, Admiral McConnell would not be dealing with the 
issue as a major hurdle in the intelligence community. 

Critics often start from the premise that “the problem” is trusted information 
sharing. But Tim Hoechst, a senior vice president at Oracle and member of the 
Intelligence Science Board, says, “In fact, the actual challenge is a collection of 
countless interrelated problems that fall into three categories: trust, information, 
and sharing. The subcategories are people issues and technology issues.”2 

This is true in the enormous enterprise of the Department of Defense as well. 
John Grimes, the assistant secretary of defense for networks and information 
integration, said in a recent Highlands Forum interview, “First and foremost, we 
have to rid ourselves of the stovepipes and the mentality of ‘data ownership.’ 
Many of the environments we will operate in also require us to ensure we are 
capable of adding unanticipated users (NGOs for example). The good news is that 
our emerging talent base, which skews younger, seems to be more culturally 
attuned to sharing. That is proving to be significant, and I hope it infects the entire 
workforce. Second, and of great importance also, is the old dictum of ‘need to 
know.’ That really limits us. We need to move to ‘right to know’ and ‘need to 
share.’ That is based on trust.”3 

Sharing and collaboration are indeed based on trust and relationships. But we 
are used to the regimes put in place to vet people in physical organizations, where 
relationships are largely face to face. In the examples we are discussing, and what 
CSIS practiced in its project, the focus is on distributed trust relationships in a 
virtual environment, where there may be no face-to-face contact. People are 
learning to communicate and use each other’s information and reputations as 
guides for trust and sharing, and that was certainly the case with TIN. 

One of the underpinnings of the CSIS open source TIN project is that social 
networks are developed around shared interests. Communities share ideas and 

                                                 
2 Proceedings of Highlands Forum XXVIII, “Information Security and Sharing,” April 3, 2006. 
3 Interview with John G. Grimes, assistant secretary of defense for networks and information 
integration, Highlands Forum, December 2006, https://www.hiforum.com. 
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then link to each other. This social network of researchers, academics, journalists, 
and analysts worked on an issue of common interest to them: the roles and 
activities of jihadis in Europe—and what that might mean for intelligence and law 
enforcement—using completely open source material to create and share their 
views. Networks expand around a shared interest and often others are invited in, 
using common interest as an entry card and acceptance into the network based on 
the recommendation of another member. This feature also expands the “edge 
awareness” of interesting, often unique, and overlooked information that adds 
texture and value to a network’s exchanges. Social network analyst J.C. Herz 
suggests that this “can amplify the effects of a single, seemingly irrelevant piece 
of information by flagging it and then placing it into a larger context, turning it 
into ‘group knowledge.’ Everyone knows that everyone else in the group is 
watching. The goal is to increase ‘buzz’—essentially the public discourse about 
information—which then increases the relative value of the product.”4 

A key insight has been that, regardless of the desire to share information in an 
affinity group, the same motivation does not always translate to professional 
networks in organizations. Incentives have been assumed to be valuable, though 
not necessary. In these highly bureaucratic and hierarchical organizations, 
however, patriotism or the essential goodness of sharing valuable information has 
not proved to be a sufficient incentive to share. Professional incentives can offset 
risk and increase trust. Alternatives such as early promotions or financial rewards 
are much more effective and also create an incentive for others to emulate good 
behavior, hence the use of these motivators by the DNI in his plan. He has 
proposed that promotions should be dependent on sharing, and should be coupled 
with disincentives such as demotions (or worse) for hoarding information. 
Incentives must be aligned with organizational priorities, and they should be able 
to demonstrate that the value of sharing exceeds the risks associated with sharing. 
The goal is to create an environment where people can collaborate. 

The emphasis thus far has been on the use of open source information, the 
need for collaboration and information sharing, and the paramount value placed 
on trust in these networks. Technology plays a significant role as well; as Tim 
Hoechst noted above, it is one of the two main subcategories to consider. Social 
software is software that supports group interactions, specifically communications 
and collaboration within groups. It enables many-to-many two-way 
communication; it is asynchronous or synchronous in handling conversations or 
exchanges; it enhances functions such as planning or interpretive tasks; it serves 
to develop consensus within a group; and it generates alternative hypotheses for 
testing. Tools will help discover groups of interest, help people find one another, 
be used on intranets, and add private knowledge management to the mix. All of 
these tools are made valuable by the inherent power of networks and distributed, 
decentralized working. 

                                                 
4 Proceedings of Highlands Forum Enrichment Session, “Social Software and the Department of 
Defense,” April 3, 2003. 
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Chris Anderson, editor of WIRED magazine and author of The Long Tail,5 
writes about power laws of distribution and the value of collaboration. He cites 
three watershed events as making all of this possible: democratized tools of 
production (the PC); lowered costs of consumption, which democratize the tools 
of distribution (the Internet); and the ability to connect consumers to interesting 
niche products and thus elevate those goods (Google, YouTube). This has made 
possible the rise of user-generated content, the touchstone of information-sharing 
enterprises. In exploring the power of these networks, connections, and content, 
Anderson suggests that there are three key lessons: “peers trust peers—peers 
convey authenticity; ants have megaphones—if I talk to you, the rest of the world 
listens in; and you can’t control the conversation—at best, you can influence it.”6 

Projects such as the CSIS Trusted Information Network are important vehicles 
for progress in this realm of social, collaborative networks. They figure to be 
increasingly prominent and important for government, academic, and private-
sector initiatives. 

                                                 
5 Chris Anderson, The Long Tail: Why the Future of Business Is Selling Less of More (New York: 
Hyperion, 2006). 
6 Proceedings of Highlands Forum XXVII, “Strategic Listening,” November 7, 2005. 
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Technology and Concepts 
for Using the TIN to 
Enhance Alternative and 
Open Source Analysis1 
 

Several discussions of the CSIS Trusted Information Network (TIN) have noted 
that an advantage of its approach to intelligence analysis and the framing of 
analytic studies (developing conceptual frames and generating questions) is its 
ability to reach beyond organizational or community boundaries that can 
otherwise inhibit intelligence community (IC) analysts. 

Implicitly, the strength of the TIN is its ability to gather, generate, and 
represent multiple, competing views of problems that are relevant to the national 
security community and tap into a network of experts who may not otherwise 
have contact with analysts in the IC. 

1. In some cases, these problems can be answered to a level of fidelity and 
veracity that policymakers desire using open sources and/or nongovernment 
personnel, such as through academic research or journalistic investigation. In 
these cases, national security problems may not necessarily be intelligence 
problems or demand the use of scarce IC resources. 

2. In other cases, non-IC personnel may be able to provide powerful conceptual 
lenses and identify critical policy questions, but lack access to specific data or 
insights at an appropriate level of detail (such as the leadership style of 
particular individuals or details about specific organizational structures and 
operational procedures) to carry an analysis forward. In these cases, an 
intelligence problem can be identified that demands the application of unique 
IC resources. 

3. Finally, in some cases (most likely a small percentage of problems) the IC’s 
conceptual framework and national security problem are only intelligible 
when grounded in classified information, making open source contributions 
virtually impossible. While likely rare, this third class of problem marks a 
theoretical limit to the potential contributions of open source intelligence and 
the analytic contributions of individuals operating without access to classified 
materials. 

                                                 
1 This paper was written by Aaron Frank, computational social scientist with BAE Systems, who 
served as both TIN adviser and participant. The opinions, conclusions, and recommendations 
expressed or implied in this paper are those of the author and do not represent the views of his 
organization. 
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Developments in decision theory and policy analysis over the last decade, and 
the IC’s own demand for the employment of “alternative analysis” 
methodologies, provide the TIN with a unique opportunity for dealing with the 
first and second classes of national security problems discussed above. This 
fundamentally alters the interaction between the IC and the open source research 
community in order to further reduce occurrence of the third class of problems.2 

The TIN is on the cusp of transforming the way experts residing outside of the 
IC can contribute to national security and improve the quality and relevance of IC 
analytic production. CSIS’s reputation within policy and academic communities 
has provided the TIN with a powerful and robust network of current and potential 
participants in collaborate analytic efforts. Overlaying the TIN’s network of 
expertise on top of an information infrastructure specifically tailored to implement 
emerging decision-theoretic methods could institutionalize a new relationship 
between the IC, policymakers, and outside experts from academia, industry, 
activists, and more in key problem areas. 

A New Approach to Decisionmaking 
Over the last decade, decision theory and policy analysis have confronted the 
problem of “deep uncertainty.” This is regarded as a condition where analysts and 
decisionmakers are unable to find or validate the “correct” model or conceptual 
framework for analyzing a problem. Under deep uncertainty, many competing, 
credible frameworks or theories exist to explain the behavior of a system or from 
which to project its behavior forward.3 When this occurs, traditional analytic 
methods break down, because they assume a causal logic from which the 
expected effects of an action can be understood. Under the classical 
decisionmaking regime of “predict then act,” the inability to select a single 
analytic framework or theory from which to project forward can be devastating. 
Hence the significant expenditure of organizational and analytic resources to gain 
control over methods, infrastructure, software, terminology, and evaluative 
criteria in any collective analytic endeavor—whoever controls the selection of the 
initial model can dominate the decisionmaking process.4 

                                                 
2 For an overview of alternative analytic methods and their growing importance to intelligence 
analysis, see Roger Z. George, “Fixing the Problem of Analytic Mindsets: Alternative Analysis,” 
International Journal of Intelligence and Counterintelligence 17, no. 3 (July–September 2004): 
385–404. 
3 Robert J. Lempert, Steven W. Popper, and Steven C. Bankes, Shaping the Next One Hundred 
Years: New Methods for Quantitative, Long-Term Policy Analysis (Santa Monica, Calif.: RAND, 
2003), pp. 3–6.  
4 The term “model” is used in an expansive sense and includes any construct that represents the 
behavior of the target or referent system. Thus, it includes formal deductive mathematical models, 
such as equations or game-theoretic interaction constructs, inductively based statistical models, 
computational models that algorithmically represent individual cognitive or organizational 
decisionmaking processes, and higher-level mental models or theories about a system’s behavior. 
From this perspective, models serve as the basis for formal analysis and informal judgments and 
experience by embodying relationships that analysts and decisionmakers believe to exist. See 
Hunter Crowther-Heyck, Herbert A. Simon: Bounds of Reason in Modern America (Baltimore, 
Md.: Johns Hopkins University Press, 2005), pp. 9–10. 
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Individual and organizational struggles for control over conceptual models can 
undermine the best intended efforts of collaborative analysis. This can result in 
the group’s collapse into active contributors and nonparticipants, who feel that the 
process and terms of reference exclude alternative views of the problem, or in the 
illusion of analytic consensus and agreement by finding terminology that 
competing participants can agree on, without surrendering their individual or 
organizational perspectives. In either case, policymakers are poorly served by the 
analytic process because it fails to capture or identify critical uncertainties, 
leaving the evaluation of options one sided or wrapped in terminology that is 
overly vague and largely irrelevant. 

Recent developments dealing with deep uncertainty have challenged the 
classical predict-then-act decision-theoretic paradigm. Instead of searching for a 
single, best model from which to evaluate policy options, analysts search for 
collections of competing models or perspectives on a given problem. Such a 
process is naturally inclusive and can actually improve as the number of models 
under consideration grows.5 Through the use of an ensemble of models, the 
expected outcome of any policy action becomes conditional—it is dependent on 
the specific model or lens through which it is viewed. By capturing multiple, 
alternative views of expected outcomes, landscapes of outcomes can be generated, 
where each point is composed of (1) the specific model under consideration; (2) 
the specific option under consideration; and (3) the expected outcome based on 
the combination of the point’s model and the option under consideration.6 From 
this landscape, alternative evaluative criteria can be employed to find options that 
perform well across uncertainties. 

The introduction of new evaluative criteria for analyzing policy options 
operationalizes the concept of bounded rationality and satisficing. These concepts 
stand in sharp contrast to objective rationality and optimization, which have often 
been employed in formal models due to their mathematical elegance but have 
never withstood empirical or experimental scrutiny.7 In contrast, satisficing has 

                                                 
5 The collection of alternative models is often referred to as an ensemble of models, or ensemble 
for short. On the importance of ensembles to the analytic process, and the problems associated 
with the classical predict-then-act policy-analysis paradigm, see Lempert et al., Shaping the Next 
One Hundred Years, pp. 26–29, 45–52. Also see Robert J. Lempert and Steven W. Popper, “High-
Performance Government in an Uncertain World,” in High-Performance Government: Structure, 
Leadership, Incentives, ed. Robert Klitgaard and Raul C. Light (Santa Monica, Calif.: RAND, 
2005), pp. 113–138. 
6 This method is also used to confront uncertainties regarding data or model parameters. If this is 
the case, then a fourth attribute or parameter value or data used is incorporated into the landscape. 
For example, even if analysts agree on a common model, policy outcomes may vary based on a 
state’s GDP. If there is disagreement or uncertainty as to what the real GDP is, analysts may 
choose to evaluate outcomes across a number of alternative values of GDP. Searching across 
values within a single model or framework is usually referred to as sensitivity analysis, while 
searching across alternative models or frameworks is referred to as exploratory analysis. 
7 Thomas C. Schelling, The Strategy of Conflict (Cambridge, Mass.: Harvard University Press, 
1980), pp. 162–172, 267–290; Donald P. Green and Ian Shapiro, eds., Pathologies of Rational 
Choice Theory: A Critique of Applications in Political Science (New Haven, Conn.: Yale 
University Press, 1994); and Herbert A. Simon, The Sciences of the Artificial (Cambridge, Mass.: 
MIT Press, 2001), pp. 25–83. 



Arnaud de Borchgrave, Thomas Sanderson, and Jacqueline Harned     61 

been accepted as a more appropriate and representative model for real-world 
decisionmaking. Unlike optimality, satisficing does not assume a single best 
course of action or solution to a problem, but emphasizes the dual notions of 
search and solution—decisionmakers consider options in groups, evaluate these 
options sequentially, and terminate their analysis once a solution that is “good 
enough” is discovered.8 By comparison, optimality and objective rationality imply 
that all possible solutions are considered simultaneously and the single best 
solution is selected—a condition that is fundamentally unachievable due to 
limitations on available information, human cognition, and time. 

Shifting decisionmaking criteria toward satisficing allow analysts to search 
across competing models or perspectives on problems (i.e., consider multiple 
points on the outcome landscape simultaneously). Therefore, once a landscape is 
generated through the use of alternative theories and competing perspectives or 
frameworks, options that perform well across a broad range of models can be 
identified. This approach to decisionmaking allows for the explicit incorporation 
of uncertainty into policy analysis by seeking and representing multiple 
perspectives on problems. 

Model Validation versus Credible Use 
By identifying actions that perform well across the landscape of potential futures, 
many traditional analytic problems are confronted in a novel fashion. The burden 
of model evaluation moves from establishing a model’s predictive validity toward 
highlighting conceptual insights. By subsuming individual models into a larger 
ensemble, analytic emphasis moves from correctly predicting the future from a 
single model to generating ranges of possible outcomes. Although most analysts 
traditionally seek to evaluate a model based on its predictive accuracy, this 
perspective induces analytic error and fragility into decisionmaking processes 
under conditions of uncertainty. Evaluating a model’s value on past predictive 
performance implicitly assumes that current problems are structurally identical to 
past problems and that these structural similarities are the fundamental 
determinants of outcomes. The logical conclusion of this paradigm is that 
policymakers’ choices do not matter—outcomes are preordained.9 

A more expansive view may introduce probability distributions into outcomes 
by assigning a numerical likelihood to specific outcomes and relaxing the claims 
of structural determinism by allowing decisionmakers’ choices to affect the 
probability of reaching a particular outcome within a distribution of potential 
outcomes. Under this regime, model validation assumes that the model’s highest 
probability outcome should match the historical outcome, allowing model 
validation to proceed based on the replication of historical events. The problem 
with this approach is that it assumes that real-world events are only those that 
were most likely to have occurred and that history clearly and accurately records 
                                                 
8 James March and Herbert Simon, Organizations, 2nd ed. (Cambridge, Mass.: Blackwell, 1993), 
pp. 157–233. 
9 See John Lewis Gaddis, The Landscape of History: How Historians Map the Past (New York: 
Oxford University Press, 2002). 
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outcomes. The former retains the underlying problems of structural determination, 
while the latter fails to acknowledge that even with the aid of hindsight, historians 
often do not agree on the causal or even descriptive features of past events.10 

A further expansion of the model validation framework reexamines the 
assumption of structural determinism, by considering historical outcomes to be 
any event with a probability higher than 0.0 percent occurrence. In this case, a 
model needs to be capable of generating a range of outcomes, of which the real-
world outcome can be one of many alternatives. Within this validation regime, 
comparing two models that have each generated the real-world historical outcome 
with different probabilities of occurrence ceases to be useful for validation 
purposes. The fact that one model predicted outcome X 2 percent of the time, 
while another predicted X 54 percent of the time does not give either model a 
decisive claim on validity or veracity.11 The fact that each model is capable of 
identifying some condition where X could occur is enough to make the underlying 
theoretical claims of each credible.12 

This softer form of validation becomes even more diluted once the 
responsibilities and goals of policymakers are incorporated into the analytic 
process. Defining future outcomes in terms of likelihood or probability of 
occurrence fails to acknowledge two real-world dynamics that are essential 
features of the policy process. First, is the nature of strategic interaction. Strategic 
environments are those in which the actions of one actor affect the behavior of 
others in the system.13 Thus, probabilities of outcomes are not fixed or immobile; 
they are contingent on the choices of the actors within the system and are 
constantly in flux. Second, policymakers have noted that it is their job to change 
the probabilities that an event will occur or not occur. Their choices about how to 
focus their attention and employ resources are specifically intended to alter the 
likelihood of events and even expand or shrink the envelope of possible 
outcomes.14 

                                                 
10 Ian S. Lustick, “History, Historiography, and Political Science: Multiple Historical Records and 
the Problem of Selection Bias,” American Political Science Review 90, no. 3 (September 1996): 
605–618. 
11 Outcome X could be the answer to any historical question, such as potential alliance structures 
for a general European war during the late 1930s or whether the pilgrims that sailed to the new 
world might have chose to settle in African Guinea instead. 
12 For examples, see Allan R. Millett and William B. Moreland, “What Happened? The Problem 
of Causation in International Affairs,” in Historical Dimensions of National Security Problems, 
ed. Klaus Knorr (Lawrence: University Press of Kansas, 1976), pp. 5–37; and Lars-Erik 
Cederman, “Rerunning History: Counterfactual Simulation in World Politics,” in Counterfactual 
Thought Experiments in World Politics: Logical, Methodological, and Psychological 
Perspectives, ed. Philip E. Tetlock and Aaron Belkin (Princeton, N.J.: Princeton University Press, 
1996), pp. 247–267. 
13 George Tseblis, “The Abuse of Probability in Political Analysis: The Robinson Crusoe Fallacy,” 
American Political Science Review 83, no. 1 (March 1989): 77–91. 
14 This envelope of possible outcomes is defined by the total number of outcomes with non-zero 
probabilities of occurrence. The larger the envelope, the larger the number of potential outcomes, 
while the smaller the envelope, the smaller the set of potential outcomes. 
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As the challenge of model validation intensifies, emphasis on the credible use 
of models becomes increasingly attractive for the support of strategic analysis. 
The attractiveness of credible use rests on two important pillars of thought. The 
first is the acknowledgment of the fundamental limits of empirical methods. 
Projections of future events make statements about worlds from which no facts 
exist and only one of which may actually unfold to be observed—alternative 
futures that do not occur are never observed and lie beyond the reach of empirical 
observation. Therefore, a rigid adherence to empirical evidence is unable to 
support forward-looking policy and strategic choices, because it requires 
assessing outcomes that have yet to occur or might have occurred had a different 
choice been made or events unfolded differently.15 The second, related pillar is 
the essential feature of strategic analysis and planning. Strategists note that 
alternative courses of action are not to be evaluated based on how future 
outcomes compare with contemporary conditions, but against alternative futures 
that could arise from taking different or even no action at all. The crucial point is 
that decisionmakers cannot assume stability or use the empirically observed, 
known conditions of today as the benchmark from which to compare alternative 
strategies. All strategies must be compared with alternative outcomes within their 
own projected timeframes. Thus, the effectiveness of strategy in 10 years must be 
compared against alternative conditions in 10 years.16 

Given the limits of empiricism, particularly its inability to analyze future 
conditions and the analytic goals of strategy itself, credible use has proven to be a 
far more effective evaluative criterion for models than predictive validity. 
Credible use rests on the employment of models in order to generate potential 
futures or scenarios that may not be examined empirically, but are essential for 
understanding the consequences of alternative choices. Experience working with 
policymakers suggests that after initial skepticism and concern over an individual 
model’s predictive accuracy, analysts and decisionmakers rapidly come to 
understand the value of this credibility-based modeling approach that emphasizes 
the generation of alternative futures over the pursuit of individual predictions.17 

Implications for Open Source Intelligence 
The adoption of the credible use methodology has significant implications for 
open source intelligence and analysis. The three classes of national security 
problems, and their respective demands on IC resources and personnel discussed 
earlier, may all benefit from the use of model ensembles previously discussed. 

In the first class of problems, an ensemble of models is capable of addressing 
the concerns of policymakers with existing data and perspectives, meaning that 
the IC may not need to expend scarce classified assets and analysts’ time in order 
to deal with a particular national security problem. Such a condition occurs when 

                                                 
15 These classes of problems are referred to as counterfactual analysis. 
16 Philip Bobbitt, The Shield of Achilles: War, Peace, and the Course of History (New York: 
Anchor Books, 2002), pp. 10–11. 
17 See James A. Dewar et al., Credible Uses of the Distributed Interactive Simulation (DIS) System 
(Santa Monica, Calif.: RAND, 1996). 
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an ensemble of models cannot identify any critical uncertainties (i.e., model 
parameters or alternative theories) whose resolution is needed in order to choose 
between competing courses of action, or when identifiable uncertainties can be 
addressed through open-source information. In these cases, the community can 
play an adjunct role in the support of open analysis, by occasionally monitoring 
key indicators in order to ensure that the target’s behavior remains within the 
boundaries of the ensemble’s landscape.18 If the system veers off into uncharted 
territory (i.e., outcomes emerge that are not foreseen by any combination of 
plausible models or model parameters), then the IC can inform the ensembles’ 
users of the need for new models, request a broader search of the parameter space, 
or engage in clandestine intelligence collection and analysis in order to resolve 
unexplained and unexplainable observations—shifting the problem to one of the 
other two classes of national security problems if needed.19 

In the second class of problems, an ensemble of models may reveal critical 
uncertainties that policy decisions hinge on, but open source information may be 
unable to resolve these uncertainties. Policy options under consideration may 
produce vastly different outcomes based on a small set of changes in model 
parameters or when comparing outcomes generated by alternative theoretical 
frameworks. If information needed to resolve uncertainties in data or model 
selection cannot be gathered through open sources, then intelligence collection 
and tasking can focus on addressing these concerns. Under these conditions, the 
use of an open ensemble of models can help inform and prioritize intelligence 
tasking. Collected intelligence may provide data for reducing uncertainties, 
allowing analysts to focus their attention on certain parameter values or regions of 
the ensemble’s landscape, or even eliminate specific models from the ensemble 
by providing information that suggests the model’s theoretical assumptions do not 
apply in a specific case. 

In the third class of problems, the perspectives within the IC are vastly 
different from those in the open community due to their access to classified 
information. In this case, an open source ensemble of models may still prove 
useful, by revealing the implications of secrecy within the national security 
community, and provide a hedge against over-classification and the community’s 
tendency to turn inward. By comparing internal classified models with an 
ensemble of open models, the consequences of maintaining tight control over IC 
analysis and situational assessments can be revealed. 

In cases where the ensemble is capable of tracking with the IC’s own 
classified expectations (i.e., the IC’s expected outcomes are within the boundaries 
of the ensemble’s landscape), open source analysis may prove to be good enough 
to be a surrogate for use in public discourse.20 Moreover, if a single model or 
                                                 
18 In this context, “landscape” refers to the landscape of outcomes discussed in the previous 
section. 
19 The other two classes of problems are discussed below. 
20 This does not mean that the IC or the data itself should necessarily be engaged or addressed in 
public discourse or that the justification for policy decisions be made known to the public. Instead, 
it may suggest that publicly known and discussed models may represent concerns or outcomes 
held by the national security community, which might otherwise remain unarticulated for fear of 
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small subset of the ensemble highly corresponds with the IC’s classified analysis, 
then the real benefits of secrecy may be lower than imagined despite the assumed 
analytic advantage of the IC due to its access to classified information. In other 
cases, where the IC’s analysis diverges from the perspectives generated by the 
ensemble, the tangible benefits of secret sources and methods can be 
demonstrated. This is helpful for three reasons. First, demonstrating that classified 
sources can, in some cases, produce distinctly different analytic outcomes is 
important for professional and organizational reasons within the IC.21 Second, it 
provides a framework for understanding the impact of declassification, leaks, and 
other avenues for publicly releasing intelligence information into the broader 
analytic community by providing a mechanism for simulating the introduction of 
new data or models into an unclassified environment. Changes in the contours and 
boundaries of the ensemble’s landscape indicate the effects of the disclosure of 
classified information—either in the form of data for adjusting the ensemble’s 
model parameters, by introducing new alternative conceptual frameworks into the 
ensemble, or both. Finally, it provides early warning of groupthink within the IC. 
When differences between the judgments of IC analysis and their contemporaries 
working from open sources are persistent, policymakers and managers can detect 
when the IC has adopted homogeneous assumptions or conceptual frameworks 
that are not shared by the broader community.22 

Bringing Models to the TIN 
The preceding sections have focused on the use of models. It is important to keep 
in mind that a model, as used here, constitutes formal mathematical, statistical, 
and computational constructs, as well as less formal mental models and heuristics 
that are normally associated with experts and experience.23 At this time, the TIN 
                                                                                                                                     
revealing classified information. On the problems of using intelligence information for garnering 
public support for policy, see Paul R. Pillar, “Intelligence, Policy, and the War in Iraq,” Foreign 
Affairs 85, no. 2 (March/April 2006): 15–27. 
21 A major psychological motivation for participating in the IC and living under its security 
requirements is the belief that it provides opportunities for individuals to do and see things that 
they would otherwise not be able to do or see (i.e., being a member of the IC makes one special). 
Thus, demonstrable proof, as opposed to the untested assumption, can assist the IC with many 
managerial issues such as morale, retention, and program and performance evaluation. See Arthur 
S. Hulnick, Fixing the Spy Machine: Preparing American Intelligence for the Twenty-first Century 
(Westport, Conn.: Praeger, 1999), pp. 129–150. 
22 The exclusive and isolated nature of intelligence analysis is considered to be a significant factor 
in the community’s failure to identify or understand the structural fragility of the Soviet Union 
prior to its collapse. While many weaknesses were identified by the IC, the general assumption 
held by IC analysts regarding the Soviet Union’s durability and resolve meant that the IC was 
actually slower to recognize internal changes and opportunities than their peers in the academic or 
policy communities. See Daniel Patrick Moynihan, Secrecy: The American Experience (New 
Haven, Conn.: Yale University Press, 1998). 
23 Many researchers note that what differentiates experts from novices in any problem domain is 
that experts possess many alternative heuristics or models that they selectively apply based on a 
problem’s context, while novices rely on structural properties or rules regardless of a situation’s 
context (hence, experts are more likely to break established “rules” or norms than novices). Bent 
Flyvbjerg, Making Social Science Matter: Why Social Inquiry Fails and How it Can Succeed 
Again (New York: Cambridge University Press, 2001), pp. 9–24. 
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contains many mental models—embodied in the individual and collective 
experience and expertise of its participants. While formally capturing and 
representing the models of its members may be too resource intensive for the 
current instantiation of the TIN, it may be possible to create a small, 
representative suite of computational models within the TIN space that members 
can play with via simulation. The goal of such a tool would be to facilitate 
discussion between members by allowing them to interact with a few generic 
models that they are free to configure any way they wish. Agreements and 
disagreements about parameter settings or the applicability of alternative models 
to specific problems can serve as the basis for understanding where TIN members 
share common or divergent viewpoints and provide insight into the consequences 
of those beliefs. For example, if two members are sharply divided over the setting 
of a model parameter that describes a terrorist leader’s public appeal, simulation 
can reveal if outcomes diverge based on alternative values for this variable. If no 
difference results, the disagreement may be regarded as moot; alternatively, if 
significant variation in simulation outcomes occur, such information may be 
regarded as critical, and addressing this uncertainty may become an active 
research area within the TIN. 

Simulations have often been used by experts as a means for exploring 
problems that are highly abstract and strategic in nature. Indeed, simulation is 
regarded as one of the only methods that adequately address the problems of 
strategic interaction, where independent decisionmakers affect one another in the 
pursuit of their individual goals.24 Many TIN members, even those unacquainted 
with computational modeling and simulation, are likely to have engaged in 
simulation as a research tool in the form of war-gaming. From the perspective of 
war-gaming, usually conducted in the form of seminars where participants play 
out particular roles and responsibilities, a computer simulation may be thought of 
as nothing more than a war game that plays itself. As a result, the costs and time 
required for a simulation are greatly reduced, allowing for many, many more 
games, or experiments, to be performed. 

Embedding simulation models inside of the TIN will allow members to 
conduct computational experiments that can enable them to explore a variety of 
conditions, or counterfactual circumstances—a structured form of “what-if” 
analysis. Moreover, a simulation capability within the TIN would provide both a 
highly interactive experience and a unique offering unavailable to TIN members 
in other environments. Thus, the development of an easy-to-use, technically 
intuitive ensemble may increase TIN participation by providing tools that are 
unique and interactive. 

                                                 
24 Schelling, The Strategy of Conflict, p. 163. 
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Social Software for 
Distributed Collaborative 
Work1 
 

The term social software covers a wide variety of tools that support distributed 
collaborative work. Categories of tools include wikis, blogs, social bookmarking, 
recommender systems, and content management systems. Older technologies 
sometimes included in this are e-mail discussion lists, discussion boards, and 
shared folders. The following cross-cutting features enable social software: 
browser-based interaction, unique locators, support for conversations, alerting, 
visualization, and search. This white paper concludes with descriptions of 
illustrative software. 

Introduction 
For more than 20 years, computer-supported cooperative work (CSCW) 
researchers have studied how computer software and communication support 
distributed collaboration and cooperation. CSCW research has repeatedly found 
that proximity or physically shared environments still have distinct advantages 
over distributed environments, despite all of the promising developments in 
information and communication technologies.2 Copresence, cotemporality, trust, 
serendipity, nonverbal communication, kinesthetic and other features of colocated 
communication are difficult to reproduce in distributed work.3 

Information technology approaches to CSCW frequently center on integrated 
environments that attempt to incorporate and support all interactions into one 
package. For example, Microsoft Word integrated with SharePoint and 
Communicator in enterprise environments allows for cobrowsing the Web and 
collaboration on posted documents; however, this package requires the 
installation of many ActiveX controls, client software, and specific Web browser 
versions. Individual users may be unwilling to perform all work in this 
environment or may be unable to install and run the various components. 

                                                 
1 This paper was written by Tim Galpin, chief of staff for infocentric operations, and Christina 
Pikas, technical research librarian, both of the Johns Hopkins University Applied Physics 
Laboratory. The opinions, conclusions, and recommendations expressed or implied in this paper 
are those of the authors and do not represent the views of their organization. 
2 Sara Kiesler and Jonathon Cummings, “What Do We Know about Proximity and Distance in 
Work Groups? A Legacy of Research,” in Distributed Work, ed. Pamela Hinds and Sara Kiesler 
(Cambridge, Mass.: MIT Press, 2002), pp. 57–80. 
3 H.H. Clarke and S.E. Brennan, “Grounding in Communication,” in Readings in Groupware and 
Computer-Supported Cooperative Work: Assisting Human-Human Collaboration, ed. Ronald M. 
Baecker (San Mateo, Calif.: Morgan Kaufmann Publishers, 1993), pp. 222–233. 



68     Force Multiplier for Intelligence: Collaborative Open Source Networks 

Successful implementations of these solutions often require massive 
customization and training in addition to the initial expense of the software and 
servers. Further, these tools are frequently task or project oriented; that is, they are 
intended to support the completion of set tasks (e.g., preparing a sales proposal) 
and may not support the serendipity, creativity, spontaneity, and innovation that 
happen in incidental water cooler meetings or social activities. 

Social software is the current name for software that promotes online 
communication and community. It is used here as a broader term for Web 2.0 
(enterprise 2.0, library 2.0, office 2.0, etc.), read/write Web, and the social Web. It 
is not a technical standard or specific technology, but a list of tools, design 
features, and enabling technologies that support individual contribution of 
content, information and knowledge sharing, conversation, search, and findability. 
It is a heterogeneous environment that is constantly growing and changing. 
Instead of integrated Swiss army knife packages, users employ multiple tools and 
rely on sharing, finding, and communication tools to integrate information. 

This white paper defines more common types of social software, describes 
underlying and cross-cutting features and technologies, provides examples, and 
concludes with a discussion of the interaction of these systems and their use for 
distributed work. 

General Classes or Categories and Descriptions 
of Social Software 

Wikis 
A wiki is a Web page or collection of Web pages that can be edited by visitors.4 
Usually, knowledge of HTML coding is not required. Other typical characteristics 
of wikis include automatic generation of a history file of revisions (which may 
allow users to revert the page to a previous version) and easy creation of new 
pages by typing two words together (“CamelCase”). Wikis build shared 
knowledge and understanding through collaborative editing of documents and 
creation of consensus documents. Levels of access and registration are used to 
control editing and access. Generally, user contributions to wiki pages are merged 
into the whole without attribution and ownership is transferred. As in open source 
software communities, contributors typically take on roles such as champion, 
contributor, editor, monitor, gardener; or more negatively, troll or vandal (see 
http://www.wikipatterns.com). 

                                                 
4 Wikipedia contributors, “Wiki,” Wikipedia: The Free Encyclopedia, 
http://en.wikipedia.org/wiki/Wiki. 
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Blogs 
A blog is a reverse chronologically arranged list of discrete posts.5 Each post has 
a permanent, automatically assigned URL (a “permalink”), a date-time stamp, and 
an author’s signature. Most systems support the assignment of keywords, 
categories, or tags to each post, as well as allowing comments and listings of 
incoming links or citations (“trackbacks”). Generally, even on collaborative blogs, 
individual posts remain separate, signed contributions; ownership is retained by 
the contributor. Blogs transfer knowledge through storytelling6 and distributed 
apprenticeship.7 

Social Bookmarking 
Most Internet users are familiar with bookmarking or marking pages as 
“favorites” in their Web browser. Retrieving known items from these bookmark 
collections can be complicated and time consuming if there are more than a few 
saved pages. Additionally, the bookmarks are stored on a single computer, so the 
user will not have access from home, a borrowed machine, or even a different 
browser on the same machine. Social bookmarking is a Web-based service that 
allows users to save bookmarks to a database that is then accessible from any 
Web browser. Further, these services allow users to share their bookmarks, assign 
keywords (“tags”), and put the bookmarks in folders. This becomes almost a 
“social search” as you can search through a trusted friend’s bookmark collection 
for what they found interesting for a subject or you can see what the most 
frequently saved pages are for a given subject.8 Because tags are not controlled 
(by definition) or coordinated, this presents other complications in information 
retrieval. Video-sharing, image-sharing, and other file-sharing Web sites also 
allow tagging of content. 

Collaborative News Aggregation, Ranking, and  
Recommender Systems 
Collaborative news aggregation systems are online communities in which 
participants contribute news stories (or Web pages). The members of the 
community comment on the story, assign tags or keywords, and then rate the 

                                                 
5 T. Mortenson and J. Walker, “Blogging Thoughts: Personal Publication as an Online Research 
Tool,” in Researching ICTs in Context, ed. Andrew Morrison (Oslo: Intermedia, March 2002), pp. 
249–279, http://www.intermedia.uio.no/konferanser/skikt-02/docs/Researching_ICTs_in_context-
Ch11-Mortensen-Walker.pdf. 
6 C. Wagner and N. Bolloju, “Supporting Knowledge Management in Organizations with 
Controversial Technologies: Discussion Forums, Weblogs, and Wikis,” Journal of Database 
Management 16, no. 2 (2005): i–viii. 
7 L. Efimova, S. Fiedler, C. Verwijs, and A. Boyd, “Legitimised Theft: Distributed Apprenticeship 
in Weblog Networks” (paper presented at a meeting of the International Conference on 
Knowledge Management, Graz, Austria, June 30–July 2, 2004). 
8 E.H. Chi and P. Pirolli, “Social Information Foraging and Collaborative Search” (paper 
presented at the Human-Computer Interaction Consortium Workshop, Fraser, Colo., February 
2006), http://www2.parc.com/istl/projects/uir/publications/items/UIR-2006-06-Chi-
SocialForaging.pdf. 
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story. Highly rated stories appear prominently on the home page so that visitors 
can see at a glance what is popular or highly recommended. 

Content Management Systems 
Content management systems are used to manage the lifecycle of electronic 
content including documents, images, and multimedia files. Most systems have 
sophisticated permissions and security, workflow management, versioning, and 
search capability. Enterprise content management systems are used for archives, 
records management, and Web content management. 

Older Technologies 
Some older technologies that serve similar purposes are discussion boards, 
mailing lists, and shared folders. 

Underlying Features and Cross-cutting Technologies 
The successful technologies share certain features that: 

 Support sociability and encourage participation, thus supporting content 
creation and sharing, 

 Make information findable9 from multiple approaches or facets, 

 Allow for serendipitous discovery of valuable information, 

 Enable conversation and following of conversations, and 

 Support unexpected or unplanned uses. 

Browser-based Interaction 
Many of the above software types are browser based—no client is installed, and 
no special software is required. This makes the systems platform independent. 
This creates a certain confidence in users who feel that they can access and use 
the information they have created where and when they need it whether they are 
on the road, overseas, or at home. It also allows potential users with slower 
computers, those who are accessing from shared computers, or those who are on 
mobile devices to participate equally. 

Unique Locators for Contributed Information 
A common theme of the work of Tim Berners-Lee, the father of the Web, is that 
everything must be addressable. This is also a very important feature in the new 
tools. In practical terms, it means the system provides reasonably short, unique, 
automatically generated URLs for each post or unit of contributed content. 
Beyond uniquely identifying items, this allows for linking and codification of 
relationships between items, resolution of referents and anaphora, findability, and 
ultimately, usability of the system. 

                                                 
9 Peter Morville, Ambient Findability: What We Find Changes Who We Become (Sebastopol, 
Calif.: O’Reilly, 2005), http://proquest.safaribooksonline.com/0596007655. 
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Ways to Conduct/Track Conversations 
Many of these technologies, as well as the older discussion boards and mailing 
lists, support threading of conversations. Blogs provide comment feeds and have 
alerts for incoming references or links. Most of these software products allow 
visitors to comment on each item. Even scholarly journals in the sciences are 
experimenting with open peer review by allowing commenting on submitted 
articles. 

Alerting 
All of these services offer alerts for when new information is added. These alerts 
can be by e-mail, RSS feed, notifier client (like Groove), or even SMS text 
message. Systems that do alerting well allow users to set up alerts on subjects or 
search strings across the system, on particular pages, or on incoming links to posts 
of interest. Alerts should also be configurable for frequency. Alerts allow for 
conversation tracking and also keep users involved in the site; however, they must 
be configurable so as not to be burdensome and add to information overload. 

Visualization 
Visualization is a graphic presentation of the relationships between items, new or 
popular item ranking, or an overview of the content. Sites that allow for tagging 
of items often visualize popular tags in tag clouds. In tag clouds, the size of the 
font of the tag is proportional to its frequency of occurrence. In her blog on 
technology, design, and cognition, Rashmi Sinha has compared how people 
interact with faceted search results and tag clouds.10 

Search 
Making objects findable has two parts: addresses and search. Search is 
strengthened by metadata including controlled vocabularies for important entities 
(places, people) and uncontrolled tagging or “folksonomies” (user-generated 
taxonomies). Effective search must cross all types of information and the full text 
of the included documents. Presentation of search results should include the 
ability to limit or sort by type, subject, chronology, and other metadata facets. 

Examples 
As mentioned above, this is a heterogeneous environment with many different 
competing software products. Representative or illustrative products are 
mentioned below for each type. See table A4-1 for an overview of illustrative 
social software products. See table A4-2 for an overview of social software 
features. 

                                                 
10 Rashmi Sinha, “Findability with Tags: Facets, Clusters, and Pivot Browsing,” 
http://www.rashmisinha.com/archives/2006/07/. 
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Wikis 
 Media Wiki. Media Wiki runs Wikpedia (http://en.wikipedia.org/). It is an 

open source software distributed under the GPL license at MediaWiki.org. It 
does not have complex access and permissions controls, but it does have a 
very active developer and user community and there are many third party 
plug-ins that provide more functionality. 

 Socialtext. Socialtext (http://www.socialtext.com) is a for-profit company with 
enterprise-class wiki software. It has built-in features for security and 
integrates with enterprise directories, e-mail, IM, etc. Socialtext also has a 
built-in blog feature. 

 Atlassian Confluence. Confluence (http://www.atlassian.com/software/ 
confluence/) is a sophisticated wiki that has an active developer community. It 
has integrated blogs and RSS feeds as well as many plug-ins. 

 Mindtouch Deki. Mindtouch (http://www.mindtouch.com/deki) is a very new 
company that develops and supports an open source enterprise wiki. It sells an 
appliance that is advertised as plug and play. 

Blogs 
 WordPress. WordPress (http://www.wordpress.org) is open source software 

distributed under the GPL license at WordPress.org. 

 MovableType. MovableType (http://www.movabletype.org/) is one of the 
older and more widely used blog software products. It is licensed from 
SixApart, a for-profit company. 

Social Bookmarking 
 Del.icio.us. Del.icio.us (http://del.icio.us) has been purchased by Yahoo! It is 

the largest of the social bookmarking communities. It seems simple, but the 
interface allows for serendipitous discovery through tag cloud visualization, 
links to other users’ saved sites, and zeitgeist listings. 

 Connotea. Connotea (http://www.connotea.org) is a social bookmarking tool 
from Nature Publishing Group. The software that runs it is open source 
software distributed under the GPL license at http://www.connotea.org/code. 
Connotea is specifically aimed at science researchers and is able to extract 
bibliographic citation information from electronic journal and research 
database Web pages. 

Collaborative News Aggregation and Ranking 
 Digg.com. Digg is a news site to which participants submit news stories and 

members vote the stories up in the rankings or vote to bury stories. 

 Dissect Medicine. Dissect Medicine (http://www.dissectmedicine.com/) is 
very similar to Digg, but it is aimed at the biomedical community. It is 
sponsored by Macmillan, a for-profit science and technology publisher. 
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 Slash Dot. Slash Dot (http://slashdot.org/) runs on open source software. It is 
also a collaborative news site where members can vote and comment on 
stories. The name has become a verb meaning to have your Web site 
mentioned on Slash Dot and overwhelmed by visitors. 

Discussion and Application to Work Groups 
The tremendous growth and development of social software on the open Web is a 
testament to the perceived utility and value of the technologies to users. This 
heterogeneous, spontaneous, and open environment supports distributed 
collaboration well. The ability to contribute content, find others’ content, and use 
that content to start conversations is very useful. Enterprise adoption of social 
software tools has lagged. This is in part due to the mismatch of the views of 
control of information and access, lack of understanding of the business case for 
the tools, and the lag in design of security and privacy for the tools. Further, it is 
very difficult for enterprise social software to achieve a critical mass; that is, to 
have enough users so that the community is self-sustaining. 

With the rapid development and evolution of these tools, a reasonable 
approach for distributed groups is to select a content management system or wiki 
that stores data in a standard format and can function as a repository, but has add-
ons, plug-ins, or features that cover all of the necessary cross-cutting 
technologies. Software that has an active developer community is more attractive 
as new features are frequently developed even before the users know they are 
needed. Unfortunately, this requires the services of a systems technician and the 
maintenance of Web space or a server. Someone working for the group would 
have to add plug-ins, perform upgrades, and apply patches. In this respect, a less 
functional hosted tool or appliance may be more attractive to groups that do not 
have information technology support staff. 

Along with selecting and implementing a software solution comes designing 
the community to promote usability and sociabilty. Users must have access to a 
toolbox of methods to share and keep information in the system, as well as a 
variety of approaches to discover, find, and re-find information. However, these 
tools are useless if the users do not know how to use them, do not have templates, 
models, or scaffolds to help them understand how to add and interact with 
content, and do not have support from power users or champions. The importance 
of designing for sociability cannot be overstated. For social bookmarking tools 
and other social tools to work, there has to be a critical mass and a reward system 
for contributing. The reward system might simply be social capital or recognition 
in the form of comments and links. Templates, form auto-completion, and 
suggested keywords all ease the front-end loading of adding information. 
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