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—_— Ten Key Challenges

ARising Global Dependence on Gulf Oil Through 2030
AExport Vulnerability

AConventional Military Threats

A\symmetric Warfare

Airacy and Somali Instability

AAl Qaodida in the Peninsul a
Avemen

Aroader Challenge of Terrorism

AVissile Warfare;

ANuclear Forces and Weapons of Mass Destruction
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— Key Solutions

Mrepare for all types of threats, and full spectrum of
terrorism and asymmetric warfare;

Alointness and interministry cooperation;
ARegional and international cooperation
Aocus on both active and passive defense;

ABroad, non-compartmented situational awareness with real
world operational response- critical value of IS&R and C4l,

Antelligence Cooperation
AlGaming and fired teamingo

ADesign civil and commercial facilities and infrastructure
for deterrence and defense. .



The Challenge of Rising Global
Dependence on Gulf Oil Through 2030
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Ll Strategic Dependence

ANeither local powers nor any combination of friendly power can assume
US role;

AJS is dependent on a global economy which is dependent on Gulf
energy exports; and US imports indirectly from Gulf through massive
Imports of manufactured goods.

MBoth US DOE/EIA and IEA show global and US direct dependence on
Gulf petroleum exports through at least 2030

Mependence further increase by vital role of petroleum experts in
transportation sector.

AMost risks are security driven, but IEA and others raise key questions
about investment cost and need for consistent investment and new
technology over time.

AOnly three regional countries: Qatar, Oman, and Saudi Arabia have
efficient energy investment and companies. Two key powers: Iran and
Irag have not been stable or made efficient energy investments since
19781981. °
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EIA: World Energy Use: 19802030

Cruadniiion Blu

CSIS
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200
Liquids
{Including Biofueis)
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(Excluding Biofuels)
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5_{] =
5 MNuclear
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sources: History: Energy Infarmation Administration (EIA),
International Energy Annual 2006 (June-December 2008),
web site www.eia.doe.goviea. Projections: EIA, World
Energy Projections Plus (2009).

Source: EIAIEO 2009



CENTER FOR STRATEGIC &
INTERMATIONAL STUDIES

CSIS

IEA: Role of Oil as Percent of World Energy Has Diminished,
But Consumption is Steadily Rising: 19732007

1973 and 2007 fuel shares

Evolution from 1971 to 2007 of world total primary energy supply 1973
by fuel (Mtoe] Combusible
Hydro renewables
14000 18%  Awose oo
Node 10.6% 0.1%
12000 ) 9
0.9% Cﬂ,ﬂ"ﬁ;ﬂl
10000 as
16.0%
8000 ol
5000 46.1%

4000
2000

0
1971 1975 1979 1983 1987 1991 1995 1999 2003 2007

B Coal/peat B ol [ Gas [ 1 Nuclear
] Hydro [ Combustible renewables & waste B Other*

1973 and 2007 fuel shares of TPES

*Other includes geothermal, solar, wind, heat, etc.

Source: Adapted from IEA, World Energy Statistics, 2009
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IEA: World Transport Dependence on Qil is Also
Steadily Rising: Key Impact on Global Economy

Evolution from 1971 to 2007 of total final consumption
by sector (Mtoe)
4000

3500
3000
2 500
2000
1 500
1 000
500

0
1971 1975 1979 1981 1987 1991 1995 1999 2003 2007

[] Industry [] Transport [] Other sectors* [] MNon-energy use

*Includes agriculture, commercial &
public services, residential
and non-specified other sectors.

Source: Adapted from IEA, World Energy Statistics, 2009

1973 and 2007 shares of
world oil consumption

1973
Non-energy

use
11.5% Indus
19.

Other seciors*

B2 45.4%

| 2248 Mtoe |

2007

Industry
onenergy  9.2%

use
16.8%

Other saciors*
12.8% 61.2%

| 3532 Mtoe |
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IEA Projects That World Dependence on Conventional
Oil Will Remain Critical: Trend 1990 -2030

TPES Outlook by Fuel

[Mtoe]
18 000
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[ Coal/peat  EH Oil* [ Gas
1 Nuclear ] Hydro B Other**
RS: Reference Scenario 450 PS: 450 Policy Scenario®* *
(based on current policies) [based on policies under consideration)

Fuel shares of TPES in 2030 for Reference
Scenario and 450 Policy Scenario

Source: Adapted from IEA, World Energy Statistics, 2009
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IEA Projects That World Dependence on Oil Will
Average 30% of All Energy Use in 2030

CSIS

Fuel shares of TPES in 2030 for Reference
Scenario and 450 Policy Scenario

RS 2030 450 PS 2030
%tr
Hydro  19.5% Coal/peat

17 014 Mtoe 114 361 Mtoe|

*Includes internaional aviation and inkernational marine bunkers.
I **Other indudes combusiible renewables & waste, gecthermal solar, wind, tide, efc.
***Based on a plusible post2012 climate policy framework to stabilise the
concentrafion of global greenhouse gases ot 450 ppm COyequivalent.

Source: Adapted from IEA, World Energy Statistics, 2009
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Source: Adapted from EIANorld Energy Outlook2009, p. 122

EIA Reference Case Projection of Role of Petroleum in World
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EIA Reference Case Projection of Role of

Unconventional Liquids in World Energy Supply 1990

2030: In MMBD

6 -

5 .

4

3 i

2 i

l .

O |

1290 2008 2010 2015 2020 2025 2030 O Phangn

O0il Sands/Bitumen (Canada) 0.4 1.4 1.9 2.8 3.3 3.8 4.2 0
BExtra Heavy Oil (Mexico) 0 0.6 0.7 0.7 0.9 1 1.2 0
BCoal to Liquid 0.1 0.2 0.2 0.3 0.5 0.8 1.2 0
B Gas to Liquid 0.1 0.2 0.2 0.3 0.3 0.3 0
B Shale Oil 0 0 0 0 0.1 0.2 0
@Biofuels 0.2 1.1 1.9 2.8 3.9 5.1 5.9 0

Source: Adapted from EIANorld Energy Outlook2009, p. 228
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BP Projection of Proven Oil Reserves
By Gulf and MENA Country:

In Billions of Barrels Per Day

300
250 . Other ME, —
Gulf-Arabia :
0 North Africa
200 5.0% —
150
100 4
50 |
. - _|m B _ _
29 Iran Irag Kuwait | Oman Qatar Saudi UAE Yemen | Algeria | Libya Syria Egypt | Tunisia
|-% of World *109% | *9.1% | *8.1% | *0.4% | *22% | *21.0% | *7.8% | *0.2% | *1.0% | *3.5% | *0.2% | *0.3% -
nE |!End 2008 | 137.6 115 101.5 5.6 27.3 264.1 97.8 2.7 12.2 43.7 2,5 4.3 0.6

Notes: Proved reserves of oil i Generally taken to be those quantities that geological and engineering information indicates with reasonable certainty can be recovered in the future from known reservoirs under
existing economic and operating conditions. Reserves-to-production (R/P) ratio i If the reserves remaining at the end of any year are divided by the production in that year, the result is the length of time that those
remaining reserves would last if production were to continue at that rate. Source of data i The estimates in this table have been compiled using a combination of primary official sources, third-party data from the
OPEC Secretariat, World Oil, Oil & Gas Journal and an independent estimate of Russian reserves based on information in the public domain. Canadian proved reserves include an official estimate of 22.0 billion

barrels for
barrels figures.

oil sands

Source: Adapted from BBtatistical Review of World Energ3009 p. 6

6 .IResérees includetgas candensate and natprahgas ligdids (Nils) as well as crude oil. Annual changes and shares of total are calculated using thousand million
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Middle East East Remains Critical Oll
Producer After 35 Years of Effort to Find
Alternatives

Evolution from 1971 to 2008 of crude oil* production by region
(M)
4000

3000

2000
| 2867 Mt |
1000
2008
0 Non hi Asia™ Arll.'.:r;a Africa
1971 1975 1979 1983 1987 1991 1995 1999 2003 2008 gfg-“ ﬁ,ggg A% Test 127%

0.2
[ oecp [ Middle East Bl Former Soviet Union B Non-OECD Europe imer Saviel

[ China [ Asia** B Latin America [ Africa 15.7%

Source: Adapted from IEA, World Energy Statistics, 2009
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180

Trends in Oil Prices: $US Constant/Bbl

Key crude oil spot prices
in US dollars/barrel
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Source: Adapted from IEA, World Energy Statistics, 2009
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World Oil Consumption Continues to Outpace
Non-OPEC Production Regardless of Prices

4 100
B World Oil Consumption {left axis) Forecast
3 4 = Non-OPEC Production {left axis) , - 80
——WTI Crude Oil Price (right axis) 5 L 60
2 - :
- 40
Million | ‘ " 20 pollars
barrels 0 - s T T - 0 per
per day - L 20 barrel
5 - -40
] L 50
3 1 , L 80
-4 : -100

2006-01 2007-01 2008-01 2009-01 2010-01

EIA, ShortTerm Energy Outlook, July 2009, available at: http://www.eia.doe.gov/emeu/steo/pub/contents.html#Global_Crude_IGguiinéuels
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Trends in Gulf Oil Revenues: 1978009

Forecast
$1.200 4 i
Mominal Real (2000%) |
$1.000 4
i
$600 4
§ |
E $400 |
— |
1978 1881 1984 1887 1990 1893 1996 19989 2002 2005 2008
Year *Prior to 1994 does not include Angola
Source: Ela Short Term Eneargy Outiook or Ecuador
oty Nominal ($B) Real (200058)
2008 2009 2010 Jan-Oct 2009 2008 2009 2010 Jan-Oct 2009
Algeria 69 NA NA $33 556 MNA NA £26
Angola $68 MNA NA $33 %55 NA NA £26
Ecuador $10 MNA NA £5 %8 NA NA 34
Iran 83 NA NA 343 567 NA NA $34
Irag $61 NA NA $31 $49 NA NA £25
Kuwait 79 MNA NA $38 S64 NA NA $30
Libya $57 NA NA S27 %46 NA NA 521
Migeria §70 MNA NA £35 356 MA NA $28
Qatar $38 MNA NA 519 531 NA NA $15
Saudi Arabia $285 MNA NA $122%231 NA NA 98
UAE 87 NA NA $40 570 NA NA £32
Veneruela 559 MA NA §28 543 NA NA £22
OPEC  $966 $576 5750 5452 §782 $461 5593 5362

Source: Adapted frorenergy Information Agency (EIA), Department of Ener@f?EC Revenues Fact Shedbvember 2009,
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CSIS

200 - High price
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History Projections
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Source: EIAIEO 2009
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EIA Projections of Gulf OPEC Oil Production
199062030: In Millions of Barrels Per Day

120

100

80

60

40

20

0

1990 2007 2010 2015 2020 2025 2030 % Change 06430
BWorld -Reference 66.5 84.8 86.3 90.6 95.9 101.1 106.9 0
B Gulf OPEC

O---Reference 16.1 23.1 23.8 25.4 26.7 27.8 29.5 0
@---High Oil Price 23.8 20.8 19.6 19 19.1 0
@---Low Qiil Price 24.1 29.3 32.2 34.8 37.6 0
B---High Econ Growth 23.9 26 28.1 29.7 32.3 0
@---Low Econ Growth 23.8 24.8 25.5 25.9 26.9 0

Source: Adapted from EIANorld Energy Outlook2009, pp. 225, 229, 233, 241
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EIA Projections of Gulf/ME QOil Production
By Country 1990-2030:

In Millions of Barrels Per Day

40

% ME —

30 = L

25 —

— Gulf

20 [ | —_

15 - _

10 _

5
° 1990 2007 2010 2015 2020 2025 2030 % Change 06-30

DEgypt 0.9 0.7 05 0.6 0.6 0.6 0.6 *.0.2
DSyria 0.4 0.4 05 0.4 0.4 0.3 0.3 ¥_15
|oLibya 14 1.8 19 1.7 15 15 1.5 *0.1
mAlgerial 13 22 22 2.7 28 28 2.8 %39
i Yemen 02 0.3 03 0.2 0.2 2 0.2 * 37
[oUAE 23 2.9 3 3 29 29 2.9 *03
mSaudi 7 102 10 109 i1 113 12 *33
mQatar 04 11 14 19 2.1 23 2.5 ¥05
DOman 0.7 0.7 08 0.9 0.7 0.7 0.7 .02
oKuwait 12 26 27 2.7 26 27 2.9 *.0.1
mirag 2.1 21 25 29 42 4.6 5 ¥0.5
plran 3.1 4 42 4 38 39 42 0.1

LAAL

Source: Adapted

£
I
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Net Import Share of U.S. Liquid Fuels

Consumption,19902030--- 2007

Sercent Estimate
70 - : Refergnce _
High Growth Low Price
60 -
\__W/ Low Growth
50 - High Price
40 +
30 -
20 A
10 +
O e A et e e e e e B L e e e e e e S e e s s e s e e e L
1990 1995 2000 200p 2010 2015 2020 2025 2030
History Projections

21
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Net Import Share of U.S. Liquid Fuels
Consumption, 19902030 (2008 Estimate)
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DOE-IEA, Annual Energy Outlook 2008, p. 80
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Unconventional Share of U.S. Liquid Fuels
199062030 (2008 Estimate)
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DOE-IEA, Annual Energy Outlook 2008, p. 80
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CSIS

Net Import Share of U.S. Liquid Fuels Consumption,
19902030 (2009 Estimate) in Percent

80 - History Projections
60 - Low price
40 - | Reference
High price
20 -
0
1990 2000 2007 2020 2030

DOE-IEA, Annual Energy Outlook 2009, p. 82
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CSIS

Unconventional Liquid Fuels as Percent of World
Production At Given Prices: 19902030

20 -
. ' yOther
Shale o1l CTT
(L
o= 1
10 - | Biofuel

5Extr'a-h€aﬂy oil

Bitumen

2007 Reference Low price  High price
2030

DOE-IEA, Annual Energy Outlook 2009, p. 60



The Challenge of Export Vulnerability:
Petroleum Exports, Key Infrastructure,
and Key Imports

26
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But, There Are Some Alternative Routes
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Vulnerablllty of Gulf Oll Fields

Source: M. Izady, 2006

\\

N

Primary Oil and Gas Deposits in
the Middle East and the Shia
Majority Areas.

\ A Major Oil field
A Super-Giant Qil field

N 4 Major Gas field

Islam:
B Shiism (to include Alevis/Alawis)
| | Sunnism (Hanafi, Shafi’i, Maliki)
Hanabli

[ ] Ibadism
[ | Christianity
[ 1 Judaism
[ Other
Mixed population areas

| Sparsely populated areas
Uninhabited areas

28


http://www.iranwatch.org/ourpubs/articles/iranucleartimetable.html%23i

CENTER FOR STRATEGIC &
INTERMATIONAL STUDIES

CSIS

The Entire Gulf: Breaking the Bottle at Any Point

5 As Saffaniyah

_ South Pars
‘ & Persian Lo

North Field

P . | g |
i _'AI:{lu‘;r.nﬁh H{g:;;mra
Dhahran] /Manapf _
...-":‘ :-_1.‘
Pt | Gulf of Oman
= Al
*Hl'll'ﬂdh h @ Ghawar !ﬂuscm
Saddi Arabia
\ . |

Source: EIA, Country Briefs, World Oil Transit Chokepoints, January 2008
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Energy Infrastructure is Critical, But

ASteadily rising global demand for Gulf crude, product, and gas
ARising Asian demand (much exported indirectly to the West)

Adeavy concentrations in facilities designed to economies of scale, not
redundancy.

APoor response planning, and loalgad time replacement for critical key
components.

ADay-to-day use often near limits of capacity
A ack of systems integration and bypass capability at national and GCC level
Amproving lethality and range of precision strike systems.

Mmarter saboteurs and terrorists.

30
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| ImEnrtant World Qil Trans it Ehukeeuints |

Key Gulf-Related Chokepoints- |

2006E | Width at Qil Source Prima Altemative
Hame |oil flowy Harrowest oric D esti 1:'_'; Pa=t Disturbances Rout
(bblid) P oint rigin ination outes
: =Ea mines were
Perdian Gulf\apan, The - lled during the [745mile long
Mations United States, ,
The 16547 ludin ezt Iran-lrac War inthe |JEast-wWest
Strart of 'I.I' 21 miles e d E ath 1930=. Terrorists  Pipeline through
Hormaz |70 ALl WPORE, OINEF Wreats post Saud Arabia to
Arabia, [ran, [Aszian
. =eptember 11, the Red Sea
and LLAE countries
2001,
=Uez Canal was
The Persian Gulf clozed for eight Feroute around
Mations, vears after the Six- Jthe southem tip
suez | . empecialy o TOPE NG n o warin 1967, |of Afica (the
Canall | = H.o00feet [CFo- | The United ¥ Ee
tmillion =audi Twao large ail i—ape of Good
Sumed . =tates -
Pineli Arabia, and tankers ran aground |Hope T additional
Ipeline Asia in 2007 suspending |5,000 miles.
traffic.

Source: EIA, Country Briefs, World Oil Transit Chokepoints, January 2008
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Important World Qil Transit Chokepoints
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of Aden, vYemen of Afvica (the
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HopeT additional
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Mo clear
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Straits Europe LT
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atter September 11, [between Russia,
2001, Bulgaria, and
Greecs.

Source: EIA, Country Briefs, World Oil Transit Chokepoints, January 2008
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Abu Musa, Tumbs, Hormuz: Factoids

A34 miles (55 KM) wide at narrowest part.

AChannels consist of Znile (3.2 km) navigable channels for inbound and outbound
traffic, separated by 2mile wide buffer zone.

A40% of all globally traded oil supply.

A5%-pl us of Japands oil [/

A13.4 MMBD of crude through Strait in May 2007

AAdditional 2 MMBD of products and over 31 million tons of LNG.

A90% of all Gulf exports go through Strait.

AE1A predicts exports will double to 3034 MMBD by 2020

ABulf will export 40% of worl dodés LNG by

Source: gandBrig. General Said Mohammed -Slowaidi, Martimer Challenges in the Gulf,
March 2008.
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Hormuz: Breaking the Bottle at the Neck

A280 km long, 50 km wide
at narrowest point.

Arraffic lane 9.6 km wide,
including two 3.2 km wide
traffic lanes, one inbound
and one outbound,
separated by a 3.2 km wide
separation median

Antiship missiles now have
ranges up to 150 km.

ASmart mines,
guided/smart torpedoes,

Aloating mines, small boat
raids, harassment.

KCovert as well as overt
Sensors.
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NCl osing the Gul

A3 Kilo (Type 877) and unknown number of midget (QadtSS-3) submarines;
smart torpedoes, (antiship missiles?) and smart mine capability.

A Use of 5 minelayers, amphibious s
A  Attacks on tankers, shipping, off

A Rai ds-3MP/Pt3R Oridn MPA and combat aircraft with anti -ship
missiles:(G801K (842 km), CSSN-4, and others).

A Floating mines, smart and dumb mines, oil spills.

A L “asel, longrange anti-ship missiles based on land, islands (Seersucker
HY-2, CSSC-3), and ships (CSN-4, and others).

A Il RGC raids on key export facilit.y
Alranian built Nasr -2 ship based SSM.
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Aan estimated 3.9 million bbl/d of oil flows northbound through the Suez Canal to the Mediterranean, while 0.6
million bbl/d travels southbound into the Red Sea.

AOver 3,000 oil tankers pass through the Suez Canal annually. With only 1,000 feet at its narrowest point, the
Canal is unable to handle large tankers.

ASuez Canal Authority (SCA) has discussed widening and deepening to accommodate VLCCs and ULCCs.

A00-mile long Sumed Pipeline, or Sueiediterranean Pipeline also provides a route by crossing the northern
region of Egypt from the Ain Sukhna to the Sidi Kerir Terminal.

Alhe pipeline can transport 3.1 million bbl/d of ci
(approximately 2.3 million bbl/d of crude) are transported through the Sumed pipeline.

AClosure would divert tankers around the southern tip of Africa, the Cape of Good Hope, adding 6,000 miles

transit time.
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The GCC Threat to the GCC

AVast lead in military spending and arms imports
ASupport from US, Britain, France

But,

APoor Mission Focus with Limited Coordination
ALack of Integration, Standardization

AProblems in Large-Scale Exercises and Training; Military
Realism

AProblems in Jointness including security services, police, and
Intelligencei and combined arms.

ALack of Balanced Force Development: Manpower Quality and
Sustainability



CSIS | Mo srons Regional Cooperation on Iran?

ATruth is there is limited regional cooperation among the Gulf nations with regards to Iran.

ARegionwide drive to bolster naval forces to countering the perceived growing threat from
Iran.

AOman, like Syria and Qatar, sees in Iran an important political and economic ally that is too
powerful and too potentially dangerous to ignore, let alone antagonize; while defying Egypt,
Saudi Arabia and other Arab nations in their efforts to curb Iranian influence and Nuclear
ambitions.

AUnited Arab Emirates, which is battling with Iranian leaders over the title to three Persian
Gulf islands, has done little to stop billions of dollars in annual trade with Iran.

ASunni-led Arab countries are concerned over Tehran's influence with the Shiitdominated
government in Iraq.

AQatar says it is mediating between Iran and Arab powers such as Egypt and Saudi Arabia,
where the ruling family feels threatened by Iranian power.

AContinued developments in Saudi and Egyptian outreach to Arab nations to unite against
Iranian influence and Nuclear Ambitions as well as outreach efforts to Syria in efforts to break
Iranian -Syrian ties.

AContinued U.S. engagement and fisecurity umb
Regional Cooperation in regards to Iran.
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Comparative Military Manpower Trends
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