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April 30, 2002

The Honorable Spencer Abraham
U.S. Department of Energy
1000 Independence Avenue, SW
Washington, DC 20585

Dear Mr. Secretary:

On behalf of my fellow commissioners, I am pleased to submit to you the final 
report of the Commission on Science and Security, chartered in October 2000. The 
report represents the unanimous conclusions and recommendations of the 
commission.

Mr. Secretary, the laboratories in the Department of Energy are national trea-
sures. But they are at risk in two dimensions. They are obviously targets of foreign 
espionage and need to be better secured against that threat. They are also at risk 
because of inappropriate and ineffective security solutions from the past that are 
now undermining the creative environment we need in these institutions to meet 
our national objectives. We are at the point where change is essential if we are to 
protect against both of these challenges to the national laboratory system.

We believe you have a unique opportunity to make a pivotal change in the 
Department of Energy. Following your direction, we have developed specific rec-
ommendations that can be implemented. We have discussed them sufficiently with 
the various elements of your Department, and we believe that if implemented they 
will make a concrete and positive difference.

The commission is willing to continue past our end date in April 2002 to assist 
you in the implementation of these recommendations. I speak for all members of 
the commission when I say that it has been a genuine privilege to serve you and the 
American people.

Sincerely,

John J. Hamre
Chairman
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Preface

he commission on science and security was established in October 2000 
at the request of then-Energy Secretary Bill Richardson to “ ...assess the new 
challenges facing the Department of Energy in operating premier scientific

institutions in the twenty-first century in a manner that fosters scientific excellence 
and promotes the missions of the Department, while protecting and enhancing 
national security.” The commission was asked to operate on the premise that excel-
lence in science and sound security are not mutually exclusive objectives. With the 
change of administrations, Secretary Spencer Abraham affirmed his support for the 
commission in May 2001.

John J. Hamre, president and CEO of the Center for Strategic and International 
Studies, chaired the commission, whose membership comprised distinguished 
experts from the scientific, defense, intelligence, law enforcement and academic 
communities. The exceptional breadth and depth of experience of the commission’s 
membership enabled our broad—and, we believe, balanced—study of the Depart-
ment of Energy’s (DOE’s) laboratory system.

The commission was asked to examine all DOE laboratories, not just the three 
that are most directly engaged in (classified) nuclear weapons work, largely because 
many security and counterintelligence measures—including a number of new mea-
sures developed in just the last three years—apply widely across the DOE 
laboratory system. Thus, the commission conducted assessments not only of the 
three so-called national security laboratories (Los Alamos, Sandia, and Lawrence 
Livermore) but also of those national laboratories that primarily support DOE’s 
other scientific, energy, and environmental missions. The commission was not 
chartered to evaluate DOE’s nuclear weapons plants, though many of the recom-
mendations in this report could be applied to those institutions as well.

The commission conducted its research through site visits, interviews, brief-
ings, reviews of written literature on DOE’s security and management, surveys of 
the laboratories, and broad consultation with security and counterintelligence pro-
fessionals within and outside the DOE system. Members of the commission visited 
eight of the DOE national laboratories.1 During these visits, commissioners met 
with laboratory management, security and counterintelligence professionals, and 
heard from scientists and engineers without management present. These trips were 
an exceptionally valuable means of gaining a better understanding of the laboratory 
perspective, and we are grateful to the laboratory directors and their staffs for the 
time they devoted to meeting with us. We also heard directly from the laboratory 

1.  Commission members visited Argonne National Laboratory, Brookhaven National Labora-
tory, Fermi National Accelerator Laboratory, Lawrence Berkeley National Laboratory, Lawrence Liv-
ermore National Laboratory, Los Alamos National Laboratory, Sandia National Laboratories, and 
Stanford Linear Accelerator Center. 
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Preface xi

directors as a group at the beginning of our work and again midway through. In 
addition, commission members held meetings with representatives of DOE field 
offices2 and visited the Department of Defense polygraph facility. Throughout our 
study, the commission met with DOE headquarters management and staff, who 
were very forthcoming with the commission as it developed its views, for which we 
are most appreciative.

Parallel internal efforts at DOE enriched the commission’s work. In January 
2001, in response to a preliminary set of findings and recommendations by the 
commission (presented as a chairman’s report), Secretary Richardson directed (1) a 
review of the implementation of existing counterintelligence and security direc-
tives, and (2) the establishment of two task forces to analyze the issues of sensitive 
unclassified information and the design-basis threat for physical security.3 
Although limited in scope, the implementation review provided the commission 
with a useful analysis of problems associated with existing directives, compiled by a 
cross-section of security experts, counterintelligence professionals, program man-
agers, scientists, and engineers. Unfortunately the work of the other two task forces 
remains unfinished, but in the report the commission offers its own views on the 
subjects of those task forces.

The commission organized a two-day security workshop that assembled 
approximately 40 security, counterintelligence, and intelligence professionals as 
well as scientists, from within and beyond the DOE community. That workshop, 
held at Sandia National Laboratories, became the source of a number of important 
ideas and principles that the commission further developed for its report. We are 
grateful to our hosts, to those who devoted their energies and talents to organizing 
the workshop, and to all the participants there. Through the workshop as well as 
through additional meetings, briefings, and interviews, we were able to draw on the 
expertise of a number of professionals inside and outside the DOE complex to help 
us learn from a range of security and counterintelligence practices and models. The 
commission also created an informal working group, which was particularly valu-
able in helping us to analyze issues of special interest.

We express our appreciation to all those—inside and outside the DOE system—
who assisted us in the course of the commission’s work. We would like to acknowl-
edge major contributing experts Shawn Daley, James Gosler, John Hartford, M.J. 
(Marv) Langston, Pace VanDevender, and the many individuals who provided their 
time, expertise, and counsel to our undertaking. For a complete list of contributors, 
see appendix F.

2.  Commission members met with representatives from the Albuquerque, Chicago, and Oak-
land operations offices. 

3.  A copy of Secretary Richardson’s January 2001 directive is in appendix G to this report.
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Executive Summary

he commission on science and security was asked to assess the new 
challenges that the Department of Energy (DOE) faces in operating premier 
scientific institutions in the twenty-first century while protecting and

enhancing national security. In his charge to the commission after taking office, 
Secretary of Energy Spencer Abraham asked that the commission reject the notion 
that increased security, by necessity, will diminish the quality of the science carried 
out at the DOE national laboratories and to look for ways to achieve more of both. 
Pursuant to its charge, the commission has sought to identify constructive means 
for meeting this objective. Our key findings and recommendations are set forth 
below.

The commission’s overarching finding is that DOE’s policies and practices risk 
undermining its security and compromising its science and technology programs. 
In support of its overarching finding, the commission identified five fundamental 
problems.

First, the Department’s continuing management dysfunction impairs its ability 
to carry out its science and security missions. Even the best security policies and 
sound processes for their development will not be effective if strong leadership and 
effective management are lacking. DOE’s headquarters, field, contractor, and labo-
ratory relationships create a complicated layered structure in which assigning 
accountability is difficult. Multiple constituencies mean that internal Department 
battles consume an inordinate amount of time. As a consequence, the development 
and management of security policy lack clarity, consistency, and broad strategic 
planning.

Second, collaboration between the science and the security and counterintelli-
gence communities has been badly damaged and must be repaired. The 
commission found no one from the scientific community who thought it was 
unimportant to protect national security information. Neither did we find anyone 
from the security community who felt laboratory scientists did not need to interact 
with their outside peers. We did find widely differing views on what constitutes a 
significant risk to national security and how best to minimize those risks. There are 
deeply held differences dividing the communities over what requires protection, 
how much protection is needed, and by what means that protection should be 
provided.

Third, DOE has no effective system for risk-based security management prac-
tices. The Department has no systemwide approach for assessing risks to its assets 
and no means for comprehensively determining priorities for the protection of 
those assets. It also lacks a budget process that could support security decisions 
based on establishing risk and priorities. Thus, overall spending on security has no 
underlying rationale, nor does it take into consideration the opportunity costs to 
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science of implementing security measures. In addition, the Department does not 
have the needed counterintelligence analytical capabilities to support and shape 
risk-based security management.

Fourth, the Department’s investments in new tools and technologies for its 
security and counterintelligence programs are woefully inadequate. In the last few 
years, security and counterintelligence have received significant funding increases, 
but virtually no resources are being devoted to develop systems that move beyond 
the Department’s labor-intensive, paper-based security system. This lack of auto-
mation and integration results in missed opportunities to significantly improve the 
monitoring of processes, facilities, and databases, and bogs down management and 
scientists under unnecessary administrative burdens.

Finally, cyber security lacks sufficient priority in the Department. Management 
of DOE networks needs significant improvement. More than any other area, cyber 
security demands strong, smoothly functioning processes to ensure that the labora-
tories can protect themselves against cyber threats in a manner that is risk based.

The context for these findings and our recommendations is a Department com-
prising a highly diverse, heterogeneous, and interconnected laboratory system. 
DOE’s three national security laboratories conduct some of the nation’s most 
highly classified research and development in support of maintaining our nuclear 
deterrent. At the same time, DOE manages a number of other world-class laborato-
ries, most of which conduct no classified work at all. It is crucial to understand that 
classified work has come to depend on unclassified science and technology, and 
unclassified science in turn has become more international and connected by 
advanced communications systems. Accordingly, providing for excellence in both 
science and security requires increased vigilance and increased threat awareness on 
the part of the national laboratories, within a risk-based system that will allow 
open, unclassified scientific interactions to flourish.

Recommendations

To make the necessary changes, the commission believes that the Department must 
establish a security and counterintelligence program that is sustainable for the long 
term—one that is risk-based and tailored to the missions and activities of the labo-
ratories. This report suggests five overarching sets of recommendations, the key 
aspects of which are summarized below. This is followed by a list of all major 
recommendations.

Recommendation 1
Clarify lines of responsibility and authority
First, if reforms in security and counterintelligence programs are to succeed, the 
Secretary and the Administrator of the National Nuclear Security Administration 
(NNSA) must address basic organizational problems at DOE, most significantly 
confusion over line and staff responsibilities. The commission recommends clarifi-
cation of the chain of command between the Secretary and the laboratory directors; 
most important, the responsibility for security, like safety or any other operational 
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matter, must rest with line management. Together with a more clearly defined chain 
of command, DOE needs to reduce excess layers of management and staff that have 
built up since the late 1980s. To support a more disciplined decisionmaking process 
on all matters, including security, the commission recommends that the Depart-
ment install a rigorous multiyear budget process, modeled on the planning, 
programming, and budgeting system (PPBS) at the Department of Defense 
(DOD). Related to this point, the commission believes that the idea of a separate 
security budget administered by someone other than the laboratory director as the 
line manager is a flawed concept, and the commission recommends that line man-
agers control the resources required to execute their missions and supporting 
operations.

Recommendation 2
Integrate science and security
DOE leadership must ensure that science and security at DOE is an integrated 
enterprise—collaborative and complementary. First, the commission underscores 
the importance of ensuring that laboratory directors have full responsibility and 
authority for science and security and of holding the laboratory directors strictly 
accountable. The laboratory director must be chief scientist and chief security 
officer. Scientists and engineers throughout each laboratory must be invested in 
carrying out their missions securely, but this will only happen if laboratory direc-
tors themselves take a strong leadership role. Contracts, directives, and other 
guidance to the laboratories must reflect this philosophy; they must be perfor-
mance based so that laboratory directors have the capacity to implement them in a 
manner that is consistent with the work at their sites. At the same time, DOE over-
sight must be rigorous and DOE leadership must demand—and reward—
accountability. To improve collaboration, the commission also recommends the 
creation of a high-level, Department-wide laboratory security council for the devel-
opment of security policies. Its representation should include security, 
counterintelligence, the field offices, laboratory personnel, and others for whom 
security policy decisions will have a significant impact. Laboratory directors should 
establish comparable groups to integrate security decisionmaking and implementa-
tion at the site level. Finally, the Department must take steps to ensure that its 
counterintelligence program as well as its personnel, cyber, and physical security 
operations form an integrated system of security that protects and supports the 
work of the Department. Together with these integration improvements, DOE 
leadership must restore a climate of trust within the Department, between manag-
ers at all levels, and between managers and employees.

Recommendation 3
Develop and practice risk-based security
Third, the Department must develop and practice risk-based security management. 
Risk-based security management is based on the premise that sensitive activities are 
not uniformly distributed throughout an organization and that assets representing 
a higher risk to national security require greater protection. A risk-based system 
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should provide for the ability to make decisions about the marginal value (in an 
economist’s definition, i.e., additional value) of increasing investments in a given 
aspect of security and the trade-offs between security alternatives, as well as the 
trade-offs between security and the science (programmatic) mission. The commis-
sion believes that a modern security system must find a way to balance resources, 
which are limited, and risk, which can never be eliminated.

Specifically, the commission recommends the establishment of a risk-based sys-
tems approach to the development, analysis, and implementation of security 
policies throughout the DOE complex. A key to the success of this approach will be 
clear guidance for the laboratories about the Department’s priorities for protecting 
its assets. That guidance can only be developed with the participation of national 
security, intelligence, and law enforcement agencies outside DOE. It also will 
require a greatly improved threat assessment process. The commission recom-
mends that risk-based management plans be developed annually across security 
functions at each site. In parallel with the budget, the Secretary and the NNSA 
Administrator should issue a single DOE-wide integrated safeguards and security 
plan that reflects the comprehensive plans agreed upon by the sites and federal 
managers.

To support this risk-based model, the Department needs to strengthen, refocus, 
and revalidate its counterintelligence program. It is crucial that DOE leadership 
expand the Department’s counterintelligence analytical capabilities in order to con-
duct pattern analysis, monitor trends, and provide the threat assessments that are 
necessary for a security system that is properly oriented around risk. The program 
must broaden its cooperation and information access across agency boundaries 
and, as discussed in recommendation 4 below, invest in new technologies. The 
counterintelligence program should assist in shaping security measures but leave 
the responsibility for decisions regarding security to line management; its primary 
function should be collection, investigation, and analysis. In this respect, the com-
mission recommends that the counterintelligence program strengthen cooperation 
with the scientific community for information collection purposes; DOE leader-
ship must ensure that counterintelligence officers have access to available 
information at all laboratories, including the unclassified, open-science laborato-
ries. At the same time, the commission recommends removing unproductive 
security burdens associated with collecting that information, particularly on 
unclassified foreign scientific collaboration.

The commission also makes a number of specific recommendations for clarifi-
cation or amendment to four specific security policies: the so-called zero-tolerance 
policy, the polygraph program, practices for controlling sensitive unclassified infor-
mation, and the policies affecting fundamental research.

Recommendation 4
Adopt new tools and techniques
DOE must augment its capabilities for security and counterintelligence with signif-
icant investment in new tools and techniques. Specifically, DOE must develop and 
invest in state-of-the-art technologies for personnel authentication, access control 
to cyber systems and facilities, and data fusion and analysis techniques. The 
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Department should be investing in biometric and other systems that would help 
make authentication and access control processes more robust and less intrusive. By 
employing new technologies, DOE could strengthen positive identification of 
employees and visitors and significantly reduce cumbersome physical and cyber 
access requirements. In parallel, DOE also must invest in databases, information 
systems, and analytical tools to perform data cross-correlation, data mining, and 
other analysis for security and counterintelligence purposes. Such tools are badly 
needed in order to strengthen the analytical capacity of the counterintelligence 
program.

Recommendation 5
Strengthen cyber security
DOE must devote priority attention to strengthening cyber security; it is both the 
strength and the Achilles’ heel of the scientific enterprise. Other parts of this report 
contain recommendations that would improve cyber security, and the commission 
makes several additional recommendations that are specific to cyber security. First, 
the role of the chief information officer (CIO) in DOE and NNSA should be 
strengthened by ensuring that the CIO has responsibility for cyber security, so that 
development of cyber security policies are integrated with information technology 
systems policy. DOE should also establish a cyber security advisory panel that uses 
the knowledge and experience of outside experts to bring cutting-edge solutions to 
the DOE cyber enterprise. Finally, DOE must place a higher priority on the timely 
implementation of cyber security solutions that are already developed and do more 
to evaluate emerging technologies being developed by other agencies and the pri-
vate sector.
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List of Recommendations

oe leadership (the Secretary, Deputy Secretary, NNSA Administrator, 
and the Under Secretary for Energy, Science, and Environment, as 
appropriate) should undertake the following steps:

Recommendation 1
Clarify lines of responsibility and authority

� Clarify line management and staff responsibilities.

� Clarify federal policymaking and oversight responsibilities.

� Reduce the size of the federal staff.

� Commit to the government-owned, contractor-operated (GOCO) model of 
management.

� Build an integrated, multiyear budgeting process.

� Assign a single point of responsibility for counterintelligence.

Recommendation 2
Integrate science and security
Embed security in the science mission:

� Make implementation of the integrated safeguards and security management 
(ISSM) policy a top priority.

� Ensure laboratory directors have full responsibility and authority for science 
and security at their sites, and are held accountable.

� Clarify that security and counterintelligence professionals must provide staff 
support to line management, at all levels of the system.

� Revise directives and other guidance to the laboratories so that they are perfor-
mance based instead of compliance oriented.

� Ensure that the laboratories are subject to rigorous oversight.

� Institute development of a service approach to security management for the 
laboratories.

D
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Strengthen collaboration among science, security, and counterintelligence 
elements:

� Establish a laboratory security council, chaired by the Deputy Secretary, to pro-
vide for the collaborative development of security policies.

� Direct that laboratory directors establish an integrated security group at each 
site to provide for collaborative implementation of security policies.

� Institute an annual DOE-wide implementation conference to share best prac-
tices and address crosscutting problems.

� Establish a program to detail security, counterintelligence, and science profes-
sionals on a rotational basis to DOE headquarters and the laboratories.

� Require regular interaction between top DOE management and laboratory 
directors on security issues.

Strengthen coordination across security and counterintelligence functions:

� Establish close coordination at headquarters across security and counterintelli-
gence functions.

� Request that laboratory directors establish teams comprising counterintelli-
gence and security elements at each site.

Restore a climate of trust:

� Clarify security expectations for line management with respect to their leader-
ship roles and responsibilities on security matters.

� Make security expectations for employees clear, logical, and appropriate to the 
task.

Recommendation 3
Develop and practice risk-based security
Develop and implement a risk-based security model:

� Develop a risk-based systems approach to managing security for the DOE com-
plex, to be implemented through integrated teams at headquarters and the 
laboratories.

� Provide overarching guidance from headquarters to the sites for the develop-
ment of integrated safeguards and security plans, including high-level priorities 
for assets requiring protection.

� Direct the laboratories to conduct annual integrated safeguards and security 
risk assessments and develop plans at the site level, through integrated risk 
management teams.

� In parallel with the budget, issue an annual DOE enterprise-wide safeguards 
and security plan comprising the individual laboratory plans.
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Strengthen, refocus, and revalidate counterintelligence:

� Expand significantly the analytical capabilities of counterintelligence to collect, 
fuse, and analyze data from all sources.

� Relieve the counterintelligence program of its perceived responsibility for act-
ing as a security regulator; encourage the counterintelligence program to 
strengthen cooperation with the scientific community for information collec-
tion and analytical purposes.

� Revise policy for foreign unclassified visits to ensure sound data collection, but 
also allow laboratory directors to exercise judgment regarding advance screen-
ing requirements.

� Ensure that counterintelligence officers have the necessary access to informa-
tion on foreign nationals at the unclassified, open-science laboratories.

� Establish local arrangements between counterintelligence officers and scientists 
regarding cooperative research and development agreements (CRADAs).

� Request a National Security Council–led review of Presidential Decision Direc-
tive 61 (PDD-61) to ensure its interpretation is consistent with the commis-
sion’s recommendations, and revise it as necessary.

Amend and clarify security practices:

� Issue a comprehensive statement of security policy and principles that authori-
tatively defines the zero-tolerance policy by leaving room for reasoned 
judgment, within the context of maintaining rigorous security.

� Implement a polygraph policy comparable to that of the Department of 
Defense (polygraph examinations chiefly used as an investigative tool; sparingly 
as a screening tool when exceptional program security is needed).

� Amend policies dealing with sensitive unclassified information:

• Streamline and simplify policies for sensitive unclassified information by 
discontinuing the use of sensitive unclassified definitions and labels;

• Direct all laboratories to undertake a systematic review to ensure proper 
control of classified information under existing guidelines;

• Direct a review of unclassified information not currently subject to statu-
tory administrative controls for possible placement under a single 
administrative control category of official use only (OUO); and

• Ensure close cooperation between counterintelligence officials and the lab-
oratories when a specific concern arises regarding unclassified information.

� Seek reissuance of President Reagan’s National Security Decision Directive 189 
(NSDD-189) to reaffirm that fundamental research is generally exempt from 
security regulations and that any controls can be imposed only through a for-
mal process established by those regulations.
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Recommendation 4
Adopt new tools and techniques
Develop and acquire state-of-the-art security and counterintelligence technologies:

� Invest in new technologies, such as public key infrastructure (PKI) and biomet-
ric systems for access to all cyber systems and for access to all sensitive facilities.

� Invest in databases, information systems, and analytical tools to perform exten-
sive fusion, analysis, and data mining of authorization, access, biometric, 
counterintelligence, and related data.

� Establish processes for applying the above tools and techniques to the visitor 
request, approval, and monitoring system for visitors to DOE laboratories.

Augment analytic and advisory capabilities for security and counterintelligence:

� Establish for a limited time a small, independent technical team outside DOE 
(e.g., at a federally funded research and development center) to help develop 
and refine a risk-based integrated security model.

� Establish a standing security advisory board.

Recommendation 5
Strengthen cyber security

� Assign the chief information officers for DOE and NNSA the lead responsibility 
for cyber security.

� Establish a high-level cyber security advisory panel.

� Establish standard operating procedures, appropriate to each laboratory, to 
measure and provide oversight of cyber network performance.

� Implement classified cyber systems rapidly at DOE headquarters.

� Ensure that developed cyber security solutions are implemented with high pri-
ority and that emerging technologies are evaluated for possible use.
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c h a p t e r  1

Introduction

he commission on science and security was established against the 
backdrop of the high-profile allegations of security violations at Los Alamos 
National Laboratory and the resulting imposition of a broad range of new

security measures across the national laboratory system. The investigation of Wen 
Ho Lee was under way, as was the attempt to identify those responsible for two 
missing classified hard drives. The reaction to these problems in Washington, by 
Congress and DOE headquarters, had produced a wide array of new, stringent 
security measures. Controversy soon developed over whether these steps indeed 
provided net security improvements and over their effects on the working environ-
ment at the laboratories.

The commission spent more than a year examining this situation. We believe 
that without remedial action both science and security in the Department of 
Energy (DOE) are at risk of serious deterioration. The Secretary and the Adminis-
trator of the National Nuclear Security Administration (NNSA) are directly 
responsible for the long-term viability of the Department and the ability of our 
national laboratories to undertake science in support of the nation’s economic and 
security interests. This report outlines critical steps that the commission believes 
the Secretary and the Administrator must take to preserve these vital national 
assets.

Previous commissions and studies have documented the Department’s prob-
lems extensively—in both the area of security and the area of science as well as on 
overarching management questions that affect both security and science. This com-
mission has considered many of those studies1 and in a number of instances has 
built on their recommendations. But our study has also sought specifically to exam-
ine science and security together to determine what the Department needs to meet 
the twin objectives of ensuring both sound security and excellence in science. 
Designing policies and practices with both of these goals in mind is a significant 
challenge but one to which DOE must rise in order to end the pendulum swings of 
the past 15 years, when the Department has either fallen well short of security 
expectations or, more recently, been accused of choking scientific interaction as it 
has sought to rectify long-standing security problems.

1.  Bibliography at appendix L.

T
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Valuable Assets

The nation’s long-term economic well-being and security depend on scientific and 
technical innovation. Technological change is a primary driver of our economy. 
The vitality of our economy underpins our national security. Furthermore, our 
ability to understand important scientific developments and the potential use of 
those developments by U.S. military forces in our defense, or by adversaries that 
threaten our interests, depends on a strong scientific community. In short, the eco-
nomic well-being of the country and our ability to meet important national 
security objectives depend on science.

DOE operates some of the most sophisticated laboratories in the world. They 
not only sustain America’s nuclear deterrent; they also conduct groundbreaking 
fundamental research in the physical sciences, develop tools and technologies that 
help diversify energy sources and reduce the cost of energy, and develop the science 
and technology for vital environmental remediation throughout the country. 
Maintaining the strength of these institutions is in America’s national security 
interests.

The laboratories’ broad contributions to our security have been reaffirmed with 
the nation’s emphasis on homeland defense. For many years DOE has maintained 
the Nuclear Emergency Search Team (NEST) with the requisite technical expertise 
for responding to nuclear/radiological terrorist incidents in the United States. DOE 
laboratories helped identify the anthrax sent to the Senate Hart Office Building in 
October 2001 and deployed special foam for decontaminating the building. It 
developed a portable sensor network for detection of the release of biological agents 
(for the 2002 Winter Olympics) and developed a holographic imaging system for 
the Federal Aviation Administration that displays three-dimensional images of 
items concealed beneath clothing. Thus, the events of September 11, 2001, have 
only reaffirmed the vital importance of these institutions in providing for our 
nation’s security.

Laboratories at Risk

Unfortunately, the health of these laboratories is in jeopardy. Some problems are 
long-standing in the structure and culture of the Department. At their core, they 
reflect the difficulties that the Department has had in making the transition from a 
world in which our national security laboratories were fairly insulated from the 
outside to one in which they have—and need—much greater scientific interaction 
with other laboratories, institutions, and industry. The nature of open science, in 
turn, has become much more international, collaborative, and networked. And 
these interactions are taking place in an environment in which the threats to our 
security have become more complex, multifaceted, and sophisticated as our nation 
grapples with the war on terrorism and works to prevent weapons of mass destruc-
tion from falling into the wrong hands. In short, the system of security at DOE has 
not fully adjusted to the twin changes in the conduct of science and in the post–
Cold War security environment.
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The controversies following the investigations of Wen Ho Lee and the missing 
hard drives exacerbated many of these existing problems. Well-intentioned but 
poorly engineered security procedures imposed in the wake of these security scan-
dals are undermining an atmosphere of creativity and innovation. This legacy 
deeply affects the open-science community at the laboratories and ultimately will 
undercut not only our science programs but also our national security. Security 
procedures imposed during the last three years are unnecessarily impeding the 
work of the laboratories and the needed interaction of the open-science commu-
nity. And our national security increasingly depends on the research conducted by 
that community.

This negative atmosphere in turn risks undermining security. A serious rift has 
developed between the scientists and the security professionals, and security will be 
seriously undermined if these two communities drift farther apart. Tension 
between open science and national security has always been inherent because the 
scientific enterprise depends on extensive collaboration and open discussion of new 
ideas and concepts, while national security, by contrast, is controlled and more iso-
lated from general knowledge and debate. These two worlds have cooperated 
effectively in the past, however, and must be brought together effectively in the 
future.

The commission believes that for too long investment in the security infrastruc-
ture of the DOE complex may have been underfunded and has certainly been 
misallocated. The recent increase in security and counterintelligence spending has 
lacked a modern security architecture to ensure effective implementation. A new 
security architecture, based on concepts of risk management and tailored to the 
laboratories, must accommodate greater international interaction and collabora-
tion of scientists as well as the risks posed by these interactions, new threats, and 
powerful new information technologies.

Commission Report

New approaches to improve security and counterintelligence must be developed, in 
a way that is complementary to the practice of science in the laboratories. This 
report provides a series of recommendations that, if implemented, will provide a 
long-term strategy to help DOE meet these goals.

In chapter 2, we identify the characteristics of the DOE laboratory system and 
the conduct of science today. We believe that an understanding of the science envi-
ronment is crucial to developing a security architecture appropriate to the national 
laboratories. Chapter 3 outlines the key problems facing the current system.

Chapters 4 through 8 provide our key policy recommendations. The commis-
sion has sought to be specific but not prescriptive. We do provide examples of 
models and resources that DOE could explore or draw on. In general, however, we 
believe that the Department’s leadership and its laboratories, not the commission, 
should determine the details of implementation.

In chapter 4, the commission recommends several basic organizational changes 
and clarifications that are required in order for any improvements in security and 
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counterintelligence to work. Chapter 5 outlines how the Department can better 
integrate science and security. Chapter 6 focuses on the development of a system of 
security that is based on judgments about risk and the necessary resource trade-
offs, and a counterintelligence program that can support that system. Chapter 7 
recommends new tools and techniques in which the Department should invest to 
modernize and automate its security and counterintelligence capabilities. Finally, 
chapter 8 provides additional recommendations that are specific to the area of 
cyber security.

Department at a Crossroads

A great deal has changed in our understanding of the risks to this nation’s security 
since the commission’s inaugural meeting in December 2000. The events of Sep-
tember 11, 2001, have certainly altered our understanding of the immediate threats 
to the security of the U.S. homeland and demanded a widespread review of U.S. 
security and counterintelligence practices. This said, the events of September 11 did 
not change our fundamental premises about the requirements for the conduct of 
science or about the need for a modern security model for DOE. The commission 
believes that the recommendations in this report, which were under development 
well before September 11, continue to remain valid, and in many respects are even 
more important now. They underscore the need for DOE to develop a thoroughly 
integrated, modern security system that in turn is properly integrated with security 
activities and counterintelligence programs across the government.

The commission believes that we are at a critical crossroads. The future strength 
of our national laboratories is imperiled. The commission provides its recommen-
dations with the hope that the DOE leadership recognizes the choice before it: The 
Department can continue to muddle through with security and counterintelligence 
procedures that are out of date and undermine the health of our laboratories, or it 
can seize the opportunity to lead the way in the federal government with the devel-
opment of a new security model—one that is modern and risk based.
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DOE and the 
Conduct of Modern Science

o understand security at doe’s national laboratories, one must first 
understand the conduct of science and the scientific environment in which 
these laboratories operate. This must include an appreciation for the

amount of, and relationship between, classified and unclassified work within the 
laboratories. Fundamentally, classified work has come to depend on unclassified 
science and technology. Unclassified science in turn has become international and 
connected by virtual communication. Accordingly, providing for both excellence in 
science and security requires increased vigilance and increased threat awareness on 
the part of the national laboratories, within a risk-based system that will allow 
open, unclassified scientific interactions to flourish.

DOE’s Missions

DOE, at its core, is a science agency. Science is the basis for each of its four missions: 
fundamental science, energy resources, environmental quality, and national secu-
rity. Each laboratory’s success in delivering insights and innovations rests on its 
distinctive technical and scientific expertise and unique capabilities, including its 
major user facilities, that work together as a system. The scientific activities at 
DOE’s 17 national laboratories contribute directly and indirectly to national secu-
rity. Three of these laboratories—Los Alamos, Lawrence Livermore, and Sandia—
focus primarily on the national security mission and are part of the NNSA. The 
other laboratories within this system primarily support DOE’s science, energy, and 
environmental missions, but in some cases the national security mission as well (see 
figure 2.1 on page 8).

Origins

In 1939, Albert Einstein, concerned about the possibility that Germany might pro-
duce atomic bombs, warned President Franklin D. Roosevelt, “in the course of the 
last four months it has been made probable.. .that it may become possible to set up 
nuclear chain reactions in a large mass of uranium, by which vast amounts of power 
and large quantities of new radium-like elements would be generated. This new 
phenomenon would also lead to the construction of bombs… .” 2 Work that scien-
tists had openly conducted in the 1920s and 1930s informed Einstein’s decision to 

T
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write Roosevelt and advise him that U.S. national security might be in jeopardy. 
The birth of the most classified scientific program of the time—the Manhattan 
Project—and the subsequent secret development of nuclear weapons followed.

Evolution

The evolution of the Manhattan Project and subsequent classified programs dem-
onstrates how the origins of classified work can often be found in the unclassified 
world. This was true in 1939, and it remains true today. Since its inception, DOE 
has relied on classified and unclassified research to accomplish its missions. 
Although scientists working in the classified world have historically been insulated 
from those outside classified programs, in recent decades classified work has come 
to depend on unclassified science and technology.

Simultaneously, unclassified science has built and continues to build on part-
nerships and collaborations between universities, private industry, and the 
international scientific community. As a result of the convergence of two profound 

2. Letter from Albert Einstein to President Franklin Roosevelt, Long Island, N.Y., August 2, 
1939; for replica, see www.aip.org/history/einstein/ae43a.htm.

Figure 2.1 Contribution to DOE Mission Areas, by laboratory
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developments in the latter part of the twentieth century—the rise of the informa-
tion society and the dramatic growth of science and technology worldwide—
unclassified science has become international and collaborative. This is particularly 
true in the United States, where great numbers of foreign-born scientists are study-
ing and joining the workforce.

These developments directly and significantly affect the nature and conduct of 
work at DOE. Fundamentally, the Department’s work, including its national secu-
rity program, is built on unclassified science. If unclassified science in the United 
States today relies increasingly on international interactions and on a workforce 
comprising larger numbers of foreign-born scientists and engineers, then the future 
success of DOE laboratories depends on their ability to collaborate internationally 
and recruit and retain the labor of those scientists and engineers born outside the 
United States.3 And because classified work has come to depend on unclassified sci-

3. For additional background on scientific workforce trends, see appendix table 5-53 in Science 
& Engineering Indicators–1998 (National Science Foundation, 1998), www.nsf.gov/sbe/srs/seind98/
start.htm. For discussion on trends in international science and technology cooperation, see Caro-
line Wagner, Allison Yezril, and Scott Hassell, “International Cooperation in Research and Develop-
ment: An Update to an Inventory of U.S. Government Spending,” (RAND, 2000), www.rand.org/
publications/MR/MR1248/.

Examples of DOE National Security Projects

� Improving the arming, fusing, and firing capabilities for the W76 warhead;

� Providing readiness and reliability systems for the Joint Strike Fighter, F-16, F-22, 
Advanced Cruise Missile, and Apache helicopter;

� Developing navigation, guidance, and controls for intercept booster systems for 
the National Missile Defense Program;

� Developing U.S. Army tank armor, which significantly improved tank survivabil-
ity during the Persian Gulf War;

� Developing nuclear reactors for the U.S. Navy;

� Assisting the International Atomic Energy Agency with inspections of Iraq’s sus-
pected nuclear and chemical weapons facilities;

� Assisting Russia in enhancing transportation of special nuclear materials, and 
upgrading storage security for Russian Navy nuclear fuel;

� Developing technologies for detecting, monitoring, and deterring intrusions and 
other activities at U.S. Air Force bases;

� Developing Synthetic Aperture Radars for terrain-mapping capabilities for the 
U.S. Army;

� Establishing treaty-verification cooperative monitoring centers for monitoring 
radioactive and chemical effluents in Central and South Asia;

� Creating portable “sniffers” for explosive and drug detection, and chemical anal-
ysis for rapid detection and analysis of toxic chemical and biological agents for 
the Federal Aviation Administration, Department of Justice, and the U.S. Army.
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ence and technology, the long-term success of classified activities cannot be 
sustained if they are cut off from open science. This relationship in turn makes the 
security challenges at the national laboratories more complex and that much more 
important to manage well.

A strong science program is essential to all four of DOE’s missions—national 
security, science, energy, and the environment. DOE’s laboratory system, which 
forms the heart of its mission programs, was founded during the Manhattan 
Project. The success of that project—including DOE’s ability to develop original 
large-scale technologies, create innovative research tools, link science and engineer-
ing programs, and partner with universities and industry—has become the 
hallmark of DOE science today. DOE’s ability to accomplish its four missions 
depends heavily on the strength of its science programs, including the national 
security program, which is the Department’s founding mission and remains its 
largest.

Forty percent of DOE’s nearly $19 billion budget goes to research and develop-
ment (R&D), with research in the physical sciences underpinning all of the 
Department’s missions. No other agency invests more in the physical sciences than 
DOE. DOE provides nearly half of all federal support for the physical sciences, 
including more than 90 percent of investments in high energy and nuclear physics. 
DOE is the second largest federal supporter of research in mathematics and com-
puting and the third largest in engineering. The Department provides the sole 
support to several subfields of science including all funding for nuclear medicine, 
heavy element chemistry, and magnetic fusion. DOE is also the lead U.S agency for 
building and operating scientific user facilities, which are international research 
centers with specialized capabilities for conducting scientific experiments.

Today, approximately one-third of DOE’s investments, or around $6.6 billion 
out of the Department’s $19 billion budget, supports its national security mission. 
Most of the Department’s national security budget has been dedicated to the 
design, production, and maintenance of a safe, secure, and reliable nuclear stock-
pile and to stemming the proliferation of weapons of mass destruction. The 
Department’s laboratories also contribute tools, technologies, and personnel to 
other defense-related security programs, many of them in other agencies, including 
new conventional weapons systems and elements of the U.S. Missile Defense Pro-
gram (see the examples of DOE national security projects on page 9).

Unclassified science is a vital source of new ideas for DOE missions, including its 
national security missions. As stated above, since its inception, DOE has relied on 
classified and unclassified research to accomplish its missions. In many respects 
DOE’s national security mission was “born classified” as stipulated in the 1954 
Atomic Energy Commission Act that founded it. Its energy, environmental, and 
fundamental science missions are, by contrast and with few exceptions, wholly 
unclassified. With the end of nuclear testing, DOE’s classified work on its nuclear 
weapons programs has also come to depend more and more on unclassified science 
and technology.

For nearly a half century, the United States has depended on its nuclear weap-
ons stockpile for deterrence. Since 1992, the United States has observed a 
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Classified Programs Rely on Unclassified R&D

Illustrative example:
Stockpile stewardship R&D at Lawrence Livermore National Laboratory

1. During a routine (classified) inspection, a mechanical engineer supporting the 
Stockpile Stewardship Program (SSP) observes corrosion on a nuclear weapon 
component. Corrosion can adversely affect weapon reliability and performance.

2. The engineer brings the issue to the attention of a weapons design scientist (in a 
classified program), who attempts to understand the scope of the problem by 
running a classified computer code that simulates how the corroded part would 
affect the weapon performance.

3. The weapons scientist and the scientist’s team in the classified program identify 
tests and experiments that will verify the results of the computer-generated 
model and lead to improved understanding of the effects of corrosion on 
weapon performance. The results of these tests will be used to refine the models 
that are used in the computer code.

4. In parallel, the team calls on analytical chemists at Livermore (who typically work 
on both classified and unclassified programs) to investigate the source of the 
corrosion. The chemists contact university scientists (e.g., at the University of 
Alabama or the University of California, Berkeley) to perform specialized chemi-
cal analysis and corrosion chemistry on an unclassified basis.

5. Simulations of behavior of the corroded part are also run using an unclassified 
computer code for predicting material strength, developed through an ongoing 
collaboration between Livermore and materials scientists at a university (e.g., the 
University of Chicago).

6. At the same time, shock physics scientists within a classified program at Liver-
more perform tests to examine the properties of the corroded materials. The 
tests are conducted using the two-stage gas gun at Livermore. The gas gun 
enables testing of material behavior at extremely high pressures and the data are 
used to validate results of the classified simulation of materials performance at 
Livermore.

7. The material sample in step 6 is recovered and taken by a Livermore scientist to 
the Advanced Photon Source at Argonne National Laboratory to measure its 
structural changes.

8. At the Omega laser facility at Rochester University, physicists perform relevant 
unclassified shock physics experiments to examine the impact of surface imper-
fection on the stability of the corroded material.

9. The weapons physicist at Livermore, in conjunction with the team of computer 
scientists that develops and tests the simulation code, uses the test results from 
steps 5 through 8 to improve the models in the weapons simulation code.

10. Simulations using the modified code lead to a better understanding of the effects 
of corrosion on weapons performance.

11. Results of this investigation of corrosion sources lead to recommendations for 
changes in production specifications for the component.
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moratorium against any future nuclear-explosion testing. To ensure that the aging 
stockpile remains safe, secure, and reliable in the absence of underground testing or 
new weapons production, the United States has developed a science-based Stock-
pile Stewardship Program to understand (through calculations, modeling, and 
simulation) what happens in the aging process of nuclear weapons and to repair 
and remanufacture any components that degrade over time.

The Department’s Stockpile Stewardship Program relies on linking laboratory 
experiments with computer simulations to develop three-dimensional models of 
the dynamics of nuclear weapons. With these simulations, scientists can under-
stand how small variations in material properties affect a nuclear weapon’s 
performance. Two areas of science are especially vital to the success of this program: 
materials science and computer science. In both of these realms, weapons scientists 
use unclassified expertise to support their research. For example, to understand a 
material’s physical properties, scientists working in classified programs at DOE’s 
Los Alamos and Livermore National Laboratories rely on experiments conducted at 
DOE’s open synchrotron light sources located at Argonne National Laboratory, 
Brookhaven National Laboratory, Lawrence Berkeley National Laboratory, and the 
Stanford Linear Accelerator Center. The high-performance computers and sophis-
ticated algorithms that are at the heart of the science for DOE’s Stockpile 
Stewardship Program are built with unclassified civilian technology and unclassi-
fied mathematical algorithms.4 Scientists engaged in this initiative are located at 
laboratories across the DOE complex and at dozens of universities around the 
country (see page 11 for an illustrative example).

Unclassified science programs at DOE’s national security laboratories not only 
support the classified programs but are also an essential means for recruiting and 
retaining young scientists and engineers, whose technical expertise will be neces-
sary in the future to maintain the Stockpile Stewardship Program. Unclassified 
research programs provide young scientists with an outlet to pursue their research, 
publish results, and be recognized for their work by their peers—something that 
they are unable to do if they are engaged in classified programs alone. In fact, even 
at the national security laboratories, most of the R&D is unclassified (see figure 2.2 
on page 13).

The conduct of science is increasingly international and collaborative, across 
public and private entities and institutions. During the past 20 years, the con-
duct of unclassified science has become increasingly international and 
collaborative, across public and private entities and institutions. This trend is a 
result of three key factors. First, many countries have recognized the vital role that 
science and technology play in driving economic growth, advancing human health, 
enhancing global communications, developing new industries, and improving 
quality of life. Consequently, these countries have begun to build and apply 

4. These computers were developed under DOE’s Accelerated Strategic Computing Initiative 
(ASCI). The ASCI program is a key component of the Stockpile Stewardship Program, which was 
initiated in September 1995. The ASCI program is designed to perform advanced computations, 
specifically three-dimensional modeling and simulation capability, which are critical for the mainte-
nance of the nuclear stockpile in the absence of nuclear testing. See www.llnl.gov/asci/overview/.
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national science and technology infrastructures for increased economic productiv-
ity and technological innovation. Second, during this same period, information 
and communications technologies have exploded, spurring greater access to 
research, facilitating collaborations, and stimulating new fields of science (see the 
next section). Third, the scale, cost, and complexity of many fields of science have 
become too large for many countries to conduct projects without the financial and 
scientific assistance of other countries. The level of international presence at DOE 
laboratories reflects these factors and the overall trend toward international scien-
tific collaboration.5

Information technology is transforming the nature and conduct of science—
facilitating new methods of R&D, new forms of collaboration, and new fields of 
science. Advances in information technologies during the past decade have dra-
matically changed the way science is conducted. Until the advent of the World Wide 
Web, researchers primarily communicated their results to the broader scientific 
community through scientific or technical journals. To access this information, one 
needed to either invest in costly subscriptions or have access to a library that did. 
Information technologies, especially communications technologies, have dramati-

5. The open-science laboratories, where no classified work is undertaken, from FY 1996 to FY 
2000 witnessed an increase from just over 16 percent to almost 19 percent of foreign nationals as a 
percentage of the total professional staff. At the NNSA laboratories (where most of the classified 
work takes place) during the same period there has been an increase from about 1.5 to 2.0 percent of 
foreign scientists as a portion of the total professional staff.

Figure 2.2 Classified and Unclassified R&D in FY 2000, by laboratory, estimated 
percentages
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cally accelerated the dissemination of knowledge. The use of preprint or reprint 
servers, whereby scientists can electronically post their articles to the Web, is 
enabling researchers to easily search and find papers of interest. The original and 
most widely copied preprint server is at Los Alamos National Laboratory.

Within the next five years advances in microprocessor and networking technol-
ogies coupled with developments in parallel computing will lead to widespread 
access to computers able to perform one hundred trillion arithmetic operations per 
second (teraflops), that is, terascale computers 1,000 times faster than those gener-
ally available today. Because simulation and modeling can be employed across 
almost all fields of science and can be employed remotely, advances in computing 
technologies will dramatically shape advances in other fields of science and will 
likely engender increased and more extensive international collaboration.

The convergence of electronic communications, video conferencing, digital 
libraries, data sets, and high-performance networks are tearing down the walls of 
traditional laboratories. Modern information technologies enable researchers 
around the world to participate in experiments through remote access to facilities, 
large data sets, and shared environments. This new way of conducting research in a 
“collaboratory” consists of a virtual real-time, online environment where scientists 
and engineers can interact with colleagues; access instrumentation; and share data, 
information, and computational resources without regard to geographical location.

Conclusions

� A strong science program is essential to all four of DOE’s missions—national 
security, science, energy, and environment.

� Unclassified science is a vital source of new ideas for DOE missions, including 
its national security missions.

� The conduct of science has become more international and collaborative dur-
ing the past 20 years, across public and private entities and institutions.

� Managing a strong science program requires contact and collaboration with the 
global science community.

� Information technology is transforming the nature and conduct of science—
facilitating new methods of R&D, new forms of collaboration, and new fields of 
science.
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Key Problems within the 
Current System

he commission has concluded that doe policies and practices risk 
undermining its security and compromising its science and tech-
nology programs. Science relies on the free exchange of ideas. In an era of

global communications, the marketplace of ideas is international. America’s scien-
tific community—and, through it, our technological capabilities in our universi-
ties, not-for-profit and profit-seeking laboratories, businesses, and federally funded 
research and development centers—derives invaluable benefit from international 
collaboration with the best minds around the world. This fertile intellectual envi-
ronment is a wellspring of innovation, economic prosperity, and ultimately 
national strength.

At the same time, national defense requires protecting critical information, 
material, and processes. DOE laboratories hold some of our most valuable national 
security assets, including the knowledge, data, and material to create nuclear weap-
ons. Security procedures at DOE are absolutely essential to protect these national 
assets, the loss of which could prove extremely damaging to our security, infrastruc-
ture, and economic vitality. These procedures must secure the resources and 
knowledge that need protection, a process that is complicated by the coexistence of 
those assets requiring security controls with those we want to share.

In an era of increasing international interaction and the emergence of new, 
more diverse threats, the challenge of ensuring open unclassified interactions and 
protecting national security assets within a single enterprise has significantly 
heightened. The Department’s approach to security, however, continues to empha-
size concepts developed during the Cold War—guns, guards, and gates. DOE has 
not turned to the challenge of developing a way to effectively and fully address new 
types of threats that have emerged from the changing global political environment, 
advances in technology, the proliferation of weapons of mass destruction, and the 
vast use of cyber systems on which we are so dependent. As the events of September 
11 underscore, DOE leadership must do more to advance the Department’s think-
ing about new kinds of threats and security procedures, to reflect and respond to 
the vulnerabilities created by a connected, global society in which science is an 
international endeavor.

In the last several years, the Department has indeed made a number of signifi-
cant changes in its security and counterintelligence procedures. Mainly instituted in 
response to the Wen Ho Lee investigation and the two temporarily missing hard 
drives containing nuclear weapons data, these recent changes responded to long-
standing criticisms about the Department’s inadequate counterintelligence pro-

T
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gram and flawed security practices: The counterintelligence program grew 
considerably and a large number of new security measures were established, along 
with the position of a separate security czar.

As a result, security and counterintelligence today is no doubt stronger overall 
throughout the Department than it was a few years ago. However, a number of 
these measures were designed without adequate understanding of their impact on 
security or science and without adequate consultation with the field. They served 
tactical purposes but did not address the longer-term strategic needs of the Depart-
ment to fundamentally rethink its approach to security in light of changes in the 
conduct of science and the changed threat environment. Many of the requirements 
were not tailored to the heterogeneous DOE laboratory community and its varied 
national security risks. In some cases they were more expensive than they ought to 
have been, and did not necessarily provide a commensurate improvement to secu-
rity. Scientists viewed a number of the measures as cosmetic changes, designed to 
feed congressional and executive branch political imperatives but that impeded 
performance of their science mission without obviously improving security. This 
situation drove a deep wedge between the science and security communities, mak-
ing it that much more difficult to bring about major reform.

The commission identified five fundamental problems with respect to science 
and security at DOE laboratories:

� Continuing management dysfunction impairs DOE’s ability to fulfill its sci-
ence and security missions.

Although its charge was to examine security policies, the commission returned 
repeatedly to the more fundamental question of overall Department manage-
ment practices. Even the best security policies and sound processes for their 
development will not be effective if strong leadership and effective management 
are lacking. The Department’s organizational and management problems 
impede effective implementation of security measures. DOE has taken little 
effective action to follow the recommendations from numerous previous stud-
ies on this issue. DOE’s headquarters, field, and contractor relationships create 
a complicated layered structure in which assigning accountability is difficult. 
Multiple constituencies mean that internal Departmental battles consume an 
inordinate amount of time. Consequently, policy development and manage-
ment for security lack clarity, consistency, and broad strategic planning.

� Collaboration between the science and the security and counterintelligence 
functions has been badly damaged and must be repaired.

Tension between the science and security communities dates back to the Man-
hattan Project. In many parts of the DOE complex, the relationships are now so 
severely deteriorated that tension has turned to dysfunction. The Department is 
well aware of this state of affairs, and DOE officials are trying to improve coop-
eration, but much more must be done. Stereotypical impressions remain real 
obstacles to repair: the science community tends to dismiss security officials as 
overzealous and intellectually average, while security officials tend to view sci-
entists as naive and arrogant. Beyond these unhelpful prejudices, the 
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commission found no one from the scientific community who thought it was 
unimportant to protect national security information. Neither did we find any-
one from the security community who felt laboratory scientists did not need to 
interact with their outside peers. We did find widely differing views on what 
constitutes a significant risk to national security and how best to minimize 
those risks. There are deeply held differences dividing the communities over 
what requires protection, how much protection is needed, and by what means 
that protection should be provided. The barriers between the two communities 
must be overcome; without effective cooperation, the Department will never be 
able to adequately protect the nation’s secrets.

� The lack of a system to establish priorities and adopt risk-based security 
management practices weakens security and counterintelligence, which in 
turn has an adverse impact on science and DOE’s missions.

DOE has no effective means for comprehensively determining priorities for the 
protection of its classified information, special nuclear materials, and other 
assets, and no systemwide approach for assessing risks to those assets. It also 
lacks a budget process that could support security decisions based on determin-
ing risk and establishing priorities. Thus, spending on security overall has no 
underlying rationale, nor does it take into consideration the opportunity costs 
of implementing security measures. In addition, the Department does not have 
the needed counterintelligence analytical capabilities to support and shape risk-
based security management. A modern security system must balance resources 
that are limited, and risk that can never be eliminated.

� DOE’s investments in new tools for its security and counterintelligence pro-
grams are woefully inadequate.

The rapid changes in the Department’s conduct of its scientific research, partic-
ularly through advances in information and communications technologies, and 
the corresponding evolution of security risks have not been matched by new 
security strategies and investments. In the last few years, security and counter-
intelligence have received significant funding increases, but virtually no 
resources are being devoted to develop systems that move beyond the Depart-
ment’s labor-intensive, paper-based security system. This lack of automation 
and integration creates missed opportunities to significantly improve the mon-
itoring of processes, facilities, and databases, and bogs down management and 
scientists under unnecessary administrative burdens.

� Cyber security lacks sufficient priority in the Department.

Integrated information technology systems are the strength of the DOE enter-
prise and, potentially, its greatest vulnerability. The basic computing security 
architecture (three networks: classified, limited access, and open) is sound and 
generally well received in the security community. However, the broad interac-
tion of networks in the DOE-wide enterprise presents a risk that must be 
addressed. The management of these networks and their processes need signifi-
cant improvement across the DOE system. More than any other area, cyber 
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security demands strong, smoothly functioning processes to ensure that the 
laboratories can protect themselves against cyber threats, in a manner that is 
risk based.

DOE needs a sustainable security and counterintelligence program—
one that is risk based and tailored to the missions and activities of each 
laboratory. DOE has an opportunity to reshape its policies and lead the way in 
new security and counterintelligence practices. The events of September 11 provide 
a natural opening as agencies across the government, and across the nation, reex-
amine how to protect national security. Like the nation as a whole, DOE must strike 
the right balance so that its laboratories can function as collaborative, open institu-
tions where they need to and, at the same time, keep our secrets out of the hands of 
our adversaries. More than ever, DOE must take a strategic approach that will allow 
it to build for the long term a security and counterintelligence program that is 
properly oriented around risk and designed to the needs of the heterogeneous DOE 
laboratories.
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c h a p t e r  4

Lines of Responsibility and 
Authority

f doe has any hope of managing security better, the Department as a 
whole must first be managed better. In spite of years of similar observations and 
recommendations, a lack of clear authority and accountability continues to

characterize DOE’s management and organization. In too many instances, no one 
is in charge. Often too many people think that they are in charge. Policy direction is 
unclear, decisions do not get made, and the large staffs can seemingly veto or pre-
vent any decision from being implemented. Consequently, DOE management, 
including the management of security, continues to drift.

The Secretary and the NNSA Administrator must address basic organizational 
problems if reforms in security and counterintelligence programs are to succeed. 
The commission recommends that the Secretary and the Administrator take con-
crete steps in the following seven areas in order to improve overall management of 
DOE, and particularly, the management of security.

Issues

Clarifying Line Management Responsibility
DOE leadership should clarify that line management is responsible for security, 
safety, and any other operational matter. At a laboratory this means the laboratory 
director. This is the only effective means of assigning management responsibility 
because security, like safety, does not work effectively as an appliqué over mission 
operations. It can be successful only if it is embedded in every facet of the overall 
mission and operations of the institution. Unfortunately, the management culture 
at DOE is one that supports and encourages micromanagement of DOE’s laborato-
ries by federal staffs. This must change.

DOE has failed to clarify the responsibilities and authority of federal line man-
agers and has not clarified how these federal roles are different from and 
correspond to the responsibilities of laboratory line managers.6 What are the 
respective responsibilities of the Under Secretary and those of a laboratory director? 
What are the roles of a federal manager of a warhead program (in the defense pro-
gram) or of a cleanup project (in the environmental management program) vis-à-

6.  This view is also reflected in a December 2001 report by the General Accounting Office, 
Department of Energy: Fundamental Reassessment Needed to Address Major Mission, Structure, 
and Accountability Problems (GAO-02-51). See www.gao.org.

I
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vis the roles of their laboratory counterparts? Complicating matters further, the 
division of programmatic (product) responsibilities from nonprogrammatic 
(infrastructure and support) responsibilities for line managers is often vague. Is the 
federal line manager for a warhead program responsible for the maintenance of a 
facility critical to this warhead, or does that responsibility lie with someone else? 
Who is responsible for security? As long as these fundamental management ques-
tions remain unanswered, security problems will be amplified.

On the federal side there are only four line managers: (1) the Secretary (and 
Deputy Secretary), (2) the Under Secretary (NNSA or Energy, Science, and Envi-
ronment), (3) the lead program secretarial officer (PSO) (Assistant Secretary, 
Deputy Administrator, or Director) for a laboratory, and (4) the operations office 
manager in the field (who is typically the contracting officer). No one else on the 
federal side should be able to issue directives to a laboratory director, and none of 
them—not even the Secretary—should have any authority to direct the activities of 
laboratory line managers subordinate to the laboratory director.

Federal line managers in these four levels may, of course, delegate program-
matic responsibilities—as distinct from operational responsibilities, which rest 
solely with the laboratory—to other federal managers. Thus, the deputy adminis-
trator for defense programs may delegate responsibility for overseeing specific 
nuclear weapons programs or scientific campaigns to federal program managers. 
However, these program managers should have only line management responsibil-
ity for determining what products and services the government wishes to purchase 
from the laboratory. The corresponding laboratory program manager should 
determine how this would be done. In other words, no one on the federal side 
should provide direction on the operations or management of the laboratory to the 
laboratory director or to anyone else on the laboratory side.

Occasionally a federal staff member may have concerns about some aspect of 
security at a laboratory. If the federal staff person is not satisfied with the response 
from laboratory line managers, this staff person should then take the concern to the 
appropriate federal line manager for resolution. Federal staff must have recourse to 
raise issues with line management, but without usurping the authority of line man-
agers. (This point is discussed in more detail in the discussion of the budget process 
on page 25.) The way to resolve issues should not be elusive: the decision belongs to 
the laboratory director, or the designee of the laboratory director in the chain of 
command, unless and until a senior federal line manager, that is, one of the four 
federal line managers in the chain of command, overrides that decision.

In short, the government should set security policies, the laboratory should exe-
cute those policies, and the government should audit the contractors’ performance. 
Federal officials—at headquarters or in field offices—should never attempt to man-
age security or other operations at the laboratories. Though few headquarters staff 
may think they are attempting to manage at the laboratories, as opposed to provid-
ing highly specific guidance, that is often not the case and their roles need to be 
clear.
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Clarifying Federal Policymaking and Oversight Responsibilities
Federal managers have three broad functions—policymaking, execution, and over-
sight (or audit). As argued in the preceding section, execution is solely the province 
of line managers. Policymaking is also a federal line management responsibility, but 
staffs have an important role to play in developing and recommending policy. 
Unfortunately, at DOE too much policymaking has been delegated from senior 
decisionmakers to their staffs for so long that staffs now believe that they have 
responsibility for setting policy. Furthermore, staffs have grown accustomed to 
using the policymaking process to micromanage DOE’s contractors. DOE execu-
tives must rein in their staffs and clarify their roles and responsibilities. Reducing 
their numbers would also help (see page 24).

In the case of security, the DOE security staff should help the Secretary develop 
policy, but only the Secretary should approve policy directives. The security staff at 
headquarters should have no line management responsibility for the conduct of 
security at DOE sites, nor should it perform inspections, audits, or other oversight 
functions. Security staffs at the NNSA Administrator and Under Secretary level 
should help those two officials develop more detailed guidance to implement the 
Secretary’s policies. Again, however, excessive levels of detail in such guidance must 
be avoided.

An independent group or office reporting directly to the Secretary must per-
form oversight, the third critical management function. Currently the Office of 
Independent Oversight and Performance Assurance is responsible for security 
oversight. This arrangement should continue. Just as policy support staffs should 
not engage in oversight activities, this staff should not engage in policymaking.

By limiting the numbers of inspections and other oversight-type visits to DOE 
laboratories and by identifying who may conduct them, DOE has already made 
some progress here. The Office of Independent Oversight and Performance Assur-
ance is now the only office with this responsibility. Strictly adhering to these roles 
and responsibilities would do much to lessen the burden of federal staffs’ interfer-
ence with contractors’ daily operational and management responsibilities. In 
particular, federal security staffs, whether from headquarters or from field offices, 
should visit laboratories only to gather information that they genuinely need, not 
to conduct reviews or otherwise attempt to directly influence operations.

In many cases DOE laboratories also must do more to improve their manage-
ment of security. To some degree, DOE has created a whole machinery to provide 
management oversight that the laboratories themselves should be providing—with 
far fewer people. The laboratories must have both internal and external audits of 
their performance (financial, security, and safety). If they and their contractor 
organizations better oversee internal management, DOE headquarters will have 
even less reason to attempt to micromanage them.

Proper oversight is especially important if, as the commission recommends, 
DOE leadership gives the laboratory directors true authority as the line managers 
responsible for their institutions.
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Reducing the Size of the Federal Staff
Before the late 1980s, policy was developed at the headquarters, but contractors 
who ran the production plants and laboratories or the local federal staffs overseeing 
them carried on operations largely unhindered by Washington. In 1989, Secretary 
James Watkins established a large headquarters operation—largely because he no 
longer had confidence in the field—to see that operations were managed more 
safely. As a long-term solution, however, the layers of management and excesses of 
staff that accumulated during and after the Watkins era are not acceptable and must 
be eliminated from the field and the headquarters.

DOE has large numbers of capable staff people in an environment in which staff 
routinely usurps line management responsibilities. In fact, many people do not 
know the difference between line and staff and actually believe that they have line 
management responsibilities. If DOE gave more responsibility and authority to line 
managers, DOE could reengineer itself and operate with fewer people and fewer 
layers. However, many different critics have delivered this message to DOE for 
many years, to little effect. The only effective means for removing staff from line 
management functions is apparently to first greatly reduce the staff. The commis-
sion debated “How large is too large?” and decided not to recommend a specific 
percentage goal; the Department leadership should decide that. The commission 
noted, however, that despite a 30 percent reduction in the headquarters staff of 
defense programs between 1996 and 2001, the level of micromanagement by the 
staff of line management responsibilities apparently did not diminish. The commis-
sion welcomes Secretary Abraham’s commitment to reduce DOE layers and urges 
that he follow through without delay.7

Committing to the GOCO Model of Management
DOE has been unable to decide whether its unique government-owned, 
contractor-operated (GOCO) system should be operated as a true GOCO enter-
prise, or whether it should be treated more like a government-owned, government-
operated (GOGO) system. From the beginning, the laboratories were GOCO oper-
ated, but successive bureaucratic intrusions have muddied the picture. Because of 
national security interests, the potential consequences of a security or safety breach, 
and a history of safety, health, and security concerns, DOE has been unwilling and 
in many instances politically unable to manage the nuclear weapons complex as a 
true GOCO operation. The current system is a poorly constructed hybrid of both.

Responsibility for security at a laboratory must rest with the laboratory director 
as an integral part of the overall responsibilities of managing the laboratory. The 
Secretary must establish policies and exercise sufficient oversight to determine that 
a laboratory director is competent and effective. The laboratory contractor must 
also provide meaningful oversight. If the laboratory director does a poor job, that 
director should be replaced. (The same holds true for the laboratory contractor.) 
That is the essence of accountability. Under no circumstances, however, should 
large numbers of federal staff micromanage the laboratory director. The commis-

7. Spencer Abraham, Secretary of Energy (remarks at DOE headquarters, Washington, D.C., 
February 4, 2002).
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sion believes that DOE should maintain the GOCO model, give each of the 
laboratory directors the responsibility to manage their laboratory, and then supple-
ment that trust with strong and effective oversight.

Building an Integrated, Multiyear Budgeting Process
DOE’s undisciplined resource allocation and decisionmaking process exacerbates 
the blurring of line and staff roles and responsibilities. DOE staff members do not 
have formal and effective mechanisms for raising resource issues to senior line 
managers, so they try to take action in any way possible. Because DOE has single-
year rather than multiyear budgeting, security officials do not know what a labora-
tory is planning in the years ahead and often raise issues during the middle of the 
year of execution instead of while future budgets, resources, and programs are 
being planned. Some flexibility is necessary to deal with crises or unexpected bud-
get issues throughout the year, but under the current structure, the routine budget 
planning process can be continually interrupted. The result is ad hoc decisionmak-
ing that frustrates staff work and impedes line managers from comprehensively and 
strategically approaching decisionmaking.

DOE needs a multiyear resource allocation process. Such a planning, program-
ming, and budgeting system (PPBS) would provide a formal, disciplined process 
for senior line managers to review staff concerns about future resource and pro-
gram plans when the plans and decisions of line managers differ. PPBS is the well-
known process used at the Defense Department; at its core is a rolling multiyear 
budget that is subjected to review and analysis, leading to senior-level decisionmak-
ing on all resource-related issues. Encouraged by recent legislation, NNSA is 
moving in this direction,82 as is DOE as a whole.

An important corollary to this point is that while the security staff must mean-
ingfully engage in the deliberations over budget allocations, line management must 
control the resources required to execute their entire mission. The commission 
believes that the idea of a line-item security budget, one administered by someone 
other than the laboratory director (the line manager), is a particularly bad idea. It 
interferes with the risk-management decisions—the trade-offs—that the laborato-
ries must make. It also restricts the ability of managers to move monies when 
needed. In this regard, the commission notes the particular irony of having 
“fenced” the security budget—in a misguided effort to prevent money for security 
from decreasing, that same fence since September 11 has hindered DOE’s ability to 
increase security spending.

A separate budget should not be confused with transparency. DOE manage-
ment, the Office of Management and Budget, and Congress have every reason to 
want to see and understand where security budgets will be spent, including in 
future years, and such transparency must be provided. Transparency and central 
control, however, are two very different concepts.

8. National Defense Authorization Act for FY 2002.
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Assigning a Single Point of Responsibility for Counterintelligence
In some areas, the NNSA structure within DOE9 has exacerbated the general prob-
lem of too many layers in the Department. Particularly with respect to 
counterintelligence, the commission has specific concerns about proliferating staff 
responsibilities. Although the respective heads of counterintelligence may work 
closely together, with one chief of counterintelligence reporting to the Secretary 
and the other reporting to the NNSA Administrator, counterintelligence responsi-
bilities will inevitably fragment, preventing the establishment of a single, strong 
counterintelligence program. Counterintelligence must be an enterprise-wide 
function, responsible for counterintelligence issues anywhere within the DOE com-
plex. Furthermore, counterintelligence investigations, analysis, and all other 
counterintelligence information must be developed within a unified organization 
and provided to the Secretary and other senior officials without bureaucratic 
delays. This vital function necessitates one organization with one chief of counter-
intelligence reporting to the office of the Secretary. This management change 
should be implemented in conjunction with the commission’s other recommenda-
tions for the counterintelligence program (see chapter 6, “Risk-Based Security”).

Ensuring Continuity in Administrative Management
DOE’s predecessor agency, the Atomic Energy Commission, had a permanent, non-
political position of chief administrative officer, who was the senior civil servant—
responsible for budget, infrastructure, personnel, and all other staff functions—
and who provided continuity between and across political appointees and adminis-
trations. A similar (not identical) position exists today at several other cabinet 
agencies including the Justice Department and the Defense Department. The com-
mission discussed the benefits and disadvantages of creating such a position within 
DOE and was divided in its thinking. The argument in favor is that the Department 
experiences significant turnover at senior political levels relatively frequently; even 
with continuity in administrations over two terms, senior leadership does change. 
A senior civil servant responsible for infrastructure and related aspects of DOE 
management could develop a long-term relationship with the laboratory directors 
and help build institutional understanding of operational issues at the laboratories 
across administrations. The argument against such a position is that the advantages 
of the continuity provided by placing a career person at such a senior level in DOE 
are outweighed by the disadvantages of the potentially high cost to managerial dis-
cretion, particularly with respect to policies that the President or the President’s 
appointees mandate. The commission notes this issue, but makes no specific 
recommendation.

9. Ibid.
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Recommendations

The Secretary and the NNSA Administrator should:

� Clarify line management and staff responsibilities. Only three line managers 
should be between the Secretary and the laboratory director; all other federal 
employees are staff.

� Clarify federal policymaking and oversight responsibilities. Policymaking 
should reside with federal line management, and federal oversight should reside 
in a single entity reporting directly to the office of the Secretary.

� Reduce the size of the federal staff. Management responsibilities should be 
clarified to allow for reductions in the size and layers of federal staff.

� Commit to the GOCO model of management. If the Department is to truly 
place policymaking in the hands of line managers and the laboratory directors, 
it must return to the GOCO model.

� Build an integrated, multiyear budgeting process. In parallel with the estab-
lishment of the multiyear budgeting process, DOE should eliminate the line-
item security budget.

� Assign a single point of responsibility for counterintelligence. The counter-
intelligence program should be a unified operation within the Department.
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The Visit

A simple, slightly stylized example will illustrate many of the problems cited in this 
chapter. Occasionally a staff official (from headquarters or a field office) will object to 
some aspect of operations at a laboratory or production site. The example here is of 
a security staff official from headquarters, but one could just as easily, and appropri-
ately, use an official from safety, facilities, or other staffs to make the same points.

Consider a security official who visits a laboratory and observes that a particular 
security practice, as implemented at the site, does not provide adequate security. This 
official, perhaps citing as authority a DOE directive or a site specific security plan, 
might tell a laboratory director to add more guards to properly protect a facility.

The laboratory director may disagree on two grounds. First, the director may dis-
agree with the security official’s judgment that the current number of guards is 
inadequate. Second, the director will note that to add more guards, funds must be 
diverted from another purpose. Where? Combining these two arguments, the labo-
ratory director will argue that many sets of risks must be balanced to accommodate 
the total resources allocated for security, which is fenced. Moving funds from one 
area of security to another may increase security risks elsewhere. Because no risk can 
be reduced to zero, the laboratory director must judge how to balance risk—how 
much risk to take, and where.

The security official will argue that the source of the resources is not security’s 
responsibility. The security official’s main concern is that the facility’s physical security 
is inadequate and must be fixed. An impasse develops, with no clear resolution. 
Memos and reports are written and several different staffs may get involved, but it 
seems as if no decision is ever final. Consider this visit in light of the commission’s 
recommendations:
� Clarify line management and staff responsibilities. Why is the security staff 

person at the laboratory at all? This staff person is not a line manager, and staffs 
should not tell line managers what to do.

� Clarify federal policymaking and oversight responsibilities. To the extent that 
this visit is part of an inspection, review, or other form of oversight, the official, 
once again, should not be there. Oversight is the responsibility of the indepen-
dent oversight organization, not the staffs that help the Secretary develop policy.

� Reduce the size of the federal staff.  Good people with too little to do will find 
something to do. Why does this official have the time to make visits like this?

� Commit to the GOCO model of management. If the contractor really has 
responsibility for managing the laboratory, why is a federal official attempting to 
make decisions about the operation of the facility?

� Build an integrated, multiyear budgeting process. If DOE had a multiyear bud-
geting process, this staff person could have raised concerns over a year before 
the beginning of the current fiscal year. If at that time the contractor and federal 
line managers were not convinced—if they did not change their multiyear 
resourcing plan—the staff person would have had the opportunity to raise this 
issue to more senior DOE management. Losing (or winning) the battle there 
would have settled the matter, making the visit to the laboratory during the year 
of execution unnecessary and inappropriate.
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c h a p t e r  5

Integration of Science 
and Security

n concert with the underlying management improvements that the 
commission recommends in the previous chapter, the deteriorated relation-
ships between scientists and engineers and the security and counterintelligence

community must be rebuilt. Security must be integral to the overall operations of 
the laboratories. The barriers—bureaucratic and cultural—between the two com-
munities must be overcome and security must be integrated with science. The 
success of security programs throughout the DOE complex depends fundamentally 
on tailoring security to mission needs and on the support of those that perform the 
science for those missions. Neither the advantages of the science the Department 
seeks to protect nor the benefits of its security system will be realized if science and 
security activities do not inform and support each other.

Integration within the security community is also essential. The Department’s 
research programs, technical infrastructure, scientists, engineers, and operations 
form an integrated system of innovation that supports DOE’s diverse missions. The 
Department’s counterintelligence program, personnel, and cyber and physical 
security operations should also form an integrated system of security that together 
protect and support the mission work of the Department.

As part of this integration effort, management’s attitudes must fundamentally 
shift, and trust within the DOE system must be restored. DOE has experienced a 
profound loss of trust in the security arena—between headquarters and the labora-
tories, and within many of the laboratories. Trust must be accompanied by 
verification measures. But without trust, no amount of carefully prescribed rules or 
resources, however numerous or extensive, can ensure total protection against the 
threats faced by the laboratories.

Issues

Embedding Security in the Science Mission
Security must be embedded in the science mission so that responsibility, authority, 
and accountability for security are in the hands of line management. From the Sec-
retary through the programs to the laboratories, scientists, engineers, managers, 
and administrators, everyone must be responsible for science and security. Security 
must not be separated from line management, in the form of a security czar or in 
any other way. The laboratory directors, as the senior line managers of each labora-

I
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tory, must be the chief stewards of security at their respective institutions. They 
must be the chief scientist and the chief security officer.

As discussed in the section that begins on page 21, many security and counter-
intelligence officials see themselves as line management, rather than as staff within 
the Department. Although these officials have line responsibility for their own 
staffs, their primary function is to provide staff support to those line managers who 
have operational (programmatic) responsibility. At headquarters, security and 
counterintelligence officers must support senior program managers, and at the lab-
oratories, support the laboratory directors. In both places they must have access to 
top leadership to ensure their advice is given due consideration. To properly embed 
security in the science mission, these roles must be made clear.

The commission cannot underscore enough the importance of having the labo-
ratory directors and scientists invested in and held accountable for the security of 
their laboratories. (See the example of a system with distributed security responsi-
bilities, the MIT Lincoln Laboratory Model, on page 40.) For such a system to 
work, however, standards of performance must be centrally established, with a 
decentralized system of implementation that allows the sites to determine how best 
to meet those standards. DOE headquarters must clarify the performance standards 
to which the laboratories are expected to adhere. The Department should discard 
the still common, unnecessarily detailed and confusing compliance-oriented direc-
tives. DOE should tell the laboratories what it wants but should leave to the 
laboratories the details of how those standards are to be met. Although some poli-
cies will indeed benefit from more detail, where all would agree that a very tightly 
proscribed standard should be established (e.g., protected special nuclear material), 
a performance-based approach does not preclude such policies.

We cannot expect laboratory directors to be accountable for overly detailed 
procedures that are at odds with their laboratories’ methods for conducting busi-
ness; procedures must be developed locally and integrated into the laboratory 
activities. Here, the commission notes a special concern in the area of cyber secu-
rity, where it found that for the national security laboratories, there was a desire at 
DOE headquarters to centralize acquisition of components of the laboratories’ 
cyber systems. Flexibility at the laboratory level to implement headquarters-
directed standards is particularly critical for staying ahead of the evolving cyber 
security threat.

For a performance-based approach to work properly, rigorous oversight must 
continually test and judge that performance. As noted on page 23, the commission 
believes that too many entities in DOE have been conducting compliance-specific 
audits of the laboratories. Oversight reviews should be the responsibility of a single, 
independent entity. They must be demanding and designed to measure against per-
formance-based standards. Laboratories also can and should do more to boost their 
performance by initiating red-team testing of their own systems.

One key question concerns the best way to hold the laboratory directors 
accountable under such a system and ensure high standards for laboratory perfor-
mance. Many laboratory contracts now use fee incentives related to security. These 
contracting requirements impose graded penalties (loss of fee) for security viola-
tions. One must ask, however, how effective this approach would be in promoting 
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security because, among the laboratories staff, loss of some fee is far less significant 
than damage to individual or institutional reputation. For the contracting entity, 
however, additional steps are possible. Here, recent experience in the safety area 
may be instructive. In the late 1990s when a particular laboratory performed inad-
equately in the safety area, the entire contract for that laboratory was cancelled and 
awarded to a different contracting entity.10

In addition to the threat of penalties, reward options should be considered. To 
try to ensure established standards are met, some contractors11 tie a significant por-
tion of a laboratory director’s incentive compensation to performance—including 
performance in the security area. This incentive structure could be extended more 
widely through the laboratory system. Alternatively, additional freedom to fund 
laboratory-directed R&D—a prized resource at many laboratories—could be the 
reward for a solid security record. Finally, as is the practice at the Defense Depart-
ment under the National Industrial Security Program Operating Manual 
(NISPOM), in exchange for a consistent track record of meeting performance stan-
dards, the frequency of audits and reviews could be reduced and/or recognition 
awards could be provided. Good performance should be rewarded by greater trust 
and reduced micromanagement.

10. In 1997, the contract held by Associated Universities for managing Brookhaven National 
Laboratory was cancelled because of extensive and continuing safety violations. The contract was 
subsequently awarded to Brookhaven Science Associates.

11. At Oak Ridge National Laboratory, managed by UT-Battelle, a significant portion of the 
laboratory director’s salary is tied to performance.

NISPOM: Encouraging Excellence in Security Operations

The National Industrial Security Program Operating Manual (NISPOM) was created 
through collaboration between industry and government in order to streamline the 
morass of security directives and requirements that existed throughout government 
agencies. Completed in January 1995, NISPOM was intended to serve as a single, 
government-wide document to promote risk-based security while empowering indi-
vidual security managers to interpret and apply NISPOM requirements according to 
facility-specific needs. DOD, DOE, the Nuclear Regulatory Commission, and the CIA 
were all key signatories to the original NISPOM and its subsequent revisions. Cur-
rently, DOE does not use NISPOM as its central security operations document. DOD, 
however, continues to use NISPOM as its main source for security operations.

NISPOM contains built-in mechanisms to encourage excellence in risk-based 
security. In DOD, facilities that the Defense Security Service determines meet 
NISPOM certification receive fewer audits and reviews each year. Contractor facilities 
that demonstrate exceptional security are then eligible to be nominated for a presti-
gious security award. NISPOM also grants strong information technology security 
managers more freedom at the site level to accredit their own cyber systems without 
having to receive prior approval from headquarters. If a DOD facility fails to meet 
NISPOM requirements, it could eventually face suspension or revocation of its site 
clearance, although this is rare.
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Most important, DOE needs a system whereby laboratory directors are selected 
for and evaluated by their skills in managing the science programs of the laboratory 
and the laboratory security programs. They should be expected to live up to the 
security standards set by headquarters—or lose their positions. The commission 
believes that DOE can hold laboratory directors and contracting entities account-
able if the performance system is designed correctly and DOE headquarters is 
prepared to follow through. Beyond the development of rewards and penalties for 
security performance, each laboratory director needs to have a clear understanding 
of what DOE senior management expects of them. Contractually specified rewards 
and punishments, while necessary and potentially useful, must be part of a broader 
message from the Department’s leadership in which it is clear to laboratory direc-
tors the priority they must place on security. DOE’s leaders need to lead the 
laboratory directors, who in turn need to lead their own organizations.

Strengthening Collaboration among Science, Security, and 
Counterintelligence
The second issue is closely related to the first—the quality of collaboration and 
cooperation between the security and counterintelligence communities and the sci-
entific community must be dramatically improved. The atmosphere of 
collaboration between security professionals and scientists in the Department 
remains strained. Scientists and security personnel suspect each other’s motives, 
and this suspicion poses a tremendous obstacle to producing sound security mea-
sures that advance both security and science. Recent efforts in the Department to 
address the most severe problems have helped on some levels (see, for example, the 
discussion later in this section of the implementation review). Nonetheless, 
unhealthy tensions still underlie these relationships.

The poor collaboration between programmatic elements and security policy 
development processes has proved extremely counterproductive. Minimal or no 
transparency in policy development and little or no consideration of laboratory 
views in the review process have been major contributors to these deteriorated rela-
tionships. Together with the absence of an overall strategy in developing security 
improvements, these weak processes have seriously undermined the Department’s 
credibility with the laboratories, unnecessarily poisoned its relationship with scien-
tists, and left it with policies that often do not make sense across a heterogeneous 
laboratory environment. Adversarial relationships between DOE’s scientific and 
security/counterintelligence communities and poorly constructed policies dimin-
ish morale and scientific productivity on the one hand and, on the other, increase 
the likelihood that scientists and engineers will develop ad hoc circumventions of 
security procedures, or even simply opt out of classified work or depart for other 
institutions altogether.

The commission notes some areas of collaboration between the two communi-
ties. In 1999, the Department created the Field Management Council (FMC) that 
employed a decisionmaking process for a senior-level, systemwide review of all pol-
icies. Although a step in the right direction, the FMC applied only to policy 
development and did not provide a way to directly elicit laboratory views.12 More 
recently, pursuant to this commission’s interim recommendations in January 2001, 
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the Department completed an Implementation Review of all existing security and 
counterintelligence directives, involving a broad cross-section of senior leaders 
from DOE headquarters, NNSA, and the laboratories. Although the review itself 
was restricted to a narrow set of implementation issues, the collaborative process 
that it put in motion has set a constructive example that could be applied more 
broadly.13

Coordinating across Security and Counterintelligence Functions
Third, the commission believes that the security community itself has not ade-
quately integrated physical, cyber, and personnel security capabilities or effectively 
coordinated security with counterintelligence functions. Not unlike many institu-
tions, coordination across these functions at DOE headquarters and in the 
laboratories is not as strong as it must be, and the price of this shortcoming grows 
as physical, cyber, and personnel security become increasingly interdependent. For 
example, permitting only properly cleared and authorized personnel to access des-
ignated secure areas is critical for protecting cyber systems in those areas from 
direct or indirect (e.g., password theft) attack. Cyber systems, in turn, not only store 
and process an ever-growing share of enterprise data, but also can serve as the back-
bone for physical security systems (e.g., video surveillance, alarm systems) and 
personnel clearance processing and data management. Security programs and bud-
gets must be built and implemented in a way that accounts for the complementary 
nature of physical, cyber, and personnel security initiatives. Security initiatives, in 
turn, must be well coordinated with counterintelligence programs inasmuch as 
physical access, personnel security information, and cyber systems provide the 
investigative raw material and tools for counterintelligence investigations.

Restoring a Climate of Trust
Finally, in concert with and as part of addressing the three integration issues out-
lined above, the commission believes that trust must be restored within the 
Department. Management’s effective accomplishment of DOE’s goals depends on 
achieving a high level of productivity and commitment from its employees. The 
interdependence of these two interests requires that employees and management 
share a common stake in the organization and in strong security. Central to build-
ing this common stake are trust and respect among all parties. The history of 
regimes in which no one is trusted, such as the Soviet Union, provides a lesson: they 
were more successful than we have been in protecting secrets but ultimately became 

12. The FMC, established in 1999 and chaired by the Deputy Secretary, has served as a forum 
for departmental integration, policy review, coordination, decisionmaking, and issue resolution. See 
www.ma.doe.gov/mo/fmcpage.html. As contractors, the laboratories could be permitted an 
observer role but not a decisionmaking role on this or a similar body.

13.  Secretary Bill Richardson directed the implementation review in January 2001 as a result of 
this commission’s preliminary recommendations. Secretary Spencer Abraham subsequently reaf-
firmed the review, which was chartered to examine existing security and counterintelligence policies 
in the Department and analyze the surrounding implementation issues. The review was completed 
in July 2001.
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brittle and failed, only to be replaced by more democratic, open styles of 
governance.

Two competing forces within DOE tear at the delicate fabric of trust among sci-
entists, laboratory management, security professionals, and field and headquarters 
officials. The first is the inherent tension between the interests of science and the 
interests of security. The second force is the long-standing tension between head-
quarters and field elements. Managers and staff at headquarters question whether 
they can trust the systems that the laboratory directors create. Laboratory directors 
do not feel that they can always trust headquarters to back them up when security 
problems arise that could benefit from mutual problem solving.

In the case of DOE and all organizations where security is vital to supporting 
the mission, trust is more than an essential management tool; it is a security 
enhancer. The logic of this is simple: if employees perceive that their organization 
(management) trusts them, they will be more loyal to that organization and thus 
more likely to engage in cooperative problem solving. In the case of security, if 
employees participate in developing security solutions, they are then more inclined 
to support those measures and engage in more security-conscious behavior. This, 
in turn, ultimately reduces systemwide risk.

This trust sequence can best be fostered when communication is continuous, 
expectations and their bases are made clear, interested parties are continuously 
educated as to the nature of threats as well as the nature of mission work, and all 
parties are engaged collaboratively in finding solutions. Security policies therefore 
must be grounded in firm, yet fair, reasoning that enables the organization’s work, 
promotes employee buy-in and ownership, and protects key assets while minimiz-
ing the unavoidable risks associated with human error and the potential harm 
when trust is deliberately violated.

Trust is reciprocal. Employees need to trust their supervisor to manage a secu-
rity system that protects them. This entails appropriate verification. Once an 
individual has earned trust, through the granting of a security clearance, that per-
son should in fact be trusted. Yet that trust must be periodically verified. One must 
never lose sight of the fact that sometimes trust is misplaced, and the system must 
be able to effectively handle that inevitability. Trust must be embedded in a system 
that is designed to deter and prevent betrayal and, failing prevention, that provides 
for early detection.

Thus, the essential complement to trust is verification. Once trust has been 
established, the organization must periodically verify that trust in order to update 
and improve defenses in the face of changing threats, reduce insider threats, and 
monitor negligence or employee incompetence in security matters. Verification 
that is transparent, predictable, unobtrusive, and selective can bolster security 
without diminishing productivity or demoralizing personnel. Verification proce-
dures must also be logically applied in proportion to the individual’s level of access 
to facilities and information. Applying one verification procedure to a large popu-
lation with highly varied access to information and facilities is a counterproductive 
effort that can breed employee suspicion and even disregard for security policy. 
Conversely, weak verification procedures that are not commensurate with an 
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employees’ access create undue risk that a betrayal of trust will go undetected. (See 
chapters 6 and 7 for more discussion of verification tools.)

Consistent with the commission’s view that security is a line management 
responsibility, line managers must take the lead in promoting security education 
and awareness and in imposing discipline around security measures. Security pro-
fessionals in a laboratory cannot do their jobs without the leadership of laboratory 
directors. The role of the Department’s top line managers, with the assistance of 
their security, oversight, and other staffs, is to ensure that management systems are 
in place to verify that subordinate managers are meeting the expectations, or trust, 
that has been given them. Trust with verification reduces systemwide risk and thus 
enhances security. The intangibility of trust makes it difficult to build and easy to 
destroy. Nevertheless, steps toward repairing Department-wide trust are absolutely 
essential to the vitality of DOE’s missions and employee morale—and, therefore, to 
DOE’s security.

New Policy Framework—
Integrated Safeguards and Security Management
In May 2001, the Department adopted integrated safeguards and security manage-
ment (ISSM), a new policy framework for addressing the integration problem.14 
ISSM was issued separately from but was complementary to and built on the con-
cepts in the integrated safety management (ISM) program, designed in the mid-
1990s to improve worker safety across the Department. The approach to ISM 
marked a significant cultural change within DOE and the laboratory community 
during a time when the Department’s environmental, safety, and health (ES&H) 
performance was generally considered to be less than adequate and much less than 
desired. During the latter half of the 1990s, the Department initiated this new safety 
philosophy that the community has widely embraced as a means of creating a 
breakthrough in the performance of ES&H programs. Although no program that 
involves tens of thousands of employees is ever perfect, ISM is largely viewed as a 
successful endeavor, perhaps for three key reasons: it was based on clear principles, 
successive Secretaries of Energy carried the message forward consistently, and it was 
a participatory process. ISSM is founded on many of the same operational princi-
ples as ISM but has been adapted to address security issues.

The recommendations of the commission are fully consistent with the ISSM 
policy, and in a number of areas provide detail that could become part of the ISSM 
policy. ISSM emphasizes active engagement of employees at all levels in the security 
process; improvement of communication, education, awareness, and feedback 
mechanisms; focus on performance rather than process or compliance; positive, 
not punitive, security practices; and one-size-does-not-fit-all security solutions. 
The ISSM framework proposes to “systematically integrate safeguards and security 
into management and work practices at all levels so that missions are accomplished 
securely.”

14. On May 8, 2001, DOE approved policy 470.1, “Integrated Safeguards and Security Manage-
ment (ISSM) Policy,” www.directives.doe.gov/pdfs/doe/doetext/neword/470/p4701.pdf.
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The commission wholly supports ISSM but notes with some concern that how 
the policy will take shape is still unclear. Though ISSM is slated to be in place 
Department-wide by December 2002, ISSM principles have not yet become man-
agement practice. The national security laboratories have begun awareness 
campaigns and other changes are under way to introduce ISSM through policy and 
contractual modifications.15 For ISSM to succeed, however, DOE leadership must 
ensure timely development of the policy and the plans for implementation. Line 
management, at headquarters and at the laboratories, must take ISSM seriously, 
working closely with the security staffs that are charged with implementing it, and 
enforcing deadlines for doing so. The quality of the detail that is developed pursu-
ant to the existing ISSM order will be critical to translating the philosophy of ISSM 
into concrete practice.

Recommendations

The management of science and security at DOE must be an integrated enter-
prise—collaborative and complementary. Building on the previous chapter, “Lines 
of Responsibility and Authority,” the commission makes the following recommen-
dations for improving the integration of science and security.

� Embed security in the science mission. To embed security in the science mis-
sion, DOE leadership must:

• Make implementation of the ISSM policy a top priority. To succeed, DOE 
leadership, in partnership with the laboratory directors, must champion 
ISSM and reward its implementation.

• Ensure laboratory directors have full responsibility and authority for sci-
ence and security at their sites and, are held accountable. Contracts, 
directives, and other guidance to the laboratories must reflect this underly-
ing philosophy of line management responsibility. Accountability must be 
enforced through a system that not only penalizes, but rewards. Laboratory 
directors should be selected with the necessary skill set to manage both sci-
ence and security well. If a laboratory director does not perform in both 
respects, that director should lose the position.

• Clarify that security and counterintelligence professionals must provide 
staff support to line management, at all levels of the system. Security and 
counterintelligence professionals should provide advice and support to pro-
gram management, but decisions on security and counterintelligence policy 
must rest with line managers. Once a policy is established, security and 
counterintelligence officials must be responsible for supporting implemen-
tation, under the direction of the decisions made by line management. 

15. Recently the University of California accepted a change in its contract to include ISSM as a 
specific goal for the U.C. laboratories (in W-7405-ENG-48, appendix O). See http://labs.ucop.edu/
internet/comix/.
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These officials in turn must have access to top line management at head-
quarters and the laboratories.

• Revise directives and other guidance to the laboratories so that they are 
performance based instead of compliance oriented. Laboratory directors 
must be held to high performance standards but must have the flexibility to 
implement those standards in a manner that is organic to the programs, 
work, and physical layout of their sites.

• Ensure that the laboratories are subject to rigorous oversight. DOE over-
sight officials (Office of Independent Oversight and Performance 
Assurance) must ensure security performance standards are met and, where 
results fall short, make recommendations for improving performance. 
Oversight must measure overall performance, not mechanical compliance. 
DOE laboratories should look for ways to boost their performance by 
increasing the use of laboratory-sponsored red-teaming for the purposes of 
self-assessment.

• Institute development of a service approach to security management for 
the laboratories. The objective of security offices should be to support the 
laboratory director as chief security officer and facilitate the accomplish-
ment of the program mission in a secure fashion. They should see 
themselves not as policing organizations but as providing a service to the 
laboratory community. Where they can facilitate the conduct of the scien-
tific mission, given the necessary constraints of security procedures, they 
should do so.

� Strengthen collaboration among science, security, and counterintelligence 
elements. To strengthen collaboration among science, security, and counterin-
telligence elements, DOE leadership should:

• Establish a laboratory security council, chaired by the Deputy Secretary, 
to provide for the collaborative development of security policies. All rele-
vant parties should be involved in the development of new security policies, 
including security, counterintelligence, field offices, laboratory personnel 
(as contractors, in an advisory capacity), and others with a significant stake 
in the outcome. Such collaboration must begin at an early stage of policy 
development, before parties are locked into bureaucratically intransigent 
positions. Such collaboration could build on the model of the Field Man-
agement Council.

• Direct that laboratory directors establish an integrated security group at 
each site to provide for the collaborative implementation of security pol-
icies. Laboratory directors must have flexibility to determine how such a 
group might be organized and who should participate. In general, however, 
they should report to the laboratory director and should include represen-
tation from all relevant parties in the science and security communities at 
the laboratory.
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• Institute an annual DOE-wide implementation conference to share best 
practices and address crosscutting problems. DOE should build on the 
model developed by its internal 2001 Implementation Review Conference. 
Participation should include security experts, counterintelligence profes-
sionals, program managers, and scientists from headquarters and the field. 
The laboratory security council would charter the implementation confer-
ences, which would submit annual reports to the council.

• Establish a program to detail security, counterintelligence, and science 
professionals on a rotational basis to headquarters and the laboratories. 
The Department should establish a regular rotation policy to ensure that 
more senior individuals have both field and headquarters experience. The 
Secretary of Energy should consider new promotion procedures that either 
explicitly require work experience at other levels or reward such experience 
in the job selection process.

• Require regular interaction between top DOE management and labora-
tory directors on security issues. Direct, routine interaction between DOE 
senior management and laboratory leadership is essential to ensure unfil-
tered communication of the views of the Secretary and NNSA 
Administrator to the field, and to allow for unedited external advice on 
issues of importance to the Secretary and the NNSA Administrator. DOE 
and NNSA should build on and strengthen the interaction that now occurs, 
to include the participation of not only the two Under Secretaries but also 
the Deputy Secretary and the Secretary.

� Strengthen coordination across security and counterintelligence functions. 
To strengthen coordination across physical, cyber, and personnel security func-
tions and the coordination of those functions with counterintelligence, DOE 
leadership should:

• Establish close coordination at headquarters across security and counter-
intelligence functions. Security policy and program decisions must be 
based on comprehensive and integrated analysis of all physical, cyber, and 
personnel security functions. To assist in shaping security measures, coun-
terintelligence must be closely tied to security.

• Request that laboratory directors establish teams comprising counterin-
telligence and security elements at each site. Coordination could be 
established through teams reporting to a laboratory director or the labora-
tory director’s designee (line management). These teams should ensure that 
communication among all security elements is routine so that when advice 
is provided or decisions made, the interaction of all security functions are 
considered.

� Restore a climate of trust. To restore a climate of trust, DOD leadership should:

• Clarify security expectations for line management with respect to their 
leadership roles and responsibilities on security matters. Program line 
management including laboratory directors—rather than security 
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managers—must promote security education and awareness and impose 
security discipline.

• Make security expectations for employees clear, logical, and appropriate 
to the task. Security expectations will not be clear and logical if security 
polices are not themselves clear and logical. Beyond that, communication 
from headquarters to the laboratories about the rationale for security poli-
cies must be clearer. Within the laboratories as well, communication about 
these policies and relevant education and training programs must be 
improved. The effectiveness of these education and training programs 
should be constantly evaluated, and feedback from employees and manag-
ers considered for improvements.
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One Model: MIT Lincoln Laboratory

Declarative policies designed to promote integration and trust are often easier to 
conceptualize in theory than to implement in practice. Nevertheless, there are some 
successful models that DOE can look to. MIT Lincoln Laboratory, which is a federally 
funded research and development center (FFRDC) of the Massachusetts Institute of 
Technology with 331 different programs at its laboratory, is an example of the effec-
tive use of the sequence of trust and verification in security and risk management 
policy and a highly integrated security management system. The security office has 
developed a strong working relationship with the laboratory’s 2,614 employees—the 
majority of whom (approximately 80 percent) work with classified information. The 
laboratory uses a foundation of trust to promote distributed security responsibility, 
maintain a service approach for all security functions, educate employees on security 
risks, and support an open, informed system of communication between manage-
ment and staff. The lessons from the Lincoln Laboratory model are relevant to 
providing for a sound security program that is thoroughly integrated into the pro-
gram missions of the laboratory.

Security is the distributed responsibility of everyone at Lincoln Laboratory, 
regardless of clearance level or programmatic status (although special training is 
required for more sensitive positions). Distributed security responsibility enables 
employees to participate in maintaining a secure working environment but allows 
the security office to serve as the first line of defense in any security incident. It also 
provides people with a sense of purpose in security activities, which will invariably 
take up a portion of their daily activities, by tying the integrity of their own work 
environment to a broader security vision.

Establishing a clear rationale for laboratory security policies is critical in making 
security relevant to everyone at Lincoln Laboratory. Ultimately, the laboratory direc-
tor is responsible for developing the security vision for the entire laboratory. 
Conveying the why of security policy is then supported by extensive involvement of 
laboratory line management in the development, rationalization, and promulgation 
of policy measures of what and how. For example, the security director receives reg-
ular feedback on proposed policy changes from a steering committee comprising 
laboratory division heads (of which there are nine) who come from technical back-
grounds. The security director also receives feedback from a committee of division 
assistants who make up the administrative arm of the laboratory’s work.

The security office and employees help to integrate the director’s vision into 
standard security procedures throughout the laboratory. At the program level, man-
ager participation and buy-in are maximized through weekly security communication 
meetings and frequent participation in security seminars. Supplemental security edu-
cation is conveyed to employees through briefings, seminars, posters, reminders, e-
mail, Web-based information, and specialized programs.

To cultivate employee motivation and trust, the security office employs just-in-
time services to shoulder administrative burdens and cater to the needs of labora-
tory employees, especially for time-consuming processes such as foreign visitors* 
and employee travel. For example, if a particular group of workers has a series of
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small security mishaps, the security office will develop a targeted program of educa-
tion that addresses the type of security problems the group is experiencing. The just-
in-time service approach is intended to promote spontaneity in scientific interaction 
while it maintains security’s involvement in activities that always pose some level of 
threat to overall laboratory security. The service approach also gives employees the 
sense that the security office is an accessible resource rather than a policing outfit.

When security incidents do occur, the laboratory has an adverse information 
committee that serves as an avenue of resolution of security issues with laboratory 
employees. The committee includes the directors of security, human resources, 
administrative operations, and the assistant director of the laboratory (who is almost 
always a scientist). This arrangement effectively prevents the security office from 
being the single source of decisions and reprimands for security incidents involving 
laboratory employees.

The laboratory also offers an ombudsman staff trained in employee counseling 
to assist employees with personal concerns or grievances that could ultimately affect 
the broader security environment at the laboratory. This counseling system provides 
a way to address employee problems without having to go straight to management, 
which could be embarrassing on financial matters or matters involving domestic 
issues. In addition, the employee assistance program (EAP), run in conjunction with 
MIT, provides two psychologists trained to assist employees in need of counseling. 
The security office sees the ombudsman staff and the EAP system as basic services. 
The mental and emotional health of the laboratory’s employees is viewed as an inte-
gral component in maintaining security and morale among all laboratory employees.

Lincoln Laboratory’s security system is always considered to be subject to 
improvement. The security office is constantly trying to modify policies, procedures, 
and protocols toward the most modern, efficient techniques available. To correct 
problems within the security office and the laboratory-wide security system, the lab-
oratory annually reviews its security vision and makes necessary adjustments to 
security policy and practices. The laboratory also participates in regular benchmark-
ing sessions with other DOD laboratories to gain knowledge of best practices. For 
external review, the laboratory receives regular visits from various offices and depart-
ments at DOD headquarters to check performance on security measures and other 
indicators.

Although Lincoln Laboratory is a more homogeneous environment than most 
DOE laboratories, lessons can be learned from its security practices, which are a 
blend of management tools and integrated leadership models designed to enhance 
security and keep employees involved. Lincoln Laboratory started with the assump-
tions of mutual trust and distributed security responsibility and has built a successful 
system that effectively balances the inherent risks associated with classified informa-
tion with the need for open scientific environment that relies on collaboration.

* The number of foreign visitors at the laboratory is relatively small, owing to the large percent-
age of classified work performed by regular employees. In 2000, only four long-term foreign 
national visitors and no foreign national employees visited the laboratory.
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c h a p t e r  6

Risk-Based Security

he department of energy must do a better job of designing its security 
procedures around the concept of risk. Risk is primarily associated with 
value (the worth of information or assets and the impact of their loss),

threat (the potential of an adversary to operationally exploit a vulnerability), and 
vulnerability (the susceptibility of people or things to compromise). Priorities for 
the protection and allocation of resources should be based on the assessment of 
risk. This chapter addresses three elements of risk-based security: (1) developing a 
systems approach for risk-based security management; (2) strengthening counter-
intelligence functions so that they better support a risk-based security system; and 
(3) amending and clarifying specific DOE security practices consistent with a risk-
based approach to security.

The commission believes that the elements of a risk-based security system 
should be based on three principles:

� That which needs protecting is not uniformly distributed throughout the 
organization. The DOE national laboratories contain a vast array of informa-
tion, activities, and materials, some of which are significantly more sensitive—
and pose more risk—than others. In many laboratories, islands of ultra-sensi-
tivity coexist on site within larger seas of little-to-no sensitivity. Security 
procedures should vary in intensity according to the level of sensitivity of infor-
mation, activities, and materials; in general, they should not serve as blanket 
policies for the entire laboratory. With the recognition that our adversaries may 
seek to use unclassified activities as entry points for access to classified activities, 
security procedures must be carefully designed so that classified activities can 
be conducted securely within a given laboratory and between laboratories.

� Any security system based on the goal of zero risk will fail. Security is a bal-
ance of resources that are limited, and risk that can never be eliminated. 
Disproportionate resources spent on low-risk security activities deprive secu-
rity professionals of the tools and resources that they need for other procedures 
that are more important to national security.

� Security systems should deter and protect; counterintelligence systems 
should inform and detect. Security systems should first deter our adversaries 
and, failing that, should channel adversaries’ avenues of attack in ways that pre-
vent further compromise. To be effective, security systems must primarily be 
overt and visible. Counterintelligence systems, on the other hand, should be 
designed primarily to detect adversaries and therefore should generally be con-
cealed in order to identify these adversaries more effectively. Counterintelli-

T
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gence systems should help inform and shape security systems in order to 
constantly improve on security deterrence and protection efforts.

Adopting a Risk-Based Security Model

Issues

The success of DOE’s four missions depends on DOE’s highly networked science 
and technology laboratory system—a system that involves classified and unclassi-
fied work; basic and applied research and development; and partners from 
universities, other government agencies, the private sector, and the international 
scientific community. Such a complex system, with widely diverse needs and inter-
ests, demands a security system that is carefully engineered and tailored to account 
for its multifaceted nature. To promote a security system that maximizes scientific 
inquiry while adequately protecting secrets, the Department needs a comprehen-
sive, risk-based, integrated safeguards and security management model.

As noted on page 42, risk-based security management is based on the simple 
premise that sensitive activities are not uniformly distributed throughout an orga-
nization and that assets representing a higher risk to national security require 
greater protection. Under this concept, the level of analysis, effort, and resources 
employed to implement security solutions should be commensurate with the risk, 
as derived from the value of assets, the threat to those assets, and the consequences 
of loss or compromise. Such a management model should provide for the ability to 
make decisions about the marginal value (in an economist’s definition of marginal, 
i.e., the additional value) of increasing investments in any given aspect of security as 
well as about the trade-offs among security alternatives and between security and 
the science (programmatic) mission.

Comprehensive risk management will be most effectively implemented in tan-
dem with improvements in Departmental management and integration of science 
and security, as discussed in previous chapters. Development of a rigorous DOE 
risk model for safeguards and security management that employs a systems 
approach—as recommended below—will miss the mark if these other shortcom-
ings are not addressed as well.

Elements of a Risk-Based Systems Approach
A basic risk management model should contain the following elements: (1) deter-
mining what assets require protection and with what priority; (2) assessing the 
threat to those assets; (3) identifying vulnerabilities; (4) understanding the options 
for protecting the assets, including the costs (resources and programmatic); and (5) 
developing an integrated protection plan. The DOE complex needs a process that 
will faithfully and thoroughly conduct this type of risk assessment in order to deter-
mine how best to allocate resources for protection.

� The first step in assessing risk is identifying the priority that should be accorded 
to the assets needing protection (information, material, people, processes). Put 
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another way, what are the secrets that the organization wants to protect? What 
are the secrets of highest value? What secrets are of lesser value? Thoughtful and 
thorough answers to these questions are crucial: A security system cannot suc-
ceed unless management is clear about both the assets that need protection and 
the priorities among those assets.

One key problem is that DOE does not have enterprise-wide answers to these 
questions. The absence of such guidance creates a tendency to protect all assets 
more uniformly, regardless of value. This in turn devotes resources to low-risk 
activity and deprives genuinely critical and important classified activity of nec-
essary resources. Getting this step right is at the heart of the risk management 
model.

� Second, the threat must be assessed. Decision makers should know whether the 
asset is a target and, if so, the nature of the threat and its likelihood. The DOE 
threat assessment process needs substantial improvement to support a truly 
risk-based systems approach. The Department presently bases its site assess-
ments for physical security (which include personnel, nuclear material, physical 
and information security) on the Design-Basis Threat (DBT).16 The DBT 
describes a range of scenarios against which the laboratories must be prepared 
to defend themselves, but it is not an actual statement of the threat. Cyber secu-
rity has no similar design specification, and the laboratories are required to be 
responsive to the entire spectrum of possible cyber threats, as defined in a 
generic DOE threat statement. Separately, the DOE counterintelligence pro-
gram produces an annual complexwide threat analysis, with supplemental 
analyses as needed. Under the commission’s proposed systems approach, coun-
terintelligence analyses of actual threats would be used to supplement or replace 
a DBT model and the generic cyber threat statement, to provide a more effective 
foundation for risk-based decisions. As we describe later in this report, how-
ever, the DOE counterintelligence program needs additional tools and closer 
collaboration with the broader intelligence community to make the analyses 
sufficiently relevant and timely.

� Third, vulnerability analyses must be conducted. Vulnerability assessments 
must be conducted against established performance standards in order to deter-
mine priorities for resources to mitigate risk. Only the individual laboratory 
can conduct such analyses because only the laboratories fully understand and 
appreciate the unique nature of their activities, their scientific partners, and 
their community. The laboratories do conduct these analyses, but they are 
inconsistently undertaken. Available cyber security methods and tools, in par-
ticular, are used much less than the more well-developed physical security 
testing.

16. The DBT characterizes the level and capability of the threat to DOE facilities and assets and 
details the motivation, capabilities, objectives, and numbers of adversaries under a range of scenar-
ios. It is coordinated with the defense and intelligence communities. The DBT is embodied in a DOE 
policy document outlining the planning threshold to which DOE operations and facilities are 
required to design and operate safeguards and security systems and programs.
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� Fourth, protection options and their costs must be understood. Options may 
require additional funding and/or mission opportunity costs. They must be 
identified and assessed before one can determine how much risk one is willing 
to accept in any given area. This type of assessment is conducted at some of the 
laboratories but not systematically, and the trade-offs are not generally consid-
ered across the range of security areas. Thus, for example, the marginal value of 
additional spending on a physical security program is not weighed against the 
marginal value of additional investments in cyber security. In addition, alterna-
tive ways to meet security standards that would diminish the impact on science 
missions are not systematically examined.

� Fifth, once the analysis above is completed, a comprehensive strategy must be 
developed that integrates the required protection and accepted risks for each 
asset into an integrated protection plan. This plan should summarize the steps 
above, the protection strategy for each asset, and the residual risk for each asset. 
Line management must develop the protection strategy and explain the balance 
of risk presented in its plan. Only the laboratory director, in consultation with 
the director’s security team, can perform the detailed assessments that form the 
basis of this strategy. This underlines the basic premise that laboratory directors 
must be held responsible for security at their sites and should have the manage-
rial flexibility to determine security procedures consistent with overall 
departmental policies.

Why DOE Needs a Risk-Based Model
Absent a systems approach, line managers cannot understand the resource and 
security trade-offs across all security dimensions or assess the impact of security 
requirements on the science mission. In many areas, security measures and policies 
are simply not tailored to the diverse security requirements of particular laborato-
ries or the risks associated with varied sensitivity of assets and activities within 
those laboratories. This is largely a product of centrally developed security policies 
that value consistency through the enterprise more than effectiveness in each 
unique location and setting. Requiring high-level security at facilities and/or sites 
with low-risk ratings (as defined in DOE site specific security plans [SSSPs]) 
imposes operational and cost burdens (e.g., installing extra equipment, building 
security areas, or training additional security professionals) that are not well justi-
fied, detract from mission work, and generate cynicism among scientists about 
security practices. It can also drain resources from other security requirements that 
in fact deserve higher priority. Even at the site level, cyber, physical, personnel, 
nuclear materials, and information security needs are generally considered sepa-
rately, without an appreciation of their interdependency and the associated 
resource trade-offs.

Steps toward a Risk-Based Approach
The concept of risk management is not new to the Department, but it has been 
implemented in a piecemeal fashion and/or without appropriate integration across 
departmental elements. As noted in the previous chapter, the Department’s intro-
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duction of ISSM provides a basis in principle for a comprehensive, sound risk 
management model. Until more detail has been produced, however, the Depart-
ment’s seriousness about implementing the ISSM policy will remain unclear.

Even with the introduction of ISSM, DOE directives promulgating risk-based 
management have not been fully implemented, lack accompanying operational 
guidance, or have been blocked by staff elements that refuse to abandon 
compliance-based management. In fact, the Department has a safeguards and secu-
rity risk management program for physical security, established in 1995.17 Under 
the program, selected DOE-owned and -leased sites and facilities are required to 
use risk assessments and document them in SSSPs. The laboratories conduct safe-
guards and security vulnerability assessments for national security assets, informed 
by the DBT. Once the assessment is complete, the relevant DOE field office 
“accepts” the residual risk. SSSPs are undercut, however, by a process that allows for 
requirements to be added or changed throughout the year, without the benefit of 
the risk analysis that would incorporate budget trade-off judgments. Furthermore, 
SSSP development is staggered and thus generally out of phase with the annual 
budget cycle. This ad hoc approach prevents a balanced assessment of risks and 
benefits and produces the bureaucratic equivalent of running gun battles through-
out the year.

In the cyber security area, DOE has established a relatively new risk-based pol-
icy18 that provides a “formal, organized risk management process” approach to the 
protection of unclassified and classified information on electronic systems. The 
policy correctly emphasizes the development and implementation of cyber security 
measures based on risk analysis, as well as balances priorities based on risk. How-
ever, too little guidance has been provided to the laboratories regarding the 
development of these risk assessments, and many DOE laboratories have not per-
formed an effective risk assessment for their cyber security programs. Furthermore, 
the DOE classified systems are governed by a hybrid of direction because they also 
are still operating under older directives and policies that are highly compliance 
oriented.

About two years ago the Department sought yet another means to implement a 
more graded approach to security management through the creation of a loosely 
and informally defined tier structure, whereby laboratories were assigned to one of 
three tiers according to the nature of their work. National security laboratories Liv-
ermore, Los Alamos, and Sandia were assigned to tier I, the highest level of security; 
seven laboratories where no classified work takes place were assigned to tier III; and 
all other laboratories, each with some classified work, defaulted to tier II. This clas-

17. See DOE Policy 470.1.
18. DOE Policy 205.1, “Departmental Cyber Security Management Policy,” was issued on May 

8, 2001, www.directives.doe.gov/pdfs/doe/doetext/neword/205/p2051.pdf. The follow-on DOE 
Notice 205.1, “Unclassified Cyber Security Program,” establishes “an agile approach to DOE infor-
mation processing security systems to keep pace with rapidly changing threats, vulnerabilities, mis-
sions, and technologies.” The notice also requires the development of a cyber security program plan 
(CSPP) by each laboratory to implement this requirement and the documentation in the CSPPs of 
the process for ascertaining the current operational threat, risk, and vulnerability posture; see 
www.directives.doe.gov/pdfs/doe/doetext/neword/205/n2051.pdf.
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sification was aimed primarily at exempting the tier III laboratories from security 
policies that would clearly undermine their open-science mission, but it did not 
really address differentiation of security requirements within the sites themselves. 
Furthermore, after the tier structure’s establishment, many policies were still 
designed with the tier I laboratories in mind, engendering heated debates over 
whether such polices should be applied, in part or in full, to the other laboratories. 
The vast bulk of activities in tier II laboratories are unclassified, yet the tier label 
created laboratory-wide procedures that were largely inappropriate. Thus, the tier 
system has been only modestly successful in contributing to a risk-based approach 
and had the unintended effect of creating false security homogeneity in the 
Department.

Strengthening Counterintelligence

Issues

As discussed in previous chapters, science is increasingly collaborative and interna-
tional. DOE laboratory scientists are interacting more and more with their 
international counterparts. The character of these interactions will continue to 
change—becoming more routine, more networked, and more real-time through 
advanced communications and online “collaboratories.” This nation cannot afford 
to resist these changes because they are increasingly a vital source of ideas for both 
the classified and unclassified worlds. Having said that, these developments pose 
obvious risks. The increased exposure of U.S. scientists to foreign nationals—
whether at our own laboratories, on travel abroad, or via computer network—
creates additional opportunities for foreign espionage. Yet the present counterintel-
ligence program is not adequate to ensure a healthy system of scientific interactions 
as well as shape sound risk-based security measures.

The current counterintelligence program is reactive—reviewing the meaning of 
events that have already taken place. This approach is necessary but insufficient to 
meet the demands of this age. The Department needs counterintelligence tools with 
analytical capabilities that will provide the program a greater capacity to monitor 
trends and develop anticipatory threat information. A greater counterintelligence 
analytical capacity would in turn provide a more solid foundation for developing a 
security system that is properly oriented around risk. As these analytical capabilities 
are developed, the Department could also take relatively simple steps that would 
remove some of the unproductive burdens associated with security procedures 
around unclassified foreign scientific collaboration.

In parallel with these changes, DOE leadership will need to revalidate the 
importance of the counterintelligence function within the Department, where the 
relationship with scientists and engineers is improving but remains badly damaged 
in some pockets. Absent a strong relationship with the laboratories, the counterin-
telligence community cannot conduct its business with maximum effectiveness 
because it depends on the awareness of scientists and engineers as a key source of 
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information about, and a line of defense against, threats from foreign intelligence 
services.

Of all the tensions and problems the commission encountered in DOE, those 
associated with the counterintelligence program were perhaps among the greatest. 
At the core of these tensions is the issue of the connection between classified and 
unclassified research and the question of what really requires protection and at 
what level. Members of the counterintelligence community argue strongly, and cor-
rectly, that they cannot properly do their jobs if they are focused solely on classified 
work because that is not where a foreign intelligence officer is most likely to seek 
initial entrée to the laboratories. Because of the way that unclassified research 
underpins classified programs, counterintelligence professionals argue for robust 
counterintelligence procedures throughout the DOE system, even at the open-
science laboratories. On the other hand, the science community argues strongly, 
and equally convincingly, that it is feckless to conduct counterintelligence proce-
dures on scientific activities that are open, unclassified, and concern information 
that is published and widely available. In this context, many of the current counter-
intelligence procedures do not make sense to scientists and, in their opinion, 
impede the interactions on which strong science depends.

The commission finds that the counterintelligence program in DOE is both 
crucial and misdirected. Despite improvements during the last year (as noted on 
page 52), the commission believes that the office of counterintelligence continues 
to pursue policies that provide little benefit and continue to undermine the confi-
dence and trust of the scientific community. Information already available in the 
laboratory complex is not evaluated while the counterintelligence office is demand-
ing information from security forms. The commission believes that these security 
“data calls” are actually counterproductive because they allow foreign nationals 
seeking entry to DOE facilities to manufacture their own information on which the 
counterintelligence program relies. The commission believes that no foundation is 
more important to the long-term security of national nuclear infrastructure than a 
strong counterintelligence program.

Despite its critical importance, however, the Department for many years suf-
fered from a counterintelligence program that was inadequate in size and stature. It 
was not properly funded, had too few personnel, and did not have sufficient access 
to senior DOE line management. Although a few laboratories, largely the weapons 
laboratories, had active and developed counterintelligence programs, most did not. 
As a result of growing attention to the inadequacies of the program, in the mid to 
late 1990s the program began to expand rapidly. In FY 1996, DOE counterintelli-
gence operations had a budget of $1.4 million; DOE’s FY 2002 counterintelligence 
budget is $46.4 million. From its establishment as a separate program within the 
Department in 1998 under Presidential Decision Directive 61 (PDD-61), 19 the 
counterintelligence program grew from about 10 people at headquarters and a few 
additional contractors dedicated to counterintelligence in the field to more than 
250 personnel dedicated to counterintelligence across the complex today. The 
counterintelligence program’s rapid growth established a needed set of activities in 

19. For the unclassified portion of PDD-61, see www.fas.org/sgp/library/pfiab/appd.html.
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a relatively short period of time, but the program requires significant adjustment if 
it is to provide the necessary support for a risk-based security model.

Strengthening Analytical Capabilities
The counterintelligence program’s analytical capabilities must be strengthened 
through new investment in people, processes, and technology. As noted above, the 
program—not unlike counterintelligence throughout the U.S. government—is 
largely reactive. It has tended to focus on particular incidents that have already 
occurred and that may prove to be of concern, but it does not have sufficient capac-
ity to take these incidents and place them in a broader analytical context that would 
prove useful in anticipating threats and shaping security measures. These investiga-
tive-type capabilities are a key part of the DOE counterintelligence program, but 
they are not enough. In addition, one needs ready access to—and the ability to ana-
lyze—routine information collected in the normal course of administering and 
managing the laboratories, all-source intelligence information, intercepts, data 
regarding any relevant ongoing counterintelligence operations, relevant public 
source information, and up-to-date counterintelligence information from DOE 
laboratories. The Department’s core analytical team remains small and its tools are 
limited. A relatively weak interagency process for sharing and analyzing counterin-
telligence and intelligence information does not help DOE. Attempts to remedy 
that situation during the last few years, most recently in the form of the National 
Counterintelligence Executive, have not yet provided the strong, institutionalized, 
interagency cooperation that is needed.

The counterintelligence program has made some recent technical advances, 
such as the creation of a comprehensive visitors’ database. That database, however, 
relies on manual data input and manual data correlation and is little more than a 
twenty-first century version of case-file cards. Furthermore, the data set that coun-
terintelligence needs is much broader and should include an array of information 
on employees and visitors and on patterns related to activity in physical, cyber, and 
personnel security systems. The program needs automated methods for data-file 
maintenance and record correlation. Investment has been inadequate in the techni-
cal data mining and data fusion tools the program needs in order to collect this 
information in a usable form, marry it with nationally available counterintelligence 
and intelligence data, and effectively analyze the information (see chapter 7).

Strengthening analytical capabilities must also involve a more creative partner-
ship with the scientific community. The techniques used by the counterintelligence 
program for collecting information on individuals place heavy emphasis on gather-
ing data from security forms—for example, those provided by visiting scientists 
through the Department’s unclassified Foreign Visits and Assignments Program. As 
a result, the counterintelligence program has become a strong advocate in the 
Department for security forms and certain security procedures for the laboratories. 
It does not, on the other hand, collect or evaluate the information already at labo-
ratories as a result of the scientific collaboration process. In many cases, detailed 
information on principal investigators and their projects is reviewed for scientific 
purposes and could also be valuable to counterintelligence professionals seeking to 
identify who is partnering with DOE laboratories and why. With the right kind of 
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cooperation, the counterintelligence community could take better advantage of this 
available information and reduce its counterproductive reliance on security 
paperwork.

Security Regulator vs. Source of Analysis
The Office of Counterintelligence has assumed a role as a security regulator, partic-
ularly with respect to the protection of individuals and information—a role that 
overshadows the program’s analytical functions. This imbalance has partially been 
internally driven, derived from DOE’s interpretation of the PDD-61 that estab-
lished the program. It also reflects outside direction, particularly from the FBI and 
Congress. As the counterintelligence program grew quickly, it sought to fill a vac-
uum in the areas of personnel and information security.20 The program’s role 
within DOE has now become muddied.

Counterintelligence (again partially in response to external direction) has 
played a dominant part in advocating advance background checks for unclassified 
visits to the laboratories. Although laboratory directors technically have the author-
ity to determine which foreign nationals from sensitive countries21 can access their 
sites, in practice these visits have been heavily controlled through counterintelli-
gence advance indices checks (background checks) run through the FBI and CIA. 
The indices-check requirement applies to the three NNSA laboratories by law22 and, 
by DOE policy, to any laboratory that engages in classified activities. The current 
advance-check procedures were imposed in 1999 in an attempt to rectify a long his-
tory of inadequate tracking and screening systems at the laboratories for foreign 
visitors. Rather than considering the type of activity and part of the facility that was 
being visited, however, the checks were imposed across the board.

Although the process has improved over time, the indices checks have contin-
ued to cause significant time delays in foreign visitor access because the process of 
conducting the checks is still largely paperbound.23 These delays have profoundly 
affected work at some laboratories, in particular those with large user facilities.24 
The checks have only rarely produced information of an adverse nature. Some pro-
fessional counterintelligence officers would argue that these checks at best 
contribute little and, at worst, undercut security because they so rarely produce 
adverse information and undermine constructive working ties between scientists 
and security professionals.

20. For example, according to the DOE PDD-61 implementation plan when it was first estab-
lished, the counterintelligence program advocated such measures as counterintelligence-run per-
sonnel evaluation boards at the laboratories, drug testing, and the provision of financial 
information. The counterintelligence program has been a strong proponent within the Department 
for broad protection measures for so-called sensitive unclassified information.

21. See DOE Policy 142.1, “Unclassified Foreign Visits and Assignments,” www.
directives.doe.gov/pdfs/doe/doetext/neword/142/p1421.pdf.

22. See FY 2000 National Defense Authorization Act, section 3146, www.fas.org/sgp/congress/
s1059-de.html.

23. Indices-check waiting periods have decreased but remain problematic. According to DOE’s 
Office of Counterintelligence, 60 percent of all indices checks for foreign visitors are completed in 
less than 15 days and another 34 percent are completed in 16–30 days.
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The advance indices check is an example of a process that should be returned, as 
a general matter, to the hands of line managers—the laboratory directors. Locally, 
they are in the best position to judge the merits of running these advance checks, 
including the risks to security at their facilities and the costs to their science mis-
sions. At the same time, the commission strongly believes that a post-visit tracking 
process for visitors to unclassified activities at facilities where classified work is also 
conducted is essential to aid in developing the kind of pattern analysis outlined 
above. As discussed in chapter 7, improved personnel authentication and data min-
ing tools must also buttress these tracking processes. Since January 2001 a pilot 
program has been in place at four laboratories (Argonne National Laboratory, 
Brookhaven National Laboratory, Oak Ridge National Laboratory, and Pacific 
Northwest National Laboratory) that permits indices checks after the fact for visits 
for unclassified purposes.25 The commission believes that this type of program 
should be extended permanently, to include the three NNSA laboratories.

Similarly, decisions about the risks and benefits of cooperative research and 
development agreements (CRADAs) between the laboratories and industry should 
also rest with laboratory line management. The counterintelligence program 
should not have the right to review in advance proposals for partnering with indus-
try (a right it has sought in the past though not obtained). The commission believes 
that little of counterintelligence use will be learned by openly soliciting information 
from the companies involved in the CRADAs. Furthermore, only a certain percent-
age of CRADAs involve people or technologies about which the counterintelligence 
program will be concerned. Rather than conduct advance counterintelligence 
approvals for CRADAs through requests for and review of security forms, DOE 
needs a system in which the laboratory counterintelligence officer and the local 
principal investigator develop a close, cooperative relationship on the CRADA. 
That way, along with advanced data mining techniques and procedures, the coun-
terintelligence program can become quietly informed—and, as necessary, can 
inform the scientists—about any adverse information regarding the CRADA part-
ners. It therefore avoids a situation where counterintelligence assumes the role of 
judging whether the CRADA should go forward.

Currently there is a pilot program at Oak Ridge National Laboratory that is 
modeled on the elements described above. The pilot program provides a means for 

24. For example, Brookhaven National Laboratory has a number of user facilities and receives 
more than 4,000 users every year, of which more than half (~2,200) are foreign nationals. A little less 
than half of all foreign nationals visiting and working at the laboratory are from sensitive countries. 
Because Brookhaven has one office with six people working on classified activities (out of a work 
force of more than 1,000), Brookhaven must perform indices checks on a large number of sensitive-
country visitors. Currently, Brookhaven is experimenting with a pilot program that would exempt it 
from such lengthy indices checks.

25. The pilot program, established in January 2001, allows four laboratories to forgo the 
requirement for an advance indices check for sensitive-country foreign nationals in the case of visits 
that do not involve sensitive subjects or visits to sensitive areas (e.g., classified) within the laboratory. 
A visit is 30 days or less compared with an assignment, which is more than 30 days. The laboratories 
are still required to log the visit in advance or at the time of the visit. Based on this information, the 
indices checks are run parallel to the visit and may or may not be completed before the visitor leaves 
the laboratory. The visitor’s record, however, remains in the DOE system.
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local counterintelligence officers to become involved in observing CRADA activity 
if, after reviewing the CRADA documentation, the counterintelligence officer 
believes there is reason to do so. The counterintelligence officer consults with the 
CRADA principal investigator to reach a mutually acceptable written agreement 
concerning counterintelligence involvement. The Oak Ridge pilot program accom-
plishes the goal of ensuring counterintelligence involvement when it is merited and 
sensitizing the principal investigator to any possible counterintelligence concerns, 
but on a cooperative basis.

The same approach should be taken more generally at the unclassified science 
laboratories. Counterintelligence officials should have access to information that 
will inform and help them to shape broader analysis. The commission believes, 
however, that it is not the job of counterintelligence to impose foreign visitor 
screening or other security measures at these science facilities. This proposed 
approach cuts both ways: Counterintelligence should accept the current status of 
these facilities as generally exempt from requirements for formal record keeping of 
visitors because they are open-campus facilities operating in an environment that is 
totally unclassified and for the most part with information in the public domain. 
On the other hand, the directors of these laboratories must be forthcoming with 
cooperation on their programs if counterintelligence officers (locally or in Wash-
ington) deem that a matter of concern warrants development of information on 
certain science programs or specific individuals.

The commission notes that the current director of counterintelligence at DOE 
has worked hard to reduce tensions with the scientific community and improve 
cooperation with the laboratories. Personal relationships are being rebuilt at the 
local level as well as at the laboratory director level. These efforts are healthy and 
should be encouraged to continue. The commission congratulates the director for 
his efforts and believes that he should be given the resources and information 
required to undertake the larger analytic burden of the office.

Amending and Clarifying Security Practices

Issues

The commission has argued for an overarching model for practicing risk-based 
security, and for a counterintelligence system better suited to support a risk-based 
model. In this regard, the commission believes that the Secretary and the NNSA 
Administrator must take some specific steps to clarify and amend security prac-
tices. The commission evaluated four specific security policies that it believes merit 
special attention. These are: (a) the zero-tolerance policy; (b) the polygraph pro-
gram; (c) practices for controlling so-called sensitive unclassified information, and 
(d) the policy around fundamental research.

Zero-Tolerance Policy
The so-called zero-tolerance policy was established in May 1999 as part of a broad 
package of security reforms in the Department. Under it, Secretary Bill Richardson 
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announced that he was sending a signal that “no security infractions are acceptable. 
Penalties will be strengthened, including immediate suspension for verified 
breaches that risk a significant national security compromise, or display a willful 
disregard for security procedures.” No directive or order or any other formal DOE 
implementation process ever amplified this press statement, however. In the con-
text of the political debate at the time about security at the laboratories, and in the 
absence of further interpretation by headquarters, scientists at many laboratories 
came to view the policy as potentially job threatening for any security infraction—
even minor, inadvertent infractions with no adverse impact on national security.

The commission agrees that negligent or intentional behaviors that compro-
mise security should not be tolerated. Strong evidence suggests, however, that 
without further amplification the zero-tolerance policy has had and may continue 
to have unintended negative effects on security conditions at a number of the labo-
ratories. In some locations the commission understands that this policy may have 
discouraged self-reporting of security infractions because scientists fear that one 
unintended misstep could cost them their clearances and/or their careers. It has 
also created confusion and contributed to low morale because, in the absence of 
effective implementation guidelines, the policy seems to imply that motives—
whether or not a violation was knowing and willful—do not matter and that pun-
ishment will not be administered in a manner that is proportionate to the incident 
or violation at issue.

The commission believes that a robust security system must include a candid 
acknowledgement that human beings do make mistakes. The overall integrity of the 
security system is undermined if people hide honest mistakes from authorities. The 
commission believes that DOE should have a system that makes room for judgment 
and does not discourage employees from reporting security incidents or violations. 
If, for example, an employee inadvertently carries a cell phone into a secure area 
where cell phones are prohibited, or unknowingly leaves a classified document 
unattended, the system is better off if the employee reports the incident and takes 
corrective action. To make that more likely, the employee must be confident that 
reporting of such an incident will be met with an appropriate response.

Not all of the laboratories have let the zero-tolerance policy statement stand on 
its own, and there is at least one model within the DOE system on which the Secre-
tary could draw to clarify the existing zero-tolerance policy. Sandia National 
Laboratories has developed, as their own interpretation of the policy, a set of 
interim safeguards and security discipline guidelines (see appendix J). These guide-
lines are fairly general in nature but make a number of important distinctions for 
the purposes of administering disciplinary action for infractions and violations. 
They distinguish, for example, between intentional violations and those that are 
unintended. They also distinguish between those violations that are self-reported 
and those that are not, as well as between those that might have been isolated inci-
dents versus those that are repeated infractions. The more severe the violation, the 
more directed the punishment (e.g., employment termination), while greater dis-
cretion is permitted managers in the case of lesser violations or incidents. Such a 
policy could serve as a basis for a new, comprehensive security statement that might 
give effective implementation to the zero-tolerance policy. The commission 
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strongly believes there should be zero tolerance for willful violation of security rules 
or repeated disregard for security procedures. Zero tolerance should also extend to 
hiding the evidence of innocent mistakes. At the same time, the Department must 
demonstrate that it accepts the fact that innocent mistakes can be and are made by 
employees.

Polygraph Policy
Polygraphs have become a very divisive issue at DOE, one that has caused and may 
continue to cause severe morale problems. Polygraphs are used primarily in two 
ways—to screen employees routinely without any provocation and as part of an 
investigation when potential security problems are indicated. One source of the 
problems DOE has been experiencing is the conflicting polygraph models in use in 
the federal service. In particular, the intelligence community uses the polygraph as 
a screening device and an investigative tool, while DOD uses it almost exclusively as 
an investigative tool. DOD does use polygraphs for employee screening, but only 
for individuals granted exceptional clearances for highly sensitive programs. 
Although there is significant debate regarding the effectiveness of polygraphs as a 
screening device,26 polygraphs are an integral—and, more important, an 
accepted—part of the intelligence community’s security practices and culture. Peo-
ple are aware of this practice before accepting employment in intelligence 
organizations, and they accept it as an integral part of a more comprehensive secu-
rity architecture. Polygraphs as a screening device are used much more sparingly, 
and differently, in DOD, where access to some of the most sensitive programs is 
conditioned on the acceptance of being subjected to random (non-event-driven) 
polygraphs after a clearance has been granted. In the case of routine screening, they 
are used to assist in initially determining suitability and eligibility of employment in 
certain programs and, thereafter, randomly verifying continued suitability and eli-
gibility of employment. These polygraphs are part of a comprehensive security 
architecture, and the number of random polygraphs conducted each year is rela-
tively small.27

The DOE scientific community has had no prior experience with a widespread 
polygraph program, and many scientists in the community hold strong views that 
polygraphs are not scientifically valid or reliable as a screening device. The litera-
ture offers no conclusive case for the effectiveness of polygraphs as a screening 
technique. The usefulness of polygraphs as an investigative tool is more widely 
accepted in DOE. They are only effective, however, when employed as a tool that is, 
once again, an integral part of a comprehensive security architecture. Even in that 
capacity, their usefulness or effectiveness as a tool is not universally accepted.

If a polygraph program is to be effective and successful, polygraph exams must 
be incorporated into a broad security architecture, the centerpiece of which is trust. 

26. In January 2001, the National Academy of Sciences organized its Committee to Review the 
Scientific Evidence on the Polygraph to examine the scientific validity of the polygraph for counter-
intelligence screening purposes. The results of the committee’s study are expected in June 2002.

27. The number of counterintelligence-scope polygraphs (CSP) for DOD has been capped at 
5,000 per year under Public Law 100-180 (1991).
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A security architecture that is not based on trust, in which polygraphs are used as a 
simplistic screening device rather than a tool to complement other processes and 
techniques, will undermine morale and eventually undermine the very goal of good 
security. This is the unfortunate effect of the current DOE polygraph program 
mandated by law. The current program, legislated by the FY 2000 defense authori-
zation bill requires a screening polygraph for virtually every DOE employee and 
contractor who holds a security clearance, without regard to the level of sensitivity 
of that person’s activities or access. Such a program exposes a large population28 to 
polygraph examination without regard to the risk associated with that person’s 
access.

Sensitive Unclassified Information
Another specific issue reviewed by the commission concerns the confusing area of 
sensitive but unclassified information. We have discussed the importance of deter-
mining priorities for what must be protected and the need for line managers to 
define what information should and should not be classified or controlled. Policies 
and procedures for classified information may need improvement, but they are rea-
sonably well understood in DOE and therefore at least provide a basis on which to 
hold managers and employees accountable. The process for classifying information 
is disciplined and explicit. The same cannot be said for sensitive unclassified infor-
mation, for which there is no usable definition, no common understanding of how 
to control it, no meaningful way to control it that is consistent with its level of sen-
sitivity, and no agreement on what significance it has for U.S. national security.

Sensitive unclassified information is causing acute problems at DOE. The con-
trols instituted around it have no management discipline. Security professionals 
find it difficult to design clear standards for protection. Scientists feel vulnerable to 
violating rules on categories that are ill defined. Without clear definitions or stan-
dards for protection, those who oversee implementation for the Department find it 
extremely difficult to measure laboratory performance.

At least 20 categories of information appear to fall under the sensitive unclassi-
fied umbrella, most without effective or consistent Department-wide implementa-
tion. Many categories have no basis in statute, and a number of homegrown labels 
have cropped up in the laboratories. The Department’s official definition is so 
broad as to be unusable (see the definition on page 56). Yet the Department tends 
to treat this information as if subject to security measures not unlike those for clas-
sified information. Sensitive unclassified information is a factor in a number of key 
departmental procedures. For example, advance background checks may be 
required before approval for access to a DOE facility is granted to foreign nationals 

28. With the passage of the FY 2000 National Defense Authorization Act (sec. 3154), approxi-
mately 15,000 DOE and contractor employees were made eligible for polygraph exams. In the FY 
2001 National Defense Authorization Act (sec. 3135), that number was increased to approximately 
20,000 with the addition of new categories of eligibility. Most recently, the FY 2002 National Defense 
Authorization Act stipulates a partial reduction in the population subject to polygraphs. It also sug-
gests that long-term changes to the DOE polygraph program will be determined pursuant to the 
conclusions of the National Academy of Sciences study. See www.fas.org/sgp/congress/2001/
poly.html.
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who could be involved with sensitive unclassified information and technologies. In 
addition, presentations that may involve sensitive unclassified information and 
technologies require appropriate review prior to presentation to ensure that they 
meet the criteria for public release. Sensitive unclassified information has also been 
used as the basis for developing a separate yellow cyber security network that falls 
between the open, unclassified (green) and classified (red) cyber security networks.

A related problem is DOE’s sensitive-subjects list,29 which comprises categories 
of items and technology potentially subject to export control requirements. The list 
is designed to be a tool for the laboratories in helping to determine whether techni-
cal information subject to export controls would be transferred during a visit by a 
foreign national and, therefore, whether an export control license needs to be 
obtained for a proposed visit. It is also a tool for determining whether proposed 
foreign travel raises export control issues—for example, whether a paper to be pre-
sented should undergo review for export-controlled information.

The sensitive-subjects list is also used more generally as criteria for determining 
the appropriateness of contacts with foreign nationals. Having been labeled sensi-
tive, the list is easily misread, potentially overextending the limitations on 
information that can be shared between U.S. scientists and foreign nationals. More 
to the point, it is redundant to export control requirements, which themselves pre-
scribe limits on contact with foreign nationals (through licensing) where necessary. 
(Even when information or an item does not fall under any of the listed categories 
but could contribute to the development of a chemical, biological, or nuclear weap-
ons program, it might be caught under a Department of Commerce Export 
Administration catchall regulation.30) Many believe that the administration of 
export controls within the DOE complex, although improving, remains problem-
atic. Export control implementation must be strengthened through proper 
training, education, and oversight, however, not through the undisciplined use of 
confusing and redundant procedures.

29. See http://nn43web.nn.doe.gov:1880.

Definition of Sensitive Unclassified Information

Information for which disclosure, misuse, alteration or destruction could adversely 
affect national security or government interests. National security interests are those 
unclassified matters that relate to the national defense or foreign relations of the 
Federal Government. Governmental interests are those related, but not limited to, 
the wide range of government or government-derived economic, human, financial, 
industrial, agricultural, technological, and law enforcement information, as well as 
the privacy or confidentiality of personal information provided to the Federal Gov-
ernment by its citizens.

—Safeguards and Security Glossary of Terms
U.S. Department of Energy

Office of Security Affairs
December 18, 1995
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The issue of economic espionage is another difficult area for the Department, 
particularly when it tries to determine levels of protection for information. Protect-
ing against economic espionage is one of the Attorney General’s top prioities, and it 
is addressed in law through the Economic Espionage Act of 1996. DOE faces a par-
ticular challenge in protecting this type of information because it conducts 
numerous joint research and development projects, many of which are interna-
tional in scope and/or involve outside companies. Clearly, DOE laboratories and 
scientists must ensure that they follow necessary procedures pursuant to the law. 
Economic espionage concerns should not be used as a rationale, however, for 
imposing security procedures beyond statutory regulation that will impede the very 
cooperation essential to our economic and technical development.

If information is not classified but requires administrative control, potential 
improvements to the current situation are available. For example, the category of 
information designated official use only (OUO) is widely used and accepted as 
standard within the Department as well as in other government agencies. A single 
office within DOE administers OUO, which has guidelines established in law and 
established management procedures. Material currently identified as sensitive 
unclassified information could be reviewed for applicability under the OUO stat-
utes. Existing statutes governing certain types of sensitive unclassified information 
could remain unchanged and distinct from OUO (e.g., unclassified but controlled 
nuclear information [UCNI]), as long as they provide sufficiently clear guidelines 
for control.

The lack of management discipline around sensitive unclassified information 
both hinders the scientific enterprise and reduces the ability of security and coun-
terintelligence professionals to control information where necessary. DOE and the 
laboratories must find ways to streamline and strengthen the management of 
administratively controlled information and, wherever possible, to eliminate con-
trol mechanisms that are redundant or inappropriate.

Streamlining of controls must be combined with a concerted effort to ensure 
that the counterintelligence program has access to the laboratories when specific 
issues surrounding unclassified information—controlled or not—become a cause 
for concern within the intelligence community. Cooperation with the laboratories 
is essential to ensure appropriate, case-by-case protection for unclassified informa-
tion that is not controlled or is administratively controlled but that may prove to 
have national security implications in light of collection efforts by foreign intelli-
gence services.

30. The catchall regulation for chemical and biological warfare controls is known as the 
enhanced proliferation control initiative (EPCI), which grew out of Executive Order 12735 (Chemi-
cal and Biological Weapons Proliferation), signed by President George H.W. Bush on November 16, 
1990. EPCI is encompassed in supplement numbers 1–4 of part 744 of Export Administration Reg-
ulations (EAR). See http://w3.access.gpo.gov/bxa/ear/pdf/744.pdf. The nuclear catchall controls 
were implemented in the mid-1960s in connection with the 1963 Limited Test Ban Treaty.



58 Science and Security in the 21st Century

Fundamental Research
Does it make sense to classify basic scientific principles that are widely taught in 
schools and universities? This question has been debated throughout the Depart-
ment’s history. A tension exists within the Department, and beyond, concerning 
how measures to control information affect fundamental scientific research. This is 
research into basic principles that is not aimed at specific applications, some of 
which may eventually have national security or economic applications. Fundamen-
tal scientific research has been excluded from security controls for two reasons. The 
first is a practical question. Can you prevent people from discovering scientific 
principles that can be empirically observed? The second is grounded in policy. 
Restricting basic science only denies our economy access to technology-boosted 
productivity gains. This tension dates back to the Manhattan Project. The dramati-
cally increased international scientific interaction and the complexity of today’s 
threat environment, however, have exacerbated the dilemma. New legislation and 
regulations attempting to control “economic espionage” have also added greatly to 
the debate about the goals and directions of efforts to control this information.

In 1985, when the United States was at a peak of concern about security in the 
face of intensive Soviet espionage efforts aimed at U.S. technology, President 
Ronald Reagan issued National Security Decision Directive 189 (NSDD-189). 
NSDD-189 states, “It is the policy of this Administration that, to the maximum 
extent possible, the products of fundamental research remain unrestricted.”

NSDD-189 struck a sensible and effective balance between the need to protect 
information critical to national security and the need to foster the open environ-
ment of intellectual collaboration crucial to the advancement of basic science and 
ultimately economic productivity. NSDD-189 does not argue that fundamental 
research can never produce information that the United States might want to con-
trol. It does stipulate, however, that classification requirements should govern the 
control mechanism. The Reagan administration decided that fundamental 
research, unless otherwise determined through the rigorous classification process, 
should be unfettered so as to promote U.S. research capabilities and technological 
leadership.

Definition of Fundamental Research

Fundamental research means basic and applied research in science and engineering, 
the results of which ordinarily are published and shared broadly within the scientific 
community, as distinguished from proprietary research and from industrial develop-
ment, design, production, and product utilization, the results of which ordinarily are 
restricted for proprietary or national security reasons.... No restrictions may be 
placed upon the conduct or reporting of federally funded fundamental research that 
has not received national security classification, except as provided in applicable U.S. 
statutes.

—Excerpt from NSDD-189
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At the core of NSDD-189 is a philosophy that productive scientific research 
cannot be conducted under conditions where the conduct and dissemination of 
fundamental research is restricted by constraining discussions among researchers, 
reviewing that which is to be published, or limiting who is permitted access to the 
research. Instead, the best science requires the free flow of ideas, the ability to com-
municate with other researchers, the ability to test concepts and conclusions against 
those of others free of censorship. For fundamental scientific issues, untrammeled 
research produces better results in quicker fashion.

In exceptional circumstances fundamental research may be so sensitive that it 
must be classified, and in those limited cases, we must accept that the quality of the 
research might suffer. Generally, however, NSDD-189 affirms that fundamental 
research is so important to our own national security and other national objectives, 
and openness is so important to fundamental research, that we accept the risk that 
others may benefit from the research as well.

Confusion has been growing within the laboratory community (as well as aca-
demia and beyond) as to whether NSDD-189 remains valid and how it can be 
properly applied. The National Security Adviser recently reaffirmed that NSDD-
189 remains in effect, and that is a positive step (see letter in appendix K). However, 
the next step—reaffirmation by the President of the policy and the principles that 
underlie it—must still be taken.

Recommendations

Adopting a Risk-Based Security Model

Implement a new risk-based systems approach. Under this approach, DOE lead-
ership must:

� Develop a risk-based systems approach to managing security for the DOE 
complex, to be implemented through integrated teams at headquarters and 
the laboratories. Building on the philosophy of ISSM, a systems approach 
would entail a process for end-to-end development, analysis, and implementa-
tion of security throughout the DOE complex. This safeguards and security 
management systems approach would provide a formal, organized process for 
planning, performing, assessing, and improving the secure conduct of work in 
accordance with risk-based protection strategies. It should be a comprehensive, 
integrated process, tailored to the missions and activities of each facility. Details 
of possible roles and responsibilities for such an integrated safeguards and secu-
rity risk management model, and their corresponding functions, are at 
appendix H of this report.

� Provide overarching guidance from headquarters to the sites for the develop-
ment of integrated safeguards and security plans, including high-level 
priorities for assets requiring protection. The Secretary, advised by the NNSA 
Administrator, DOE and laboratory staff, as well as members of the intelligence 
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community, DOD officials, and National Security Council (NSC) staff, should 
provide the general guidance for this asset assessment process.

� Direct the laboratories to conduct annual integrated safeguards and security 
risk assessments and develop plans at the site level, through risk manage-
ment teams. Each site, through its risk management team, should be 
responsible for overseeing an annual comprehensive risk assessment, evaluating 
trade-offs between competing security resource needs, and determining labora-
tory-wide priorities. Plans that the sites develop must be approved by DOE 
headquarters line management.

� In parallel with the budget, issue an annual DOE enterprise-wide safeguards 
and security plan comprising the individual laboratory plans.  The enterprise-
wide plan must reflect the agreed laboratory plans.

Strengthening Counterintelligence

DOE leadership needs to strengthen, refocus, and validate the counterintelli-
gence function in the DOE system. To establish a counterintelligence system that is 
interagency-wide, analytically based, and unobtrusive, DOE should:

� Expand significantly the analytical capabilities of counterintelligence to col-
lect, fuse, and analyze data from all sources. DOE counterintelligence should 
institutionalize and broaden cooperation and information access across 
agency boundaries. An interagency analytical group (whether led by DOE or 
within an existing group led by another agency) should ensure the flow and 
sharing of information throughout the DOE complex, the intelligence commu-
nity, and law enforcement regarding threats to DOE assets. DOE should have 
designated representatives at FBI headquarters, CIA headquarters, DOD, and 
NSA in order to develop definitive intelligence regarding threats to the DOE 
complex. When threat leads are developed, the interagency group should be 
called on as a task force to do rapid crosscutting analysis or assign that analysis 
to an appropriately configured subgroup (see also chapter 7).

� Relieve the counterintelligence program of its perceived responsibility for 
acting as a security regulator; encourage the counterintelligence program to 
strengthen cooperation with the scientific community for information col-
lection and analytical purposes. The counterintelligence program should assist 
in shaping security measures, but its primary functions should be collection, 
investigation, and analysis. It should reduce its reliance on security forms for 
information, while making use of information collected for routine scientific 
purposes. The program should help define what assets are lucrative targets for 
espionage but leave the responsibility for decisions regarding security controls 
in this area to line management. It should divest itself of oversight of the poly-
graph screening program, which is a personnel security matter, although it 
should retain responsibility for investigation-related polygraphs.

� Revise the policy for foreign unclassified visits to ensure sound data collec-
tion, but allow laboratory directors to exercise judgment regarding advance 
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screening requirements. The pilot program that allows for laboratory directors 
to exercise indices-check waivers should be extended permanently and include 
the NNSA laboratories. (The latter will require legislative approval.) Laboratory 
directors should have this decisionmaking authority, taking into account the 
proposed visit and the circumstance. The Secretary must retain the right to pro-
vide otherwise, as circumstances warrant. Post-visit record keeping and after-
the-fact indices checks must be required and observed. Visits by foreign nation-
als from terrorist-supporting countries should continue to require Secretarial 
approval. The FBI should be promptly notified of any apparent violation of the 
law.

� Ensure that counterintelligence officers have the necessary access to informa-
tion on foreign nationals at the unclassified, open-science laboratories. 
Particularly (but not only) where there is no tracking of foreign visitors at the 
open-science laboratories, information of interest that is collected as part of sci-
entific activities must be made available to counterintelligence officers. If the 
counterintelligence community needs more information, based on a specific 
concern, the laboratory director must be expected to cooperate; but a formal 
security-tracking process is not appropriate for these open-campus sites. Coun-
terintelligence access will best be ensured not through directive or order, but by 
outreach to the laboratories by the DOE counterintelligence office.

� Establish local cooperative arrangements between counterintelligence offic-
ers and scientists regarding CRADAs. DOE counterintelligence should build 
on the cooperative arrangements established through the pilot program at Oak 
Ridge National Laboratory by extending the program to all laboratories. The 
laboratories should not be subject to dedicated counterintelligence data calls or 
prescreening of CRADAs for counterintelligence purposes.

� Request an National Security Council–led review of PDD-61 to ensure its 
interpretation is consistent with the commission’s recommendations, and 
revise it as necessary.

Amending and Clarifying Security Practices

Zero-tolerance policy. The commission recommends that the Secretary:

� Issue a comprehensive statement of security policy and principles that 
authoritatively defines the zero-tolerance policy by leaving room for rea-
soned judgment, within the context of maintaining rigorous security. This 
statement of security policy would define the current zero-tolerance policy to 
include an approach to security that distinguishes among types of security inci-
dents and violations. It should clarify expectations of employees and the 
responsibility of individuals to support a sound security environment. It should 
also indicate that line management will hold employees accountable for secu-
rity violations that place nuclear materials at risk, compromise classified infor-
mation, or violate other security regulations. The “Interim Safeguards and 
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Security Discipline Guidelines” issued by Sandia National Laboratories could 
be a basis for developing the concept for such a statement (see appendix J).

Polygraph policy. The commission recommends that DOE:

� Implement a polygraph policy comparable to that of DOD (polygraph exams 
chiefly used as an investigative tool; sparingly as a screening tool when excep-
tional program security is needed). DOE should revise its polygraph program, 
working with Congress as necessary, so that it fits inside a comprehensive, risk-
based security system for DOE. The Secretary and the NNSA Administrator 
should have the authority and flexibility to design the polygraph program, and 
judgments about who should be subject to polygraphs should be made on the 
basis of risk, as is the case at DOD. Polygraphs should fit into such a system in 
two ways:

• First, polygraphs should be used as an appropriate investigative technique, 
when specific allegations arise that warrant their use.

• Second, polygraphs should be used as a screening device for individuals 
with access only to the most highly sensitive classified information. As a 
screening device, consideration should be given to using polygraphs for 
people who already possess clearances in these programs as well as using 
them as a condition for granting accesses to new employees. The number of 
people subject to polygraphs, the time period during which they should be 
phased in, and the number of polygraphs conducted each year are issues 
that would need to be resolved.

Sensitive unclassified information. The commission believes that the Secretary 
and the NNSA Administrator should:

� Streamline and simplify policies for sensitive unclassified information by 
discontinuing the use of sensitive unclassified definitions and labels. By 
avoiding these labels the Department can depart from treating unclassified 
information as if subject to national security controls. The Department should 
have just three classes of information: (1) classified; (2) unclassified but subject 
to administrative controls; and (3) unclassified, publicly releasable. As part of 
this direction, the sensitive subjects list should be eliminated or, at a minimum, 
renamed to accurately reflect its content (e.g., items and technology potentially 
subject to export controls).

� Direct all laboratories to undertake a systematic review to ensure proper con-
trol of classified information under existing guidelines.

� Direct a review of information that is not classified and not currently subject 
to statutory administrative controls, but that might require such controls, 
for possible placement under a single administrative control category of offi-
cial use only. All other unclassified information categories should be eliminated 
except those already established in statute.

� Ensure close cooperation between counterintelligence officials and the labo-
ratories when a specific concern arises regarding unclassified information. 
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Where DOE counterintelligence professionals, in conjunction with the broader 
intelligence community, identify targeting of unclassified information (con-
trolled or not) by foreign intelligence services, the relevant DOE program 
managers and laboratory directors should be informed to determine together 
what, if any, action should be taken.

Fundamental research. The commission recommends that the Secretary:

� Seek reissuance of President Reagan’s NSDD-189 to reaffirm that fundamen-
tal research is generally exempt from security regulations and that any 
controls can be imposed only through a formal process established by those 
regulations. NSDD-189 remains in force, but too few government security and 
management personnel know about it. The commission believes that reissuing 
NSDD-189 would have a very positive effect in changing perceptions in Wash-
ington and would strike a healthier balance between open and collaborative 
science and the imperatives of national security at the laboratories.
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c h a p t e r  7

New Tools and Techniques

he commission believes that doe could substantially strengthen security 
and facilitate the conduct of science with investments in modern security 
technology. This may require additional resources but at a minimum entails

a wiser allocation of existing funds. By making the proper investments in a well-
designed security architecture, DOE would accomplish several important goals. It 
could make authentication and access control processes more robust and less intru-
sive. It could also eliminate the cumbersome nature of the physical access 
requirements to the laboratories, which are a significant administrative burden not 
only to visitors but also (in some areas) to employees. DOE could simultaneously 
strengthen and make more rigorous the monitoring of processes and facilities (e.g., 
looking for unusual patterns of people accessing databases or buildings) to verify 
that trusted employees are engaging in legitimate activities. General monitoring 
may produce information that warrants individual monitoring—that is, that drives 
an appropriate decision to monitor an individual. In the case of foreign visitors, 
advanced technologies could streamline the application and approval process and 
also provide the kind of usable data that are necessary for pattern analysis that, in 
turn, could improve counterintelligence abilities to anticipate threats and shape 
security measures to deter those threats.

Issues

Before asking which new information-related tools and technologies should be 
acquired to protect DOE assets, we must first ask what it is that we want to know. 
What information is needed in order to protect classified information and special 
nuclear materials? Setting aside, for this discussion, the challenge of armed attack to 
forcibly gain access, four questions should be answered:31

� Personnel authentication. Is someone who they say they are?

� Access authorization. Is someone allowed the access to facilities and databases 
that they are seeking?

31. Cyber and security professionals often use a five-part structure: (1) authentication, (2) con-
fidentiality and integrity, (3) nonrepudiation, (4) access control, and (5) availability. The commis-
sion recognizes that all these issues are relevant but is concerned primarily with authentication and 
access control. For the most part, these two issues allow the other three to be subsumed under 
authentication and access control. For example, if the public key infrastructure (PKI) capability is 
installed, authentication, confidentiality and integrity, and nonrepudiation are easily handled by 
encrypting the body of the message and signing it with the PKI certification.

T
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� Real-time data analysis and fusion. What information can be routinely col-
lected, stored in a (near) instantaneously retrievable form, and analyzed to 
extract actionable insights while there is still time to prevent adverse 
consequences?

� Longer-term data analysis and fusion. Are any patterns within the information 
gathered a cause for concern?

Authentication and authorization provide the basis for access control. Data 
analysis and fusion provide the technology for preventing failure and for catching 
perpetrators when access controls fail.

Personnel authentication. Is someone who they say they are? Anyone seeking 
access to information networks or facilities is currently required to identify and 
authenticate their identity. How confident are we that someone is who they claim to 
be?

To be effective, cyber security must start by positively identifying each person 
through something that person possesses (e.g., a token or biological characteristic) 
and something that person knows (e.g., a password or personal identification num-
ber). This strong, two-factor authentication provides a robust defense against a 
person’s token being stolen or a password compromised. A perpetrator must have 
both simultaneously to gain access.

The technology for positive authentication has been under development for 
many years and is just now becoming available in commercial products. The 
something-you-have portion can be a token that generates a single-use identifier; it 
can also be a biological characteristic that a person offers to the computer system, 
that is, some form of biometric real-time measurement such as fingerprints, hand-
writing, voice signature, or retina or iris scan. Strong identification is possible 
through public key infrastructure (PKI) technology, which compares an encrypted 
authentication certificate with information in a master computer that verifies the 
user’s identity.

Many of these new tools may also be applied to both employees and visitors 
seeking physical access to facilities. In the case of laboratory employees, current 
authentication processes are probably adequate, although some of these tools can 
help to make the authentication process substantially stronger and considerably 
more efficient (providing more time and resources for the conduct of science) or 
more secure under the right circumstances (e.g., biometric systems in place of 
guards or access codes at key access points). They may also be used to more effec-
tively gather information for analysis.

In the case of visitors, the authentication process is more complicated. The cur-
rent authentication process at DOE, DOD, and other government facilities is 
characterized by weak identification of the visitor, varying degrees of automation, 
and a lack of cross-facility integration. The difficulty experienced even by govern-
ment employees with security clearances—in part because U.S. government 
agencies have difficulty sharing appropriate databases so that reciprocity can be 
easily achieved—has been well documented elsewhere.32 The result is a slow, unre-
sponsive, and not entirely reliable system of authentication. Frustration with this 
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A Possible E-Commerce Solution for Verifying Visitor Identification

DOD has hundreds of laboratories and other installations and, like DOE, it has no 
standardized, automated process for handling visitors to those facilities. The MITRE 
Corporation developed the above concept for an e-commerce solution that would 
provide a central Web-based database for requesting, processing, providing rapid 
approval or denial, recording, and tipping-off to facilities and counterintelligence 
organizations impending foreign visits to DOD facilities. A system such as this—
entirely paperless—should be explored by DOE as a means of enhancing personnel 
authentication, access control, and data collection.
� The full architecture of a Web-based e-commerce approach was estimated to 

cost $20.6 million and would require an 18-month implementation period to 
outfit 750 DOD laboratories and installations.

� Annual operations and maintenance was estimated at $2.9 million per year for 
all 750 sites. DOE’s investment would presumably be much less because it has 
far fewer sites. Although designed with foreign visitors in mind, this system 
could, with minor modification, be used for all visitors, including U.S. citizens 
with clearances as well as laboratory employees.

Visitor logs on to Web site and fills out a visitor request form

Request electronically routed to
1. Reception system at laboratory to be visited
2. Defense Visitors Office
3. Counterintelligence system database

Request reviewed by Defense Visitors Office; if approved, response 
generated back to requestor, with copy to laboratory to be visited; 
visitor is provided temporary PIN

At laboratory's visitor reception area, visitor enters identifying 
information (for example, a passport number) and the temporary PIN

A 2–3 sec. iris scan taken; if visitor has visited in the past, 
scan confirms identity

A temporary visitor badge is issued, along with a new PIN

Visitor is escorted throughout visit; if radio frequency (RF) badges 
are used, locations visited are recorded

Host's observations can be reported into system later
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system, in turn, can lead to efforts to circumvent it, which undermines good secu-
rity and interferes with the conduct of science. Of additional and critical 
importance is that the failure to generate valuable data and then maintain those 
data in an easily retrievable form exacerbates the authentication problem by deny-
ing important information that the system could use in the future.

Access authorization. Is someone allowed the access that they are seeking to 
facilities and databases? Both cyber and physical sites maintain access lists to 
determine whether someone, once identified and authenticated, has particular 
accesses. This is a relatively straightforward part of the access process. Once an 
identity has been authenticated, a credential can be issued that communicates to 
the access control system what that person has been authorized to see. Authentica-
tion and authorization provide the bases for controlling access to the network. 
Network access (methods that control who accesses the network) and network 
security (methods that control information movement within the network) must 
operate in harmony.

Real-time data analysis and fusion. What information can be routinely collected, 
stored in a near instantaneously retrievable form, and analyzed to extract 
actionable insights while there is still time to prevent adverse consequences? Here, 
the Department could borrow from test practices that have been developed in the 
private sector. The credit card industry has developed sophisticated algorithms that 
flag potentially suspicious transactions as they are unfolding and a responsive sys-
tem for checking with cardholders to determine whether or not transactions are 
legitimate. Examples of information on cyber systems that might be monitored 
include a user who is logged on-site but is physically off-site, excessive unsuccessful 
log-ons, attempts to exceed authorized need-to-know limits, the presence of hacker 
tools on a computer, and the checking or altering of security logs.

With respect to access to physical facilities, the most obvious example is an 
entry log of who has entered and exited specific buildings or other sensitive facili-
ties. To be useful, however, this information must be recorded and maintained in an 
easily usable form. Today most such information is recorded on paper, or the elec-
tronic equivalent, making it extremely difficult to access, organize, and synthesize 
for analysis. The commission found no systematic use of the paper logs for counter-
intelligence purposes. Automated physical access monitoring using biometric 
systems or radio frequency tags in identification cards could provide both access 
control and data for situation awareness, and the resulting information on actual 
accesses could be instantaneously available for analysis.

In the case of visitors to the laboratories, the current system has improved in the 
last three years but remains woefully inadequate. Most information on visitors is 
generated and tracked manually, and only some of what is generated is input to a 
central database. This recently established database is form based (manual), and lit-
tle suggests that the data are correlated with other sources of information. The 
commission is aware of concepts for automated systems that would be substantially 
more efficient and potentially provide much more effective surveillance.

32. For example, see the report of the Joint Security Commission, www.fas.org/sgp/library/jsc/.
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Longer-term data analysis and fusion. Are any patterns within the information 
gathered cause for concern ?What happens to all of the data generated by and for 
the first three steps in this process? If all the data were electronically recorded and 
retained and then combined with other sources of information, conducting sophis-
ticated pattern analysis and data mining analyses that might reveal suspicious or 
dangerous behavior would be possible. For example, the correlation of location 
data from physical security (who is on site) with authentication data (who is logged 
into the computer system) can potentially reveal intruder or need-to-know viola-
tions. Or biometrics data from a foreign visitor to one laboratory could speed up 
and simplify the authentication of that visitor on a subsequent visit to another lab-
oratory. Or the pattern of visits to multiple DOE laboratories by foreigners from a 
particular country, or a particular research institute in that country, might raise 
some concerns.

For this to occur, coordination—electronic and database access—across intelli-
gence and counterintelligence organizations must improve. Current practices, 
where they exist at all, involve labor-intensive and time-consuming efforts to corre-
late data from disparate systems. Developing insights into, observing, or 
responding quickly to threats is nearly impossible. In some of the highest-profile 
security and espionage cases of the last several years—including Aldrich Ames, Wen 
Ho Lee, and Robert Hanssen—analyses of database access conducted after the fact 
revealed patterns of access to sensitive data that would have aroused concerns at the 
time they occurred, had someone been aware of the pattern. In too many cases data 
are not recorded, not retained, or not retained in a fashion that is easy to retrieve 
and analyze. However, even if all these data are recorded and retained for future 
analysis, data from multiple cyber systems and physical facilities at one labora-
tory—much less data from multiple laboratories—are rarely analyzed or 
correlated.

To build an effective cyber security program that addresses the potential for 
both outside and inside threats, a PKI and the associated biometric authentication 
must be built into all network access points. Coupling these systems and the infor-
mation they provide with access control systems will facilitate better intrusion 
detection and monitoring processes: intrusion detection and other systems can 
monitor all users for abnormal behavior, and access to suspect users can be termi-
nated within seconds.

Data mining or fusion tools are very powerful, but they require access to data in 
easily used electronic form:

.. .[T]he tool that probably has the most potential to thwart terrorism is data-
mining... . Today...databases aren’t linked. The FBI’s watch list of suspected 
terrorists hasn’t even been connected to the INS or the State Department, much 
less the private sector. A wide variety of laws and taboos has prevented the gov-
ernment from hooking up its files with those of airlines, credit-card companies, 
and private data collection organizations.. . . Some people.. .are recommending 
the creation of [broad] databases. Other industry experts.. .argue that such vast 
systems are already feasible. For example, Wal-Mart Stores Inc. and Kmart 
Corp. have databases containing over 100 terabytes of information about every-
thing from sales to inventory to deliverables. That’s the equivalent of about 200 
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billion documents—some 100 times larger than the Internal Revenue Service’s 
commercial tax-filing database. “There are real-life data warehouses that absorb 
information in near real time, process it, and issue alerts within seconds or min-
utes,” says [one] independent expert .. . . A key challenge will be developing 
sophisticated software to sift through the databases, pinpointing likely terrorists 
and suspicious behavior.33

Developing software to analyze data once those data have been obtained is well 
within the art of the possible. This is true for both real-time analysis as well as 
longer-term analytical capabilities. First, however, DOE must acquire the relevant 
data in a usable form within the necessary period of time. Second, if possible, DOE 
should make use of resources that have already been developed to assist in the data 
fusion and correlation process. Among other options, DOE should consider using 
DOD’s Joint Counterintelligence Assessment Group (JCAG), designed for exactly 
this purpose. The JCAG is set up to collect automated data from a range of govern-
mental and nongovernmental sources with advanced tools for storing, mining, and 
extracting the data for the purpose of conducting counterintelligence threat analy-
sis. DOE’s central challenge will not be the data manipulation, however. The 
challenge will be in developing the analytical judgment and skills to follow up on 
the numerous suspicious correlations that emerge in the process of data fusion.

The commission notes that numerous important privacy issues are associated 
with data fusion and correlation. These are challenges that will have to be con-
fronted not only within DOE but throughout the government. The September 11 
attacks have stimulated widespread interest in advancing identity authentication 
through biometric technologies and significantly improving other surveillance 
technologies and database links to aid in the war against terrorism. Our legal system 
has not yet established how best to deal with issues surrounding these potential 
counterterrorism and law enforcement improvements, particularly the issues of 
when it is appropriate to collect data and how the data can be stored, shared, and 
applied. Though there are some legal precedents in the laws governing search and 
seizure as well as wiretaps, our courts and the Congress have not dealt with this 
issue.34 In the context of improvements that DOE decides to make in its own coun-
terintelligence and other monitoring capabilities, solutions will have to be carefully 
considered and addressed.

It is beyond the purview of this commission to identify new procedural solu-
tions for the government that broadly balance the need for lawful surveillance and 
the need for personal privacy in an era of ubiquitous data availability. These issues 
become even more complicated when we consider private American citizens who 
hold government clearances in order to undertake classified activities. As DOE 
undertakes new approaches to counterintelligence, it is imperative that it do so in 
coordination with the Justice Department and with the use of guidelines that facil-

33. Mike France et al., “Privacy in an Age of Terror,” Business Week, November 5, 2001, 
84–86.

34. Kurt M. Campbell and Michèle A. Flournoy, To Prevail (Washington, D.C.: CSIS Press, 
2001), 97. For further discussion of surveillance technologies and privacy issues, see pages 92–97.
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itate both lawful surveillance through data correlation and the need to protect the 
privacy of citizens.

Augmenting Analytic and Assessment Capabilities

The Role of an Outside Technical Adviser
The development of an integrated, risk-based security model is a classic systems 
analysis problem. An integrated system must be designed, technical components 
must be assessed for their ability to contribute to the integrated whole, cost-benefit 
analysis must be performed, and decisionmakers must eventually decide among 
numerous options. DOE and its laboratories must develop processes and proce-
dures that determine how the entire system should be designed; what information 
will be generated and collected; when and if specific tools and technical characteris-
tics should be required; and how data will be used and shared within and among 
the laboratories, the rest of the DOE complex, and the counterintelligence and 
intelligence communities. In developing the model, decisions must be made 
regarding which policies and guidelines should be set by DOE headquarters, by 
NNSA, by the DOE field offices, and by the laboratories. In that context, the degree 
to which standardization is necessary and appropriate must be well defined.

To design the architecture for a new security system, DOE needs access to first-
rate technical competence that can provide independent advice for the DOE com-
plex for a limited period of time. Attempting to build an internal capability is not 
an effective way to acquire this competence, for three key reasons. First, DOE 
should augment its capabilities for the near-term purposes of designing a new sys-
tem, but it does not need a larger permanent headquarters staff to run its security 
operations. Second, the government salary structure and system of employment 
means that DOE could not readily hire and maintain the quality and mix of staff 
that is needed to perform such functions. Third, given the current fractured state of 
bureaucratic politics inside the Department and between laboratories and head-
quarters, pulling this team from within the DOE complex could undercut the 
independence and objectivity that is required in designing a system that DOE as a 
whole could embrace.

At the same time, however, DOE should not contract to the private sector for 
the inherently governmental function of deciding how the government should con-
duct its business. The commission believes that contracting with a for-profit entity 
to carry out services for the government is acceptable, but not for the purpose of 
designing government decisionmaking processes. Another common model used to 
augment internal governmental expertise is the federally funded research and 
development center (FFRDC). Pioneered by the Defense Department, many other 
agencies and departments of the federal government have successfully used 
FFRDCs. Although the DOE national laboratories are themselves FFRDCs, they are 
not independent of their sponsoring government agency in the way that other 
agencies’ FFRDCs are independent. Even so, the commission recognizes that the 
DOE laboratories possess competencies that could contribute to designing a new 
security architecture and believes strongly that they should be used.
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If an FFRDC were used, the commission believes that the Department should 
establish an independent technical team for a limited period of no more than three 
years. This team should be relatively small, no larger than 20 people, and would 
perform in an advisory capacity to provide options to decisionmakers within the 
Department. As the three-year period draws to a close, the Department would 
decide if the team’s appointment should be extended. The features of this team 
should be (1) that it is technically competent and skilled in systems analysis; (2) 
that it is independent, in that it cannot win follow-on contracts for providing the 

Federally Funded Research and Development Centers

The use of FFRDCs is a common and successful practice within the U.S. government. 
The Rand Corporation, an FFRDC, was established during World War II to assist the 
Air Force in applying the new field of operations research to the war effort. Addi-
tional projects and programs were established at Rand in later years, including in 
1983 the National Defense Research Institute, which supports the Office of the Sec-
retary of Defense, and in 1984 the Arroyo Center, which supports the Department of 
the Army. In 1990 the Federal Aviation Administration established the Center for 
Advanced Aviation System Development at MITRE Corporation (an existing FFRDC 
formed in 1958) to provide assistance on the architecture, design, and systems anal-
ysis of a new air traffic control system and implement new technologies needed to 
modernize the world’s air traffic management systems. In 1998 the IRS created an 
FFRDC at MITRE—the Center for Strategic Tax Administration Modernization—
focusing on modernization of the nation’s tax administration system and helping the 
IRS transition to a state-of-the-art information technology enterprise.

Turning to an FFRDC for expertise and advice has two advantages that other 
government agencies commonly cite as their reasons for establishing and/or employ-
ing FFRDCs. The first is expertise. FFRDCs are able to pay higher salaries where 
necessary and recruit the precise expertise needed to meet the needs of its govern-
ment customers. In addition to having more flexible hiring and firing authority than 
the government, FFRDCs operate in a part of the job market where people have a 
fairly high degree of mobility. This job market typically includes other FFRDCs, uni-
versities, think tanks, other nonprofit organizations, for-profit analytical 
organizations, and government. Thus FFRDCs can relatively easily recruit, retain, and 
alter the mix of experts that best suits the needs of their clients.

The second advantage of FFRDCs is their independence and objectivity. Because 
they are not part of the government organizations that sponsor their work, FFRDCs 
have no bureaucratic or institutional stake in the outcome. Reinforcing their 
detached objectivity, FFRDCs are not allowed by law to make a profit or compete for 
follow-up work in which their analysis guided the parent agency. Thus, decisionmak-
ers and everyone else involved in or affected by the eventual decisions may be much 
more confident that the analyses they receive are not biased. Furthermore, and often 
of great significance, the perception of an FFRDC’s independence and objectivity is 
frequently every bit as important as its actual independence and objectivity. DOE 
national laboratories are themselves constituted as FFRDCs. But because they are 
constituent components of the Department they do not have the features of inde-
pendence and disinterest typical of the FFRDCs discussed above.
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services it recommends; (3) that it is independent from the laboratories and the 
DOE complex but draws on the competencies of the laboratories; and (4) that it be 
established for a fixed period of time.

The Role of an Advisory Board
To help advise on the development of new tools and techniques, as well as to review 
progress and provide guidance on other aspects of implementing a new security 
model for the Department—both processes are sure to be thorny—DOE will need 
to draw on experience and perspectives from outside the Department. DOE has a 
long history of drawing on the talents of distinguished individuals for guidance and 
advice, and the expertise of high-level individuals can bring valuable insight to the 
work of the Department. DOE has already in place an extensive system of boards—
including two very senior boards, the NNSA Advisory Committee and the Secretary 
of Energy Advisory Board—and committees to provide assistance across a wide 
range of issues.

The Department could supplement its expertise on science and security issues 
by establishing a standing body of distinguished individuals to assist it in reviewing 
the security and counterintelligence policies and their implementation. To be most 
credible and useful, such a body should have breadth of participation, including 
representation from the sciences, security, intelligence, and law enforcement. It 
could, as a general matter, review the progress of any new policies the Department 
is establishing. It could also be a standing forum for senior DOE leadership to call 
on when particular issues related to security or counterintelligence become prob-
lematic and require an independent, outside perspective. The body could be 
subsidiary to an existing board or an independent entity.

Recommendations

� Invest in state-of-the-art security and counterintelligence technologies. The 
Secretary and the NNSA Administrator should:

• Invest in new technologies, such as PKI and biometric systems for access 
to all cyber systems and for access to all sensitive facilities. The technology 
for much stronger positive identification is ready for full-scale application 
(e.g., smart cards, readers, and associated devices). DOE and its laboratories 
should not hesitate to take full advantage of these technologies.

• Invest in databases, information systems, and analytical tools to perform 
extensive fusion, analysis, and data mining of authorization, access, bio-
metric, counterintelligence, and related data. DOE and its laboratories 
must develop comprehensive and integrated information systems to cap-
ture and analyze relevant data. Security and counterintelligence 
organizations must replace paper and other cumbersome record-keeping 
processes. They must also develop advanced tools for analyzing data that 
should be collected and, in doing so, should consider whether systems exist 
within the government that they could use, for example, DOD’s JCAG.
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• Establish processes for applying the above tools and techniques to the vis-
itor request, approval, and monitoring system for visitors to DOE 
laboratories. DOE and its classified laboratories should adopt a readily 
available e-commerce solution, one that automates both the processes 
involved and captures the information for easy retrieval and analysis.

� Augment analytic and advisory capabilities for security and counterintelli-
gence. The Secretary and the NNSA Administrator should:

• Establish for a limited time a small, independent technical team outside 
DOE to help develop and refine a risk-based, integrated security model. A 
good source for such a team would be an FFRDC, drawing on the relevant 
technical skills of the DOE laboratories, as needed.

• Establish a standing security advisory board. The board could provide 
outside advice on the development of new security and counterintelligence 
tools and programs and provide a standing forum for assessing existing 
security and counterintelligence programs, policies, and issues. It should 
have broad participation, from the science, security, intelligence, and law 
enforcement communities.
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Cyber Security

ntegrated information technology systems represent both the strength 
and the Achilles’ heel of the DOE scientific enterprise. On the one hand, the 
very ability of advanced information technology to gather and process vast

amounts of data has transformed the conduct of science during these first few 
decades of the information revolution. On the other hand, the systems that inte-
grate and collect these vast storehouses of information become irresistible targets 
for those wishing to steal this information because so much can be stolen so easily 
and so quickly—if one can gain access to the system.

The risk-based security model discussed in chapter 6 of this report begins with 
the principle that some assets (whether physical or information) are of greater value 
than other assets—their theft or loss would result in greater harm. Applied to cyber 
security, this means that more resources must be devoted to protecting some infor-
mation systems—for example, nuclear design data—than to other systems—for 
example, administrative data or, perhaps farther down the scale, experimental data 
on cold fusion. All data need some minimal level of protection, if only from unau-
thorized manipulation, accidents, or the random exploits of cyber vandals.

What is cyber security, and what does an integrated cyber security system look 
like? Cyber security is the collection of administrative controls, hardware and soft-
ware configuration controls, firewalls, authentication tools, authorization 
processes, vulnerability scanning, intrusion detection, maintenance verification, 
and other tools and techniques used to protect information systems. Cyber security 
is also a set of rules, protocols, and procedures that guide system designers, system 
administrators, and everyday users. Finally, and just as important, cyber security is 
the integration of numerous information systems and protection schemes across a 
network of similar and disparate, but interconnected, systems.

Despite the efforts of the past several years, the commission finds numerous 
problems with DOE’s cyber security systems and processes. Discussion in previous 
sections of this report—those that have covered the integration of science and secu-
rity, development of a model for risk-based security, and enhanced tools for access 
monitoring—address a significant set of issues with respect to the protection of 
cyber systems. Below are additional findings and concerns that are specific to cyber 
security.

I
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Issues

Cyber Security Management
The commission is concerned that cyber security has not received the attention it 
requires and that more leadership must come from headquarters. The traditional 
emphasis over the decades on physical security at DOE is a direct result of two fac-
tors. First, DOE possesses large quantities of warheads and special nuclear materials 
that must be provided the highest level of protection. Second, many of the secrets 
possessed by DOE, its employees, and its contractors also require very high levels of 
protection. Historically these secrets were maintained in paper files or on electronic 
media for which physical access was highly restricted. However, security efforts 
have not kept pace with the past decade’s rapid advances in information and, par-
ticularly, communications technology.

DOE is not the only government agency, and security is not the only issue, that 
the information technology revolution has affected. In recognition of the radically 
changed environment in which we live, the Congress in 1996 enacted the Informa-
tion Technology Management Reform (Clinger-Cohen) Act. This act directed 
major federal agencies to create the position of chief information officer (CIO), 
responsible for information technology and security, and to require the holder of 
this position to report directly to the head of the agency. DOE has been slow to 
respond to the provisions of this act.

DOE has several layers of CIOs, security officers, and line managers. Neither the 
(vertical) relationships within each of these disciplines nor the (horizontal) rela-
tionships between offices and disciplines are well coordinated. For example, what is 
the relationship (the chain of command) between the DOE CIO, the NNSA CIO, 
and a laboratory CIO? What are their relationships with the DOE head of security, 
the NNSA security chief, and a laboratory security chief? The separation between 
the CIO and those responsible for cyber security adds to the complicated layered 
system and diminishes the likelihood that security systems will be developed in a 
way that is integral to and consistent with the overall information technology 
enterprise.

Recent management changes at DOE, including making the CIO report directly 
to the Secretary (consistent with the Clinger-Cohen Act), are a step in the right 
direction. Of significant concern, however, is that cyber security remains separate 
from the CIO’s responsibilities, both within DOE and the NNSA. Physical security 
and cyber security are not separate disciplines, so the CIO and the head of security 
must work closely together in the development of policy guidance on behalf of the 
Secretary. Together they must devise ways to work effectively with the line manag-
ers at DOE and the line managers in the field, that is, the laboratory directors. The 
cyber security responsibility, however, ought to be that of the CIO so that it receives 
the priority attention it requires and so that policy direction is consistent with other 
information technology policies in the Department.

The lack of management priority also must be addressed. DOE does not now 
have routine access to the kind of cutting-edge, in-depth expertise that is required 
to stay ahead of cyber security threats. The laboratories have significant expertise, 
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but the relationships between the laboratories and headquarters prevent this exper-
tise from being drawn on to its fullest extent. Even if it were, the commission 
believes that the Department would benefit from a senior panel of outside technical 
experts, drawn from industry and universities, to help DOE focus on the necessary 
priorities for cyber security.

Setting Performance Standards
The laboratories do not possess individualized standard operating procedures that 
would provide for transparent and consistent oversight. Although DOE has evolved 
an extensive set of compliance-based orders over a period of years, it is in the pro-
cess of adopting the more appropriate and agile performance-based management 
approach. The policy for unclassified cyber security has led the way in this newer 
approach; classified security policies, however, are of the more out-of-date compli-
ance-based character. The performance-based approach is a better means to fulfill 
DOE’s accountability for managing the diverse set of laboratories with their corre-
spondingly decentralized execution of headquarters-determined requirements. 
However, DOE’s ability to verify the adequacy of each laboratory’s stewardship of 
its security responsibilities depends crucially on the development and transparency 
of the metrics (policies and procedures) employed by each laboratory for insight 
into the health of the security system. This verification ability is particularly impor-
tant in the case of cyber security because of the rapidly evolving information 
technology environment and the potential for introduction of new vulnerabilities. 
In part because DOE has not yet established an appropriate set of minimum 
requirements, there has been confusion in the field and large variations in 
performance.

 DOE and the laboratories must agree on an appropriate set of metrics and 
minimum requirements that would provide the laboratories with the information 
they need to establish sound cyber security systems, while also providing DOE with 
the information it needs to ensure adequate oversight of the laboratories’ perfor-
mance. These metrics are likely to vary from one laboratory to another. In time, the 
metrics should emphasize leading indicators that indicate the health of the system 
and not the lagging indicators that indicate what went wrong. Achieving this state 
will take many years of thoughtful development.

Testing and Implementing New Solutions
Known solutions to cyber security vulnerabilities are slow to be implemented. 
These problems are painfully apparent with respect to the laboratories’ classified 
systems, for which a systemwide architecture plan has been under development for 
more than two years, still with only seed monies provided. Sometimes all of the 
actors who are able to exercise a veto over one another’s proposals cannot agree on 
a fix. In other cases, where the fix may be agreed to, or where a laboratory director 
has simply made a decision, no money is available because for one reason or 
another, laboratory directors are unable to find and shift money from a lower 
priority.
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One of the most basic steps that the Department has thus far failed to take is to 
implement a classified cyber security system at DOE headquarters even though 
such a system is widely used throughout the rest of the government. Consequently 
DOE headquarters personnel have no readily secure means to communicate with 
other U.S. government agencies or the laboratories via e-mail. DOE has been left 
behind most other government agencies that require classified communications. 
Without these classified systems, classified information is more likely to be com-
promised, as personnel—in the absence of readily secure communications—look 
for quick fixes by “talking around” classified data with their colleagues in Washing-
ton and in the field.

In addition, both DOE and its laboratories should reach out more to evaluate 
and adopt new technologies. A large amount of cyber security research and devel-
opment is under way in government and in industry. Agencies outside DOE, such 
as DOD, CIA, and NSA, are also heavily invested in finding improvements to the 
cyber security challenge. DOE and its laboratories must do a much better job of 
tracking, evaluating, and then, as appropriate, adopting solutions that others have 
identified. Doing so could provide better economies of scale and avoid some of the 
lengthy delays in improvements that the laboratories have experienced. In the pre-
vious chapter, we discussed the possibility of examining PKI technology as a means 
of enhancing user authentication. DOD and commercial providers have also 
adopted new ways to provide for multilevel cyber security, allowing information at 
different classification levels to be accessed on the same system. Although these 
solutions may not be a fit for the Department, DOE should take advantage of 
DOD’s multibillion-dollar development efforts and examine the systems.

Recommendations

The Secretary and the NNSA Administrator should:

� Assign the CIOs for DOE and NNSA the lead responsibility for cyber secu-
rity. Cyber security should be part of the CIO’s functions so that cyber security 
policy and implementing guidance are given the appropriate priority and devel-
oped consistent with information technology systems and procedures.

� Establish a high-level cyber security advisory panel. This advisory panel 
should include high-level individuals from industry and universities who can 
bring additional technical expertise to bear on cyber security management, pol-
icies, and systems, and can assist in integrating requirements for scientific 
exchange with sound cyber security

� Establish standard operating procedures, appropriate to each laboratory, to 
measure and provide oversight of cyber network performance. Without rig-
orous procedures to measure performance for all of the laboratory networks, 
laboratory directors cannot be held accountable for cyber security at the 
laboratories.

� Implement classified cyber systems rapidly at DOE headquarters.
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� Ensure that developed cyber security solutions are implemented with high 
priority and that emerging technologies are evaluated for possible use. Such 
steps are particularly relevant with respect to DOE’s need for multilevel cyber 
security systems.
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Glossary of Acronyms

CEO Chief executive officer
CIA Central Intelligence Agency
CIO Chief information officer
CRADA Cooperative research and development agreement
CSIS Center for Strategic and International Studies
DBT Design-Basis Threat
DOD Department of Defense
DOE Department of Energy
EAP Employee assistance program
EAR Export Administration Regulations
ES&H Environment, safety, and health
FBI Federal Bureau of Investigation
FFRDC Federally funded research and development center
FMC Field Management Council
GOCO Government-owned, contractor-operated
GOGO Government-owned, government-operated
INS Immigration and Naturalization Service
IRS Internal Revenue Service
ISM Integrated safety management
ISSM Integrated safeguards and security management
JCAG Joint Counterintelligence Assessment Group
LPSO Lead program secretarial officer
MIT Massachusetts Institute of Technology
NNSA National Nuclear Security Administration
NSA National Security Agency
NSC National Security Council
NSDD National Security Decision Directive
OUO Official use only
PDD Presidential Decision Directive 
PKI Public key infrastructure
PPBS Planning, programming, and budgeting system
PSO Program secretarial officer
R&D Research and development
SSSP Site specific security plan
UCNI Unclassified but controlled nuclear information
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Charter of Commission on 
Science and Security

Charter

Purpose. The purpose of this Commission is to assess the new challenges facing 
the Department of Energy (DOE) in operating premier scientific institutions in the 
21st century in a manner that fosters scientific excellence and promotes the mis-
sions of the Department, while protecting and enhancing national security. The 
Commission will be asked to make policy recommendations to the Secretary of 
Energy.

Goal. The Commission will assess:

1. Scientific exchange—

• What benefits the Department derives from collaborations and exchanges 
among DOE laboratories and universities, research institutes, and private 
industry? 

• What types of collaboration and exchange are best suited to maintaining the 
preeminence of the laboratories and meeting the Department’s mission 
objectives, both for National Nuclear Security Administration (NNSA) lab-
oratories and remaining DOE laboratories? Whether such collaborations 
have attendant national security risks and, if so, any measures that should 
be taken to mitigate such risks.

• How the Department can further exchanges among scientists at the national 
laboratories and their colleagues at universities and industry in the United 
States and other countries that are beneficial to the Department and repre-
sent a minimal risk to national security interests? 

2. Unclassified/classified research—

• What scientific areas require enhanced communications and collaborations 
between researchers working directly on classified projects and those work-
ing on related open-source, unclassified research? 

• How NNSA laboratories can better utilize their university collaborations to 
build an intellectual pipeline of scientists into both classified and unclassi-
fied portions of the laboratories? 
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• What benefits DOE derives from increased collaboration among national 
security laboratories and the Science, Environmental Management, and 
energy laboratories? What can be done to strengthen scientific collabora-
tions between the national security laboratories and the science, 
environmental management and energy laboratories? 

• Whether there are specific areas of unclassified or classified scientific 
research that require additional protection. 

3. Cybersecurity—

• What is needed to enhance the national laboratories’ ability to develop and 
employ state-of-the-art computational and electronic communications 
tools needed to keep the Department at the forefront of the scientific com-
munity while assuring the protection of classified information?

4. DOE orders and guidance—

• Whether any DOE policies and guidance should be revised to ensure that 
the Department can respond quickly and effectively to emerging security 
threats? 

• Whether the Department’s security rules are consistent with maintaining 
the U.S. as a credible international scientific partner in the world?

Deliverables.

� The Term of the Commission is 18 months, October 2000 through April 2002.

� An Interim Report will be submitted to Secretary Abraham in September 2001.

� A Final Report will be submitted by April 2002.

� The Final Report will represent the consensus view of all Commission mem-
bers. If the members of the Commission agree, the Final Report may include 
any dissenting or alternative views from individual members.
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Commissioner Biographies

Howard Baker Jr.*
U.S. Ambassador to Japan
Senator Howard Baker Jr. has devoted himself to a public service career that spans 
nearly four decades. He currently serves as the U.S. Ambassador to Japan. Previ-
ously, he served as a U.S. Senator (R-Tenn.) for three terms, 1967–1985; vice 
chairman of the Senate Watergate Committee, 1973; minority leader for the U.S. 
Senate, 1977–1981; majority leader for the U.S. Senate, 1981–1985; and chief of 
staff to the President of the United States, 1987–1988. In addition to his extensive 
work in the Senate, Senator Baker also has gained broad experience in matters of 
international policy and diplomacy. He served as a member of the U.S. Delegation 
to the United Nations, 1976; chairman of the Advisory Commission, United 
Nations Conference on Human Environment, 1972; and was member of the Presi-
dent’s Foreign Intelligence Advisory Board, 1985–1987 and 1988–1990. Senator 
Baker serves on the boards of a number of corporate and nonprofit organizations, 
has received several awards for public service, and has been presented with honor-
ary degrees from Yale, Georgetown, Dartmouth, Pepperdine, and Bradley 
universities. Senator Baker was educated at the University of the South, Tulane Uni-
versity, and the University of Tennessee (J.D., 1949).

Robert R. Barker
Consultant
Dr. Robert R. Barker is a consultant on national security issues. Dr. Barker has 35 
years of experience in nearly all aspects of U.S. nuclear weapons programs and pro-
liferation reduction efforts. He has held several positions at Lawrence Livermore 
National Laboratory during his 28 years with the organization. Dr. Barker also 
served as assistant to the director with the Department of Energy, Department of 
Defense, and other government agencies that bear influence on the national labora-
tories. He also served nine years in government in many capacities including 
assistant to the Secretary of Defense (atomic energy) (1986–1992); head of the U.S. 
delegation at the U.S.-Soviet Nuclear Testing Expert Meeting and Round I of the 
Nuclear Testing Talks in Geneva, Switzerland (1986–1988); and assistant director of 
the Verification Bureau of the U.S. Arms Control and Disarmament Agency (1983–
1986). Prior to his government service, Dr. Barker served in various capacities as a 
nuclear weapon designer at Livermore (1966–1983). Dr. Barker was awarded the 
Secretary of Defense Medal for Outstanding Public Service and the Superior Honor 

* Ex officio member.
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Award of the U.S. Arms Control and Disarmament Agency. Dr. Barker received his 
Ph.D. from Syracuse University (1966).

D. Allan Bromley
Sterling Professor of the Sciences, Yale University
Dr. D. Allan Bromley is Sterling Professor of the Sciences at Yale University and 
served as dean of engineering, 1994–2000. From 1989 to 1993 he served as the 
Assistant to the President for Science and Technology and director of the Office of 
Science and Technology in the Executive Office of the President of the United 
States. One of the world’s leading nuclear physicists, Dr. Bromley is the founder of 
the A.W. Wright Nuclear Structure Laboratory at Yale and was its director from 
1963 to 1989. He is considered the father of modern heavy ion nuclear science. For 
more than two decades, Dr. Bromley has been a leader in the national and interna-
tional sciences and science policy communities. As president of the American 
Association for the Advancement of Science, the world’s largest scientific society, 
and of the International Union of Pure and Applied Physics, the world coordinating 
body for that science, and of the American Physical Society, he has become one of 
the leading spokespersons for U.S. science and technology and for international sci-
entific cooperation. He is a member of the National Academy of Sciences and was 
awarded the National Medal of Science by President Reagan in 1988. He was been 
awarded 32 honorary doctorates from universities in Canada, China, France, Ger-
many, Italy, South Africa, and the United States.

Robert M. Bryant
President and CEO, National Insurance Crime Bureau
Robert M. Bryant was appointed president and chief executive officer of the 
National Insurance Crime Bureau (NICB) in October 1999. In this role, Mr. Bryant 
works closely with insurance executives and law enforcement officials to detect, 
prevent, and deter insurance-related crime. He has an extensive law enforcement 
career, culminating with his appointment as deputy director of the FBI, where he 
presided over the development of the FBI’s strategic plan and served as its chief 
operations officer. His responsibilities included policy and all aspects of operation, 
personnel, budget, technology, and security programs. Mr. Bryant’s work includes 
investigation and prosecution in the Aldrich Ames spy case, oversight of the Okla-
homa City bombing investigation, and peaceful resolution of the Montana 
Freeman standoff. He also created the Safe Streets Program, a partnership with 
local authorities that led to over 170 anticrime task forces throughout the country. 
Mr. Bryant earned his bachelor and law degrees from the University of Arkansas.

James R. Clapper*
Director, National Imagery and Mapping Agency
James R. Clapper has over 35 years of experience in intelligence work. He has served 
and worked at virtually every phase and level of intelligence-desk analyst; watch 
officer; staff officer; field collector; commander at detachment, wing and center lev-
els; director of intelligence of three of the war-fighting commands; service 
intelligence chief; and agency director. He retired from the Air Force on September 
1, 1995, as a lieutenant general after a four-year tour as director of the Defense 
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Intelligence Agency. Since his retirement, he has served as executive vice president 
of Vredenburg, a systems acquisition services company headquartered in Reston, 
Va.; executive director of military intelligence for Booz Allen & Hamilton, McLean, 
Va.; and as director of intelligence programs for SRA, International. He recently 
began a new government appointment as director of the National Imagery and 
Mapping Agency. Mr. Clapper was a senior member of the Downing Assessment 
Task Force, which investigated the terrorist bombing of the Khobar Towers in June 
1996. He has also received many awards for dedication and service to national secu-
rity, including the National Security Medal, the NAACP National Distinguished 
Service Award, and the Air Force Distinguished Service Award. Mr. Clapper 
received his B.S. from University of Maryland (1963), an M.A. from St. Mary’s Uni-
versity in San Antonio, Texas (1969), plus additional education at the National War 
College, Harvard University, and the Armed Force Staff College.

France A. Córdova
Vice Chancellor for Research, Professor of Physics, 
University of California, Santa Barbara
Dr. Córdova is vice chancellor for research and professor of physics at the Univer-
sity of California at Santa Barbara. She held previous appointments as the chief 
scientist for the National Aeronautics and Space Administration (NASA), head of 
the Department of Astronomy and Astrophysics at Pennsylvania State University, 
and deputy group leader of the Space Astronomy and Astrophysics Group at the 
Los Alamos National Laboratory. Dr. Córdova has served on numerous policy, 
advisory, and review boards and committees for agencies of the federal govern-
ment, the National Academy of Sciences, and university and scientific associations. 
Dr. Córdova was given in 2002 the lifetime designation of national associate of the 
National Academies, and in 2000 she was named a Jack Kilby Laureate. She has 
been awarded NASA’s highest honor, the Distinguished Service Medal. Córdova’s 
scientific contributions have been in the areas of observational and experimental 
astrophysics, multispectral research on X-ray and gamma ray sources, and space-
borne instrumentation. She has published more than 130 scientific papers. For the 
past decade she has led the U.S. team contributing to the development of the opti-
cal/ultraviolet monitor telescope for the European Space Agency’s X-ray Multi-
Mirror Mission, called XMM-Newton. Dr. Córdova holds a B.A. from Stanford 
University, a Ph.D. in physics from the California Institute of Technology, and an 
honorary doctorate of science from Loyola-Marymount University.

Charles Curtis
President and COO, Nuclear Threat Initiative
Mr. Charles Curtis is the president and chief operating officer of the Nuclear Threat 
Initiative. Previously, Mr. Curtis served as the executive vice president and chief 
operating officer of the United Nations Foundation, where he continues to serve as 
a senior adviser. Before joining United Nations Foundation, Mr. Curtis was a part-
ner in Hogan & Hartson, a Washington-based law firm with 15 domestic and 
international offices. Mr. Curtis served as Under Secretary and, later, Deputy Secre-
tary of Energy from February 1994 to May 1997. He was the chief operating officer 
of the Department and, among other duties, had direct programmatic responsibil-
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ity for all Department science, technology, and national security programs. Mr. 
Curtis is a lawyer with over 15 years practice experience. He also has held positions 
on the staff of the U.S. House of Representatives and with the U.S. Treasury, the 
Securities and Exchange Commission, and the Federal Energy Regulatory Commis-
sion, which he chaired from 1977 to 1981. He is a current member of the DOD 
Policy Board and the Council on Foreign Relations. Mr. Curtis has B.S. and B.A. 
degrees from the University of Massachusetts-Amherst and a J.D. (with honors) 
from the Boston University Law School, where he served as an editor of the law 
review.

Jamie S. Gorelick
Vice Chair, Fannie Mae
Jamie S. Gorelick is the vice chair of Fannie Mae, the nation’s largest source of funds 
for home mortgages. Before joining Fannie Mae in 1997, Ms. Gorelick served as the 
deputy attorney general of the United States, a position that she assumed in 1994. 
At the Department of Justice, she was chief operating officer and the second-rank-
ing official at the Department. From 1993 to 1994, she served as general counsel to 
the Department of Defense, and from 1979 to 1980 she was assistant to the secre-
tary and counselor to the Deputy Secretary of Energy. In the private sector, she has 
worked as a litigator in Washington, D.C. for many U.S. companies on a broad 
range of legal and business issues. In other capacities, Ms. Gorelick has taught at 
Harvard Law School and the Kennedy School of Government. She also serves on 
the boards of many charities, including the boards of DC College Access and the 
Washington Legal Clinic for the Homeless. Ms. Gorelick has served on several high-
level committees and advisory panels such as the Advisory Committee of the Presi-
dent’s Commission on Critical Infrastructure Protection and serves on the CIA’s 
National Security Advisory Panel. Ms. Gorelick has also received numerous awards 
and distinctions from the legal, academic, and defense communities, including the 
Director of Central Intelligence Award, the Women’s Bar Association Woman of the 
Year Award, and the Prominent Women in International Law Award. Ms. Gorelick 
is a graduate of Harvard College and Harvard Law School.

Lee H. Hamilton*
Director, The Woodrow Wilson International Center for Scholars
The Honorable Lee H. Hamilton is currently the director of both the Woodrow 
Wilson International Center for Scholars and the Center on Congress at Indiana 
University. Before January 1999, Lee Hamilton was a member of the U.S. House of 
Representatives from Indiana’s 9th District. Serving over 30 years in the House, Mr. 
Hamilton was a chairman, ranking member, and member of the Committee on 
International Relations as well as a chairman, vice chairman, and member of the 
Joint Economic Committee. Mr. Hamilton’s commitment to national security has 
been demonstrated in numerous governmental and nongovernmental capacities. 
He has received several awards and distinctions for his service, including the Paul 
H. Nitze Award for Distinguished Authority on National Security Affairs, in 1999; 
the Seeds of Hope Award (Bread for the World), in 1998; the Civitas Award (Center 
for Civic Education), in 1998; the Edmund S. Muskie Distinguished Public Service 
Award (Center for National Policy), in 1997; the Center for the Study of the Presi-
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dency Public Service Medal, in 1990; the Philip C. Habib Award for Distinguished 
Public Service; and many others. Born in Daytona Beach, Fla., Mr. Hamilton grad-
uated from DePauw University and the Indiana University School of Law.

John J. Hamre
President and CEO, Center for Strategic and International Studies
John Hamre was elected CSIS president and CEO in January 2000. Before joining 
CSIS, he served as U.S. Deputy Secretary of Defense (1997–1999) and Under Secre-
tary of Defense (comptroller) (1993–1997). As comptroller, Dr. Hamre was the 
principal assistant to the secretary of defense for the preparation, presentation, and 
execution of the defense budget and management improvement programs. Before 
serving in the Department of Defense, Dr. Hamre worked for ten years as a profes-
sional staff member of the Senate Armed Services Committee. During that time he 
was primarily responsible for the oversight and evaluation of procurement, 
research, and development programs; defense budget issues; and relations with the 
Senate Appropriations Committee. From 1978 to 1984, Dr. Hamre served in the 
Congressional Budget Office, where he became its deputy assistant director for 
national security and international affairs. In that position, he oversaw analysis and 
other support for committees in both the House of Representatives and the Senate. 
Dr. Hamre received his Ph.D., with distinction, in 1978 from the School of 
Advanced International Studies, Johns Hopkins University. His studies focused on 
international politics and economics and U.S. foreign policy. He received a B.A., 
with high distinction, from Augustana College in Sioux Falls, South Dakota, in 
1972, emphasizing political science and economics. He also studied as a Rockefeller 
Fellow at the Harvard Divinity School.

William Happer
Professor of Physics, Princeton University
Dr. William Happer is a professor in the Department of Physics at Princeton Uni-
versity. He specializes in modern optics, optical and radiofrequency spectroscopy of 
atoms and molecules, and spin-polarized atoms and nuclei. Dr. Happer began his 
career in scientific research at Columbia University in 1961. In 1980, he was 
appointed to the faculty of the Physics Department at Princeton University, where 
he received the Class of 1909 Professorship in Physics. In 1991, Dr. Happer was 
appointed director of energy research in the Department of Energy by President 
George Bush, where he oversaw a budget of some $3 billion that covered funding 
for high-energy nuclear physics, materials science, magnetic confinement fusion, 
the human genome project, and other areas. Dr. Happer returned to the Princeton 
faculty in 1993. He remains active in the fields of applied and basic physics and acts 
as a scientific consultant or board member for numerous firms, corporations, char-
itable organizations, and government agencies. Dr. Happer has also received several 
awards and distinctions for his work, including the Alfred P. Sloan Fellowship 
(1966), the Boida Prize (1997), and the Davisson-Germer Prize of the American 
Physical Society (1999). Dr. Happer received a B.S. in physics (1960) from the Uni-
versity of North Carolina and a Ph.D. in physics from Princeton University (1964).
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Miriam E. John
Vice President, California Division, Sandia National Laboratories
Dr. Miriam E. John is vice president of the California Division of Sandia National 
Laboratories, which oversees many programs related to nuclear weapons steward-
ship and other defense, energy, and industrial partnership research. Dr. John 
previously served as director of Sandia’s Center for Exploratory Systems and Devel-
opment, leading teams of scientists, mathematicians and engineers on 
nonproliferation projects. In parallel, Dr. John also led Sandia’s Chemical and Bio-
logical Defense program and Demilitarization Program. Before these positions, Dr. 
John served in various research, management, and technical roles at Sandia. In roles 
outside the laboratory, she is a member of the Department of Defense’s Threat 
Reduction Advisory Committee, the Air Force Scientific Advisory Board, the 
National Research Council’s Naval Studies Board, and the Board on Army Science 
and Technology. Dr. John received a B.S. in chemistry at Rice University (1970), a 
M.S. in chemical engineering at Tulane University (1972) and a Ph.D. in chemical 
engineering at Princeton University (1977), where she has served on the advisory 
board for the Department of Chemical Engineering.

Anita K. Jones
Lawrence R. Quarles Professor of Engineering and Applied Science,
University of Virginia
Dr. Anita K. Jones is a professor of computer science in the School of Engineering 
and Applied Science, previously having served as chair of the Department of Com-
puter Science at the University of Virginia. Before her work at the University, Dr. 
Jones served as director of defense research and engineering at the U.S. Department 
of Defense in June 1993 where she managed the science and technology program. 
She returned to the University of Virginia in 1997. Dr. Jones is currently vice chair 
of the National Science Board, which advises the President of the United States on 
science and engineering and oversees the National Science Foundation. She has 
served on many government boards and advisory panels for NASA, the National 
Research Council, and the National Science Foundation. She is also on the boards 
of many major corporations and laboratories, including the MITRE Corporation 
and MIT Lincoln Laboratories. Dr. Jones has published more than 37 technical arti-
cles and two books in the area of computer software and systems. She holds a B.A. 
in mathematics from Rice University, an M.A. in literature from the University of 
Texas, Austin, and a Ph.D. in computer science from Carnegie Mellon University. 
She was awarded an honorary doctorate in science and technology from Carnegie 
Mellon University in 1999.

Donald M. Kerr*
Deputy Director, Science and Technology, Central Intelligence Agency
Donald M. Kerr was appointed Deputy Director, Science and Technology, Central 
Intelligence Agency, in 2001. Previously he served as an assistant director of the FBI, 
Washington, D.C. He was responsible for the FBI’s Laboratory Division, which con-
ducts forensic examinations; develops surveillance and tactical communications 
technologies; and support law enforcement through research, training, technology 
transfer, and operational deployments. Dr. Kerr was director of the Los Alamos 
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National Laboratory from 1975 through 1985. He was also employed at Los Alamos 
from 1966 until 1976, conducting and leading research in high altitude weapons 
effects, nuclear test detection, weapons diagnostics, ionospheric physics, and alter-
native energy programs. Between 1976 and 1979, he served in the U.S. Department 
of Energy, first in Las Vegas as deputy manager of the DOE Nevada operations 
office and, subsequently in Washington, D.C. as deputy assistant secretary and act-
ing assistant secretary for defense programs and later energy technology. Dr. Kerr 
served as an officer and director of several companies between 1985 and 1997. He 
was president of EG&G, Inc.; executive vice president of Science Applications Inter-
national; and managing director of Resource Alternatives, Inc. In 1992 and 1993, he 
was a scholar in residence at the John F. Kennedy School of Government, Harvard 
University, where his research focused on nuclear arms control, nonproliferation, 
and defense conversion. A native of Philadelphia, Dr. Kerr received his B.A. in elec-
trical engineering and his M.A. from Cornell University. He earned a Ph.D. in 
plasma physics and microwave electronics from the same institution in 1966. Dr. 
Kerr is a fellow of the American Association for the Advancement of Science, a 
member of the DCI’s Nonproliferation Advisory Committee, and a member of the 
DOD Threat Reduction Advisory Council. He serves on the Nonproliferation and 
International Security Review Committee at the Los Alamos National Laboratory 
and the Director’s Advisory Committee at the Lawrence Livermore National 
Laboratory.

William Juul Madia
Director, Oak Ridge National Laboratory
Bill Madia is director of the Oak Ridge National Laboratory in Oak Ridge, Tenn. Dr. 
Madia has over 25 years of international experience in research and research man-
agement, including 14 years leading public and private research laboratories. His 
current roles as laboratory director and CEO of UT-Battelle follow a career with 
Battelle that includes positions as director of Batelle’s Columbus laboratories, pres-
ident of Battelle Technology International, and director of the Pacific Northwest 
National Laboratory in Richland, Wash. Dr. Madia also serves as executive vice 
president for Battelle’s business with the U.S. Department of Energy. He has an 
extensive career that reflects experience in research, development, application, and 
commercialization. He has authored numerous journal articles and technical 
reports in the field of radiochemistry, quantum mechanics, and nuclear technology. 
Dr. Madia received his B.S. and M.A. in chemistry from Indiana University and his 
Ph.D. from Virginia Polytechnic Institute.

Michael M. May
Professor Emeritus (Research), Stanford University School of Engineering
Senior Fellow, Institute for International Studies
Michael May is professor emeritus (research) at the Stanford University School of 
Engineering and a senior fellow with the Institute for International Studies at Stan-
ford University. Dr. May is the former codirector of Stanford University’s Center for 
International Security and Cooperation, having served seven years in that capacity 
through January 2000. He is director emeritus of the Lawrence Livermore National 
Laboratory, where he worked from 1952 to 1988. While there, he held a variety of 
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research and development positions, serving as director of the laboratory from 
1965 to 1971. Professor May was technical adviser to the Threshold Test Ban Treaty 
negotiating team; a member of the U.S. delegation to the Strategic Arms Limitation 
Talks; and at various times has been a member of the Defense Science Board, the 
General Advisory Committee to the Atomic Energy Commission, the Secretary of 
Energy Advisory Board, the RAND Corporation Board of Trustees, and the Com-
mittee on International Security and Arms Control of the National Academy of 
Sciences. He is a member of the Council on Foreign Relations and the Pacific Coun-
cil on International Policy, and a fellow of the American Physical Society and the 
American Association for the Advancement of Science.

Burton Richter
Nobel Laureate
Paul Pigott Professor in the Physical Sciences, Stanford University
Director Emeritus, Stanford Linear Accelerator Center
Dr. Burt Richter, who received the Nobel Prize in Physics (1976), is the Paul Pigott 
Professor in the Physical Sciences as Stanford University and is director emeritus of 
the Stanford Linear Accelerator Center (SLAC). Prior to his directorship at SLAC, 
Dr. Richter served for over 40 years in various capacities at SLAC and Stanford Uni-
versity, including technical director, professor, and researcher. In addition to the 
Nobel Prize, Dr. Richter’s many honors and awards include Astor Visiting Lecturer 
at Oxford University (2000), fellow at the American Academy of Arts and Sciences 
(1989), the E.O. Lawrence Medal from the Department of Energy (1976), and the 
DeShalit Lecturer at the Weizmann Institute (1975). Dr. Richter has held posts with 
numerous corporations, government panels, advisory boards, and commissions 
related to the advancement of science. He is a fellow and past president of the 
American Physical Society and currently serves as president of the International 
Union of Pure and Applied Physics. He has published over 300 articles, studies, and 
analyses related to high-energy physics, accelerators, and colliding beam systems. 
Dr. Richter received his B.S. and Ph.D. (1952 and 1956) from the Massachusetts 
Institute of Technology.

James R. Schlesinger
Senior Adviser, Lehman Brothers, Inc.
Dr. James R. Schlesinger serves as a counselor to CSIS, chairman of the MITRE 
Corporation Board of Trustees, and senior adviser to the investment banking firm 
of Lehman Brothers. Dr. Schlesinger has extensive public service and scholarship 
experience in the field of science and security policy. From 1984 to 1985, he served 
as vice chairman of the President’s Blue Ribbon Task Group on Nuclear Weapons 
Program Management. From August 5, 1977 until 1979, he served as the nation’s 
first Secretary of Energy in the newly formed Department of Energy. In 1976, Pres-
ident-elect Carter asked Dr. Schlesinger to become Assistant to the President, 
charged with the responsibility of drafting a plan for the establishment of the 
Department of Energy and a national energy policy. From July 1973 to November 
1975, he served as Secretary of Defense. In February 1973, he was named Director 
of Central Intelligence. In August 1971, he was selected by President Nixon to 
become chairman of the Atomic Energy Commission. Dr. Schlesinger has also 
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served in various capacities as adviser to numerous government agencies and regu-
latory bodies. Dr. Schlesinger has been awarded nine honorary doctorates and is the 
recipient of numerous medals, distinctions and honors. He also serves on the 
boards of many corporations and organizations. He was educated at Harvard Uni-
versity and was elected into Phi Beta Kappa.

William H. Webster
Partner, Milbank, Tweed, Hadley & McCloy LLP
Judge William H. Webster was sworn in as Director of Central Intelligence (DCI) in 
1987. In this position, he headed the intelligence community (including all U.S. 
agencies concerned with foreign intelligence) and directed the Central Intelligence 
Agency until September 1, 1991, whereupon he joined the law firm of Milbank, 
Tweed, Hadley & McCloy in Washington, D.C. Judge Webster began his legal career 
as a practicing lawyer in 1949 in the state of Missouri. In 1970, he was appointed as 
a judge of the United States District Court for the Eastern District of Missouri and 
in 1973 was elevated to the United States Court of Appeals for the Eighth Circuit. In 
1978, he became director of the FBI. For his service to the legal, intelligence, and 
law enforcement communities, Judge Webster has been awarded numerous medals 
and distinctions including the Distinguished Intelligence Medal (1991), the Presi-
dential Medal of Freedom (1991), and the National Security Medal (1991). Judge 
Webster has also been active with local, state, and national legal associations. He 
serves as a fellow for the American Bar Association and is an honorary fellow of the 
American College of Trial Lawyers. He also served on the boards of many law 
schools and has received honorary degrees from some 19 universities. Judge Web-
ster received his B.A. from Amherst College (1947) and a J.D. from Washington 
University Law School in St. Louis, Missouri (1949).
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Chronology of 
Commission Work

Commission Meetings
December 5–6, 2000 Washington, D.C.
May 7, 2001 Argonne National Laboratory, Argonne, Ill.
August 22–24, 2001 Washington, D.C.
January 17, 2002 Washington, D.C.

Interim Briefings for the Secretary of Energy
January 11, 2001
October 15, 2001

Department of Energy Field Visits
December 11–12, 2000 Los Alamos National Laboratory and Sandia 

National Laboratories
December 18, 2000 Argonne National Laboratory and Fermi National 

Accelerator Laboratory
March 19–20, 2001 Lawrence Livermore National Laboratory, Stanford 

Linear Accelerator, Lawrence Berkeley National 
Laboratory

March 21, 2001 Albuquerque Operations Office and DOE Polygraph 
Facility

April 12, 2001 Brookhaven National Laboratory

Security Workshop
June 25–27, 2001 Sandia National Laboratories

Informal Working Group Meetings
December 7, 2000
February 21, 2001 
May 7, 2001 
July 25, 2001
December 6, 2001

Department of Defense Field Visits
January 30, 2001 Naval Research Laboratory
March 22, 2001 MIT Lincoln Laboratory
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a p p e n d i x  e

DOE National Laboratories 
and Directors

Ames Laboratory
Ames, Iowa
Tom Barton, director

Argonne National Laboratory
Argonne, Ill.
Hermann A. Grunder, director

Bettis Atomic Power Laboratory
West Mifflin, Pa.; Idaho Falls, Idaho; 
Charleston, S.C.
W. Carl Rogers, director

Brookhaven National Laboratory
Upton, N.Y.
Peter Paul, interim director

Environmental Measurements 
Laboratory
New York, N.Y.
Mitchell D. Erikson, director

Fermi National Accelerator 
Laboratory
Batavia, Ill.
Michael S. Witherell, director

Idaho National Engineering and 
Environmental Laboratory
Idaho Falls, Idaho
Bill D. Shipps, director

Knolls Atomic Power Laboratory
Schenectady, N.Y.
John J. Freeh, director

Lawrence Berkeley National 
Laboratory
Berkeley, Calif.
Charles V. Shank, director

Lawrence Livermore National 
Laboratory*
Livermore, Calif.
C. Bruce Tarter, director

Los Alamos National Laboratory*
Los Alamos, N.Mex.
John C. Browne, director

National Energy Technology 
Laboratory
Pittsburgh, Pa. and Morgantown, W.V.
Rita A. Bajura, director

National Renewable Energy 
Laboratory
Golden, Colo.
Richard H. Truly, director

New Brunswick Laboratory
Argonne, Ill.
Margaret E.M. Tolbert, director

Oak Ridge National Laboratory
Oak Ridge, Tenn.
William J. Madia, director

Pacific Northwest National 
Laboratory
Richland, Wash.
Lura Powell, director
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Princeton Plasma Physics Laboratory
Princeton, N.J.
Robert J. Goldston, director

Radiological and Environmental 
Sciences Laboratory
Idaho Falls, Idaho
R. Douglas Carlson, director

Sandia National Laboratory*
Albuquerque, N.M.
C. Paul Robinson, director

Savannah River Technology Center
Aiken, S.C.
Susan Wood, director

Stanford Linear Accelerator Center
Stanford, Calif.
Jonathan Dorfan, director

Thomas Jefferson National Accelera-
tor Facility
Newport News, Va.
Christoph Leemann, interim director

* National Nuclear Security Administration (NNSA) laboratory



96
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Individuals Who Contributed 
to the Commission’s Report

The following individuals have provided expertise, information and/or counsel to 
the commission’s study.* Names marked with the symbol † indicate those who 
attended one or more of the commission’s informal working group meetings, and 
names marked with the symbol †† indicate security workshop participants (Sandia 
National Laboratories, June 25–27, 2001).

Rokaya Al-Ayat
Lawrence Livermore National 
Laboratory

Victor Alessi†

U.S. Industry Coalition 

J.W. Anderson Jr.
Princeton Plasma Physics Laboratory

Edward Badolato
Contingency Management Services, Inc.

Rita A. Bajura
National Energy Technology Laboratory 

Caroline Barnes
Department of Energy

Tom Barton
Ames Laboratory

Vivian M. Baylor ††

Oak Ridge National Laboratory

Victoria Baxter†

American Association for the 
Advancement of Sciences

Don W. Bell ††

Lawrence Berkeley National Laboratory

David Briggs
MIT Lincoln Laboratory

John C. Browne
Los Alamos National Laboratory

Phil Calbos
Office of Management and Budget

Robert G. Card
Department of Energy

James Chandler
National Intellectual Property Law 
Institute

Henry Chiles 
U.S. Naval Academy

William Cleveland Jr. ††

Lawrence Livermore National 
Laboratory

Jay M. Cohen
Office of Naval Research

* During its laboratory visits, the commission also met with numerous laboratory staff mem-
bers, security and counterintelligence professionals, scientists and engineers, and representatives of 
DOE field offices and the DOE polygraph facility. All these individuals are not listed here, but they 
were invaluable in helping the commission understand better the laboratory and field perspective.
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William T. Coleman †

Department of Defense

Marshall Combs
Department of Energy

Edward Curran

Shawn S. Daley ††

MIT Lincoln Laboratory

Jay Davis †

Lawrence Livermore National 
Laboratory

James Decker
Department of Energy

Randy W. Deitering
Foreign Intelligence Advisory Board

Paul Dickman
Department of Energy

Jonathan Dorfan
Stanford Linear Accelerator Center

Sidney Drell
Foreign Intelligence Advisory Board

Catherine T. Eberwein
National Nuclear Security 
Administration

Gerald L. Epstein †

Defense Threat Reduction Agency

Fred Evans
Oak Ridge National Laboratory

Jay Farrar
Center for Strategic and International 
Studies

William Fite
Los Alamos National Laboratory

Robert J. Floran
Sandia National Laboratories

Marie R. Fox ††

Sandia National Laboratories

Mark Frankel
American Association for the 
Advancement of Science

Louis Freeh
MBNA America Bank

Robert Galvin
Motorola

Kenneth Geide†

Federal Bureau of Investigation

Larry Gershwin
National Intelligence Council

Timothy Gladura †

National Security Council

Janet Goldman
Central Intelligence Agency

Robert J. Goldston
Princeton Plasma Physics Laboratory

John A. Gordon
National Nuclear Security 
Administration

James R. Gosler††

Sandia National Laboratories

Rose E. Gottemoeller†

Carnegie Endowment for International 
Peace

Gerald E. Green†, ††

Department of Energy

Hermann A. Grunder
Argonne National Laboratory

Eugene Habiger
Department of Energy

Roger L. Hagengruber
Sandia National Laboratories

Thomas Harper
Department of Energy

William Harris
Amarillo Research Center
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John Hartford †

Department of Defense

Edward A. Heighway
Los Alamos National Laboratory

Sheila Horan†

Federal Bureau of Investigation

William Hunteman ††

National Nuclear Security 
Administration

Myrna Hurd
Department of Energy

Jo Husbands †

National Academy of Sciences

Daniel T. Ingersoll
Oak Ridge National Laboratory

Lynn Jones ††

Sandia National Laboratories

Stephen R. Katz
Merrill Lynch 

Richard P. Kendall ††

Los Alamos National Laboratory

Larry Kirkman
Albuquerque Operations Office

Dale Klein
University of Texas

William M. Knauf ††

Sandia National Laboratories
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Memo from the Secretary of 
Energy, January 2001
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Risk-Based Integrated 
Safeguards and Security 
Management

An Illustrative Model

Summary. Following is a schematic describing functions, roles, and responsibili-
ties for an integrated risk-based safeguards and security management model. The 
model includes a general description of goals, philosophy, functions and roles that 
support the model and a table that describes the specific responsibilities of each role 
corresponding to the functions of the model.

Goals.

� Overall. To integrate the management of science and security.

� Specific. (1) To tie security policy and requirements processes to resource allo-
cation processes (budgeting) through risk-based security management; (2) To 
clear up lines of responsibility and authority and eliminate overlapping and 
conflicting direction and control of resources.

Principle. Science and security activities are the responsibility of line manage-
ment, from the Secretary of Energy through the laboratory directors.

Philosophy. Risk-based security relies on the premise that higher risks require 
greater protection. The levels of protection devoted to implementing security solu-
tions should be commensurate with value of assets, level of threat, consequences of 
loss or compromise, cost of implementation, and other factors.

Roles and responsibilities.

� Secretary of Energy

The Secretary is the only Department official with responsibility for both devel-
oping and implementing policy guidance and standards for security. The 
Secretary, through the advice of staff, formulates and issues departmental pol-
icy. The Secretary must ensure that all relevant parties (security, 
counterintelligence, scientists, engineers, and other personnel) are involved in 
development of policy. The Secretary, through mission programs, directs and 
executes line management.
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� Line management

Science and security activities are the responsibility of line management, from 
the Secretary through the laboratory directors.

• Headquarters line management is responsible for providing senior line 
management with policy advice and concurrence with policy formulation, 
and is solely responsible for providing implementation guidance and stan-
dards for use throughout their program.

• Headquarters line management has responsibility for the control of 
resources (including defining implementation plans and performance mea-
sures) for both science and security (i.e., responsibility for spending for 
security needs and mission operations, within budget guidance).

• At the site level, the laboratory director has full responsibility, authority, 
and accountability for science and security.

Line management begins with the Secretary/Deputy Secretary.

• The Administrator for the NNSA is responsible for NNSA mission pro-
grams (Defense Programs, Nonproliferation, and Naval Reactors); the 
Under Secretary for Energy, Science and Environment is responsible for 
DOE civilian mission programs (Science, Fossil Energy, Energy Efficiency, 
Nuclear Energy, Environmental Management, Radioactive Waste).

• Lead Program Secretarial Officers (LPSOs) are directly responsible for pro-
gram direction.

• Laboratory directors receive guidance from the Under Secretary, through 
the LPSOs, and implement science and security programs at their sites 
(consistent with available funding).

� Staff. Staff is responsible for recommending security policy to senior line man-
agers and for staff assistance. Staff functions include security operations, 
intelligence, counterintelligence, and the chief information officer. Security and 
counterintelligence professionals should provide staff support to line manage-
ment, at all levels of the system.

� Oversight. Oversight should be the role of an independent staff with no 
responsibilities for policy or execution, augmented as appropriate by staff and 
field expertise (Office of Independent Oversight and Performance Assurance).

Responsibilities. This model contains three types of responsibilities:

� Decide. Own/lead functions; execute decisions (line responsibility).

� Concur. Approve decision or cause decision of a subordinate line manager to 
be modified (line responsibility).

� Advise. Make recommendations; develop options (line and staff 
responsibility).
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For each function in this model, there can be only one entity that owns or leads the 
function and makes decisions. In general, line managers are responsible for concur-
ring, deciding or advising, while staff function solely as advisers. In cases where 
there are multiple advisers, one adviser will typically have a lead role to provide 
options to the decision maker. Only supervisors should be vested with the ability to 
concur, while subordinates and others across and down the line may advise.

Functions. The following provides an illustration of an end-to-end life cycle of 
development and implementation of security requirements.

1. Develop policies regarding what to protect. Determine classes or types 
of assets that require protection (e.g., information, materials).

2. Identify assets to protect. Characterize assets (information, material, peo-
ple, facilities, and processes) and determine consequences of loss or damage to 
those assets.

3. Define threat. Determine what threats are likely to cause the above conse-
quences and what attributes (people, skills, resources, motivation) are needed 
by a person or group wishing to undermine security.

4. Validate threat. Assess possible threats to a site based on reliable information 
on existing and potential real-world threats and real world site characteristics.

5. Describe functional requirements. Determine programs and activities to 
accomplish mission work.

6. Define performance standards. Define what level of security is needed (as 
opposed to how to achieve security). Performance standards should define 
“what” to protect not “how” to protect. For example, a “what” might be to 
“prevent unauthorized undetected access to documents” while “how” might be 
“documents should be locked in government-approved safes.” Provisions for 
“how” to implement security measures would be provided as examples in a 
security tool kit (a subsequent function in this table).

7. Incorporate performance standards into contract. Negotiate and 
incorporate site specific performance standards into each laboratory’s contract, 
based on performance standards developed by headquarters and guidance from 
lead-program officers.

8. Determine vulnerabilities. Characterize weaknesses in current security 
procedures and activities.

9. Identify security tool kit. Identify what technologies, tools, and techniques 
are available to detect, deter, and respond to threats.

10. Develop priorities/integrated security plan and implementation. 
Determine resource allocation priorities by assessing and evaluating risk 
through an integrated analysis of functions one through eight and considering 
available tools from function nine.

11. Assess/accept risk of residual vulnerabilities. Decide on the level of 
security investments and activities based on mission needs and on vulnerabili-
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ties, past performance, and operational readiness. These decisions must be 
agreed upon at the site level together with DOE headquarters.

12. Audit performance. Test security procedures and activities against perfor-
mance standards.

Overarching Safeguards and Security Policy Roles

Functions and Responsibilities for Safeguards and Security Policy Roles

Functions
DOE HQ
Secretary

DOE HQ
Staff

DOE HQ
Line

DOE
Field

Sites:
Labs and 
Facilities Oversight

Establish and 
develop broad 
security policy

Decide in 
accord 
with con-
gressional 
and execu-
tive branch 
intent

Advise Advise Advise Advise Advise

Balance mission 
programs and 
security through 
implementation 
direction

Decide/
execute in 
accord with 
mission and 
specific pro-
grammatic 
requirements

Advise Advise Advise

Implement 
security 
programs

Execute in 
accord 
with policy 
direction 
and 
resources

Functions
DOE HQ
Secretary

DOE HQ
Staff

DOE HQ
Line

DOE
Field

Sites:
Labs and 
Facilities Oversight

Develop policies for 
what to protect

Decide Advise 
(lead)

Advise Advise Advise

Identify site specific 
assets to protect 
(consequence analysis)

Concur Advise Concur Concur

Advise

Decide

Define threat Decide Advise 
(lead)

Advise Advise Advise
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* Negotiated as part of site specific institutional plans
** Negotiated as part of contract
# Must be mutually agreed

Validate threat Decide Advise Red 
Teams: 
Advise 
(lead)

Describe functional 
requirements/define mis-
sion work (what are the 
program requirements)

Decide Advise Advise

Describe functional 
requirements/define activ-
ities required to accomplish 
mission work (how to 
accomplish program 
requirements)

Concur Concur*

Advise

Decide*

Develop performance 
standards

Concur Advise Decide Advise Advise

Incorporate site specific 
performance standards 
into contract

Concur Decide** Advise**

Determine vulnerabilities Concur Concur Decide

Provide security tool kit: 
best practices, technolo-
gies, and techniques

Concur Advise Decide Advise

Develop site specific priori-
ties/integrated security 
plan and implementation

Advise Concur Concur Decide

Assess/accept risk of 
residual vulnerabilities 
(site level)

Concur Decide# Advise#

Assess/accept risk of 
residual vulnerabilities 
(DOE complexwide)

Decide Advise 
(lead)

Advise Advise

Audit performance Concur Decide Concur/
Decide 
(self-
assessm’t)

Red 
Teams: 
Advise

Functions
DOE HQ
Secretary

DOE HQ
Staff

DOE HQ
Line

DOE
Field

Sites:
Labs and 
Facilities Oversight
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List of Sensitive Countries and 
Terrorist-Supporting Countries

Country Status

Algeria Sensitive

Armenia Sensitive

Azerbaijan Sensitive

Belarus Sensitive

China Sensitive

Cuba Sensitive/Terrorist-supporting country

Georgia Sensitive

India Sensitive

Iran Sensitive/Terrorist-supporting country

Iraq Sensitive/Terrorist-supporting country

Israel Sensitive

Kazakhstan Sensitive

Korea, North Sensitive/Terrorist-supporting country

Kyrgyzstan Sensitive

Libya Sensitive/Terrorist-supporting country

Moldova Sensitive

Pakistan Sensitive

Russia Sensitive

Sudan Sensitive/Terrorist-supporting country

Syria Sensitive/Terrorist-supporting country

Taiwan Sensitive

Tajikistan Sensitive

Turkmenistan Sensitive

Ukraine Sensitive

Uzbekistan Sensitive

Sources: U.S. Department of Energy, U.S. Department of State.
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Interim Safeguards and Security 
Discipline Guidelines—
Sandia National Laboratories

Noncompliance Type Range of Discipline*

Intentional conduct that has a high probability of 
resulting in compromise of protected matter or acts or 
omissions for which criminal penalties could be 
imposed. For example, selling or stealing, classified 
information/materials; theft of government property; 
sabotage.

Termination

Knowing falsification, concealment, destruction, 
omission or tampering of evidence or data relative to 
a security event.

Termination

Knowing violation of a security business rule that 
could result in the compromise of protected matter, 
regardless of whether actual harm occurred.

Leave without pay or 
termination

Failure to provide assigned or reasonably expected 
management leadership resulting in a security event 
that could result in the compromise of protected mat-
ter, regardless of whether actual harm occurred.

Leave without pay, a written 
or oral reprimand or 
counseling

Knowing violation of a security business rule that 
could not be reasonably expected to result directly in 
the compromise of protected matter.

Written reprimand, leave 
without pay, or termination

Unknowing violation of a security business rule that 
could result in the compromise of protected matter, 
regardless of whether actual harm occurred. (Igno-
rance of the requirements is no excuse)

Oral or written reprimand or 
leave without pay

Unknowing violations of security business rules that 
could not be reasonably expected to result directly in 
the compromise of protected matter, but which con-
stitute a pattern of disregard or lack of attention that 
could lead to such problems.

Oral or written reprimand or 
counseling

* Severity factors
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The range of discipline can be expanded (greater or less than that shown) depend-
ing upon factors including or similar to the following:

� Noncompliance was self-reported versus found by others versus intentionally 
hidden.

� Whether the violation is of a severity to require self-reporting to a regulator.

� Isolated violation versus repeat violations.

� For management violations, consistent (lack of) attention to safeguards and 
security.

� Acting with knowledge of or reckless disregard for potential result versus lack of 
understanding that potential for such result existed.

No provisions of the guidelines or any of our policies or procedures shall be con-
strued as an employment agreement. Sandia management reserves the right to take 
whatever discipline it deems appropriate in a given situation. Employment with 
Sandia Corporation can be terminated at any time, with or without cause, by the 
employee or Sandia Corporation.
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Letter about NSDD-189 
from National Security Adviser

Note: This letter is in response to an August 2001 letter sent to President George W. Bush from the 
members of the Council on the Future of Technology and Public Policy. The council, which is a 
project of CSIS, comprises 22 distinguished experts from the public and private sectors. Dr. Harold 
Brown is a cochair of the council along with Mr. Michael Dell, Dr. William Perry, and Dr. William 
Haseltine.
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