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“We know that the nation requires more from our Intelligence Community than ever before because America confronts a
greater diversity of threats and challenges than ever before. Globalization…does facilitate the terrorist threat, heightens
the danger of WMD proliferation, and contributes to regional instability and reconfigurations of power and influence.”

The Honorable John D. Negroponte, Former Director of National Intelligence,
Statement for the Record to the Senate Select Committee on Intelligence, January 11, 2007

Drug Activity

Drug War in Mexico Proving Violent, Ineffective

Despite Mexican president Felipe Calderón’s use of the
military to crack down on narcotics smuggling by drug
cartels, they have proven resistant to such measures. Re-
ports indicate that drug trafficking within the country has
only been slightly affected by counternarcotics efforts.
According to the UN World Drug Report, 99 percent of all
methamphetamines produced in Mexico end up in the
United States. Mexico also enjoys the dubious distinction
of being the largest foreign source of marijuana within the
United States.

Drug gangs have begun to intensify their degree of vio-
lence, ignoring traditional “codes of honor” that have
moderated their activities in the past. In addition to engag-
ing in deliberately bloody turf wars, gangs have been
boldly assassinating police, soldiers, and judges involved
in prosecuting the war on drugs. Additionally, family
members of those targeted have also been killed, including
young children. Although only resulting in one fatality, the

bomb blast in the district of Zona Rosa on February 15 is
also uncharacteristic of traditional gang activities and may
portend a further escalation of the conflict.

President Calderón has taken a hard stance against the
drug trade since he began his term in December 2006. In-
stead of directly enhancing police capabilities, he has de-
ployed approximately 30,000 soldiers to assist police in
key areas, gather intelligence, interrogate suspects, and
seize contraband. Also, he has begun focusing on reform-
ing the country’s police, long considered to be highly
plagued by corruption. Police in areas where drug gangs
wield significant local power are often forced to choose
between accepting bribes or risk being killed by cartels.

The Mexican government’s war on drugs has met with
some success, as it has conducted a record number of drug
busts, arrested more than 1,000 suspects, and extradited
more than 80 drug dealers to the United States. It has also
undertaken measures to train a new civilian police force
specialized in counternarcotics. Furthermore, it secured the
Merida Initiative, a bilateral agreement with the United
States that will apportion $1.4 billion to Mexico’s antidrug
forces over the next three years. But Mexico has suffered
under the drug war, with more than 4,000 deaths due to
drug-related violence over the last two years. The conflict
has also spread into regions that were previously consid-
ered low risk, such as Mexico City and Acapulco.
(Combined dispatches)

UNODC Forecasts Bumper Afghan Opium Crop

A report issued on February 6 by the UN Office on Drugs
and Crime (UNODC) forecasts that Afghanistan’s opium
production for 2008 will be comparable to the record crop
grown in the previous year. Afghanistan’s 2007 opium
crop is estimated at 8,200 tons, approximately 93 percent
of the world’s supply. This rapid growth has continued
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despite significant efforts to curtail opium production,
which were initiated after the fall of the Taliban in 2001.
At the time, the annual yield was just 185 tons. In fact,
recent production has been so high that the UNODC be-
lieves that the amount of opium produced in 2007 may be
in excess of the world demand by as much as 3,000 tons.
The 2007 opium crop is estimated to be worth more than
$4 billion. But Afghanistan has not just cornered the
opium market; it is also presently the world’s largest pro-
ducer of marijuana, which it generally traffics through
Pakistan and Iran.

The profits from Afghanistan’s massive drug economy are
troubling for several reasons. Firstly, the Afghan drug
economy is a destabilizing force for much of the world,
especially for nations lying along trafficking routes. In
addition, these profits fund the Taliban insurgency, bring-
ing them perhaps $100 million per annum. The drug trade,
furthermore, is so lucrative that the licit economic devel-
opment of the country seems all but unattainable. The
UNODC report indicates that opium production likely
peaked in 2007, but this year will see a comparable yield
because of a continuing increase in land being assigned to
grow the profitable crop. Counternarcotics efforts will be
just enough to counter this year’s increased production.
The surge in 2007 largely resulted from increased produc-
tion in poppy fields in the southern parts of the country,
especially Helmand Province. Overall, the drug economy
remains prevalent despite the presence of almost 200,000
foreign and Afghan troops. (Combined dispatches)

Human Trafficking

Human Trafficking Global Forum Held in Vienna

Some 1,400 delegates representing 116 countries, includ-
ing legislators, business leaders, law enforcement officers,
and former victims, met from February 13 to 15 in Vienna
for the Forum to Fight Human Trafficking. The forum dis-
cussed three key aspects of human trafficking: its root
causes, its social and economic impact, and the strategies
needed for it to be globally eradicated.

Poverty is believed to be the most important factor in mak-
ing individuals vulnerable to being trafficked. Evidence
for this conclusion is the numerous persons in developing
nations who, lured by promises of employment, end up
being trafficked. Ethnic, religious, and racial discrimina-
tion, especially in places with armed conflicts, facilitates
human trafficking as well, because the abduction of those
who are marginalized is less likely to be noticed by gov-
ernments. A general lack of attention paid by nongovern-
mental organizations (NGOs) and the international com-
munity to human trafficking, despite its ubiquity, prevents
the development of strategies to combat it.

The social impact of human trafficking is surprisingly
large. The United Nations estimates that at any given time,
2.5 million people have been trafficked into perhaps 140
countries. Most of the victims are young women and chil-
dren who are often forced into illegal labor, including dif-
ficult manual labor, prostitution, and soldiery. Trafficked
victims also face increased dangers from violence, health
threats, and continued social stigmatization.

Combating human trafficking is not just difficult because
of its ubiquity, but also because of its economic resilience.
The industry is believed to generate tens of billions of dol-
lars each year while supporting other illegitimate enter-
prises. In addition to ties with criminal networks such as
prostitution and drug rings, human trafficking has made
organ trafficking more widespread. Estimates for illegally
trafficked kidneys alone place the number at over 15,000
per year. Indian authorities recently arrested Dr. Amit
Kumar for his ties with an organ transplant ring in New
Delhi, a group that sold 500 kidneys over the last nine
years.

The Vienna forum aims to make human trafficking a prior-
ity for the international community. International coopera-
tion has proven effective at countering the trade of certain
illicit goods such as poached animals and blood diamonds.
Additionally, enforcement measures which are being de-
veloped to combat drug and arms trafficking may prove
useful in disrupting human trafficking.
(Combined dispatches)

Terrorism

Senior Hezbollah Leader Assassinated

Imad Mughniyah, a senior member of Hezbollah famed for
both spectacular violence and elusiveness, was killed by a
car bomb in Damascus on the night of February 12. No
group has taken responsibility for the killing, although
various speculations have been made that Israel, Syria, or
even the United States were involved. Hezbollah formally
accused Israel of the assassination and threatened it with
retaliation, but Israel has denied taking part.

Linked to the world’s most notorious terrorists, Mughni-
yah was a legend in the history of terrorism. He was the
mastermind behind the bombings of the U.S. embassy in
Beirut, as well as that of the Marine barracks in 1983 that
killed 241 American soldiers. He also is believed to be
responsible for the 1985 hijacking of TWA Flight 847 and
the murder of a U.S. Navy diver, which placed him on the
FBI’s Most Wanted list. He helped “modernize” terrorism
by introducing suicide bombings to successfully attack
targets in Lebanon, Saudi Arabia, and Argentina. Yet
counterterrorist groups in Israel and elsewhere were rarely
able to catch a glimpse of Mughniyah, much less track
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him. For years intelligence analysts did not even know
what he looked like; photographs of him are almost non-
existent.

The implications of Mughniyah’s death are uncertain. On
one hand, a remarkable planner with a vast range of con-
tacts and management abilities will no longer be able to
lead terrorist attacks. On the other, his death is not likely to
alter Hezbollah’s capabilities. The Iranian-backed Leba-
nese group has shown itself to endure despite the loss of
particular leaders, such as after the 1992 assassination of
its secretary-general, Abbas Musawi, or the 1994 arrest of
senior member Mustafa Dirani. (Combined dispatches)

Gunmen Attack Israeli Embassy in Mauritania

Early on the morning on February 1, the Israeli Embassy
in Mauritania and a nearby popular nightclub were at-
tacked by several gunmen, although there were no reported
casualties. The incident is believed to be related to public
announcements by political parties calling for a severing
of ties with Israel. On February 3, Al Jazeera Television
reported that al Qaeda claimed responsibility for the at-
tack. Mauritania is one of only three Arab nations to have
diplomatic ties with Israel. The incident is only the latest
in recent terrorist attacks in the country. Late last year,
four French tourists were killed by jihadists and several
soldiers were reportedly slain by al Qaeda’s North Africa
branch.

Brahim Ould Ely, a resident of Mauritania, has been ac-
cused of being one of the gunmen involved in the attack.
Police have drawn up a warrant for another suspect, el-
Hacen Benaicha, and witnesses report that there was at
least one additional attacker. Mauritania’s vulnerability to
terrorism could be accelerating, given the country’s recent
transition toward democracy and nonviolence as well as its
official stance toward Israel. The government, which has
been reluctant to acknowledge its increasing problem with
terrorism, has claimed that the nightclub was the true tar-
get of the attack because it defied the national ban on alco-
hol, thereby violating Muslim conventions.
(Combined dispatches)

Jemaah Islamiyah Leader Escapes Detention

Mas Selamat Kastari, believed to be the leader of the Je-
maah Islamiyah network in Singapore, escaped from the
Whitley Road Detention Center on the afternoon of Febru-
ary 27. Mas Selamat had been held by Singaporean au-
thorities since February 2006. The successful escape is
surprising, given the country’s reputation for strong secu-
rity. Police created a large dragnet to recapture the fugi-
tive, who has likely fled the small city-state by boat to ei-
ther Malaysia or Indonesia. The Singaporean police are
working closely with security officials from both govern-

ments, but clues about his current location have yet to
emerge.

Mas Selamat is accused of having plotted to hijack and
crash a plane into Changi International Airport in 2001. He
is also believed to have been involved in plans to attack
Singaporean government buildings and the U.S. embassy.
These plans were never executed, because security ser-
vices preemptively arrested almost 40 members of Jemaah
Islamiyah. While police in Singapore have been effective
at restricting Jemaah Islamiyah’s ability to strike at targets
within their country, the escape of the group’s leader will
likely prove to be a symbolic setback.
(Combined dispatches)

Cyber Crime

Chinese Hackers Target Australian Government

The Australian government reported that Chinese com-
puter hackers have recently targeted their computer net-
works in order to glean information. In addition to Austra-
lia, countries such as the United States, India, Britain, New
Zealand, and Germany have had their governments’ com-
puters compromised by cyber attacks originating in China.
The unidentified Chinese hackers are believed to be part of
an international espionage operation interested in obtain-
ing economic and military information on Western coun-
tries. The hackers are believed by some to be proxies of
the Chinese government, which has openly admitted inter-
est in cyber spying and cyber warfare, but it has denied
involvement in this instance.

Last year the Department of Defense published a report
that claimed that Chinese military hackers engaged in sig-
nificant planning to use cyber attacks to temporarily dis-
able a U.S. carrier battle group. Regardless of whether
hackers presently have the capacity to do so, China’s Inter-
net capabilities will only increase as the number of Internet
users in the country explodes. Also, the vast increase in
Chinese-language specific software and the high level of
internal secrecy within the country will make the interna-
tional menace posed by Chinese cyber criminals much
more palpable in 2008. (Combined dispatches)

Cyber Crime 2008 Forecast

If the past year is an indication, 2008 will be a taxing one
for computer users, whether private individuals, busi-
nesses, or governments. Trend Micro, a leader in confront-
ing Internet security threats, predicts that 2008 will see a
drastic increase in cyber crime, including some new forms
of it. The 2007 Threat Report and 2008 Forecast states that
hackers are spending more time targeting mainstream Web
sites with malware than was previously believed. The ca-
pabilities and interests of hackers have increased, meaning
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that the level of technological sophistication found in mo-
bile electronic devices now makes them vulnerable to at-
tacks. Arbor Networks recently predicted that Apple’s
iPhone will be targeted in 2008, perhaps evidenced by the
fact that less than two months after its release, software
developers managed to unlock the gadget so it could be
used with any mobile service provider. Other devices with
wireless capabilities or storage capacity, such as Mp3
players, thumb drives, and Bluetooth, are as vulnerable to
cyber criminals as computers are.

More evidence that ensuring network security will prove
difficult in the future includes the proliferation of botnets,
or networks of computers that have been imperceptibly
compromised by a malicious program that lies dormant.
The botherder, or controller, can use these computers as a
force multiplier in a variety of ways: producing spam,
stock market price inflation scams, Internet fraud, or ex-
torting money from companies by blocking their Web
sites. Nicknamed “storm,” the most prolific known botnet
has just celebrated its first birthday, and although estimates
of its size range wildly from 1 million to 50 million in-
fected computers—meaning that even computer security
experts do not really know its extent—in the middle of
February it was responsible for over 4 percent of total
Internet traffic by itself.

There is presently no globally enforceable legislation
against the development of botnets. This means that law
enforcement can only intervene after botnets are used to
engage in illicit acts, not preemptively. While the creators
of storm are still unknown, law enforcement has had some
successes. On February 11, a juvenile hacker pled guilty to
charges of conspiring to use a botnet of more than 400,000
computers in the United States, including military com-
puters, to commit fraud. A similar case has been opened
against the mastermind behind a New Zealand group that
committed spam and denial-of-service attacks using a bot-
net of 1.3 million computers. On February 21, police in
Quebec arrested 17 individuals accused of running another
botnet of 1 million computers to engage in identity and
data theft. (Combined dispatches)

Security Threats

Independent Kosovo, Crime, and Terrorism

February 17 saw the declaration of Kosovar independence,
and while the very fact of its statehood is under great in-
ternational dispute, the ability of its government to estab-
lish a rule of law is equally important. U.S. and EU inter-
ests in the Balkans center on minimizing terrorism and
transnational crime within the region, but presently Kos-
ovo has both in abundance. Organized crime is wide-
spread, and the country’s links to terrorist and criminal
organizations go as high as the upper tiers of government.

Prime Minister Hashim Thaçi was once a senior member
of the Kosovo Liberation Army (KLA), where he engaged
in funding, training, and arming new recruits. In addition
to being labeled a terrorist organization and having links to
al Qaeda in the late 1990s, KLA frequently trafficked
drugs and weapons into Western Europe. Other prominent
Kosovar leaders may still have ties to the KLA. Among
these is former prime minister Agim Ceku, who led the
guerrilla group during the fight against Serbian forces.

Other indicators suggest that independent Kosovo has a
great deal of work to do to combat crime. Poverty is wide-
spread, unemployment is high—with estimates ranging
between 40 percent and 60 percent—and a major part of
the economy itself is the result of illegal ventures such as
the drug trade and prostitution. Also, old links to al Qaeda
may still exist, considering that numerous KLA members
attended al Qaeda’s Afghan training camps 10 years ago.
While neighboring countries, especially Russia and Serbia,
repudiate the independence of Kosovo, they should also be
worried about an escalation in drug trafficking and other
crime spilling over its borders into their territory.
(Combined dispatches)

Transnational Crime

Credit Card Fraud Ring Disrupted

Spanish police recently arrested 99 people involved in an
international ring specializing in counterfeiting credit
cards and identification. Another 26 individuals were ar-
rested in seven other countries spanning the European con-
tinent, including the Netherlands, Northern Ireland, Bel-
gium, the Czech Republic, and Turkey. Although citizens
of each of those countries were among the suspects appre-
hended, the majority of those detained were Romanian.

The group illegally obtained information entered at the
terminals of automatic teller machines in Spain to create
counterfeit payment cards and withdraw money under the
assumed identities. While searching the residences of the
suspects, police discovered a dozen printing facilities and
four other machine labs where micro-cameras, fake key-
pads, and credit card skimming devices were produced.
Fraudulent keypads and skimming devices are increasingly
utilized by criminals to make illegal withdrawals, as they
are much less noticeable than other modes of stealing per-
sonal information. Over €6 million in illegal assets held by
the ring were seized, though police believe that continuing
investigations in other countries will soon yield higher
amounts. (Combined dispatches)
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Terrorist Financing

Singapore’s Antiterrorist Funding Consortium

On February 12, Singapore launched the Consortium for
Countering the Financing of Terrorism (CCFT). The pur-
pose of the consortium is to strengthen cooperation among
banks, government agencies, and universities in order to
sever the funding of terrorist groups. The founding mem-
bers include the Association of Banks in Singapore, the
Ministry of Home Affairs, and the S. Rajaratnam School
of International Studies (RSIS) at Nanyang Technological
University. The CCFT plans to soon expand its member-
ship to comprise other Southeast Asian countries. Fighting
terrorist funding is a significant concern for the region be-
cause of the ubiquity of militant organizations, such as the
Abu Sayyaf Group and Jemaah Islamiyah. Terrorist or-
ganizations in Southeast Asia manage to fund their activi-
ties in part through laundering between $2 and $3 million
into the region each month.

The CCFT plans to take steps to better share information
so members are able to alert one another of suspicious
transactions. While increased surveillance measures will
restrict funding partially, many monetary transfers are in-
formal and done via exchanges of small denominations of
hard cash. Such transactions are notoriously difficult to
track, meaning that the CCFT will need to expand its strat-
egy to successfully address unregulated money transfers.
(Combined dispatches)

Maritime Security

Indian Ocean Rim Naval Symposium Held

The first Indian Ocean Naval Symposium Seminar was
held in New Delhi, India, on February 14 and 15 to discuss
the effects of terrorism, piracy, and smuggling on maritime
commerce and other industries. Naval officials from 30
countries in the Indian Ocean region discussed how inter-
national cooperation could assist in combating maritime
threats and increasing naval security. Despite technologi-
cal advances in land vehicles and aircraft, oceanic trans-
port remains vitally important for international trade, as
more than 90 percent of international cargo is transported
by water.

Piracy has changed over the course of its history. Today it
goes beyond being an aggregate of several rogues preying
upon weak ships. Rather, the perpetrators of contemporary
piracy are well-organized and well-funded transnational
crime syndicates that take full advantage of the vastness of
the oceans to escape international scrutiny. Because the
augmented threats facing shipping companies are hard to
predict and affect multiple nations, there is great interna-
tional need for cooperation among regional navies to en-

sure security. The International Maritime Bureau stated
earlier this year that reported piracy incidents rose a full 10
percent during 2007, and a similar increase in 2008 is
likely. (Combined dispatches)

Radicalism

Leaderless Jihad Models Radicalization

Reviewers have praised the recent book by Marc Sageman,
a prominent psychologist and political sociologist special-
izing in terrorism. Leaderless Jihad: Terror Networks in
the Twenty-First Century (University of Pennsylvania
Press, 2008) builds on issues raised in his earlier work,
Understanding Terror Networks (University of Pennsyl-
vania, 2004), in considering how individuals in societies
become radicalized and, in some cases, turn to terrorism.
Sageman, who served as a CIA case officer working with
the mujahideen in Afghanistan in the late 1980s, remains
consistently objective in his tone and avoids oversimplify-
ing terrorist psychology as he attempts to describe how
radicalization occurs.

Leaderless Jihad highlights the evolution of al Qaeda from
a small and intricate terrorist cell into a globally decentral-
ized organization. Noting that radicals, as in every society,
are a slight minority within the Muslim world, Sageman’s
account of radicalization draws on notions of small group
dynamics to explain the phenomenon. In his model, terror-
ists are not individually created by recruiters; rather, they
are formed by how they discuss particular social problems
within their immediate community. These problems,
which generally are external to their sphere of life, some-
times instill in future radicals a sense of moral outrage. In
turn, this outrage is shaped by friends and family to instill
a sense of identity combining both personal and external
grievances. Eventually, a few of those who have gone
down this path take the final step and begin to subscribe to
jihadist ideology. Seen in this way, al Qaeda proper is just
one of many similar organizations with conflated local and
global grievances; other organizations identifying with al
Qaeda have a different identity formed by a different com-
posite of personal experiences.

Sageman prescribes minimizing the glamour behind terror-
ism in order to lessen the appeal of jihadism; policymakers
ought to characterize it as a particular type of violent
crime. Simultaneously, the feeling of moral outrage felt by
future radicals can be curtailed by the application of just
and effective measures to resolve local conflicts. The Mus-
lim world needs to see athletes, political reformers, and
successful businessmen as role models, instead of ji-
hadists. (Combined dispatches)
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Arms Trafficking

Rebel Leader Extradited for Arms Trafficking

On February 15, Henry Okah, the rebel leader of the
Movement for the Emancipation of the Niger Delta
(MEND), was extradited from Angola to Nigeria to face
charges for arms trafficking and conspiracy. Aside from
his reputation as a savvy weapons dealer, Okah also led
some members of MEND to attack oil production facilities
in Nigeria, reducing its output by a full 20 percent during
early 2006, which has contributed somewhat to inflated
world oil prices. These attacks included both physical
sabotage and the kidnapping of workers. Another member
of MEND, Eduardo Atata, was extradited along with
Okah, and the two are charged with plotting a coup in
nearby Equatorial Guinea in addition to the arms traffick-
ing charges. While there are other militant organizations
that have engaged in violence against the oil industry,
Okah’s faction has proven the most resourceful and best
armed.

MEND is only the most prominent of numerous regional
groups that claim that the Nigerian oil industry, the largest
in Africa, has developed at high costs to the Niger Delta.
Many complain of a lack of development in parallel indus-
tries, high poverty, rampant oil pollution, and corrupt poli-
ticians who have become rich at the expense of the popula-
tion. As well, criminal groups have sprung up with close
ties to the government, making profits in trading stolen oil
and providing mercenaries for politicians stealing elec-
tions. (Combined dispatches)

This update is produced by the Transnational Threats
Project at the Center for Strategic and International
Studies (CSIS) and provides monthly news on terror-
ism, drug trafficking, organized crime, money launder-
ing, and other transnational threats. The TNT Update
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