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“Defending our Nation against its enemies is the first and fundamental commitment of the 
Federal Government. Today, that task has changed dramatically. Enemies in the past needed 
great armies and great industrial capabilities to endanger America. Now, shadowy networks of 
individuals can bring great chaos and suffering to our shores for less than it costs to purchase 
a single tank. Terrorists are organized to penetrate open societies and to turn the power of 
modern technologies against us.” 

President George W. Bush, 2002 National Security 
Strategy 

Organized Crime 
 
Organized Crime Threatens the Pacific Islands 
and the Carribean Countries 
 
Countries in the Pacific Islands, in particular, Papua 
New Guinea, face overwhelming transnational threats 
such as drugs, small arms and human trafficking, and 
money laundering, while state institutions have proven 
increasingly less capable to effectively address these 
problems. Government agencies in Papua New Guinea 
often collude with organized crime. For example, there 
have been cases of issuance of forged work permits in 
the Department of Labor and passport scams in the 
Department of Foreign Affairs, the latter claim being 
supported by Foreign Affairs Minister Sir Rabbie 
Namaliu. According to Lt. Colonel James Laki from 
Papua New Guinea’s National Research Institute, 
foreigners entering Papua New Guinea with false 
documents “could be involved in terrorism…and 
international crime syndicates…and are using [the 
country] as a staging post before moving to Australia, 
Canada or the U.S.”  
 
Greg Urwin, an Australian diplomat leading the 16-
nation Pacific Forum Secretariat, argues that 
transnational crime is a big law enforcement challenge  
 
in most weak states, including those in the South 

Pacific, a fact mainly attributed to the negative effects of 
globalization in which transnational crime thrives. 
Cross-border crimes further flourish in the atmosphere of 
long-standing internal conflicts in countries such as Fiji, 
Papua New Guinea, and the Solomon Islands.  
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In a similar vein, organized crime is eroding the stability 
of Caribbean islands such as Curacao, where violent 
crime surged this year thanks to drug-smuggling gangs, 
according to the police. Curacao, along with Haiti, 
Trinidad, and St. Martin, also increasingly serve as 
transshipment points for drugs to the United States and 
Europe. Money laundering in the Caribbean offshore 
havens, compounded by the involvement of Russian 
mobs since the late 1990s, remains prevalent. (Combined 
dispatches)  
 
European Union Acts to Counter Organized Crime in 
Bosnia 
 
Criminal gangs that have operated with relative impunity 
in Bosnia will now be targeted by a new EU military 
force, which is scheduled to take over from NATO in 
Bosnia. Major-General David Leakey, the British 
commander of the 7,000-member EU force (EUFOR), 
told the London Times that organized crime was the 
main impediment toward the creation of a democracy in 
Bosnia. It is widely believed that the organized crime 
groups are linked to political parties, thus preventing 
Bosnia from being admitted to the European Union. 
“The networks of criminals pervade Bosnian society and 
my aim will be to provide the security environment in 
which the police can act against these people,” Leakey 
said. There is concern that Islamic militants are taking 
advantage of the chaotic political environment and using 
Bosnia as an arms market and recruiting center.  
It is estimated that up to 100,000 women and children 
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have been victims of the many webs of human 
trafficking passing through the region. Many of the 
women come from Bosnia and other countries such as 
Moldova, Ukraine, Romania, Bulgaria, and Albania on  
their way to Western Europe. 
 
General Leakey compared Bosnia to Northern Ireland 
where traditional tribal politics continued to dominate 
the political scene: “Bosnia looks like a normal 
democratic country in which the population is mostly 
contented. But underneath the crust of normalcy, tribal 
warfare is still there. There is no appetite for 
bloodshed, but it’s difficult to break down the 
divisions. This is where the EU and the international 
community come in.”  
 
Widespread support for indicted war criminals and 
organized crime figures must be combated before 
Bosnia can be accepted to the EU. Twenty war 
criminals, including Radovan Karadzic, the former 
Bosnian Serb leader, and Ratko Mladic, the former 
head of the Bosnian Serb army, are still at large and 
are thought to be protected by Bosnian Serb politicians 
and well-entrenched organized crime figures. 
(Combined dispatches) 
  
Terrorist and Organized Crime 
Financing 
 
Fake Drugs Trade Feeds Organized Crime and 
Terrorism 
 
According to a leading European think tank, 
Stockholm Network, counterfeit drugs have become a 
profitable source of income for organized criminal and 
terrorist groups. Interpol recently warned of a link 
between the illicit medicine trade and Al Qaeda. 
Proceeds from fake drugs could be larger than those 
from heroin and cocaine, while the risk of trading them 
is low due to the lack of awareness on the part of law 
enforcement bodies. According to the former UK 
detective superintendent, Graham Satchwell, “China 
and African countries have a far greater awareness of 
the trade than is the case in western nations.”  
 
Thousands of people either died or were seriously 
harmed by fake drugs last year. The deaths of about 
100,000 people in China alone were attributed to 
taking such drugs. China is also a source of many fake 

drugs, where 994 drug-counterfeiting factories were shut 
down and medicines worth $60 million were confiscated 
in 2003. Poland and Russia are used as trafficking routes 
of many counterfeit goods both by organized criminal 
and terrorist groups.  
 
Trading in fake medicines has been present for many 
years, but recently, it is largely a problem for late-
developing countries because of their failure to examine 
drugs more carefully. This problem is compounded by 
the increased sophistication of counterfeit producers, 
who are able to fool experts. An even greater concern is 
the increase of forged life-saving drugs such as statins, 
which was discovered by law enforcement agencies 
largely by accident. Eric Noehrenberg from the 
International Federation of Pharmaceutical 
Manufacturers and Associations (IFPMA) says: “It 
makes it very difficult, if not impossible, to tell the true 
products from the fake ones, except through extensive 
chemical test.”  Traffickers are now looking at more 
profitable markets in Northern Europe and the United 
States. Counterfeit findings in the United States have 
already increased four-fold in recent years. (Combined 
dispatches) 
 
Bin Laden Reliant on Heroin Sales 
 
Osama bin Laden is now reliant on Afghan heroin sales 
to finance his fugitive lifestyle and to pay his army of 
bodyguards and warlords. According to Rep. Mark 
Steven Kirk (R-Ill.), bin Laden’s Al Qaeda terrorist 
network is raising $28 million a year through heroin 
trafficking. “We now know Al Qaeda’s dominant source 
of funding is the illegal sale of narcotics.” 
 
Though bin Laden has many allies and sympathizers in 
the area between Afghanistan and the Waziristan tribal 
regions, he is not fluent in the local dialect and cannot 
trust everyone as his entourage constantly moves. “He is 
a foreigner in a strange land,” Rep. Kirk said. “He must 
have money to buy off the local warlords. Operating a 
clandestine, heavily armed organization takes money and 
running narcotics is the natural way.” A well-used 
trafficking route is through the United Arab Emirates, 
where a kilo of heroin is worth $10,000, compared with 
only $2,000 in Quetta, Pakistan. 
 
It is believed that bin Laden’s major supplier is Haji 
Bashir Noorzai, a former Taliban financier who is 
known to traffic heroin from Kandahar to Al Qaeda 
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affiliates in Pakistan. There is now a growing effort to 
isolate bin Laden by attacking his drug trafficking 
income, and thus, his ability to pay bribe money to 
warlords and possibly Pakistani intelligence agents. 
Rep. Kirk has cosponsored legislation: The Counter-
Terrorist and Narco-Terrorist Rewards Program Act, 
which authorizes the State Department to reward 
informers on drugs and warlords.  
 
It appears, however, that U.S. officials have been 
hesitant as of yet to discuss bin Laden’s ties to drug 
trafficking. It could be an effort to stop or delay 
members of Congress from pressing the Pentagon to 
order troops to attack drug convoys. U.S. military 
commanders, however, say the 20,000 troops are 
already overburdened with combating Al Qaeda and 
Taliban insurgents. (Combined dispatches) 
 
Terrorism 
 
Domestic Terrorism in the United States 
Overlooked 
 
With the heightened concern over the threat of 
international terrorism against the United States in the 
wake of the September 11 terrorist attacks, the menace 
of domestic terrorism has taken a backseat in media 
coverage and government priorities, according to Mark 
Pitcavage, director of fact-finding for the Anti-
Defamation League, and Geoff Shank, U.S. Marshals 
Service chief inspector. Homegrown terrorists are 
large in numbers and could potentially pose a serious 
problem to the security of the country.  
 
The Southern Poverty Law Center estimated the 
existence of 751 hate groups in 2003. In 2003, right-
wing extremist members numbered nearly 25,000, with 
about 250,000 sympathizers. Groups such as neo-
Nazis, whose members and sympathizers number 
75,000 in the United States, seek out children with 
music, literature, and video games that promote hatred. 
In 2003, Mark Pitcavage reported: “The number of 
domestic terrorist acts in the past five years far 
outweighs the number of international acts.” 
 
Geoff Shank stresses that the threat of domestic 
terrorism takes various forms. They range from white 
supremacists, ecoterrorists, and antigovernment 
figures, to antiabortionists and black and Latino 

nationalists, who want a separate state for blacks and 
Latinos. These groups have serious intentions to inflict 
harm.  
 
Among some of the most flagrant cases is this October’s 
arrest of Demetrius “Van” Crocker in Tennessee, who 
sought to procure chemical weapons and explosives to 
detonate at a government building. Last spring he tried 
to find ways to obtain nuclear materials. In May of this 
year, William Krar, a white supremacist from Texas, was 
sentenced to more than 11 years for possession of 
weapons of mass destruction, a sodium-cyanide bomb 
capable of killing thousands, as well as a hundred 
explosives, weapons, ammunition, and white 
supremacist and antigovernment literature.  
 
The threat of domestic terrorism is not limited to a 
possible detonation of a weapon of mass destruction or 
placing explosives in a metropolis or near a government 
building. Antiabortion extremists threaten to strike 
clinics and doctors. Eco-terrorism, whose acts of 
violence, sabotage, or property damage are motivated by 
concern for animals or the environment, has been one of 
the main problems for the United States and is deemed a 
top domestic terrorism threat, according to the FBI. 
(Combined dispatches) 
 
A Terrorist Cell Broken Up in Kazakhstan  
 
The Kazakh authorities uncovered a terror cell led by 
former members of the Islamic Movement of Uzbekistan 
called Central Asia Mujahideen Jamaat, which is 
reportedly affiliated with Al Qaeda. According to the 
first deputy chairman of the Kazakh National Security 
Committee, Vladimir Bozhko, the group was present in 
Kazakhstan, Uzbekistan, Kyrgyzstan, and Russia, but it 
did not plan terrorist attacks against Kazakhstan. 
According to Interfax, the group took part in this year’s 
attacks in the capital of Uzbekistan, Tashkent.  
 
The group has trained women as suicide bombers and 
has masked their activities through robbery. About 1,000 
copies of literature and 2,000 audio and video cassettes, 
including Osama bin Laden’s speeches calling for jihad, 
were seized from arrested members. The Kazakh 
security forces also seized fake passports, parts of 
explosive devices, weapons, and ammunition. Among 
the 17 detainees were 9 Kazakh citizens, including 4 
women from the south of Kazakhstan, and 4 Uzbek 
citizens.  
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The group was funded both from inside the country 
and abroad and was guided by two emirs—an Uzbek 
and a Kyrgyz citizen—from abroad. Mr. Bozhko 
claims that these leaders, whose wives were also 
involved in terrorist activities, enlisted about 50 
Uzbeks and 20 Kazakhs, some of which were destitute 
women, who became Wahhabi devotees and received 
training in Al Qaeda camps. The security forces claim 
that the group has now been eliminated in Kazakhstan. 
 
The Kazakh National Security Committee noted that 
Kazakhstan should mount an ideological fight against 
terrorism. This would involve deeper analysis, 
understanding, and elucidation of motives of those 
who join terrorist ranks, as well as the improvement of 
laws to fight terrorism more effectively. Such 
measures are needed in view of the number of threats 
against Kazakhstan’s security emanating from groups 
such as Al Qaeda, the Islamic Movement of 
Uzbekistan, and the East Turkistan Islamic Party. 
(Combined dispatches) 
 
European Prison Systems Breed Radicals 
 
The proportion of Muslims in European prison systems 
has been rapidly growing, reflecting Europe’s large 
Muslim immigrant community, most of whom are 
young. While there are no official data logs on 
statistics of race and ethnicity of prisoners in Europe, 
prison population experts warn of the dangers of the 
disproportion of Muslim inmates.  
 
The fear of Islamic militants and radicals proselytizing 
is real. Baltazar Garzon, Spain’s chief counterterrorism 
magistrate, recently recalled that the men accused of 
conspiring to blow up Spain’s main counterterrorism 
court were recruited from among fellow inmates by an 
Islamic militant who was serving prison time for credit 
card fraud. Inmates convicted of terrorist-related 
crimes or those deemed to be proselytizing have only 
recently been separated from the larger prison 
community. 
 
“Islam is becoming in Europe, especially France, the 
religion of the repressed, what Marxism was in Europe 
at one time,” said Farhad Khosrokhavar, an Iranian-
French academic who has written a book on Islam in 
prisons. He has said that the “growing Muslim prison 
population is evidence of an Islamic underclass that is 

developing across Europe and, at its margins, is 
increasingly sympathetic to the ideology of radical 
Islam.” 
  
Europe has been slow in response to the status-quo 
regarding prison policies, as a result of the morphing 
ethnic and religious prison population. France has been 
hesitant to approve the appointment of Muslim chaplains 
for prisons. However, the warning signs are obvious. 
Neglect of the spiritual needs of Muslim prisoners 
breeds anger and resentment, which paves the way for 
the potential acceptance of more radical interpretations 
of Islam. Few prisons carry traditional Islamic halal 
meat, butchered to Islamic dietary laws, or hold religious 
services. “This feeds back into the community of 
Muslims outside the prisons, who hear what goes on, and 
are disturbed by it…it feeds their sense of alienation,” 
said James Beckford, a sociology professor at Warwick 
University in Britain, who has studied the subject of 
Muslims in prison. (Combined dispatches)  
 
Insurgency in Southern Thailand Threatens to 
Spread 
 
In early November, a Buddhist village leader was found 
beheaded in Thailand’s Muslim majority south. It is 
likely that this attack is just the latest in a wave of 
revenge attacks for the deaths of 84 Muslim protestors 
who suffocated when they were stacked on top of each 
other on the back of army trucks on October 5, 2004. 
Though turmoil in southern Thailand is not a new 
phenomenon, authorities are cracking down harder 
because the unrest is beginning to spiral out of control. 
Purist Wahhabi teachings have consistently gained 
prominence in southern Thailand’s many private Islamic 
madrassas since militants who fought with the 
mujahideen in Afghanistan returned home.  
 
More recently, the war in Afghanistan and inspiration 
from Osama bin Laden and Al Qaeda have led to the 
creation of a regional “brotherhood” of militant Islamic 
fighters, whose stated goal is the creation of an Islamic 
state covering Indonesia, Malaysia, Singapore, Brunei, 
southern Thailand, and the Muslim region of the 
southern Philippines. Though the Thai militants were 
once local and isolated, they now have established links 
with Indonesia’s Jemaah Islamiah and Malaysia’s 
Kumpulan Mujahideen, both of which belong to Rabitat-
ul Mujahideen, a regional umbrella organization 
composed of radical Islamic militants.  



 5

Transnational Threats Initiative • Center for Strategic and International Studies 
1800 K Street, NW • Washington, DC 20006 • Tel: (202) 775-3282 • Fax: (202) 785-1688 • http://www.csis.org/tnt 

 
As stated in a white paper on terrorism by the 
Singaporean authorities in January 2003, “because of 
their links with Al Qaeda, the regional groups have 
become more radical and extreme in their ideology, 
methods, and capabilities. They have also blended Al 
Qaeda’s agenda of global jihad against Americans and 
other ‘enemies’ of Islam into their own local agendas.” 
 
The Thai authorities seem to have only worsened the 
deteriorating condition with a brutal crackdown. More 
than 400 people have been killed this year in reprisal 
attacks by both sides, most of whom were civilians. 
Though authorities have recently tried to show 
restraint by removing Lt.-Gen. Pisarn 
Wattanawongkeeree while the results of the inquiry 
into the October 5 killings are pending, an inquiry into 
an incident on April 28, 2004, in which the army killed 
about 100 Muslim youths at a mosque, has been 
covered up.  
 
It is clear that there are terrorist cells in Thailand and it 
is likely that they can easily recruit Muslim youths 
from southern Thailand who have been bred on a 
militant ideology inspired by Al Qaeda’s global jihad. 
These groups have demonstrated their capabilities with 
the 2002 Bali bombing and the Hilton Hotel and 
Australian embassy bombings. This spiraling 
insurgency will certainly worsen and is a clear threat to 
Thailand’s national security, as well as to the 
surrounding Southeast Asian countries. (Combined 
dispatches)  
 
Money Laundering 
  
European Union Tightens Measures on Cash 
Movement 
  
In an attempt to toughen their antiterrorism and money 
laundering efforts, 25 member countries of the 
European Union adopted legislation on limiting cash 
movement, which is awaiting final approval by the 
European Parliament. The current level of cash 
movement, which varies by country, will be replaced 
by a requirement to declare transport of more than 
10,000 euros ($13,000), a limit that also applies to 
electronic transfers. Any undeclared cash will be 
subject to confiscation. Also, legal proceedings will be 
initiated against travelers failing to report the cash.  
 

The United States expressed its approval of the EU’s 
measures to trace large cash movements. According to 
Stuart Levey, undersecretary for enforcement at the U.S. 
Treasury, terrorists increasingly use cash couriers 
because of the significant crackdown of funding through 
bank transfers, evidenced by the successful freezing of 
$142 million in assets of suspected terrorist-linked 
groups and individuals, as well as the designation of 393 
people as supporters of terrorism. Mr. Levey would like 
to further pursue the cutting of terrorist funding by 
urging the EU to clamp down on charities linked to 
terrorists such as the Palestinian Islamic group Hamas. 
The United States is also collaborating with 32 other 
countries and regional organizations through the 
Financial Action Task Force to draw up common rules 
and benchmarks to deal with charities. (Combined 
dispatches)  
 
Canada Is Seen as a Money Laundering Haven 
 
The Canadian government’s financial intelligence unit 
reported that financial transactions linked to terrorist 
financing totaled $70 million this year, which is more 
than three times the amount found in 2003. The report 
comes at a time when two-thirds of banks around the 
world have informed their police agencies of an increase 
in the volume of suspicious activities.  
 
The report indicated that Canada is used as a base for 
funding terrorist groups, though no specific organization 
was named. The police claim that groups such as Al 
Qaeda, the Tamil Tigers, Hezbollah, and Sikh extremists 
are scrutinized for their possible ties to money 
laundering in Canada. Martin Rudner, director of the 
Canadian Center of Intelligence and Security Studies at 
Carleton University, is confident that Canada is a 
popular site for Al Qaeda’s financial transactions: “Al 
Qaeda and its far-flung network of affiliates and cells 
have become increasingly dependent on local 
fundraising in Canada and elsewhere, and on money 
transfers in and out of this country.”  
 
Criminal groups and terrorists use Canada as a sanctuary 
because it has a stable banking system and it is rather 
lenient on criminals. Moreover, according to James 
Hunter, president of KPMG Forensic, Canada lacks the 
“enforcement mentality” of the United States. For 
example, there is a less vigorous attempt to address 
white-collar crime. Although investigators are making 
progress in uncovering terrorist financing and expanding 
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their collaboration with the police, intelligence bodies, 
and the private sector, a recent report of Canada’s 
auditor-general revealed that cooperation between the 
country’s law enforcement agencies and the Revenue 
Agency has been poor. This is partly due to the limits 
imposed by tough privacy laws on the ability of the 
Financial Transactions Reports Analysis Center 
(FINTRAC), created in 2000 as part of Canada’s 
attempt to combat money laundering, and to share 
intelligence with the police.  
 
FINTRAC receives around 10 million transactions per 
year, but it forwarded only 197 possible cases to the 
police over the past two years. The police agencies, in 
turn, are sometimes reluctant to share sensitive data 
with FINTRAC because they expect “little back from 
the agency.” Often, law enforcement agencies are 
alleged to have overlooked the information provided 
by FINTRAC. Sponsors of terrorists and criminals also 
use lawyers to do banking because they are exempt 
from disclosure regulations, which pose another 
difficulty to Canada’s efforts to tackle money 
laundering. The auditor-general noted that FINTRAC’s 
information sharing with Canada’s Revenue Agency 
was important because “often where cases do not meet 
the threshold for criminal prosecution, civil liability 
for unpaid taxes may be possible.” (Combined 
dispatches) 
 
War on Terror 
 
European Police Forge Closer Ties to Fight 
Terrorists 
 
Spurred to act after the March 11, 2004, Madrid train 
bombing and the recent arrest of a French pedophile 
for a cross-border rape and killing spree between 1987 
and 2001, European states have united in a vision for a 
new way of policing Europe. This involves sharing 
crime-fighting technologies, joining together 
investigation teams, and sharing criminal records and 
intelligence, all of which until recently have been 
considered state secrets, even in the environment of 
European integration.  
Genevieve Bourdin, head of international coordination 
with the French police, said “police cooperation now 
has a very broad support in Europe. Recent events 
provide us with a good reason to cooperate—a terrorist 
attack could happen anywhere, anytime.”  
 

Critics, however, have repeatedly warned that European 
police coordination is hindered by national rivalries and 
differences in law enforcement techniques and 
procedures. “French police are not easy to work with, 
Spanish police are more difficult, but the worst are the 
Italians,” explained Paul Van Thielen, general director of 
the Belgian police force. “Their services are so complex 
we have to have a full-time liaison officer in Italy.” 
 
The admission of eight new East European members to 
the EU has also added to the difficulties. Though they 
have been slowly reforming their legal systems to 
comply with the accepted EU standards, decades of 
Soviet and Communist rule have long-lasting legacies. 
“They don’t understand that we can’t go into someone’s 
house with a simple e-mail request and no mandate from 
a judge,” said Van Thielen. But eastward EU expansion 
has allowed western European police forces to work 
closely with their eastern counterparts and jointly crack 
down on organized criminal gangs that had formerly 
operated with impunity and had already penetrated the 
EU. 
 
Despite many differences, European states are pushing 
ahead with police and investigation integration. Though 
authorities have ruled out the creation of a European 
federal police force, what could be considered a 
European FBI, the EU has appointed an antiterrorism 
czar and has made provisions to speed up extradition and 
deportation of suspects. (Combined dispatches)  
 
This update is produced by the Transnational Threats 
Initiative at the Center for Strategic and International 
Studies (CSIS) and provides monthly news on 
terrorism, drug trafficking, organized crime, money 
laundering, and other transnational threats. The TNT 
update draws on several U.S. and international media 
sources, including Associated Press, Agence France 
Presse, Reuters, Xinhua News Agency, World Tribune, 
Afghan News, and others.  
CSIS does not take specific public policy positions; 
accordingly, all views, positions, and conclusions in 
this publication should be understood to be solely 
those of the author(s). 
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