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“Defending our Nation against its enemies is the first and fundamental commitment of the 
Federal Government. Today, that task has changed dramatically. Enemies in the past needed 
great armies and great industrial capabilities to endanger America. Now, shadowy networks of 
individuals can bring great chaos and suffering to our shores for less than it costs to purchase 
a single tank. Terrorists are organized to penetrate open societies and to turn the power of 
modern technologies against us.” 

President George W. Bush, 2002 National Security Strategy 
 

Terrorism 
 
Terrorism Web Emerges from Madrid Bombings 
 
Evidence of loosely connected terrorist networks is 
emerging from the investigation of the March 11 
Madrid bomb attacks. The key suspects in the 
bombing have ties to Islamic militants across Europe 
and North America. They share the same goal and are 
inspired by Osama bin Laden, but have few direct 
links to Al Qaeda. The Madrid bombings illustrate 
how “the threat has shifted from Al Qaeda to 
associate organizations,” says Rohan Gunaratna, the 
author of Inside Al Qaeda: Global Network of Terror 
(Columbia University Press, 2002). 
 
The tactic and timing of the attacks illustrate some 
worrying new developments. Until now the preferred 
method of Al Qaeda was suicide bombings. Setting 
off 13 complex remote-controlled bombs at the height 
of rush hour, on the eve of Spanish elections, 
indicates a new level of sophistication. Intelligence 
officials speculate that these devices, once built, 
needed testing to determine what kinds of factors 
could inhibit detonation and that such a complex plan 

probably required several “dry runs.” According to 
British MI5 intelligence officers, the Madrid bombings 
would have required a higher degree of planning than 
the September 11, 2001, attacks. 
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The Madrid bombings came as a complete surprise. 
U.S. intelligence agencies picked up none of the 
communication “chatter” that has, up to now, been a 
warning sign of a major attack. In fact the absence of 
any prior intelligence about a planned attack is now 
one of the biggest causes of concern among European 
and U.S. security chiefs. 
 
European officials are calling for better cooperation 
and coordination of intelligence. European Union 
ministers have appointed Gijs de Vries, a former Dutch 
deputy interior minister, as Europe’s first antiterrorism 
coordinator. The antiterror “czar” will face a 
considerable challenge given the myriad legal and 
cultural standards within Europe. Agreeing to a 
common legal definition of terrorism would be a good 
start. (Combined Dispatches) 
 
Jemaah Islamiah Terror Army on the Rise 
 
The terrorist group Jemaah Islamiah (JI) is said to have 
between 3,000 and 5,000 followers in Indonesia. 
Radical Islamic schools in the region are producing 
even more recruits, potentially adding to the ranks of 
the expanding JI network. Terrorism experts 
previously estimated that JI had no more then 50 
organizing operations and a few hundred members 
after the arrests that followed the Bali bombing. These 
figures are now believed to be a gross underestimate of 
the increasingly adaptable JI network. Jemaah Islamiah 
investigator Glen Fisher says that after Bali, JI has 
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The Institute for War and Peace Reporting (IWPR) 
assessed that there is no immediate threat of 
widespread uprising by existing Islamic radical 
organizations, such as the Islamic Movement of 
Uzbekistan (IMU) and Hizb-ut-Tahrir, yet “these 
groups—or new ones—could play a critical role if 
disturbances, sparked by social and economic causes, 
escalate into violence.” The IMU has been weakened 
by the U.S.-led antiterrorist campaign but 
Kyrgyzstan’s foreign minister, Askar Aitmatov, said 
that there is still no foreseeable end to terrorist activity 
in the region. After being driven out of Afghanistan in 
2001, the IMU is now regrouping in Central Asian 
countries. 

become much more “operationally savvy” and less 
hierarchical as an organization. “They have learnt 
from our response to Bali,” he added. 
 
Australia’s foreign minister, Alexander Howard, 
warned, “three to five thousand people can do a lot of 
damage if they get their hands on TNT.” Key bomb 
makers, Malaysians Azahiri bin Husin and Noordin 
Hohammad Top, both vital to the JI operational 
network, remain at large, along with the network’s 
titular leader Abu Dujanah. They are said to be hiding 
in Indonesia, possibly in Java. 
 
Minister Howard pointed to the hard-line Indonesian 
Islamic schools (the pesantren) as another cause for 
concern. Much like the madrassas in Pakistan, the 
pesantren could be a breeding ground for the new 
generation of extremists and potential terrorists. 
Howard is also disturbed by the continuing flow of 
money from wealthy Wahabist Saudis and Yemenis 
pouring into the mosques in Southeast Asia, which is 
used to promote radical Islamic ideology. 

 
Kyrgyzstan is one such preferred sanctuary for Al 
Qaeda–linked terrorist groups. With its porous borders 
and widespread corruption, Kyrgyzstan has “the most 
favorable conditions for terrorist attacks and for former 
members of the Islamic Movement of Uzbekistan to 
settle down,” said Azizbek Karimov, who was 
sentenced to death in January in Uzbekistan. He was 
involved in two Kyrgyzstan bombings that killed eight 
people. 

 
Australia has also been urging Indonesia to keep the 
alleged spiritual leader of JI, Abu Bakar Bashir, in 
prison. Bashir was sentenced to four years in jail in 
September 2003 for immigration offences; he was 
acquitted of the charge of leading JI. The Supreme 
Court in Jakarta ruled his sentence should be reduced 
and that he be set free in the next few weeks. In an 
interview conducted in his cell in Jakarta’s Salemba 
jail, Bashir sent a clear message, “I am convinced that 
sooner or later America, and the countries that assist 
it, will be destroyed in the name of Allah.” The 
Australian government is concerned that his release 
will incite more violence. (Combined Dispatches) 

 
Unlike Uzbekistan, which is known for its religious 
repression, Kyrgyzstan has the reputation of being the 
most open country of all former Central Asian Soviet 
republics. Deputy Interior Minster Keneshbek 
Duishebayev said that terrorists “take advantage of our 
liberal political regime.” (Combined Dispatches) 
 
Piracy 
 
Rise in Piracy Exposes Vulnerability to Terrorism 
  Criminal gangs, smugglers, and Islamic militants are 
thriving in the Strait of Malacca, bordered by 
Singapore, Indonesia, and Malaysia. The channel, no 
more than one and a half miles wide at its narrowest 
point, is a vital link between the Indian and Pacific 
Oceans. Thirty percent of the world’s traded goods 
pass through the Strait of Malacca. In the last few 
years the region has witnessed a rise of piracy attacks. 
Last year was the second worst on record since 1991, 
the International Maritime Bureau reported. Most of 
the 445 actual and attempted attacks occurred in the 
poorly policed waters of Indonesia. Experts say that 
such incidences are on the rise because of increasing 

Terrorism on the Rise in Central Asia 
 
At least 40 people have been killed in Uzbekistan in 
violence that authorities have linked to Islamic 
radicals. There is no consensus yet on which group is 
responsible for the suicide attacks but President Islam 
Karimov indicated that the attacks might have been 
committed by Hizb-ut-Tahrir (the Party of 
Liberation). Aleksei Malashenko, an expert on 
Central Asia at the Carnegie Foundation in Moscow, 
commented that the bombings were coordinated, 
politically focused, and aimed at U.S. allies that 
participate in combating international terrorism. 
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A hunt for dozens of Islamic extremists in Yemen also 
yielded some success. Security forces captured one of 
the top leaders of Al Qaeda in Yemen: Abdul Rauf 
Nassib. Nassib is also one of the most senior Al Qaeda 
officials. (Combined Dispatches) 

poverty, rebel activity, and lawlessness in Indonesia. 
 
The increase in piracy attacks is particularly worrying 
due to the vulnerability to terrorism of this 
strategically important waterway. Singapore’s defense 
minister, Teo Chee Hean, warned, “the damage could 
be horrific if terrorists turned supertankers … or 
chemical carriers into floating bombs.” The 
Australian government has alerted its maritime 
security of the possibility of terrorists detonating 
floating bombs in the nation’s ports. Transport 
Minister John Anderson said there was a danger of oil 
and gas tankers being hijacked and used as bombs or 
to smuggle terrorists into Australia. 

 
Africa: A New Hub for Al Qaeda 
 
U.S. Special Forces are hunting for members of the 
Salafist Group for Call and Combat (GSPC) along 
Algeria’s southern border with Mali. GSPC has links 
to Al Qaeda and is suspected in terrorist plots in 
Europe and the United States. The little-known 
military operation is aimed at destroying a crucial 
North African recruiting hub for the terrorist network. 
U.S. intelligence officials believe Algerians represent 
the third-largest pool of Al Qaeda recruits, after Saudi 
Arabia and Yemen. 

 
Indonesian authorities, faced with a massive 
challenge in policing its waters and 17,000 islands 
(that would stretch from New York to San Francisco 
if superimposed on a map of the United States), are 
asking the international community for help. With 
only 117 ships, including 57 patrol boats, the 
Indonesian Navy is grossly under equipped and 
understaffed. Until the regional security cooperation 
efforts bear fruit, ships passing through the Malacca 
Strait remain vulnerable. (Combined Dispatches) 

 
Officials say that many of the group’s members, 
estimated to be as high as 3,000 fighters, have been 
trained in bin Laden’s Afghan camps. “Almost all of 
the Al Qaeda cells that have been picked up in Europe 
have some link to this group,” said Evan Kohlmann, 
terrorist specialist at the Investigative Project in 
Washington, D.C.  

Bin Laden/Al Qaeda  
The United States has been working closely with local 
security forces, and its antiterrorism campaign is a part 
of a wider effort in the Sahel region of Africa. The 
Pan-Sahel Initiative “provides training and support to 
Chad, Niger, Mali, and Mauritania to help them 
control their borders, interdict smuggling, and deny 
use of their national territories to terrorists and other 
international criminals,” a U.S. Defense Department 
official said. This initiative began last November and 
received almost no public notice. Sahel, on the 
southern fringe of the Sahara, is considered to be a 
“lawless” region with little government control over 
trafficking in arms and explosives and kidnapping. 

 
Top Al Qaeda Officials Killed in Saudi Arabia 
 
Saudi Arabian security forces killed the suspected 
chief of Al Qaeda on the Arabian Peninsula. Khaled 
Ali Haj, also known by the name of Abu Hazim al-
Sha’ir was the “most dangerous” Al Qaeda operative, 
a ministry official said. Haj is believed to have trained 
in Al Qaeda Afghan camps in 1999 and was later 
Osama bin Laden’s bodyguard. U.S. officials have 
tied him to the May 12 bombings of residential 
complexes in Riyadh as well as some Saudi-based 
planning of operations targeting the United States.   As Al Qaeda is under pressure in various parts of the 

world, it might be looking to the deserts and jungles of 
Africa as a safe haven where terrorists could train and 
plan new attacks, the deputy head of U.S. forces in 
Europe said. With its weak government and easily 
bribable authorities, Africa seems like an ideal 
location. Despite of its vast territories, African armies 
are fairly small and poorly equipped. “It’s an area we 
think is becoming appealing potentially for terrorist 

In addition, Saudi security forces arrested another 
leading member of the Al Qaeda network, who was 
also on the Interior Ministry’s most-wanted list. 
Abdallah Ben Mohammad Ben Rachid al-Roshood, 
the spiritual leader of armed groups affiliated with Al 
Qaeda, was arrested on March 14 after a tip-off from 
area residents as to his whereabouts. 
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organizations of individuals to operate with semi-
impunity,” Gen. Charles Wald (USAF) said. 
 
The new focus on Africa marks a change for the 
United States, which has thus far been reluctant to 
become militarily involved in the unstable continent. 
(Combined Dispatches) 
 
Organized Crime and Terrorism 
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Stolen Blank Passports Aiding Terrorists 
 
Hundreds of thousands of stolen blank passports 
along with millions of other virgin documents allow 
known terrorists to cross borders unnoticed. Interpol’s 
secretary general, Ronald Noble, said that only 34 out 
of 181 member states are sharing their data and that 
these countries alone report 80,000 missing passports. 
Multiplying the number on the list of 34 members by 
a factor of 5, the number of missing passports would 
hover around 400,000. 
 
Although the number of passports stolen from 
travelers is higher, blank passports cause more 
concern because they allow terrorists to insert a 
picture, information, and a name of choice. A whole 
range of other stolen permits and certificates allow 
suspect individuals to obtain visas or create false 
identities. Criminal organizations are making a hefty 
sum selling documents to anyone willing to pay for 
them or to terrorist groups that use them for the 
movement of their members. “Criminals and terrorists 
know how law enforcement works,” Noble said. They 
use a valid stolen passport for quick border crossings 
once or twice before the passport number is reported 
and entered into the database. Anyone can use a 
custom-made blank passport to move across borders 
undetected, unless the passport number appears in a 
worldwide, computerized database. 
 
Among the countries that are not sharing their 
databases are the United States, Britain, and 
Germany. (Combined Dispatches) 
 
Kyrgyz Border Violators Use Forged Passports 
 
A Kyrgyz newspaper reported that almost 80 percent 
of Kyrgyz border violators were Kyrgyz citizens with 
forged documents. Over the last year 145 violators 

were detained at the borders, most of them were 
women going to Arab countries and labor immigrants 
heading to Western Europe. Criminal groups in 
Kyrgyzstan have extensive experience in forging 
passports and other documents. The newspaper article 
also stated that the cost of a forged passport in 
Kyrgyzstan is around $350, yet an Uzbek citizen 
caught at the border revealed that he had obtained a 
forged Kyrgyz passport in Moscow for $3,600. 
 
Adding to the problem is the corruption among the 
police officers and border guards in Kyrgyzstan. Two 
members of the Islamic Movement of Uzbekistan, 
Karimov and Izatulloyev, sentenced to death for 
involvement in two Kyrgyzstan bombings, also used 
fake passports to gain entry into the country in 2002. 
Karimov said he was detained by a border official 
when he flew to Kyrgyzstan but was released after 
paying a $100 bribe. 
 
Kyrgyzstan has long been criticized by international 
organizations for the simplicity of its passport system 
and the low quality of its identity documents. The 
Kyrgyz government is expected to introduce new 
identity documents this year. (Combined Dispatches) 
 
Nuclear 
 
U.S. Soft Line on Pakistan’s Nuclear Smuggling 
 
The Pakistani offensive against Al Qaeda in the remote 
tribal areas of the country coincides with the Bush 
administration’s decision to ignore long-held 
suspicions that Pakistan was involved in nuclear 
smuggling. The timing of the spring offensive has led 
to allegations that Washington and Islamabad had 
struck a deal. Both sides, of course, vehemently deny 
such arrangements. 
 
General Pervez Musharraf pardoned Dr. A.Q. Khan for 
his nuclear dealings while claiming that the Pakistani 
government had no knowledge of the national hero’s 
involvement in a nuclear smuggling ring. The Bush 
administration quickly accepted both decisions. 
Moreover, Colin Powell announced last week that 
Pakistan will become a member of the United States’ 
“major non-NATO ally” club, a status that gives it 
advantages in acquiring sophisticated weapons. 
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Most observers argue that the United States’ actions 
reflect its desire to stamp out terrorism and 
proliferation, as well as fear of what might happen in 
Pakistan if Musharraf falls. According to other 
assessments, punishing Pakistan for its nuclear 
proliferation might reveal some truth about the 
involvement of prominent U.S. government and CIA 
officials in the controversial “BCCI affair.” 
 
Bank of Credit and Commerce International (BCCI) 
owned by a Pakistani, Agha Hasan Abedi, was chosen 
by the CIA to put through the Iran-contra arms deal. 
The bank’s collapse in 1991 revealed its illegal 
penetration of the U.S. banking system through a 
takeover of the First American Bank. The matter 
became the subject of an investigation by the Senate 
Foreign Relations subcommittee chaired by John 
Kerry. The subcommittee’s report concluded that 
BCCI was involved in the sale of nuclear technology 
along with other criminal activities such as drug 
trafficking, illegal arms deals, prostitution, and money 
laundering. The report also found that BCCI 
cultivated ties with many prominent U.S. figures—
former defense secretary Clark Clifford, CIA directors 
Richard Helms and William Casey, and former 
president Jimmy Carter. Given that BCCI’s owner 
Abedi had close links to Pakistan’s Inter-Services 
Intelligence agency (ISI) and Pakistani leadership, 
information related to its involvement with so many 
high-ranking U.S. officials gives Pakistan’s 
leadership considerable leverage over the United 
States. 

Transnational Threats Initiative • Center for Strategic and International Studies 

 
Robert Baer, a former CIA official with extensive 
experience in the region argues that the United States 
and Pakistan “knew about A.Q. Khan for years and 
they turned a blind eye.” Such claims make the 
speculation that the “BCCI affair” still looms large 
over many leading personalities credible. (Combined 
Dispatches) 
 
Homeland Security 
 
Vulnerability of U.S. Food Supply 
 
The outbreak of bird flu and an isolated case of mad 
cow disease exposed the vulnerability of U.S. 
agriculture and the economic disruption that could 
result. The quick spread of disease among an animal 

population that is highly concentrated points to a weak 
link in the U.S. food system that could be exploited by 
terrorists. Tampering with food products or 
intentionally spreading a disease could cause massive 
damage to the economy, according to government and 
industry officials. Lawrence J. Dyckman, director of 
natural resources and environment for the General 
Accounting Office, said that from “farm to table,” the 
agriculture and food sector offers many vulnerable 
targets. These include crops, livestock, processing and 
distribution facilities, wholesale and retail outlets, 
storage, transportation, and research labs. 
 
Although the danger of diseases is nothing new for the 
food sector, the terrorist threat adds new uncertainty to 
this vital part of the economy. The U.S. Commerce 
Department estimates that food production accounts 
for 10 percent of annual economic output in the 
country. Despite the fact that farming directly employs 
less then 3 percent of the U.S. population, one in eight 
people work in an occupation directly supported by 
food production, according to the latest RAND study. 
(Combined Dispatches) 
 
Narcotics Trafficking 
 
Haitian Rebels Backed by Drug Money 
 
Haiti’s rebel leader Guy Philippe is under investigation 
for alleged drug trafficking, raising suspicion that the 
overthrow of President Jean-Bertrand Aristide was 
financed by cocaine money. The Drug Enforcement 
Agency (DEA) began investigating Philippe in the late 
1990s building up a large file on his drug activities. 
The DEA reports show that Aristide’s ruling Lavalas 
Family Party was also deeply involved in the drug 
trade. Aristide’s confidant, Beaudoin “Jacques” 
Ketant, who was sentenced in Miami for smuggling 40 
tons of cocaine, accused Aristide of turning Haiti into a 
“narco-country” and taking payoffs from drug 
traffickers. 
 
Haiti does not produce drugs but serves as a transit 
point. Narcotics move in bulk from Colombia in 
planes, fishing vessels, freighters, and boats to Haiti 
where the shipment is broken down into smaller units 
and then smuggled to Miami, the Bahamas, or Puerto 
Rico. Joe Kilmer, spokesman for the DEA’s field 
office in Miami, said that between 8 percent and 10 
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He said that inventories of military equipment had 
revealed a gaping hole equivalent to some $189 
billion. This is a stunning number compared to 
Ukraine’s entire budget last year, which amounted to 
$10 billion. Marchuk’s statement drew renewed 
attention to numerous reports of military equipment 
leaking out of Ukraine amid post-Soviet turmoil. An 
official investigation is said to be under way. 
(Combined Dispatches) 

percent of all seizures in South Florida come from 
Haiti and many more via the country. He estimates 
that, of the 350 metric tons of cocaine leaving 
Colombia every year, as much as 75 metric tons pass 
through Haiti. (Combined Dispatches) 
 
China’s Rising Drug Problem 
 
Tons of heroin are streaming over China’s border 
with Myanmar. According to Vice Minister of Public 
Security Luo Feng, 80 percent of heroin produced in 
the “Golden Triangle” nations—Laos, Myanmar, and 
Thailand—last year was shipped to the PRC. 

 
 
This update is produced by the Transnational 
Threats Initiative at the Center for Strategic and 
International Studies (CSIS) and provides 
monthly news on terrorism, drug trafficking, 
organized crime, money laundering, and other 
transnational threats. 

 
“In 2003, the Golden Triangle produced 70 to 80 tons 
of (pure) heroin, about 80% of which entered China 
overland through Sino-Myanmese borders,” he added. 
Drug addiction has become a major threat to public 
order. Last year the official number of drug addicts in 
the mainland was 1.05 million, of which 740,000 
were addicts (the rest being former addicts). Of those 
740,000 addicts, 643,000 were heroin addicts. Drug 
abuse is causing great economic losses. “Heroin alone 
would cost 27 billion yuan a year ($3.3 billion), if 
each addict used 0.3 grams a day,” Luo said. 

 
CSIS does not take specific public policy 
positions; accordingly, all views, positions, and 
conclusions in this publication should be 
understood to be solely those of the author(s). 
 
© 2004 by the Center for Strategic and 
International Studies. 

 
Just in the last month China’s international antidrug 
cooperation has resulted in the cracking of a major 
cross-border drug ring and the seizure of $12 million 
U.S. worth of methamphetamine. China has also 
stepped up cooperation with Laos and Myanmar and 
is holding talks with Russia and Iran to combat drug 
trafficking trade. (Combined Dispatches) 
 
Weapons Proliferation 
 
Ukraine Missing Several Hundred Missiles 
 
Several hundred decommissioned Soviet-built 
surface-to-air missiles are unaccounted for in 
Ukraine’s military arsenal, Ukrainian defense minister 
Yevhen Marchuk said. The minister suggested that 
they have been dismantled without proper accounting 
rather then being stolen or sold. The Defense Ministry 
spokesman, Kostyantyn Khivrenko, said the minister 
was referring to S-75 air defense missiles, known in 
the West as SA-2s. Marchuk blamed his predecessors 
for not observing proper accounting practices when 
dealing with the missiles and other weapons. 
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