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“Defending our Nation against its enemies is the first and fundamental commitment of the 
Federal Government. Today, that task has changed dramatically. Enemies in the past needed 
great armies and great industrial capabilities to endanger America. Now, shadowy networks of 
individuals can bring great chaos and suffering to our shores for less than it costs to purchase 
a single tank. Terrorists are organized to penetrate open societies and to turn the power of 
modern technologies against us.” 

President George W. Bush, 2002 National Security Strategy 
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the U.S. Southern Command. Specifically, U.S. officials 
want to know if a Venezuelan of Arab descent named 
Hakim Mamad al Diab Fatah, deported to Venezuela for 
immigration violations in March 2002, had ties to any of 
the September 11 hijackers. Diab Fatah may also be tied 
to the Caracas mosque of Sheik Ibrahim bin Abdul Aziz, 
which has caught investigators’ attention after one of the 
mosque’s officials was recently arrested in London for 
carrying a grenade on a Caracas-London flight. 
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errorism 
enezuela: Center for Terrorism? 

iting unnamed Bush administration aides and senior 
.S. military and intelligence officials, the October 6 

dition of the weekly magazine U.S. News and World 
eport charged that “Venezuela is emerging as a 
otential hub for terrorism in the Western Hemisphere, 
roviding assistance to Islamic radicals from the 
iddle East and other terrorists.” President Hugo 
hávez Frías could soon be America’s newest 
emesis, having forged close ties with Cuba’s Fidel 
astro and befriending some of America’s other 
otorious enemies, traveling to Saddam’s Iraq and 
adhafi’s Libya. 

ccording to the magazine, thousands of Venezuelan 
dentity documents are being distributed to foreigners 
rom Middle Eastern nations, including Syria, 
akistan, Egypt, and Lebanon, and these documents 
cédulas) could prove useful in obtaining Venezuelan 
assports and American visas. Islamic radical groups, 
ncluding HAMAS, Hizballah, and Islamiyya al 
ammat, have gained a foothold within local “cells” in 
enezuela’s Arab community and are financing terror 

hrough money-laundering and drug-trafficking 
perations according to Gen. James Hill, the head of 

Venezuela has long been charged with supporting armed 
opposition and narco-terror groups from neighboring 
Colombia. Some training camps located in Venezuelan 
territory would serve for both Colombian rebels like the 
FARC and Venezuelan armed groups. Also, Cubans are 
suspected of working inside Venezuela’s paramilitary 
and intelligence apparatus. The Venezuelan government 
has denied all of the charges. Venezuela’s ambassador to 
the United States, Bernardo Alvarez, even asked the U.S. 
government to respond to the U.S. News and World 
Report article. The U.S. charges against Chávez 
followed a September 24 speech in which the 
Venezuelan president asked the United States to crack 
down on Venezuelans and Cubans reportedly training in 
Florida to kill him. (Combined Dispatches) 

The PA Smuggles in Antiaircraft Missiles 

The Palestinian Authority (PA) is said to have succeeded 
in smuggling antiaircraft missiles in from Egypt. A 
Palestinian security officer detained by Israel asserted 
under interrogation that the PA used more than a dozen 
tunnels that extend from the southern Gaza town of 
Rafah to Egypt’s Sinai Peninsula for the smuggling of 
antiaircraft and antitank missiles, insurgents, 
semiautomatic weapons, and ammunition. 

The assertion by PA security official Akram Tubasi, 
arrested by Israel in September, was the first indicating 
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that the PA procured antiaircraft missiles. Israeli 
security sources said Tubasi’s reference was to the 
Soviet-made SA-7 man-portable shoulder-fired 
surface-to-air missile. Tubasi, a member of the PA 
Coast Guard, said the missiles were smuggled on 
orders from Mohammed Dahlan, a former PA security 
affairs minister and longtime chief of the Preventive 
Security Apparatus in the Gaza Strip. (Combined 
Dispatches) 
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Dozens of Canadians Joined Jihad Terror Camps 

Over the past decade, there has been a slow but steady 
procession of Canadian Muslims to terrorist groups, 
many of them via the training bases of eastern 
Afghanistan. Among them: Amr Mohamed Hamed, a 
British Columbian man killed at a training camp in 
Afghanistan in 1998; Mohammed Jabarah, a Catholic 
school graduate from Ontario who oversaw an Al 
Qaeda bombing conspiracy in Southeast Asia; and 
Abderaouf Jdey, a Montreal man whose suicide note, 
in which he pledged to die a martyr, was found in 
Kabul. 

A classified Royal Canadian Mounted Police 
intelligence report warns that recruiting will likely 
continue in Canada. “Terrorists and organized crime 
groups may exploit flaws in migration controls to 
blend into and recruit from immigrant communities 
and to also move associates into Canada. In Canada, 
over 17% of the population is foreign born, making 
Canada more vulnerable for these tendencies than are 
other developed nations,” says the April 30 report, 
released under the Access to Information Act. “By 
contrast, only 9% of the U.S. population is foreign 
born.” Security agents began to see an influx of radical 
Muslims in the early 1990s, as a wave of Algerians, 
Moroccans, and Tunisians sought refuge in Canada. 
That was followed in the mid-1990s by the arrival of 
Egyptian radicals, members of a group called Al Jihad. 

In 1997, a group of Jihadis who had attended Khaldun 
Camp returned to Canada where they spoke 
enthusiastically about “the training they have received, 
the learning that they have gotten and about Jihad,” 
said the Montreal-based convicted terrorist. In the 
camp, each group was formed depending on the 
country they came from: Jordan, Algeria, Yemen, 
Saudi Arabia, Sweden, Germany, France, Turkey, and 
Chechnya. A Canadian Security Intelligence Service 
agent estimated that 50,000 to 100,000 Muslims were 
trained at bin Laden’s network of camps since 1980. 

The service recently issued a warning on the creation of 
a Palestinian Islamic Jihad “cell” in Canada. (Combined 
Dispatches) 

Taliban / Afghanistan 
Top Taliban Commander Killed in Afghanistan 

A close aid to supreme Taliban leader Mullah Omar has 
been killed in a clash in southern Afghanistan, an 
Afghan official said on October 6. This was the second 
major blow to the Taliban in under a month. News of the 
death of Mullah Abdul Razzaq Nafees, a member of the 
10-member Taliban shura (council) formed in June, 
came just days after the Taliban confirmed the death of 
Abdur Rahim, its top military commander in southern 
Afghanistan. Nafees was killed in a clash with U.S.-led 
coalition and Afghan forces in central Uruzgan province. 
Nafees had commanded Taliban forces during a major 
U.S.-led operation against the Islamic militia in the Dai 
Chopan district of the southern Zabul province in 
August. More than 100 Taliban rebels were killed in that 
operation. 

Resurgent Taliban fighters have stepped up attacks in 
recent months in southern Afghanistan, the former 
stronghold of the radical Islamic regime ousted from 
power in late 2001. More than 300 people, including aid 
workers, U.S. soldiers, and many Taliban guerrillas, 
have been killed in violence across Afghanistan since 
early August. The CIA reported on October 28, the death 
of two civilian contractors tracking “terrorists” for the 
agency. The contractors were killed in an ambush near 
the Pakistan border. (Combined Dispatches) 

Pakistan Begins Fencing Border with Afghanistan 

Pakistan has started fortifying its long border with 
Afghanistan with fences and checkpoints to prevent Al 
Qaeda and Taliban fugitives from crossing over. Military 
spokesman Major-General Shaukat Sultan said new 
searchlight towers and checkpoints were also being set 
up along the Afghan border in southwestern Balochistan 
province. The traffic back and forth across the sparsely 
inhabited border has been a source of contention 
between Pakistan and the Afghan government of 
President Hamid Karzai. Pakistan has deployed thousand 
of troops along its Afghan frontier, but has been accused 
of being half-hearted in combating Taliban militants, 
whose regime in Afghanistan it backed until the 
September 11 attacks. The border area is home to tribes 
who share the culture and sentiments of the Taliban. 
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In early October, the Hong Kong–based Far Eastern 
Economic Review reported that the Taliban had bought 
more than 1,000 motorcycles over the past three 
months in the Quetta region, which could be used to 
transport up to 2,500 guerillas across the border to 
attack the Afghan military and the 11,500-strong U.S.-
led foreign force in the country. Pakistan says it has 
been doing its best to prevent guerillas from crossing 
the border and that it has arrested more than 500 
Taliban and Al Qaeda militants since the war on terror 
began. But Pakistan said it lacks the resources to 
properly patrol its western border and called on the 
United States to provide more support. (Combined 
Dispatches) 
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Bin Laden / Al Qaeda 
The bin Laden Dynasty 

Saad bin Laden, one of Osama bin Laden’s oldest sons, 
has emerged in recent months as part of the upper 
echelon of the Al Qaeda network, a small group of 
leaders that is managing the terrorist organization from 
Iran, according to U.S., European, and Arab officials.  
Saad bin Laden and other senior Al Qaeda operatives 
were in contact with an Al Qaeda cell in Riyadh, Saudi 
Arabia, in the days immediately prior to the May 12 
suicide bombing there that left 35 people dead, 
including eight Americans. Intelligence sources 
revealed that the Riyadh attacks were planned and 
ordered from Iran. 

Born in Saudi Arabia, Saad bin Laden, 24, is fluent in 
English and is computer literate, two qualities rare 
among Al Qaeda leaders and assets that have enhanced 
his importance beyond his family name. Yet Saad has 
only recently emerged as an important target for the 
CIA, FBI, and other organizations trying to disrupt the 
terrorist network. It has only been since his arrival in 
Iran in the past year that he has assumed a more active 
role in directing Al Qaeda and that he has been 
identified as a senior leader. Before that, analysts said, 
he often sat with his father in leadership meetings but 
seldom spoke and was not given a voice in 
deliberations. 

Like other Al Qaeda leaders in Iran, Saad is protected 
by an elite, radical Iranian security force loyal to the 
nation’s militant clerics and beyond the control of the 
central government. U.S. officials have sent stern 
warnings to the government of President Mohammad 
Khatami that Iran’s harboring of senior Al Qaeda 

operatives would have repercussions for a nation the 
Bush administration has labeled part of the “axis of 
evil.” Intelligence officials believe that although the 
State Department is eager to renew talks with Iran on a 
variety of issues, primarily its nuclear program, it is not 
clear whether that nation’s civilian government could 
deliver its end of any bargain, especially if it entailed 
turning over Al Qaeda leaders. (Combined Dispatches) 

CIA, Thai Agencies Unite to Root Out Al Qaeda 

U.S. and Thai officials are collaborating closely in a top-
secret counterterrorism operation in Thailand that marks 
a significant return to the kind of regional security 
alliances forged by the United States against communism 
during the Vietnam War. Working directly with at least a 
score of CIA operatives, the Counter Terrorism 
Intelligence Center (CTIC) combines key personnel from 
Thailand’s three main security agencies: the National 
Intelligence Agency; the Thai police, and the armed 
forces. 

The CTIC relies heavily on the CIA for its structure, 
guidance, and funding. The two agencies share facilities, 
equipment, and information on a daily basis. The 
continuing work of the CTIC, which was established in 
early 2001, suggests that the effort to root out elements 
loyal to Al Qaeda and its Southeast Asian confederates 
in Jemaah Islamiyah and other militant groups is far 
from over. The CTIC had stepped up its activities in 
recent weeks due to Thailand’s hosting of 21 world 
leaders, including President George W. Bush, for the 
Asia-Pacific Economic Cooperation (APEC) summit on 
October 8 in Bangkok. The CTIC already had important 
successes such as the capture in mid-August of Asia’s 
most-wanted terrorist, known as Hambali. The Thai 
government, which has often asserted that Thailand is 
free of terrorists, has never publicly acknowledged the 
existence of the CTIC. (Combined Dispatches) 

Homeland Security 
DHS Planning Seven Offices Overseas after Opening 
Two in Saudi Arabia 

The Department of Homeland Security (DHS) plans to 
open law enforcement offices throughout the Muslim 
world, with agents assigned to investigate visa applicants 
with suspected ties to Al Qaeda and other terrorists 
groups, senior Bush administration officials said on 
October 6. Permanent offices would open early next year 
in U.S. embassies and consulates in Egypt, Indonesia, 
Morocco, Pakistan, and the United Arab Emirates, 
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nations chosen because of their visa volumes and the 
regional presence of Al Qaeda and other terrorists 
groups. Two offices opened in August without 
announcement in Saudi Arabia, one in Riyadh, the 
capital, and the other in Jeddah, the commercial center. 
The offices in Saudi Arabia opened without fanfare in 
part because of concern that news coverage might 
offend Saudi officials. 
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The openings coincide with the Department of 
Homeland Security’s assumption of overall 
responsibility for visa policy. Under terms of the law 
that created the DHS following the 9/11 attacks, the 
agency was given ultimate authority for deciding who 
is given a visa. That authority was previously held by 
the State Department. The priority is now to stop 
terrorists before they even get to the U.S. borders. The 
agency hopes to establish relationships with local law 
enforcement. The administration believes that the 
investigators’ presence might ease the visa process for 
most other applicants, a process that in many capitals 
has become much more time consuming and difficult 
since 9/11. (Combined Dispatches) 

FBI Director Warns of Threats to U.S. Economy 

FBI director Robert Mueller on October 17 said the 
U.S. economy is threatened by terrorism, corporate 
crime, Internet attacks, and organized crime. “It is no 
longer possible to separate our country’s economic 
well-being from national security,” Mueller told a 
luncheon crowd at the Detroit Economic Club. 
Mueller, who was appointed a week before the 9/11 
attacks, said terrorists want to destroy the United 
States by disrupting its economy. The FBI’s mission 
has expanded from domestic crime fighting to more 
global crimes.” The FBI requires more cooperation 
now with not only the CIA, but with foreign 
intelligence agencies. 

In addition to terrorism, Mueller pointed out that 
organized crime is conducted by both U.S. and foreign 
criminals. “Organized crime has diversified into 
telecommunications fraud, stock manipulation, and 
cyber crimes. Criminal enterprises from countries like 
China, Japan, Hungary, and Russia are in the U.S. 
siphoning billions of dollars from companies.” Mueller 
mentioned how Internet attacks, such as last year’s 
“Love Bug” virus, had caused between $8 billion and 
$10 billion in damages worldwide. To address these 
threats, Mueller said the FBI is improving its 
technology, recruiting more computer “wizards,” and 

adding former intelligence agents to its staff. (Combined 
Dispatches) 

Terror Finance 
U.S. Focusing on Dubai as Financial Center for 
Terrorists: Illegal Commerce and Hawalas 

Western law enforcement and intelligence officials say 
that Dubai’s freewheeling financial environment has 
allowed the emirate to become an important crossroads 
for financing terrorism. The Emirate of Dubai, along 
with Pakistan and India, forms the backbone of a system 
that abets terrorism. Describing the United Arab 
Emirates as a clandestine rendezvous for planners of the 
9/11 attacks, the officials say half of the plotters’ money 
(roughly $250,000) was wired from banks in that Middle 
East nation to Al Qaeda operatives in the United States. 
In addition, U.S. intelligence agencies have tied Al 
Qaeda money in banks here to the U.S. embassy 
bombings in Kenya and Tanzania in 1998. Dubai’s 
conduits for terrorist money include thriving Russian and 
Indian organized crime syndicates as well as the 
emirates’ many free-trade zones, which allow the 
commingling of legal and illegal commerce. Contraband 
of all kinds moves through Dubai—liquor, cigarettes, 
precious gems, etc. 

But the most significant, elusive conduit is the informal 
international money-transfer network known as hawala, 
relied on largely by Middle Eastern and Asian 
communities around the globe. Billions of dollars move 
through hawalas annually, and officials do not know 
what percentage of that is illicit. The emirates have 
strengthened their financial regulations since 9/11, and 
hawala leaders were recently required to register with the 
government. One of the largest exchange houses and 
hawala dealers in the Muslim world, the Khanani and 
Kalia International based in Karachi, Pakistan, has 
shipped funds through Dubai and is now being 
investigated by Pakistani authorities. Local banking 
officials say that from August 2001 to May 2003, 429 
reports of suspicious transactions were filed here and 
sent abroad—largely to Canada, Switzerland, Britain, the 
United States, Portugal, Italy, and Luxemburg. The 
officials say the transactions have resulted in 46 active 
investigations in the emirates. (Combined Dispatches) 

The Financial Action Task Force Intensifies 
Antiterrorist Financing Campaign 

The 33-nation Financial Action Task Force (FATF), an 
international task force set up in 1990 to tighten global 
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rules on money laundering, and which expanded its 
reach into terror finance shortly after 9/11, met in 
Stockholm on October 3, 2003. The FATF sets 
obligations to freeze effectively terrorist-related assets. 
Efforts are being undertaken with the Counter-
Terrorism Action Group (CTAG), as well as with other 
international bodies, to ensure that the donor 
community is aware of specific technical needs to 
combat terrorist financing. But there are a number of 
countries that are still not cooperating. 

The current list of Non-Cooperative Countries and 
Territories (NCCTs) remains the same as in June 2003 
and is as follows: Cook Islands, Egypt, Guatemala, 
Indonesia, Myanmar (Burma), Nauru, Nigeria, 
Philippines, and Ukraine. The FATF has taken the 
serious step of calling upon its members to impose 
additional countermeasures on Myanmar that will 
apply automatically as of November 3, 2003, unless 
Myanmar introduces mutual legal assistance 
legislation by that date. The FATF welcomed further 
progress made by Ukraine and Indonesia. The FATF is 
actively pursuing its collaboration with the IMF and 
the World Bank and other international financial 
institutions as charities and underground money 
networks are in the spotlight. (Combined Dispatches) 
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Terrorists’ “New” Money Trail: The Money Has 
Just Gone Underground 

Cash has always been king to the leaders of Al Qaeda, 
HAMAS, Hizballah, and other terrorist groups, but 
never more so than today. While most nations 
aggressively try to halt the torrent of money worldwide 
by tightening banking regulations and restricting some 
Muslim charities, terrorists have quickly improvised. 
Al Qaeda is shifting from moving its money through 
institution-based transfer systems, such as banks, front 
companies, and even wire transfers, to much more 
practical and hard-to-detect methods. Most terrorism 
financiers, instead of laundering their money, keep it 
away from institutions that create a paper trail. They 
use criminal activities like cigarette smuggling and 
credit card fraud to raise cash and then ship the 
proceeds overseas or have the delivered by courier. 

Most attacks cost relatively little compared with the 
enormous sums needed for a far-flung terror network, 
including communications, day jobs for suicide 
bombers, and training camps. The 9/11 attacks cost Al 
Qaeda an estimated $500,000; the attack on the USS 
Cole in October 2000, $5,000 to $10,000; the October 

2002 bombing of a nightclub in Bali approximately 
$74,000. These costs chiefly cover materials as well as 
gifts to family members of suicide bombers. Al Qaeda’s 
annual budget, before 9/11, was $35 million, according 
to David Aufhauser, the U.S. Treasury Department’s 
general counsel. Since then, it has shrunk to $5 million 
to $10 million. In the 10 weeks after September 11, 
2001, $112 million in the accounts of groups identified 
as having terrorist links was frozen in banks around the 
world. Two years after 9/11, a total of nearly $200 
million in terrorists’ assets has been frozen worldwide. 

Though U.S. officials argue that they have successfully 
stopped the flow of millions of dollars in terrorist assets, 
others suspect that the money has simply gone 
underground. Most terrorist organizations are not deficit 
spenders. On 9/11, for example, a hijacker shipped his 
excess cash to one of the operation’s financial backers in 
the United Arab Emirates. Investigators worry about 
how little they know about the enormous amount of cash 
circulating around the terrorist world. An even bigger 
concern is that only the smallest fraction of that 
mountain of cash is needed to finance operations. 
(Combined Dispatches) 

Drug Trafficking 
Taliban Using Drug Money 

Taliban insurgents in Afghanistan are increasingly 
turning to drug money to buy weapons, prompting the 
Pentagon to beef up counternarcotics operations. 
Military intelligence sources say convoys regularly move 
into southern Afghanistan from Pakistan, dropping off 
guns for the Taliban in exchange for opium from the 
world’s largest poppy harvest. The drug money is 
financing a four-month-old Taliban offensive, one of the 
largest since the allies ousted the Taliban from power. 
Some U.S. analysts said in interviews that they believe 
the new drive is directed by the reclusive Mullah 
Mohammed Omar. The United States suspects agents of 
the ISI, Pakistan’s intelligence service, are aiding the 
insurgency. The Associated Press quoted Khan 
Mohammed, an Afghan government commander in 
Khandahar, as saying, “There is no doubt that the 
situation is getting worse. The Taliban have regrouped 
and my troops are battling them all the time. These raids 
will continue.” 

The Bush administration has talked publicly of ridding 
Afghanistan of its lucrative poppy crop that provides 70 
percent of the world’s heroin. But the objective has not 
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been a top priority. Now, as this year’s bumper crop 
increasingly is funding Taliban rearmament, the 
administration is backing a more aggressive operation. 
The pending $87-billion Iraq-Afghanistan supple-
mental budget request includes $73 million to fight 
Afghan drug trafficking. This request would fund 
training, equipment, intelligence, infrastructure, and 
information operations related to Afghanistan’s unified 
campaign against narcotics trafficking. (Combined 
Dispatches) 

CSIS Speaker: John Walters, 
Director of the White House 
Office of National Drug Control 
Policy (ONDCP) 
U.S. Drug Policy in the Western Hemisphere 

CSIS Transnational Threats Initiative hosted a briefing 
with John Walters, director of the White House Office 
of National Drug Control Policy, on October 9, 2003. 
Walters discussed U.S. drug control policy in the 
Western Hemisphere and the nexus of transnational 
organized crime and transnational terrorism. He 
highlighted the progress made in Latin America in the 
war on drugs. The Colombian government has 
committed to a 0 percent cocaine production policy, 
which he predicts will lead to a decline in drug 
trafficking to the United States in the next 6 to 12 
months. Bolivia has not shown significant increases in 
drug production, which Walters assessed as positive, in 
view of Colombia’s decline in production. 
Furthermore, he praised the leadership in the war on 
drugs in Mexico, emphasizing that no government in 
the last 20 years has countered drug trafficking 
organizations as effectively as that of President 
Vicente Fox. 

Walters emphasized the threat of organized crime and 
the link to terrorism. Drugs fund almost half of the 
terrorist groups listed by the State Department. He also 
discussed the importance of drug treatment. The 
United States spends more on treatment than any other 
nation. He stressed that drug-producing countries have 
experienced increased drug consumption in those 
countries. Furthermore, he remarked on the rise in drug 
use and crime in the European Union while the United 
States drug use and crime are on the decline. He also 
stressed concern for Canada’s lax policy on the use of 
marijuana and emphasized the need for Canada’s 

continued cooperation with the United States against 
drug trafficking. Overall, Walters indicated that the U.S. 
government is more optimistic on the war on drugs than 
in the last 25 years, and it will maintain the momentum 
as it works to solve this problem. 
 
This update is produced by the Transnational 
Threats Initiative at the Center for Strategic and 
International Studies (CSIS) and provides monthly 
news on terrorism, drug trafficking, organized crime, 
money laundering, and other transnational threats. 
CSIS does not take specific public policy positions; 
accordingly, all views, positions, and conclusions in 
this publication should be understood to be solely 
those of the author(s). 
© 2003 by the Center for Strategic and International 
Studies. 
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