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“Defending our Nation against its enemies is the first and fundamental commitment of the 
Federal Government. Today, that task has changed dramatically. Enemies in the past needed 
great armies and great industrial capabilities to endanger America. Now, shadowy networks 
of individuals can bring great chaos and suffering to our shores for less than it costs to 
purchase a single tank. Terrorists are organized to penetrate open societies and to turn the 
power of modern technologies against us.” 

President George W. Bush, 2002 National Security Strategy 
 
 

 

Terrorism 
 
Maritime Piracy and Terrorism are Converging 
 
Piracy offers terrorist groups a new channel through 
which to stage attacks, raise profits, and smuggle 
weapons, guns, and people. Waterways off of 
Southeast Asia, Africa, and the Middle East are 
renowned hotbeds for piracy and are also growing 
arenas for maritime terrorism activity. Organized 
criminals and terrorists are highly adaptive groups, and 
there is greater propensity for convergence between the 
organizations if they both operate within the same 
sphere. Consequently, concerns have increased over 
the leverage gained by terrorists if they model their 
tactics after or cultivate business relationships with the 
numerous organized crime groups involved in piracy. 
 
In a lengthy dialogue between states attending the Asia 
Security Conference hosted by Singapore in May 2003, 
leaders emphasized that piracy has converged with 
terrorism because counterterrorism tactics have 
intensified pressure on terrorists. As international 
security efforts have increased, the number of 
vulnerable land-based and airborne terror targets has 
decreased. In response, terror groups have shifted some 

of their attention to ocean-based strategies. Moreover, as 
financial enforcement authorities squeeze networks and 
their funding, terror groups must sustain their operations 
through other illicit activities, including piracy. 
 
Islamic fundamentalist groups have already staged 
“ordnance-laden” small-craft attacks on the USS Cole in 
2000 and the French oil tanker Limburg in 2002, but 
experts anticipate that future attacks could take on forms 
resembling traditional piracy. For example, port security 
authorities have considered a scenario in which a fuel 
tanker is hijacked and crashed into an industrial port like 
a missile, similar to the events of September 11, 2001. 
For other groups, piracy provides a means to raise funds 
through kidnapping and theft. 
 
Interaction between maritime organized crime groups 
and terror groups will also provide opportunities for 
business dealings. Certain organized crime groups that 
have a hand in piracy are also experts in providing false 
passports and legal documentation, as well as weapons, 
all of which aid terrorists. In other cases organized 
criminals involved in maritime human smuggling can 
carry terrorists into regions that are otherwise 
inaccessible for security reasons.  
(Combined Dispatches) 
 
Angola’s Vanishing 727 
 
A continental hunt is underway throughout Africa after a 
Boeing 727 cargo jet was stolen from an airfield in 
Angola. This regional crime has triggered international 
concerns about whether the plane will be used by 
terrorists. The aircraft had remained on the ground for 
more than a year when two men boarded the craft, taxied 
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down the runway, and took off. The traffic tower 
attempted to radio the plane but received no reply. 
Investigators from the United States and Africa have 
been engaged in the search since the 727 went missing. 
Those involved observe that the individuals who stole 
the plane could easily intend it for illegal activities 
other than terrorism, such as human smuggling or drug 
trafficking. Nevertheless, the missing plane will 
present a terrorist threat until the investigators have 
found it or discerned the criminals’ intentions. 
(Associated Press) 
 
Insights into Air-Terror Innovation 
 
Of the four terrorist scares that have occurred on flights 
leaving Australia in the past two months, two have 
demonstrated the ease with which a terrorist can 
innovate to hijack an aircraft. The first three incidents 
included a man who made verbal threats on an 
airplane, an individual who drew a knife on a flight 
that departed from Sydney, and a man who used 
wooden dowels as knives to elude security and attempt 
to hijack an airliner leaving Melbourne for Tasmania. 
The most recent scare was aboard a Qantas Airways 
flight from Perth to Singapore. In this case a passenger 
discovered a box cutter placed in the seat pocket of the 
airplane. After discovering the weapon, the flight 
returned to Perth International Airport and was 
subjected to further delays as the passengers were 
forced to enter through security checks again and 
reboard the airplane. 
 
Officials believe the knife could have been stashed on 
the plane during a stop in Jakarta. The weapon has also 
been described as similar to those used on September 
11. The most recent occurrence, like the dowel 
hijacking, illustrates how vast the range of terrorist 
hijacking tactics actually can be.  (BBC News) 
 
Shanghai Cooperation Organization Emerges as 
Antiterror Institution 
 
The Shanghai Cooperation Organization (SCO) has 
recently taken its place as an operational 
intergovernmental organization with a strong focus on 
countering terrorism and organized crime in Asia. 
Originally the “Shanghai Five,” the group accepted 
Uzbekistan as its sixth member in 2001 and began to 
create organizational parameters, including a 2001 

declaration and 2002 charter. In its most recent meeting 
in 2003, the SCO—including Kazakhstan, Kyrgyzstan, 
the PRC, Russia, Tajikistan, and Uzbekistan—approved 
normative documentation, facilitating the group’s 
operations in Asia, as well as the formation of an 
antiterrorism organization headquartered in the Bishkek 
region. The member states are also seeking a multilateral 
cooperation agreement to combat the trafficking of 
narcotics and other illegal substances. (Combined 
Dispatches) 
 
Uranium Smuggling 
 
Uranium Smuggling Coincides with Buildup of 
Terrorist Training Camps in Bangladesh 
 
The current security climate in Bangladesh may allow 
terrorist groups to organize an attack using a radiological 
dispersal device. Concerns over this possibility are 
plausible given that radioactive substances have proven 
accessible to terror groups operating within the country. 
 
A package of “semi-processed explosive-grade” uranium 
weighing 225 grams was recently seized from smugglers 
at the Patnitola border of Bangladesh. The material came 
with a user’s manual that illustrated how to build an 
explosive device tipped with nuclear materials. More 
importantly, authorities have alleged confessions from 
two members of the Shahadad-ul-Hikma terrorist group 
who were arrested on suspicion of transporting the 
package. This case has increased concerns because there 
have been multiple nuclear smuggling incidents 
intercepted by Bangladeshi authorities. Adding to this 
unease are strong links found between the shipments, 
implying the smuggling operation is highly organized. 
Experts have assessed that the most recent consignment 
matches a previous shipment confiscated in the same 
northwest border region. They were both from the same 
location, made in Russia, and marked from Kazakhstan 
in 1988. 
 
The sheer number of militant Islamist training camps 
operating in the region compounds the problem of 
accessible nuclear materials. The estimated number of 
camps varies from at least 15, according to members of 
the epistemic community, to 156, reported by Indian 
intelligence. According to India, among the 
fundamentalist organizations present in Bangladesh are 
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the National Liberation Front of Tripura (NLFT), All 
Tripura Tiger Force (ATTF), National Socialist 
Council of Nagaland-Isak Muivah (NSCN-IM), 
People’s Liberation Army (PLA), United Liberation 
Front of Assam (ULFA), National Democratic Front of 
Bodoland (NDFB), Muslim United Liberation Tigers 
of Assam (MULTA), Achijk National Volunteer 
Council, Chakma National Liberation Front (CNLF) 
and Dima Halam Daoga. (Combined Dispatches) 
 
Chemical Warfare Assassinations 
 
Kashmiri Rebels Use Poison in Warfare 
 
Some Islamic separatists in Kashmir have adopted the 
use of syringes instead of guns and knives. The 
syringes are filled with an unspecified toxin and have 
been injected into victims, resulting in immediate 
death. This chemical warfare tactic has resulted 
partially from the public backlash to a massacre on 
March 24 in which the rebels used firearms to shoot 
lines of men, women, and children in the village of 
Nadi Marg. Police in the region assert that the negative 
attention brought by these murders has prompted the 
guerrillas to pursue stealthier means of attack. 
Poisonous syringes enable the attackers to operate 
without detection. The brutality associated with this 
method is also likely a strong deterrent to Kashmiri 
civilians acting as informants for the Indian 
government. After the most recent attacks, in which 
two people were murdered, Indian authorities suspect 
that the poisons were carried over from Pakistan.  
(Sydney Morning Herald) 
 
Organized Crime 
 
Russia: War on Police Corruption? 
 
The Russian Federation has staged an unprecedented 
operation to break up a “gang” of corrupt police 
officials in Moscow. A joint task force composed of 
approximately 600 members of the Russian Federal 
Security Service (FSB) and the Interior Ministry spent 
one year planning a large-scale raid that has implicated 
130 police employees in an extortion ring. 
 
The criminal group used its enforcement authority to 
plant illegal drugs and guns and make arrests based on 

falsified evidence. The group accepted large payments 
from their victims in exchange for eliminating the 
charges. In addition, there is evidence it controlled 
receipts from local casinos and forced casino owners to 
pay for “security” from private protection companies 
staffed by the police. The proceeds from the illegal 
activities were subsequently laundered through a special 
fund the group had established. 
 
The investigation revealed that the ring consists of 
officials working in police special services groups, as 
well members of the FSB. Some of the police officials so 
far have been high-ranking officers, including a general 
in the Emergencies Ministry. 
 
Russian Interior Minister, Boris Gryzlov, stated that this 
operation represents the beginning of a “war on 
organized crime and corruption” in Russia. Gryzlov 
added that the initiative will pursue officials at all levels. 
Moscow police spokesman Kirill Sharov stated that 
“more arrests should be expected in the future.” 
 
Given the historically deep infiltration of organized 
criminal elements in government and bureaucratic bodies 
of the Russian Federation, such an initiative represents a 
significant step forward in policy. However, it remains to 
be seen how far the federal government will actually 
proceed in an uphill battle. (Combined Dispatches) 
 
Efforts to Stop Human Trafficking May Improve in 
the Face of Sanctions 
 
After threatening to implement sanctions, the U.S. State 
Department released a statement in June condemning 15 
countries for lackluster efforts to stop human smuggling 
within their borders. The warnings and criticism were 
based on a State Department report addressing human 
trafficking throughout the world. The number of 
countries listed as negligent in battling these crimes has 
decreased from 19 since 2002. The number is bound to 
go down further in the coming months, as the United 
States reserves the right to sanction countries that remain 
uncooperative. The sanctions would begin on October 1, 
2003. Representative Chris Smith (R-N.J.), president of 
Shared Hope International—a nongovernmental 
organization fighting against trafficking in women and 
children—has heavily backed the need for such a report. 
He states that a number of the countries on the list have 
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already begun policy changes to counter human 
trafficking in the past three months. Legislators believe 
there will be more changes implemented as the 
deadline approaches. The countries that could be 
subjected to sanctions include: Belize, Bosnia and 
Herzegovina, Burma, Cuba, Dominican Republic, 
Georgia, Greece, Haiti, Kazakhstan, Liberia, North 
Korea, Sudan, Suriname, Turkey, and Uzbekistan. The 
report also indicates there are 74 other states that do 
not meet international standards, although they have 
demonstrated notable improvement. (CNN) 
 
Narcotics Trafficking 
 
Drug Money or Drugged Money? 
 
A study has shown that most euro bank notes have 
remnants of cocaine stuck to the body of the bill. A 
team of German scientists working at the Institute for 
Biomedical and Pharmaceutical Research analyzed the 
euro notes from January through August 2002. Within 
days of the euro bank note’s launch, 3 percent of the 
tested currency exhibited traces of cocaine particles. 
The team found that on average these amounts were 
0.4 micrograms. After seven months, testing showed 
that 90 percent of 700 bills from all areas of the euro 
zone showed traces of the narcotic. 
 
The euro bank note is frequently used to inhale 
cocaine. There is high retention of the drug on the 
surface of the bill because the crystals stick easily to 
the cotton. The notes with the largest quantity of 
cocaine came from Spain. (Telegraph Group Limited) 
 
 
This update is produced by the Transnational 
Threats Initiative at the Center for Strategic and 
International Studies (CSIS) and provides monthly 
news on terrorism, drug trafficking, organized 
crime, money laundering, and other transnational 
threats. 
 
CSIS does not take specific public policy positions; 
accordingly, all views, positions, and conclusions in 
this publication should be understood to be solely 
those of the author(s). 
 
© 2003 by the Center for Strategic and 
International Studies. 
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