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“Defending our Nation against its enemies is the first and fundamental commitment of the 
Federal Government. Today, that task has changed dramatically. Enemies in the past needed 
great armies and great industrial capabilities to endanger America. Now, shadowy networks 
of individuals can bring great chaos and suffering to our shores for less than it costs to 
purchase a single tank. Terrorists are organized to penetrate open societies and to turn the 
power of modern technologies against us.” 

President George W. Bush, 2002 National Security Strategy 
 
 

 

War in Iraq and Al Qaeda  
 
Al Qaeda, lying low during the Iraq war, displayed its 
adaptability, resilience, and determination with back-
to-back attacks in Morocco and Saudi Arabia. These 
attacks had all the earmarks of orders to improvise 
and hit wherever feasible. 
 
The war on Al Qaeda has accumulated a string of 
successes. Some intelligence sources believe that Al 
Qaeda has been quiet because its plans have been 
disrupted by counter-terrorist actions all over the 
world that never make the news.  
 
Al Qaeda leaders and operatives have reorganized 
bases of operation in at least half a dozen locations, 
including Kenya, Sudan, Pakistan, and Chechnya. 
Recruitment and training of new members has been 
given priority as they plan for new attacks. Senior 
officials point to the arrests in the United States in the 
last two months of two Arab men suspected of having 
been sent by senior Al Qaeda leaders to scout targets 
for terror attacks. Saudi Arabia has arrested more than 
100 Saudi terrorists linked to recent attacks.  
 
War in Iraq has boosted mobilization and recruiting 
efforts. Reports indicate the network is reorganizing 
into smaller, more disciplined units. 

 
“Has Al Qaeda been hurt by its losses? Sure,” says a 
senior U.S. intelligence official. “But there’s no 
indication that the losses aren’t being replaced.” 
 
Further complicating the story are the early failures in 
bringing security, electricity, water, and aid to the Iraqi 
people, combined with the credibility gap created by 
the failure to find weapons of mass destruction. 
(Combined dispatches) 
 
Terrorism 
 
Drugs, Organized Crime, and Terrorism 
 
The nexus of organized crime, terrorism, and drug 
trafficking is expanding around the world as groups 
increasingly develop mutually beneficial relationships. 
In Afghanistan (at the top of the list of the world’s 
drug-producing nations), poppy production increased 
to 3,400 tons last season, and the crop now sustains 
more than 3.3 million people. 
 
Afghan foreign minister Abdullah Abdullah recently 
appealed to the international community: “Our battle 
against international terrorism, closely linked to the 
drugs business in our region, is not over…the threats 
remain potent.” Criminal organizations, drug 
traffickers, and terrorist groups are working hand in 
hand and use established networks to traffic everything 
from drugs, weapons, young women for prostitution in 
western countries and human organs, as well as launder 
ill-gotten funds (estimated globally at $600 billion a 
year). 
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Russians Tie Chechen Blast to Riyadh Attacks 
 
As the death toll from the suicide bombing in 
Chechnya rose to 55, Russian officials sought to link 
the attack in the southern republic to the explosions 
that devastated Western compounds in the Saudi 
capital, Riyadh, 14 hours later, causing 34 casualties. 
 
President Vladimir Putin said the attacks 1,300 miles 
apart followed an “absolutely identical” scheme and 
caused “absolutely comparable” devastation. Officials 
offered no direct evidence for their claims. 
 
The Russian government has long contended that 
separatist rebels in predominantly Muslim Chechnya 
are another front of a worldwide terrorist network 
against which Russia, the United States, and other 
countries must unite. Russian law enforcement 
officials say Arab terrorist organizations, including Al 
Qaeda, have provided millions of dollars and 
hundreds of fighters to bolster Chechen militants. 
 
One Russian official who spoke with investigators 
about the bombing in the town of Znamenskoye said it 
appeared to be the work of the republic’s Arab 
militants, who are led by a Saudi fighter known as 
Abu Walid. “This has Arabic traces. It is their style,” 
said the official, who asked not to be identified. “We 
can say it looks like these guys did it.” 
 
Three government buildings and a half-dozen houses 
and apartment buildings were reduced to rubble when 
an explosives-laden truck rammed into a metal barrier 
and exploded outside a compound in the northern 
Chechen town. Officials said police checked the 
driver’s documents earlier but apparently failed to 
look in the back of the military-style truck. 
(Combined dispatches) 
 
British Suicide Bombers Strike Israel 
 
The recent suicide bombing in Tel Aviv by Assif 
Muhammad Hanif and the failed attempt by Omar 
Khan Sharif, both British nationals, were the first 
attacks carried out by foreigners in Israel. Prior to this 
incident, foreigners have helped finance, support, and 
organize attacks but have not carried them out. The 
crackdown on Palestinians has reduced the number of 

suicide bombings, and according to Israeli authorities, 
foreigners may be stepping in to fill the vacuum. 
 
Much like Richard Reid, the “shoe bomber,” and 
Zacarias Moussaoui, the alleged “20th hijacker,” Hanif 
and Sharif, both traveling as tourists, were probably 
recruited in Britain. Evidence at the beachfront bar 
suggested the use of plastic explosives undetectable by 
conventional metal detection devices. The suicide 
bombers hid the explosives in a hollowed out Koran 
while entering Israel from Jordan. As a result, Israeli 
security forces are increasing security at borders and 
screening tourists as they do Arab workers. 
 
The FBI’s New Computer Database 
 
The FBI, hoping to shred its paper-swamped reputation 
and maximize crime fighting, has unveiled the biggest 
change in its workflow in 50 years: a $600-million 
computer network called Trilogy that will help the 
agency sift the massive amounts of data it collects. 
 
A new database already used by 300 FBI agents and 
analysts will draw relationships among 26 million 
agency records. The bureau aims to make virtual case 
file, which tracks terrorists and other criminals, 
available to all appropriate employees by December. 
The database is expected to store 100 terabytes of 
information (10 terabytes is the equivalent of all the 
printed material in the Library of Congress) drawn 
from local, state, and federal law enforcement 
agencies. The system also accommodates multimedia 
elements such as audio, video, and 3D mapping. 
 
The colossal upgrade, however, has not gone smoothly 
according to some in Congress. The project’s estimated 
$458-million cost has increased 30 percent, and delays 
persist. 
 
Before the upgrade was launched, roughly half of the 
bureau’s computers were more than 8 years old; 
replacement parts for the communications gear linking 
them were no longer made; many FBI field agents did 
not have e-mail addresses; and existing databases were 
unable to merge. 
 
Trilogy will eventually link 31 FBI databases through a 
single Web portal, enabling agents around the world to 
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access more than 1 billion documents with modern 
search and cross-referencing capabilities. 
(Computer World) 
 
Phony Threats by Young Passenger Paralyze Ship 
 
Phony threats made by a cruise-line passenger, Kelley 
Ferguson, 20, has cost the Coast Guard and law 
enforcement agencies more than $300,000 and ruined 
the vacation of more than 1,700 onboard. Ferguson’s 
poorly worded notes found in bathrooms led to a 
thorough search by over 100 federal officials and 40 
bomb-sniffing dogs. 
 
Investigators found nothing and arrested Ferguson. 
She faces up to 20 years in prison after pleading guilty 
but will likely get a lesser sentence. 
(Associated Press) 
 
Drug Trafficking 
 
North Korean Drug Trafficking 
 
For years North Korea has been suspected of 
trafficking illegal drugs to raise revenue for the cash-
strapped regime. Last month, Australian authorities 
intercepted a large shipment of heroin delivered by a 
North Korean freighter to waiting accomplices. On 
May 20, a former high-ranking North Korean official 
testified in front of a U.S. congressional hearing and 
confirmed the regime’s active participation in both the 
production and trafficking of drugs since the 1980s. 
 
Last month’s operation, code-named Operation 
Sorbet, netted 50 kilograms of top-quality heroin with 
distinctive red seals from the Golden Triangle region 
of Burma, Laos, and Cambodia. The drugs, valued at 
nearly $50 million, were delivered to a secluded 
beach. Following an intense four-day pursuit, the 
freighter was stopped and special forces stormed the 
ship. 
 
Japan and Taiwan have long alleged that North 
Korean ships smuggle illegal drugs, and the defector’s 
testimony reinforces analysts’ beliefs that North 
Korea cultivates opium and traffics drugs from 
Southeast Asia on behalf of drug rings. The defector 
said drug production now includes methamphet-

amines, which are then sold in neighboring China, 
Russia, and to “international drug dealers on the 
Yellow and Eastern Sea.” 
 
“North Korea must be the only country on earth to run 
a drug production-trafficking business, on a state 
level,” he said.  
 
Authorities are also shedding light on the North 
Korean spy ship salvaged in 2001 after an encounter 
with Japan’s Coast Guard. Disguised as a fishing boat, 
the ship was outfitted with 4,000 Horsepower engines 
and a top speed of 30 knots. A cell phone, recovered 
and coaxed back to life, revealed calls to known 
Japanese gangs and drug trafficking operations. The 
phone’s secrets provide the most graphic evidence yet 
that North Korea is trafficking these drugs in order to 
earn foreign exchange.  
(Combined dispatches) 
 
Radicals’ Links to Drugs Provoking U.S. 
Concerns 
 
A recent arrest in Paraguay is raising concern on 
Capitol Hill about links between the radical Iran-
funded and equipped Hezbollah group and drug 
trafficking in South America. 
 
Police in Asuncion arrested a relative of Assad Ahmad 
Barakat, the chief of Hezbollah in South America, with 
about five pounds of cocaine hidden in an electric 
piano that he allegedly intended to smuggle into Syria. 
 
Orrin G. Hatch, chairman of the Senate Judiciary 
Committee, brought up the arrest in a hearing that 
examined links between drug trafficking and 
international terrorism. The arrest of Barakat’s relative, 
Hatch said, demonstrated “the narco-terrorist financing 
operations needed to support Barakat and Hezbollah.” 
Hezbollah, listed by the U.S. government as a terrorist 
organization, has a base of operations in Lebanon but 
maintains a foothold in the tri-border region where 
Paraguay, Brazil, and Argentina meet. 
 
The area, Hatch noted, “has long been characterized as 
a regional hub for radical Islamic groups, which engage 
in arms and drug trafficking, contraband smuggling, 
money laundering and movement of pirated goods.” 
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Since the September 11, 2001 terror attacks, the Bush 
administration has leaned on Paraguay to increase 
scrutiny of Hezbollah-related businessmen in the tri-
border region and their financing of terror operations 
against Israel. 
 
Barakat, a businessman in Ciudad del Este, a 
smuggling center, is believed to be the major 
fundraiser and military chief for Hezbollah in South 
America. In raids on Barakat’s properties, authorities 
found training videos on suicide bombings and 
records indicating he sent millions of dollars to the 
Middle East. He is believed to use blackmail on 
Lebanese immigrants to the region to get funds for 
Hezbollah. Barakat is in Brazil awaiting extradition to 
Paraguay. (Miami Herald) 
 
Software Rams Great Firewall of China 
 
The news and commentary wing of the U.S. 
government’s Voice of America broadcasts has 
commissioned software that lets Chinese Web surfers 
sneak around the barriers set by their government. 
 
The software essentially digs a tunnel under a firewall 
set up by a government, corporation, school, or other 
organization. In this case, the United States is eyeing 
the millions of Chinese Web surfers stuck behind their 
government’s firewall—as well as other people 
around the world who are prevented from 
downloading U.S. news and commentary. 
 
“The news is highly censored,” said Ken Berman, 
program manager for Internet anticensorship at the 
International Broadcasting Bureau, which puts out the 
Voice of America radio and Internet transmissions, 
along with other international programs. “The Chinese 
government jams all of our radio broadcasts and 
blocks access by their people to our Web site. We 
want to allow the people there to have the tools to be 
able to have a look at it.” 
 
In November, Amnesty International named 33 
companies including Microsoft, Sun Microsystems, 
and Cisco Systems that it said were providing the 
Chinese with technology to achieve its Internet 
censorship aims. 

 
In addition to circumventing firewalls, the software 
also creates anonymity by covering the Web surfer’s 
tracks and leaving no record of what sites he or she 
visited beyond the miniature Web site. 
 
According to an unscientific survey conducted last 
year, the Chinese make up the second-largest national 
group surfing the Web, after Americans. 
(CNET News.com) 
 
 
 
 
 
This update is produced by the Transnational Threats 
Initiative at the Center for Strategic and International 
Studies (CSIS) and provides monthly news on terrorism, 
drug trafficking, organized crime, money laundering, and 
other transnational threats. 
 
CSIS does not take specific public policy positions; 
accordingly, all views, positions, and conclusions in this 
publication should be understood to be solely those of 
the author(s). 
 
© 2003 by the Center for Strategic and International 
Studies. 
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