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The US faces serious issues in defining the threat from Iraq and  any other actor that may 

choose to use biological  or other weapons of mass desatruction: The possible nature of the 

attackers, and the possible means of attack. In broad terms, the US has done a good job of 

identifying potential attackers and the means that they might use. It does, however, need to 

improve its threat and risk assessments, to combine its analysis of the threat from states and the 

threat from terrorists, and of the ways in which they might use weapons of mass destruction. 

Potential State Actors 
 The US is inherently vulnerable to covert foreign attack. America is an extraordinarily 

open society that is dependent on massive volumes of foreign trade and immigration. It has 

nearly 100,000 miles of shoreline and 6,000 miles of borders. Some 475 million people cross the 

border every year and some 142 million trucks and vehicles. There are some 21.4 million major 

container sized cargo shipments a year, plus countless break bulk and individual shipments. The 

legal trade across the US borders arrives daily at some 3,700 terminals in 301 ports of entry. 1  

Customs searches a tiny percentage of legal shipments into the US, and much of the 

processing is pro forma. Most air forwarding enters the US without any inspection. Containers 

can enter the duty free areas of US ports and remain there for 30 days before a declaration is 

required. Roughly eight million containers enter the US each year, and one container takes an 

average of five inspectors three hours to search. In practice, one container enters Southern 

California every 20 seconds and almost none are searched. Some 7,000 trucks went from 

Windsor, Canada to Detroit in one day in February 2000, and one truck has to be cleared through 

Customs every 12 seconds in Detroit. The volume of illegal traffic is massive and includes an 

estimated 376 metric tons of cocaine a year. [It also, however, includes an equally massive 

amount of other goods, including some 5-10 million pounds of chloroflourocarbons (CFCs).] 

Cargo threat amounts to some $10 billion worth of goods a year, most of which involves 

shipments whose nature and character cannot be proven.2 

As for immigration, even if one ignores legal immigrants and the constant movement of US 
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citizens across our borders, there are some 5 million illegal immigrants in the US, roughly 2.7 

million of which are undocumented. 3 

State actors, as well as terrorists, can take advantage of these US vulnerabilities. 

Moreover, US officials have identified seven states that now have sufficient capability to use 

weapons of mass destruction in unconventional or covert attacks to pose a possible threat to the 

US. These states include major powers like Russia and China, which are not hostile to the US, 

but which have such broad ranging capabilities to manufacture weapons of mass destruction that 

their capabilities cannot be ignored. They also include five more hostile powers that have some 

potential capability to use weapons of mass destruction to attack the US homeland.  

The US Secretary of State has designated seven states as sponsors of terrorism: Cuba, 

Iran, Iraq, Libya, North Korea, Sudan, and Syria.  Six of these states -- Iran, Iraq, Libya, North 

Korea, the Sudan and Syria – have access to weapons of mass destruction. Only one – North 

Korea – now presents more than a marginal risk that it has nuclear weapons, but all of these 

powers will probably acquire the capability to produce a highly lethal biological weapon over the 

next five to ten years. 

A Department of State Assessment of State Threats 

A State Department reporting on terrorism, issued in April 2000, summarizes the threat 

from foreign states as follows: 4 

Iran, Iraq, Syria, Libya, North Korea, Cuba, and Sudan remain the seven governments that the US 
Secretary of State has designated as state sponsors of international terrorism. Iran continued to support 
numerous terrorist groups—including the Lebanese Hizbollah, HAMAS, and the Palestinian Islamic Jihad 
(PIJ)--in their efforts to undermine the Middle East peace process through terrorism. Although there were 
signs of political change in Iran in 1999, the actions of certain state institutions in support of terrorist 
groups made Iran the most active state sponsor of terrorism. Iraq continued to provide safehaven and 
support to a variety of Palestinian rejectionist groups, as well as bases, weapons, and protection to the 
Mujahedin-e Khalq (MEK), an Iranian terrorist group that opposes the current Iranian regime. Syria 
continued to provide safehaven and support to several terrorist groups, some of which oppose the Middle 
East peace process. Libya had yet to fully comply with the requirements of the relevant UN Security 
Council resolutions related to the trial of those accused of downing Pan Am flight 103 over Lockerbie, 
Scotland. North Korea harbored several hijackers of a Japanese Airlines flight to North Korea in the 1970s 
and maintained links to Usama Bin Ladin and his network. Cuba continued providing safehaven to several 
terrorists and US fugitives and maintained ties to other state sponsors and Latin American insurgents. 
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Finally, Sudan continued to serve as a meeting place, safehaven, and training hub for members of Bin 
Ladin’s al-Qaida, Lebanese Hizbollah, al-Jihad, al-Gama’at, PIJ, HAMAS, and the Abu Nidal organization 
(ANO).  

State sponsorship has decreased over the past several decades. As it decreases, it becomes increasingly 
important for all countries to adopt a “zero tolerance” for terrorist activity within their borders. Terrorists 
will seek safehaven in those areas where they are able to avoid the rule of law and to travel, prepare, raise 
funds, and operate. In 1999 the United States actively researched and gathered intelligence on other states 
that will be considered for designation as state sponsors.  

The State Department report describes the level of support for terrorism in each state as 

follows:5 

• Cuba:  

Cuba continued to provide safehaven to several terrorists and U.S. fugitives in 1999. A number of Basque 
ETA terrorists who gained sanctuary in Cuba some years ago continued to live on the island, as did several 
U.S. terrorist fugitives.  

Havana also maintained ties to other state sponsors of terrorism and Latin American insurgents. Colombia’s 
two largest terrorist organizations, the Revolutionary Armed Forces of Colombia and the National 
Liberation Army (ELN), both maintained a permanent presence on the island. In late 1999, Cuba hosted a 
series of meetings between Colombian Government officials and ELN leaders. 

• Iran:  

Although there were signs of political change in Iran in 1999, the actions of certain state institutions in 
support of terrorist groups made Iran the most active state sponsor of terrorism. These state institutions, 
notably the Revolutionary Guard Corps and the Ministry of Intelligence and Security, continued to be 
involved in the planning and execution of terrorist acts and continued to support a variety of groups that use 
terrorism to pursue their goals.  

A variety of public reports indicate Iran’s security forces conducted several bombings against Iranian 
dissidents abroad. Iranian agents, for example, were blamed for a truck bombing in early October of a 
Mujahedin-e Khalq (MEK) terrorist base near Basrah, Iraq, that killed several MEK members and non-
MEK individuals.  

Iran continued encouraging Hizbollah and the Palestinian rejectionist groups—including HAMAS, the 
Palestinian Islamic Jihad, and Ahmad Jibril’s PFLP-GC—to use violence, especially terrorist attacks, in 
Israel to undermine the peace process. Iran supported these groups with varying amounts of money, 
training, and weapons. Despite statements by the Khatami administration that Iran was not working against 
the peace process, Tehran stepped up its encouragement of, and support for, these groups after the election 
of Israeli Prime Minister Barak and the resumption of Israel-Syria peace talks. In a gesture of public 
support, President Khatami met with Damascus-based Palestinian rejectionist leaders during his visit to 
Syria in May. In addition, Iranian Supreme Leader Khamenei reflected Iran’s covert actions aimed at 
scuttling the peace process when he sponsored a major rally in Tehran on 9 November to demonstrate 
Iran’s opposition to Israel and peace. Hizbollah and Palestinian rejectionist speakers at the rally reaffirmed 
their support for violent jihad against Israel. A Palestinian Islamic Jihad representative praised a bombing 
in Netanya that occurred days before and promised more such attacks.  
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Tehran still provided safehaven to elements of Turkey’s separatist PKK that conducted numerous terrorist 
attacks in Turkey and against Turkish targets in Europe. One of the PKK’s most senior at-large leaders, 
Osman Ocalan, brother of imprisoned PKK leader Abdullah Ocalan, resided at least part-time in Iran. Iran 
also provided support to terrorist groups in North Africa and South and Central Asia, including financial 
assistance and training.  

Tehran accurately claimed that it also was a victim of terrorism, as the opposition Mujahedin-e Khalq 
conducted several terrorist attacks in Iran. On 10 April the group assassinated Brigadier General Ali 
Sayyad Shirazi, the Iranian Armed Forces Deputy Chief of the Joint Staff.  

• Iraq:  

Iraq continued to plan and sponsor international terrorism in 1999. Although Baghdad focused primarily on 
the antiregime opposition both at home and abroad, it continued to provide safehaven and support to 
various terrorist groups.  

Press reports stated that, according to a defecting Iraqi intelligence agent, the Iraqi intelligence service had 
planned to bomb the offices of Radio Free Europe in Prague. Radio Free Europe offices include Radio 
Liberty, which began broadcasting news and information to Iraq in October 1998. The plot was foiled when 
it became public in early 1999.  

The Iraqi opposition publicly stated its fears that the Baghdad regime was planning to assassinate those 
opposed to Saddam Hussein. A spokesman for the Iraqi National Accord in November said that the 
movement’s security organs had obtained information about a plan to assassinate its secretary general, Dr. 
Iyad ‘Allawi, and a member of the movement’s political bureau, as well as another Iraqi opposition leader.  

Iraq continued to provide safehaven to a variety of Palestinian rejectionist groups, including the Abu Nidal 
organization, the Arab Liberation Front (ALF), and the former head of the now-defunct 15 May 
Organization, Abu Ibrahim, who masterminded several bombings of U.S. aircraft.  

Iraq provided bases, weapons, and protection to the MEK, an Iranian terrorist group that opposes the 
current Iranian regime. In 1999, MEK cadre based in Iraq assassinated or attempted to assassinate several 
high-ranking Iranian Government officials, including Brigadier General Ali Sayyad Shirazi, Deputy Chief 
of Iran’s Joint Staff, who was killed in Tehran on 10 April.  

• Libya:  

In April 1999, Libya took an important step by surrendering for trial the two Libyans accused of bombing 
Pan Am flight 103 over Lockerbie, Scotland, in 1988. The move responded directly to the US-UK 
initiative; concerted efforts by the Saudi, Egyptian, and South African Governments; and the active 
engagement of the UN Security Council and the UN Secretary General. At year end, however, Libya still 
had not complied with the remaining UN Security Council requirements: payment of appropriate 
compensation; acceptance of responsibility for the actions of its officials; renunciation of, and an end to, 
support for terrorism; and cooperation with the prosecution and trial. Libyan leader Qadhafi repeatedly 
stated publicly during the year that his government had adopted an antiterrorism stance, but it remained 
unclear whether his claims of distancing Libya from its terrorist past signified a true change in policy.  

Libya also remained the primary suspect in several other past terrorist operations, including the La Belle 
discotheque bombing in Berlin in 1986 that killed two US servicemen and one Turkish civilian and 
wounded more than 200 persons. The trial in Germany of five suspects in the bombing, which began in 
November 1997, continued in 1999.  
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In 1999, Libya expelled the Abu Nidal organization and distanced itself from the Palestinian rejectionists, 
announcing that the Palestinian Authority was the only legitimate address for Palestinian concerns. Libya 
still may have retained ties to some Palestinian groups that use violence to oppose the Middle East peace 
process, however, including the PIJ and the PFLP-GC.  

• North Korea:  

The Democratic People’s Republic of Korea (D.P.R.K.) continued to provide safehaven to the Japanese 
Communist League-Red Army Faction members who participated in the hijacking of a Japanese Airlines 
flight to North Korea in 1970. P’yongyang allowed members of the Japanese Diet to visit some of the 
hijackers during the year. In 1999 the D.P.R.K. also attempted to kidnap in Thailand a North Korean 
diplomat who had defected the day before. The attempt led the North Korean Embassy to hold the former 
diplomat’s son hostage for two weeks. Some evidence also suggests the D.P.R.K. in 1999 may have sold 
weapons directly or indirectly to terrorist groups.  

• Pakistan 

In 1999 the United States increasingly was concerned about reports of Pakistani support for terrorist groups 
and elements active in Kashmir, as well as Pakistani relations with the Taliban, which continued to harbor 
terrorists such as Usama Bin Ladin. In the Middle East, the United States was concerned that a variety of 
terrorist groups operated and trained inside Lebanon with relative impunity. Lebanon also was 
unresponsive to U.S. requests to bring to justice terrorists who attacked U.S. citizens and property in 
Lebanon in previous years.  

• Sudan 

Sudan in 1999 continued to serve as a central hub for several international terrorist groups, including 
Usama Bin Ladin’s al-Qaida organization. The Sudanese Government also condoned Iran’s assistance to 
terrorist and radical Islamist groups operating in and transiting through Sudan.  

Khartoum served as a meeting place, safehaven, and training hub for members of the Lebanese Hizbollah, 
Egyptian Gama’at al-Islamiyya, al-Jihad, the Palestinian Islamic Jihad, HAMAS, and Abu Nidal 
organization. Sudan’s support to these groups included the provision of travel documentation, safe passage, 
and refuge. Most of the groups maintained offices and other forms of representation in the capital, using 
Sudan primarily as a secure base for organizing terrorist operations and assisting compatriots elsewhere.  

Sudan still had not complied with UN Security Council Resolutions 1044, 1054, and 1070 passed in 1996--
which demand that Sudan end all support to terrorists—despite the regime’s efforts to distance itself 
publicly from terrorism. They also require Khartoum to hand over three Egyptian Gama’at fugitives linked 
to the assassination attempt in 1995 against Egyptian President Hosni Mubarak in Ethiopia. Sudanese 
officials continued to deny that they are harboring the three suspects and that they had a role in the attack. 

• Syria: (1998 Report) There is no evidence that Syrian officials have engaged directly in planning or 
executing international terrorist attacks since 1986. Syria, nonetheless, continues to provide safehaven and 
support to several terrorist groups, allowing some to maintain training camps or other facilities on Syrian 
territory. Ahmad Jibril's Popular Front for the Liberation of Palestine-General Command and the Palestine 
Islamic Jihad, for example, have their headquarters in Damascus. In addition, Syria grants a wide variety of 
terrorist groups--including HAMAS, the PFLP-GC, and the PIJ--basing privileges or refuge in areas of 
Lebanon's Bekaa Valley under Syrian control.  

Although Damascus claims to be committed to the Middle East peace process, it has not acted to stop anti-
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Israeli attacks by Hizbollah and Palestinian rejectionist groups in southern Lebanon. Syria allowed--but did 
not participate in--a meeting of Palestinian rejectionist groups in Damascus in December to reaffirm their 
public opposition to the peace process. Syria also assists the resupply of rejectionist groups operating in 
Lebanon via Damascus. Nonetheless, the Syrian Government continues to restrain the international 
activities of some groups and to participate in a multinational monitoring group to prevent attacks against 
civilian targets in southern Lebanon and northern Israel. 

 The June 2000 report of the National Commission on Terrorism added Afghanistan and 

Greece to the list states that the State Department designates as terrorism sponsors or “not 

cooperating fully”:6 

The U.S. Government has not designated Afghanistan as a state sponsor of terrorism because it does not 
recognize the Taliban regime as the Government of Afghanistan.  

In 1996, the Taliban regime gained control of the capital of Afghanistan and began asserting its control 
over much of the country. Since then it has provided a safehaven to terrorist groups and terrorist fugitives 
wanted by U.S. law enforcement, including Usama bin Ladin-- who is under indictment for his role in the 
bombings of U.S. Embassies in Kenya and Tanzania in 1998. The Taliban also supports the training camps 
of many of these terrorist groups. 

…In 1996, Congress enacted a law that authorizes the President to designate as "not cooperating fully" 
states whose behavior is objectionable but not so egregious as to warrant designation as a "state sponsor of 
terrorism." This law has not been effectively used.  

Some countries use the rhetoric of counterterrorist cooperation but are unwilling to shoulder their 
responsibilities in practice, such as restricting the travel of terrorists through their territory or ratifying 
United Nations conventions on terrorism. Other states have relations with terrorists that fall short of the 
extensive criteria for designation as a state sponsor, but their failure to act against terrorists perpetuates 
terrorist activities. Newer terrorist groups, many of which are transnational in composition and less 
influenced by state agendas, can take advantage of such states for safehaven.  

To address these categories of countries, in 1996 Congress authorized the President to designate countries 
as "not cooperating fully with U.S. antiterrorism efforts" and to embargo defense sales to such states. To 
date, only Afghanistan has been so designated, and that designation arose from the legal difficulty of 
putting Afghanistan on the state sponsor list without appearing to recognize the Taliban as the legitimate 
government.  

Two other countries that present difficulties for U.S. counterterrorism policy are Pakistan and Greece. Both 
are friendly nations and Greece is a NATO ally. 

…Greece has been disturbingly passive in response to terrorist activities. It is identified by the U.S. 
Government as "one of the weakest links in Europe's effort against terrorism" (Patterns of Global 
Terrorism, 1999. U.S. Department of State.) Since 1975 there have been 146 terrorist attacks against 
Americans or American interests in Greece. Only one case has been solved and there is no indication of any 
meaningful investigation into the remaining cases. Among the unresolved cases are the attacks by the 
Revolutionary Organization 17 November which has claimed responsibility for the deaths of 20 people, 
including four Americans, since 1975. Greek authorities have never arrested a member of 17 November, 
which is a designated FTO. The Turkish leftist group, the Revolutionary People's Liberation Party/Front 
(DHKP-C), also an FTO, has murdered four Americans since 1979 and maintains an office in Athens 
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despite United States protests. Last year, senior Greek Government officials gave assistance and refuge to 
the leader of the Kurdish terrorist group, the Kurdish Workers Party (PKK). 

A Department of Defense Assessment of Threats from Foreign States 

 There is a rough correlation between the states the US has identified as potential threats 

and the states capable of delivering weapons of mass destruction. India and Pakistan are known 

nuclear powers and North Korea is suspected to be one. A Department of Defense report on 

chemical and biological weapons summaries the developments in several key states as follows:7 

• China  

China possesses an advanced biotechnology infrastructure as well as the requisite munitions production 
capabilities necessary to develop, produce and weaponize biological agents. Although China has 
consistently claimed that it has never researched or produced biological weapons, it is nonetheless believed 
likely that it retains a biological warfare capability begun before acceding to the BWC. 

China is believed to have an advanced chemical warfare program that includes research and development, 
production and weaponization capabilities. Its current inventory is believed to include the full range of 
traditional chemical agents. It also has a wide variety of delivery systems for chemical agents to include 
artillery rockets, aerial bombs, sprayers, and short-range ballistic missiles. Chinese forces, like those of 
North Korea, have conducted defensive CW training and are prepared to operate in a contaminated 
environment. As China’s program is further integrated into overall military operations, its doctrine, which 
is believed to be based in part on Soviet-era thinking, may reflect the incorporation of more advanced 
munitions for CW agent delivery. China has signed and ratified the CWC. 

• Libya  

Libya’s biological warfare program is believed to remain in the early research and development phase. 
Progress has been slow due in part to an inadequate scientific and technical base. Though Libya may be 
able to produce small quantities of usable agent, it is unlikely to transition from laboratory work to 
production of militarily significant quantities until well after the year 2000. Libya acceded to the BWC in 
1982. 

Libya has experienced major setbacks to its chemical warfare program, first as a result of intense public 
scrutiny focused on its Rabta facility in the late 1980s and more recently on its Tarhuna underground 
facility. Nevertheless, Libya retains a small inventory of chemical weapons as well as a CW agent 
production capability. Prior to closing its Rabta plant in 1990, Libya succeeded in producing up to 100 tons 
of blister and nerve agent at the site. Although the site was re-opened in 1995, ostensibly as a 
pharmaceutical plant, the facility is still believed capable of producing CW agents. CW-related activities at 
the Tarhuna site are believed to be suspended.  Libya has not ratified the CWC and is not likely to do so in 
the near future. 

• India  

India has a well-developed biotechnology infrastructure that includes numerous pharmaceutical production 
facilities bio-containment laboratories (including BL-3) for working with lethal pathogens. It also has 
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qualified scientists with expertise in infectious diseases. Some of India’s facilities are being used to support 
research and development for BW defense purposes.  These facilities constitute a substantial capability for 
offensive purposes as well. India is a signatory to the BWC of 1972. 

India also has an advanced commercial chemical industry, and produces the bulk of its own chemicals for 
domestic consumption. New Delhi ratified the CWC in 1996. In its required declarations, it acknowledged 
the existence of a chemical warfare program. New Delhi has pledged that all facilities related to its CW 
program would be open for inspection.  Pakistan has a capable but less well-developed biotechnology 
infrastructure than India.  Its facilities, while fewer in number, could nonetheless support work on lethal 
biological pathogens. Moreover, Pakistan is believed to have the resources and capabilities necessary to 
support a limited offensive biological warfare research and development effort. Like India, Pakistan is a 
signatory to the BWC. 

• Iran 

Iran ’s biological warfare program, which began during the Iran-Iraq war, is now believed to generally be 
in the advanced research and development phase. Iran has qualified, highly trained scientists and 
considerable expertise with pharmaceuticals. It also possesses the commercial and military infrastructure 
needed to produce basic biological warfare agents and may have produced pilot quantities of usable agent. 
Iran is a signatory to the BWC of 1972. 

Iran initiated a chemical weapons program in the early stages of the Iran-Iraq war after it was attacked with 
chemical weapons. The program has received heightened attention since the early 1990s with an expansion 
in both the chemical production infrastructure as well as its munitions arsenal. Iran currently possesses 
munitions containing blister, blood, and choking agents and may have nerve agents as well. It has the 
capability to deliver CW agents using artillery shells and aerial bombs. Iran has ratified the CWC, declared 
agents and chemical agent production facilities, and is obligated to open suspected sites to international 
inspection and eliminate its CW program. 

• Iraq 

Prior to the Gulf War, Iraq developed the largest and most advanced biological warfare program in the 
Middle East. Though a variety of agents were studied, Iraq declared anthrax, botulinum toxin, and aflatoxin 
to have completed the weaponization cycle. During the Gulf War, coalition bombing destroyed or damaged 
many key facilities associated with BW activity.  However, it is suspected that a key portion of Iraq’s BW 
capability, in the form of agent-filled munitions, was hidden and may have subsequently escaped damage. 
Nonetheless, Iraq declared, after the war, that all BW agent stockpile and munitions were unilaterally 
destroyed. United Nations Special Commission (UNSCOM) activity has, however, revealed this assertion 
as well as many others related to BW activity, to be inaccurate and misleading. As with its chemical 
program, Iraq intends to re-establish its BW capabilities if afforded the opportunity by the relaxation or 
cessation of UNSCOM inspection activity. 

Iraq had a mature chemical weapons program prior to the Gulf War that included a variety of nerve agents, 
such as tabun (GA), Sarin (GB), and GF, as well as the blister agent mustard, available for offensive use. 
Iraq also undertook a program, begun in 1985 and continuing uninterrupted until December 1990, to 
produce the advanced nerve agent VX.  Recent UNSCOM findings indicate that Iraq had weaponized VX 
in Al Hussein missile warheads. Although Iraq’s chemical warfare program suffered extensive damage 
during the Gulf War and subsequently from UNSCOM activity, Iraq retains a limited capability to re-
constitute key parts of its chemical warfare program. Moreover, UNSCOM, despite having destroyed over 
700 metric tons of agent, is still unable to verify elements of Iraqi declarations such as the disposal of 
chemical precursors, as well as the destruction of all chemical munitions. The comprehensive nature of 
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Iraq’s previous chemical warfare activity and the consistent pattern of denial and deception employed by 
Iraqi authorities indicate a high-level intent to rebuild this capacity, should Iraq be given the opportunity. 

• North Korea  

North Korea has been pursuing research and development related to biological warfare since the 1960s. 
Pyongyang’s resources presently include a rudimentary (by Western standards) biotechnology 
infrastructure that is sufficient to support the production of limited quantities of toxins, as well as viral and 
bacterial biological warfare agents. In the early 1990s, an open press release by a foreign government 
referred to applied military biotechnology work at numerous North Korean medical institutes and 
universities dealing with pathogens such as anthrax, cholera, and plague. North Korea possesses a sufficient 
munitions-production infrastructure to accomplish weaponization of BW agents. North Korea acceded to 
the Biological Weapons Convention (BWC) in 1987.  

By comparison, North Korea’s chemical warfare program is believed to be mature and includes the 
capability, since 1989, to indigenously produce bulk quantities of nerve, blister, choking and blood 
chemical agents as well as a variety of different filled munitions systems.  North Korea is believed to 
possess a sizable stockpile of chemical weapons, which could be employed in offensive military operations 
against the South. North Korea has also devoted considerable scarce resources to defensive measures aimed 
at protecting its civilian population and military forces from the effects of chemical weapons. Such 
measures include extensive training in the use of protective masks, suits, detectors, and decontamination 
systems. Though these measures are ostensibly focused on a perceived threat from U.S. and South Korean 
forces, they could also support the offensive use of chemical weapons by the North during combat.  North 
Korea has yet to sign the Chemical Weapons Convention (CWC) and is not expected to do so in the near-
term, due to intrusive inspection and verification requirements mandated by the agreement. 

• Pakistan  

Pakistan has a less-well developed commercial chemical industry but is expected to eventually have the 
capability to produce all precursor chemicals needed to support a chemical weapons stockpile. Like India, 
Pakistan has numerous munitions systems which could be used to deliver CW agent, including artillery, 
aerial bombs, and missiles. Pakistan has ratified the CWC, but submitted a null declaration. 

• The Former Soviet Union  

The FSU’s offensive biological warfare program was the world’s largest and consisted of both military 
facilities and nonmilitary research and development institutes. Non-military activity was centrally 
coordinated and performed largely through a consortium of institutes known as Biopreparat. This network 
of facilities was created in 1973 as a cover for activity related to biological warfare. This huge organization 
at one time employed up to 25,000 people and involved nearly 20 research, development and production 
facilities. The Russian government has committed to ending the former Soviet BW program, although 
serious questions about offensive BW capabilities remain. Key components of the former program remain 
largely intact and may support a possible future mobilization capability for the production of biological 
warfare agents and delivery systems. Moreover, work outside the scope of legitimate biological defense 
activity may be occurring at selected facilities within Russia. Such activity, if offensive in nature, would 
contradict statements by top Russian political leaders that offensive activity has ceased. 

While former Soviet biological warfare facilities existed in Ukraine, Kazakhstan, and Uzbekistan, none are 
currently active. Moreover, the governments in these new republics are not believed to have plans to 
establish any future BW capability. Also, Belarus has no program and no intention of establishing one. 
Ukraine, Belarus, and Uzbekistan have ratified the BWC, while Kazakhstan has not yet signed it. 
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Russia has acknowledged the world’s largest stockpile of chemical agents, amounting to approximately 
40,000 metric tons. This stockpile, consisting mostly of weaponized agent includes artillery, aerial bombs, 
rockets, and missile warheads. Actual agents include a variety of nerve and blister agents. Additionally, 
some Russian chemical weapons incorporate agent mixtures, while others have added thickening materials 
in order to increase agent persistence.  Russian officials do not deny that CW research has continued but 
claim that it is for defensive purposes and therefore not proscribed by the CWC. Many of the components 
for new binary agents developed under the former-Soviet program have legitimate civilian applications and 
are not considered on the CWC’s schedule of chemicals. 

• Syria  

Syria has a limited biotechnology infrastructure but could support a limited biological warfare effort. 
Though Syria is believed to be pursuing the development of biological weapons, it is not believed to have 
progressed much beyond the research and development phase and may have produced only pilot quantities 
of usable agent. Syria has signed, but not ratified, the BWC.  Syria has a mature chemical weapons 
program, begun in the 1970s, incorporating nerve agents, such as Sarin, which have completed the 
weaponization cycle. Future activity will likely focus on CW infrastructure enhancements for agent 
production and storage, as well as possible research and development of advanced nerve agents. Munitions 
available for CW agent delivery likely include aerial bombs as well as SCUD missile warheads. Syria has 
not signed the CWC and is unlikely to do so in the near future. 

The Probable Lack of Well-Defined Strategic Warning of a Threat from State 
Actors and Unpredictable Behavior in a Crisis 

 None of the State Department and Department of Defense descriptions of hostile and 

proliferating states issued to date imply that any of the states listed above are now likely to take 

the risk of attacking the US. It is clear, however, that a number of these states have dangerous 

capabilities, and US policy cannot be based on current intentions as distinguished from current 

and future capabilities. A covert or proxy attack by Iran would have seemed much more likely 

during the tanker war of 1987-1988, and an Iran willing to build missiles with ranges capable of 

reaching the US may well have contingency plans for other forms of attack. If the Gulf War had 

not taken place, Iraq would pose a much greater threat, and if sanctions are lifted, it may develop 

such attack capabilities in an effort to either deter US action in the Gulf or punish it for any 

attack on the Iraqi leadership. North Korea remains unpredictable. The behavior of any regime 

can change suddenly in a crisis. For example, the US never had to seriously evaluate Serbian 

chemical warfare capabilities before its intervention in Kosovo.   

 There also is no reason to assume the US can now identify its future attackers. Attacks by 

state actors may well come from one of the roughly 170 states that are not a threat today. New 
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proliferators continue to emerge and states can develop biological and chemical weapons with 

little or no warning. The transfer of fissile material from state to state could sharply reduce the 

lead times in nuclear proliferation, and today’s “friend” or “neutral” could easily become 

tomorrow’s enemy.  

 Table 3.1 shows that list of today’s known proliferators is also considerably longer than 

the list of today’s known threats, and its uncertain how much strategic warning the US will have 

of the fact that a proliferating state might take hostile action. Under normal conditions, it seems 

likely that virtually any state actor would show great restraint in attacking the US homeland 

because of the risks of retaliation. As a result, it seems more likely that a non-state actor would 

take such risks than a state. “Normal,” however, is an uncertain term.  

There are several interactive reasons why the US might not receive adequate strategic 

warning and/or “normal” behavior might not restrain a state: 

• Crisis behavior is very different from normal behavior. For example, the ability to threaten or attack the US 
might be exercised if a regime felt that it was fatally threatened by US military action or a US supported 
coalition, or that an attack on the US might force the US or international community to take action that 
would aid it in a conflict. Iraq’s horizontal escalation in using missiles against Israel is an example of such 
crisis behavior.  

• The lead times and indicators that identify proliferating states are changing with time. The spread of 
chemical, biological, and associated delivery system technologies is proliferating throughout much of the 
developing world, as is the ability to use fissile material in a nuclear weapon. The US can have steadily less 
confidence in the time it has in which to detect proliferation, and in the material indications that 
proliferation is taking place.  

• The US has not established a clear doctrine of massive retaliation in reprisal for such attacks, and the threat 
the US might reply with massive conventional attacks or by using nuclear weapons may become steadily 
less convincing with time. 

• A hostile state actor might attempt to conceal an attack in several ways that would offer a reasonable 
chance that it would not be detected or that it could avoid massive retaliation: 

• It could build-up or support an independent extremist or terrorist movement and use it as a proxy, as 
Syria and Iran have used the Hizbollah and Hamas. In many cases, such movements have several state 
supporters, and the particular state using a proxy to attack the US might not be possible to identify. The 
ambiguities surrounding the attack on Pan Am 103, the USAF compound at Al Khobar and USS Cole 
are cases in point. 

• A hostile state might use a crisis or conflict involving another state hostile to the US as a cover for its 
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attack. In the case of Iran or Iraq, for example, attacking the US homeland during a crisis with the 
other state might succeed in both hiding the true nature of the attacker and causing the US to retaliate 
against a regional enemy. 

• Biological attacks with long lead times before there affects become apparent may be very difficult to 
characterize. Attacks on animals and agriculture could be extremely costly to the US, but would be 
difficult to characterize, and the US has no apparent retaliatory doctrine for dealing with such attacks.  

• A hostile state might piggyback on a more conventional form of covert attack by another state, or a 
separate attack by a hostile terrorist or extremist movement. 

These uncertainties do not mean that state driven-covert attacks on the US homeland are 

likely, with or without the use of weapons of mass destruction. They do mean that it is dangerous 

to attempt to assign a relative probability based on current, pre-crisis, or peacetime behavior. 
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Table 3.1 

Global Challenges: Who Has Weapons of Mass Destruction? 

 
Country                              Type of Weapon of Mass Destruction                          Long-Range Missiles 
                                     Chemical              Biological            Nuclear                Theater            Intercontinental 
 
East-West 

Britain Breakout Breakout Deployed           Deployed         SLBMs  
Canada - Technology Technology              -              - 
France Breakout Breakout Deployed           Deployed         SLBMs 
Germany Breakout Breakout Technology         Technology   - 
Serbia Deployed - -                            Deployed      - 
Sweden -  - Technology             -                - 
Russia Residual Residual Deployed                 Technology      ICBMS/SLBMs 
US Residual Breakout Deployed                 Technology      ICBMS/SLBMs 

 
Middle East 

Egypt Residual Breakout -                            Deployed    - 
Israel Breakout Breakout Deployed            Deployed          Tech/Booster 
Iran Deployed? Breakout Technology         Deployed          Tech/Booster 
Iraq Deployed Deployed Technology        Technology     ? 
Libya Deployed Research -                           Deployed        ? 
Syria Deployed Technology? -                            Deployed        - 
Yemen Residual - -                              -                        - 

 
Asia and South Asia 

China Deployed?  Breakout? Deployed             Deployed       ICBMS/SLBMs 
India Breakout?  Breakout? Deployed             Deployed       Technology 
Japan Breakout Breakout Technology         Technology    - 
Pakistan Breakout?  Breakout? Deployed             Deployed         Technology? 
North Korea Deployed Deployed Technology         Deployed          Tech/Booster 
South Korea Breakout? Breakout Technology          Technology? - 
Taiwan Breakout? Breakout Technology - - 
Thailand Residual - - - - 
Vietnam Residual - - - - 

 
Other 

Argentina - - Technology          Technology - 
Brazil - - Technology        Technology - 
South Africa - - Technology        Technology - 
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Foreign Terrorists and Extremists 
Analyzing the threat from foreign terrorists and extremists requires the same focus on 

current and future capabilities rather than current intentions. Tables II.1 and II.2 have already 

shown that terrorist and extremist violence comes in uncertain cycles. The data available on the 

actions of foreign terrorists and extremists confirms this pattern.  The US State Department 

reports that there were 304 international terrorist attacks during 1997, 273 attacks during 1998, 

and 387 during 1999. Taken at face value, 1998 seems a low year for terrorism. In fact, it had the 

fewest annual incidents since 1971 and only 70% of the incidents in 1999. The total number of 

persons killed or wounded in terrorist attacks, however, was the highest on record: 741 persons 

died, and 5,952 persons suffered injuries. Twelve US citizens died in terrorist attacks in 1998, all 

in the Nairobi bombing. Each was an Embassy employee or dependent. Eleven other US citizens 

were wounded in terrorist attacks last year, including six in Nairobi and one in Dar es Salaam. 

Three-fifths of the total attacks – 166 – were bombings. The foremost type of target was business 

related.8  

There are no similar patterns to look at in terms of foreign terrorist and extremist attacks 

on targets in US territory. The State Department does not report any successful foreign terrorist 

attacks on the American homeland since the World Trade Center bombing attacks in 1993. 

However, the US was the target of the devastating bombings of the US Embassies in Nairobi, 

Kenya and Dar es Salaam, Tanzania in August 1998. In Nairobi, the US Embassy was located in 

a congested downtown area, and 213 persons were killed in the attack, and about 4,500 were 

wounded. In Dar es Salaam, 10 persons were killed and 77 were wounded. More broadly, about 

40 percent of all the attacks the US State Department reported in 1998 – a total of 111 – were 

directed against US targets. However, the majority of these attacks – a total of 77 – were 

bombings of a single target – the multinational oil pipeline in Colombia, which terrorists regard 

as a US target.  
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Continuing Threats and Counterterrorist Action 

The failure to attack the US homeland clearly does not reflect a lack of potential threats. 

The Director of the FBI, Louis Freeh, summarized the threat posed by foreign terrorists as 

follows in testimony before the Senate Committee on Appropriations Subcommittee for the 

Departments of Commerce, Justice, and State, the Judiciary, and Related Agencies:9 

The current international terrorist threat can be divided into three general categories that represent a serious 
and distinct threat to the United States. These categories also reflect, to a large degree, how terrorists have 
adapted their tactics since the 1970's by learning from past successes and failures, from becoming familiar 
with law enforcement capabilities and tactics, and from exploiting technologies and weapons that are 
increasingly available to them in the post-Cold War era.  

The first threat category, state sponsors of terrorism, violates every convention of international law. State 
sponsors of terrorism currently designated by the Department of State are: Iran, Iraq, Syria, Sudan, Libya, 
Cuba, and North Korea. Put simply, these nations view terrorism as a tool of foreign policy. In recent years, 
the terrorist activities of Cuba and North Korea appear to have declined as the economies of these countries 
have deteriorated. However, the terrorist activities of the other states I mentioned continue, and in some 
cases, have intensified during the past several years. 

The second category of the international terrorist threat is represented by more formal terrorist 
organizations. These autonomous, generally transnational, organizations have their own infrastructures, 
personnel, financial arrangements, and training facilities. These organizations are able to plan and mount 
terrorist campaigns on an international basis and actively support terrorist activities in the United States. 

Extremist groups such as Lebanese Hizbollah, the Egyptian Al-Gama' Al- Islamiyya, and the Palestinian 
Hamas have supporters in the United States who could be used to support an act of terrorism here. 
Hizbollah ranks among the most menacing of these groups. It has staged many anti-American attacks in 
other countries, such as the 1983 truck bombings of the United States Embassy and the United States 
Marine Corps barracks in Beirut, the 1984 bombing of the United States Embassy Annex in Beirut, and the 
1985 hijacking of TWA Flight 847 during which United States Navy diver Robert Stehem, a passenger on 
the flight, was murdered by the hijackers. Elements of Hizbollah were also responsible for the kidnapping 
and detention of United States hostages in Lebanon throughout the 1980's. 

The activities of American cells of Hizbollah, Hamas, and Al Gama' Al Islamiyya generally revolve around 
fund-raising and low-level intelligence gathering. In addition, there are still significant numbers of Iranian 
students attending United States universities and technical institutions. A significant number of these 
students are hardcore members of the pro-Iranian student organization known as the Anjoman Islamie, 
which is comprised almost exclusively of fanatical, anti-American, Iranian Shiite Muslims. The Iranian 
Government relies heavily upon these students studying in the United States for low-level intelligence and 
technical expertise. However, the Anjoman Islamie also represents a significant resource base upon which 
the government of Iran can draw to maintain the capability to mount operations against the United States, if 
it so decides.  

The third category of international terrorist threat stems from loosely affiliated extremists, characterized by 
rogue terrorists such as Ramzi Ahmed Yousef and international terrorist financier Usama bin Laden. These 
loosely affiliated extremists may pose the most urgent threat to the United States because these individuals 
bring together groups on an ad hoc, temporary basis. By not being encumbered with the demands 
associated with maintaining a rigid, organizational infrastructure, these individuals are more difficult for 
law enforcement to track and infiltrate. Individuals such as Ramzi Yousef and Usama bin Laden have also 
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demonstrated an ability to exploit mobility and technology to avoid detection and to conduct terrorist acts. 
Fortunately, in 1995, we were able to capture Yousef and return him to the United States to stand trial for 
the February 1993 bombing of the World Trade Center and the conspiracy to attack American aircraft 
overseas. Yousef was convicted in two trials and sentenced to life imprisonment.  

The FBI believes that the threat posed by international terrorists in each of these categories will continue 
for the foreseeable future. As attention remains focused on Usama bin Laden in the aftermath of the East 
African bombings, I believe it is important to remember that rogue terrorists such as bin Laden represent 
just one type of threat that the United States faces. It is imperative that we maintain our capabilities to 
counter the broad range of international terrorist threats that confront the United States.  

For many of us in this room, the threat of international terrorism was literally brought home by the World 
Trade Center bombing in February 1993. Although the plotters failed in their attempt to topple one of the 
twin towers into the other, an outcome that would have produced thousands of casualties, they succeeded in 
causing millions of dollars worth of damage in a blast that killed 6 persons and injured more than 1,000. 
After his capture in 1995, Ramzi Yousef, the convicted mastermind behind the New York City bombing 
and other terrorist acts, conceded to investigators that a lack of funding forced his group's hand in plotting 
the destruction of the World Trade Center. Running short of money, the plotters could not assemble a bomb 
as large as they had originally intended. The timing of the attack was also rushed by a lack of finances. 
Incredibly, the plotters' desire to recoup the deposit fee on the rental truck used to transport the bomb 
helped lead investigators to them. As horrible as that act was, it could very well have been much more 
devastating.  

We are fortunate that in the nearly six years since the World Trade Center bombing, no significant act of 
foreign-directed terrorism has occurred on American soil. At the same time, however, we have witnessed a 
pattern of terrorist attacks that are either directed at United States interests or initiated in response to United 
States Government policies and actions. Among these acts are: 

…As these examples illustrate, the threat of terrorism is real both at home and abroad. Usama bin Laden 
readily acknowledges trying to obtain chemical and biological weapons for use in his jihad, or holy war, 
against the United States. We also know that domestic terrorist groups have also expressed interest in 
chemical and biological agents. The willingness of terrorists to carry out more large-scale incidents 
designed for maximum destruction places a larger proportion of our population at risk. Today, Americans 
engaged in activities as routine as working in an office building, commuting to and from work, or visiting 
museums and historical sites in foreign lands, can become random victims in a deadly game acted out by 
international terrorists. America's democratic tradition and global presence make United States citizens and 
interests targets for opportunists who are willing to shed the blood of innocents for their causes. 

The FBI also notes that part of the reason for the low incidence of recent attacks on the 

US is that the US has steadily stepped up its counterterrorism efforts, and there have been a 

number of recent cases in which the US took action against terrorists who attacked Americans: 10 

• On 4 November, 1998, indictments were returned before the US District Court for the Southern District of 
New York in connection with the two US Embassy bombings in Africa. Charged in the indictment were: 
Usama Bin Ladin, his military commander Muhammad Atef, and al-Qaida members Wadih El Hage, Fazul 
Abdullah Mohammed, Mohammed Sadeek Odeh, and Mohamed Rashed Daoud al-Owhali. Two of these 
suspects, Odeh and al-Owhali, were turned over to US authorities in Kenya and brought to the United 
States to stand trial. Another suspect, Mamdouh Mahmud Salim, was arrested in Germany in September 
and extradited to the United States in December. On 16 December five others were indicted for their role in 
the Dar es Salaam Embassy bombing: Mustafa Mohammed Fadhil, Khalfan Khamis Mohamed, Ahmed 
Khalfan Ghailani, Fahid Mohommed Ally Msalam, and Sheikh Ahmed Salim Swedan. (See box on Usama 
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Bin Ladin on page 29.)  

• In June, 1998, Mohammed Rashid was turned over to US authorities overseas and brought to the United 
States to stand trial on charges of planting a bomb in 1982 on a Pan Am flight from Tokyo to Honolulu that 
detonated, killing one passenger and wounding 15 others. Rashid had served part of a prison term in Greece 
in connection with the bombing until that country released him from prison early and expelled him in 
December 1996, in a move the United States called "incomprehensible." The nine-count US indictment 
against Rashid charges him with murder, sabotage, bombing, and other crimes in connection with the Pan 
Am explosion.  

• Three additional persons convicted in the bombing of the World Trade Center in 1993 were sentenced last 
year. Eyad Mahmoud Ismail Najim, who drove the explosive-laden van into the World Trade Center, was 
sentenced to 240 years in prison and ordered to pay $10 million in restitution and a $250,000 fine. 
Mohammad Abouhalima, who was convicted as an accessory for driving his brother to the Kennedy 
International Airport knowing he had participated in the bombing, was sentenced to eight years in prison. 
Ibrahim Ahmad Suleiman received a 10-month sentence on two counts of perjury for lying to the grand 
jury investigating the bombing.  

• In May 1998, Abdul Hakim Murad was sentenced to life in prison without parole for his role in the failed 
conspiracy in January 1995 to blow up a dozen US airliners over the Pacific Ocean. Murad received an 
additional 60-year sentence for his role and was fined $250,000. Ramzi Ahmed Yousef, who was convicted 
previously in this conspiracy and for his role in the World Trade Center bombing in 1993, is serving a life 
prison term. 

This list of arrests and thwarted attempts is scarcely evidence that a threat does not exist; it is 

rather evidence that it does exist and has not been successful. 

Major Foreign Terrorist Groups and Extremists 

There is no comprehensive list of foreign terrorist organizations, and any attempt to make 

such a list would run up against a host of problems in distinguishing between “freedom fighters,” 

non-violent opposition movements, and terrorists. Many of the groups involved have major 

internal divisions and splinter groups and new groups keep emerging.  The US State Department 

has, however, designated a list of key movements that it feels can be described as terrorist:11  

• Abu Nidal organization (ANO) a.k.a. Fatah Revolutionary Council, Arab Revolutionary Council, Arab 
Revolutionary Brigades, Black September, and Revolutionary Organization of Socialist Muslims 
International terrorist organization led by Sabri al-Banna. Split from PLO in 1974. Made up of various 
functional committees, including political, military, and financial. Has carried out terrorist attacks in 20 
countries, killing or injuring almost 900 persons. Targets include the United States, the United Kingdom, 
France, Israel, moderate Palestinians, the PLO, and various Arab countries. Major attacks included the 
Rome and Vienna airports in December 1985, the Neve Shalom synagogue in Istanbul and the Pan Am 
Flight 73 hijacking in Karachi in September 1986, and the City of Poros day-excursion ship attack in July 
1988 in Greece. Suspected of assassinating PLO deputy chief Abu Iyad and PLO security chief Abu Hul in 
Tunis in January 1991. ANO assassinated a Jordanian diplomat in Lebanon in January 1994 and has been 
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linked to the killing of the PLO representative there. Has not attacked Western targets since the late 1980s. 
Has received considerable support, including safehaven, training, logistic assistance, and financial aid 
from Iraq, Libya, and Syria (until 1987), in addition to close support for selected operations. 

• Abu Sayyaf Group (ASG) Smallest and most radical of the Islamic separatist groups operating in the 
southern Philippines. Split from the Moro National Liberation Front in 1991 under the leadership of 
Abdurajik Abubakar Janjalani, who was killed in a clash with Philippine police on 18 December 1998. 
Some members have studied or worked in the Middle East and developed ties to Arab mujahidin while 
fighting and training in Afghanistan. Uses bombs, assassinations, kidnappings, and extortion payments to 
promote an independent Islamic state in western Mindanao and the Sulu Archipelago, areas in the southern 
Philippines heavily populated by Muslims. Raided the town of Ipil in Mindanao in April 1995, the group's 
first large-scale action. Suspected of several small-scale bombings and kidnappings in 1998. Probably 
receives support from Islamic extremists in the Middle East and South Asia. 

• Alex Boncayao Brigade (ABB) The ABB, the urban hit squad of the Communist Party of the Philippines, 
was formed in the mid-1980s. Responsible for more than 100 murders and believed to have been involved 
in the 1989 murder of US Army Col. James Rowe in the Philippines. Although reportedly decimated by a 
series of arrests in late 1995, the murder in June 1996 of a former high-ranking Philippine official, claimed 
by the group, demonstrates that it still maintains terrorist capabilities. In March 1997 the group announced 
that it had formed an alliance with another armed group, the Revolutionary Proletarian Army. 

• Armed Islamic Group (GIA)*  An Islamic extremist group, the GIA aims to overthrow the secular 
Algerian regime and replace it with an Islamic state. The GIA began its violent activities in early 1992 after 
Algiers voided the victory of the Islamic Salvation Front (FIS)--the largest Islamic party--in the first round 
of legislative elections in December 1991. Frequent attacks against civilians, journalists, and foreign 
residents. In the last several years the GIA has conducted a terrorist campaign of civilian massacres, 
sometimes wiping out entire villages in its area of operations and frequently killing hundreds of civilians. 
Since announcing its terrorist campaign against foreigners living in Algeria in September 1993, the GIA 
has killed more than 100 expatriate men and women--mostly Europeans--in the country. Uses 
assassinations and bombings, including car bombs, and it is known to favor kidnapping victims and slitting 
their throats. The GIA hijacked an Air France flight to Algiers in December 1994, and suspicions centered 
on the group for a series of bombings in France in 1995. Algerian expatriates and GIA members abroad, 
many of whom reside in Western Europe, provide some financial and logistic support. In addition, the 
Algerian Government has accused Iran and Sudan of supporting Algerian extremists and severed 
diplomatic relations with Iran in March 1993. 

• Aum Supreme Truth (Aum)* a.k.a. Aum Shinrikyo  A cult established in 1987 by Shoko Asahara, Aum 
aims to take over Japan and then the world. Its organizational structure mimicks that of a nation-state, with 
"finance," "construction," and "science and technology" ministries. Approved as a religious entity in 1989 
under Japanese law, the group ran candidates in a Japanese parliamentary election in 1990. Over time, the 
cult began to emphasize the imminence of the end of the world and stated that the United States would 
initiate "Armageddon" by starting World War III with Japan. The Japanese Government revoked its 
recognition of Aum as a religious organization in October 1995, but in 1997 a government panel decided 
not to invoke the Anti-Subversive Law against the group, which would have outlawed the cult. On 20 
March 1995 Aum members simultaneously released Sarin nerve gas on several Tokyo subway trains, 
killing 12 persons and injuring up to 6,000. The group was responsible for other mysterious chemical 
incidents in Japan in 1994. Its efforts to conduct attacks using biological agents have been unsuccessful. 
Japanese police arrested Asahara in May 1995, and he remained on trial facing seventeen counts of murder 
at the end of 1998. In 1997 and 1998 the cult resumed its recruiting activities in Japan and opened several 
commercial businesses. Maintains an Internet homepage that indicates Armageddon and anti-US sentiment 
remain a part of the cult's world view. At the time of the Tokyo subway attack, the group claimed to have 
9,000 members in Japan and up to 40,000 worldwide. Its current strength is unknown. Operates in Japan, 
but previously had a presence in Australia, Russia, Ukraine, Germany, Taiwan, Sri Lanka, the former 
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Yugoslavia, and the United States. 

• Basque Fatherland and Liberty (ETA)* a.k.a. Euzkadi Ta Askatasuna Founded in 1959 with the aim of 
establishing an independent homeland based on Marxist principles in Spain's Basque region and the 
southwestern French provinces of Labourd, Basse-Navarra, and Soule. Primarily bombings and 
assassinations of Spanish Government officials, especially security and military forces, politicians, and 
judicial figures. In response to French operations against the group, ETA also has targeted French interests. 
Finances its activities through kidnappings, robberies, and extortion. . The group has killed more than 800 
persons since it began lethal attacks in the early 1960s. ETA was responsible for murdering six persons in 
1998 but did not carry out any known killings in 1999. In late November, 1999, the ETA broke the 
“unilateral and indefinite” cease-fire it had held since 16 September 1998. Operates primarily in the 
Basque autonomous regions of northern Spain and southwestern France, but also has bombed Spanish and 
French interests elsewhere. Has received training at various times in the past in Libya, Lebanon, and 
Nicaragua. Some ETA members allegedly have received sanctuary in Cuba. Also appears to have ties to 
the Irish Republican Army through the two groups' legal political wings. 

• Bin Ladin, Usama: The bombings of the US Embassies in Nairobi, Kenya, and Dar es Salaam, Tanzania 
on 7 August 1998 underscored the global reach of Usama Bin Ladin--a long-time sponsor and financier of 
Sunni Islamic extremist causes--and his network. A series of public threats to drive the United States and 
its allies out of Muslim countries foreshadowed the attacks. The foremost threat was presented as a Muslim 
religious decree and published on 23 February 1998 by Bin Ladin and allied groups under the name 
"World Islamic Front for Jihad Against the Jews and Crusaders." The statement asserted that it was a 
religious duty for all Muslims to wage war on US citizens, military and civilian, anywhere in the world. Bin 
Ladin leads a broad-based, versatile organization. Suspects named in the wake of the Embassy bombings--
four Egyptians, one Comoran, one Jordanian, three Saudis, one US citizen, one or possibly two Kenyan 
citizens, and one Tanzanian--reflect the range of al-Qaida operatives. The diverse groups under his 
umbrella afford Bin Ladin resources beyond those of the people directly loyal to him. With his own 
inherited wealth, business interests, contributions from sympathizers in various countries, and support from 
close allies like the Egyptian and South Asian groups that signed his so-called fatwa, he funds, trains, and 
offers logistic help to extremists not directly affiliated with his organization.  

Bin Ladin seeks to aid those who support his primary goal--driving US forces from the Arabian Peninsula, 
removing the Saudi ruling family from power, and "liberating Palestine"--or his secondary goals of 
removing Western military forces and overthrowing what he calls corrupt, Western-oriented governments 
in predominantly Muslim countries. To these ends, his organization has sent trainers throughout 
Afghanistan as well as to Tajikistan, Bosnia and Herzegovina, Chechnya, Somalia, Sudan, and Yemen, and 
has trained fighters from numerous other countries, including the Philippines, Egypt, Libya, Pakistan, and 
Eritrea. Using the ties al-Qaida has developed, Bin Ladin believes he can call upon individuals and groups 
virtually worldwide to conduct terrorist attacks. His Egyptian and South Asian allies, for example, publicly 
threatened US interests in the latter half of 1998. Bin Ladin's own public remarks underscore his 
expanding interests, including a desire to obtain a capability to deploy weapons of mass destruction.  

On 4 November indictments were returned in the US District Court for the Southern District of New York 
in connection with the two US Embassy bombings in Africa. Charged in the indictment were: Usama Bin 
Ladin, his military commander Muhammad Atef, and Wadih El Hage, Fazul Abdullah Mohammed, 
Mohammed Sadeek Odeh, and Mohamed Rashed Daoud al-Owhali, all members of al-Qaida. Two of these 
suspects, Odeh and al-Owhali, were turned over to US authorities in Kenya and brought to the United 
States to stand trial. Another suspect, Mamdouh Mahmud Salim, was arrested in Germany and extradited 
to the United States in December. On 16 December five others were indicted for their role in the Dar es 
Salaam Embassy bombing: Mustafa Mohammed Fadhil, Khalfan Khamis Mohamed, Ahmed Khalfan 
Ghailani, Fahid Mohommed Ally Msalam, and Sheikh Ahmed Salim Swedan.  

• Continuity Irish Republican Army (CIRA) a.k.a. Continuity Army Council  Radical terrorist group 
formed in 1994 as the clandestine armed wing of Republican Sinn Fein, a political organization dedicated 
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to the reunification of Ireland. Established to carry on the republican armed struggle after the Irish 
Republican Army announced a cease-fire in September 1994.Bombings, assassinations, kidnappings, 
extortion, and robberies. Targets include British military and Northern Irish security targets and Northern 
Irish Loyalist paramilitary groups. Also has launched bomb attacks against predominantly Protestant towns 
in Northern Ireland. Does not have an established presence or capability to launch attacks on the UK 
mainland. Fewer than 50 activists. The group probably receives limited support from IRA hard-liners, who 
are dissatisfied with the IRA cease-fire, and other republican sympathizers. Suspected of receiving funds 
and arms from sympathizers in the United States. 

• Democratic Front for the Liberation of Palestine (DFLP)* Marxist-Leninist organization founded in 
1969 when it split from the Popular Front for the Liberation of Palestine (PFLP). Believes Palestinian 
national goals can be achieved only through revolution of the masses. In early 1980s occupied political 
stance midway between Arafat and the rejectionists. Split into two factions in 1991; Nayif Hawatmah leads 
the majority and more hard-line faction, which continues to dominate the group. Joined with other 
rejectionist groups to form the Alliance of Palestinian Forces (APF) to oppose the Declaration of Principals 
signed in 1993. Broke from the APF--along with the Popular Front for the Liberation of Palestine (PFLP)--
over ideological differences. Has made limited moves toward merging with the PFLP since the mid-1990s. 
In the 1970s conducted numerous small bombings and minor assaults and some more spectacular 
operations in Israel and the occupied territories, concentrating on Israeli targets. Involved only in border 
raids since 1988, but continues to oppose the Israel-PLO peace agreement. Conducts occasional guerrilla 
operations in southern Lebanon. Receives limited financial and military aid from Syria. 

• al-Gama’at al-Islamiyya (Islamic Group, IG) The group issued a cease-fire in March 1999 and has 
not conducted an attack inside Egypt since August 1998. Signed Usama Bin Ladin’s fatwa in February 
1998 calling for attacks against US civilians but publicly has denied that it supports Bin Ladin. Shaykh 
Umar Abd al-Rahman is al-Gama’at’s preeminent spiritual leader, and the group publicly has threatened to 
retaliate against US interests for his incarceration. Primary goal is to overthrow the Egyptian Government 
and replace it with an Islamic state. Armed attacks against Egyptian security and other government 
officials, Coptic Christians, and Egyptian opponents of Islamic extremism. Al-Gama’at has launched 
attacks on tourists in Egypt since 1992, most notably the attack in November 1997 at Luxor that killed 58 
foreign tourists. Also claimed responsibility for the attempt in June 1995 to assassinate Egyptian President 
Hosni Mubarak in Addis Ababa, Ethiopia. The Gama’at has never specifically attacked a US citizen or 
facility but has threatened US interests.  

• HAMAS (Islamic Resistance Movement) Formed in late 1987 as an outgrowth of the Palestinian branch 
of the Muslim Brotherhood. Various HAMAS elements have used both political and violent means, 
including terrorism, to pursue the goal of establishing an Islamic Palestinian state in place of Israel. 
Loosely structured, with some elements working clandestinely and others working openly through mosques 
and social service institutions to recruit members, raise money, organize activities, and distribute 
propaganda. HAMAS's strength is concentrated in the Gaza Strip and a few areas of the West Bank. Also 
has engaged in peaceful political activity, such as running candidates in West Bank Chamber of Commerce 
elections. In August 1999, Jordanian authorities closed the group’s Political Bureau offices in Amman, 
arrested its leaders, and prohibited the group from operating on Jordanian territory. Receives funding from 
Palestinian expatriates, Iran, and private benefactors in Saudi Arabia and other moderate Arab states. 
Some fundraising and propaganda activity take place in Western Europe and North America. 

• Harakat ul-Mujahidin (HUM) Formerly the Harakat ul-Ansar, which was designated a foreign terrorist 
organization in October 1997. HUM is an Islamic militant group based in Pakistan that operates primarily 
in Kashmir. Leader Fazlur Rehman Khalil has been linked to Bin Ladin and signed his fatwa in February 
1998 calling for attacks on US and Western interests. Operates terrorist training camps in eastern 
Afghanistan and suffered casualties in the US missile strikes on Bin Ladin-associated training camps in 
Khowst in August 1998. Fazlur Rehman Khalil subsequently said that HUM would take revenge on the 
United States. Has conducted a number of operations against Indian troops and civilian targets in Kashmir. 
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Linked to the Kashmiri militant group al-Faran that kidnapped five Western tourists in Kashmir in July 
1995; one was killed in August 1995, and the other four reportedly were killed in December of the same 
year. Has several thousand armed supporters located in Azad Kashmir, Pakistan, and India's southern 
Kashmir and Doda regions. Supporters are mostly Pakistanis and Kashmiris, and also include Afghans and 
Arab veterans of the Afghan war. Uses light and heavy machineguns, assault rifles, mortars, explosives, 
and rockets. Based in Muzaffarabad, Pakistan, but members conduct insurgent and terrorist activities 
primarily in Kashmir. The HUM trains its militants in Afghanistan and Pakistan. Collects donations from 
Saudi Arabia and other Gulf and Islamic states and from Pakistanis and Kashmiris. The source and 
amount of HUA's military funding are unknown. 

• Hizbollah (Party of God)* a.k.a. Islamic Jihad, Revolutionary Justice Organization, Organization of the 
Oppressed on Earth, and Islamic Jihad for the Liberation of Palestine  Radical Shia group formed in 
Lebanon; dedicated to creation of Iranian-style Islamic republic in Lebanon and removal of all non-Islamic 
influences from the area. Strongly anti-West and anti-Israel. Closely allied with, and often directed by, Iran 
but may have conducted operations that were not approved by Tehran. Known or suspected to have been 
involved in numerous anti-US terrorist attacks, including the suicide truck bombing of the US Embassy and 
US Marine barracks in Beirut in October 1983 and the US Embassy annex in Beirut in September 1984. 
Elements of the group were responsible for the kidnapping and detention of US and other Western hostages 
in Lebanon. The group also attacked the Israeli Embassy in Argentina in 1992. Operates in the Bekaa 
Valley, the southern suburbs of Beirut, and southern Lebanon. Has established cells in Europe, Africa, 
South America, North America, and elsewhere. Receives substantial amounts of financial, training, 
weapons, explosives, political, diplomatic, and organizational aid from Iran and Syria. 

• Irish Republican Army (IRA) a.k.a. Provisional Irish, Republican Army (PIRA), the Provos  Radical 
terrorist group formed in 1969 as clandestine armed wing of Sinn Fein, a legal political movement 
dedicated to removing British forces from Northern Ireland and unifying Ireland. Has a Marxist orientation. 
Organized into small, tightly knit cells under the leadership of the Army Council. Bombings, 
assassinations, kidnappings, extortion, and robberies. Before its cease-fire in 1994, targets included senior 
British Government officials, British military and Royal Ulster Constabulary targets in Northern Ireland, 
and a British military facility on the European Continent. The IRA has been observing a cease-fire since 
July 1997; the group's previous cease-fire was from 1 September 1994 to February 1996. Has received aid 
from a variety of groups and countries and considerable training and arms from Libya and, at one time, the 
PLO. Is suspected of receiving funds and arms from sympathizers in the United States. Similarities in 
operations suggest links to the ETA. 

• Islamic Movement of Uzbekistan (IMU) Coalition of Islamic militants from Uzbekistan and other Central 
Asian states opposed to Uzbekistani President Islom Karimov’s secular regime. Goal is establishment of 
Islamic state in Uzbekistan. Recent propaganda also includes anti-Western and anti-Israeli rhetoric. 
Believed to be responsible for five car bombs in Tashkent in February. Instigated two hostage crises in 
Kyrgyzstan in the fall, including a two-and-one-half-month crisis in which IMU militants kidnapped four 
Japanese and eight Kyrgyzstanis. Militants probably number in the thousands. Most militants believed to be 
in Afghanistan in the winter (1999-2000), though some may have remained in Tajikistan. Area of 
operations includes Uzbekistan, Tajikistan, Kyrgyzstan, Afghanistan, and Iran. Support from other Islamic 
extremist groups in Central Asia. IMU leadership broadcasts statements over Iranian radio.  

• Jamaat ul-Fuqra  Islamic sect that seeks to purify Islam through violence. Led by Pakistani cleric Shaykh 
Mubarik Ali Gilani, who established the organization in the early 1980s. Gilani now resides in Pakistan, but 
most cells are located in North America and the Caribbean. Members have purchased isolated rural 
compounds in North America to live communally, practice their faith, and insulate themselves from 
Western culture. Fuqra members have attacked a variety of targets that they view as enemies of Islam, 
including Muslims they regards as heretics and Hindus. Attacks during the 1980s included assassinations 
and firebombings across the United States. Fuqra members in the United States have been convicted of 
criminal violations, including murder and fraud. Operates in North America and  Pakistan. 
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• Japanese Red Army (JRA)* a.k.a. Anti-Imperialist International Brigade (AIIB)  An international 
terrorist group formed around 1970 after breaking away from Japanese Communist League-Red Army 
Faction. Led by Fusako Shigenobu, believed to be in Syrian-garrisoned area of Lebanon's Bekaa Valley. 
Stated goals are to overthrow Japanese Government and monarchy and help foment world revolution. 
Organization unclear but may control or at least have ties to Anti-Imperialist International Brigade (AIIB). 
Also may have links to Antiwar Democratic Front, an overt leftist political organization in Japan. Details 
released following arrest in November 1987 of leader Osamu Maruoka indicate that JRA may be 
organizing cells in Asian cities, such as Manila and Singapore. Has had close and longstanding relations 
with Palestinian terrorist groups--based and operating outside Japan--since its inception. During the 1970s 
JRA conducted a series of attacks around the world, including the massacre in 1972 at Lod Airport in 
Israel, two Japanese airliner hijackings, and an attempted takeover of the US Embassy in Kuala Lumpur. In 
April 1988, JRA operative Yu Kikumura was arrested with explosives on the New Jersey Turnpike, 
apparently planning an attack to coincide with the bombing of a USO club in Naples and a suspected JRA 
operation that killed five, including a US servicewoman. Kikumura was convicted of these charges and is 
serving a lengthy prison sentence in the United States. In March 1995, Ekita Yukiko, a longtime JRA 
activist, was arrested in Romania and subsequently deported to Japan. Eight others have been arrested since 
1996, but leader Shigenobu remains at large. Location unknown, but possibly based in Syrian-controlled 
areas of Lebanon. 

• al-Jihad* a.k.a. Jihad Group, Islamic Jihad, Vanguards of Conquest, Talaa' al-Fateh  Egyptian Islamic 
extremist group active since the late 1970s. Appears to be divided into two factions: one led by Ayman al-
Zawahiri--who currently is in Afghanistan and is a key leader in terrorist financier Usama Bin Ladin's new 
World Islamic Front--and the Vanguards of Conquest (Talaa' al-Fateh) led by Ahmad Husayn Agiza. 
Abbud al-Zumar, leader of the original Jihad, is imprisoned in Egypt and recently joined the group's jailed 
spiritual leader, Shaykh Umar Abd al-Rahman, in a call for a "peaceful front." Primary goal is to overthrow 
the Egyptian Government and replace it with an Islamic state. Increasingly willing to target US interests in 
Egypt. Specializes in armed attacks against high-level Egyptian Government officials. The original Jihad 
was responsible for the assassination in 1981 of Egyptian President Anwar Sadat. Appears to concentrate 
on high-level, high-profile Egyptian Government officials, including cabinet ministers. Claimed 
responsibility for the attempted assassinations of Interior Minister Hassan al-Alfi in August 1993 and Prime 
Minister Atef Sedky in November 1993. Has not conducted an attack inside Egypt since 1993 and never 
has targeted foreign tourists there. Has threatened to retaliate against the United States, however, for its 
incarceration of Shaykh Umar Abd al-Rahman and, more recently, for the arrests of its members in 
Albania, Azerbaijan, and the United Kingdom. The Egyptian Government claims that Iran, Sudan, and 
militant Islamic groups in Afghanistan--including Usama Bin Ladin--support the Jihad factions. Also may 
obtain some funding through various Islamic nongovernmental organizations. 

• Kach* and Kahane Chai* Stated goal is to restore the biblical state of Israel. Kach (founded by radical 
Israeli-American rabbi Meir Kahane) and its offshoot Kahane Chai, which means "Kahane Lives," 
(founded by Meir Kahane's son Binyamin following his father's assassination in the United States) were 
declared to be terrorist organizations in March 1994 by the Israeli Cabinet under the 1948 Terrorism Law. 
This followed the groups' statements in support of Dr. Baruch Goldstein's attack in February 1994 on the 
al-Ibrahimi Mosque--Goldstein was affiliated with Kach--and their verbal attacks on the Israeli 
Government. Have threatened to attack Arabs, Palestinians, and Israeli Government officials. Claimed 
responsibility for several shootings of West Bank Palestinians that killed four persons and wounded two in 
1993. Receives support from sympathizers in the United States and Europe. 

• Kurdistan Workers' Party (PKK)* Established in 1974 as a Marxist-Leninist insurgent group primarily 
composed of Turkish Kurds. In recent years has moved beyond rural-based insurgent activities to include 
urban terrorism. Seeks to establish an independent Kurdish state in southeastern Turkey, where the 
population is predominantly Kurdish. Primary targets are Turkish Government security forces in Turkey 
but the PKK has bombed tourist sites and hotels and kidnapped foreign tourists. Operates in Turkey, 
Europe, the Middle East, and Asia. Has received safehaven and modest aid from Syria, Iraq, and Iran. The 
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Syrian Government claims to have expelled the PKK from its territory in October 1998. 

• Liberation Tigers of Tamil Eelam (LTTE)* Known front organizations: World Tamil Association 
(WTA), World Tamil Movement (WTM), the Federation of Associations of Canadian Tamils (FACT), the 
Ellalan Force, the Sangillan Force. The most powerful Tamil group in Sri Lanka, founded in 1976. Uses 
overt and illegal methods to raise funds, acquire weapons, and publicize its cause of establishing an 
independent Tamil state. Began its armed conflict with the Sri Lankan Government in 1983 and relies on a 
guerrilla strategy that includes the use of terrorist Controls most of the northern and eastern coastal areas of 
Sri Lanka and has conducted operations throughout the island. Headquartered in the Jaffna peninsula, 
LTTE leader Velupillai Prabhakaran has established an extensive network of checkpoints and informants to 
keep track of any outsiders who enter the group's area of control. The LTTE's overt organizations support 
Tamil separatism by lobbying foreign governments and the United Nations. Also uses its international 
contacts to procure weapons, communications, and bombmaking equipment. Exploits large Tamil 
communities in North America, Europe, and Asia to obtain funds and supplies for its fighters in Sri Lanka. 
Some Tamil communities in Europe also are involved in narcotics smuggling. 

• Loyalist Volunteer Force (LVF)  Extremist terrorist group formed in 1996 as a splinter of the mainstream 
loyalist Ulster Volunteer Force (UVF). Seeks to subvert a political settlement with Irish nationalists in 
Northern Ireland by attacking Catholic politicians, civilians, and Protestant politicians who endorse the 
Northern Ireland peace process. Composed of hard-liners formerly associated with the UVF. Mark 
"Swinger" Fulton now leads the LVF following the assassination in December 1997 of LVF founder Billy" 
King Rat" Wright. Announced a unilateral cease-fire on 15 May 1998 and, in a move unprecedented among 
Ulster terrorist groups, decommissioned a small but significant amount of weapons on 18 December 1998. 
While the LVF decommissioned a small but significant amount of weapons in December 1998, it did not 
repeat this gesture in 1999. LVF bombs often have contained Powergel commercial explosives, typical of 
many loyalist groups. LVF attacks have been particularly vicious: LVF terrorists killed an 18-year old 
Catholic girl in July 1997 because she had a Protestant boyfriend. Murdered numerous Catholic civilians 
with no political or terrorist affiliations following Billy Wright's assassination. Also has conducted 
successful attacks against Irish targets in Irish border towns. 

• Manuel Rodriguez Patriotic Front (FPMR): Founded in 1983 as the armed wing of the Chilean 
Communist Party and named for the hero of Chile's war of independence against Spain. Splintered into two 
factions in the late 1980s, and one faction became a political party in 1991. The dissident wing FPMR/D is 
Chile's only remaining active terrorist group.  FPMR/D attacks civilians and international targets, including 
US businesses and Mormon churches. In 1993, FPMR/D bombed two McDonald's restaurants and 
attempted to bomb a Kentucky Fried Chicken restaurant 

• Mujahedin-e Khalq Organization (MEK or MKO): a.k.a. The National Liberation Army of Iran (NLA, 
the militant wing of the MEK), the People's Mujahidin of Iran (PMOI), National Council of Resistance 
(NCR), Muslim Iranian Student's Society (front organization used to garner financial support). Formed in 
the 1960s by the college-educated children of Iranian merchants, the MEK sought to counter what it 
perceived as excessive Western influence in the Shah's regime. Following a philosophy that mixes Marxism 
and Islam, has developed into the largest and most active armed Iranian dissident group. Its history is 
studded with anti-Western activity, and, most recently, attacks on the interests of the clerical regime in Iran 
and abroad. Worldwide campaign against the Iranian Government stresses propaganda and occasionally 
uses terrorist violence. During the 1970s the MEK staged terrorist attacks inside Iran and killed several US 
military personnel and civilians working on defense projects in Tehran. Supported the takeover in 1979 of 
the US Embassy in Tehran. In April 1992 conducted attacks on Iranian embassies in 13 different countries, 
demonstrating the group's ability to mount large-scale operations overseas. Recent attacks in Iran include 
three explosions in Tehran in June 1998 that killed three persons and the assassination of Asadollah 
Lajevardi, the former director of the Evin Prison. Recent attacks in Iran include three explosions in Tehran 
in June 1998 that killed three persons and the assassination in August 1998 of Asadollah Lajevardi, the 
former director of the Evin Prison. In April 1999, Brigadier General Ali Sayyad Shirazi, the deputy joint 
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chief of staff of Iran’s armed forces, was killed in Tehran by a MEK operative.  In the 1980s the MEK's 
leaders were forced by Iranian security forces to flee to France. Most resettled in Iraq by 1987. In the mid-
1980s did not mount terrorist operations in Iran at a level similar to its activities in the 1970s. In recent 
years has claimed credit for a number of operations in Iran. Beyond support from Iraq, the MEK uses front 
organizations to solicit contributions from expatriate Iranian communities. 

• National Liberation Army (ELN)—Colombia: Pro-Cuban, anti-US guerrilla group formed in January 
1965. Primarily rural based, although has several urban fronts, particularly in the Magdalena Medio region. 
Entered peace talks with Colombian Civil Society in mid-1998 and was preparing to participate in a 
national convention in early 1999. Conducted weekly assaults on oil infrastructure (typically pipeline 
bombings) and has inflicted massive oil spills. Extortion and bombings against US and other foreign 
businesses, especially the petroleum industry. Annually conducts several hundred kidnappings for profit, 
including foreign employees of large corporations. Forces coca and opium poppy cultivators to pay 
protection money and attacks government efforts to eradicate these crops. 

• New People's Army (NPA): The guerrilla arm of the Communist Party of the Philippines (CPP), NPA is 
an avowedly Maoist group formed in December 1969 with the aim of overthrowing the government 
through protracted guerrilla warfare. Although primarily a rural-based guerrilla group, the NPA has an 
active urban infrastructure to conduct terrorism and uses city-based assassination squads called sparrow 
units. Derives most of its funding from contributions of supporters and so-called revolutionary taxes 
extorted from local businesses. The NPA primarily targets Philippine security forces, corrupt politicians, 
and drug traffickers. Opposes any US military presence in the Philippines and attacked US military 
interests before the US base closures in 1992. Estimated between 6,000 to 8,000. 

• Orange Volunteers (OV): Extremist Protestant terrorist group comprised largely of disgruntled Loyalist 
hard-liners who split from groups observing the cease-fire. OV seeks to prevent a political settlement with 
Irish nationalists by attacking Catholic civilian interests in Northern Ireland. Bombings, arson, beatings, 
possibly robberies. Possibly around 20 hardcore members, many of whom are experienced in terrorist 
tactics and bombmaking.  

• The Palestine Islamic Jihad (PIJ)*  Originated among militant Palestinians in the Gaza Strip during the 
1970s; a series of loosely affiliated factions rather than a cohesive group. Committed to the creation of an 
Islamic Palestinian state and the destruction of Israel through holy war. Because of its strong support for 
Israel, the United States has been identified as an enemy of the PIJ. Also opposes moderate Arab 
governments that it believes have been tainted by Western secularism. Has threatened to retaliate against 
Israel and the United States for the murder of PIJ leader Fathi Shaqaqi in Malta in October 1995. 
Conducted suicide bombings against Israeli targets in the West Bank, Gaza Strip, and Israel. Has 
threatened to attack US interests in Jordan. Receives financial assistance from Iran and limited assistance 
from Syria. 

• Palestine Liberation Front (PLF)*  Broke away from the PFLP-GC in mid-1970s. Later split again into 
pro-PLO, pro-Syrian, and pro-Libyan factions. Pro-PLO faction led by Muhammad Abbas (Abu Abbas), 
who became member of PLO Executive Committee in 1984 but left it in 1991. The Abu Abbas-led faction 
has conducted attacks against Israel. Abbas's group also was responsible for the attack in 1985 on the 
cruise ship Achille Lauro and the murder of US citizen Leon Klinghoffer. A warrant for Abu Abbas's arrest 
is outstanding in Italy. Receives support mainly from Iraq. Has received support from Libya in the past. 

• The Party of Democratic Kampuchea (Khmer Rouge): Communist insurgency trying to overthrow the 
Cambodian Government. Under Pol Pot's leadership, conducted a campaign of genocide, killing more than 
1 million persons during its four years in power in the late 1970s. Defections starting in 1996 and 
accelerating in spring 1998 appear to have shattered the Khmer Rouge as a military force, but hard-line 
remnants still may pose a threat in remote areas. Virtually has disintegrated as a viable insurgent 
organization because of defections, but hard-line remnants continue low-level attacks against government 
troops in isolated areas. Some small groups may have turned to banditry. Also targets Cambodian and 
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ethnic Vietnamese villagers and occasionally has kidnapped and killed foreigners traveling in remote rural 
areas. 

• Popular Front for the Liberation of Palestine (PFLP): Marxist-Leninist group founded in 1967 by 
George Habash as a member of the PLO. Joined the Alliance of Palestinian Forces (APF) to oppose the 
Declaration of Principles signed in 1993 and has suspended participation in the PLO. Broke away from the 
APF, along with the DFLP, in 1996 over ideological differences. Has made limited moves toward merging 
with the DFLP since the mid-1990s. Committed numerous international terrorist attacks during the 1970s. 
Since 1978 has conducted numerous attacks against Israeli or moderate Arab targets, including killing a 
settler and her son in December 1996. Receives most of its financial and military assistance from Syria and 
Libya. 

• Popular Front for the Liberation of Palestine-General Command (PFLP-GC): Split from the PFLP in 
1968, claiming it wanted to focus more on fighting and less on politics. Violently opposed to Arafat's PLO. 
Led by Ahmad Jabril, a former captain in the Syrian Army. Closely tied to both Syria and Iran. Has 
conducted numerous cross-border terrorist attacks into Israel using unusual means, such as hot-air 
balloons and motorized hang gliders. Headquartered in Damascus with bases in Lebanon and cells in 
Europe.  Receives logistic and military support from Syria and financial support from Iran. 

• al-Qaida: Established by Usama Bin Ladin about 1990 to bring together Arabs who fought in Afghanistan 
against the Soviet invasion. Helped finance, recruit, transport, and train Sunni Islamic extremists for the 
Afghan resistance. Current goal is to "reestablish the Muslim State" throughout the world. Works with 
allied Islamic extremist groups to overthrow regimes it deems "non-Islamic" and remove Westerners from 
Muslim countries. Issued statement under banner of "The World Islamic Front for Jihad Against The Jews 
and Crusaders" in February 1998, saying it was the duty of all Muslims to kill US citizens, civilian or 
military, and their allies everywhere. Conducted the bombings of the US Embassies in Nairobi, Kenya and 
Dar es Salaam, Tanzania, on 7 August that killed at least 301 persons and injured more than 5,000 others. 
Claims to have shot down US helicopters and killed US servicemen in Somalia in 1993 and to have 
conducted three bombings targeted against the US troop presence in Aden, Yemen in December 1992. 
Linked to plans for attempted terrorist operations, including the assassination of the Pope during his visit 
to Manila in late1994; simultaneous bombings of the US and Israeli Embassies in Manila and other Asian 
capitals in late 1994; the midair bombing of a dozen US trans-Pacific flights in 1995; and a plan to kill 
President Clinton during a visit to the Philippines in early 1995. Continues to train, finance, and provide 
logistic support to terrorist groups that support these goals. May have from several hundred to several 
thousand members. Also serves as the core of a loose umbrella organization that includes many Sunni 
Islamic extremist groups, including factions of the Egyptian Islamic Jihad, the Gama'at al-Islamiyya, and 
the Harakat ul-Mujahidin. The Embassy bombings in Nairobi and Dar es Salaam underscore al-Qaida's 
global reach. Bin Ladin and his key lieutenants reside in Afghanistan, and the group maintains terrorist 
training camps there. Bin Ladin, son of a billionaire Saudi family, is said to have inherited around $300 
million that he uses to finance the group. Al-Qaida also maintains money-making businesses, collects 
donations from like-minded supporters, and illicitly siphons funds from donations to Muslim charitable 
organizations. 

• Qibla and People Against Gangsterism and Drugs (PAGAD): Qibla is a small radical Islamic group led 
by Achmad Cassiem, who was inspired by Iran's Ayatollah Khomeini. Cassiem founded Qibla in the 1980s, 
seeking to establish an Islamic state in South Africa. PAGAD began in 1996 as a community anticrime 
group fighting drug lords in Cape Town's Cape Flats section. PAGAD now shares Qibla's anti-Western 
stance as well as some members and leadership. Though distinct, the media often treat the two groups as 
one.  Qibla routinely protests US policies toward the Muslim world and uses radio station 786 to promote 
its message and mobilize Muslims. PAGAD is suspected of conducting 170 bombings and 18 other violent 
actions in 1998 alone. Qibla and PAGAD may have masterminded the bombing on 15 August of the Cape 
Town Planet Hollywood. Often use the front names Muslims Against Global Oppression (MAGO) and 
Muslims Against Illegitimate Leaders (MAIL) when anti-Western campaigns are launched. Qibla is 
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estimated at 250 members. Police estimate there are at least 50 gunmen in PAGAD, and the size of 
PAGAD-organized demonstrations suggests it has considerably more adherents than Qibla. Operate mainly 
in the Cape Town area, South Africa's foremost tourist venue. Probably have ties to Islamic extremists in 
the Middle East. 

• Real IRA (RIRA) a.k.a. True IRA Formed in February-March 1998 as clandestine armed wing of the 32-
County Sovereignty Movement, a "political pressure group" dedicated to removing British forces from 
Northern Ireland and unifying Ireland. The 32-County Sovereignty Movement opposed Sinn Fein's 
adoption in September 1997 of the Mitchell principles of democracy and nonviolence and opposed the 
amendment in May 1998 of Articles 2 and 3 of the Irish Constitution, which lay claim to Northern Ireland. 
Former IRA "quartermaster general" Mickey McKevitt leads the group; Bernadette Sands-McKevitt, his 
common-law wife, is the vice-chair of the 32-County Sovereignty Movement. Most Real IRA activists are 
former IRA members; the group has inherited a wealth of experience in terrorist tactics and bombmaking. 
Targets include British military and police in Northern Ireland and Northern Irish Protestant communities. 
Claimed responsibility for the car bomb attack in Omagh, Northern Ireland on 15 August, which killed 29 
and injured 220 persons. Announced a cease-fire after that bombing. Has attempted several unsuccessful 
bomb attacks on the UK mainland. About 70 members, plus limited support from IRA hard-liners 
dissatisfied with the current IRA cease-fire and other republican sympathizers. Suspected of receiving 
funds from sympathizers in the United States. Press reports claim Real IRA leaders also have sought 
support from Libya. 

• Red Hand Defenders (RHD) Extremist terrorist group composed largely of Protestant hard-liners from 
loyalist groups observing a cease-fire. RHD seeks to prevent a political settlement with Irish nationalists by 
attacking Catholic civilian interests in Northern Ireland. RHD has carried out numerous pipe bombing and 
arson attacks against “soft” civilian targets such as homes, churches, and private businesses to cause 
outrage in the republican community and to provoke IRA retaliation. RHD claimed responsibility for the 
car-bombing murder on 15 March of Rosemary Nelson, a prominent Catholic nationalist lawyer and human 
rights campaigner in Northern Ireland. Approximately 20 hardcore members, many of whom have 
considerable experience in terrorist tactics and bombmaking.  

• Revolutionary Armed Forces of Colombia (FARC): The largest, best-trained, and best-equipped 
insurgent organization in Colombia. Established in 1964 as a rural-based, pro-Soviet guerrilla army. 
Organized along military lines and includes several urban fronts. Has been anti-United States since its 
inception. The FARC agreed in 1998 to enter into preliminary peace talks with the Colombian Government. 
The Pastrana administration demilitarized five large rural municipalities to meet FARC conditions for 
peace talks. (President Pastrana traveled to this area on 7 January 1999 to inaugurate peace talks with 
guerrilla leaders, although the FARC's senior-most leader failed to attend.) Still conducts bombings, 
murders, kidnappings, extortion, hijackings, as well as armed insurgent attacks against Colombian political, 
military, and economic targets. In March 1999 the FARC brutally murdered three US Indian rights activists 
on Venezuelan territory whom they had kidnapped in Colombia. Foreign citizens often are targets of FARC 
kidnappings for ransom. Has well-documented ties to narcotics traffickers, principally through the 
provision of armed protection. Armed attacks against Colombian political, economic, military, and police 
targets. Many members pursue criminal activities, carrying out hundreds of kidnappings for profit 
annually. Foreign citizens often are targets of FARC kidnappings. Group has well-documented ties to 
narcotics traffickers, principally through the provision of armed protection for coca and poppy cultivation 
and narcotics production facilities, as well as through attacks on government narcotics eradication efforts. 
Approximately 8,000-12,000 armed combatants and an unknown number of supporters, mostly in rural 
areas. 

• Revolutionary Organization 17 November (17 November): Radical leftist group established in 1975 and 
named for the student uprising in Greece in November 1973 that protested the military regime. Anti-Greek 
establishment, anti-US, anti-Turkey, anti-NATO, and committed to the ouster of US bases, removal of 
Turkish military presence from Cyprus, and severing of Greece's ties to NATO and the European Union 
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(EU). Possibly affiliated with other Greek terrorist groups. Initial attacks were assassinations of senior US 
officials and Greek public figures. Added bombings in 1980s. Since 1990 has expanded targets to include 
EU facilities and foreign firms investing in Greece and has added improvised rocket attacks to its methods. 

• Revolutionary People's Liberation Party/Front (DHKP/C)* a.k.a. Devrimci Sol (Revolutionary Left), 
Dev Sol. Originally formed in 1978 as Devrimci Sol, or Dev Sol, a splinter faction of the Turkish People's 
Liberation Party/Front. Renamed in 1994 after factional infighting, it espouses a Marxist ideology and is 
virulently anti-US and anti-NATO. Finances its activities chiefly through armed robberies and extortion. 
Has concentrated attacks against current and retired Turkish security and military officials. Began a new 
campaign against foreign interests in 1990. Assassinated two US military contractors and wounded a US 
Air Force officer to protest the Gulf war. Launched rockets at US Consulate in Istanbul in 1992. 
Assassinated prominent Turkish businessman in early 1996, its first significant terrorist act as DHKP/C. 
Turkish authorities thwarted DHKP/C attempt in June 1999 to fire light antitank weapon at US Consulate 
in Istanbul. Conducts attacks in Turkey--primarily in Istanbul--Ankara, Izmir, and Adana. Raises funds in 
Western Europe. 

• Revolutionary People's Struggle (ELA): Extreme leftist group that developed from opposition to the 
military junta that ruled Greece from 1967 to 1974. Formed in 1971, ELA is a self-described revolutionary, 
anti-capitalist, and anti-imperialist group that has declared its opposition to "imperialist domination, 
exploitation, and oppression." Strongly anti-US and seeks the removal of US military forces from Greece. 
In 1986 stepped up attacks on Greek Government and commercial interests. Raid on a safehouse in 1990 
revealed a weapons cache and direct contacts with other Greek terrorist groups, including 1 May and 
Revolutionary Solidarity. In 1991, ELA and 1 May claimed joint responsibility for over 20 bombings. 
Greek police believe they have established a link between the ELA and the Revolutionary Organization 17 
November. Has not claimed responsibility for a terrorist attack since January 1995. 

• Sendero Luminoso (Shining Path, SL): Larger of Peru's two insurgencies, SL is among the world's most 
ruthless guerrilla organizations. Formed in the late 1960s by then university professor Abimael Guzman. 
Stated goal is to destroy existing Peruvian institutions and replace them with peasant revolutionary regime. 
Guzman's capture in September 1992 was a major blow, as were arrests of other SL leaders in 1995, 
defections, and Peruvian President Fujimori's amnesty program for repentant terrorists. Has engaged in 
particularly brutal forms of terrorism, including the indiscriminate use of bombs and selective 
assassinations. Conducted fewer attacks in 1998, generally limited to rural areas. Almost every institution 
in Peru has been a target of SL violence. It also opposes any influence by foreign governments, as well as 
by other Latin American guerrilla groups, especially the MRTA. Detonated explosives at diplomatic 
missions of several countries in Peru in 1990, including an attempt to car-bomb the US Embassy in 
December. Has bombed diplomatic missions of several countries in Peru, including the US Embassy. 
Conducts bombing campaigns Has attacked US businesses since its inception. Approximately 30,000 
persons have died since Shining Path took up arms in 1980 in its aim to turn Peru into a Communist state. 
Although SL continued to clash with Peruvian authorities and military units, armed operations declined in 
1999 because recent arrests have decimated the group’s leadership.  Membership is unknown but estimated 
to be a few hundred armed militants. SL’s strength has been vastly diminished by arrests and desertions. 
Approximately 1,500 to 2,500 armed militants; larger number of supporters, mostly in rural areas. 

• Sikh Terrorism: Sikh terrorism is sponsored by expatriate and Indian Sikh groups who want to carve out 
an independent Sikh state called Khalistan (Land of the Pure) from Indian territory. Active groups include 
Babbar Khalsa, International Sikh Youth Federation, Dal Khalsa, Bhinderanwala Tiger Force. A previously 
unknown group, the Saheed Khalsa Force, claimed credit for the marketplace bombings in New Delhi in 
1997. Militant cells are active internationally and extremists gather funds from overseas Sikh communities. 
Sikh expatriates have formed a variety of international organizations that lobby for the Sikh cause 
overseas. Most prominent are the World Sikh Organization and the International Sikh Youth Federation. 

• Tupac Amaru Revolutionary Movement (MRTA): Traditional Marxist-Leninist revolutionary 
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movement formed in 1983. Aims to rid Peru of imperialism and establish Marxist regime. Has suffered 
from defections and government counterterrorist successes in addition to infighting and loss of leftist 
support. Previously responsible for large number of anti-US attacks; recent activity has dropped off 
dramatically. Most members have been jailed. Nonetheless, in December 1996, 14 MRTA members 
overtook the Japanese Ambassador's residence in Lima during a diplomatic reception, capturing hundreds. 
Government forces stormed the residence in April, 1997 rescuing all but one of the remaining hostages. 
Has not conducted a significant terrorist operation since then. Believed to have fewer than 100 remaining 
members. 

• Al Ummah: Radical Indian Muslim group founded in 1992 by S.A. Basha. Believed responsible for the 
Coimbatore bombings in Southern India in February 1998. Basha and 30 of his followers were arrested and 
await trial for those bombings. 

• Zviadists: Extremist supporters of deceased former Georgian President Zviad Gamsakhurdia. Following 
Gamsakhurdia's ouster in 1991, his supporters launched a revolt against his successor, Eduard 
Shevardnadze. Suppressed in late 1993, and Gamsakhurdia committed suicide in January 1994. Some 
Gamsakhurdia sympathizers have formed a weak legal opposition in Georgia, but others remain violently 
opposed to Shevardnadze's rule and seek to overthrow him. Some Gamsakhurdia government officials fled 
to Russia following Gamsakhurdia's ouster and now use Russia as a base of operations to bankroll anti-
Shevardnadze activities. Attempted two assassinations against Shevardnadze in August 1995 and February 
1998. Took UN personnel hostage following the February 1998 attempt, but released the hostages 
unharmed. May have received support and training in Chechen terrorist training camps. Chechen 
mercenaries participated in the assassination attempt against Shevardnadze in February 1998. Zviadists 
conducted no violent activity in 1999. 

 While no group on the current State Department list is associated with a serious effort to 

acquire weapons of mass destruction except for Aum Shinrikyo, some have conducted large-

scale conventional attacks on Americans, and foreign terrorism (a) poses a continuing risk to the 

American homeland and (b) is linked to state actors in ways that could both lead to the transfer 

of weapons of mass destruction and make it difficult to assign the blame for attacks.  

 More recent reporting by the Department of Defense has also made it clear that at least 

one additional major terrorist group hostile to the US has sought chemical and biological 

weapons:12 

…The Usama Bin Laden network’s reported interest in NBC materials is a key concern in terms of possible 
future threats to U.S. interests. The network’s interest in NBC materials has been noted since the early 
1990s and, in 1999, Usama Bin Laden made public statements defending the right of the Muslim 
community to pursue NBC capabilities. The bombings of the U.S. Embassies in Nairobi, Kenya, and in Dar 
es Salaam, Tanzania, on 7 August 1998 under-scored the global reach of Usama Bin Laden —a longtime 
sponsor and financier of extremist causes —and brought to full public awareness his transition from 
sponsor to terrorist. A series of public threats to drive the United States and its allies out of Muslim 
countries foreshadowed the attacks, including what was presented as a fatwa (Muslim legal opinion) 
published on 23 February 1998 by Bin Laden and allied groups under the name “World Islamic Front for 
Jihad Against the Jews and Crusaders.” The statement asserted it was a religious duty for all Muslims to 
wage war on U.S. citizens, military and civilian, anywhere in the world. 
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…Bin Laden has stated publicly that terrorism is a tool to achieve the group’s goal of bringing Islamic rule 
to Muslim lands and “cleanse” them of Western influence and corruption. To this end, Bin Laden in 1999 
led a broad-based, versatile organization. Suspects named in the wake of the Embassy bombings —
Egyptians, one Comoran, one Palestinian, one Saudi, and U.S. citizens —reflect the range of al-Qaida 
operatives.  

The diverse groups under his umbrella afford Bin Laden resources beyond those of the people directly loyal 
to him. With his own inherited wealth, business interests, contributions from sympathizers in various 
countries, and support from close allies like the Egyptian and South Asian groups that signed his fatwa, he 
funds, trains, and offers logistic help to extremists not directly affiliated with his organization. He seeks to 
aid those who support his primary goals —driving U.S. forces from the Arabian Peninsula, removing the 
Saudi ruling family from power, and “liberating Palestine” —or his secondary goals of removing Western 
military forces and overthrowing what he calls corrupt, Western-oriented governments in predominantly 
Muslim countries.  

His organization has sent trainers throughout Afghanistan as well as to Tajikistan, Bosnia, Chechnya, 
Somalia, Sudan, and Yemen and has trained fighters from numerous other countries, including the 
Philippines, Egypt, Libya, Pakistan, and Eritrea. Using the ties al-Qaida has developed, Bin Laden believes 
he can call upon individuals and groups virtually worldwide to conduct terrorist attacks.  

…In 1998, acting on convincing information from a variety of reliable sources that the network of radical 
groups affiliated with Usama Bin Laden had planned, financed, and carried out the bombings of our 
embassies in Nairobi and Dar es Salaam an planned future attacks against Americans, the United States 
carried out strikes on one of the most active terrorist bases in the world. Located in Afghanistan, it 
contained key elements of the Bin Laden network’s infrastructure and has served as a training camp for 
literally thousands of terrorists from around the globe.  The U.S. military also struck a plant in Khartoum, 
Sudan, that was linked by intelligence information to chemical weapons and to the Bin Laden terror net-
work. The strikes were deemed a necessary and proportionate response to the imminent threat of further 
terrorist attacks against U.S. personnel and facilities and demonstrated that the U.S. government will seek 
out terrorists around the world, no matter where they try to seek refuge. 

…In December 1998, Bin Laden gave a series of interviews in which he denied involvement in the East 
Africa bombings but said he “instigated” them and called for attacks on U.S. citizens worldwide in 
retaliation for the strikes against Iraq. Bin Laden’s public statements then ceased under increased pressure 
from his Taliban hosts. Nonetheless, in 1999, Bin Laden continued to influence like-minded extremists to 
his cause, and his organization continued to engage in terrorist planning. His Egyptian and South Asian 
allies, for example, continued publicly to threaten U.S. interests.  

The Usama Bin Laden network’s reported interest in NBC materials is a key concern in terms of possible 
future threats to U.S. interests. The network’s interest in NBC materials has been noted since the early 
1990s and, in 1999, Usama Bin Laden made public statements defending the right of the Muslim 
community to pursue NBC capabilities being stolen from industrial and research facilities. In the short run, 
reports of nuclear theft, whether real or scams, will continue.  

 There are no rules that say only major terrorist groups – of the groups the US can now 

identify – will pose the most critical future threats. The State Department list is only part of the 

roughly 130 groups that are normally labeled as terrorist, a list that excludes many foreign and 

domestic extremist groups and individuals, or “loners,” by definition. 



CSIS  Homeland Defense: Asymmetric Warfare & Terrorism      10/17/01                                            Page  

 

Copyright CSIS, all rights reserved. 

30 

 

 

 The are many additional groups that are opposed to friendly governments and might 

target Americans in retaliation for any US aid to the allied governments involved. The portion of 

the text describing each group that is shown in italics also shows that many groups have ties to 

hostile state actors, and that in many cases, states have provided them with explosives and 

weapons like anti-tank guided missiles and light anti-aircraft missiles. Furthermore, such 

movements can splinter with little or no warning, and into more extreme and violent factions and 

sub-factions. Coupled to the sometimes sudden emergence of major new anti-American groups 

like those led by Bin Laden, it is clear that threats can suddenly arise that would take extreme 

risks and which could seek vengeance or simply to kill as many Americans as possible,  

Threats from Foreign Students and Immigrants 

The foreign terrorist threat also includes a potential threat from foreign students and 

immigrants – although it should be stressed that native-born Americans have so far posed a 

much more serious threat than any posed by foreign visitors or residents that are not directly 

involved with terrorist groups. The National Commission on Terrorism identified foreign 

students studying in the United States as potential threats in its June 2000 report:13 

Of the large number of foreign students who come to this country to study, there is a risk that a small 
minority may exploit their student status to support terrorist activity. The United States lacks the 
nationwide ability to monitor the immigration status of these students. 

In spite of elaborate immigration laws and the efforts of the Immigration and Naturalization Service, the 
United States is, de facto, a country of open borders. The Commission found that the massive flows of 
people across U.S. borders make exclusion of all foreign terrorists impossible. There are more than 300 
million legal crossings each year at the U.S./Mexican land border alone. Millions more stream through our 
airports. 

Beyond the millions who legally come and go, over four million persons reside illegally in the United 
States. About half of them entered the country without inspection, meaning they crossed U.S. borders 
between inspection stations or entered by small boat or aircraft. Roughly another two million people 
entered the United States with a valid visitor's visa, but overstayed their visa and remained here to live. 
That said, of the millions who come here to live or visit only a minuscule portion of all foreigners in the 
United States attempt to harm the country in any way. 

While the problems of controlling America's borders are far broader than just keeping out terrorists, the 
Commission found this an area of special concern. For example, thousands of people from countries 
officially designated as state sponsors of terrorism currently study in the United States. This is not 
objectionable in itself as the vast majority of these students contribute to America's diversity while here and 
return home with no adverse impact on U.S. national security. However, experience has shown the 
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importance of monitoring the status of foreign students. Seven years ago, investigators discovered that one 
of the terrorists involved in bombing the World Trade Center had entered the United States on a student 
visa, dropped out, and remained illegally. Today, there is still no mechanism for ensuring the same thing 
won't happen again. 

One program holds promise as a means of addressing the issue. The Coordinated Interagency Partnership 
Regulating International Students (CIPRIS), a regional pilot program mandated by the 1996 Illegal 
Immigration Reform and Immigrant Responsibility Act (IIR/IRA) collects and makes readily available 
useful and current information about foreign student visa holders in the United States. For example, 
CIPRIS would record a foreign student's change in major from English literature to nuclear physics. The 
CIPRIS pilot program was implemented in 20 southern universities and is being considered for nationwide 
implementation after an opportunity for notice and comment. The Commission believes that CIPRIS could 
become a model for a nationwide program monitoring the status of foreign students. 

One needs to be careful about such generic approaches to counterterrorism. The 

Commission raises a valid issue, but it is not clear that there is as yet any clear history of foreign 

students in the US actually going back to their original country to participate in the development 

of threats to the American homeland. At the same time, there are a massive number of illegal 

persons in the US that are not students or who never entered under student visas, and many 

American citizens with ties to foreign countries.  

It is difficult to argue with the idea that the US has a right to track the activities of foreign 

students in broad terms and to ensure that they comply with the law. At the same time, there is a 

thin margin between tracking and creating ethnic or national stereotypes and “threats” for which 

there is no real justification. Furthermore, it is worth pointing out that many foreign students 

with advanced technical training stay in the US and play a critical role in contributing to the 

American economy. 

Domestic Terrorists and Extremists 
 It is difficult to profile American terrorists and extremists, particularly because many are 

not associated with well-established ideologies and individuals and ad hoc factions can be as 

dangerous as organized groups. Louis Freeh summarized this threat as follows in his testimony 

before the Senate Committee on Appropriations Subcommittee for the Departments of 

Commerce, Justice, and State, the Judiciary, and Related Agencies on February 4, 1999:14 

Domestic terrorist groups are those which are based and which operate entirely within the United States, or 
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its territories, and whose activities are directed at elements of the United States Government or its civilian 
population. Domestic terrorist groups represent interests that span the full political spectrum, as well as 
social issues and concerns. FBI investigations of domestic terrorist groups or individuals are not predicated 
upon social or political beliefs; rather, they are based upon planned or actual criminal activity. The current 
domestic terrorist threat primarily comes from right-wing extremist groups, Puerto Rican extremist groups, 
and special interest extremists.  

Right-wing Extremist Groups. The threat from right-wing extremist groups includes militias, white-
separatist groups, and anti-government groups. All right-wing extremist groups tend to encourage massing 
weapons, ammunition and supplies in preparation for a confrontation with federal law enforcement, as well 
as local law enforcement who are often perceived as agents for the State/Federal government.  

The goal of the militia movement is to defend and protect the United States Constitution from those who 
want to take away the rights of Americans. The militia movement believes that the United States 
Constitution gives Americans the right to live their lives without government interference. The FBI is not 
concerned with every single aspect of the militia movement since many militia members are law-abiding 
citizens who do not pose a threat of violence. The FBI focuses on radical elements of the militia movement 
capable and willing to commit violence against government, law enforcement, civilian, military and 
international targets (UN, visiting foreign military personnel). Not every state in the union has a militia 
problem. Militia activity varies from states with almost no militia activity (Hawaii, Connecticut) to states 
with thousands of active militia members (Michigan, Texas).  

The American militia movement has grown over the last decade. Factors contributing to growth include: 

• GUNS- The right to bear arms is an issue that almost all militia members agree and most militia 
members believe a conspiracy exists to take away their guns. The national system of instant 
background checks for all gun buyers, mandated by the 1993 Brady Act and which actually was 
implemented on November 30, 1998, has further angered many militia groups. These militia 
members see this new law as another example of how the government is conspiring to take away 
their guns. The banning of semiautomatic assault weapons has also angered many militia 
members.  

• STATE LAWS- Militias resent state laws forbidding them to gather together to fire weapons. 
Sixteen states have laws that prohibit all militia groups and 17 states have laws that prohibit all 
paramilitary training.  

• MISTRUST OF FEDERAL LAW ENFORCEMENT- is frequently mentioned in militia literature 
and overall militia mythology. FBI and Bureau of Alcohol, Tobacco and Firearms (ATF) actions, 
such as Ruby Ridge, the Branch Davidians, and the Freeman standoff, are cited, and thus are hated 
and distrusted by many militia members.  

• TAXES- Militia members believe that they pay too many taxes and that those tax dollars are 
wasted by a huge, uncaring and inefficient bureaucracy in Washington, D.C. Since the Internal 
Revenue Service collects federal taxes, it is widely hated by militia members.  

• THE UNITED NATIONS - is perceived as an organization bent on taking over the world and 
destroying American democracy and establishing "the New World Order." The New World Order 
theory holds that, one day, the United Nations will lead a military coup against the nations of the 
world to form a one-world government. United Nations troops, consisting of foreign armies, will 
commence a military takeover of America. The United Nations will mainly use foreign troops on 
American soil because foreigners will have fewer reservations about killing American citizens. 
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Captured United States military bases will be used to help conquer the rest of the world.  

Most of the militia movement has no racial overtones and does not espouse bigotry; there are some black 
and Jewish militia members. However, the pseudo-religion of Christian Identity, as well as other hate 
philosophies, have begun to creep into the militia movement. This scenario is currently being played out in 
the Michigan Militia, arguably the largest militia group in America. Lynn Van Huizen, leader of the 
Michigan Militia Corps, is currently trying to oust Christian Identity factions from his group. Christian 
Identity is a belief system that provides both a religious base for racism and anti-Semitism, and an 
ideological rationale for violence against minorities. This pattern of racist elements seeping into the militia 
movement is a disturbing trend, as it will only strengthen the radical elements of the militias.  

Many white supremacist groups adhere to the Christian Identity belief system, which holds that the world is 
on the verge of a final apocalyptic struggle between God/Christ and Satan (The Battle of Armageddon) in 
which Aryans (European Caucasians) must fight Satan's heirs: Jews, nonwhites and their establishment 
allies (i.e., the Federal Government). The Christian Identity belief system (also known as Kingdom 
Identity) provides a religious base for racism and anti-Semitism, and an ideological rationale for violence 
against minorities and their white allies. Christian Identity teaches that the white race is the chosen race of 
God, whites are the "true Israelites" and Jews are the Children of Satan. Adherents believe that Jews have 
increasingly gained control of the United States Federal Government and are attempting to enslave the 
white population by enacting laws subjugating the white people, such as affirmative action, pro-choice, and 
anti-gun statutes.  

To prepare for Armageddon, many Identity adherents engage in survivalist and paramilitary training, 
storing foodstuffs and supplies, and caching weapons and ammunition.  

…Due to Christian Identity adherents' widespread propaganda efforts and Identity's racist/anti-Semitic/anti-
government appeal, there are a number of churches and diverse organizations throughout the United States 
that embrace the doctrines of Identity. Identity beliefs are also increasingly found in the rhetoric of all types 
of right-wing extremist groups, including, but not limited to, militias, survivalist communes, the Ku Klux 
Klan, neo-Nazis, skinheads, tax protesters, and common law courts. Thus, with the approaching 
millennium, there is a greater potential for members from such Identity influenced groups to engage in 
violent activities as well.  

Other Anti-Government Groups. The other right-wing anti-government groups include Freemen, 
"sovereign" citizens, and common law courts. The Freemen and sovereign citizens believe they have the 
right to renounce their citizenship, after which they do not have to comply with any laws or rules and the 
federal government would have no influence over them. In addition, some, like the Freemen, believe they 
have the right to issue their own money that is called "certified comptroller warrants." 

Some members of the right-wing have formed their own system of laws to enforce and follow (called 
common law courts) to replace the existing court system. The common law courts have no basis in 
jurisprudence, but participants claim legitimacy based on the laws of the Old Testament, English common 
law, the Magna Carta and commercial law. Some common law courts have issued arrest warrants, but as of 
yet, there are no reports that any of these arrests have been accomplished. 

Puerto Rican Extremist Groups. A resurgence in Puerto Rican extremism has occurred in the past six 
months. A nearly decade-long hiatus in terrorist activity ended on March 31, 1998, with the detonation of 
an incendiary device at the "Superaquaduct" construction project in Arecibo, Puerto Rico. On June 9, 1998, 
a bomb exploded outside a branch of Banco Popular in Rio Piedras, Puerto Rico. The EPB-Macheteros 
publicly claimed responsibility for both attacks, citing environmental concerns and opposition to the 
privatization of the Puerto Rico Telephone Company. 
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Puerto Rican extremism remains a concern to the FBI. Traditionally, the Puerto Rican Terrorists have 
targeted United States establishments and interests in an effort to gain Puerto Rican independence. On 
December 13, 1998, Puerto Ricans voted in a non-binding referendum concerning Puerto Rico's political 
status. Voters were given the opportunity to vote for independence, continued commonwealth status, 
statehood, free association, or none of the above. Independence garnered precious little support in the 
referendum, receiving a mere 2.5% of the vote, according to media reports. Despite the lack of popular 
support for independence, militant independence activists continue to pursue independence through illegal 
means. Recently, July 25, 1998 marked the 100-year anniversary of the United States invasion of Puerto 
Rico during the Spanish-American War. In addition, several convicted Puerto Rican terrorists remain 
incarcerated within the federal prison system, and militant pro-independence activists continue to lobby for 
their release. The militant independentistas may engage in violence as a response to the prisoners' 
continued incarceration, or as a symbolic commemoration of over 100 years of American control over the 
island.  

Special Interest Extremists. Special interest or single issue extremists advocate violence and/or criminal 
activity with the goal of effecting change in policy vis a vis one specific aspect of society. The most 
recognizable single issue terrorists at the present time are those involved in the violent animal rights, anti-
abortion, and environmental protection movements. Each of these issues evoke strong emotions within 
society at large, and violent aberrants continue to tarnish the legitimate public debate on each issue. 

The FBI continues to vigorously investigate various bombings of abortion clinics and incidents of violence 
targeting abortion providers across the country. The January 1998 bombing of an abortion clinic in 
Birmingham, Alabama, has resulted in a significant allocation of FBI manpower and resources to the 
investigation of the bombing. The recent assassination of Dr. Barnett Slepian in Buffalo, New York, serves 
as an acute reminder of the very real threat posed by anti-abortion extremists.  

Animal rights extremists continue to pose significant challenges for law enforcement as well. Various 
arsons and other incidents of property destruction have been claimed by the Animal Liberation Front (ALF) 
and the Earth Liberation Front (ELF). For example, on October 19, 1998, the Vail Ski Resort suffered a 
series of arson attacks that damaged or destroyed eight separate structures and resulted in approximately 
$12 million in property damage. In a communiqué issued to various news agencies in Colorado, ELF 
claimed responsibility for the arsons in retaliation for the resort's plans to expand its ski areas. The group 
claimed that the proposed expansion would destroy the last remaining habitat in Colorado for the lynx.  

Although the frequency of terrorist incidents within the United States has decreased in number, the 
potential for destruction has increased as terrorists have turned toward large improvised explosive devices 
to inflict maximum damage. The ease with which people can obtain the recipes for manufacturing 
explosives and developing chemical and biological weapons facilitates the potential of a major incident. As 
technology and materials become more accessible, the possibility of misuse and subsequent fatalities 
increases. One has only to look at the bombing of the Murrah Federal Building, in Oklahoma City, to see 
the devastating potential for a terrorist act. Prior to April 19, 1995, no one would have believed that 
Americans would commit such a tragic act against other Americans. But they did, and the potential for 
another such incident continues. 

 The Oklahoma City bombing showed that “loners” and leaders of ill-informed extremist 

groups can pose a major threat. The US has a long history of disturbed individuals who have 

attempted mass killings. Virtually all of the killings to date have been carried out by using 

automatic weapons and bombs, but there is no clear reason that this should be true in the future. 
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“Loner” mass killings in the US are generally carried out by well-educated white males, most of 

which are fully functional and capable of working at complex tasks.15 Nothing precludes them 

from using simple chemical devices and biological weapons in the future.  
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 Types of Attack: Determining Future Methods of 
Attack and the Needed Response 
 From a public policy viewpoint, these uncertainties mean the US must prepare for a wide 

variety of low probability attacks on the US, rather than to emphasize any given form of attack or 

group of attackers. The US must plan its Homeland defense policies and programs for a future in 

which there is no way to predict the weapon that will be used or the method chosen to deliver a 

weapon which can range from a small suicide attack by an American citizen to the covert 

delivery of a nuclear weapon by a foreign state.   There is no reason the US should  assume that 

some convenient Gaussian curve or standard deviation, will make small or  medium level attacks 

a higher priority over time than more lethal forms.  

The US government is still deciding how to come to grips with these problems and how 

to assess possible methods of attack. A GAO report that summarized CIA and FBI views on 

these issues reached the following conclusions, although it must be stressed that the analysis 

focused on the normal historical pattern of actions by terrorists/extremists, and largely excluded 

attacks by state actors, proxy attacks, or covert attacks:16 

The possibility that terrorists may use chemical or biological materials may increase over the next decade, 
according to intelligence agencies. According to the Central Intelligence Agency (CIA), interest among 
non- state actors, including terrorists, in biological and chemical materials is real and growing and the 
number of potential perpetrators is increasing. The CIA also noted that many such groups have 
international networks and do not need to be tied to state sponsors for financial and technical support. 
Nonetheless, the CIA continues to believe that terrorists are less likely to use chemical and biological 
weapons than conventional explosives. We previously reported that according to intelligence agencies, 
terrorists are less likely to use chemical and biological weapons than conventional explosives, at least 
partly because chemical and biological agents are difficult to weaponize and the results are unpredictable. 

…The CIA classified the specific agents identified in intelligence assessments that would more likely be 
used by foreign- origin terrorists. The CIA also classified the intelligence judgments about the chances that 
state actors with successful chemical and/ or biological warfare programs would share their weapons and 
materials with terrorists or terrorist groups. Unlike the foreign- origin threat, the FBI’s analysts’ judgments 
concerning the more likely chemical and biological agents that may be used by domestic- origin terrorists 
have not been captured in a formal assessment. However, FBI officials shared their analyses of the more 
likely biological and chemical threat agents on the basis of substances used or threatened in actual cases. 

In analyzing domestic-origin threats, FBI officials grouped chemical and biological agents and did not 
specify individual agents as threats. Although the FBI has not addressed the specific types of chemical or 
biological weapons that may be used by domestic terrorists in the next 2 to 5 years, FBI officials believe 
that domestic terrorists would be more likely to use or threaten to use biological agents than chemical 
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agents.  

The FBI’s observation is based on an increase in reported investigations involving the use of biological 
materials. In 1997, of the 74 criminal investigations related to weapons of mass destruction, 30 percent (22) 
were related to the use of biological materials. In 1998, there were 181 criminal investigations related to 
weapons of mass destruction, and 62 percent (112) were related to the use of biological materials. Most of 
these investigations involved threats or hoaxes. The FBI estimated that in 1997 and 1998, approximately 60 
percent of biological investigations were related to anthrax hoaxes. 

The FBI ranks groups of chemical and biological agents on its threat spectrum according to the likelihood 
that they would be used.   

• Biological toxins: any toxic substance of natural origin produced by an animal or plant. An example of 
a toxin is ricin, a poisonous protein extracted from the castor bean.   

• Toxic industrial chemicals: chemicals developed or manufactured for use in industrial operations such 
as manufacturing solvents, pesticides, and dyes. These chemicals are not primarily manufactured for 
the purpose of producing human casualties. Chlorine, phosgene, and hydrogen cyanide are industrial 
chemicals that have also been used as chemical warfare agents. 

• Biological pathogens: any organism (usually living) such as a bacteria or virus capable of causing 
serious disease or death. Anthrax is an example of a bacterial pathogen.   

• Chemical agents: a chemical substance that is intended for use in military operations to kill, seriously 
injure, or incapacitate people. The FBI excludes from consideration riot control agents and smoke and 
flame materials. Two examples of chemical agents are Sarin (nerve agent) and mustard gas (blister 
agent). 

 The First Annual Report of the Advisory Panel to Assess Domestic Response Capabilities 

for Terrorism Involving the Use of Weapons of Mass Destruction took a somewhat different 

path. It downplayed the CBRN threat largely because of the current technical problems non-state 

actors confront in using weapons of mass destruction,17 

Many government officials and concerned citizens believe that it is not a question of if, but when, an 
incident will occur that involves the use by a terrorist of a chemical, biological, radiological, and nuclear 
(CBRN) weapon – a so-called ‘weapon of mass destruction’ (WMD – that is designed, intended or has the 
capability to cause ‘mass destruction’ or ‘mass casualties.’ In recent years, some has depicted terrorist 
incidents as causing catastrophic loss of life and extensive structural and environmental damage as not only 
possible but probable. Such depictions do not accurately portray the full range of terrorist threats...While 
such a devastating event is within the realm of possibility…  
In our opinion, some fundamental questions should be answered before the federal government builds and 
expands programs, plans, and strategies to deal with the threat of WMD terrorism: How easy or difficult is 
it for terrorists (rather than state actors) to successfully use chemical or biological WMDs in an attack 
causing mass casualties? And if it is easy to produce and disperse chemical and biological agents, why have 
there been no WMD terrorist attacks before or since the Tokyo subway incident? What chemical and 
biological agents does the government really need to be concerned about? We have not yet seen a thorough 
assessment or analysis of these questions. It seems to us that, without such an assessment or analysis and 
consensus in the policy-making community, it would be very difficult—maybe impossible—to properly 
shape programs and focus resources. 
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Statements in testimony before the Congress and in the open press by intelligence and scientific community 
officials on the issue of making and delivering a terrorist WMD sometimes contrast sharply. On the one 
hand, some statements suggest that developing a WMD can be relatively easy. For example, in 1996, the 
Central Intelligence Agency Director testified that chemical and biological weapons can be produced with 
relative ease in simple laboratories, and in 1997, the Central Intelligence Agency Director said that 
“delivery and dispersal techniques also are effective and relatively easy to develop.” One article by former 
senior intelligence and defense officials noted that chemical and biological agents can be produced by 
graduate students or laboratory technicians and that general recipes are readily available on the internet.  

On the other hand, some statements suggest that there are considerable difficulties associated with 
successfully developing and delivering a WMD. For example, the Deputy Commander of the Army’s 
Medical Research and Materiel Command testified in 1998 about the difficulties of using WMDs, noting 
that “an effective, mass-casualty producing attack on our citizens would require either a fairly large, very 
technically competent, well-funded terrorist program or state sponsorship.” Moreover, in 1996, the Director 
of the Defense Intelligence Agency testified that the agency had no conclusive information that any of the 
terrorist organizations it monitors were developing chemical, biological, or radiological weapons and that 
there was no conclusive information that any state sponsor had the intention to provide these weapons to 
terrorists. In 1997, the Central Intelligence Agency Director testified that while advanced and exotic 
weapons are increasingly available, their employment is likely to remain minimal, as terrorist groups 
concentrate on peripheral technologies such as sophisticated conventional weapons. 

Illustrative Attack Scenarios 
 The federal, state, and local governments are almost certainly correct in assuming that the 

current threat of conventional attack is notably higher than the risk of CBRN attack, and that the 

use of relatively low levels of CBRN attack is currently higher than the risk of high levels of 

CBRN attack.  The analysis of the nature and lethality of the threat changes considerably, 

however, if states conduct covert CBRN attacks, or give them to proxies or independent 

movements. It also changes over time as technology makes the use of biological weapons more 

available, and as the time horizon for estimating the risk of some form of high level CBRN 

attack is extended to the quarter of the country that US planners must consider in shaping long-

term programs and RDT&E activities 

Under these conditions, there are many scenarios where different types of CBRN weapons 

could have lethalities and costs up to several orders of magnitude higher than those that occurred 

as a result of the World Trade Center, Oklahoma City, and Aum Shinrikyo attacks. Consider the 

following examples: 
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• A radiological powder is introduced into the air conditioning systems of several high-rise office buildings, 
hostels, etc, possibly in several cities over a matter of weeks. Symptoms are only detected over days or 
weeks and public warning is given several weeks later. The authorities now detect the presence of such a 
powder, but cannot estimate its long-term lethality and have no precedents for decontamination. Local 
tourism collapses, no one will enter the building area, and the buildings eventually have to be torn down 
and rebuilt. 

• A Country X or a Country X-backed terrorist group smuggles in parts for a crude gun-type nuclear device. 
The device is built in a medium sized commercial truck. The group uses a US Department of Defense 
weapons effects manual, maps a US city to maximize fallout effects in an area filled with buildings with 
heavy metals, and waits for a wind maximizing the fallout impact. The group also searches the US 
literature response measures to pick wind patterns that complicate the response effort and affect a 
maximum number of first responders. The bomb explodes with a yield of only a few kilotons, but with 
high levels of radiation. Immediate casualties are serious and the long-term death rate mounts steadily 
with time. 

• Several workers move drums labeled as cleaning agents into a large shopping mall, large public facility, 
subway, train station, or airport. They dress as cleaners and are wearing what appear to be commercial 
dust filters or have taken the antidote for the agent they will use. They mix the feedstocks for a persistent 
chemical agent at the site during a peak traffic period. 

• Immunized terrorists carry Anthrax powder into a building or urban area in containers designed to make 
them look like shopping bags, brief cases, suitcases, etc. They pick sites where their study of federal, state, 
and local governments indicate that detection is unlikely, and local response capabilities are limited. They 
slowly scatter the powder as they walk through the areas. The US does not detect the attacks until days or 
weeks after they occur. It then finds it has no experience with decontaminating a number of large 
buildings or areas where Anthrax has entered the air system and is scattered throughout closed areas. After 
long debates over methods and safety levels, the facilities and areas are temporarily abandoned. (A 
variation on this scenario is the use of a form of inhaled Anthrax modified to prevent effective 
immunization and use of normal medical treatment.  

• A Country X or a Country X-backed terrorist group seeking to “cleanse” the US introduces a modified 
type culture of Ebola or a similar virus into urban areas. It scatters infectious cultures for which there is no 
effective immunization and only limited treatment, capitalizing on years of strategic warning regarding 
what vaccines the US is developing and stockpiling, and the open literature on the limits to US detection 
and response capabilities. By the time the attack(s) are detected, they have reached epidemic proportions, 
causing the collapse of medical facilities and emergency response capabilities. Other nations and regions 
have no alternative other than to isolate the part of the US under attack, letting the disease take its course. 

• A Country X or a Country X-backed terrorist group modifies the valves on a Japanese remote-controlled 
crop spraying helicopter that has been imported legally for agricultural purposes. It uses this system at 
night or near dawn to spray a chemical or biological agent at altitudes below radar coverage in a line-
source configuration. Alternatively, it uses a large home-built RPV with simple GPS guidance. The device 
eventually crashes undetected into the sea or in the desert. Delivery of a chemical agent achieves far 
higher casualties than a conventional military warhead. A biological agent would be equally effective and 
the first symptoms might appear days after the actual attack – by which time the cause would be 
impossible to determine and treatment could be difficult or impossible.  

• A truck filled with what appears to be light gravel is driven through the streets of a city during rush hour 
or another heavy traffic period. A visible powder does come out through the tarpaulin covering the truck, 
but the spread of the power is so light that no attention is paid to it. The driver and his assistant are 
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immunized against the modified form of Anthrax carried in the truck, which is being released from behind 
the gravel or sand in the truck. The truck slowly quarters key areas of the city. Unsuspected passersby and 
commuters not only are infected, but carry dry spores home and into other areas. By the time the first 
major symptoms of the attack occur some 3-5 days later, Anthrax pneumonia is epidemic and some 
septicemic Anthrax has appeared. Some 40-65% of the exposed population dies and medical facilities 
collapse causing serious, lingering secondary effects.   

• A Country X or a Country X-backed terrorist group scatters high concentrations of a radiological, 
chemical, or biological agent in various areas in a city, and trace elements into the processing intakes to 
the local water supply. When the symptoms appear, the terrorist group makes its attack known, but claims 
that it has contaminated the local water supply. The authorities are forced to confirm that water is 
contaminated and mass panic ensues. 

• Immunized terrorists carry small amounts of Anthrax or a similar biological agent onto a passenger 
aircraft like a B-747, quietly scatter the powder, and deplane at a regular scheduled stop. No airport 
detection system or search detects the agent on the plane. Some 70-80% of those who fly on the aircraft 
die as a result of symptoms that only appear days later. It takes weeks to detect the fact that the aircraft 
remains contaminated. 

• Several identical nuclear devices are smuggled out of the FSU. One of the devices is disassembled to 
determine the precise technology and coding system used in the weapon’s PAL. This allows users to 
activate the remaining weapons. The weapon is then disassembled to minimize detection with the fissile 
core shipped covered in lead. The weapon is successfully smuggled into the periphery of an urban area 
outside any formal security perimeter. A 10+ kiloton ground burst destroys a critical area and blankets the 
region in fallout. 

• The same device is shipped to a US port area in a modified standard shipping container equipped with 
considerable shielding and detection and triggering devices that set it off either when the container is 
opened at any point near or in the US or using information from a GPS system that sets it off 
automatically when it reaches the proper coordinates. The direct explosive effect is significant, and even if 
it detonates at Customs, the damage and “rain out” contaminate a massive local area. 

• A Country X or a Country X-backed develops a radiation fallout model using local weather data that it 
confirms by sending out scouts with simple commercial wind measurement equipment and cellular 
phones. It waits for the ideal wind pattern and detonates a nuclear device for maximum contamination of a 
city or critical economic areas. Alternatively, the same group uses a similar weather model, waits for the 
proper wind pattern and allows the wind to carry a biological agent over a city. 

• Simultaneous release takes place of Anthrax spores at 10-20 scattered subway platforms during rush hour, 
and at commuter rail stations as well.  No notice is given of the attack. Incubation takes 1-7 days, and the 
attack is only detected when massive numbers of cases in the acute phase exhibit flu-like symptoms and 
then enter the breathing difficulty and shock phase (1-2 days after incubation.) Several million commuters 
are potential exposed, but the locations of the attack are unknown, and effective triage is now impossible. 
Prompt treatment is no longer possible. Local and regional medical facilities collapse. 

• An illegal smallpox culture is used or stolen. The agent is planted in the air duct of aircraft flying to an 
airport in the target country. The first cases occur two weeks after the flight(s). Widespread infection 
presents major problems because of a lack of the ability to trace passengers and secondary infections. 
Mass panic affects national medical facilities and some 10-30% of those infected die.   

• A freighter carrying fertilizer enters a port and docks. In fact, the freighter has mixed the fertilizer with a 
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catalyst to create a massive explosion that also disseminates a large amount of a radiological, and/or 
biological agent.  Response focuses on the damage done by the resulting explosion. The scattering of a 
radiological or biological weapon over the area is only detected days later. 

• A large terrorist device goes off in a populated, critical economic, or military assembly area – scattering 
mustard or nerve gas. Emergency teams react quickly and deal with the chemical threat and the residents 
are evacuated. Only later does it become clear that the device also included a biological agent and that the 
response to this “cocktail” killed most emergency response personnel and the evacuation rushed the 
biological agent to a much wider area.  

• Country X or a proxy group attacks US agriculture with a foreign pest or disease that could be transmitted 
by normal commerce and which is genetically enhanced. The US suffers major economic damage and 
never knows it is under attack. Alternatively, it uses a mix of normal plant diseases plus an add on 
weaponized agent. The US fails to react to the added agent until it discovered the true scale of the problem 
weeks later, it then finds it has only limited near to mid-term countermeasures. It never conclusively 
identifies its attacker. 

• Country X, a terrorist or proxy group attacks the US with a biological agent in very small amounts in 
many areas in the US. The US is forced to mount a massive nation-wide preemptive effort at vast expense, 
even though it is only under limited attack. The attack is tailored to counter the highly detailed open 
literature on US federal, state, and local detection and response capabilities. 

• A local terrorist group produces Ricin from castor beans and either distributes the toxin through the air 
intake of a government building  or sprays it from a truck moving down a street. The first symptoms do 
not appear until three hours later and there is no know treatment. Significant deaths occur within 36-72 
hours. 

 This list of possible attack scenarios illustrates the fact that a wide range of highly lethal 

CBRN attacks are practical, although most would now require an attacker to at least have access 

to the level of technology available only to governments. Second, it shows how dangerous it is to 

assume that attacks have to follow any rules or be carried out in a predictable way. Third, it 

shows that many attacks can defeat “first response” as well as avoid early US efforts at detection 

or containment, and/or can be tailored to bypass or counter many of the measures the US is 

currently exploring for Homeland defense. Fourth, it illustrates the fact that attackers can use 

more than one means of attack at the same time. Finally, it illustrates the dangers of leaving any 

gap in Homeland defense between responding to overt warfare like missile attacks and to 

relatively limited attacks by terrorists.     

Weapons of Mass Destruction 
 Chemical, biological, nuclear, and radiological weapons differ sharply in character and in 
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their effects.  Each form of weapon can be used in ways that present radically different problems 

for defense and response. The key differences in the character and use each type of weapon are 

summarized in Table 4.1, and it is clear that each can have very different impacts, regardless of 

whether it is used against military or civilian targets.  

 The broad differences in the lethality of each type of weapon are equally important, and 

are shown in Table 4.2. It should be noted that much depends on the size of the weapon and the 

way in which it is employed. The actual design of any given weapon or device will be critical in 

determining its actual lethality, but is also almost totally unpredictable unless it involves the theft 

of a well-known weapon. Once again, there also are no clear precedents or paradigms that can be 

used for planning Homeland defense. 

 These uncertainties and compounded by the fact that theoretical lethality models are 

filled with gross uncertainties, and there is little chance that any current database, model, or 

simulation can be used to accurately predict the actual consequences of the use of such weapons. 

The data in Table 4.2 are typical of such estimates and are derived from models whose primary 

purpose was to examine what state actors could do using bombs and missiles in warfare. They 

were not intended to reflect the character and lethality of the chemical, biological, nuclear, and 

radiological weapons in the kind of smaller attacks that might take place under covert conditions, 

or by proxies, terrorists, and extremists. There is also good historical reason to question whether 

chemical weapons are normally as lethal as Table 4.2 implies. They fail to distinguish between 

methods of delivery of biological weapons and tacitly assume the optimal use of dry 

micropowders when actual attacks may use much cruder “wet” weapons with limited or no 

lethality. 

 There also is no reason to assume that effects should be measured in terms of casualties 

or physical damage. Attacks using “weapons of mass destruction” do not have to be used to 

cause mass destruction. With the exception of nuclear weapons, they can be used in virtually any 

size, and attackers can exploit their different effects to attack very small targets and highly 

localized areas as well as cities and large populated areas. Even nuclear weapons are available in 
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fractions of a kiloton, and chemical, biological, and radiological weapons can be used for the 

purposes of assassination or attacking individual buildings. 

 Attackers will generally have a political or ideological motive in launching any given 

attack.  The psychological and political aspects of using weapons of mass destruction can be 

exploited in ways where the number of casualties, and the amount of physical damage, may be 

far less important than the impact on public opinion, crowd behavior, and the political 

perceptions of foreign states. The very threat of such attacks can cause panic, and the risk of 

contamination can deny the use of a facility even if contamination is minimal or no longer exists. 

At the same time, a biological or nuclear attack occurred on US territory might radically change 

world perceptions of American strength and vulnerability, even if the target was poorly chosen 

and casualties were limited.  

 This latter point is ignored in some studies. The fact that an attacker would be perceived 

in radically different terms if it successfully used a weapon of mass destruction against the US is 

viewed only as a deterrent to such an attacker’s using such weapons. In fact, such perceptions are 

a two-edged sword. There is no other way many attackers could increase US aid global 

perceptions of their importance so quickly. Aum Shinrikyo is not memorable for the casualties it 

caused, but rather because it used chemical weapons and prepared biological weapons. Missiles 

were Iraq’s only memorable response during the Gulf War. 
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 Table 4.1  
 

The Comparative Effects of Biological, Chemical, and Nuclear Weapons Delivered  
Against a Typical Urban Target  

 
Using missile warheads: Assumes one Scud-sized warhead with a maximum payload of 1,000 kilograms. The study assumes that 
the biological agent would not make maximum use of this payload capability because this is inefficient. It is unclear this is realistic. 
 
                                                                                                                     Area Covered                    Deaths Assuming 
                                                                                                                in Square Kilometers 3,000-10,000 people 
                                                                                                                                                 Per Square Kilometer 
   
Chemical: 300 kilograms of Sarin nerve gas with a  
density of 70 milligrams per  cubic meter 0.22 60-200   
 
Biological 30 kilograms of Anthrax spores with  
a density of 0.1 milligram per cubic meter 10 30,000-100,000 
 
Nuclear:  
 
One 12.5 kiloton nuclear device  
achieving 5 pounds per cubic inch of over-pressure 7.8 23,000-80,000 
 
One 1 megaton hydrogen bomb 190 570,000-1,900,000 
 
Using one aircraft delivering 1,000 kilograms of Sarin nerve gas or 100 kilograms of Anthrax spores: Assumes the aircraft flies in a 
straight line over the target at optimal altitude and dispensing the agent as an aerosol. The study assumes that the biological agent 
would not make maximum use of this payload capability because this is inefficient. It is unclear this is realistic. 
   
                                                                                   Area Covered                                                    Deaths Assuming 
                                                                              in Square Kilometers                              3,000-10,000 people 
                                                       Per Square Kilometer  
  
Clear sunny day, light breeze 
 
Sarin Nerve Gas 0.74 300-700 
Anthrax Spores 46 130,000-460,000 
 
Overcast day or night, moderate wind 
 
Sarin Nerve Gas 0.8 400-800 
Anthrax Spores 140 420,000-1,400,000 
 
Clear calm night 
 
Sarin Nerve Gas 7.8 3,000-8,000 
Anthrax Spores 300 1,000,000-3,000,000 
 
Source: Adapted by the Anthony H. Cordesman from Office of Technology Assessment, Proliferation of Weapons of Mass 
Destruction: Assessing the Risks, US Congress OTA-ISC-559, Washington, August, 1993, pp. 53-54. 
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Chemical Weapons as Means of Attack 
Chemical weapons have not been used effectively in attacks on the American homeland.   

Reports that the bombers of the World Trade Center considered trying to add a chemical weapon 

like sodium cyanide to their explosives seem to be untrue, and led to an unsubstantiated assertion 

by the trial judge.18 There have, however, been a number of attempts to use chemical weapons by 

domestic extremists and individuals. For example, in 1997, members of the KKK plotted to place 

an improvised explosive device on a hydrogen sulfide tank at a refinery near Dallas, Texas.19 

There is a well-established, low-level risk that such weapons will be used in the future, although 

there is no way to predict the frequency of such attacks, their scale, potential success, or lethality. 

There are a wide range of countries involved in the development of chemical weapons. 

Table 4.3 provides a recent unclassified US intelligence summary chemical weapons activities 

by nation. It is only a partial list. The US intelligence community is tracking a total of 

approximately 25 nations which are believed to be carrying out some form of state-sponsored 

chemical and/or biological weapons development. As has been discussed earlier, at least two 

foreign terrorist groups are also believed to have active chemical and biological weapons efforts/ 

 Effective planning for Homeland defense must consider the fact that the US currently has 

limited ability to properly characterize the impact of chemical weapons in any form of attack. 

Many terrorist uses of chemical weapons will not be inherently more lethal or more painful than 

the use of explosives. At the same time, it must consider the risk that chemical attacks can 

produce much larger levels of damage than nominal lethality estimates indicate and virtually any 

use of such weapons will have a far different psychological impact. Chemical weapons are 

weapons of terror and intimidation as well as a means of producing casualties and physical 

destruction. 

The Impact and Variety of Possible Chemical Weapons 

 Experts like the Center for Disease Control have found that the US may faces a wide 
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range of threats from different types of chemical weapons and toxic agents, many of which are 

not normally considered to be weapons. A CDC study notes that the chemical agents that might 

be used by terrorists range from sophisticated military agents to toxic chemicals commonly used 

in industry.  The criteria the CDC suggested for determining priority chemical agents include:20 

• chemical agents already known to be used as weaponry;  

• availability of chemical agents to potential terrorists;  

• chemical agents likely to cause major morbidity or mortality;  

• potential of agents for causing public panic and social disruption; and  

• agents that require special action for public health preparedness.  

 The CDC lists several categories of chemical agents as presenting enough of a threat to 

require active public health planning. These include nerve agents, such as tabun (ethyl N,N-

dimethylphosphoramidocyanidate), Sarin (isopropyl methylphosphanofluoridate), soman 

(pinacolyl methyl phosphonofluoridate), GF (cyclohexylmethylphosphonofluoridate), and VX 

(o-ethyl-[S]-[2-diisopropylaminoethyl]-methylphosphonothiolate). They include blood agents 

such as hydrogen cyanide and cyanogen chloride; and blister agents such as lewisite (an aliphatic 

arsenic compound, 2-chlorovinyldichloroarsine), nitrogen and sulfur mustards, and phosgene 

oxime. And, they include pulmonary agents like phosgene, chlorine, and vinyl chloride; and 

incapacitating agents like BZ (3-quinuclidinyl benzilate); 

 Other agents on the CDC’s list are more commercial in character. They include heavy 

metals like arsenic, lead, and mercury; and volatile toxins like benzene, chloroform, and 

trihalomethanes. Other agents include explosive nitro compounds and oxidizers, such as 

ammonium nitrate combined with fuel oil. They include pulmonary agents like phosgene, 

chlorine, and vinyl chloride; persistent and nonpersistent pesticides; and dioxins, furans, and 

polychlorinated biphenyls (PCBs). They include flammable industrial gases and liquids like 

gasoline, propane; and poison industrial gases, liquids, and solids, like the cyanides, and nitriles. 

Finally, they include corrosive industrial acids and bases like nitric and sulfuric acid.  



CSIS  Homeland Defense: Asymmetric Warfare & Terrorism      10/17/01                                            Page  

 

Copyright CSIS, all rights reserved. 

47 

 

 

Many of the items the CDC list are widely available on the US market and include 

commercial organo-phospates and parathion, and the military lists of possible agents is much 

longer and includes additional toxic smokes, herbicides, flame materials, and toxic industrial 

compounds21.  As a result, it is hardly surprising that CDC studies also note that there was no 

way to predict precisely what chemicals might be used, particularly in low level attacks.  

This creates major problems for response planning: “Because of the hundreds of new 

chemicals introduced internationally each month, treating exposed persons by clinical syndrome 

rather than by specific agent is more useful for public health planning and emergency medical 

response purposes. Public health agencies and first responders must render the most aggressive, 

timely, and clinically relevant treatment possible by using treatment modalities based on 

syndromic categories (e.g., burns and trauma, cardiorespiratory failure, neurologic damage, and 

shock). These activities must be linked with authorities responsible for environmental sampling 

and decontamination.” 

The Probable Lethality and Effectiveness of Chemical Attacks  

Just as it is easy to underestimate the importance of conventional explosives, it is easy to 

exaggerate the lethality of most chemical weapons. Many forms of lower level attacks using 

chemical weapons might do no more or less damage than attacks using conventional weapons. 

For example, the World Trade Center bombing killed six and injured over 1,000, and could 

easily have killed hundreds if the bomb had been better placed.22 Large high explosive weapons 

can easily be equal to both chemical and radiological weapons as “weapons of mass destruction.” 

It is also an illusion that the effects of chemical weapons are always radically worse or 

more repellant than the damage done conventional weapons. No one who has actually visited a 

battlefield and seen anyone with a fragmentation wound in the stomach and then seen a prisoner 

affected by a moderate dose of mustard gas is going to accept for a second that one casualty is 

somehow worse than another.23  

The characteristics of a representative range of chemical weapons are summarized in 
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Parts One to Three of Chart 4.1, along with a rough comparison of their lethality to the lethality 

of a 1,000-pound bomb. It should again be noted that the relatively high lethality estimates the 

are based upon questionable military literature, and that there has been little historical correlation 

between such theoretical lethality models and real-world casualties.24   

While there are good models as well as bad ones, much of the military effects data on 

chemical weapons in the unclassified literature is based on theoretical models whose inherent 

validity is suspect, and which do not track with either the historical data on the use of chemical 

weapons in World War I or Iraq’s use of chemical weapons in the Iran-Iraq War. There are also 

extremely sharp variations in such estimates. Some estimates give nerve gas attacks near-nuclear 

lethalities, while others indicate that the effects could be highly localized and produce random 

concentrations with much more limited numbers of deaths.25 

In many cases, the results of limited animal testing is generalized on tenuous grounds. 

The lethality data are then scaled-up using models of how weaponized chemical vapors are 

deposited. Some of these models ignore temperature, wind, and heat conditions and assume 

optimal scattering of the vapor evenly over large areas. These same problems affect the modeling 

of the lethality of biological and nuclear weapons as well as chemical weapons, but the higher 

estimates of lethality in chemical weapons effects modeling seem uniquely exaggerated. This is 

particularly true when the input data are drawn from unclassified estimates that are ultimately 

drawn from Soviet literature on missile warhead behavior, some of which seems to be little more 

than analytic nonsense. 

The December 15, 1999 report of the Advisory Panel to Assess Domestic Response 

Capabilities for Terrorism Involving Weapons of Mass Destruction, also known as the Gilmore 

Commission, provides what seems to be a more accurate picture of the probably lethality of 

chemical attacks on the US homeland,26 

…developing a means to disseminate sarin effectively is likely to prove a far greater challenge to terrorists 
than is producing the agent itself. Although sarin’s high volatility greatly simplifies weaponization, 
terrorists who may seek to cause mass casualties will need a fairly sophisticated means of spreading the 
agent in sufficiently large quantities over their intended target area. For wide coverage in an open area, 
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such as a city, an airplane equipped with a suitable industrial or crop sprayer could be a satisfactory 
mechanism for dissemination.  Alternatively, terrorists could equip a truck and drive through the target 
area, taking care, of course, to ensure that its passengers are properly sealed off from the chemical agent. 
Temperature, wind speed, inversion conditions, and other meteorological factors, however, would likely 
determine the effectiveness of any attack. For example, as sarin and other chemical agents are exposed to 
the environment, they tend to be dispersed by the wind, which necessitates the use of large amounts of 
material to ensure that a given target receives a sufficiently high dose.  In fact, the need to produce and 
disperse sufficiently large amounts of sarin or other chemical agents to achieve the mass-casualty levels 
that may be sought by terrorists arguably drawn to chemical weapons in the first place ironically may be 
the biggest disincentive for their use.  

A U.S. Defense Department model illustrates the problem. Releasing ten kilograms (22 pounds) of sarin 
into the open air under favorable weather conditions covers about one-hundredth of a square kilometer with 
lethal effects. Since population densities in U.S. urban areas are typically around 5,000 people per square 
kilometer, such an attack would kill about 50 people. 

Releasing 100 kilograms (220 pounds) of sarin into the open air affects about ten times as much area and 
therefore would kill approximately 500 people. Releasing 1,000 kilograms (2,200 pounds) into the open air 
would cover several square kilometers, killing about 10,000 people. Thus, only in an open-air attack using 
amounts approaching 1,000 kilograms of sarin would the effects become distinctly greater than that 
attainable by such traditional terrorist means as conventional explosives. One way for terrorists to 
overcome these problems would be to carry out an attack in an enclosed space, such as a domed stadium, 
office building, or subway system. 

The effectiveness data used by the US Army also are relatively conservative, and are 

summarized in Part Two of Table 4.4.  Once again, however, such data are highly nominal and 

provide only a tenuous basis for predicting casualty effects. The same is true of a potential 

sabotage or terrorist release of toxic chemicals of the kind shown in Part Three of Table 4.4. 

Only nominal area of evacuation -- not lethality -- data are available.  

 These caveats in no way mean that chemical attacks cannot be highly lethal under some 

circumstances.  In 1984, for example an incident took place in Bhopal, India, where a disgruntled 

employee at a pesticide plant precipitated an explosion in one of the storage tanks by adding 

water to it. This led to the massive release of methylisocyanate and the noxious fumes affected 

thousands of people living near the plant. Four months later, some 1,430 persons were reported 

to have died as a direct result of the leak—a figure that increased to the 3,800 reported by Indian 

officials seven years later. A total of 11,000 persons were disabled or harmed from exposure to 

the gas.  This one case was serious enough to lead to laws that require public reporting on all 

similar industrial risks in the US. 
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 Military estimates of lethality also generally assume prompt medical action and some 

assume rapid decontamination or evacuation of the area. Response can fail or be ineffective if it 

is not properly organized. Chemical weapons can have lingering effects as poisons, and act as 

contact or food poisons for days after they cease to be effective as mass agents. BVX, HD, HN, 

L, and HL are all persistent agents that can remain lethal for weeks.27 Effective and timely 

decontamination could well be impossible. Casualty recognition can be difficult with some 

weapons, where there is either a psychomimetic agent or a quiescent period in terms of 

symptoms. In some cases, the use of antidotes like Atropine could create medical problems of 

their own. In others, severe exposure can require up to a week of intensive treatment for nerve 

gas, and months to years for inhaled blistering agents.28 

Nevertheless, past estimates of chemical weapon lethality have borne little relation to 

either the actual lethality achieved in combat or the area actually covered with a given amount of 

agent. After more than five years of using chemical weapons for example, the Iraqis still found 

that even nerve gas was often more useful in area denial, forcing rapid withdrawals, or in 

creating panic than as a killing mechanism per se.29 The tendency to estimate lethality in terms of 

neat wind-borne ellipses or “plumes” has also confused the lethality issue. Under most real world 

conditions, it is likely that small chemical weapons would have very limited areas of lethality, 

and that wide area coverage would require far larger amounts of agent than are likely to be 

feasible in state covert, proxy, terrorist, or extremist attacks on the US homeland. 

One “wild card” that might change this situation is the potential existence of “fourth 

generation” chemical weapons. According to some reports, Russia developed far more lethal 

chemical weapons during the Cold War and brought them to production readiness. At least some 

experts believe that it is possible that far more lethal chemical weapons exist than are listed in 

unclassified studies. One thing is clear. It is possible to produce chemical weapons with the 

lethality of the nerve gases using precursors that are not controlled by the Chemical Weapons 

Convention, and there are intelligence indicators that some countries are developing such 

weapons or have produced them. 
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Methods of Delivery  

Most chemical weapons are not easy to handle or deliver, and even nerve gas has to be 

used in large amounts to achieve high levels of coverage and lethality. Obtaining suitable 

delivery systems can be a real problem, although covert attacks can be conducted from fixed 

locations in an urban area, and suitable dual-use delivery systems are readily available in the 

form of crop duster aircraft and simple spray generators that can be readily adapted for delivery 

of a variety of agents.  

  At the same time, the quantities of chemical agent required to conduct low level attacks 

are relatively small when compared to industrial production of similar commercial chemicals, 

which poses problems for detection. Terrorists could employ same amounts of CW agents in a 

variety of means utilizing simple containers such as glass bottles. The lethality of any given 

chemical weapon would also increase strikingly if it was used in a closed environment like an 

office building with a forced air system, or disseminated under ideal conditions in an urban 

environment.  

Lethality may also be only one consideration in choosing the means of delivery for a 

covert or chemical terrorist attack. Much would depend on the perceptions of the attacker of the 

full range of post-attack impacts of using a chemical weapon. It is far from clear, for example, 

that civilians would ever accept a building as safe where persistent chemical agents had been 

used, regardless of the success of contamination efforts. Gulf War syndrome and Agent Orange 

are one thing in the context of US military serving over seas; chemical attacks are quite another 

in the context of civilians living in America. 

 As is the case of virtually all forms of attack on the American homeland, the 

psychological and political impact of a given strike would also be as important as the resulting 

physical damage or body count. An attack on the US Capitol building with minor casualties 

would have far more symbolic and political impact that a high-casualty attack on a hotel. Attacks 

on targets with high media profiles and live new coverage can be important almost regardless of 



CSIS  Homeland Defense: Asymmetric Warfare & Terrorism      10/17/01                                            Page  

 

Copyright CSIS, all rights reserved. 

52 

 

 

their effectiveness. The visible physical symptoms of chemical weapons, their horrifying 

reputation, and their alien nature will be a critical “effect,” although many forms of 

fragmentation wounds cause at least as much suffering in practice. 

Detection and Interception 

 Chemical weapons can impose serious problems in terms of detection. The flow of 

people and goods across the Canadian, Mexican, Alaskan, and Hawaiian borders, and the East 

and West Coast, is so intense that it is unclear that any detection system would find the amounts 

used in covert, proxy, and extremist/terrorist attacks – even assuming that truly cost-effective 

and reliable detection devices become readily available and could cover binary or trinary 

ingredients. Even if reliable, low cost detectors and detection systems do become readily 

available – as some experts assume – this does not mean that they will be able to cover enough 

areas and means of shipping to cope with the volume of commercial shipping into the US, and 

provide a reliable method of detection and defense. Any gaps in coverage are likely to be openly 

documented, and the details of US detection systems are likely to become part of the open 

literature – giving foreign attackers much of the information they need. 

The domestic production of weapons will probably only be detectable by receiving a 

warning through human intelligence, or tracing the flow of key equipment and ingredients which 

may legally and physically impossible. Once a weapon is actually used, detection may also be 

too late. This would certainly be true in the case of an attack exploiting a closed air system, and 

might well be true of a modified drone or crop sprayer. Even if an antidote or safe area is 

available, it is unclear that anyone would have the time and capacity to react to a first use, or that 

defense would be affordable. 

The problems in developing effective interception, defense, and response measures can 

be compounded by using more than one group of attackers, and by mixing agents that require 

different kinds of protection and decontamination. They can be compounded by the use of 

persistent agents, near simultaneous attacks in a number of areas, and sequential attacks designed 
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to target those who respond to initial attacks.  Furthermore, it is far from clear whether the 

detection and sensor systems necessary to cover entire urban areas, and provide detection and 

characterization of an attack, will be cost-effective. 

Acquiring Chemical Weapons 

 Many experts believe that most terrorists will find it difficult would be to obtain the 

necessary chemical weapons, in the necessary amounts, and develop an effective delivery system 

or device.30 Acquiring chemical weapons would not be a problem for most governments, but the 

ease with which most domestic or foreign terrorists can obtain or manufacture such weapons has 

sometimes been exaggerated. The December 1999 report by the Advisory Panel to Assess 

Domestic Response Capabilities for Terrorism Involving Weapons of Mass Destruction makes 

the following points:31 

It has sometimes been claimed that producing Sarin and other nerve agents is a relatively easy process, to 
the extent, according to one authority, that “ball-point pen ink is only one chemical step removed.” While 
Sarin may be less complicated to synthesize than other nerve agents, the expertise required to produce it 
should not, however, be underestimated. The safety challenges involved would, at a minimum, require 
skill, training, and special equipment to overcome. For this reason, the level of competency required for 
producing sophisticated chemical nerve agents, including Sarin, will likely be on the order of a graduate 
degree in organic chemistry and/or actual experience as an organic chemist—not simply a knowledge of 
college-level chemistry, as is sometimes alleged. 

Moreover, as with biological weapons, developing a means to disseminate Sarin effectively is likely to 
prove a far greater challenge to terrorists than is producing the agent itself. Although sarin’s high volatility 
greatly simplifies weaponization, terrorists who may seek to cause mass casualties will need a fairly 
sophisticated means of spreading the agent in sufficiently large quantities over their intended target area. 
For wide coverage in an open area, such as a city, an airplane equipped with a suitable industrial or crop 
sprayer could be a satisfactory mechanism for dissemination.   

Alternatively, terrorists could equip a truck and drive through the target area, taking care, of course, to 
ensure that its passengers are properly sealed off from the chemical agent. Temperature, wind speed, 
inversion conditions, and other meteorological factors, however, would likely determine the effectiveness 
of any attack. For example, as Sarin and other chemical agents are exposed to the environment, they tend to 
be dispersed by the wind, which necessitates the use of large amounts of material to ensure that a given 
target receives a sufficiently high dose.   

In fact, the need to produce and disperse sufficiently large amounts of Sarin or other chemical agents to 
achieve the mass-casualty levels that may be sought by terrorists arguably drawn to chemical weapons in 
the first place ironically may be the biggest disincentive for their use. A U.S. Defense Department model 
illustrates the problem. Releasing ten kilograms (22 pounds) of Sarin into the open air under favorable 
weather conditions covers about one-hundredth of a square kilometer with lethal effects. Since population 
densities in U.S. urban areas are typically around 5,000 people per square kilometer, such an attack would 
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kill about 50 people. 

Releasing 100 kilograms (220 pounds) of Sarin into the open air affects about ten times as much area and 
therefore would kill approximately 500 people.32 Releasing 1,000 kilograms (2,200 pounds) into the open 
air would cover several square kilometers, killing about 10,000 people. Thus, only in an open-air attack 
using amounts approaching 1,000 kilograms of Sarin would the effects become distinctly greater than that 
attainable by such traditional terrorist means as conventional explosives. One way for terrorists to 
overcome these problems would be to carry out an attack in an enclosed space, such as a domed stadium, 
office building, or subway system.  

A similar GAO analysis of the ease with which attackers could obtain chemical weapons 

found that,33 

Experts from the scientific, intelligence, and law enforcement communities we spoke with agreed that toxic 
industrial chemicals can cause mass casualties and require little if any expertise or sophisticated methods. 
Generally, toxic industrial chemicals can be bought on the commercial market or stolen, thus avoiding the 
need to manufacture them. Chlorine, phosgene, and hydrogen cyanide are examples of toxic industrial 
chemicals. DOD classified further details concerning the use of toxic industrial chemicals.  

Experts believe that unlike toxic industrial chemicals, for various reasons, most G and V chemical nerve 
agents are technically challenging for terrorists to acquire, manufacture, and produce. Examples of the G- 
series nerve agents are tabun (GA), Sarin (GB), and soman (GD). VX is an example of a V- series nerve 
agent. According to chemical experts, developing nerve agents requires synthesis of multiple precursor 
chemicals. On the basis of our review of a technical report, 11 we concluded that some steps in the 
production process are difficult and hazardous. Although tabun production is relatively easy, containment 
of a highly toxic gas (hydrogen cyanide) is a technical challenge. Production of Sarin, soman, and VX 
requires the use of high temperatures and generates corrosive and dangerous by- products. Moreover, 
careful temperature control, cooling of the vessel, heating to complete chemical reactions, and distillation 
could be technically infeasible for terrorists without a sophisticated laboratory infrastructure. Blister 
chemical agents such as sulfur mustard, nitrogen mustard, and lewisite can be manufactured with ease or 
with only moderate difficulty. However, experts told us that buying large quantities of the precursor 
chemicals for these agents is difficult due to the Chemical Weapons Convention. 

…Chemical experts believe that chemical agents need to be in vapor or aerosol form (a cloud of suspended 
microscopic droplets) to cause optimal inhalation exposure and to cause an effect. Vapors and aerosols 
remain suspended in the air and are readily inhaled deep into the lungs. Another method is to spray large 
droplets or liquid for skin penetration. A chemical agent could be disseminated by explosive or mechanical 
delivery. Further, chemical agents can be disseminated in vapor, aerosol, or bulk droplet form from 
delivery devices.  

According to the experts, terrorists could disseminate chemical agents using simple containers such as glass 
bottles with commercial sprayers attached to them or fire extinguishers. However, the chemical agent 
would need to withstand the heat developed if disseminated by explosives. Moreover, according to 
chemical experts, the successful use of chemical agents to cause mass casualties requires high toxicity, 
volatility (tendency of a chemical to vaporize or give off fumes), and stability during storage and 
dissemination. Rapid exposure to a highly concentrated agent in an ideal environment would increase the 
number of casualties. These experts agree that disseminating a chemical agent in a closed environment 
would be the best way to produce mass casualties. Weather affects exterior dissemination, particularly 
sunlight, moisture, and wind. Some chemical agents can be easily evaporated by sunlight or diluted by 
water. The experts stated that it is also difficult to target an agent with any precision or certainty to kill a 
specific percentage of individuals outdoors. For example, wind could transport a chemical agent away from 
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the designated target area.  

…The 1995 attack by Aum Shinrikyo, an apocalyptic religious sect, in the Tokyo subway using the 
chemical nerve agent Sarin elevated concerns about chemical and biological terrorism. Twelve people were 
killed and many more were injured as a result of that incident. Some experts have noted that despite 
substantial financial assets, well-equipped laboratories, and educated scientists working in the laboratories, 
Aum Shinrikyo did not cause more deaths because of the poor quality of the chemical agent and the 
dissemination technique used. 

 It should be noted, however, that these views again reflect the tendency to see the threat 

of “terrorism” as being separate from the more sophisticated threats that could be posed by proxy 

attacks and state actors. The risks would change radically if states became involved and used or 

provided the chemical weapon. There has also been at least one successful terrorist use of 

chemical weapons without state aid. The Tamil Tigers used commercially obtained chlorine gas 

on a besieged Sri Lankan special forces group at East Kiran in June 1990. The attack worked, 

although all the Tigers did was take drums of the chemical from a nearby paper plant, wait for 

the right prevailing wind, and open the drums.34 It is also dangerous to rule out industrial 

sabotage. Sabotage by one man at a plant at Bophal in 1984 did, after all, kill far more people 

than the attacks of Aum Shinrikyo. 

 At the same time, the GAO analysis ignores the availability of a wide range of 

commercial poisons which can be used to produce limited numbers of casualties, but which are 

described in detail in the unclassified military literature issued by the US Army. It should also be 

noted that the Advisory Panel drew most of its database from models tailored to the use of 

chemical weapons in largely open-air conditions. It is not clear that such models are valid in 

built-up or urban areas. Tanker trucks could be used to deliver the chemicals needed to deliver an 

agent in office buildings. Some lethal gases or chemicals rise, but all current chemical weapons 

are actually vapors that are heavier than air. An attacker could exploit these characteristics in 

those buildings with large open spaces or forced air systems, or by the use of elevator shafts and 

other vertical corridors.   

The dissemination and persistence of chemical weapons in attacks launched from outside 

a closed air system like a large office building would be a function of heat, wind patterns, and 

terrain obstruction. Even under military conditions, real world dissemination never follows the 
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neat, predictable elliptical patterns used in military models. Concentrations vary sharply over the 

dissemination area, and “skip effects” can blow lethal concentrations substantial distances down 

wind.  

An attack on an urban area using a delivery system like a commercial aircraft or aircraft 

modified as a drone, and either crashed into an urban area or uses as a line source sprayer, would 

deposit chemical weapons over the complex surface of urban “canyons.” Depending on the time 

of year, temperature, etc., such an agent might either be remarkably persistent near the ground or 

be deposited over a large vertical areas with little lethality. At present, the open literature simply 

does not provide a useful basis for drawing any conclusions, and this presents major problems in 

both assessing risk, and the value of given detection, characterization, and response measures. 

The Impact of Technological Change 

Finally, it is not clear from open sources how changes in chemical technology and 

production over the coming twenty-five years will affect the ways in which state actors, proxies, 

and terrorist/extremist groups can attack the United States. Key issues include: 

• Advances in the way chemical weapons can be manufactured and used – including changes in related 
technologies like remote controlled crop sprayers, etc. 

• The possible existence of “4th generation” weapons far more lethal than existing nerve gases. 

• Whether control regimes and regulatory/safety controls will outpace any advances in the ability to make 
chemical weapons and use new commercially available ingredients.  

• The level of security the US can develop to prevent the transit of chemical weapons or precursors into the 
United States. 

• The capability and cost of new detection and characterization systems, and the ability to cost-effectively 
deploy them. 

• Advances in protection and treatment. 

It should be noted in this regard that the GAO has repeatedly cited the lack of comprehensive 

risk assessments as a problem in federal programs.35 The unclassified literature the federal 

government issues on the risk posed by chemical weapons tends to ignore the need to forecast 
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changes in risk, just as it tends to use generic lethality data of uncertain provenance and value. 

The Aum Shinrikyo Case Study 

Aum Shinrikyo makes an interesting case study of what a terrorist organization can do. It 

is somewhat misleading for GAO to state that Aum Shinrikyo did not cause more deaths “despite 

substantial financial assets, well-equipped laboratories, and educated scientists working in the 

laboratories…because of the poor quality of the chemical agent and the dissemination technique 

used.”36 Aum experimented with a wide range of chemical weapons, including nerve agents like 

Sarin, tabun, soman, and VX, and considered hydrogen cyanide, and possibly phosgene and 

mustard. Aum selected Sarin precisely because it was relatively easy to manufacture, and any 

problems with the result are more a reflection on Aum’s peculiar internal structure and lack of 

effective organization than the technical problems in manufacturing chemical weapons per se.37  

Aum does seem to have been successful in buying the formula for Sarin from a Russian 

and in getting all of the necessary equipment to make it successfully. It is also important to note 

that Iraq produced its first mustard gas in small lots at a university affiliated facility in less than 

six months, and initially rejected rushing forward with the manufacture of Sarin because it was 

not persistent and was unstable under heat and daylight conditions, and not because of the 

difficulty in making small amounts. 

Aum attempted several different chemical attacks. It evidently staged its first attack on a 

rival religious leader in 1993, but its first successful attack was on the judges in a civil suit 

against Aum in Matsumoto in June 1994, where a heating element, fan, and sprayer on a 

refrigeration truck were used to kill seven people and injure 144.  The Tokyo subway attack that 

took place in March 1995 killed only 12 people but injured more than 1,000. The delivery 

mechanism consisted of plastic bags of Sarin punctured in subway cars, where puddles of diluted 

Sarin were allowed to evaporate. This was an extremely crude delivery method, and even so the 

Japanese authorities reported some effects for as many as 5,000 people, and the prosecutors 

claimed 3,398 were injured. 
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Better tactics in using the same dissemination technique could easily have produced far 

more lethal results, and there are a number of simple and more effective dissemination 

techniques.38 For example, Aum Shinrikyo could have achieved high lethality efforts introducing 

the same agent into the closed air systems in many high rise office buildings, or simply by 

releasing pools of Sarin over wide areas in the floor of the Kasumigaseki subway station, rather 

than leaving it in bags in subway cars. Aum planned similar attacks for May 5, 1995 and July 4, 

1995, and it is still unclear why they failed.  

 There are different descriptions of what Aum did, and some illustrate how the risk could 

have been much greater. Reporting by Chris Bullock and Kyle Olson describe the Aum attacks 

as follows:39 

Kyle Olson: On a warm June evening (in 1994), a group of cult members drove a truck similar to one 
illustrated in this picture into the city (Matsumoto, north of Tokyo) on a mission, a very explosive mission, 
a mission to kill three judges who were about to hand down a ruling in a land dispute, which it was 
believed by the cult, they were going to lose. The decision had been made that they could not afford to lose 
that ruling, they had to prevent it from being issued. Moreover it provided an opportunity to field test Sarin 
gas, a weapon that the cult had been experimenting with for some time. In fact a weapon which they had 
actually tested on animals on a station in Western Australia in 1993. 

The device was designed around the notion of a truck that would carry a container of Sarin, would be 
preheated, raised to a vapor point and released as a cloud, an aerosol, literally a poison gas. Now the 
original plan was to attack the judges at their offices in downtown Matsumoto, however the cult 
miscalculated, in fact the leader of the group overslept that day. They got on the road late, they got to the 
target city late, and they had to improvise, and unfortunately Aum Shinrikyo had something of a genius for 
improvisation. They determined that the three judges were all living in the same dormitory in a residential 
neighborhood. They waited until dark, drove their truck into a parking lot adjacent to the development, and 
released a cloud of Sarin gas. The cloud very quickly swept up, taken by the winds essentially in what was 
a courtyard, moved up into open windows of various apartments and dormitories throughout the area, and 
in a very short time, seven people were dead and more than 500 people were taken to hospitals in this very 
quiet town. 

Now the event stands out historically for several reasons: first of all, this was the first use of nerve agent in 
a terrorist setting; it was a use not by a state but by a private group of individuals against civilians; and of 
particular note was that by and large the rest of the world paid absolutely no attention. This was a major 
story in Japan and in a few other pacific nations; it captured no attention in Western Europe nor in the 
United States. As a result, when the cult drove away, they were effectively invisible, and by the way, no 
ruling has ever been handed down in that land dispute.  

Chris Bullock: Nine months later, Aum used Sarin again, this time in the Tokyo subway, killing a dozen 
people and making 3-and-a-half-thousand people ill. Kyle Olson says the lessons from Aum Shinrikyo’s 
actions are clear.  
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Kyle Olson: First of all the Tokyo subway attack, the objective of the attack, was not to kill hundreds or 
thousands of random strangers in the Tokyo subway. It had a very specific purpose: the cult had learned 
that the police in Tokyo had been trained the week before in chemical protective gear and tactics by the 
military, in anticipation of raids against cult facilities that were set to begin on Monday, March 20th, 1995. 
The reason the cult decided to attack the Tokyo subway on Monday March 20th, was to kill as many 
policemen on their way to work as possible. You see all of those trains converged at Kasumigaseki station, 
which serves the headquarters of the Japanese police agency.  

You see, Aum’s actions I would argue, were perfectly logical. We’ve heard them characterized as an insane 
cult, an end-of-the-world cult, a group of mad scientists in Buddhist monk clothing. Well actually I would 
argue that Aum’s actions were perfectly logical. They had established their own value system. They 
essentially set themselves up as a society in conflict with larger society. A self-legitimized group that 
rejected and ultimately was going to have to confront that society at some level. Given that they didn’t have 
enough men, enough guns, enough bullets to fight society and fight the police, let alone the military, they 
had to go with an asymmetric option, they had to find a trump card, and to this end it made perfect sense to 
think about weapons of mass destruction. Once they knew the police were about to attack, a pre-emptive 
strike was by their thinking, forced upon them. They could not afford to have their plans derailed. 

Political and Psychological Effects 

Casualties would not be of critical importance in attacks where the main consequence 

was intended to be psychological and/or political. It should also be noted that a number of 

multiple, near simultaneous small attacks could have a major impact in causing public fear and 

panic, forcing the US into a massive defensive response, and dominating media coverage. For 

example, out of the 5,010 Japanese that reported to hospitals after the Aum attack on the Tokyo 

subway during the first 24 hours, some 74% showed no symptoms of nerve agent exposures and 

were diagnosed as “worried well.” By this standard, there were three to four times more 

psychological victims of the attack than physiological victims. Israel exhibited a similar pattern 

in response to Iraq’s Scud attacks during the Gulf War, as did Iran during Iraq’s Scud attacks on 

its cities during the Iran-Iraq War.40 

Once again, there is no reason to tie perceptions of the seriousness of the use of weapons 

of mass destruction to actual mass destruction or mass casualties. If anything, attackers might 

feel they could make more political or psychological gains by demonstrating the ability to attack 

without creating the political backlash that would come from large numbers of deaths. 

The Problem of Response 

 In spite of these uncertainties, chemical weapons are the weapon of mass destruction that 



CSIS  Homeland Defense: Asymmetric Warfare & Terrorism      10/17/01                                            Page  

 

Copyright CSIS, all rights reserved. 

60 

 

 

most first responders and law enforcement agencies feel they are best prepared to deal with. 

They feel that most chemical attacks present many of the same problems and uncertainties as 

dealing with the shipment of similar hazardous materials (HAZMAT), or large-scale industrial 

accidents. They already have to prepare for such HAZMAT incidents, and the estimated total 

casualties from most chemical attacks are unlikely to put an impossible burden on medical 

services. The law enforcement aspects, and forensics, of dealing with chemical attacks present 

challenges, but law enforcement experts believe most incidents will have a clear location and 

clear chains of evidence.  

 The US has made advances in chemical weapons attack detection, at least at the military 

level. The Army and Marine Corps have fielded the M21 Remote Sensing Chemical Agent 

Alarm (RSCAAL) to provide standoff detection of nerve and blister agents. The hand-held 

Improved Chemical Agent Monitor (ICAM) provides all deployable units with a rapid, chemical 

agent monitoring and identification capability for nerve and blister agent vapors. There is a broad 

consensus, however, that there are still major problems in rapid detection and characterization, 

and in training and equipping suitable emergency medical personnel and facilities. These 

problems would be least significant if a chemical weapon was used in a single closed area. They 

could be more serious if a chemical weapon was combined with an explosive device in attacking 

a building or facility, and responders had to characterize and deal with two sets of destructive 

effects at the same time.  

Serious response problems could occur if a chemical attack could be conducted in enough 

volume to cover a large area. A truly successful attack against a crowded subway could, for 

example, saturate response services and present major problems in determining the area covered 

by the agent and how many people were actually exposed and with what effect. The number of 

false reports, and people seeking cautionary or panic medical treatment would rise sharply. The 

fear of sequential or follow-on attacks would grow, and so would the problems in 

decontamination. 

Such “military-level attacks” present problems very similar to those the Department of 
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Defense is now planning to defend against overseas, and recent DoD reporting on these attacks 

provides considerable insight into both the current problems in such defense and some of the 

new options the US is trying to develop. It is also clear that any major defense and response 

effort would be very intrusive and could have major side-effects: 

The greatest chemical warfare threats to our forces are agents that affect the central nervous system and 
cause convulsions and respiratory failure (nerve agents), and those that have a blistering effect (e.g., 
mustard). The U.S. Army Medical Research Institute for Chemical Defense provides a department focus to 
improve warfighter protection against chemical weapons. 

Protective clothing and protective masks with appropriate filters will afford protection to service personnel 
by preventing exposure. If an individual were to be exposed to a nerve agent, the MARK I Nerve Agent 
Antidote Kit with its two autoinjectors, one containing atropine and the other 2-PAM chloride, are effective 
counters against the physiological effects of various nerve agents and are issued to deployed forces. Three 
MARK I kits are issued to each individual with specific instructions on usage following exposure. A 
disposable autoinjector with an anticonvulsant drug (Convulsant Antidote for Nerve Agents, or CANA) is 
also issued to troops and is administered by a buddy following the administration of the third MARK I kit 
when the three MARK I kits are used. In addition, personal skin decontamination kits (M291), to be used 
by the individual in the event of exposure to chemical agents, are issued to the troops. 

When faced with a soman or tabun nerve agent threat, another drug, known as pyridostigmine bromide 
(PB), is available and would be employed at the direction of the military Commander in Chief following 
established procedures. Soman and tabun bind very quickly and irreversibly in the body to the enzyme 
necessary for nerve conduction. This rapid and irreversible binding phenomenon, known as “aging,” can be 
lessened if PB is already circulating in the body through pretreatment.  PB can and does interfere with the 
permanent binding of these agents, and can, therefore, improve the chances for survival of exposed 
individuals who have not had enough time to don full protective gear with masks or were unaware of the 
presence of soman.  DoD is seeking FDA approval to use PB, coupled with the standard post-exposure 
treatment using the MARK I kits, as a pretreatment adjunct when forces are faced with the soman or tabun 
threat. PB has been approved for human use by the FDA as a safe and effective treatment of certain 
neuromuscular disorders, such as myasthenia gravis (a disease that affects neuromuscular control); 
however, PB has not yet been approved in the United States for human use as a nerve agent pre-treatment.  
While it would be unethical to test PB in humans for efficacy against nerve agents, the effectiveness of PB 
against soman and tabun has been well-documented in animal models. 

Critical issues of medical chemical defense include the ability to protect… from the very rapidly acting 
nerve agents and persistent blistering agents, as well as choking and respiratory agents. A Joint Medical 
Chemical Defense Research program seeks to maintain the technological capability to meet present 
requirements and counter future threats, pro-vide individual-level prevention and protection to pre-serve 
fighting strength, and provide medical management of chemical casualties to enhance individual survival 
and return to duty…Medical chemical defense R&D materiel solutions under evaluation or development 
include: 

• CW Agent (CWA) Scavengers —Human enzymes that have been genetically engineered to 
destroy nerve agents are being developed. 

• Advanced anticonvulsants that are water-soluble and long-acting are being evaluated for control of 
nerve agent-induced seizure activity. 



CSIS  Homeland Defense: Asymmetric Warfare & Terrorism      10/17/01                                            Page  

 

Copyright CSIS, all rights reserved. 

62 

 

 

• Reactive topical skin protectant creams are being developed that not only prevent penetration of 
CWA but will also destroy them. 

• Antivesicants are countermeasures that provide reduction in mustard-induced tissue swelling, 
ocular opacity, and skin damage. Effects of Exposure to Non-Lethal Levels of CWA—The incidence 
and probability of chronic medical effects of single and multiple low-level exposures to CWA are 
being investigated.  Novel Threat Agents —Current medical regimens used for protection against the 
conventional nerve agents are being evaluated as a countermeasures for novel threat agents. 

• Cyanide Countermeasures —Medical compounds (e.g., methemoglobin formers and sulfide 
donors) are being evaluated for safety and efficacy as pretreatments for cyanide poisoning. An 
external, noninvasive, personal exposure monitor is being transitioned for development and fielding to 
track the levels of these cyanide pretreatment compounds. 

• Chemical Casualty Management —Technologies to assist in the diagnosis, prognosis, and 
management of chemical casualties in a medical treatment facility are being developed. 

• Respiratory Agent Injury —Mechanisms of respiratory agent injury are being determined and 
medical countermeasures for respiratory agent casualties are under investigation. 

A medical chemical defense product coming out of the R&D program for which an FDA license is pending 
is the Topical Skin Protectant (SERPACWA), a barrier cream effective against nerve and vesicant agents. 

Large scale, open air attacks would present additional problems if very large amounts of 

ifagent could be broadly disseminated, or industrial sabotage -- a Bophal-like incident -- 

produced the same effect. No currently deployed detection system can accurately measure the 

plume or area coverage of such an attack, and most detection systems would present problems in 

reliably characterizing the exact weapon used and/or the amount of the weapon present in given 

areas. In many cases, little is also known about what constitutes a lethal dose, symptomology, 

treatment, and long-term effects. 

While sophisticated individual detection and characterization devices are available and 

much more reliable and advanced systems are completing development, there as yet are no 

rapidly deployable arrays that can be used in urban environments, and must responders have no 

funds to acquire them. There are no current plans to broadly disseminate gas masks or the 

antidote to nerve gas before a crisis – even if warning occurs – and there are severe limits on the 

ability to treat large numbers of gas victims even in urban areas. 

While most urban responders have plans for handling the public relations aspects of 
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chemical accidents, it is far from clear that these plans would work in dealing with major 

chemical attacks or sequential attacks. It is also clear that national and local media at best have 

token preparations to report on such attacks, and to perform a civil defense role. The 

psychological dimension presents problems because it is not clear that the normal 

decontamination of areas, facilities, and buildings will not leave trace problems or that the public 

can be convincingly reassured of what is and is not safe. More broadly, the long-term medical 

effects of a large-scale attack are very difficult to characterize, and the Gulf War has shown how 

the resulting uncertainties can create major medical, psychological, and political problems. 

Fortunately, under most conditions these problems may prove moot. Although some 

models indicate that limited amounts of sophisticated chemical weapons can produce thousands 

of casualties, it is more likely that a serious chemical attack or incident would produce 1,000 

casualties or less. It would take a highly sophisticated group to launch multiple attacks and 

produce large amounts of highly lethal agent. As a result, it seems unlikely that either defenders 

or responders will have to deal with the kind of chemical attack(s) that could cripple a significant 

part of the economy, paralyze a city, vastly over-saturate available response and medical 

facilities, cause lasting panic and a loss of faith in political institutions, or threaten the fabric of 

American society, In this sense, chemical weapons differ fundamentally from biological and 

nuclear weapons. 

Nevertheless, the threat posed by chemical weapons illustrates the need to be able to 

measure the existing capabilities of federal, state, and local defenders and responders, to 

determine what can be done to improve their capabilities with minimal or no additional 

resources, and then to expressly address what level of additional capability the nation is and is 

not willing to fund. At present, federal efforts are just beginning to develop a detailed picture of 

existing national capabilities, and much of the governmental effort at every step is concerned 

with basic endeavors to understand the problem, coordinate, and train. There is no question that 

this is producing real progress, but it does not create a system or architecture for Homeland 

defense, and no one has seriously addressed the question of “how much is enough?” 
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One key problem is that defense and response against chemical, biological, and 

radiological attacks must generally begin at the local level, and state and federal aid will 

normally come hours or days after the event. Local law enforcement, emergency services, and 

medical services must bear the brunt of trying to stop or contain an incident if there is warning 

and ameliorate the consequences if it succeeds. In the case of most chemical attacks, like most 

high explosive attacks, local and regional capabilities will be decisive in determining the 

outcome. Regional and federal resources cannot be brought to bear in time without extensive and 

precise warning.  

This, however, raises the question of what local resources are needed, and what federal 

role if any is needed to provide them. So far, this question has tended to be answered more in 

terms of defense and response to low to mid-levels of attack, and emergency response 

capabilities are better trained and organized than medical services. There are serious variations in 

response capability, and it is not clear what standards need to be set for each urban area, or to 

deal with attacks on critical facilities in areas which lack the resources approaching those of 

major cities.  

It is also clear from the testimony and briefings of both responders and medical 

professionals that public health capabilities have been steadily down-sized in ways which limit 

the ability to handle the patient loads from chemical attacks, much less the much high patient 

loads from biological and nuclear attacks. At present cost and capacity constraints are so severe 

that medical facilities often cannot participate effectively in exercises and training for Homeland 

defense. These problems may grow as more public spending is shifted to dealing with the aging, 

and they are compounded by a search for cost-effectiveness among medical professionals which 

is reducing emergency medical facilities and placing sharp limits on ICU units and respirators. 

These problems illustrate the fact that effective Homeland defense cannot be separated from 

national health policy, or from the overall problems in balancing out treatment cost, the need to 

provide continuing peacetime services, and changing priorities to meet an aging population and 

deal with welfare reform. 
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 Improvements are clearly needed in some aspects of defense and response to chemical 

attacks, as well as to other forms of large-scale attacks. There is a need to provide some kind of 

cost-effective detection and characterization system that can be rapidly deployed before or after 

an attack, and which will provide an accurate picture of how much of what agent is present in 

what area. Models lack the accuracy to substitute for measurement. At present, more effort 

seems to be going into improving individual detectors than in to creating deployable and 

affordable systems that can be available for local use – a problem compounded by the need to 

provide biological and nuclear detection and characterization as well as chemical. This kind of 

real time information is critical not only to first responders, but to the efficient use and allocation 

of regional, state, and federal aid. 

Another problem that begins to arise with large-scale chemical incidents is the potential 

conflict between the law enforcement priorities necessary to obtain evidence and convictions, the 

need to take every possible measure to prevent follow-on attacks, the need to provide immediate 

emergency services, and long-standing problems in using US intelligence assets to support 

defense and response inside US territory when it may involve US citizens Considerable progress 

has been made in improving such coordination at the federal, state, and local level but much of 

this progress seems tailored to dealing with low-level attacks where normally criminal 

procedures and civil rights can be given priority. There does not as yet seem to be a clear 

doctrine for dealing with escalating levels of crisis where the need to take immediate and urgent 

action may have higher priority.   
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Table 4.3 

US Department of Defense Estimate of Potential National Threats Intentions Involving Chemical 
Weapons 

China 

Beijing is believed to have an advanced chemical warfare program including research and development, production, and 
weaponization capabilities. China’s chemical industry has the capability to produce many chemicals, some of which have been 
sought by states trying to develop a chemical warfare capability. Foreign sales of such chemicals have been a source of foreign 
exchange for China. The Chinese government has imposed restrictions on the sale of some chemical pre-cursors and its 
enforcement activities generally have yielded mixed results. While China claims it possesses no chemical agent inventory, it is 
believed to possess a moderate inventory of traditional agents. It has a wide variety of potential delivery systems for chemical 
agents, including cannon artillery, multiple rocket launchers, mortars, land mines, aerial bombs, SRBMs, and MRBMs. 

Chinese military forces most likely have a good under-standing of chemical warfare doctrine, and its forces routinely conduct 
defensive chemical warfare training. Even though China has ratified the CWC, made its declaration, and subjected its declared 
chemical weapons facilities to inspections, we believe that Beijing has not acknowledged the full extent of its chemical weapons 
program. 

India 

India is an original signatory to the CWC. In June 1997, it acknowledged that it had a dedicated chemical warfare production 
program. This was the first time India had publicly admitted that it had a chemical warfare effort. India also stated that all related 
facilities would be open for inspection, as called for in the CWC, and subsequently, it has hosted all required CWC inspections. 
While India has made a commitment to destroy its chemical weapons, its extensive and well-developed chemical industry will 
continue to be capable of producing a wide variety of chemical agent pre-cursors should the government change its policy.  In the 
past, Indian firms have exported a wide array of chemical products, including Australia Group-con-trolled items, to several 
countries of proliferation concern in the Middle East. (Australia Group-controlled items include specific chemical agent 
precursors, microorganisms with biological warfare applications, and dual-use equipment that can be used in chemical or 
biological warfare programs.) Indian companies could continue to be a source of dual-use chemicals to countries of proliferation 
concern. 

Iran 

Iran has acceded to the Chemical Weapons Convention (CWC) and in a May 1998 session of the CWC Conference of the States 
Parties, Tehran, for the first time, acknowledged the existence of a past chemical weapons program. Iran admitted developing a 
chemical warfare program during the latter stages of the Iran-Iraq war as a “deterrent” against Iraq’s use of chemical agents 
against Iran. Moreover, Tehran claimed that after the 1988 cease-fire, it “terminated” its program. However, Iran has yet to 
acknowledge that it, too, used chemical weapons during the Iran-Iraq War. 

Nevertheless, Iran has continued its efforts to seek production technology, expertise and precursor chemicals from entities in 
Russia and China that could be used to create a more advanced and self-sufficient chemical warfare infrastructure. As Iran’s 
program moves closer to self-sufficiency, the potential will increase for Iran to export dual-use chemicals and related equipment 
and technologies to other countries of proliferation concern. In the past, Tehran has manufactured and stockpiled blister, blood 
and choking chemical agents, and weaponized some of these agents into artillery shells, mortars, rockets, and aerial bombs. It 
also is believed to be conducting research on nerve agents. Iran could employ these agents during a future conflict in the region. 
Lastly, Iran’s training, especially for its naval and ground forces, indicates that it is planning to operate in a contaminated 
environment. 

Iraq 

Since the Gulf War, Baghdad has rebuilt key portions of its industrial and chemical production infrastructure; it has not become a 
state party to the CWC. Some of Iraq’s facilities could be converted fairly quickly to production of chemical warfare agents. 
Following Operation Desert Fox, Baghdad again instituted a rapid reconstruction effort on those facilities to include former dual-
use chemical warfare-associated production facilities, destroyed by U.S. bombing. In 1999, Iraq may have begun installing or 
repairing dual-use equipment at these and other chemical war-fare-related facilities. Previously, Iraq was known to have 
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produced and stockpiled mustard, tabun, sarin, and VX, some of which likely remain hidden. It is likely that an additional 
quantity of various precursor chemicals also remains hidden. 

In late 1998, UNSCOM reported to the UN Security Council that Iraq continued to withhold information related to its chemical 
program. UNSCOM cited an example where Baghdad seized from inspectors a document discovered by UNSCOM inspectors, 
which indicated that Iraq had not consumed as many chemical munitions during the Iran-Iraq War as had been declared 
previously by Baghdad. This document suggests that Iraq may have an additional 6,000 chemical munitions hidden. Similarly, 
UNSCOM discovery in 1998 of evidence of VX in Iraqi missile warheads showed that Iraq had lied to the international 
community for seven years when it repeatedly said that it had never weaponized VX. 

Iraq retains the expertise, once a decision is made, to resume chemical agent production within a few weeks or months, 
depending on the type of agent. However, foreign assistance, whether commercial procurement of dual-use technology, key 
infrastructure, or other aid, will be necessary to completely restore Iraq’s chemical agent production capabilities to pre-Desert 
Storm levels. Iraqi doctrine for the use of chemical weapons evolved during the Iran-Iraq War, and was fully incorporated into 
Iraqi offensive operations by the end of the war in 1988. During different stages of that war, Iraq used aerial bombs, artillery, 
rocket launchers, tactical rockets, and sprayers mounted in helicopters to deliver agents against Iranian forces. It also used 
chemical agents against Kurdish elements of its own civilian population in 1988. 

Libya 

Libya has made progress with its chemical warfare effort. However, it remains heavily dependent on foreign suppliers for 
precursor chemicals, mechanical and technical expertise, and chemical warfare-related equipment.  From 1992 to 1999, UN 
sanctions continued to limit the type and amount of support Tripoli receives from abroad. However, following the suspension of 
UN sanctions in April 1999, Libya wasted no time in reestablishing contacts with foreign sources of expertise, parts, and 
precursor chemicals for its program.  Clearly, Tripoli has not given up its goal of reestablish-ing its offensive chemical warfare 
ability and continues to pursue an indigenous chemical warfare production capability. 

Prior to 1990, Libya produced about 100 tons of chemical agents – mustard and some nerve agent – at a chemical facility at 
Rabta. However, it ceased production there in 1990 due to intense international media attention and the possibility of military 
intervention, and fabricated a fire to make the Rabta facility appear to have been seriously damaged. Libya main-tains that the 
facility is a pharmaceutical production plant and announced in September 1995 that it was reopening the Rabta pharmaceutical 
facility. Although production of chemical agents has been halted, the Rabta facility remains part of the Libyan chemical weapons 
program, and future agent production cannot be ruled out.  After 1990, the Libyans shifted their efforts to trying to build a large 
underground chemical production facility at Tarhunah. However, the pace of activity there has slowed, probably due to increased 
international attention. The Libyans claim that the Tarhunah tunnel site is a part of the Great Man-made River Project, a 
nationwide irrigation effort. Libya has not become a state party to the CWC. 

North Korea 

Like its biological warfare effort, we believe North Korea has had a long-standing chemical warfare program. North Korea’s 
chemical warfare capabilities include the ability to produce bulk quantities of nerve, blister, choking, and blood agents, using its 
sizeable, although aging, chemical industry. We believe it possesses a sizeable stockpile of these agents and weapons, which it 
could employ should there be renewed fighting on the Korean peninsula. 

North Korea is believed to be capable of weaponizing such stocks for a variety of delivery means. These would include not only 
ballistic missiles, but also artillery and aircraft, and possibly unconventional means. In fact, the United States believes that North 
Korea has some long-range artillery deployed along the demilitarized zone (DMZ) and ballistic missiles, some of which could 
deliver chemical warfare agents against forward-based U.S. and allied forces, as well as against rear-area targets. North Korean 
forces are prepared to operate in a contaminated environment; they train regularly in chemical defense operations and are taught 
that South Korean and U.S. forces will employ chemical munitions. North Korea has not signed CWC, nor it is expected to do so 
in the near future. 

Pakistan 

Pakistan ratified the CWC in October 1997 and did not declare any chemical agent production or development.  Pakistan has 
imported a number of dual-use chemicals that can be used to make chemical agents. These chemicals also have commercial uses 
and Pakistan is working towards establishing a viable commercial chemical industry capable of producing a variety of chemicals, 
some of which could be used to make chemical agents. Chemical agent delivery methods available to Pakistan include missiles, 
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artillery, and aerial bombs. 

Russia 

Moscow has acknowledged the world’s largest stock pile of chemical agents of 40,000 metric tons of agent. The Russian 
chemical warfare agent inventory consists of a comprehensive array of blister, choking, and nerve agents in weapons and stored 
in bulk. These agents can be employed by tube and rocket artillery, bombs, spray tanks, and SRBM warheads. In addition, since 
1992, Russian scientists familiar with Moscow’s chemical warfare development program have been publicizing information on a 
new generation of agents, sometimes referred to as “Novichoks.” These scientists report that these compounds, some of which 
are binaries, were designed to circumvent the CWC and to defeat Western detection and protection measures. Furthermore, it is 
claimed that their production can be hidden within commercial chemical plants. There is concern that the technology to produce 
these compounds might be acquired by other countries. 

As a state party to the CWC, Russia is obligated to declare and destroy its chemical weapons stockpile and to forego the 
development, production, and possession of chemical weapons. However, we believe that the Russians probably have not 
divulged the full extent of their chemical agent and weapon inventory. Destruction facilities are being planned at Shchuch’ye and 
Gornyy, two of the seven declared storage locations for the Russian chemical warfare stockpile; these efforts are being funded in 
large part by foreign assistance programs. 

Nevertheless, Russia admitted it could not meet its first obligation to destroy one percent of its stockpile by April 2000. 
Subsequently, the Organization for the Prohibition of Chemical Weapons (OPCW) granted Russia an extension until April 2002, 
but with the stipulation that it must also meet 20 percent destruction deadline by the same date, as called for under the CWC. 
However, international experts agree that it will be extremely difficult for Russia to destroy its huge chemical arsenal by 2007 as 
mandated by the CWC. Even if Russia were to be granted a five-year extension by the OPCW, it is unlikely that Russia’s 
declared stockpile will be completely destroyed because of serious technical, ecological, financial, and political problems. 

Syria 

Syria is not a state party to the CWC and has had a chemical warfare program for many years, although it has never used 
chemical agents in a conflict. Damascus already has a stockpile of the nerve agent sarin that can be delivered by aircraft or 
ballistic missiles. Additionally, Syria is trying to develop the more toxic and persistent nerve agent VX. In the future, Syria can 
be expected to continue to improve its chemical agent production and storage infrastructure. Damascus remains dependent on 
foreign sources for key elements of its chemical warfare program, including pre-cursor chemicals and key production equipment. 
For example, during 1999, Syria sought chemical warfare-related precursors and expertise from foreign sources. 

Sudan 

Sudan has been interested in acquiring a chemical war-fare capability since the 1980s and has sought assistance from a number of 
countries with chemical warfare programs. We believe that Iraq, in particular, has provided technical expertise to Khartoum. In 
addition, the finding of a known VX precursor chemical near a pharmaceutical facility in Khartoum suggests that Sudan may be 
pursuing a more advanced chemical warfare capability. Sudan acceded to the CWC in 1999, although allegations of Sudanese 
chemical warfare use against rebels in southern Sudan have persisted. These, and prior allegations of chemical warfare use, have 
not been confirmed. Further, Khartoum’s desire to present a more moderate image and alleviate its international isolation will 
cause Sudan to proceed with its chemical warfare program with caution. 

Source: Adapted by Anthony H. Cordesman from Department of Defense, Proliferation and Response, January 2001 
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Table 4.4 

Key Chemical Weapons –Part One 
 
NERVE AGENTS: Agents that quickly disrupt the nervous system by binding to enzymes critical to nerve functions, causing 
convulsions and/or paralysis. Must be ingested, inhaled, and absorbed through the skin. Very low does cause a running nose, 
contraction of the pupil of the eye, and difficulty in visual coordination. Moderate doses constrict the bronchi and cause a feeling 
of pressure in the chest, and weaken the skeletal muscles and cause filibration. Large doses cause death by respiratory or heart 
failure. Can be absorbed through inhalation or skin contact. Reaction normally occurs in 1-2 minutes. Death from lethal doses 
occurs within minutes, but artificial respiration can help and atropine and the oximes act as antidotes. The most toxic nerve 
agents kill with a dosage of only 10 milligrams be minute per cubic meter, versus 400 for less lethal gases. Recovery is normally 
quick, if it occurs at all, but permanent brain damage can occur: 
 
 Tabun (GA) 

Sarin (GB) - nearly as volatile as water and delivered by air. A dose of 5 mg/min/m3 produces 
casualties, a respiratory dose of 100 mg/min/m3 is lethal. Lethality lasts 

 1-2 days. 
 Soman (GD) 
 GF 

VR-55 (Improved Soman) A thick oily substance which persists for some time. 
 VK/VX - a persistent agent roughly as heavy as fuel oil. A dose of 0.5 mg/min/m3  
 produces casualties, a respiratory dose of 10 mg/min/m3 is lethal. Lethality lasts 1-16 weeks. 
 
BLISTER AGENTS: Cell poisons that destroy skin and tissue, cause blindness upon contact with the eyes, and which can result 
in fatal respiratory damage. Can be colorless or black oily droplets. Can be absorbed through inhalation or skin contact. Serious 
internal damage if inhaled. Penetrates ordinary clothing. Some have delayed and some have immediate action. Actual blistering 
normally takes hours to days, but effects on the eyes are much more rapid. Mustard gas is a typical blister agent and exposure of 
concentrations of a few milligrams per meter over several hours generally at least causes blisters and swollen eyes. When the 
liquid falls onto the skin or eyes it has the effect of second or third degree burns. It can blind and cause damage to the lungs 
leading to pneumonia. Severe exposure causes general intoxication similar to radiation sickness. HD and HN persist up to 12 
hours. L, HL, and CX persist for 1-2 hours. Short of prevention of exposure, the only treatment is to wash the eyes, 
decontaminate the skin, and treat the resulting damage like burns: 
 
` Sulfur Mustard (H or HD) A dose of 100 mg/min/m3 produces casualties, a dose of  
 1,500 mg/min/m3 is lethal. Residual lethality lasts up to 2-8 weeks. 
 Distilled Mustard (DM) 
 Nitrogen Mustard (HN) 
 Lewisite (L) 
 Phosgene Oxime (CX) 
 Mustard Lewisite (HL) 
 
CHOKING AGENTS: Agents that cause the blood vessels in the lungs to hemorrhage, and fluid to build-up, until the victim 
chokes or drowns in his or her own fluids (pulmonary edema). Provide quick warning though smell or lung irritation. Can be 
absorbed through inhalation. Immediate to delayed action. The only treatment is inhalation of oxygen and rest. Symptoms emerge 
in periods after exposure of seconds up to three hours:  
 
 Phosgene (CG) 
 Diphosgene (DP) 
 PS Chloropicrin 
 Chlorine Gas 
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Table 4.4 

Key Chemical Weapons –Part Two 
BLOOD AGENTS: Kill through inhalation. Provide little warning except for headache, nausea, and vertigo. Interferes with use 
of oxygen at the cellular level. CK also irritates the lungs and eyes. Rapid action and exposure either kills by inhibiting cell 
respiration or it does not -- casualties will either die within seconds to minutes of exposure or recover in fresh air. Most gas 
masks has severe problems in providing effective protection against blood agents:  

Hydrogen Cyanide (AC) A dose of 2,000 mg/min/m3 produces casualties, a respiratory dose of 5,000 
mg/min/m3 is lethal. Lethality lasts 1-4 hours. 
Cyanogen Chloride (CK) A dose of 7,000 mg/min/m3 produces casualties, a respiratory dose of 11,000 
mg/min/m3 is lethal. Lethality lasts 15 minutes to one hour. 

 
TOXINS: Biological poisons causing neuromuscular paralysis after exposure of hours or days. Formed in food or cultures by the 
bacterium clostridium Botulinum. Produces highly fatal poisoning characterized by general weakness, headache, dizziness, 
double vision and dilation of the pupils, paralysis of muscles, and problems in speech. Death is usually by respiratory failure. 
Antitoxin therapy has limited value, but treatment is mainly supportive:  

Botulin toxin (A) Six distinct types, of which four are known to be fatal to man. An oral dose of 0.001 
mg is lethal. A respiratory dose of  0.02 mg/min/m3 is also lethal.  

 
DEVELOPMENTAL WEAPONS: A new generation of chemical weapons is under development. The only publicized agent is 
perfluoroisobutene (PFIB), which is an extremely toxic odorless and invisible substance produced when PFIB (Teflon) is 
subjected to extreme heat under special conditions. It causes pulmonary edema or dry-land drowning when the lungs fill with 
fluid. Short exposure disables and small concentrations cause delayed death. Activated charcoal and most existing protection 
equipment offer no defense. Some sources refer to "third" and "fourth" generation nerve gasses, but no technical literature seems 
to be available. 
  
CONTROL AGENTS: Agents which produce temporary irritating or disabling effects which in contact with the eyes or inhaled. 
They cause flow of tears and irritation of upper respiratory tract and skin. They can cause nausea and vomiting: can cause serious 
illness or death when used in confined spaces. CS is the least toxic gas, followed by CN and DM. Symptoms can be treated by 
washing of the eyes and/or removal from the area. Exposure to CS, CN, and DM produces immediate symptoms. Staphylococcus 
produces symptoms in 30 minutes to four hours, and recovery takes 24-48 hours. Treatment of Staphylococcus is largely 
supportive: 
 Tear  
 Chlororacetophenone (CN) 
 O-Chlorobenzyl-malononitrile (CS) 

Adamsite (DM)  
Staphylococcus 

 
INCAPACITATING AGENTS: Agents which normally cause short term illness, psychoactive effects, (delirium and 
hallucinations). Can be absorbed through inhalation or skin contact. The psychoactive gases and drugs produce unpredictable 
effects, particularly in the sick, small children, elderly, and individuals who already are mentally ill. In rare cases they kill. In 
others, they produce a permanent psychotic condition. Many produce dry skin, irregular heart beat, urinary retention, 
constipation, drowsiness, and a rise in body temperature, plus occasional maniacal behavior. A single dose of 0.1 to 0.2 
milligrams of LSD-25 will produce profound mental disturbance within a half hour that lasts 10 hours. The lethal dose is 100 to 
200 milligrams: 
 BZ 
 LSD 
 LSD Based BZ 
 Mescaline 
 Psilocybin 
 Benzilates 
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 Chart 4.1 –Part One 

The Relative Killing Effect of Chemical Weapons Under Different Conditions of Aerosol 
Delivery  

(Numbers of dead from delivery of 1,000 Kilograms) 
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Source: Adapted by Anthony H. Cordesman from Victor A. Utgoff, The Challenge of Chemical Weapons, New York, St. 
Martin's, 1991, pp. 238-242 and Office of Technology Assessment, Proliferation of Weapons of Mass Destruction: Assessing the 
Risks, U.S. Congress OTA-ISC-559, Washington, August, 1993, pp. 56-57. 
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Chart 4.1 – Part Two 

The Relative Casualty Effect of Chemical Weapons Under Military Conditions  
(Percent of Casualties) 
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Chart 4.1 – Part Three 

Exclusion Areas for Release from Bulk Tank of Hazardous Chemicals  
(Quantity in Tons/Exclusion Area in Kilometers) 
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Biological Weapons as Means of Attack  
One way of to describe the risks posed by biological weapons is to describe the world 

that existed when natural outbreaks of disease were a recurrent fact of life, and the impact of 

disease on the Americas. A recent WHO study provides a good overview of the impact of 

disease on history,41 

It is arguable whether war or the devastation wrought by infectious disease has had a greater historic 
influence on political boundaries. Up until the Second World War, it was pestilence – and not warfare – 
that claimed the lives of Europe's soldiers. Napoleon Bonaparte can lay blame for his ignominious retreat 
from Moscow – not on the Russians, nor even the Russian winter. By far, his deadliest opponent was 
typhus; a louse-borne infection that reduced a healthy Grande Armee of 655 000 to a pitiful and 
demoralized 93 000 – who wound up straggling home and surviving just long enough to pass the rickettsia 
on to neighbours and loved ones. The subsequent epidemic killed another two million, carrying off 250 000 
civilians in Germany alone.  

In the New World, it was not superior Spanish firepower, nor their reliance on horses that resulted in the 
conquest and enslavement of the Amerindians. By far the greatest allies of the self-proclaimed, "liberators 
of the heathens" were smallpox, influenza and measles. Formerly unknown in the Americas, the first 
recorded smallpox epidemic hit the fledgling colony of Santo Domingo in 1495, destroying 80% of the 
local indigenous population. That same outbreak was also responsible for the deaths of hundreds of Spanish 
soldiers after the battle of Vega Real in 1495. 

In 1515, another flare-up in Puerto Rico spared the Spanish but extirpated the locals. By the time Hernando 
Cortes and his rogue's army of mercenaries and missionaries set foot on Mexico's shores, smallpox, 
measles and influenza had already insinuated themselves as a kind of microbial fifth column among the 
local population. How a ragtag army of 300 men (albeit armed with muskets, riding horses and unbridled 
greed) could defeat the highly organized and warlike Aztecs can never be satisfactorily explained except by 
factoring in the inroads European diseases made into a people entirely devoid of immunity. Conquistador 
and expedition scribe Bernal Diaz described the resultant carnage from infectious disease thus: "We could 
not walk without treading on the bodies and heads of dead Indians. The dry land was piled with corpses." 
In the space of 10 years, historians estimate that Mexico's population plummeted from some 25 million to 
6.5 million owing to epidemics of infectious disease – a drop of 74%. In North America, later events 
echoed those in Mexico but with one not-so-subtle difference. By the 1600s, colonizers knew enough about 
epidemiology to maliciously inflict deadly diseases on locals by providing "gifts" of blankets and clothing 
infested with smallpox and typhus-bearing lice – the first recorded acts of biological warfare. 

Biological weapons have never been used successfully in large-scale combat, or in 

effective covert and terrorist attacks. Japan was the only nation in World War II that made 

confirmed use of biological weapons, and it used relatively crude means. While Japan used 

biological weapons against some 12 Chinese cites, the total number of deaths does not seem to 

have exceeded 10,000, and many such deaths were caused by experiments conducted under 
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controlled conditions that used human beings as live subjects.42 Other nations confined their 

efforts to experimentation or to developing such weapons for retaliatory purposes. For example, 

Britain produced over five million seed cakes of animal Anthrax to be dropped by bombers 

during World War II.  

This past, however, is unlikely to be the prologue of the future. As Table 4.5 shows, a 

wide range of powers developed far effective biological weapons after World War II, and the 

development of biological weapons in the form of dry, storable micropowders dates back to the 

1950s. Furthermore, Table 4.6 shows that unclassified US intelligence lists a number of countries 

where biological weapons efforts are continuing, and US intelligence experts indicate that a 

classified list would be over twice as long.  

The technology necessary to produce biological weapons is proliferating as part of the 

broad transfer of biotechnology throughout the world. Many, if not most of the key technologies 

involved are now commercialized for food processing and pharmaceutical purposes. Modern 

biological weapons have become far more lethal and easy to deliver since World War II and have 

been stockpiled. For example US had stockpiles of seven weapons in 1969, at the time it 

renounced the use of biological weapons, and then was testing advanced biological warheads for 

the Polaris and Snark cruise missile.43 Russia, France, Britain, China, North Korea, also had 

extensive stocks of such weapons in 1972, when the Biological Weapons Convention (BWC) 

was opened for signature. In spite of the fact that some 140 nations have now signed or ratified 

the BWC, US intelligence exports estimate that at least as 15 countries still stockpile such 

weapons. 

Categorizing the Biological Threat 

Modern biological weapons take many different forms and offer many potential 

advantages. They employ living agents or toxins produced by natural or synthetic agents to kill 

or injure humans, domestic animals, and crops. As Table 4.7 shows, there are a wide range of 

agents with many different and effects and they offer a wide range of ways to attack American 
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citizens, crops, and live stock.  They are nearly ideal terror weapons with massive psychological 

as well as physiological consequences.   

Such weapons fall into five main medical categories: Bacterial agents (Anthrax, plague, 

brucellosis, typhoid fever); rickettsial agents (typhus, Rocky Mountain spotted fever, Q-fever); 

viral agents (smallpox, influenza, yellow fever, encephalitis, dengue fever, chikungunga, Rift 

Valley Fever, and hemorrhagic fevers like Ebola, Marburg and Lassa); toxins (botulinum, 

staphylococcus enterotoxin, shigella toxin, aflatoxin); and fungal (coccidiodomyocosis). There 

are other anti-plant and anti-animal weapons that are not used against humans.  

 The US Center for Disease Control (CDC) has concluded that the U.S. public health 

system and primary health-care providers must be prepared to address a wide variety of 

biological agents, including pathogens that are rarely seen in the United States. It has stated 

that,44 

“High-priority agents include organisms that pose a risk to national security because they”  

• can be easily disseminated or transmitted person-to-person;  

• cause high mortality, with potential for major public health impact;  

• might cause public panic and social disruption; and  

• require special action for public health preparedness  

 There are many different ways to categorize biological weapons according to lethality. 

The CDC divides such weapons into three main categories: Category A, Category B, and 

Category C. The Category A weapons are.high-priority agents include organisms that pose a risk 

to national security because they can be easily disseminated or transmitted person-to-person; 

cause high mortality, with potential for major public health impact; might cause public panic and 

social disruption; and require special action for public health preparedness. These category A 

weopons include: 

• variola major (smallpox);  
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• Bacillus anthracis (Anthrax);  

• Yersinia pestis (plague);  

• Clostridium botulinum toxin (botulism);  

• Francisella tularensis (tularaemia);  

• filoviruses,  

• Ebola hemorrhagic fever,  

• Marburg hemorrhagic fever; and 

• arenaviruses,  

• Lassa (Lassa fever),  

• Junin (Argentine hemorrhagic fever) and related viruses.  

 Category B agents include biological weapons that are moderately easy to disseminate; 

cause moderate morbidity and low mortality; and require specific enhancements of CDC's 

diagnostic capacity and enhanced disease surveillance. They include 

• Coxiella burnetti (Q fever);  

• Brucella species (brucellosis);  

• Burkholderia mallei (glanders);  

• alphaviruses,  

• Venezuelan encephalomyelitis,  

• eastern and western equine encephalomyelitis;  

• ricin toxin from Ricinus communis (castor beans);  

• epsilon toxin of Clostridium perfringens; and  

• Staphylococcus enterotoxin B.  

 There is a subset of Category B agents that include pathogens that are food- or 

waterborne. These pathogens include but are not limited to  
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• Salmonella species,  

• Shigella dysenteriae,  

• Escherichia coli O157:H7,  

• Vibrio cholerae, and  

• Cryptosporidium parvum.  

 Category C agents have third priority, and include emerging pathogens that could be 

engineered for mass dissemination in the future because of their availability; ease of production 

and dissemination; and potential for high morbidity and mortality and major health impact. 

Preparedness for Category C agents requires ongoing research to improve disease detection, 

diagnosis, treatment, and prevention, and these weapons include:  

• Nipah virus,  

• hantaviruses,  

• tickborne hemorrhagic fever viruses,  

• tickborne encephalitis viruses,  

• yellow fever, and  

• multidrug-resistant tuberculosis.  

Many of these weapons offer a means of attack that is potentially cheap, lethal, and hard 

to detect. At the same time, much depends on how well they are weaponized, both in terms of the 

agent chose and the way in which it is prepared, stored, and delivered. For example, the same 

disease is generally far more lethal in the form of a dry micropowder that can be disseminated 

and inhaled over a wide area than in the form of a wet agent. Explosive warheads may waste 

much of the agent while spraying it upwind in a line source delivery may be highly effective. 

Wind patterns, temperature, and the presence of ultraviolet light can affect both the lethality and 

active life of the agent. As a result, the same amount of the same agent can be several orders of 

magnitude more lethal under optimal weaponization and delivery conditions and potentially 

highly lethal agents can have minimal effectiveness under the wrong weaponization and delivery 
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conditions.  

The CDC also warns that there is no way to know in advance which newly emergent 

pathogens might be employed by terrorists and that it is imperative to link “bioterrorism 

preparedness efforts with ongoing disease surveillance and outbreak response activities as 

defined in CDC's emerging infectious disease strategy.”45   

This helps explain why the lethality models involved in estimating the impact of 

biological weapons are more uncertain than those associated with conventional explosives, 

chemical weapons, and the immediate effects of nuclear weapons.46 There is also little historical 

experience to build upon. Up until 1945, the development of biological weapons had only limited 

success. In fact, a recent history of biological weapons has found that every major power in 

World War II failed to develop highly effective weapons while its scientists either lied about 

their success or exaggerated their potential success, and their intelligence experts grossly 

exaggerated the potential threat from other states.47  

Other estimates of the biological weapons that states or terrorists might use illustrate this 

point. The NATO handbook dealing with biological warfare lists 31 agents. A Russian panel 

assessing microbiological agents identified 11 that were “very likely to be used.” The top four 

were smallpox, plague, Anthrax, and botulism. These four were chosen because they can all be 

delivered as aerosols, and have theoretical lethality rates of 30-80%, and smallpox and Anthrax 

are particularly attractive because they are easy for states to produce in large quantities, and the 

organism is resistant to destruction. The other items on the list included tularemia, glanders, 

typhus, Q fever, Venezuelan equine encephalitis, Marburg, and the influenza viruses.48 

It should be noted that none of these lists include biological weapons directed at livestock 

or food groups, or the use of “eco-weapons” such as introducing new strains of agricultural 

disease or new plants, animals, and insects that could exploit vulnerabilities in the ecological 

balance of the US. There is ample recent experience to show, however, that such attacks occur 

regularly in the course of nature and as part of global transit and trade, and that they could 
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potentially be highly effective. 

The sheer diversity of biological weapons and the difficulties in predicting how they will 

be weaponized and how strains of the disease will have been altered during militarization 

presents major problems in detecting, characterizing, and responding to such threats, particularly 

because they may be used in covert attacks. As the CDC notes,49 

They present different challenges and require an additional dimension of emergency planning that involves 
the public health infrastructure Covert dissemination of a biological agent in a public place will not have an 
immediate impact because of the delay between exposure and onset of illness (i.e., the incubation period). 
Consequently, the first casualties of a covert attack probably will be identified by physicians or other 
primary health-care providers. For example, in the event of a covert release of the contagious variola virus, 
patients will appear in doctors' offices, clinics, and emergency rooms during the first or second week, 
complaining of fever, back pain, headache, nausea, and other symptoms of what initially might appear to be 
an ordinary viral infection. As the disease progresses, these persons will develop the papular rash 
characteristic of early-stage smallpox, a rash that physicians might not recognize immediately. By the time 
the rash becomes pustular and patients begin to die, the terrorists would be far away and the disease 
disseminated through the population by person-to-person contact. Only a short window of opportunity will 
exist between the time the first cases are identified and a second wave of the population becomes ill. 
During that brief period, public health officials will need to determine that an attack has occurred, identify 
the organism, and prevent more casualties through prevention strategies (e.g., mass vaccination or 
prophylactic treatment). As person-to-person contact continues, successive waves of transmission could 
carry infection to other worldwide localities. These issues might also be relevant for other person-to-person 
transmissible etiologic agents (e.g., plague or certain viral hemorrhagic fevers).  

Certain chemical agents can also be delivered covertly through contaminated food or water. In 1999, the 
vulnerability of the food supply was illustrated in Belgium, when chickens were unintentionally exposed to 
dioxin-contaminated fat used to make animal feed. Because the contamination was not discovered for 
months, the dioxin, a cancer-causing chemical that does not cause immediate symptoms in humans, was 
probably present in chicken meat and eggs sold in Europe during early 1999. This incident underscores the 
need for prompt diagnoses of unusual or suspicious health problems in animals as well as humans, a lesson 
that was also demonstrated by the recent outbreak of mosquitoborne West Nile virus in birds and humans in 
New York City in 1999. The dioxin episode also demonstrates how a covert act of foodborne biological or 
chemical terrorism could affect commerce and human or animal health.  

…Early detection of and response to biological or chemical terrorism are crucial. Without special 
preparation at the local and state levels, a large-scale attack with variola virus, aerosolized anthrax spores, a 
nerve gas, or a foodborne biological or chemical agent could overwhelm the local and perhaps national 
public health infrastructure. Large numbers of patients, including both infected persons and the "worried 
well," would seek medical attention, with a corresponding need for medical supplies, diagnostic tests, and 
hospital beds. Emergency responders, health-care workers, and public health officials could be at special 
risk, and everyday life would be disrupted as a result of widespread fear of contagion.  

Preparedness for terrorist-caused outbreaks and injuries is an essential component of the U.S. public health 
surveillance and response system, which is designed to protect the population against any unusual public 
health event (e.g., influenza pandemics, contaminated municipal water supplies, or intentional 
dissemination of Yersinia pestis, the causative agent of plague. The epidemiologic skills, surveillance 
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methods, diagnostic techniques, and physical resources required to detect and investigate unusual or 
unknown diseases, as well as syndromes or injuries caused by chemical accidents, are similar to those 
needed to identify and respond to an attack with a biological or chemical agent. However, public health 
agencies must prepare also for the special features a terrorist attack probably would have (e.g., mass 
casualties or the use of rare agents) Terrorists might use combinations of these agents, attack in more than 
one location simultaneously, use new agents, or use organisms that are not on the critical list (e.g., 
common, drug-resistant, or genetically engineered pathogens). Lists of critical biological and chemical 
agents will need to be modified as new information becomes available. In addition, each state and locality 
will need to adapt the lists to local conditions and preparedness needs by using the criteria provided in 
CDC's strategic plan.  

Potential biological and chemical agents are numerous, and the public health infrastructure must be 
equipped to quickly resolve crises that would arise from a biological or chemical attack. However, to best 
protect the public, the preparedness efforts must be focused on agents that might have the greatest impact 
on U.S. health and security, especially agents that are highly contagious or that can be engineered for 
widespread dissemination via small-particle aerosols. Preparing the nation to address these dangers is a 
major challenge to U.S. public health systems and health-care providers. Early detection requires increased 
biological and chemical terrorism awareness among front-line health-care providers because they are in the 
best position to report suspicious illnesses and injuries. Also, early detection will require improved 
communication systems between those providers and public health officials. In addition, state and local 
health-care agencies must have enhanced capacity to investigate unusual events and unexplained illnesses, 
and diagnostic laboratories must be equipped to identify biological and chemical agents that rarely are seen 
in the United States. Fundamental to these efforts is comprehensive, integrated training designed to ensure 
core competency in public health preparedness and the highest levels of scientific expertise among local, 
state, and federal partners.  

Case Studies: Iraq and Russia 

  There are two nations whose recent activities in biological warfare have become 

relatively well known. Table 4.8 shows that Iraq was found to have weaponized a wide range of 

biological agents after the Gulf War. The former Soviet Union successfully weaponized some 37 

agents before the end of the Cold War, including infectious agents designed to follow up a 

strategic nuclear attack on the US with contagious diseases designed to decimate the 

population.50  According to some sources, it involved some 60,000 to 70,000 people.51 The 

agents that the FSU developed included germ agents such as Anthrax, smallpox, Ebola, 

Venezuelan encephalitis and genetically engineered bugs for which there is no vaccine or 

prophylactic treatment.52 An accidental release of an Anthrax agent in Sverdlovsk in Russia, in 

1979, affected an area some three miles downwind from the factory and infected 80-200 

Russians. It killed animals in villages as far as 30 miles downwind.53 

Ken Alibek, a Senior Russian official in the Soviet Union’s Bioweapons Directorate 
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program summarizes the effort as follows.54 

When I came to the United States we had a lot of discussions on how for example one or another country 
would be developing biological weapons. And do you know what was interesting to me, it’s a widely 
accepted idea in this country that biological weapons could be developed just in one case; if there is 
protection or treatment or prophylaxis against one another agent. In the United States, until this country 
terminated its program, there was a requirement; if there was no treatment or prophylaxis you cannot use a 
given agent for developing and manufacturing biological weapons. People were trying just to apply exactly 
the same mentality to other countries involved in developing biological weapons. For example, for the 
Soviet Union, the best biological weapons were biological weapons without any possible treatment and 
prophylaxis. Ebola was considered one of the best possible agents for biological weapons; Marburg, 
smallpox and huge number of attempts to genetically alter diseases like plague, anthrax, tularemia. In the 
late ‘80s the country was able to start developing new prototypes of bacterial biological weapons based on 
multi-resistant strains, meaning that all existing treatments available in the West wouldn’t be possible to 
apply because these agents would overcome antibiotic treatments. We cannot ignore this situation. I’m 
100% sure that some biological weapons and their killing capability are more effective than some forms of 
nuclear weapons  

 While Russia no longer seems to pose a direct threat to the US, it is important to note that 

this program may lead to the transfer of critical weapons technologies to state actors or terrorists. 

An April report by the GAO found that such a threat is all too real:55 

The former Soviet Union’s biological weapons institutes continue to threaten U.S. national security because 
they have key assets that are both dangerous and vulnerable to misuse, according to State and Defense 
Department officials. These assets include as many as 15,000 underpaid scientists and researchers, 
specialized facilities and equipment (albeit often in a deteriorated condition), and large collections of 
dangerous biological pathogens. These assets could harm the United States if hostile countries or groups 
were to hire the institutes or biological weapons scientists to conduct weapons-related work. Also of 
concern is the potential sale of dangerous pathogens to terrorist groups or countries of proliferation 
concern. State and Defense officials told us that since 1997, Iran and other countries have intensified their 
efforts to acquire biological weapons expertise and materials from former Soviet biological weapons 
institutes. In addition, deteriorated physical safety and security conditions could leave dangerous pathogens 
vulnerable to theft or distribution into the local environment. Finally, much of the former Soviet biological 
weapons program’s infrastructure, such as buildings and equipment, still exists primarily in Russia. While 
most of these components have legitimate biotechnological applications, they also harbor the potential for 
renewed production of offensive biological agents. 

…About 50 former Soviet biological weapons institutes continue to exist today—most of which are in 
Russia. Defense Department officials told us that the Russian Ministry of Defense still manages at least 
four former Soviet military biological weapons institutes to which Russia has consistently refused to grant 
the United States access. A senior Science Center official noted that the Russian government has not 
restricted the Center’s access to former Soviet nonmilitary biological weapons institutes that receive U.S. 
assistance. While the Science Center has funded projects and gained access to more than 30 such institutes, 
the official noted that at least 15 other nonmilitary institutes have not received Center funding. 

The Science Center official also estimated that there may be as many as 5,000 senior former Soviet 
biological weapons scientists who could pose significant proliferation risks and another 10,000 personnel 
who have weapons-relevant skills. At the six institutes that we visited in December 1999, institute officials 
said their institutes had lost as much as one-half of their former workforce but noted that they had released 
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administrative and technical support staff in efforts to retain their senior scientists. The senior Science 
Center official also said these highly trained senior scientists, many with doctorates or other advanced 
degrees, represent the intellectual core of the world’s largest and most sophisticated biological weapons 
program. 

During our visit to the six institutes, we observed that many of these institutes have retained physical assets 
that could be applied to biological weapons research. Officials at two of the Russian institutes—the State 
Research Center for Virology and Biotechnology (Vector) and the State Research Center for Applied 
Microbiology (Obolensk)—said they continue to conduct research on live pathogens for legitimate 
purposes. Research on dangerous live pathogens, whether for legitimate or illicit purposes, Several former 
Soviet biological weapons institutes continue to maintain vast collections of dangerous pathogens that 
could be used for legitimate public health research or for an offensive biological weapons program. 

…These threat assets could be misused if third parties obtained access either to the scientists, the institutes, 
or the pathogens themselves. The assets could also be subject to unauthorized access or used to sustain or 
renew an offensive biological weapons program. …State, Defense, and Energy Department officials said 
the dire financial conditions at former Soviet biological weapons institutes could encourage the 
proliferation of weapons expertise to countries or groups of concern. This proliferation could occur either if 
former Soviet biological weapons scientists emigrate to countries of proliferation concern in search of 
higher pay or if such countries or terrorist groups engage impoverished institutes in research that would 
augment their biological weapons programs. State and Defense officials told us that since 1997 Iran and 
other countries of proliferation concern have intensified their efforts to acquire biological weapons 
expertise and materials from at least 15 former Soviet biological weapons institutes. 

 An unclassified Central Intelligence Agency report notes that these countries and terrorist groups could 
make dramatic leaps forward in their biological weapons programs by importing talent from Russia.56 
Another unclassified Central Intelligence Agency report notes that Russia is a significant source of 
biotechnology expertise for Iran and that Russia’s world-leading biological weapons program makes it an 
attractive target for Iranians seeking technical information and training on biological weapons production 
processes.57 

Five of the six institute directors told us of significant reductions of funding since the breakup of the former 
Soviet Union. Officials at Russia’s State Research Center for Applied Microbiology told us that their 
operating budget dropped from about $25 million in 1991 to about $2.5 million in 1999. Institute officials 
said the actual purchasing power of the scientists’ salaries had decreased by more than 75 percent during 
this time. Numerous senior scientists told us their current salaries ranged from $40 to $80 a month. 

Institute officials at the six institutes we visited said most of the scientific staff that had left their institutes 
had gone to the United States or Europe. Although none of the institute officials reported knowledge of 
scientists moving to countries of proliferation concern, the former Deputy Chief of Biopreparat and various 
media reports identify instances in which scientists have moved to such countries. Officials at three 
institutes we visited reported that, in the past, representatives of countries of proliferation concern had 
approached them seeking to initiate questionable dual-use research. Officials at the three institutes told us 
they had refused these offers because of a pledge made to U.S. executive branch officials as a condition of 
receiving U.S. assistance. The pledge includes avoiding cooperation both with countries of proliferation 
concern or with terrorist 

…Officials from the Departments of State and Defense said they are concerned that dangerous pathogen 
stocks could be stolen and used for illicit purposes or that an industrial accident could occur. These officials 
cited a recent nongovernmental report that identified several instances of theft or diversion of dangerous 
pathogens, including smallpox, plague, and anthrax, from institutes in Russia, Georgia, and Kazakhstan. 
The Defense Department notes that providing physical security is difficult because of the small size of 
pathogen vials. Also, pathogens cannot be detected using X-ray machines. For example, a seed culture of 
dried anthrax spores could be carried in a sealed plastic vial the size of a thumbnail, making detection 
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almost impossible. Also of concern is the potential sale of dangerous pathogens to terrorist groups or 
countries of proliferation concern. 

Although some institutes had impressive equipment and modern facilities, we also observed or often 
unused. Deteriorated conditions may be compounded by potential human error such as the case of the 1979 
accidental release of anthrax from a Soviet military facility in Sverdlovsk, Russia (now Yekaterinburg), 
which resulted in the deaths of at least 66 people. 

…Russia could potentially sustain or renew an offensive biological weapons program by using the former 
Soviet program’s existing human and physical assets, according to State and Defense Department officials. 
Such assets include the institutes, which supported a covert national offensive biological weapons program 
that continued in spite of the Biological and Toxin Weapons Convention. The Department of Defense has 
reported 16 that the United States remains concerned about Russia’s biological weapons capabilities and its 
compliance with the Convention. State and Defense officials told us in March 2000 that they remain 
concerned that offensive research may continue to take place at the Russian Ministry of Defense facilities 
to which the United States has no access. Another issue of concern is that the leadership of the former 
Soviet biological weapons program remains largely in place. In a January 2000 report, the Defense 
Department stated that the same generals who directed the Soviet biological weapons program continue to 
lead the greatly reduced Russian military defensive biological weapons program, while the same Soviet ex-
general continues to direct Biopreparat. 

State Actor, Proxy, and Terrorist/Extremist Incidents to Date 

While some sources claim that there has been almost no use of biological weapons in 

covert and terrorist attacks to date, this does not seem to be the case. Work by W. Seth Carus 

indicates that there are 51 cases of reported biological terrorism, of which 24 involved significant 

activity and five involved confirmed use. In addition, there are 77 cases of criminal use of 

biological agents and poisons, 49 of which can be confirmed, and 93 more cases where the 

perpetrators cannot be characterized clearly as either terrorist or criminals. There are 19 cases 

involving allegations of covert state activity, of which 11 can be documented.58  

This does not mean that there have not been many more cases where false reports have 

were made. Dr. Carus found a total of 234 reported cases, of which 150 involved significant 

activity. A total of 109 cases out of the 150 involved threats or hoaxes, but 10 involved a serious 

interest in biological agents, 10 more involved actual efforts to acquire biological agents, and 21 

more involved actual acquisition and use. It is interesting to note that 16 of the latter 21 cases of 

actual use involved criminal activity and only 5 involved terrorism.59  

The tempo of such activity also seems to be increasing. A total of 33 out of 49 confirmed 

criminal cases occurred in the 1990s, and 16 out of the 24 confirmed criminal uses. If one 
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includes all possibilities including threats and hoaxes, 123 out of 150 cases occurred in the 

1990s, versus 9 during 1980-1989, 8 during 1970-1979, 1 during 1960-1969, 1 during 1950-

1959, 1 during 1940-1949, 3 during 1930-1939, 0 during 1920-1929, 3 during 1910-1919, and 1 

during 1900-1909.60 The actual level of casualties, however, has remained limited. Carus 

estimates that there were 881 casualties as a result of biocrimes and bioterrorism, of which 130 

resulted from biocrimes and 751 from one successful incident of bioterrorism. These casualties 

produced only 10 deaths, only one of which has occurred since 1945.61 

There have been several serious terrorist and extremist efforts to use biological weapons. 

Germany’s Red Army Faction, Italy’s Red Brigades, and some Palestinian groups have at least 

discussed the manufacture and use of chemical and biological weapons. Chemical poisons have 

been used in ways that skate the definition of biological weapons. Palestinian terrorists once 

poisoned a shipment of Jaffa oranges from Israel, and a shipment of Chilean grapes shipped to 

the US was dusted in cyanide. In 1984, a member of the Baghwan Shree Rajneesh cult used 

salmonella gastroenteritis to poison the salad bars in a town in Oregon and 751 people became 

ill.62 In 1989, a cell of the German Baader-Meinhof gang was discovered with a culture of 

clostridium botulinum.  

Aum Shinrikyo is the one known case in which a terrorist/extremist group had major 

financial resources and actively attempted to use biological weapons. It is not clear, however, 

that Aum represents anything more than a fluke. Few religious extremist movements turn to 

radical terrorism of the kind that involves the potential use of weapons of mass destruction. 

Aum’s financial resources, ability to buy modern equipment, and access to some scientists also 

do not mean that cult based on a lunatic view of the world sets the standard for effective planning 

and work efforts.  

There are also different views of Aum’s success. According to some sources, Aum 

attempted to acquire the Ebola virus in Zaire, and successfully manufactured and tried to use 

Anthrax and botulinum in attacks in Japan in 1995.63 One report even talks about spraying 

Anthrax from the top of Aum’s building in Tokyo for four days. It does seem that Aum 
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attempted some 11 different uses of biological weapons. According to one source, four involved 

the use of Botulin toxin between April 1990 and March 1995, and against targets such as 

civilians in Tokyo, US bases in Yokohama, and the airport at Narita. Four involved attacks using 

Anthrax during the period from late-June through July 1993, and all intended to kill large 

numbers of civilians in Tokyo.64  

Experts debate the extent to which this failure was the result of any inherent problems in 

manufacturing the agent or limitations in the method of attack. Some feel Aum failed because it 

used a vaccine strain of Anthrax and a form of Botulism that was very slow to reproduce.65 

Another source summarizes Aum’s efforts as follows: 66 

The first experiment with this in April 1990 while most of the cult members were on a retreat at an island 
near Okinawa. One team was left behind expressly for the purposes of experimentally releasing Botulin 
toxin from a car around the Japanese Parliament building, around the Diet. There were no reports of any 
casualties, any injuries associated with that release.  

Three years later, having worked towards trying to perfect their technology, working out of a new 
laboratory now, the cult attempted once again to release Botulin toxin. They had modified a truck or a car 
rather, as a spray vehicle, and this time they were intending to release their Botulin toxin to coincide with 
the wedding of the Crown Prince. And to that end they drove around the Imperial Palace grounds as well as 
government buildings in Tokyo. At that time they also visited the US Naval base outside of Tokyo and 
attempted to release Botulin toxin in that area as well. However, once again there were no health effects 
associated with that release, at least none that were reported.  

In late June of ‘93, that same month, disappointed perhaps over the inability of their Botulin toxin to effect 
any lasting effects, the cult attempted to release anthrax spores, or did release anthrax spores, from their 
office building laboratory in Tokyo itself. Now at the time there were reports of foul smells, brown steam 
spots on cars and the sidewalk, some pet deaths, plant deaths and what-have-you, but again, no reports of 
any human casualties associated with that release.  

Yet, other sources directly contradict these assertions. One source denies that Aum 

actively sought Ebola or Q-Fever, produced botulinum toxin with any success, or made an 

effective attempt to use Anthrax. In fact, it claims that Aum attempted to modify an animal 

vaccine culture.67 It denies that Aum had any success in genetic engineering and reports that 

Aum successfully used molecular engineering or reengineered e-coli to place a botulinum toxin 

inside it.  

The most interesting aspect of this latter viewpoint is that it indicates that Aum failed to 
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be successful (a) because it never made many of the reported attempts, and (b) failed because it 

was so extreme it could not carry out complex efforts efficiently. It is interesting to note in this 

light that a US Army simulation in the 1960s of the use of Anthrax in the New York subway 

produced an estimated 10,000 deaths, and one expert estimated that as many as three million 

might have died if F. tularemia had been used instead.68 

The Yugoslav Smallpox Incident 
It is interesting to contrast the various views of the Aum experience with a natural 

outbreak of contagious disease in a developed country. This disease is smallpox, which seems to 

have been weaponized in a number of countries, and the impact could just as easily have been 

the result of a biological attack:69   

...the only guidance we have on what to expect from a smallpox release comes from the experience of two 
natural outbreaks, one in Germany in 1970, which led to a total of 20 people being infected, and a far worse 
outbreak in Yugoslavia in 1972...When a pilgrim returned to the famous Kosovo province, he was seen by 
a number of different friends on return. These friends came from a number of different areas and about two 
weeks later, a group of cases occurred, eleven cases.  

Yugoslavia had seen no smallpox since 1927, so this was 1972, 45 years since they’d had any smallpox. 
Yugoslavia, like most of Europe, was regularly vaccinating the population, so it was a moderately well 
vaccinated population. The physicians however, had had no experience in diagnosing smallpox and all of 
the eleven cases in the first generation were missed. One of the cases was a haemorrhagic case. 
Haemorrhagic smallpox is very uniformly fatal, within usually five to seven days. The individual normally 
puts out a great deal of virus, but the diagnosis is often missed. In this case it was a 30-year-old 
schoolteacher who came down with this disease, was given penicillin; his condition deteriorated, he was 
moved subsequently to another hospital, a district hospital, finally to the capital city, his blood pressure 
began to fall, he was evacuated to an intensive care unit, and at the intensive care unit he died. Only two 
days after his death was it recognized that smallpox was present in Yugoslavia.  

That person, that one schoolteacher, infected some 35 others in hospital throughout his stay, including a 
number of physicians and nurses. And then by the time it was discovered, there were some 150 cases 
already present in Yugoslavia. The problem that the Yugoslav government was then faced with, as this was 
reported to other countries, they closed their borders, literally closed their borders -this would be Austria, 
Italy, Greece -and simply stopped all transport across the border, be it boat or train or plane, Yugoslavia 
was isolated.  

They saw no option but to go ahead and vaccinate the entire country, which they did over a period of some 
10 to 12 days, they vaccinated some 19-million people. They were faced with a number of contacts of 
cases; they wanted to isolate them, so that if they did come down with smallpox they would already be 
isolated and would not continue to spread the disease. And so they took over whole hotels, apartment 
blocks, and cordoned them off with barbed wire and police, and admitted the people in to this area for a 
two-week stay, and no one left those once they were quarantined. And they did this for some 10,000 
people.  
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Cases in the US 

There have been a number of domestic extremist attempts to use such weapons in the US 

although many were little more than threats and none have been particularly successful. Some 

food poisoning efforts have succeeded in causing illness, but a few sick and dead scarcely 

compare with an average of 9,000 deaths from food poisoning a year in the US from natural 

causes. The FBI reports that:70 

• 37 cases involving chemical and biological weapons were opened in 1996,  

• There were 74 cases opened in 1997, 22 of which were related to biological agents,  

• There were 181 cases opened in 1998, 112 of which were biological, 

• As of late May 1999, 123 cases had been opened in 1999, 100 of which were biological, 

• In 1998 and 1999 combined, over three-quarters of the cases opened threatened the 
release of biological weapons. The most common threat was Anthrax.  

Most of these cases can be dismissed as mere threats and extortion attempts, often by 

deeply disturbed “loners.” FBI sources do indicate, however, that some involve relatively well-

equipped home labs, and that there were some successful efforts to produce Ricin, botulinum, 

and Anthrax.  

The Lethality and Effectiveness of Current Biological Weapons 

 Chart 4.2 shows that biological weapons can be far more lethal than chemical weapons. 

According to this chart, the lethal dose for botulinum toxin, for example, is 0.001 micrograms 

per kilogram of body weight, while the lethal dose for VX – the most lethal form of nerve gas – 

is 15 micrograms per kilogram of body weight. In theory, one milligram of Anthrax spores 

contains one million infective doses. 

 Chart 4.3 and Tables 4.7 and 4.8 show that efficient modern biological weapons can also 

range from extremely lethal or merely incapacitating. They can be infectious or transmitted only 

by contact with a wet or dry delivery medium. They can be quick or slow to react, and can be 
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chosen from weapons for which there are well known and proven cures or from weapons for 

which there is no present vaccine or effective treatment. It should be noted, however, that most 

of the estimates of the impact of attacks used in this study are drawn from military models where 

the threat was assumed to be weaponized. 

 As in the case with chemical weapons any such lethality estimates are extremely 

uncertain although, the CDC and Defense Threat Reduction Agency (DTRA) are working on 

more sophisticated models. There is no operational experience to back up theoretical estimates, 

and the limited test data supporting such estimates is often highly dated and has little to do with 

modern, highly weaponized agents. In many cases, the assumption is made delivery will occur 

under near optimal conditions but the agent will then behave in a manner that is somewhat 

similar to a natural epidemic.  In the case of biological weapons, however, these uncertainties 

affect a far wider range of potential casualties. 

Anthrax as a Case Example 

 Johns Hopkins has attempted to create a consensus estimate of the threat posed by key 

biological weapons, including Anthrax.  It was forced to turn to a WHO estimate dating back to 

1970 that estimated that the release of 50 kilograms of Anthrax over a developed urban area of 5 

million could infect as many as 250,000 people, of whom 100,000 could be expected to die. This 

same WHO study, however, estimated that in other sections 50 kilograms of Anthrax could kill 

“only” about 36,000 and incapacitate another 45,000.71 

 A 1993 report by the Office of Technology Assessment of the US Congress estimated 

that between 130,000 and three million would die following the release of 100 kilograms of 

aerosolized Anthrax over the greater Washington area with economic costs of $26.2 billion per 

100,000 persons exposed. A chart in the same study estimated that 100 kilograms of a 1-5 

micron aerosol of Anthrax could killed three million people in the Washington area, versus 

750,000-1.9 million for a one-megaton bomb.72 Other US government studies indicate that it 

could take in excess of 2,000 kilograms of agent to produce the same range of casualties in the 
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OTA study.73 

 These figures illustrate a range of uncertainty in lethality approaching two orders of 

magnitude -- a range of uncertainty US Army experts indicate is not atypical of classified 

studies. The risks of basing deterrence, detection, warning, and response on such estimates is 

illustrated by the fact that the Soviet release of Anthrax at Sverdlovsk killed only 68 out of only 

79 people who became ill although the cloud of the agent might theoretically have killed 100,000 

or more. The Soviet government also made only a minimal effort to decontaminate the area and 

vaccinated only 47,000 of the city’s one million inhabitants. 

 These basic uncertainties regarding lethality are matched by equal uncertainties as to how 

to measure the area over which an agent has a given degree of effectiveness. Most models 

assume a symmetrical and relatively even deposit of given amounts of agent over a given in spite 

of the fact that all operational tests indicate that wind patterns and other factors lead to very 

irregular patterns of concentration. They also do little more than speculate difficulty of 

estimating exposure in urban areas where much of the population may stay indoors and where 

the life and effectiveness of the agent may vary according to the presence of sunlight and heat.74 

 Although Anthrax is the best studied biological weapon, it seems fair to say that the 

effectiveness of any given weaponization of even this agent will only be determined when it is 

actually used, and that its real world lethality could range from negligible to catastrophic. 

Furthermore, the weaponized version of Anthrax is inhaled while virtually all cases that occur in 

nature are cutanenous.  

 While Iraq produced over 8,000 liters of concentrated Anthrax solution before the Gulf 

War, there is little practical experience with Anthrax as a human disease. Only 18 cases of 

inhalation have been recorded in the US since 1900 to 1978, two of which were the result of 

laboratory experiments. In contrast some 2,000 cases of cutaneous Anthrax are reported each 

year, a total of 224 cases were reported in the US during 1944-1994, and some 10,000 people 

died during an epidemic in Zimbabwe between 1979 and 1985. This helps explain why estimates 
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of the lethality of weaponized inhalational Anthrax have to be based on primate data, and why 

the range of uncertainty for a lethal dose of a 1-5 micron dry agent ranges from 2,500 to 55,500 

spores.75 The Department of Defense Medical NBC Battlebook does not give lethality data per 

se, but shows a range of 8,000-50,000 spores for an infective dose.76 

 There are equally large uncertainties over detection and treatment. The Soviet experience 

in Sverldovsk showed that cases occurred over a period 2 to 43 days after exposure, and primate 

data indicates that weaponized spores can cause lethal effects 58 to 98 days after exposure. The 

diagnostics and post mortems at Sverdlovk produced a wide range of symptoms and effects 

which made diagnosis difficult. If an attack was covert, it is also unlikely that the disease would 

be recognized quickly. The limited Soviet and Russian experience with the disease indicates that 

the first stage symptoms are close to those of flu – a problem that could make initial diagnosis 

difficult. Even if a deliberate early effort is made to use diagnostic testing for Anthrax, it would 

take 6-24 hours to confirm the disease and the course of the disease normally lasts only three 

days before death, presenting serious problems in organizing the proper response.  A delay of 

even hours in administering antibiotics can be fatal. 77 

 Treatment presents problems because there are no clinical studies of inhalational Anthrax 

in human beings, a weaponized agent can be tailored to both increase its lethality and resistance 

to treatment, and rapid vaccination would not be practical even if the vaccine was known to be 

effective against the strain used in the weapon. The US vaccine, which may or may not be 

effective, is normally given in a six dose series. The US does not regard the human-live 

attenuated vaccine developed by the FSU as safe. The communicability of a weaponized version 

of the disease is unclear, and containment and quarantine might be necessary. Serious problems 

could also arise in dealing with dead bodies since cremation seems to be the only safe form of 

corpse disposal. 78 

 Botulism as a Case Example 

 These uncertainties become progressively more serious with less familiar weaponized 
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agents. For example, some US Army experts believe that it takes at least 35 times more 

Botulinum to create a lethal dose than the US estimates in much of its published lethality data.79 

This uncertainty is of some interest because Iraq produced tons of botulism toxin. (The Medical 

NBC Battlebook does not give a lethal dose, but states that the infective dose is 0.001 

ug/kilogram (type A)80 

 There is virtually no empirical data in normal medicine with aerosolized Botulinum 

toxin, but it is expected to produce symptoms normal to the food borne version. Symptoms could 

begin anywhere from 24 hours to several days after exposure.  The initial symptoms would be 

those of the flu or cold until more characteristic motor symptoms appeared. The US Army is still 

investigating a vaccine which counters five of the seven neurotoxins in the disease, and seems to 

leave significant antibodies for more than year, and the CDC has a vaccine that deals with three 

out of the seven neurotoxins. A higher risk heptavalent antitoxin for neurotoxins A-G is available 

from the USAMIRID, but requires a protocol with informed consent.81 

Plague as a Case Example  

 Plague is a known natural killer and resulted in the death of over one-third of the 

population in the Middle East and Europe in major outbreaks in 541 AD and 1346. It killed some 

12 million people in China and India in 1855. Japan is the only nation known to have tried to use 

plague in recent combat. Unit 731 dropped plague-infected fleas over China on several occasions 

and caused some cases of plague, although the true scale of the resulting illnesses and deaths is 

unknown.82 

 Once again, there is little reliable data on lethality and estimates differ sharply. The WHO 

estimated in 1970 that the release of an aerosol of 50 kilograms of Y Pestis over a city of five 

million would infect some 150,000 people and kill 36,000 – creating a zone of infection some 10 

kilometers long and lasting an hour.83 The FSU also conducted a massive weaponization effort 

during the Cold War, involving 10 institutes and thousands of scientists.  

 The US Army experts working on the weapon, however, never succeeded in developing a 
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highly effective agent before they terminated research in 1970. Once again, there are serious 

questions as to what dose would be lethal and how much agent would be required. The 

Department of Defense Medical NBC Battlebook does not give lethality data per se, but shows a 

range of 100-500 organisms for an infective dose.84 

 A military agent would not behave as a normal disease. Most natural cases are caused by 

infection from fleas or direct contact with the infected, and only 2% of the 390 cases in the US 

between 1947 and 1996 were the kind of pneumonic plague that would be used in weapons.  The 

most recent cases involving large outbreaks of pneumonic plague date back to outbreaks in 

Manchuria and India in 1910-1911 and 1920-1921, with one small case in Madagascar in 1997. 

These cases produced nearly 100% lethality among those infected, but they do not set a clear 

precedent for understanding the behavior of an aerosol weapon.  

 Warning, detection, and treatment would present major response problems. The signs of 

plague only develop 1-6 days after infection, with a mean time of 2-4 days. And can initially be 

confused with a cold or flu. The more severe symptoms are similar to viral pneumonia and might 

not be seen as plague. There are no widely available rapid diagnostic tests, and it could take 

many states days to perform a conclusive set of tests. The only vaccine for plague was 

discontinued in 1999, and was never effective in dealing with pneumonic as distinguished from 

bubonic plague.  

 The use of streptomycin and other drugs can be highly effective, but requires treatment to 

begin within 24 hours of exposure to avoid high lethality rates. There are also strains of Y Pestis 

that are highly immune to normal treatment and which might be weaponized.85 The live-

attenuated vaccines used in some countries have serious side effects and do not seem effective 

against aerosol agents, and the formaline-inactivated vaccine produced in the US does not 

reliably protect animals against aerosols.86 

 Once again, there is no empirical evidence for judging the infectivity of a weaponized 

agent, how a cloud of agent would behave, or the real-world lethality of the agent. The disease is 
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so dangerous, however, that immediate decisions would have to be taken as to who to contain 

and/or quarantine.  

 Smallpox as a Case Example 

 Smallpox has not been a disease threat in the US for more that a quarter of a century, but 

it is highly lethal, with a fatality rate approaching 30% among the non-vaccinated. In theory, it 

was eradicated in 1977, and only two tightly controlled samples are supposed to exist in the US 

and Russia. However, the FSU evidently was still involved in the large-scale weaponization of 

the agent in 1980, and a number of developing states began their biological warfare programs in 

the 1960s and may have retained cultures. US intelligence suspects Iran, Libya, North Korea, and 

Syria may have retained cultures for military purposes.87  

 At this point in time, there are over 114 million unvaccinated Americans and the value of 

vaccination over 30 years ago is uncertain. The CDC in the US does have a stockpile of 15 

million doses of the vaccine, but only a maximum of 6-7 million doses still seem to be 

effective.88 The US Army has, however, contracted with BioReliance to make 300,000 more 

doses for military use, and Bioreliance is developing an improved vaccine and indicates it has a 

longer-term capability to make and store 10-15 million doses.89 

 The natural aerosolized version of variola major is vulnerable to heat and humidity, but 

again there is no way to translate the normal behavior of the disease into the effectiveness of a 

military agent, or to predict its transmissibility between human beings, although each generation 

of infection can easily expand the number of cases by 10-20 times. It is known that only a few 

virons are needed to infect a human being and they are only 200 nm in diameter. There are 

serious questions as to what dose would be lethal and how much agent would be required. The 

Department of Defense Medical NBC Battlebook does not give lethality data per se, but shows 

an assumed range of 10-100 organisms for an infective dose.90 

 Smallpox has an incubation period of 7-17 days, with the normal period beginning 

around 12 days. It then takes 1-3 days for clear symptoms to appear in the form of typical skin 
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eruptions, followed by a 7-10 day progression of the disease requiring constant isolation and 

intensive medical treatment.91 As a result, warning and detection would be difficult, and death 

usually occurs five or six days after the appearance of the characteristic rash, leaving limited 

time for treatment. Vaccination is only effective for a maximum of 2-4 days after exposure 

although the first symptoms do not appear for roughly two weeks. Supportive therapy has only 

moderate effectiveness, and cases require isolation to prevent further transmission of the disease. 

In one case, a single patient infected people on three floors of a hospital because of transmission 

through the air vents. Decontamination is difficult and must be very thorough. 92 

 The problem of deciding who to contain and/or quarantine would again force largely 

speculative decisions. 

Detect, Defend, and Respond to What? 

 The sheer range of uncertainty in such estimates creates massive problems in judging the 

priority the US should give to defense against biological weapons, deterring and retaliating 

against their use, and developing suitable response measures. Even if such weapons are not 

developed in ways that deliberately defeat current vaccines and medical treatment, many forms 

of biological attacks, and some chemical attacks as well, would present major problems in terms 

of effective medical treatment.  

 A recent GAO study summarized some of these problems although the previous case 

studies indicate that the GAO may be somewhat over-optimistic in discussing some diseases:93 

Medical preventive measures and treatments are available for some but not all chemical and biological 
agents. Early treatment following exposure to chemical agents is critical. The availability of effective 
medical defenses from or treatments for a chemical or biological agent could be a risk factor and influence 
terrorists’ choice of weapon. The lack of an effective vaccine or antibiotic antiviral treatment for biological 
agents or of an antidote for chemical agents would pose a potential public health challenge but also pose a 
significant risk for terrorists as well. In the absence of medical defenses, a chemical or biological agent if 
effectively acquired, processed, and disseminated could become a more desirable choice because it might 
result in greater casualties. However, processing, testing, and disseminating the agent could equally 
endanger terrorists because they, too, would have no effective protection against the agent.  

Medical and biological warfare experts agree that anthrax when inhaled is an agent of concern due in large 
part to the difficulty of diagnosis and treatment once symptoms appear and its very high lethality. We 
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recently testified on DOD’s anthrax vaccination program, pointing out that  

• the anthrax vaccine is effective for preventing anthrax infections through the skin such as those 
sometimes contracted by unprotected workers who handle wool and hides and  

• the vaccine appears to be effective against inhalation anthrax in animal species for some, but not all, 
strains.  

However, due to the absence of known correlates of immunity, the results of the animal studies cannot be 
extrapolated with certainty to humans. DOD is in the process of vaccinating military personnel against 
anthrax. The efficacy of the vaccine for inhalation anthrax in humans has not been proven. According to 
CDC, supplies of the plague vaccine do not exist in the United States; however, small supplies of killed 
plague vaccine may exist in Australia and the United Kingdom. CDC does not consider a vaccine useful to 
control an outbreak nor protect a population against a terrorist incident.  

Further, there are no vaccines for other potential biological agents such as Ebola and other hemorrhagic 
fevers, brucellosis, glanders, or staphylococcal enterotoxin B. Post- exposure treatment for inhalation 
anthrax consists of using the vaccine and the antibiotic ciproflaxin, but treatment must begin immediately 
after exposure and before the influenza-like symptoms appear...Because the symptoms mimic common 
influenza, proper diagnosis may come too late for effective treatment. ...DOD believes it is prudent to 
vaccinate U. S. military forces against anthrax exposure, even though efficacy for inhalation anthrax has 
been based on animal testing.  

Similarly, there are no specific antidotes for a number of chemical agents such as the toxic industrial 
chemicals chlorine and phosgene. Treatment for exposure to these chemical agents consists largely of 
decontamination, first aid, and respiratory support. An antidote kit comprised of amyl or sodium nitrite 
exists for hydrogen cyanide. Appendixes I and II contain information on medical treatments for chemical 
and biological agents, respectively.  

Prevention and treatments are available for a number of other agents. For example, there is an effective 
vaccine for known strains of smallpox, and there are new investigative vaccines for several other possible 
biological agents, including botulinum, Q fever, Venezuelan equine encephalitis, and tularemia. Antidotes 
such as atropine, pralidoxime chloride, and diazepam can be used to counteract the effects of a number of 
chemical nerve agents. The treatment for some chemical and biological agents includes respiratory support 
with a ventilator. The types and quantities of vaccines, pharmaceuticals, and other items that should be 
available in the event of a chemical or biological attack can be determined through a methodologically 
sound threat and risk assessment.  

Means of Delivery 

A review of different means of delivery reveals additional problems and uncertainties.  

Unlike chemical weapons and most nuclear weapons, biological agents generally are compact 

and low in weight. They can be disseminated in a wide number of ways – such as insects, the 

contamination of water and food supplies, contact, spreading powers or liquids, and by aerosol. 

The Department of Defense reports that dissemination of infectious agents through aerosols, 
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either as droplets from liquid suspensions or by small particles from dry powders, is by far the 

most efficient method.94  Tests conducted during the 1950s and 1960s showed that an aerosol 

cloud of fine (2-5 microns) particles behaves more like a gas than a suspension, and penetrates 

interior spaces as well as exterior spaces. The US found that release from ships, aircraft, and tall 

buildings could achieve some lethality over distances of 50-100 miles, although without anything 

approaching uniform density.95 

The military means for delivering biological weapons include artillery, missiles, and 

aerial sprayers. There are two basic types of actual munition: point source bomblets and line 

source tanks. Within each category there can be multiple shapes and configurations. BW 

munitions and delivery systems are very interdependent; frequently, the munition dictates the 

delivery system. With the evolution of sophisticated line source hardware, the agent, the 

munition, and delivery system must be carefully integrated. Like chemical weapons, the 

effectiveness of BW munitions is very dependent on meteorological conditions and many are 

also sensitive to exposure to daylight.  

Covert attacks against the American homeland could involve a wide range of different 

methods of delivery. They could include disseminating agents through contact, using the wind or 

spreading them from high buildings, crop sprayers, commercial aircraft, and helicopters. 

Arthropod vectors and the contamination of food and water supplies could be significant modes 

of dissemination for BW agents. So could contamination of food and water supplies or aerosol 

dissemination since only relatively small quantities of relatively impure agent are required for 

terrorist use, the range of possible agents is almost unlimited.  

The Department of Defense estimates indicate the quantity of an agent could be small (a 

single gram, possibly less).  Production and purification methods and dissemination means could 

range from simple to complex. All of the elements of such a program might go undetected until 

use has occurred. Broad areas or individual buildings are potential targets. In the case of 

buildings, off-the-shelf aerosol generators could be used to disperse a BW agent into the air inlet 

ducts of the target structure, especially in the case of toxins, in that much less toxic agents could 
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be employed and/or that quantities of agent required would be much less than for other targets. 

  Attacks could involve a mix of different biological weapons that each required radically 

different treatment. In fact, US military doctrine called for the simultaneous use of three agents 

in the days before the US cancelled its program. Because some weapons take a long time before 

their effects are clear, attacks using multiple agents of “cocktails” could be carried out over days 

or weeks before their nature and impact became clear, and attacks on agriculture or humans 

could be masked as the natural outbreak of disease.  

 Accidental “attacks” on American agriculture have been common, and have often had a 

major impact.  Such “attacks” have consisted of importing the wrong pet, diseases brought in the 

form of a few infected animals or plants, and insects and parasites that have arrived in on birds, 

aircraft, cars, and ships. These have all had a major impact on given crops, and have affected the 

ecology of whole states, particularly in the southern and western US and Hawaii. The potential 

lethality of such attacks is further illustrated by the costs of “mad cow” disease (variant Cruzfeldt 

Jakob disease or VCJD) in Europe, and the fact that one infected pig could destroy an entire 

swine industry in Taiwan. Such a form of delivery offers many advantages: it could be virtually 

undetectable, it could be unattributable and it might never been seen as a deliberate attack, and 

the effects could be lasting and nation-wide.  

Manufacturing Biological Weapons 

The manufacture of highly effective biological weapons to use against humans does, 

however, present significant problems. Producing such weapons is not a problem for most 

governments, but the ease with which most domestic or foreign terrorists/extremists can obtain 

or manufacture such weapons has sometimes been exaggerated.  

A GAO analysis of the issue found that,96 

According to experts in the many fields associated with the technical Biological Agents aspects of dealing 
with biological agents, including those formerly with state- sponsored offensive biological weapon 
programs, terrorists working outside a state- run laboratory infrastructure would have to overcome 
extraordinary technical and operational challenges to effectively and successfully weaponize and deliver a 
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biological agent to cause mass casualties. Terrorists would require specialized knowledge from a wide 
range of scientific disciplines to successfully conduct biological terrorism and cause mass casualties. For 
example, biological agents have varying characteristics.  

Information and technical data from these experts, intelligence, and authoritative documented sources 
indicate that some biological agents such as smallpox are difficult to obtain. In the case of other biological 
agents such as anthrax land tularemia (both of which are bacteria), it is difficult to obtain a virulent strain 
(one that causes disease and injury to humans). Other agents such as plague are difficult to produce. 
Biological toxins such as ricin require large quantities to cause mass casualties, thereby increasing the risk 
of arousing suspicion or detection prior to dissemination. Furthermore, some agents such as Q fever 
incapacitate rather than cause death. Finally, many agents are relatively easy to grow, but are difficult to 
process into a form for a weapon.  

…According to experts from former biological warfare programs, to survive and be effective, a virulent 
biological agent must be grown, handled, and stored properly. This stage requires time and effort for 
research and development. After cultivation, the agent is wet. Terrorists would need the means to sterilize 
the growth medium and dispose of hazardous biological wastes. Processing the biological agent into a 
weaponized form requires even more specialized knowledge.  

According to a wide range of experts in science, health, intelligence, and biological warfare and the 
technical report we reviewed, the most effective way to disseminate a biological agent is by aerosol. This 
method allows the simultaneous respiratory infection of a large number of people. Microscopic particles 
that are dispersed must remain airborne for long periods and may be transported by the wind over long 
distances. The particles are small enough to reach the tiny air sacs of the lungs (alveoli) and bypass the 
body’s natural filtering and defense mechanisms.  

According to experts, if larger particles are dispersed, they may fall to the ground, causing no injury, or 
become trapped in the upper respiratory tract, possibly causing infections but not necessarily death. From 
an engineering standpoint, it is easier to produce and disseminate the larger particles than the microscopic 
particles. Other critical technical hurdles include obtaining the proper size equipment to generate proper 
size aerosols, calculating the correct output rate (speed at which the equipment operates), and having the 
correct liquid composition.  

According to key experts with experience in biological warfare, biological agents can be processed into 
liquid or dry forms for dissemination. Anthrax is the disease caused by the biological agent Bacillus 
anthracis. Throughout the report we use the related disease term when referring to biological agents. We 
found that the disease term is used synonymously with the biological agent in discussions with the many 
experts we interviewed and documentation we reviewed.  

They pose difficult technical challenges for terrorists to effectively cause mass casualties. These experts 
told us that liquid agents are easy to produce. However, it is difficult to effectively disseminate aerosolized 
liquid agents with the right particle size without reducing the strength of the mixture. Further, the liquid 
agent requires larger quantities and dissemination vehicles that can increase the possibility of raising 
suspicion and detection. In addition, experts told us that in contrast, dry biological agents are more difficult 
to produce than liquid agents, but dry agents are easier to disseminate.  

Dry biological agents could be easily destroyed when processed, rendering the agent ineffective for causing 
mass casualties. A leading expert told us that the whole process entails risks. For example, powders easily 
adhere to rubber gloves and pose a handling problem. Effectively disseminating both forms of agent can 
pose technical challenges in that the proper equipment and energy sources are needed. A less sophisticated 
product and dissemination method can produce some illness and/ or deaths. DOD classified further details 
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on technical challenges of effectively processing and disseminating biological agents.  

According to the experts we spoke with, exterior dissemination of biological agents can be disrupted by 
environmental (e. g., pollution) and meteorological (e. g., sun, rain, mist, and wind) conditions. Once 
released, an aerosol cloud gradually decays and dies as a result of exposure to oxygen, pollutants, and 
ultraviolet rays. If wind is too erratic or strong, the agent might be dissipated too rapidly or fail to reach the 
desired area. Interior dissemination of a biological agent through a heating and air conditioning ventilation 
system could cause casualties. But this method also has risks. Security countermeasures could intercept the 
perpetrators or apprehend them after the attack. Successful interior dissemination also requires knowledge 
of aerodynamics. For example, the air exchange rate in a building could affect the dissemination of a 
biological agent. Regardless of whether a liquid or dry agent is used in interior or exterior environments, 
experts believe that testing should be done to determine if the agent is virulent and disseminates properly. 
The numerous steps in the process of developing a biological weapon increase the chances of a terrorist 
being detected by authorities.  

The Advisory Panel to Assess Domestic Response Capabilities for Terrorism Involving 

Weapons of Mass Destruction drew somewhat similar conclusions:97  

...the situation now facing a terrorist, who may seek to use a CBRN weapon to achieve mass effects, could 
change dramatically because of new discoveries, further advances in technology, or other material factors. 
This is particularly true with respect to potential improvements in aerosolization techniques and processes; 
advances in the isolation, purification, stability, and quality of certain biological strains; or enhancements to 
delivery devices, such as nozzles or other sprayers. Future progress in any two or more areas would be 
especially troubling.  

...There are at least four primary acquisition routes that terrorists could conceivably pursue in acquiring a 
biological warfare capability. They are purchasing a biological agent from one of the world’s 1,500 germ 
banks, as Larry Wayne Harris did; theft from a research laboratory, hospital, or public health service 
laboratory, where agents are cultivated for diagnostic purposes; isolation and culturing of a desired agent 
from natural sources; or obtaining biological agents from a rogue state, a disgruntled government scientist, 
or a state sponsor.  

The principal obstacle is less the development of a biological agent than the development of a genuinely 
lethal strain of the agent in sufficient quantities to cause mass casualties-precisely as Aum’s experience 
indicates. Acquiring the “most infectious and virulent culture for the seed stock is the greatest hurdle,” a 
former senior official in the U.S. military’s biological warfare program maintains.  

As Aum clearly demonstrated, this is not an easily surmountable obstacle. The most obvious route would 
be by attempting to acquire the strain from nature, e.g., obtaining potentially lethal anthrax spores from soil 
and then culturing sufficient quantities to produce mass casualties. While theoretically conceivable, this is 
nonetheless difficult in practice and doubtless well beyond the capabilities of most terrorist groups.  

Acquiring a biological agent of sufficient virulence is only one of the prerequisites for conducting 
biological terrorism on a mass scale. As Ken Alibek, one of the former Soviet Union’s leading biological 
weapons scientists has argued, the “most virulent culture in a test tube is useless as an offensive weapon 
until it has been put through a process that gives it stability and predictability. The manufacturing technique 
is, in a sense, the real weapon, and it is harder to develop than individual agents.”  

...Airborne viral agents, in particular, are extraordinarily difficult to work with, since the mass production, 
packaging, and storage of viruses are by themselves difficult and complicated tasks, demanding advanced 
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biotechnical skills, in addition to the attendant risks to personnel involved in the process. In the specific 
case of botulinum toxins, there are difficulties in purifying these agents, which then will likely become 
unstable once they are purified. According to one biological warfare authority, “maintaining the high 
toxicity in the culture and the properties of the toxin as you purify it are what you have to have a lot of 
years [of experience] to know how to do.”  

The same problem of maintaining toxicity during the purification process hampered U.S. government 
researchers during the Cold War. They discovered that attempting to achieve 95 percent purity of a 
biological agent-the level needed to render it effective as a weapon-in turn reduced the bulk amount of the 
toxin by 70-80 percent.  

Producing other types of bioterrorism agents similarly requires training, advanced techniques, and 
specialized equipment. In the case of B. anthracis, for example, transforming the bacterium into spore form 
suitable for use in a wide-scale terrorist attack necessitates a combination of skill and extreme care during a 
production technique that involves the application of heat or chemical shock. During all stages of the 
process, B. anthracis, like all other biological agents, must also be continuously tested to ensure its purity 
and lethality and thus its utility for weapons purposes. Although small-scale laboratory testing might be 
concealed, any larger-scale tests will likely invite the attention of law enforcement or intelligence agencies.  

Indeed, any group aiming at developing a weapon capable of inflicting mass casualties would almost 
certainly require sophisticated, though not exotic, laboratory equipment. According to the Central 
Intelligence Agency, this would include “fermenters, large-scale lyophilizers or freeze dryers, class II or ill 
safety hoods, High-Efficiency Particulate Air (HEPA) filters, and centrifuges.”  

Estimates for the cost of equipping a facility for the production of biological agents for mass-casualty 
terrorist operations vary widely but would likely seem to fall anywhere in the $200,000 to $2 million range-
certainly not trivial sums. Although there remains a widespread public perception that it is easy to acquire 
and use highly lethal biological agents, there is no clear consensus among analysts about how much 
scientific and technological expertise and prior training are needed. Some authorities maintain that having 
an “experimental microbiologist and a pathologist, or someone who combines these capabilities, would be 
crucial [s]upplemented with a little help and advice from an aerosol physicist and a meteorologist.”  

Other experts are even more conservative in their assessments. In their view, the creation of a mass- 
casualty biological weapon would entail scientific teams composed of persons highly trained in 
“microbiology, pathology, aerosol physics, aerobiology, and even meteorology.”  

The acquisition of dedicated staff with the appropriate scientific and engineering knowledge and credentials 
may, therefore, be the greatest hurdle to developing an effective biological terrorism capability. Finding 
trained and skilled personnel, who could also overcome obstacles of perhaps working in less-than-ideal 
environments and who are willing to participate in mass murder, is a profound organizational roadblock, 
inherent to terrorist development of biological weapons, that is perhaps too readily discounted.  

In addition, the paranoid, stressful, and fantasy-prone atmosphere almost certain to be present in a terrorist 
organization most likely to seek to acquire biological weapons would make it difficult for personnel to 
perform efficiently the careful and demanding work required for a successful program. In the case of Aum, 
the atmosphere within the cult, characterized by extreme paranoia, intense stress, and widespread delusion, 
likely contributed to its failure to develop an effective biological weapons capability. That atmosphere 
could exist in any number of potential terrorist organizations with similar intentions or motivations.  

Finally, terrorists intent on inflicting hundreds of thousands of casualties with biological agents would have 
to create an aerosol cloud to disseminate the toxin. Aerosol clouds can be created from biological agents in 
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either a mud-like liquid (“slurry”) form or in a dried, talcum powder-like form. The latter is far more 
difficult. In the case of B. anthracis, turning the spores into a powder requires the use of large and 
expensive centrifuges and drying apparatus. Powder, moreover, clings to surfaces, making it both difficult 
to handle and more probable that those handling it will accidentally infect themselves.  

In addition, the drying process needed to create a pathogenic powder tends to kill inordinate amounts of the 
organisms. The use of slurry, on the other hand, while less technically challenging, still presents significant 
problems. For example, the slurry must be continuously refrigerated until it is used, and unless it is 
extremely pure, material is likely to settle at the bottom of a container and clog the sprayer or aerosol 
dissemination device. As is detailed below, this is precisely what happened when Aum Shinrikyo members 
sprayed what they believed to be a lethal strain of B. anthracis from the roof of a Tokyo building in 1993. A 
slurry concoction is also tricky to disseminate as an aerosol of particles of an optimal size--in other words, 
that will readily be inhaled into the victims’ lungs. Disseminating particles of the proper size (1-5 microns) 
is critical to the success of any large-scale attack. Building a disseminator capable of dispersing 1- to 5- 
micron particles in dry form would, however, be a major technical hurdle for any prospective biological 
terrorist.  

That being said, the dissemination itself could conceivably be physically accomplished in any number of 
different ways: from low-flying airplanes, crop dusters, trucks equipped with sprayers, or with an aerosol 
canister situated in one place and activated by a remote timing device.  

Even if a terrorist group succeeded in producing a virulent biological agent, even if it conducted rigorous 
tests to ensure that virulence was maintained, and even if it prepared the agent properly for aerosolization 
and acquired the proper equipment with which to disseminate it, at least one major hurdle would remain. 
As bioagents are aerosolized and become airborne, they decay rapidly. It is estimated, for example, that 90 
percent of the microorganisms in a slurry are likely to die during the process of aerosolization.  

…In sum, while the technical challenges in producing an effective biological weapon are not 
insurmountable, they are neither as straightforward nor as simple as has often been claimed and presented 
publicly. The latter view, based on the limited information previously available, has heretofore primarily 
served as the basis for the public and for many decision makers to draw conclusions about the direction of 
related public policy. The level of difficulty was in fact what Aum discovered for itself and why it elected 
to pursue, in tandem with its continuing biological weapons R&D program, a concerted and even more 
expensive effort to produce chemical weapons.  

Moreover, as previously mentioned, the requirements to amass personnel, money, facilities, equipment; to 
conduct testing; and to execute related logistics tasks, will materially increase the risk of exposure to 
detection by intelligence and law enforcement agencies.  

Changes in Technology and the Difficulty of Manufacture 

These cautions are useful, but it must be stressed that these comments on the difficulties 

in manufacturing biological weapons apply largely to attacks on human beings by either 

individuals or terrorist and extremist groups that do not have the aid of a foreign state. They also 

reflect to the current state of the art in biotechnology. The steady dissemination of the required 

technology and equipment is reducing the problems in making biological weapons. For example, 
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a recent survey of 1400 US academic institutions found that 16% possessed human, animal, or 

plant pathogens that appear on the draft Biological Weapons Convention’s list of biological 

agents. Another 11% have high-level containment facilities, 7% conduct research on vaccines, 

5% perform research for the military or Department of Energy to develop defenses against 

biological weapons, and 3% have high volume bioreactors.98 

In the 25 years that have followed the development of recombinant DNA technologies, 

over 2,000 firms have been founded in the US alone. More generally, there are roughly 1,308 US 

companies now actively commercializing biotechnology. They employ 108,000-116,000 people, 

and the market for such products is estimated to grow from $7.6 billion in 1996 to $24 billion in 

2006.  

These figures do not include the growth of agricultural biotechnology, which may be as 

much of a source of threats as the technology tailored to deal with humans, and which is 

expected to grow from $295 million in 1996 to $1.74 billion in 2006. Unlike most companies, 

such firms also train a large number of individuals in research and development. Biotech firms 

spent $69,000 per employee on R&D in 1995, versus a US corporate average of $7,651.99 While 

there are no precise figures, much of this activity involves foreign scientists and technical 

personnel.  

Other regions and countries are not yet as advanced. For example, Japan is estimated to 

lag roughly 10 years behind the US in biotechnology (a factor to be considered in assessing Aum 

Shinrikyo), but the volume is growing. Japan’s pharmaceutical market is now worth about $37 

billion. Europe is also experiencing significant growth. The number of biotechnology firms grew 

from 486 in 1994 to 584 in 1995, and the number of employees grew from 16,100 to 17,200. 

What is more significant is that spending on R&D increased by 21% in one year, to $795 

million.100  

Technology transfer from the former Soviet Union (FSU), however, is a serious potential 

problem. The Cold War effort involved some 60,000 to 70,000 people.101 There is no meaningful 
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current accounting of their whereabouts. It is clear, however, that at least 75,000 Russian 

scientific workers emigrated between 1989-1992, and many have left since. There are also 

repeated unconfirmed reports that some of these scientists are working in Iran and North Korea.  

The Department of Defense has warned that even the production and development of 

biological weapons by foreign states might not be detected, much less terrorist or extremist 

groups:102  

...A state might elect to build large-scale facilities unique to this function, as was done in the United States 
prior to 1969. Such facilities would be, in principle, more susceptible to detection. However, there is no 
requirement to do this. The lower cost (by a considerable margin) and less readily observable approach 
would be to employ an in-place civilian facility as the site for agent production.  

Production equipment will vary, depending on the quantity of material desired, the methods selected for 
production, and the agent selected. Unlike CW agents, where production is measured in the tons, BW agent 
production is measured in the kilograms to tens of kilograms. Assessments of BW verification sometimes 
assume that the problem is to detect production of as little as 10 kilograms of BW agent.  

There is nothing unique about the types of equipment (or technology) that might be employed in a BW 
program. For example, biological safety cabinets have been adopted universally for biomedical research as 
well as commercial production of infectious disease products, reagents, and so forth. Fermenters, 
centrifuges, purification, and other laboratory equipment are used not only by the biomedical community, 
but have other academic and commercial applications as well, such as wineries, milk plants, pharmaceutical 
houses, and agricultural products. Production of beer, antibodies, enzymes, and other therapeutic products, 
such as insulin and growth hormone, involves the use of fermenters ranging in size from 10,000 to 1 
million liters; such fermenters could produce significant quantities of BW agent. Key technologies have an 
intrinsic dual-use character.  

The problems in detection would be compounded by the fact that neither states nor 

independent groups have to adopt the safety procedures used by the US. Department of Defense 

reporting also notes that while the US developed elaborate containment facilities for conducting 

infectious disease research at facilities like the Fort Detrick Biological Warfare Research and 

Development Laboratories during the Cold War, “Other countries do not necessarily share these 

safety concerns.”103 Iraq  did not follow such procedures, and  did not  provide all of its dispersed 

biological weapons with guards or special security storage arrangements during the Gulf War.  



CSIS  Homeland Defense: Asymmetric Warfare & Terrorism      10/17/01                                            Page  

 

Copyright CSIS, all rights reserved. 

105 

 

 

The Growing Lethality of Biological Weapons and Growing Ease of 
Manufacture 

Biological weapons also represent an area where the rapid pace of technical change 

creates the ability to make far more effective weapons. Biotechnology can offer many 

benefits.104 At the same time, genetic engineering and other new technologies can now be 

employed to overcome product deficiencies in the classic agents and toxins normally addressed 

in such discussions. Moreover, toxins that exist in nature in small amounts were once considered 

not to be potential threat agents because of their limited availability. Today, the Department of 

Defense estimates that a number of natural toxins could be produced through genetic engineering 

techniques in sufficient quantities for an adversary to consider producing them as an offensive 

weapon. There are many microorganisms, or their metabolic byproducts (toxins) that can now 

meet all of the criteria for effective BW agents.105  

Studies like those of the Jason project indicate that this situation will become much worse 

in the future. Genetically engineered pathogens can be designed to have any or all of the 

following attributes:106 

• Safer handling and deployment, including the elimination of risks from accidents or misuse – the 
"boomerang effect".  

• Easier propagation and/or distribution eliminating the need for a normally-hydrated bioagent or 
any use of aerosols. Microorganisms with enhanced aerosol and environmental stability.  

• Improved ability to target the host, including the possible targeting of specific races or ethnic 
groups with given genetic characteristics.  

• Greater transmissivity and infectivity: Engineering a disease like Ebola to be as communicable as 
measles. Microorganisms resistant to antibiotics, standard vaccines, and therapeutics.  

• Increased problems in detection: Immunologically altered microorganisms able to defeat standard 
identification, detection, and diagnostic methods. Problems in diagnosis, false diagnosis, lack of 
detection by existing detectors, long latency, binary initiation.  

• Greater toxicity, more difficult to treat: Very high morbidity or mortality, resistant to know 
antibacterial or antiviral agents; defeats existing vaccines; produces symptoms designed to saturate 
available specialized medical treatment facilities.  

• Combinations of some or all of the above.  
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New Types of Biological Weapons 

While any such analysis is speculative, scientists postulate that the following new types 

of biological weapons are now deployable or can be manufactured during the coming decade:107 

• Binary biological weapons that use two safe to handle elements which can be assembled before use. 
This could be a virus and helper virus like Hepatitis D or a bacterial virulence plasmid like E. coli, 
plague, Anthrax, and dysentery.  

• Designer genes and life forms, which could include synthetic genes and gene networks, synthetic 
viruses, and synthetic organisms. These weapons include DNA shuffling, synthetic forms of the flu – 
which killed more people in 1918 than died in all of World War I and which still kills about 30,000 
Americans a year – and synthetic microorganisms.  

• "Gene therapy" weapons that use transforming viruses or similar DNA vectors carrying Trojan horse 
genes (retrovirus, adenovirus, poxvirus, HSV-1). Such weapons can produce single individual (somatic 
cell) or inheritable (germline) changes. It can also remove immunities and wound healing capabilities.  

• Stealth viruses can be transforming or conditionally inducible. They exploit the fact that humans 
normally carry a substantial viral load, and examples are the herpesvirus, cytomegalovirus, Epstein-
Barr, and SV40 contamination which are normally dormant or limited in infect but can be transformed 
into far more lethal diseases. They can be introduced over years and then used to blackmail a 
population. 

• Host-swapping diseases: Viral parasites normally have narrow host ranges and develop an 
evolutionary equilibrium with their hosts. Disruption of this equilibrium normally produces no results, 
but it can be extremely lethal. Natural examples include AIDS, hantavirus, Marburg, and Ebola. 
Tailoring the disruption for attack purposes can produce weapons that are extremely lethal and for 
which there is no treatment. A tailored disease like AIDS could combine serious initial lethality with 
crippling long-term effects lasting decades.  

• Designer diseases involve using molecular biology to create the disease first and then constructing a 
pathogen to produce it. It could eliminate immunity, target normally dormant genes, or instruct cells to 
commit suicide. Apoptosis is programmed cell death, and specific apoptosis can be used to kill any 
mix of cells.  

Changes in Disease: Piggybacking on the Threat from Nature 

New weapons can be created by genetically altering a benign microorganism to produce a 

toxin, venom or bioregulator. Alternatively, an attacker might take advantage of the fact that the 

world – and Americans – are under constant natural attack from evolution. A recent national 

intelligence estimate found that at least 20 well-known diseases had emerged in resistant form 

during the last 20 years, including tuberculosis, malaria, and cholera.108 The strains of 

streptococcus pnemoniae, staphylococcus aureus, and mycobacterium tuberculosis in the US are 
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now 10-35% immune to treatment. At least 30 previously unknown diseases have emerged since 

1973, including HIV, Ebola, Hepatitis C, and Nipah virus for which there are no known cures. 

As a result, the annual deaths from infectious diseases in the US have doubled to 170,000 a year 

from their historic low in 1980. Many have been caused by new immigrants such as West Nile 

virus. Europe continues to suffer from new zoonotic diseases like Creutzfeldt-Jakob or "mad cow 

disease," which have had massive economic consequences even with minor human losses. (A 

total of 70 deaths have occurred over a period of six years, with some seven additional cases still 

alive.)109 

To put these trends in perspective, 890,000 Americans are now infected with HIV/AIDS, 

4 million are chronic carriers of Hepatitis C, 27,000 a year now catch TB – which is 32-52% 

resistant to established drugs – and 14,000 a year die of streptococcus pnemoniae and 

staphylococcus aureus. The flu now kills about 30,000 Americans a year – twice the number as 

in 1972-1984. Experts at the US Center for Disease Control predict a new epidemic – similar to 

the one that killed 500,000 Americans in 1918 – could kill 197,000-227,000 in spite of 

improvements in medical treatment.110 

 Much more massive outbreaks of resistant diseases are taking place outside the US, and 

TB, malaria, hepatitis, and HIV/AIDS continue to surge. For example, roughly 700,000 died 

from AIDS in 1993, and 2.3 million in 1998. There were an estimated 5.8 million infections and 

many in developed countries: the HIV population in Russia could reach one million by 2000, and 

double by 2002. There were 33.4 million people infected with AIDS in 1998, and there will 

probably be 40 million by the end of 2000.  

The inability to predict the impact of even a well-established disease is illustrated by the 

fact that the World Health Organization (WHO) predicted that deaths from HIV/AIDS would 

peak in 2006 with 1.7 million deaths, and the death rate was already 2.3 million in 1998. The 

cumulative global economic cost of AIDS is already estimated to have reach $500 billion.111 

The WHO has warned that “globalism” means that developed countries like the US are 
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becoming progressively more vulnerable to the new variants of disease emerging in the 

developing world,112 

… wealthy countries which have exclusively focussed efforts on fighting disease within their own borders, 
while failing to help eliminate them globally. Proliferating elsewhere, many bacteria, viruses and parasites 
mutate, become drug resistant and venture back to wealthy countries via modern transportation. 

Resistance is also seen where health workers have exclusively focussed on providing drugs for their 
patients while inadvertently failing to take time to ensure proper diagnosis, prescription and adherence to 
treatment.  

Antimicrobial resistance is a natural biological phenomenon. But it becomes a significant public health 
problem where it is amplified many-fold owing to human misuse and neglect. Drug resistance is the most 
telling sign that we have failed to take the threat of infectious diseases seriously. It suggests that we have 
mishandled our precious arsenal of disease-fighting drugs, both by overusing them in developed nations 
and, paradoxically, both misusing and under using them in developing nations. In all cases, half-hearted use 
of powerful antibiotics now will eventually result in less effective drugs later. 

This report describes the growing threat of antimicrobial resistance. It documents how once life-saving 
medicines are increasingly having as little effect as a sugar pill. Microbial resistance to treatment could 
bring the world back to a pre-antibiotic age. 

Before long, we may have forever missed our opportunity to control and eventually eliminate the most 
dangerous infectious diseases. Indeed, if we fail to make rapid progress during this decade, it may become 
very difficult and expensive – if not impossible – to do so later. We need to make effective use of the tools 
we have now. 

The eradication of smallpox in 1980, for example, happened not a moment too soon. Just a few years' delay 
and the unforeseen emergence of HIV would have undermined safe smallpox vaccination in populations 
severely affected by HIV.  

While many exciting research efforts are currently underway, there is no guarantee that they will yield new 
drugs or vaccines in the near future. Since 1970, no new classes of antibacterials have been developed to 
combat infectious diseases. On average, research and development of anti-infective drugs takes 10 to 20 
years. Currently, there are no new drugs or vaccines ready to emerge from the research and development 
pipeline. 

Moreover, for the major infectious killers, research and development funding continues to be woefully 
inadequate. A very small percentage of all global health research and development funding is currently 
devoted to finding new drugs or vaccines to stop AIDS, acute respiratory infections (ARI), diarrhoeal 
diseases, malaria and TB. The pharmaceutical industry reports that it costs them a minimum of US$ 500 
million just to bring one drug to market. Combined funding for research and development into ARI, 
diarrhoeal diseases, malaria and TB last year was under that amount. 

Although prevention through vaccination continues to be the ultimate weapon against infection and drug 
resistance, no vaccines are available to prevent five of the six major infectious killers. Yet it is a needless 
tragedy that 11 million people perish each year awaiting the advent of newer miracle drugs and vaccines. 
Prevention and treatment strategies using tools available now can be provided to populations throughout 
the world to help eliminate high-burden diseases of poverty.  
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We need not stand by helplessly watching antimicrobial resistance increase and drug effectiveness 
decrease. As this report shows, resistance can be contained. When an infection is addressed in a 
comprehensive and timely manner, resistance rarely becomes a public health problem. The most effective 
strategy against antimicrobial resistance is to get the job done right the first time – to unequivocally destroy 
microbes – thereby defeating resistance before it starts. 

Today - despite advances in science and technology - infectious disease poses a more deadly threat to 
human life than war. This year – at the onset of a new millennium – the international community is 
beginning to show its intent to turn back these microbial invaders through massive efforts against diseases 
of poverty – diseases which must be defeated now, before they become resistant. When diseases are fought 
wisely and widely, drug resistance can be controlled and lives saved. 

… As early as half a century ago – just a few years after penicillin was put on the market – scientists began 
noticing the emergence of a penicillin-resistant strain of Staphylococcus aureus, a common bacterium that 
claims membership among the human body's normal bacterial flora. Resistant strains of gonorrhoea, 
dysentery-causing shigella (a major cause of premature death in developing countries) and salmonella 
rapidly followed in the wake of staphylococcus 20 to 25 years later.  

From that first case of resistant staphylococcus, the problem of antimicrobial resistance has snowballed into 
a serious public health concern with economic, social and political implications that are global in scope and 
cross all environmental and ethnic boundaries. Multi drug-resistant tuberculosis (MDR-TB) is no longer 
confined to any one country or to those co-infected with HIV, but has appeared in locations as diverse as 
eastern Europe, Africa and Asia among health care workers and in the general population. Penicillin-
resistant pneumococci are likewise spreading rapidly, while resistant malaria is on the rise, disabling and 
killing millions of children and adults each year. In 1990, almost all cholera isolates gathered around New 
Delhi (India) were sensitive to cheap, first-line drugs furazolidone, ampicillin, co-trimoxazole and nalidixic 
acid. Now, 10 years later, formerly effective drugs are largely useless in the battle to contain cholera 
epidemics. 

In some areas of the world – most notably South-East Asia – 98% of all gonorrhoea cases are multi drug-
resistant which in turn contributes to the sexual transmission of HIV. In India, 60% of all cases of visceral 
leishmaniasis – a sandfly-borne parasitic infection – no longer respond to an increasingly limited cache of 
first-line drugs; while in the industrialized world, as many as 60% of hospital-acquired infections are 
caused by drug-resistant microbes. These infections – the most recent of which are vancomycin-resistant 
Enterococcus (VRE) and methicillin-resistant Staphylococcus aureus (MRSA), are now no longer confined 
to wards but have crept into the community at large. 

Although most drugs are still active, the lengthening shadow of resistance means that many of them may 
not be for long. In the case of tuberculosis, the emergence of multi drug-resistant bacteria means that 
medications that once cost as little as US$ 20 must now be replaced with drugs a hundred times more 
expensive. Other diseases are likewise becoming increasingly impervious …. 

 These warnings again illustrate the fact that Homeland defense cannot be separated from 

public health policy.  The effectiveness of treatment for most of these diseases is now forecast to 

decline over the near to mid-term, and humanitarian crises are projected to create a further 

problem. There were 24 major humanitarian crises in 1999, involving at least 35 million refugees 

and displaced people. Further, immigration had reached the point where 180 million people lived 
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outside the country of their birth. Roughly 88% of the population growth in Europe in the 1990s 

came from immigration.113  

Future attackers could piggyback on the natural evolution of disease to use new or 

resistant weapons, or genetically engineer diseases that might not be distinguished from a natural 

outbreak – at least not quickly and in a form where the attacker could not be identified. They 

could also use stealth attacks and proxies to deliver new or resistant diseases, and the previous 

data show that some attacks on the US might take years to mature – which makes detection and 

retaliation extremely difficult.  

Agricultural and Ecological Attacks 

 As has been touched upon earlier, the uncertainties surrounding biological attacks on 

human beings are compounded by the risk of biological attacks on crops and livestock, which 

could be combined with attacks on human beings. Agriculture accounts for 13% of the US 

GNP, and 17% of total employment (860,000 jobs) although less than 2% of the US work force 

is on farms. 114 The US exports well over $140 billion worth of agricultural goods annually. The 

US also has special regional and local vulnerabilities. Some 84% of its cattle are in the 

southwest, 60% of swine are in the midwest, and 78% of chickens are in the southeast Atlantic 

region. Some feedlots hold 150,000 to 300,000 cattle and 78% of all cattle pass through only 

2% of the feedlots. Some pig farms hold 10,000-50,000 hogs, and chicken farms and pens of 

over 100,000 birds.115 

 A study the US Department of Defense issued in January 2001 notes that,116 

The potential threats to U.S. agriculture and livestock can come from a variety of pathogens and causative 
agents. With one in eight jobs and 13 percent of the gross national product dependent on U.S. agricultural 
productivity, economic stability of the country depends on a bountiful and safe food supply system.  
Similar to the human population, the high health status of crop and livestock assets in the United States 
creates a great vulnerability to attack with biological agents. Attacks against U.S. agricultural assets, might 
be tempting, due to the perceived relative ease of attack, the plausible deniability toward accusations, and 
the limited number of plant seed varieties in use. Indeed, the Soviet Union apparently planned to target U.S. 
agriculture and livestock as one element of a larger disruptive process and developed a range of biological 
agents that would be effective in this capacity  

Consequences of compromising the productivity and safety of the U.S. food supply are primarily economic 
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in nature. Disrupting the supply lines for food stocks or threatening the safety of those items supplied also 
may erode military readiness. 

Highly infectious naturally occurring plant and animal pathogens exist outside the U.S. borders and some 
agents are readily transported, inadvertently or intentionally, with little risk of detection. The Animal and 
Plant Health Inspection Service (APHIS) is the regulatory, first-response agency responsible for the 
diagnosis and management of all suspicious agricultural disease outbreaks. As a result of binding 
international agreements, select plant and animal disease outbreak confirmation, regardless of magnitude, 
can immediately have an impact on export trade. Depending on the agent, APHIS authority includes 
property seizure and total eradication of all plant or animal hosts within concentric zones of quarantine. 
Public trust in government and political stability can be threatened depending on the extent of disease 
transmission, the success of regulatory response procedures, and the duration of time to restore normalcy. 
Additional impacts include: 

U.S. livestock markets would be vulnerable to the causative agents of diseases including anthrax, Q fever, 
brucellosis, FMD, Venezuelan equine encephalitis, hog cholera, African swine fever, avian influenza, 
Newcastle disease, Rift Valley fever, and rinderpest. 

Soybean rust, which can easily be introduced and spreads quickly, could cause U.S. soybean producers, 
processors, livestock producers, and consumers to lose up to $8 billion annually, according to USDA 
estimates. An outbreak of FMD, which is also easily introduced, highly contagious, and persistent-in the 
U.S. livestock industry could cost as much as $20 billion over 15 years in increased consumer costs, 
reduced livestock productivity, and restricted trade, according to the USDA. 

 The first major use of biological weapons in the 20th Century was Germany’s attempt to 

infect Argentine, French, Mesopotanian, Romanian, and US livestock during World War I 

(Anthrax and glanders). France, Germany, and Japan are known to have developed more 

advanced agricultural weapons during World War II (Anthrax, glanders, fungi, nematodes, 

rinderpest virus, hoof and mouth disease, potato beetles, turnip weevils, turnip bugs, antler 

moths, potato stalk rot, and potato tuber decay), and some experts feel the Soviet Union may 

have attempted similar attacks on German horses on the Eastern Front in World War II. 

 During the Cold War, the US weaponized and stockpiled wheat-stem rust, and 

weaponized rice blast fungus, rinderpest and foot and mouth disease (FMD). It carried out 31 

anti-crop attack tests between 1951 and 1969, and stockpiled at least 5,000 kilograms of wheat 

and rice rust. The FSU weaponized and stockpiled FMD, rinderpest, African swine fever, 

vesicular stomatitis virus, contagious bovine pleuropneunomia, mutated avian influenza, 

contagious sheep ecthyma to attack animals, and wheat and barley mosaic streak viruses, potato 

virus, tobacco mosaic virus, brown grass virus, wheat fungal, and brown leaf rust. It also used 
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radar to track the use of insect clouds. Iraq seriously examined ways to attack the Iranian grain 

crop and livestock (wheat rust and camelpox) during the Iran-Iraq War.  Neither Germany nor 

Iraq carried out effective attacks, although in Iraq’s case this may have been because it was not 

ready to attack until the Iran-Iraq war was over.117 

 Nature has already shown how easy it might be for a sophisticated, technically informed 

state, group, or individual to attack crops and livestock by introducing a new parasite, predator, 

or disease. There is no clear record of how many times such problems have occurred naturally in 

the US since World War II, but instances like the introduction of the Mediterranean Fruit Fly 

(which involved a group called the Breeders protesting the use of insecticides in California), 

cross breeding of “killer bees,” poisoning of Chilean grapes, importation of mosquitoes with 

West Nile fever, and mere rumors that US apples might be covered in carcinogens are examples 

of cases involving millions of dollars. There are a host of “rusts” and “smuts” that can attack 

grain crops. Wheat rust, for example, can affect must of the Western and Great Plains wheat crop 

and some 12% of the California wheat crop was lost to this rust in one recent year. The following 

pathogens already threaten US crops as a result of natural causes: Soybean Rust (Soybean Plant), 

Ear Rot (Corn), Karnal Bunt (Wheat), Ergot (Sorghum), Bacterial Blight (Rice), Ring Rot 

(Potatoes) and Wirrega Blotch (Barley). 

 There is an even longer lists of threats to US livestock. They include Animal Disease 

Plant Disease, Foot and Mouth Disease, Vesicular Stomatitis, Rinderpest Gibberella, African 

Swine Fever, Highly Pathogenic Avian Influenza, Rift Valley Fever, Lumpy Skin Disease, 

Bluetongue, Sheep and Goat Pox, Swine Vesicular Disease, Contagious Bovine 

Pleuropneumonia, Newcastle Disease, African Horse Sickness, and Classical Swine Fever 

 Anthrax, Foot and Mouth Disease, Rinderpest, and Swine Fever are well researched ways 

to attack live stock.118 In the case of “mad cow disease,” less than 200 cases of sickness over 

more than 10 years caused billions of dollars. In contrast, foot and mouth disease is extremely 

contagious, has seven variants and 70 sub-variants, and airborne infections have been spread up 

to 150 kilometers by winds. Even single cases of foot and mouth disease have halted all exports 
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of meat products from cloven-hoofed animals from some countries. The March 1997 outbreak 

of Foot and Mouth Disease in Taiwan forced the immediate destruction of 900,000 animals and 

an eventual total of up to 1.6 million, affecting exports which made up 41% of Japan’s pork 

supply. The cost to the Taiwanese economy was one billion dollars a year. Alternatively, 

African Swine Fever is non-virulent against its natural hosts in Africa (ticks and warthogs), but 

is lethal enough against US pigs to act as the equivalent of a swine Ebola. 119 

 The US Department of Defense has examined the possible impact of an attack using foot 

and mouth disease -- an agent that might be very difficult to distinguish from a natural outbreak 

and which could be manufactured and used by terrorist groups as well as by state actors – and 

has drawn the following conclusions: 120 

The foot and mouth disease (FMD) virus is a member of the Picornovirus family, and the disease is 
endemic in many areas of the world. However, the United States has not dealt with the FMD virus since the 
1920s. Therefore, few veterinary practitioners currently have the ability to recognize early stages of FMD 
infection. This agent is somewhat unique, as the animal becomes infective shortly after exposure and prior 
to the onset of clinical symptoms.  

To disseminate the agent, the mere transport of sloughed nasal vesicular tissue and modest preservation in 
transport could easily start an epidemic. For example, a single infected cow, or particularly a pig, can 
generate enough viral particles to infect vast geographical areas in a short period of time. FMD is 
characterized by a sudden rise in temperature, followed by an eruption of blisters in the mouth, nostrils, 
other areas of tender skin, and on the feet. The blisters grow larger and then break, exposing raw, eroded 
surfaces. Eating becomes difficult and painful, and because the soft tissues under the hoof are inflamed, the 
animal invariable becomes lame. Livestock raised for meat lose much weight, and dairy cattle and goats 
give far less milk.  

FMD usually kills very young animals and causes pregnant females to abort. The Animal and Plant Health 
Inspection Service (APHIS) of the U.S. Department of Agriculture (USDA) does not permit imports of 
FMD sero-positive animals. Considerable progress has been made toward developing an effective vaccine 
against FMD, but the cost (approximately $1 billion annually) of vaccinating all susceptible animals would 
be prohibitive. Moreover, the vaccine would not eradicate the disease. Consequently, the slaughter and 
incineration of all exposed animals is the only presently effective countermeasure to FMD. During an 
outbreak in the United Kingdom in 1967 and 1968, ore example, more than 430,000 animals were 
destroyed. 

 While agricultural and ecological attacks do not offer quick results or the kind of shock 

impact that can decide the outcome of short wars or achieve high immediate visibility, the other 

side of the coin is that they may also be extremely difficult to trace to any deliberate cause, have 

long-term effects that are very difficult to deal with and offer a potential means of revenge and 
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punishment even to weak movements and states.  

 This risk explains why the Department of Agriculture has the mission of detecting and 

defending against such attacks. As is the case with human biological weapons, however, it is far 

from clear how genetic engineering will change the balance between defense and attack. 

Virtually all of the advances in biotechnology that can affect human diseases can be applied to 

the agents to attack crops and livestock and with far fewer risks in handling the materials and in 

weapons development. 

The Problem of Response 

 Like chemical weapons, biological weapons can be a weapon of mass destruction with 

which most first responders and law enforcement agencies are able to deal. Attacks with limited 

medical effects can be dealt with as outbreaks of disease, and be contained and treated 

accordingly. Attacks on critical or sensitive facilities present more serious individual risks, but so 

do chemical attacks and bombs used against the same target. Similarly, false threats only need to 

be taken seriously to the point of ensuring that they do not produce mass panic. 

Most responders feel -- probably correctly -- that they already have prepared for low 

lovel attacks, and that the total casualties from limited or crude biological attacks are unlikely to 

put an impossible burden on local and regional medical services. The law enforcement aspects, 

and forensics, of dealing with such biological attacks present challenges, but law enforcement 

experts believe most incidents will have a clear location and clear chains of evidence. This is 

more questionable in the case of attacks on livestock, crops, food, and the environment, but 

small, crude attacks of this kind also seem likely to be limited in effect and containable. 

 At the same time, there is the same broad consensus that there are still major problems in 

the rapid detection and characterization of even a limited biological and relatively crude 

biological attack, and in training and equipping suitable emergency medical personnel and 

facilities. These problems could be much more serious if a small and/or crude biological weapon 

were combined with an explosive or chemical device in attacking a building or facility, and/or 
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responders had to characterize and deal with two sets of different biological weapons at the same 

time.  

Funding Half-Measures and False Solutions? 

These problems in responding to biological attacks grow radically worse when they 

involve attack with enough agent to affect a large area, are conducted in a stealth or delayed 

mode, and/or involve attacks using highly lethal militarized agents. Such attacks could rapidly 

exhaust the response capabilities of any urban area or region. They could also involve weapons 

with very different methods of transmission, effects, and treatment requirements than a normal 

outbreak or epidemic.  

Early response is critical in dealing with most attacks. It is unclear, however, that the US 

intelligence community is prepared to give warning of any kind against biological attacks. CIA 

Director George Tenet testified to the Senate Foreign Relations Committee on March 20, 2000 

that biological warfare programs, “are becoming self-sufficient, challenging our detection and 

deterrence efforts, and limiting our interdiction capabilities…Biological and chemical weapons 

pose arguably the most daunting challenge for intelligence collectors and analysis.”  

Tenet was referring largely to the threat posed by states, although he mentioned that a 

number of terrorist groups – such as Osama Bin Laden – were seeking to develop or acquire 

biological and chemical weapons.121 Given the risk that US intelligence may not even detect the 

weaponization of biological agents, it seems almost certain that there is a much greater risk that 

any intelligence warning of a potential attack will not be able to name the agent(s) involved, and 

indicate the degree to which genetic engineering, the use of militarized strains, cocktails of mixes 

of different agents, and/or weaponization affect dissemination, lethality, and the effectiveness of 

the agent. 

Detection might well lag behind the deadlines for effective response and such attacks 

could infect or kill many local responders. Characterizing the risk of exposure and actual levels 

of exposure could prove to be a nightmare, as could separating out real exposures from feared 
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exposures. It is unclear that anyone is now prepared to determine the area covered by the agent in 

such higher levels of attack (assuming it is non-infectious), how many people were actually 

exposed and with what effect. The number of false reports, and people seeking cautionary or 

panic medical treatment would rise massively. The potential problem of halting movement, and 

establishing quarantines could overload law enforcement as well as create major lethal and 

ethnical issues. The fear of sequential or follow-on attacks would grow, and so would the 

problems in decontamination. 

Advances have been made in detection and characterization at the military level. In 

October 1996, the Army fielded its first biological defense unit equipped with state-of-the-art 

biological detection capabilities, the Biological Integrated Detection System (BIDS). In 1999, a 

second unit was fielded with the BIDS Phase II Pre-Planned Program Improvement (P3I), which 

provided technology insertion from concurrent development efforts to upgrade the Phase I (4-

agent detection capability) core configuration to 8-agent detection capability, automated 

detectors, and computerized integration of detection equipment outputs. In addition, the Army 

has fielded the Long Range Bio-logical Standoff Detection System (LR-BSDS), used for remote 

detection of aerosols and particulates. Also, the Interim Biological Agent Detector (IBAD) has 

been installed on selected Navy ships to provide a mobile biological point detection capability. 

Department of Defense reporting does, however, provide a clear warning about the limits 

of current detection and characterization systems and technology, and about the limits in the 

research efforts to improve them. These limitations are severe even when the threat is confined 

largely to military operations against a relatively limited military target against fully alert forces 

in the field:122 

Because of the dual-use nature of BW technology, it is extremely difficult to prevent BW proliferation. No 
matter how good individual protective equipment and collective protective structures become, their utility 
is limited unless there is adequate warning to mask and seek cover. This fact places a premium on 
developing effective battlefield BW detection systems. Currently available equipment can be broadly 
divided between point detection/identification systems and standoff systems. 

Point detection and identification of biological agents in the field is done with vehicles and shelters 
containing manually operated, commercial off-the-shelf technology that use reagent processes, fluidics and 
spectrometry. Standoff systems, which can either be stationary or mounted on platforms like helicopters, 
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rely on Light Detection and Ranging (LIDAR) technology to spot clouds of suspect particulate matter in 
the atmosphere from a distance. Both types of systems are capable of providing early warning, though point 
detection systems must be remotely deployed in an ensemble well upwind of friendly forces to be most 
effective. 

The lack of sensitivity to low concentrations of biological aerosols and slow processing speed are the most 
critical shortcomings of our currently fielded point sensors. Since contamination can only be avoided with 
early warning, a sensor that reacts quickly to the earliest manifestation of a biological agent is the sine qua 
non of survival on the battlefield. Although an indication of the presence of agent can be provided very 
quickly by the Aerosol Particle Sizer (APS) component of the system, there is no way to tell whether the 
particles activating the trigger are harmful until the collection and identification functions are completed.  
This process takes from 15 to 45 minutes for high concentrations of agent. Low concentrations of agent 
require even longer detection cycles for the sensor systems.  The extraordinary potency of these pathogens 
at even minute counts of agent containing particles per liter of air suggests that troops are very likely to be 
exposed to disease causing concentrations of them for some time before current point detection systems 
pro-vide the warning to mask. But, as the impracticality of detecting to warn makes detecting to treat look 
like a more probable outcome of responding to a biological attack, medical technology assumes ever more 
importance in the attempt to counter bio warfare. 

The difficulty of relying only on established technologies or BW detection can be illustrated with an 
example.  One recently proposed system involved distributing throughout the area of operations large 
numbers of point particle sensors linked to a sensor net-work command post — essentially a computer with 
algorithms to sort out the implications of alarms at different locations. An analysis of this system estimated 
that one false alarm per week per brigade with the allotted 24 sensors would result in the average divisional 
soldier being masked for 15 hours a week. To achieve this low a rate, already very disruptive to operational 
tempo, the system could allow no more than 0.006 false alarms per sensor per day — a standard not 
approached by contemporary capabilities. These concerns resulted in the elimination of the particle sensing 
units from the system. 

While the rate of improvement in sensor performance against biological materials does not at present 
appear particularly promising, there are some grounds for encouragement due to the rapid and steady 
increase in the speed of information processing. It should, in theory, be possible to increase the efficiency 
of detection technology by linking networks of sensors. Digitized information networks, for a start, are 
faster than the analog networks they are replacing, and sensors incorporating some computing ability may 
eventually be able to pick out critically relevant returns rather than transmitting volumes of unprocessed 
data.  The use of programmed algorithms to process returns in sensor network command posts has been 
pursued as a promising application of information processing technology to the detection and warning 
problem. This was the approach taken in the system discussed earlier that sought to link large numbers of 
particle sensors to a central unit. The hope was that this technology would permit the prediction of 
directional trends and speeds of agent clouds. But the potential for such systems is stunted by the stubborn 
limitations of the sensors themselves, and the likelihood that marginal improvements in them will be more 
than matched by substantial changes and improvements in the agents they are attempting to detect. Though 
the continual drama of advances in information technology seems to have given life to a generalized 
optimism about the prospects for across the board improvements in military technology, this case suggests 
that there are some defense problems not susceptible to the solutions offered by the information revolution. 

The difficulties posed by the proliferation of biological weapons may demonstrate that, contrary to popular 
expectations, technical challenges do not of necessity generate increasingly ingenious technical responses 
in an unceasing reciprocal process. The likelihood that the detection problem will experience only gradual 
improvement means that some areas of technology, like information technology, may be limited in the 
contributions they can make to it, while others are made more important. The possibility that proliferating 
states may developing new agents such as modified viruses makes it desirable that the limited set of 
classical agents available for presumptive identification with the current antibody-based identification 
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technology be expanded.  There are also gene-based systems in the inventory that use well-established 
polymerase chain reaction techniques to provide highly sensitive and specific identification of putative 
agents. These systems are two to three times slower than small, cheap handheld assays, and their size, 
weight, and power requirements have until recently been thought to render them impractical for the field. 
They have now been operationally deployed with encouraging results in Theater Army Medical 
Laboratories (TAML), where they can be operated and maintained by experienced technicians.  Their 
identification technology is able to identify most classical agents within their incubation periods, except for 
the fast acting toxins. These latter agents are, in any case, more appropriately analyzed by more rapid 
immunoassay technologies such as the enzyme-linked immunosorbent assay (ELISA) or the even faster, 
more sensitive electro-chemiluminescence (ECL), both of which can be deployed with the TAML. 

… The need to have diagnostic tests directed at both endemic organisms and BW agents has become more 
apparent, since nonspecific symptoms of naturally occurring diseases (e.g., fever, fatigue, or respiratory 
complaints) may be identical to initial symptoms of biological agent infection. Technological advances 
have allowed for the development of rapid diagnostic tests for specific biological warfare agents, to include 
naturally occurring and bioengineered microbial organisms. 

Detectors that sample environmental organisms may not be sensitive or specific enough to identify “new” 
or emerging agents that have epidemic potential in a military or public health setting. In addition, with the 
advent of genetically manipulated variants, the need to have rapid and accurate means to determine 
antibiotic sensitivities, genomic sequences, and virulence factors, especially in bioengineered organisms, 
may become more important. Confirmatory evaluation at established reference laboratories within the 
United States requires a highly responsive system involving well-defined procedures in the collection, 
preparation, handling, and shipment of diagnostic specimens. The Theater Army Medical Laboratory 
(TAML) is a group of professionals who deploy before or with military units to survey and sample the 
environment and deter-mine the conditions. Samples are either evaluated by the deployed team in the field 
or packaged and shipped to reference laboratories for additional testing.  DoD continues to identify 
appropriate technologies to bring the best tools to the warfighter through such institutions as the U.S. Army 
Medical Research Institute for Infectious Diseases (USAMRIID). Prototype systems are being developed 
and fielded at the installation and unit levels. The biological defense program aggressively pursues 
technology advances in standoff detection, remote early warning detection, sensor miniaturization, and 
improved agent identification sensitivity... 

The Department of Defense reports that there are similar problems in trying to provide 

adequate treatment and medical services, although a number of research efforts are promising 

and stockpiling some vaccines may be of value. Once again, however, the Department 

understates the problems for Homeland defense. The Department’s conclusions apply to dealing 

with military forces, and not the much larger potential target base in the US homeland. 123 

There are serious but not insurmountable organizational and medical obstacles to the success of post-
exposure treatment. The number of known bioagents to which U.S. personnel in either Southwest Asia 
(SWA) and Northeast Asia (NEA) are considered most likely to be exposed is at least as high as ten. The 
daunting logistical prospect of procuring vaccines, prophylaxes, and other treatments for all these agents 
suggests, at first glance, that the availability of appropriate medical countermeasures is the first and 
principal limiting factor on the post-exposure strategy; and, of course, the medicines must be supplied in 
the right place and at the right moment to all personnel who might have been exposed. But the applicability 
of certain treatments to multiple diseases (doxycycline, for instance, can be used against plague, tularemia, 
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anthrax, brucellosis, and Q-fever) would lighten the logistical burden. 

The research being done to develop polyvalent or multidisease resistant vaccines could eventually make a 
valuable contribution to our medical countermeasures, particularly in meeting the unpredictable threat of 
modified viruses. But this would only be the case if scientists succeed in creating vaccines that could 
actually short circuit the pathogenic mechanisms common to all agents. A limited number of conventional, 
single-disease vaccines (anthrax, smallpox, plague, and botulinum) should be adequate to protect U.S. 
forces against most biological weapons currently suitable for large-scale operational use. Though this 
would establish a major element of force protection, the engineering of novel viruses for military use could 
be a matter for increasing concern in the future. 

…Medical prophylaxes, pretreatments, and therapies are necessary to protect personnel from the toxic or 
lethal effects of exposure to all validated threat agents, as well as other potential threats. DoD has fielded a 
number of medical countermeasures that greatly improve individual protection, treatment, and diagnoses. 
Vaccines are the most effective and least costly protection from biological agents. There has been 
significant progress within the area of biological defense vaccine policy and development. The Department 
has established policy, responsibilities, and procedures for stockpiling biological agent vaccines and 
determined which personnel should be immunized and when the vaccine should be administered. DoD also 
has identified biological agents that constitute critical threats and determined the amount of vaccine that 
should be stocked for each threat. Other preventive and therapeutic measures, such as broad-spectrum 
antibiotics, may be used for treatment following a biological attack with bacterial agent. 

… Anthrax is a biological warfare agent that has been produced and weaponized by adversaries of the 
United States. A small amount of anthrax spores, distributed under proper conditions, can generate a large 
number of fatalities among individuals who are not properly protected.  While protective clothing and gas 
masks provide excellent front-line defense against anthrax and other biological agents, their effective use 
requires rapid and early detection of the agent. Current detection devices may not provide enough time for 
personnel to don protective equipment before exposure.  Ideally, the United States should be able to deter 
the use of anthrax. As Secretary of Defense William Cohen warned in 1998, if any state “even 
contemplates using WMD against our forces, we will deliver a response that’s overwhelming and 
devastating.” In the event deterrence fails, however, an added level of protection must be provided to our 
forces. For protection against anthrax, there is a safe and effective vaccine licensed by the Food and Drug 
Administration (FDA). 

…Medical countermeasures for biological threat agents are limited but improving. A Joint Medical 
Biological Defense Research Program is developing countermeasures to protect U.S. forces and thereby 
deter, con-strain, and defeat the use of biological agents. A primary objective is the development of 
vaccines, drug therapies, diagnostic tools, and other medical products that are effective against biological 
agents. Efforts are focused on maintaining the technological capability to meet present requirements and 
counter future threats, providing individual-level prevention and protection and providing training in 
medical management of bio-logical casualties. A research program directed at the development of safe and 
effective antiviral drugs is also in progress. Current medical biological defense program research involves 
pre- and post-exposure BW countermeasures as well as diagnostics, including the following: 

• Characterize the biochemistry, molecular biology, physiology, and physical structure of BW 
threat agents. 

• Investigate the disease mechanisms and natural body defenses against BW agents. 

• Determine the mechanism of action of these threat agents in animal model systems. 



CSIS  Homeland Defense: Asymmetric Warfare & Terrorism      10/17/01                                            Page  

 

Copyright CSIS, all rights reserved. 

120 

 

 

• Develop and compare potential vaccine candidates and characterize their effects in animal 
models. 

• Establish safety and efficacy data for candidate 

• Vaccines. Develop medical diagnostics to include field confirmatory and reference laboratory 
techniques.  Develop effective casualty treatment protocols using antitoxins, antibiotics, antivirals, and 
other pharmaceuticals to prevent death and maximize return to duty. 

…Research, Development, Test, and Evaluation (RDT&E) efforts are underway to develop vaccines 
against all validated threat agents, including plague, smallpox, and tularemia, although it will take a number 
of years to successfully complete all of these vaccines….There are a number of medical biological defense 
products transitioning to advanced development and in varying stages of review for licensure by the FDA.  
These include vaccines for botulinum and Venezuelan Equine Encephalitis (VEE), plague, brucella, 
Marburg (filovirus) and a common diagnostic system for rapid biological agent identification and agent 
prophylaxis. 

The current weapons effects literature simply cannot prepare defenders and responders 

for what would really happen if large amounts of given agents were broadly disseminated, or 

highly infectious military agents were used. No currently deployed detection system can 

accurately measure the area coverage of such an attack, and most projected detection systems – 

including most biochips -- would present problems in reliably characterizing the exact weapon 

used and/or the amount of the weapon present in given areas, and the degree to which it does or 

does not mimic all of the patterns of a normal disease. While more sophisticated individual 

detection and characterization devices are becoming available, and much more reliable and 

advanced systems are completing development, there as yet are no rapidly deployable arrays that 

can be used in urban environments, and must responders have no funds to acquire them. In fact, 

the NSC was just beginning to examine the kinds of “systems” that might be required in August 

2000. 

The resulting response problems will be greatly complicated by the steady decline in 

public health funding and in the number of hospitals and emergency facilities per patient that has 

affected the US and virtually every nation in the West. The US saw over 1,000 hospitals close in 

the 1990s, medical services shift to minimize stocks and any kind of surplus capacity, and many 

emergency wards close. In the late 1990s, nearly 30% of America’s remaining hospitals were 

losing money. The US Public Health Service, and state and local public health departments, have 
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been badly underfunded and the overall system can barely cope with its normal caseload.124  

No hospital in the country can deal with more than 50-100 patients requiring isolation. It 

can also take a critical 24-48 hours to move federal and state resources to a local facility once 

(and if) an attack is detected, and hospitals are not funded to do anything to bridge the gap. 

Furthermore, it is far from clear that detection of some kind of bioattack is any guarantee that 

such an attack can be characterized in a sufficiently precise way to allow hospitals/caregivers, 

and local, state, and federal authorities to know what kind of services and treatment to provide 

and what kind of aid to ask for.125  

The end result of a major biological attack could easily be to funnel patients into a public 

health system and hospital network with almost no surplus capability, which had neither the 

facilities nor the stockpiles to treat the result of a biological attack, and which would be 

incapable of rapidly diagnosing the exact nature of an attack. While similar problems would 

occur in responding to any major CBRN attack, biological attacks ultimately place a critical 

response burden on hospitals and advanced medical facilities. The creation of federal groups like 

the Office of Emergency Preparedness in HHS and the Bioterrorism Preparedness and Response 

Office of the Center for Disease Control, and training of state and local health departments, 

training of military and National Guard personnel are all useful measures. So is the creation of 

the 7,000 volunteer force in 30-person Disaster Medical Assistance Teams, although few 

members of the teams are doctors. No system can work, however, that then cannot treat the 

patient load, and the burden of treatment/isolation/quarantine would be far greater in the case of 

an infectious attack, particularly one that was only detected after it had spread. 

Current plans to stockpile vaccines and given types of treatment aids seem to assume that 

attacks will be limited and will not involve militarized or highly effective agents or mixes of 

agents that cannot be detected and/or treated as regular diseases. This may well be valid, but it is 

unclear that the classified work done by the military services, DTRA, and CDC in looking at the 

full range of biological agents have yet been translated into anything approaching reliable effects 

models, and that planning which is not familiar with the full range of militarized agents and 
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military risks is always valid for more than limited and unsophisticated attacks.  They also tacitly 

assume that attacks can be detected and characterized in time to react and that vaccines can be 

moved to effective public health authorities who can discriminate who should be vaccinated and 

carry out the actual vaccination in time to be effective. 

Biotechnology may well give the “defense” as many advantages, or more, than the 

“offense.” However, anyone can promise the biological equivalent of the philosopher’s stone and 

universal solvent and some programs seem to be very poorly justified and grossly oversold. 

Many of the stockpiling, vaccine, and research and development programs underway do not 

seem to have been supported by any kind of net technical assessment of the cost to defeat them, 

the advances taking place in possible attack technologies, and what the cost of national 

deployment would really be. Many RDT&E programs are being oversold and over-hyped in 

what seem to be dangerously over-simplistic terms. In many cases, no effort is made to describe 

their probable deployment and life-cycle costs or even what actual deployment would entail.  

The Need for Constantly Updated Net Technical Assessments 

These problems are compounded by what seems to be the lack of any clear net 

assessment of the probable trends in the offensive and defensive capabilities of biotechnology. 

Some programs hype the problem and some hype the solution. Many assume that a solution that 

works with current biotechnology will be valid five, ten, or more years in the future, and that 

sophisticated attackers will not choose new means of attack even though they have years of 

public warning of the measures the US plans to take to reduce its vulnerability.  These problems 

are made worse by a flood of policy and strategic studies literature with no supporting references 

to technology. 

The unclassified literature is filled with unsubstantiated and poorly referenced assertions, 

and efforts to sell given programs. The gap between “science” based on normal patterns of 

disease and the different risks posed by militarized agents is brutally and almost constantly 

apparent. It is true that no one net technical assessment can hope to accurately predict the future, 
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but the need for well funded assessments that have both classified and unclassified versions is 

painfully clear.  

There is a failure to integrate suggested response and RDT&E efforts for biological 

attacks into a realistic overall set of procedures that take account of day-to-day public heath 

needs, real-word pressures to reduce the cost and level of medical services, and the impact of 

dealing with the aging of the American population. Biological warfare planners and responders 

sometimes seem to assume that they have an axiomatic priority for resources. They plainly do 

not. 

Reconsidering the Practical Problems in Defense and Response 

The threat posed by biological weapons illustrates the need to be able to measure the 

existing capabilities of federal, state, and local defenders and responders, to determine what can 

be done to improve their capabilities with minimal or no additional resources, and then to 

expressly address what level of additional capability the nation is and is not willing to fund. At 

present, federal efforts are just beginning to develop a detailed picture of existing national 

capabilities, and much of the governmental effort at every effort is concerned with basic efforts 

to understand the problem, coordinate, and train. There is no question that this effort is producing 

progress, but it does not create a system or architecture for Homeland defense, and no one has 

seriously addressed the question of “how much is enough?” 

Homeland defense requires the US to consider the following factors:126 

• The psychological and political impact of using such weapons can be varied according to the 
means of attack. Weapons can be designed to kill or incapacitate, or to attack livestock, plants, and 
specific foods.  

• The amounts of biological weapons needed to achieve a given effect are usually far smaller than 
for conventional or chemical weapons. Some are easy to smuggle and safe to handle by personnel who 
have had suitable medical treatment. 

• Some biological weapons are so lethal, they potentially approach the lethality of nuclear weapons.  

• While the technical skills involved in making such agents are high, biological weapons can be 
relatively easy to manufacture if such skills are present, and such skills and the required equipment are 
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becoming increasingly common.  

• Biological weapons are hard to detect and characterize, particularly if more than one type of 
weapon is used, or the nation is not on the alert.  

• Defense is difficult at best. Effective vaccines and treatment are often not available, or must be 
administered very quickly. Casualties often require intensive and long-term care and therapy, possibly 
saturating available care. 

• The impact of an attack can be timed in ways that favor the attacker. The time before the effects of 
an attack varies. It may be hours, days, or weeks before an attack is apparent, and this could severely 
restrict warning, detection, and the value of treatment.  

• The US would find it extremely difficult to estimate the seriousness of the attack and react 
accordingly. It is difficult to characterize the scale of the threat and its impact until symptoms appear 
and the casualties can be judged by the number of sick or poisoned.  

• Unprotected medical and emergency personnel are highly vulnerable if they enter areas they do 
not know have been attacked, or attempt treatment when no cure is available.  

It is not clear that anyone can assign valid probabilities to the kinds of biological attacks 

that will be made on the American homeland. It is also clear that the frequency of given types of 

attacks is not a meaningful criterion. There already is a flood of false Anthrax threats and attacks, 

and the frequent efforts by extremists and disturbed individuals to use chemical and biological 

weapons on a small scale are almost certain to continue. Some attacks will almost certainly 

eventually succeed. In fact, some attacks on food and agricultural products have already 

succeeded. 

The Problem of Large-Scale or Highly Efficient Attacks  

The key risk is the kind of highly lethal attack that would involve more sophisticated 

weapons.  The US cannot afford to ignore the fact that a single, well-executed covert attack by a 

state actor or proxy could produce casualties on the order of tens of thousands – easily resulting 

in more cumulative casualties than hundreds of small attacks. It could also involve far more 

stable agents that would survive exposure to heat and light, and involve strains or generic 

manipulation to reduce or eliminate the effect of conventional medical treatment. There also are 

no rules preventing multiple attacks and/or the use of multiple biological weapons at the same 

time, and attacks that hit medical and response capabilities as well as civilians.  
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The lead times involved in developing an effective deterrent and defense present another 

critical issue. Advances in biotechnology and food processing, and the proliferation of these 

technologies and related delivery and weaponization technology, are steadily increasing the ease 

with which nations and terrorist/extremist groups can acquire the means to make biological 

weapons. The use of "dry" storage biological weapons is likely to become widespread over the 

next 5-10 years, and the necessary skills may become available. Genetic engineering is 

introducing a whole new set of risks to the equation.  

The lack of clear lethality and effects data also has major implications for Homeland 

defense against major biological attacks:  

• It may not be possible to detect and characterize a biological attack (or attacks) until it is too late 
to provide effective treatment, to determine what levels of medical resources are required, or know 
how many response and treatment capabilities have been attacked and what level of patient flow will 
result. Much of the current response planning tacitly assumes that either incidents will be small and 
familiar enough to allow existing response capabilities to work or that attacks will be detected and 
characterized in ways that allow effective response planning for reasons that are not clearly explained.  

• Much of the response planning assumes that it is possible to predict the required medical treatment 
based on limited experience with civil incidents and epidemics. It is not clear that the “scaling” 
involved in estimating the effect of terrorist, extremist or covert use of more sophisticated weapons is 
more than speculative, and many studies do not cite the special evidence and method used to scale up 
civil cases into estimates of how biological weapons would behave. 

• The uncertainty created by the ability to modify or engineer new weapons or forms of existing 
weapons greatly compounds these problems. There do not seem to be net assessments of the balance 
between changes in offensive and defensive biotechnology that allow the US to predict future 
lethalities or the effectiveness of many proposed response measures.  

• Most of the measures the US takes to provide Homeland defense against biological weapons 
immediately become part of the open literature, and many take years of lead-time to become effective. 
While this can act as a deterrent, it can also act as a road map for states and sophisticated extremists in 
finding the weaknesses in US defenses. The ability to select or tailor biological weapons that remain 
lethal in spite of US efforts at defense has had only limited analysis.  

• There are a number of detailed problems in detection, characteristics, and effects analysis. For 
example, reliable models of biological weapons effects do not seem to exist which cover attacks in 
major urban areas involving massive complexes of high rise steel and glass buildings. The containment 
and transmission effects of modern cities are extremely difficult to model. 

• Most effects estimates only apply to the use of one biological weapon, but attacks using 
“cocktails” of several biological weapons were found to be the most effective method of mass attack 
during the Cold War. 
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• There is often a gap between generic data on the treatment needed for a given biological weapon 
and the assumed level of treatment required. There is the tacit or explicit assumption that a weapon can 
be treated as a conventional disease, and that enough will be known about effects and exposure for 
treatment to be applied.  

• Much of the federal, state, and local response literature effectively dodges around the issue of 
triage, and the problem of choosing who will receive limited medical treatment and how these victims 
will be selected. It does not describe what is done with the assumed dying and untreatable or to contain 
those who may transmit diseases. It also does not address the issue of how hospitals and care givers 
can determine what level of resources are needed for those who can be treated – a critical issue given 
the limited specialized medical facilities in most areas in the US. 

• Corpse disposal may be a major problem, as may disposal of dead animals and birds. This aspect 
of response seems to be largely ignored. 

• Even military medical handbooks fail to address the psychological impacts of prompt and longer-
term effects. 

Time is a critical dimension of all these problems. Defense and response must generally 

begin at the local level. In the case of both advanced biological and nuclear attacks, however, 

local law enforcement, emergency services, and medical services are likely to collapse relatively 

quickly. Regional and federal law enforcement, defenders, and responders will have to bear the 

brunt of trying to stop or contain an incident if there is warning and ameliorate the consequences 

if it succeeds. Unlike chemical attacks, local and regional capabilities will not be the decisive 

factors for determining the outcome of limited and unsophisticated biological attacks and high 

explosive attacks. Regional and federal resources must brought to bear in as little time as 

possible.  

All of those issues raise the question of what overall resources are needed, and what 

federal role is needed to provide them. So far, this question has tended to be answered more in 

terms of counterterrorism than response, and emergency response capabilities are better trained 

and organized than medical services. There are serious variations in response capability by town 

and region, and it is not clear what standards need to be set for each urban area, or to deal with 

attacks on critical facilities in areas which lack the resources approaching those of major cities.  

Other Problems in the Present Response Effort 

The briefings of responders and law enforcement officials raise other problems that affect 
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biological attacks and other large-scale CBRN attacks in ways that may seriously limit the 

adequacy of present federal, state, and local efforts to deal with the problem: 

• Large-scale biological attacks highlight the conflict between the normal civil rights considerations affecting 
interference with civil liberties, the law enforcement priorities necessary to obtain evidence and 
convictions, and the need to take every possible measure to prevent follow-on attacks, the need to provide 
immediate emergency services, and long-standing problems in using US intelligence assets to support 
defense and response inside US territory when it may involve US citizens. 

• Intelligence warning of the exact nature of a probable biological attack can be absolutely critical to 
effective response – although it may be difficult or impossible. The ability to identify the specific disease 
that may be used in attacks would greatly simplify detection and treatment. So would warning of the 
potential difference between relatively unsophisticated attacks using familiar diseases and toxins and more 
sophisticated attacks using dry micropowders, unfamiliar agents, strains bred to resist treatment or decay, 
or genetically engineered disease. In many cases, effective response may be impossible without such 
warning. 

• There is a need to provide some kind of cost-effective detection and characterization system that can be 
rapidly deployed before or after an attack, and which will provide an accurate picture of how much of what 
agent is present in what area. Models lack the accuracy to substitute for measurement. At present, more 
effort seems to be going into improving individual detectors than in to creating deployable and affordable 
systems that can be available for local use – a problem compounded by the need to provide biological and 
nuclear detection and characterization as well as chemical. This kind of real time information is critical not 
only to first responders, but to the efficient use and allocation of law enforcement and intelligence 
resources in defense and regional, state, and federal aid in response. 

• No one really seems to want to confront the issue of triage, and of deciding who gets treatment, who is left 
at risk, and who dies. This simply is not a realistic approach. Triage cannot be improvised by practitioners 
without a major risk of wasting inadequate resources on the moving dead and leaving the curable untreated. 
Creating systems to decide what level of risk is involved in urging people to stay put or evacuate, how to 
control the media, and what level of detail to provide should not be left up to responders in a crisis. Such 
planning can only be done at a federal level, but it is uncertain that the leadership and moral courage is 
present to do it. 

Dealing with the psychological and political impacts of biological weapons present very 

serious problems. While most urban responders have at least token plans for handling the public 

relations aspects of biological accidents, it is far from clear that these plans would work in 

dealing with major attacks or sequential attacks. It is again clear that national and local media are 

not prepared to report on such attacks, and to perform a civil defense role. The psychological 

dimension also presents problems because it is not clear that the normal decontamination of 

areas, facilities, and buildings will not leave trace problems or that the public can be 

convincingly reassured of what is and is not safe. More broadly, the long-term medical effects of 



CSIS  Homeland Defense: Asymmetric Warfare & Terrorism      10/17/01                                            Page  

 

Copyright CSIS, all rights reserved. 

128 

 

 

a large-scale attack are very difficult to characterize, and the Gulf War has shown how the 

resulting uncertainties can create major medical, psychological, and political problems. 

Cost-Effectiveness of Real-World Options  

There are options for improving US defense and response capabilities to biological 

attacks, some of which the government is already aggressively exploring and many of which 

apply to all forms of major CBRN attacks.  The existing federal effort is discussed in depth in the 

following chapters of this analysis. At the same time, it is clear that the following options and 

issues need continuing examination – particularly in the light of the cumulative long-term risk of 

major biological (and nuclear) attacks:  

• The role of intelligence in defense and response needs to be addressed to determine the probable ability 
to detect the development of biological weapons, the specific agents under development, the strain, and 
the nature of the delivery systems. The need to communicate warning to responders and treatment 
facilities as well as defenders needs to be addressed.  

• Zero-based investigation is needed of the probable effects and lethality of biological weapons which 
examines the use of both normal diseases and militarized strains. This should specifically include the 
issue of weaponization and the effect of different levels of efficiency in weaponization. 

• Specialized intelligence and defense capabilities must be developed for warning, detection, 
characterization, and defense. This is not only a task for the national intelligence, security, and law-
enforcement community, but also for federal, state, and local law enforcement and state National 
Guard units. The problem of finding cost-effective mixes of specialized CBRN expertise, and linking 
these efforts to response activities will present a constant challenge in terms of law, resources, 
organization, and training. 

• As part of the development of intelligence, defense, and response capabilities, explicit analysis is 
needed of the trade-offs between the risk posed by mass attack and the separation of foreign 
intelligence from law enforcement, and the priority given to prosecution versus defense. The scale of 
the treat and the needed response times call for almost total integration of the intelligence, defense, and 
response effort, but this now presents major legal and organizational problems. 

• The ability to convincingly identify attackers needs to be determined, as well as the possible timelines, 
as part of an effort to create a credible threat of retaliation and punishment at the military and law-
enforcement levels. 

• A major research and development effort is already underway to improve detectors. The role that new 
technical aids like strain analysis, VNTR analysis, localization, phylogentics, DNA tags, pathogen 
isotopes – needs to be addressed as part of an effort to determine what can be done to improve 
warning, detection, characterization, response, and treatment.  

• The CDC and DTRA evidently are already examining models that are capable of providing a more 
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realistic picture of the effects of biological weapons in urbanized environments and how they might 
behave in real-world attacks. These seem to include the use of modern militarized agents. Virtually the 
same need exists to improve the modeling of all forms of CBRN attack. 

• As part of this effort, the need to be able to model and predict the effect of the atmospheric boundary 
level, and estimate the combined impact of air movements, temperature, and day-night conditions in an 
urbanized environment is critical to predicting effects and the capability for detection. The need for 
models capable of reflecting local wind and weather conditions, and water flows is equally important. 
Nominal models of plumes and weather effects are now so uncertain that they may do more harm than 
good in providing guidance for detection and response. 

• Zero-based investigation is needed of how to link the detection and characterization of biological 
agents to a system capable of measuring the scale and lethality of attacks. Efforts to develop advanced 
real time detectors need to be tied to a clear plan for deployment as a system – including fixed versus 
mobile sensor arrays and the possible use of municipal vehicles as sensor platforms. This should 
include the ability to provide the data needed to identify the need for containment, isolation, treatment, 
disposal, and decontamination. This examination must address fundamental cost-effectiveness issues 
as to whether systems can or should be deployed without strategic and tactical warning, and can be 
rapidly deployed and should consider the real-world problems of developing such systems to deal with 
infectious disease and their epidemiology.  

• The problem of providing integrated detection and characterization of all forms of CBRN attack must 
be addressed at the same time, along with its cost-effectiveness. The limits of such systems, their level 
of accuracy and error, and their ability to reliably address the scale and area of coverage of attacks 
must be addressed . 

• The potential role of any such a detection and characterization system must be examined in a broader 
context. Methods of transmitting data to defenders, responders, and caregivers – including hospitals 
and public health facilities need to be identified. As part of such systems, a clear linkage needs to be 
established between local detection and characterization and communication of the results to state, 
regional, and federal authorities. Methods need to be developed to use the results to immediately alert 
caregivers and local, state, and federal authorities to assemble the necessary containment and treatment 
resources. Contingency plans need to be developed to use the media to alert those in and near the 
affected area as to what to do in the presence of a given agent(s). 

• Current efforts to develop detectors need to be recalibrated to consider the problems of telemetry and 
triage – including presymptomatic triage. 

• The cost-effectiveness of vaccine stockpiling needs careful examination. Focusing on Anthrax and 
smallpox may be a valid option. It may also drive attackers to choose other diseases or develop 
strains/genetically engineered variants that are immune. The option of “silver bullet” antibiotics and 
vaccines capable of dealing with a wide range of existing diseases, militarized strains, and genetically 
modified diseases needs full net technical assessment. 

• The cost-effectiveness of enhancing local public health capability needs examination as does the 
overall cost-effectiveness of developing suitable response local government systems. It is easy to call 
for federal support, and HHS/FEMA training and aid efforts. The tangible benefits per dollar in terms 
of lasting capabilities to deal with attacks are far from clear. 

• Adding courses on biodefense to current medical and post-graduate training may be cost-effective. 
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• The hospital seems to be the current weak link in most serious bioattacks. The cost-effectiveness of 
federal programs, regulations, and tax credits in creating hospitals with improved CBRN and 
biodefense and treatment capabilities needs serious examination. At present, far too much of the 
defense/response effort would simply end in overloading existing medical treatment facilities. 

• Efforts are already underway to create specialized National Guard and reserve CBRN defense units. 
The capability to contain, isolate, perform triage, and treat seems to be the critical current weak link in 
such efforts, and is compounded by the lack of well-funded public-health programs capable of 
organizing and training reserves of local caregivers. 

• Civil defense options need to be reexamined in terms of building design and modification, personal 
defense equipment, and possible home protection and care options. These need to be examined in 
terms of their real world cost-effectiveness, and value in dealing with the full spectrum of CBRN 
attacks. 

• A comprehensive plan is needed for dealing with local, state, and national media. This must involve 
education efforts, voluntary agreement to provide coverage that will inform without creating panic or 
misinformation, and some effort to provide clearly official coverage that viewers and listeners will 
trust. Consideration is needed of bringing back some form of authorized civil defense network in the 
effect of large-scale nuclear and biological attacks.  

• Much of the current planning effort sees one major attack with one agent used in a form that federal, 
state, and local authorities clearly detect and characterize as the “worst case.” Defense and response 
needs to examine cases involving multiple attacks, deception and false alarms, false characterization, 
and late detection. The problem of dealing with contagious disease outbreaks that are only detected 
after they have reached at least scatter regional or national levels is particularly important. 

• The nation needs to be prepared for the “morning after.” A clear plan is needed for Presidential 
response and national leadership in the event of a successful attack, and to prepare the American 
people for both follow-on attacks and the need for a US response. 

• The issue of retaliation and counter-offensive options in the event of foreign attacks must be 
transformed into credible options that can be communicated in ways that reassure out allies, create a 
clear context for American counter-attacks that the world will understand, and which deter attackers. 

 The problem with this list is obvious, particularly when considered in the light of the 

need for improved federal response to existing public health care and entitlements needs, the 

existence of the full spectrum of CBRN attacks, the addition risks posed by missile and critical 

infrastructure attacks, and existing national security requirements. The checklist of necessary 

options is very long, the short-term risks are low, the effectiveness of most options is uncertain, 

and the cumulative cost is high. Furthermore, it is not possible to prioritize defense and response 

at this point in time, and the effectiveness of any program may be determined by its weakest 

and/or most expensive link. Anyone can call for action. Developing an affordable and well-
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justified program is an entirely different matter.  
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Table 4.5 

Biological Weapons: Known Development of Agents by the Major Powers Before the BWC 
Agent                                    Canada        France       Germany      Japan       UK       USA     Russia 

 
Bacteria 

Anthrax + + + + + + + 
Brucella  +    + + 
Chlamydia psittaci     + 
Dysenteria  +  + + + + 
Gas gangrene  +  + 
Leprosy    +   + 
Tuberculosis       + 
Pseudomonas mallei  + + +  + + 
Pseudomonas Pseudomallei  +  +  + 
Tetanus  +  + +  + 
Typhoid  +  + +  + 
Typhus  +  + + 
Vibro Cholera   + + +  + 
Yersinia Pestis   + + +  + 

Viruses 
Eboloa  +   + + +  
Encephalitis  +    + + 
FMD   +    + 
Fowl plague  +    + 
Influenza  +  +  + + 
Newcastle disease 
Rinderpest + + +   + 
Korean haemorrhagic Fever    + 

Toxins 
Botulin + +  + + + +  
Ricin  +  + + + +  
Saxitoxin      + +  
Staphylococcus      + +  
Enterotoxin B     +  
Snake Toxins    + 
Tetrodotoxin (fish poison)    + 

Arthropods 
Potato beetles  + + 

Fungi 
Coccidioides immitis      + 

Other 
Malaria    + 
Weeds   + 
Phytopathogens      + + 
Fish pathogens       + 
 

Source: SIPRI and IDA 
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Table 4.6 

 US Department of Defense Estimate of Potential National Threats Intentions Involving 
Biological Weapons 

China 

China continues to maintain some elements of an offensive biological warfare program it is believed to have started in the 1950s. 
China possesses a sufficiently advanced biotechnology infrastructure to allow it to develop and produce biological agents. Its 
munitions industry is sufficient to allow it to weaponize any such agents, and it has a variety of delivery means that could be used 
for biological agent delivery. China is believed to possess an offensive biological warfare capability based on technology 
developed prior to its accession to the BWC in 1984. China actively participates in international efforts to negotiate a BWC 
compliance protocol. 

Since 1984, China consistently has claimed that it never researched, produced, or possessed any biological weapons and never 
would do so. Nevertheless, China’s declarations under the voluntary BWC declarations for confidence building purposes are 
believed to be inaccurate and incomplete, and there are some reports that China may retain elements of its biological warfare 
program. 

India 

India has many well-qualified scientists, numerous biological and pharmaceutical production facilities, and biocontainment 
facilities suitable for research and development of dangerous pathogens. At least some of these facilities are being used to support 
research and development for biological warfare defense work.  India has ratified the BWC. 

Iran  

Iran has a growing biotechnology industry, significant pharmaceutical experience and the overall infrastructure to support its 
biological warfare program. Tehran has expanded its efforts to seek considerable dual-use biotechnical materials and expertise 
from entities in Russia and elsewhere, ostensibly for civilian reasons. Outside assistance is important for Iran, and it is also 
difficult to prevent because of the dual-use nature of the materials and equipment being sought by Iran and the many legitimate 
end uses for these items. 

Iran’s biological warfare program began during the Iran-Iraq war. Iran is believed to be pursuing offensive biological warfare 
capabilities and its effort may have evolved beyond agent research and development to the capability to produce small quantities 
of agent. Iran has ratified the BWC. 

Iraq 

Iraq’s continued refusal to disclose fully the extent of its biological program suggests that Baghdad retains a biological warfare 
capability, despite its membership in the BWC. After four and one-half years of claiming that it had conducted only “defensive 
research” on biological weapons Iraq declared reluctantly, in 1995, that it had produced approximately 30,000 liters of bulk 
biological agents and/or filled munitions. Iraq admitted that it produced anthrax, botulinum toxins and aflatoxins and that it 
prepared biological agent-filled munitions, including missile warheads and aerial bombs. However, UNSCOM believed that Iraq 
had produced substantially greater amounts than it has admitted –three to four times greater. 

Iraq also admitted that, during the Persian Gulf War, it had deployed biological agent-filled munitions to air-fields and that these 
weapons were intended for use against Israel and coalition forces in Saudi Arabia.  Iraq stated that it destroyed all of these agents 
and munitions in 1991, but it has provided insufficient credible evidence to support this claim. 

The UN believes that Baghdad has the ability to reconstitute its biological warfare capabilities within a few weeks or months, 
and, in the absence of UNSCOM inspections and monitoring during 1999 and 2000, we are concerned that Baghdad again may 
have produced some biological warfare agents. 

Libya 

Libya has ratified the BWC, but has continued a biological warfare program. This program has not advanced beyond the research 
and development stage, although it may be capable of producing small quantities of biological agent. Libya’s program has been 
hindered by the country’s poor scientific and technological base, equipment shortages, and a lack of skilled personnel, as well as 
by UN sanctions in place from 1992 to 1999. Without foreign assistance and technical expertise to help Libya use available dual-
use materials, the Libyan biological warfare program is not likely to make significant progress beyond its current stage. On the 
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other hand, with the suspension of UN sanctions, Libya’s ability to acquire biological-related equipment and expertise will 
increase. 

North Korea 

North Korea has acceded to the Biological and Toxin Weapons Convention (BWC), but nonetheless has pursued biological 
warfare capabilities since the 1960s.Pyongyang’s resources include a rudimentary (by Western standards) biotechnical 
infrastructure that could support the production of infectious biological warfare agents and toxins such as anthrax, cholera, and 
plague. North Korea is believed to possess a munitions-production infrastructure that would allow it to weaponize biological 
warfare agents and may have biological weapons available for use. 

Pakistan 

Pakistan is believed to have the resources and capabilities to support a limited biological warfare research and development 
effort. Pakistan may continue to seek foreign equipment and technology to expand its bio-technical infrastructure. Pakistan has 
ratified the BWC and actively participates in compliance protocol negotiations for the treaty. 

Russia 

The FSU offensive biological program was the world’s largest and consisted of both military facilities and civilian research and 
development institutes. According to Ken Alibek, the former Deputy Director of BIO-PREPARAT, the principal Soviet 
government agency for biological weapons research and development, by the early 1970s, the Soviet Union had developed a bio-
logical warfare employment doctrine, where biological weapons were categorized as strategic or operational. Alibek stated that 
they were not to be employed as tactical weapons. Strategic biological agents, those to be used on “deep targets,” such as the 
continental United States, were the lethal variety and included smallpox, anthrax, and plague. Operational agents, those intended 
for use on medium-range tar-gets, but well behind the battlefront, were the incapacitating variety and included tularemia, 
glanders, and Venezuelan equine encephalitis.  

For both strategic and operational employment, the Soviet goal was to create large numbers of casualties and extensive disruption 
of vital civilian and military activities.  The Former Soviet Biological Warfare Program was a massive program involving tens of 
thousands of personnel. Thousands of tons of agent reportedly produced annually, including anthrax, smallpox, plague, tularemia, 
glanders, and Venezuelan equine encephalitis. Perceived for strategic use against targets in the United States. Dual-use nature of 
virtually all materials involved in production process makes it difficult to determine conclusively the exact size and scope of the 
former Soviet program, or any remaining effort 

The former Deputy Director further stated that although the Soviet Union became a signatory to the 1972 BWC, it continued a 
massive program to develop and manufacture biological weapons. Alibek claims that in the late-1980s and early-1990s, over 
60,000 people were involved in the research, development, and production of biological weapons in the Soviet Union. The annual 
production capacity of all of the facilities involved was several thousand tons of various agents. 

The Russian government has publicly committed to ending the former Soviet biological weapons program and claims to have 
ended the program in 1992. Nevertheless, serious concerns remain about Russia’s offensive biological warfare capabilities and 
the status of some elements of the offensive biological warfare capability inherited from the FSU. Since the breakup of the Soviet 
Union, more extensive downsizing and restructuring of the program have taken place. Many of the key research and production 
facilities have taken severe cuts in funding and personnel. However, some key components of the former Soviet program may 
remain largely intact and may support a possible future mobilization capability for the production of biological agents and 
delivery systems. Despite Russian ratification of the BWC, work outside the scope of legitimate biological defense activity may 
be occurring now at selected facilities within Russia, and the United States continues to receive unconfirmed reports of some 
ongoing offensive biological warfare activities. 

Syria 

Syria has signed but not ratified the BWC but nonetheless is pursuing the development of biological weapons. Syria’s 
biotechnical infrastructure is capable of supporting limited agent development. However, the Syrians are not believed to have 
begun any major effort to put biological agents into weapons. Without significant foreign assistance, it is unlikely that Syria 
could manufacture significant amounts of biological weapons for several years. 

Source: Adapted by Anthony H. Cordesman from Department of Defense, Proliferation and Response, January 2001 
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Table 4.7 

Key Biological Weapons - Part One 
 
Disease                 Infectivity  Transmissibility     Incubation Period          Mortality               Therapy 
 
Viral 
Chikungunya fever high? none 2-6 days very low (-1%) none 
Dengue fever high none 5-2 days very low (-1%) none 
Eastern equine 
   encephalitis high none 5-10 days high (+60%) developmental 
Tick borne  
   encephalitis high none 1-2 weeks up to 30% developmental 
Venezuelan equine 
   encephalitis high none 2-5 days Low (-1%) developmental 
Hepatitis A - - 15-40 days - - 
Hepatitis B - - 40-150 days - - 
Influenza high none 1-3 days usually low available 
Yellow fever high none 3-6 days up to 40% available 
Smallpox (Variola) high high 7-16 days up to 30% available 
 
Rickettsial 
Coxiella Burneti 
(Q-fever) high negligible 10-21 day Low (-1%) antibiotic 
Mooseri -  - 6-14 days - - 
Prowazeki -  - 6-15 days - - 
Psittacosis high moderate-high 4-15 days Mod-high antibiotic 
Rickettsi 
(Rocky mountain 
spotted fever) high  none 3-10 days up to 80% antibiotic 
Tsutsugamushi - - - - - 
Epidemic typhus high  none 6-15 days up to 70% antibiotic/vaccine 
 
Bacterial 
Anthrax (pulmonary) mod-high negligible 1-5 days usually fatal antibiotic/vaccine 
Brucellosis high  none 1-3 days -25% antibiotic 
Cholera  low  high 1-5 days up to 80% antibiotic/vaccine 
Glanders  high none 2-1 days usually fatal poor antibiotic 
Meloidosis high  none 1-5 days usually fatal moderate antibiotic 
Plague  
(pneumonic) high high 2-5 days usually fatal antibiotic/vaccine 
Tularemia high negligible 1-10 days low to 60% antibiotic/vaccine 
Typhoid 
 fever  mod-high mod-high 7-21 days up to 10% antibiotic/vaccine 
Dysentery high high 1-4 days low to high antibiotic/vaccine 
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 Table 4.7 

Key Biological Weapons - Part Two 
 
Disease            Infectivity  Transmissibility     Incubation Period          Mortality               Therapy 
 
Fungal 
Coccidioidomycosis high none 1-3 days low none 
Coccidiodes Immitis high none 10-21 days low none 
Histoplasma  
Capsulatum - - 15-18 days - - 
Norcardia  Asteroides - - - - - 
 
Toxinsa 
Botulinum toxin high none 12-72 hours high neromusc- vaccine 
     lar paralysis 
Mycotoxin  high  none hours or days low to high ? 
Staphylococcus moderate none 24-48 hours incapacitating ?   
 
a. Many sources classify as chemical weapons because toxins are chemical poisons. 
 
Source: Adapted by Anthony H. Cordesman from Report of the Secretary General, Department of Political and 
Security Affairs, Chemical and Bacteriological (Biological) Weapons and the Effects of Their Possible Use, New 
York, United Nations, 1969, pp. 26, 29, 37-52, 116-117; Jane's NBC Protection Equipment, 1991-1992; James Smith, 
"Biological Warfare Developments," Jane's Intelligence Review, November, 1991, pp. 483-487; USACHPPM, The 
Medical NBC Battlebook, USACHPPM Technical Guide 244, pp. 4-22 to 4-26. 
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Chart 4.2 

The Relative Killing Effect in Numbers of Dead for Biological vs. Chemical Weapons with a 
Optimal Aerosol Delivery 
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Chart 4.3 

The Nominal Lethality of Different Biological Weapons _Part One 
 (Numbers of dead from delivery of 1,000 Kilograms) 
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Agent                                         Downwind Reach                                  Casualties 
                                                     (kilometers)                         Dead                      Incapacitated 
 
Rift Valley Fever 1 400 35,000 
Tick-Borne Encephalitis 1 9,500 35,000 
Typhus 5 19,000 85,000 
Brucellosis 10 500 100,000 
Q Fever 20+ 150 125,000 
Tularemia 20+ 30,000 125,000 
Anthrax 20++ 95,000 125,000 
 
Source: World Health Organization, Health Aspects of Chemical and Biological Weapons, WHO, 1970. 
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Chart 4.3 

The Nominal Lethality of Different Biological Weapons _Part Two 
 (Numbers of dead from delivery of 1,000 Kilograms) 

 
 

20-90% Deaths in 1-10 Days                       20%-100 Deaths in 5-20 Days        50%-100 Incapacity for Two                                            
                                                                                                               Weeks 
 
Anthrax (bc) Brucellosis (c) Brill-Zinsser disease 

Bolivian hemor. fever Blastomycosis Dengue fever 

Ebola infection Congo Crim. hem. Fever (d) Eastern equine encephalitis 

Glanders (d) Monkey herpes B Epidemic typhus (d) 

Lassa infection (d) Korean hemor. fever (d) Legionellosis  

Marburg infection Japanese encephalitis Murine typhus 

Plague (bd) Monkeypox infection Q fever (c) 

Smallpox (abd) Omsk hemor. fever (d) Rift Valley fever 

Yellow fever (b) Russian S/S encephalitis Salmonellosis 

Melioidosis Tularemia (bc) Scrub typhus (d) 

 Argentine hemor. fever (d) 

 Bolivian hemor. fever (d) 

 Influenze (d) 

 
a. Untreated. Days are numbers of days after symptoms appear. 
 
b. Vaccine available – if not genetivally altered 
 
c. Known to be weaponized, 
 
d. Probably weaponized. 
 
 
 
Source: Dr. Kenneth Alibeck, “Biological Weapons Protection,” Hadron, Inc. June 1, 2000, and USACHPPM, The 
Medical NBC Battlebook, USACHPPM Technical Guide 244, pp. 4-20 to 4-21. 
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 Table 4.8 

The Effects of Iraq’s Biological Weapons 
Disease          Weapon             Main Symptoms                  Incubation           Untreated         Contagious? 
                                                                                         Period              Fatality Rate 
 
Anthrax Bacterial High fever, difficult  1-5 days 90% as a No 
 (Pulmonary) Spore in breathing, rapid pulse,  military agent. 
Bacillus vapor or chest pains, shock,  Antibiotics 
Anthrax dry micro- toxic blood poisoning  only effective 
 powder   after short period 
 
Botulism Botulinum Fatigue, nausea, headache, 2-36 hours 65% No 
Clostridium toxin in  constipation, thirst, fever, 
Botulinum      vapor or            cramps, dizziness, blurred                                                                   
bacterium       dry micro-         vision, problems in  
          powder         swallowing, followed by    
  respiratory paralysis and death 
    
Gas Gangrene Vapor or Enters open wounds, 2-36 hours 25% No 
Clostridium mist Toxins kill muscle 
perfingens  muscle cells and cause 
  bloating, shock, jaundice, 
  and sometimes death 
 
Aflatoxin Powered mold High concentrations can Hours to years  ?  No   
 or vapor confuse and incapacitate, and 
  later cause jaundice, internal 
  bleeding, and liver cancer. 
 
Ricin Castor bean Can be insecticide or weapon. 10 Hours. ?  No 
 derivative in Kills cells and impedes Lethal 
 powder or breathing and circulation, amounts kill 
 vapor form. causes nausea, vomiting, in two days 
 Can ingest or bloody diarrhea, stupor, 
 inject. convulsions, shock, liver 
  damage and death. 
......................................................................................................................................................... 
Plague, Vapor, possibly Infection of lungs, fever, 2-5 days 95%  Yes, 
pneumonic dry powder headache, pneumonia.    extremely.  
Yersina  hemorrhages, heart failure. 
pestis 
bacterium 
 
Smallpox Vapor, possibly Headache, chills, fever, 12 days 25-40% Yes, 
Variola dry power lesions of skin and   extremely  
virus  mucous membranes 
 
Adapted by Anthony H. Cordesman from work by the Monterey Institute, CIA report of February 19, 1998, and 
Washington Post, February 22, 1998, p. A-28.  
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Radiological Weapons as Means of Attack 

Radiological weapons that employ conventional explosives or other means to scatter 

radioactive material are another important means of attack. Radiological weapons are generally 

felt to be suitable largely for terror, political, and area denial purposes, rather than mass killings. 

Unlike nuclear weapons, they spread radioactive material contaminating personnel, equipment, 

facilities, and terrain. The radioactive material acts as a toxic chemical to which exposure 

eventually proves harmful or fatal.  

The main potential sources of such weapons – barring covert transfer from outside the US 

– are hospital radiation therapy (Iodine-125, Coblat-60, Cesium-137), radiopharmaceuticals 

(Iodine-131, Iodine-123, Technetium-99, Thalium-201, Xenon-133), nuclear power plant fuel 

rods (Uranium-235), universities and laboratories and radiography and gauging (Cobalt-60, 

Cesium-137, Iridium-192, and Radium-226). Such materials can be delivered by a wide variety 

of means, including human agents, the destruction of a facility or vessel containing radioactive 

material, shipments or remote control devices that explode and disseminate the agent, placement 

in facilities or water supplies, or using aircraft, missiles, and rockets. Radiological dispersal 

weapons (RDWs) can also be used to contaminate livestock, fish, and food crops. 

The effectiveness of radiological weapons is controversial, and their potential impact can 

vary sharply because of the time require to accumulate a disabling or significant does of 

radiation through ingestion, inhalation, or exposure. US military reporting on their effects notes 

that, “There are no official casualty predictions for radiological dispersal weapons (RDWs). 

Because of the nature of the weapon, verification of the use of the weapon may prove 

difficult.”127  Other findings of the Department of Defense provide important insights into the 

potential effectiveness of RDWs:128 

Such a weapon would not produce a nuclear yield; but would spread contamination. While such weapons 
would produce far less immediate damage than devices that result in nuclear detonations, radiological 
weapons have enormous potential for intimidation. Targeting a nuclear reactor in an antagonist's territory to 
produce an accident releasing nuclear material would be another option.  
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There are hundreds of nuclear reactors and many more nuclear sources throughout the world, such as 
radiological materials used in hospitals. Both international and national measures control these items and 
associated materials and thereby contribute to proliferation prevention. However, post-war investigations in 
occupied Iraq showed that at least some of these control regimes could be circumvented, even by a state 
that was a nominal adherent to the Nuclear Non-Proliferation Treaty. Near-term concerns include the 
accumulation of large quantities of plutonium from reactors that is intended for reprocessing and/or storage, 
and the status of nuclear materials in the New Independent States that previously comprised the Soviet 
Union.  

The Practical Chances of Using Radiological Weapons 

A December 1999 report by the Advisory Panel to Assess Domestic Response 

Capabilities for Terrorism Involving Weapons of Mass Destruction drew the following 

conclusions about the ability of terrorist groups to use radiological weapons:129 

In the view of some authorities, theft of a nuclear device or building a weapon "in house" are the least- 
probable courses of action for a prospective nuclear terrorist. Far more likely-for all the reasons cited 
above-is the dispersal of radiological material in an effort to contaminate a target population or distinct 
geographical area.  

The material could be spread by radiological dispersal devices (or RDDs)-i.e. "dirty bombs" designed to 
spread radioactive material through passive (aerosol) or active (explosive) means. Alternatively, the 
material could be used to contaminate food or water. This latter option is, however, considerably less likely 
given the huge quantities of radioactive material that would be required. The fact that most radioactive 
material is not soluble in water means that its use by a terrorist would be unlikely and impractical, if the 
purpose is to contaminate reservoirs or other municipal water supplies, because the radioactive material 
will settle out or be trapped in filters. Those factors, coupled with the fact that any radioactive material will 
present safety risks to the terrorists themselves, collectively indicate the serious difficulties for any 
adversary attempting to store, handle, and disseminate it effectively.  

Radiological weapons kill or injure by exposing people to radioactive materials, such as cesium-137, 
iridium-192, or cobalt-60. Victims are irradiated when they get close to or touch the material, inhale it, or 
ingest it. With high enough levels of exposure, the radiation can sicken and kill. Radiation (particularly 
gamma rays) damages cells in living tissue through ionization, destroying or altering some of the cell 
constituents essential to normal cell functions.  

The effects of a given device will depend on whether the exposure is "acute" (i.e., brief, one time) or 
"chronic" (i.e., extended). There are a number of possible sources of material that could be used to fashion 
such a device, including nuclear waste stored at a power plant (even though such waste is not highly 
radioactive), or radiological medical isotopes found in many hospitals or research laboratories. Although 
spent fuel rods are sometimes mentioned as potential sources of radiological material, they are very hot, 
heavy, and difficult to handle, thus making them a poor choice for terrorists. Other sources, such as medical 
devices, might be much easier to steal and handle. These materials, however have a lower specific activity 
than the materials in reactor fuel rods (although large unshielded sources are quite dangerous). Presumably, 
terrorists could steal a device (either in transit or at the service facility or user location) and remove the 
radioactive materials.  

Radioactive materials are often sintered in ceramic or metallic pellets. Terrorists could then crush the 
pellets into a powder and put the powder into an RDD. The RDD could then be placed in or near a target 
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facility and detonated, spreading the radiological material through the force of the explosion and in the 
smoke of any resulting fires. Of course, the larger the radioactive material dispersal area, the smaller the 
resulting dose rate. Although incapable of causing tens of thousands of casualties, a radiological device, in 
addition to possibly killing or injuring any people who came into contact -with it "could be used to render 
symbolic targets or significant areas and infrastructure uninhabitable and unusable without protective 
clothing."  

A combination fertilizer truck bomb, if used together with radioactive material, for example, could not only 
have destroyed one of the New York World Trade Center's towers but might have rendered a considerable 
chunk of prime real estate in one of the world's financial nerve centers indefinitely unusable because of 
radioactive contamination. The disruption to commerce that could be caused, the attendant publicity, and 
the enhanced coercive power of terrorists armed with such "dirty" bombs (which, for the reasons cited 
above, are arguably more likely threats than terrorist use of an actual fissile nuclear device), is disquieting.  

            A Department of Defense study notes that, “Iraqi and Russian separatists Cechnya have 

already demonstrated practical knowledge of RDWs. The availability of material to make RDWs 

will inevitably increase in the future as more countries pursue nuclear power (and weapons) 

programs and radioactive material becomes more available.”130 

The Practical Risks and Effects of Using Radiological Weapons 

Small amounts of radioactive materials can be used to attack, threaten, and contaminate, 

and the very risk of radiation poses a serious psychological problem. Covert attacks might 

produce slow radiation poisoning, and agents might be deliberately designed to make cost-

effective decontamination difficult, time-consuming, or impossible. The use of small amounts of 

radiological weapons also presents the problem that there are no reliable criteria for determining 

what dose is dangerous or lethal, particularly if effects like long-term increases in the cancer rate 

are included.  

Responders differ sharply in terms of their use of sophisticated radiation detectors, and 

most responders are more concerned with evacuation than the difficult problems of dealing with 

medical and decontamination aftermaths. In broad terms, these effects are somewhat similar to 

those of using a chemical weapon. They are not catastrophic, and even the contamination of most 

critical facilities could be dealt with – at the cost of interruptions in service and efficiency.   

The large-scale weaponization of radiological materials presents a different issue. The 

above comments made some relatively casual assumptions about how easy or difficult it is to 
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obtain and convert radioactive materials into a form that could be broadly disseminated over a 

wide area. There are significant disputes over how easy it is to grind up radioactive materials and 

spread them over an area larger than a single facility, and the unclassified literature seems to be 

based on generalizations rather than detailed technical analysis. This does not mean that such 

attacks are not possible, but it does mean that considerably more evidence is needed as to what 

can and cannot be done.  

One possible option is a systematic attack on a nuclear power plant. This would require 

considerable expertise, access to the basic design of the plant and ideally to a full set of plans, 

and either an exceptionally efficient saboteur or a trained team. In most cases, it would require 

considerable time and effort to bypass safeguards and controls. The possible venting or overload 

of a reactor could then act as a radiological weapon, however, and cover hundreds of square 

kilometers as well as have a major potential affect on regional power supplies and some aspects 

of the US military nuclear program.131  

Alternatively, an attacker might seize significant amounts of radioactive material from 

spent fuel storage, or during the nuclear fuel cycle, which involves milling, conversion, 

enrichment, fuel fabrication, and disposal of waste – as well as reactor operations. A seizure of 

spent fuel would be particularly dangerous during the first 150 days after the downloading of the 

reactor because Iodine-131 and Iodine-123 are present, is extremely volatile, and affects the 

thyroid.132  

Work by the Department of Defense indicates that the following problems exist in trying 

to detect and estimate the impact of radiological weapons: 

• The impact of prompt radiation is extremely difficult to estimate, and lethal and serious doses can vary 
sharply according to exposure even in the same areas. Even personnel equipped with dosimeters 
present major problems in triage because dosimeter readings cannot be used to judge whole body 
radiation, and a mix of physical symptoms have to be used to judged the seriousness of exposure. The 
impact of radiation poisoning also changes sharply if the body has experienced burns or physical 
trauma.133 In the case of treatable patients, significant medical treatment may be required for more than 
two months after exposure. 

• Prompt detection and decontamination can have a major effect, and about 95% of external agents can 
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be removed by simply removing outer clothing and shoes.134 

• The spread of airborne radioactive particulates can vary sharply according to the size and nature of a 
weapon and its placement, and in the size and lethality of particles and water vapor.  While most will 
settle within 24 hours, this will vary according to wind pattern and movement through the affected 
area. The drop in actual radiation of the affected material is generally much slower, but logarithmic. 
Radiation at the first hour after the explosion is down about 90%, and radiation is only about one 
percent of the original level after two days. Radiation only drops to trace levels, however, after 300 
hours.135 

• The test data on the longer-term (after 24 hours) effects of radiation are highly uncertain and the longer 
term impacts of radiation are so speculative as to be impossible to estimate. As a result, virtually all 
estimates of the impact of RDWs ignore the long-term casualties (96 hours to 70+ years) caused by 
radiation, such as cancer, and the impact of a weapon on the environment in terms of the poisoning of 
water and food supplies. The data on treatment of exposures from zero to 530 cGy of exposure do not 
even seem to call for recording the probable level of exposure.136  

• The problem is further complicated by trying to estimate the specific mix of radioisotopes and 
radionuclides that will be produced and then become induced in the soil. The hazard prediction models 
used by the Department of Defense are under review, and it is not clear when new models will be 
available.137 

• There is often a gap between generic data on radiation and the assumed level of treatment required. 
Much of the federal, state, and local response literature effectively dodges around the issue of triage, 
and the problem of choosing who will receive limited medical treatment and how these victims will be 
selected in the case of large scale exposures. It does not describe what is done with the assumed dying 
and untreatable, and some literature seems to assume that doses from zero to 70 cGy can be largely 
ignored, while other literature is more concerned with long-term effects. The broader issue of what 
indicators will be used for triage and deciding treatment and what treatment should actually be 
employed is generally not addressed because so many different RDWs and types of attack are possible.  

• The characterization of RDWs presents a significantly greater problem than does detection, and 
estimating the type and effects of a specific RDW is difficult. This is particularly true of contamination 
with RDWs or if detection only occurs after significant exposure. Because of the limitations of 
dosimeters and other detection equipment, bioassay is generally need to determine the level and type of 
effects. This is critical with inhalation and ingestion.138 

• Post attack radiological surveys can be very difficult for the same reasons.139 

• Corpse disposal may be a major problem as may disposal of dead animals and birds. This aspect of 
response seems to be largely ignored. 

• Even military medical handbooks fail to address the psychological impacts of prompt and longer-term 
effects. 

• Food and water contamination can be a problem, and add to the response burden in any major attack.140 

Experts agree that additional study is needed of the different kinds of agents that might be 

used, of their different effects and risks, of the problem of characterizing the weapon versus 
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detecting radiation, and of how triage, monitoring, and treatment need to be applied. The same is 

true of decontamination. As is the case with chemical and biological weapons, there is also a 

need for far more analysis of what kind of detection grids or systems are needed, of what level of 

shielding or masking would be effective, and of how to predict dissemination and effects.141 

More broadly, responders correctly assume that destruction and lethality are key criteria 

they will have to deal with in an emergency, but the main purpose of such an attack might be 

political or psychological. As is the case with chemical and biological weapons, public and world 

perceptions of the impact of such attacks would initially be based on the fact they occurred at all. 

It is also far from clear how the public would react to even the most successful decontamination 

effort, and how well the US could guarantee the effectiveness of such a decontamination effort. 

Past incidents of nuclear smuggling and black market sales have also demonstrated that it is far 

easier to obtain some form of radioactive material than fissile material. 

Nuclear Weapons as Means of Attack  

No one questions the potential dangers posed by a covert or terrorist attack using nuclear 

weapons. Table 4.9 shows a list of known nuclear powers that are not allies of the US, and 

several of these states may become hostile in the future. A number of other countries are 

conducting nuclear weapons research efforts, have carried out enough nuclear research to deploy 

weapons relatively quickly, or could build a nuclear weapon if they could find a source of fissile 

material 

The real question is whether any state actor would take the risk of conducting a covert or 

proxy attack or of aiding an extremist/terrorist group, and whether any extremist/terrorist group 

could acquire or make a weapon on its own. At present, these risks seem to limit the probability 

of a nuclear attack on the US. However, effective Homeland defense must deal with the 

cumulative probability of such attacks over at least a 25-year period. The process of proliferation 

described earlier does not create high confidence that the US can count on future restraint over 

an extended period. International peacetime restraint is also not a valid basis for estimating risk.  
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Much of the risk stems from how actors would behave in a contingency involving an extreme 

crisis in which past patterns of behavior could change quickly and with little warning.  

Lethality and Effectiveness 

There are many uncertainties associated with the employment of nuclear weapons in 

covert, proxy, or terrorist/extremist attacks on the US.142 There is no way to predict the yield or 

how successful given proliferants will be in implementing fusing, yield enhancement, delivery 

system accuracy, and other technologies. Many studies simply "assume a baseline case of a 

weapon using 1950s vintage U.S. technology – a simple fission weapon with a tens of kilotons 

yield that could be delivered by aircraft or tactical missiles. However, it is at least conceivable 

that a state might smuggle a thermonuclear weapon into the US or explode one off its coasts, and 

fission weapons can range in yield from less than a kiloton to 100 kilotons or even megatons.  

A nuclear detonation releases vast amounts of energy that is manifested as blast effects. 

In the case of a small (10 KT) fission weapon, the blast is roughly 50 percent of the total energy, 

while the remainder is heat (35 percent) and nuclear radiation (15 percent). About 4 percent of 

this radiation is prompt ionizing radiation, and 10 percent is fallout. The Electromagnetic Pulse 

(EMP) accounts for the remaining one percent.143 Thermal energy becomes the dominant method 

of destruction in high yield weapons such as thermonuclear or fusion weapons.  

The height-of-burst also has a critical impact on weapons effects. If the fireball does not 

touch the ground, there may not be militarily significant fallout. At higher altitudes, however, the 

Electromagnetic Pulse (EMP) from a nuclear weapon – a powerful radio wave – can damage 

electronic equipment at considerable distances.  

These factors are of critical importance in estimating the lethality of a covert or terrorist 

nuclear attack because the explosion is likely to take place at ground-level or a relatively low 

altitude, which produces maximum fallout at the cost of diminished blast, thermal, and radiation 

effects. Most attacks are also likely to take place in cities, which would contain the radiation, 
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blast, and thermal effects beyond the fireball, but ensure that a high population density was 

affected by fallout. It is important to note that most nuclear effects research for war fighting 

purposes assumes that a weapon will be used at much higher altitudes to avoid fallout and not 

interfere with military operations, and assumes that the weapon will affect a relatively open 

space.144 

To put the issue of weapons yields into historical perspective, the weapon used at 

Hiroshima on August 6, 1945 had a nominal yield of 12 kilotons; the weapon used at Nagasaki 

on August 9, 1945 had a yield of 23 kilotons. The thermonuclear weapon the US tested at the 

Bikini Atoll in the spring of 1954 had a yield of 15 megatons, and the FSU tested a 50-megaton 

weapon in 1961. This latter test had a yield over 4,000 times larger than the yield of the weapon 

at Hiroshima.  

Even a one-kiloton device, however, could have a massive impact, particularly because 

such devices are likely to be set off near ground level and be inefficient enough to increase the 

amount of direct fallout. An OTA study estimated that a one-kiloton terrorist device would still 

produce 5-psi overpressure out to 442 meters, and 600 rems of radiation out to 808 meters. (This 

compares with 4.4 miles for 5-psi for a one-megaton weapon and 600 rems to 2.7 kilometers.) It 

should be noted, however, that buildings normally cut these distances by about 25% in the case 

of blast and 75% in the case of direct radiation.145 

Table 4.10 and Chart 4.4 show that yield can have a major impact on lethality, and that it 

is dangerous to assume that any response team will be able to characterize the impact of an 

explosion until it actually occurs. At the same time, Chart 4.5 warns that even a relatively lethal 

nuclear weapon would not necessarily be more lethal than even a relatively simple biological 

weapon.  

Once again, the data on the lethality and the damage posed by such threats also suffer 

from major uncertainties that could be of great importance in Homeland defense:  

• There are no reliable models of nuclear weapons effects in major urban areas involving massive complexes 
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of high rise steel and glass buildings. The containment effects of modern cities are extremely difficult to 
model. Military studies indicate, for example, that modern buildings can reduce the effect of blast, thermal, 
and radiation by 40-60%, but they do not specifically address modern heating and air conditioning systems, 
and the sheltering effects are not designed to take glass into account and the internal impact on the 
building.146 

• Nuclear explosions create a wide range of different effects that can interact on the human body. The recent 
literature on military models for predicting casualties indicates that such models are not reliable, and states 
that, “The US Army Office of the Surgeon General is developing a system of casualty estimation that will 
provide rapid and reasonably accurate estimates of the number of types of casualties produced by a given 
enemy nuclear attack.” This system, however, is not yet available.147 The military handbook on the subject 
acknowledges that medical facilities will probably be saturated or collapse in the event of a major attack, 
but effectively dodges the problem of diagnosis and triage, and assumes that adequate medical 
professionals and facilities are available to allow extended triage and preventive medical treatment.148 The 
Defense Threat Reduction Agency (DTRA) is working on more sophisticated models tailored to attacks on 
the US but it again is unclear when any unclassified results will be available. 

• The impact of prompt radiation is extremely difficult to estimate, and lethal and serious doses can vary 
sharply according to exposure even in the same areas. Even personnel equipped with dosimeters present 
major problems in triage because dosimeter readings cannot be used to judge whole body radiation, and a 
mix of physical symptoms have to be used to judged the seriousness of exposure. The impact of radiation 
poisoning also changes sharply if the body has experienced burns or physical trauma.149 In the case of 
treatable patients, significant medical treatment may be required for more than two months after exposure. 

• Fallout can vary sharply according to the size and nature of a weapon and its placement, and in the size and 
lethality of particles and water vapor.  While most fallout settles within 24 hours, this varies according to 
wind pattern and movement through the affected area. The drop in actual radiation of the affected material 
is much slower, but logarithmic. Radiation at the first hour after the explosion is down about 90%, and 
radiation is only about one percent of the original level after two days. Radiation only drops to trace levels, 
however, after 300 hours.150 

• The test data on the longer-term (after 24 hours) effects of radiation are highly uncertain and the longer 
term impacts of radiation are so speculative as to be impossible to estimate. As a result, virtually all 
estimates of the impact of nuclear weapons ignore the long-term casualties (96 hours to 70+ years) caused 
by radiation, such as cancer, and the impact of a weapon on the environment in terms of the poisoning of 
water and food supplies. The data on treatment of exposures from zero to 530 cGy of exposure do not even 
seem to call for recording the probable level of exposure.151  

•  There is little data on the steadily growing seriousness of EMP on urban areas filled with computers and 
solid-state communications and control devices.152  

• Most models of fallout assume relatively neat patterns of distribution or plumes that give state and local 
responders a relatively clear picture of probable lethality and casualty effects. It is uncertain how realistic 
these models really are. Weather patterns could produce far more erratic patterns of distribution, and some 
estimates indicate that the “worst case” area covered by the overall plume could easily be twice the area 
used as the reference case. There is little detailed or parametric modeling of these uncertainties, and of the 
burden they place on response teams. These uncertainties also are much greater for the much larger areas 
covered by low levels of radiation over time. 

• The problem is further complicated by trying to estimate the specific mix of radioisotopes and 
radionuclides that will be produced and then become induced in the soil. The hazard prediction models 
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used by the Department of Defense are under review, and it is not clear when new models will be 
available.153 

• There is often a gap between generic data on radiation, burn, and physical effects and the assumed level of 
treatment required. Much of the federal, state, and local response literature effectively dodges around the 
issue of triage, and the problem of choosing who will receive limited medical treatment and how these 
victims will be selected. It does not describe what is done with the assumed dying and untreatable. The 
broader issue, however, is what indicators will be used for triage and deciding treatment and what treatment 
should actually be employed. 

• Food and water contamination can be a serious problem, and add to the response burden in any major 
attack.154 Fallout presents special problems since sheltered civilians may not have access to safe water, and 
urban water systems may be affected. 

• Corpse disposal may be a major problem as may disposal of dead animals and birds. This aspect of 
response seems to be largely ignored. 

• Even military medical handbooks fail to address the psychological impacts of prompt and longer-term 
effects. 

Is There a Threat from State Actors, Proxies, Terrorists, and Extremists? The 
Problem of Getting the Weapon 

Two other key questions shaping the nuclear threat are (a) whether state actors can obtain 

such weapons and will take the risk of using them covertly or giving them to a proxy, and (b) 

whether terrorists can obtain such weapons or obtain the fissile material they need to make such 

weapons. The answers to these questions are heavily dependent on whether nuclear weapons 

become available from an existing nuclear weapons state, or a state or independent group can 

obtain fissile material.155 

The basic design features and technology needed for nuclear weapons are well 

understood.  Iran and North Korea are estimated to have nuclear weapons or to be able to acquire 

them in five years. The IAEA found in 1992 that Iraq had two fully functional implosion 

weapons designs, and the skills needed to make the timing devices, neutron initiators, and high 

explosive lenses for these weapons.  

There are two primary ways of making a nuclear device. The first route is a gun-assembly 

weapon – like the one used at Hiroshima that propels a subcritical mass of uranium-235 (U-235) 

into a second, also subcritical, mass of U-235, in order to produce the critical mass needed for a 
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nuclear explosion. The second route is to make an implosion weapon like the one used at 

Nagasaki. In such a device, an outer shell of chemical high explosives surrounds a subcritical 

sphere of fissionable nuclear material, for example, plutonium-239 (Pu-239). Precise detonation 

of the "entire" sphere results in an implosion that produces a critical mass and the resulting 

nuclear explosion.  

Unlike most means of attack, the two basic materials needed for any such weapon – U- 

235 and Pu-239 – are very difficult to obtain. This is particularly true of the optimal weapons 

grade nuclear materials for a weapon, although mixed isotope plutonium (reactor grade material) 

can be used in nuclear weapons. The Department of Defense reports that such a device would be 

less efficient and might have a less predictable yield. However, a weapon using non weapons-

grade plutonium was successfully detonated in a 1960s test.156 

Production of fissile material is probably impossible for most terrorist and extremist 

movements. At present, Russia seems to be the only state that might lose control over weapons 

grade U-235 or P-239, although the US Department of Defense feels this risk is diminishing,157 

Security of weapons-usable nuclear materials in Russia is another serious concern. While the Russian 
government is committed to nuclear security, continuing turmoil in society, corruption and resource 
shortages complicate this commitment. The combination of lax security for nuclear materials at some 
facilities, poor economic conditions and the growing power of organized crime in Russia mean that the 
potential for the theft and subsequent smuggling of these materials will continue to cause concern.  

At the same time, the Russians have taken seriously the threat from a potential Chechen insurgent attack on 
a nuclear power facility and have made security upgrades. In the past, there have been incidents of 
weapons-usable materials being diverted from Russian nuclear facilities. The largest seizures of such 
materials out-side of the FSU occurred in 1994, where 2.7 kilograms of Highly Enriched Uranium (HEU) 
were found in the Czech Republic and about 360 grams of plutonium was seized in Germany. However, 
confirmed incidents of smuggling of weapons-usable nuclear materials, primarily plutonium and HEU, 
have declined but continued at a low rate. This decrease may be due to several factors: decreased 
smuggling through Western Europe, where detection is more likely; shifting of smuggling pathways 
through the southern tier of former Soviet states, where detection is highly unlikely; or improved security at 
Russian nuclear facilities Nevertheless, reports of theft of nuclear materials continue to emanate from the 
former Soviet block countries. 

For example, in September 1999 one kilogram of reportedly uranium-235 (enrichment unconfirmed) was 
seized in the Republic of Georgia. In another recent case, 10 grams of weapons-grade HEU was confiscated 
in Bulgaria. In addition to reports of actual nuclear materials being offered for sale, there have been 
numerous accounts of radioactive isotopes such as californium-252, strontium-90, and cesium-137 
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However, in the longer term, the implementation of the U.S.-sponsored Material Protection, Control, and 
Accountability Program at Russian nuclear facilities likely will lead to a reduction of the number of 
incidents of diversion of weapons-usable materials. HEU and plutonium are also being recovered from 
Russia’s ongoing warhead elimination effort, although a considerable degree of uncertainty remains about 
the overall security of Russia’s large inventory of nuclear material. Several programs are under way to 
alleviate the security problems for this material. 

First, the U.S. DOE is assisting former Soviet states with physical security improvements at nuclear 
facilities in an effort to institute accurate accounting procedures for nuclear materials. 

Second, pursuant to a Cooperative Threat Reduction (CTR) implementing agreement with the Russian 
Ministry of Atomic Energy, DoD is helping to build a state-of-the-art storage facility for long-term secure 
storage of HEU and plutonium from disassembled nuclear weapons. This facility is located at Mayak, about 
1,400 kilometers east of Moscow near the Ural mountains.  Third, the United States is purchasing 500 
metric tons of HEU derived from disassembled Russian warheads. This material is being blended down in 
Russia into low-enriched uranium suitable for use in nuclear power reactors. Shipments to the United States 
began in 1993 and will continue over the next 20 years; as of mid-2000, about 100 tons of HEU had been 
transferred from Russia to the United States. 

Finally, Russia has agreed to shut down its remaining plutonium-producing reactors.  DoD is assisting the 
Russian Ministry of Atomic Energy pursuant to a CTR implementing agreement in the conversion of 
reactor cores so they will not produce weapons-grade plutonium. The weapons-grade plutonium produced 
since January 1997 will be placed under bilateral safeguards.  Concern about security is not confined to 
nuclear items, but extends also to facilities in the FSU that house chemical or biological warfare-related 
materials. In addition, numerous scientists and technicians previously involved in key programs face severe 
salary reduction, complete loss of pay, unemployment. States, such as Iran, that are seeking to establish 
their own weapon capabilities may try to exploit the situation by attempting to recruit such individuals. 
However, Western programs, such as the International Science and Technology Center (ISTC), the U.S. 
Civilian Research and Development Foundation (CRDF), the Nuclear Cities Initiative (NCI), and the 
Initiatives for Proliferation Prevention (IPP) are expressly designed to address this “brain drain” problem. 

These problems in obtaining fissile material led the Advisory Panel to Assess Domestic 

Response Capabilities for Terrorism Involving Weapons of Mass Destruction to draw relative 

optimistic conclusions about the ability of terrorist groups to use nuclear weapons:158 

Perhaps the only certain way for terrorists to achieve bona fide mass destruction would be to use a nuclear 
weapon. In this area, however, the challenges are arguably the most formidable. Although the collapse of 
the Soviet Union heightened Western fears about security at Russian military facilities, it appears that 
Russian strategic and tactical weapons are perhaps more secure than had been initially feared. Where there 
maybe particular concern, however, is during their transportation for maintenance or dismantling, when the 
Russian weapons apparently are not subject to the same strict security measures.  

But even if terrorists were able to steal or acquire through black market purchase a stolen nuclear weapon, 
they would still face a number of significant obstacles in using or detonating it. Strategic nuclear warheads 
are immense and would be extremely difficult to move either easily or clandestinely.  

Tactical nuclear weapons, such as artillery projectiles, admittedly, are far lighter and easier to conceal, 
making them potentially much more attractive items for terrorist theft or illicit acquisition. Moreover, many 
tactical nuclear weapons, and most strategic nuclear devices, are equipped with permissive action links 
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(PALs) or other protective mechanisms designed to prevent accidental or unauthorized detonation.  

In addition, some nuclear devices have tamper-proof seals that will disable the weapon if unauthorized 
personnel attempt to disassemble it. It would be extremely difficult, therefore, for terrorists to circumvent 
or overcome these built-in protective measures; some of the smaller tactical weapons (including the KGB's 
alleged nuclear bombs concealed in small suitcases) admittedly may have had little or no protective devices 
or locks installed and, thus, the safety measures designed to thwart unauthorized detonation would be more 
easily overcome.  

In the absence of assurance about the status and control of all Russian nuclear weapons, we must remain 
vigilant. Terrorists who were either unable or unwilling to steal a nuclear device or were unsuccessful in 
obtaining one on the putative black market that has surfaced in the countries of the former Soviet Union 
and Warsaw Pact, might attempt to build one  

Their first hurdle, however, would be in acquiring sensitive nuclear material (SNM), that is, either highly 
enriched uranium (HEU) or plutonium (Pu) suitable for fashioning a nuclear device. Mining and processing 
uranium or building a reactor to create plutonium would of course be impractical (although, it should be 
noted, Aum's most grandiose aims embraced this possibility); terrorists would, therefore, have to steal 
SNM or conceivably purchase it on the black market. A number of authorities in recent years repeatedly 
have expressed concern about illicit access to nuclear materials and technology, particularly in the former 
Soviet Union. Minatom, the Russian entity with responsibility for nuclear weapons, has itself complained 
about a lack of qualified personnel and adequate control systems, and the security at HEU storage facilities 
has also been reported to be grossly inadequate.  

Given this apparent lack of security, and the fact that 250 tons of HEU and 50 tons of weapons-grade 
plutonium has been stockpiled in Russia, the risk of illicit acquisition from SNM storage facilities should 
be considered a serious threat. Potentially less worrying, however, is the supposed "black market" for these 
substances. Between 1992 and 1996, more than 1,000 claims were made involving the illicit sale and 
smuggling of nuclear material; however, only six instances were substantiated, and none of those involved 
the quantities needed to construct an effective "homemade" device that could cause mass casualties-thereby 
suggesting that the black market, if it exists at all, is limited in size and grossly exaggerated in impact.  

...To be sure, small amounts of SNM have been diverted illegally, apparently from Russian facilities. It is 
worth noting, however, that all of the SNM stolen to date is not sufficient to make a single nuclear device 
and that reported thefts of weapons grade material have dropped in recent years. Ongoing improvements in 
Russian nuclear security procedures should further reduce the incidents of theft.159  

Building a nuclear device capable of producing mass destruction presents Herculean challenges for 
terrorists and indeed even for states with well-funded and sophisticated programs. According to one 
analysis, minimum requirements include "personnel, skills, information, money, facilities, equipment, 
supplies, security, special nuclear materials…and, usually, other specialized and hard-to-obtain material."  

According to another assessment, a successful program hinges on obtaining enough fissile material to form 
a super-critical mass for each of its nuclear weapons (thus permitting a chain reaction); arriving at weapon 
design that will bring that mass together in a tiny fraction of a second, before the heat from early fission 
blows the material apart; and designing a working device small and light enough to be carried by a given 
delivery vehicle. It is important to emphasize that the above represents the minimum requirements. If each 
one is not met, concludes the assessment, "one ends up not with a less powerful weapon, but with a device 
that cannot produce any significant nuclear yield at all or cannot be delivered to a given target."  

That being said, it is clear that certain types of nuclear devices are easier to create than others. Two types of 
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weapons systems, for example, can create nuclear fission: the implosion device and the "gun" type. In the 
former, explosives compress a sphere of HEU or plutonium into a small ball, thus achieving supercriticality 
and a nuclear chain reaction. Even the simplest implosion weapon, however, requires the fabrication of 
complex components, such as high-explosive lenses, high-performance detonation systems, and fusing and 
firing circuitry.  

The gun-type device, on the other hand, employs HEU exclusively. Using a high explosive, the system fires 
a subcritical HEU projectile into a subcritical cylinder of HEU to form a solid mass of critical material. 
Although it uses relatively scarce HEU, the gun-type device is considered technically easier to fabricate; 
and many analysts accordingly argue that terrorists attempting to make a bomb "in house" will build a gun- 
type device.  

There is disagreement, however, about what level of expertise and other resources are required to construct 
such a weapon. According to one authority, "most states and some exceptionally capable non-state actors" 
could build a highly destructive 10-kiloton weapon in several months at a cost of a few hundred thousand - 
dollars- assuming they had access to sufficient quantities of fissile material.  

Other experts, however, are far more skeptical in their estimates of the capabilities required. Although 
much of the information about nuclear weapons design and production has become public knowledge 
during the past 50 years, it is still extraordinary for non-state entities to attempt to embark on a nuclear 
weapons R&D program.  

Indeed, even technical requisite knowledge and hands-on experience are not enough to build an effective 
nuclear weapon. As an Office of Technology Assessment report explains, "[k]nowledge must be 
supplemented by industrial infrastructure and the resources to carry a nuclear weapon program to 
completion. The technologies for building cars and propeller-driven airplanes date back to early in this 
century, but many countries still cannot build them indigenously."  

Moreover, the fact that a number of states-despite aid from other nuclear powers, their own intense 
motivations, the provision of considerable resources, alongside concerted espionage activities designed to 
support their R&D programs-still struggle to build a nuclear weapon capability, suggests that the technical 
challenges remain immense.  

In the case of South Africa, for example, it took scientists and engineers-who were endowed with a large 
and sophisticated infrastructure-four years to build their first gun-type system. Nevertheless, any nuclear 
weapons program will inevitably involve a number of people, and significant resources, equipment, and 
facilities. As noted earlier, all of that activity inevitably will materially increase the risk of exposure of the 
terrorist group to detection by intelligence and law enforcement agencies.  

Such comments, however, again assume that a state would not use or supply a nuclear 

weapon in an asymmetric attack, provide a nuclear device to a terrorist movement, or offer a 

sanctuary and fissile material. These risks of weapons transfers led the National Commission on 

to draw different conclusions about the risks a  state might provide independent groups with 

nuclear material:160 

Terrorists could acquire more deadly CBRN capabilities from a state. Five of the seven nations the United 
States identifies as state sponsors of terrorism have programs to develop weapons of mass destruction. A 
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state that knowingly provides agents of mass destruction or technology to a terrorist group should worry 
about losing control of the terrorists' activities and, if the weapons could be traced back to that state, the 
near certainty of massive retaliation. However, it is always difficult and sometimes dangerous to attempt to 
predict the actions of a state. Moreover, a state in chaos, or elements within such a state, might run these 
risks, especially if the United States were engaged in military conflict with that state or if the United States 
were distracted by a major conflict in another area of the world.  

The Commission was particularly concerned about the persistent lack of adequate security and safeguards 
for the nuclear material in the former Soviet Union (FSU). A Center for Strategic International Studies 
panel chaired by former Senator Sam Nunn concluded that, despite a decade of effort, the risk of "loose 
nukes" is greater than ever. Another ominous warning was given in 1995 when Chechen rebels, many of 
whom fight side-by-side with Islamic terrorists from bin Ladin's camps sympathetic to the Chechen cause, 
placed radioactive material in a Moscow park. 

US intelligence experts have become increasingly concerned that Pakistan may develop 

surplus fissile material production capacity over the next few years. At least some analysts have 

also raised the issue of whether a China that became hostile to the US might sell fissile material 

in the future. An number of experts on proliferation also question why any state that does 

contemplate a nuclear attack on the US would risk the use of an easily attributable ballistic 

missile attack, rather than use of a far less attributable covert or proxy attack. The perceived risk 

of fissile transfers or nuclear weapons use may also change over time. If nuclear weapons and 

highly lethal biological weapons are used against targets elsewhere in the world, the end result 

might well be to make the nuclear threat to the US far more “thinkable.” 

The Problem of Delivery 

Nuclear weapons are large and potentially detectable.  This is particularly true of large 

boosted or thermonuclear weapons that states might use to launch a catastrophic attack on the 

US, and of the kind of relatively crude or implosion device that an extremist or foreign terrorist 

might be able to build. Most primitive gun devices would, for example, be at least 2-2 1/2 meters 

long and weigh well over 1,000 pounds.  

A crude implosion device might be more compact, but would still be very heavy. At the 

same time, the FSU seems to have built small nuclear weapons weighing less than 200 pounds, 

somewhat similar to the atomic demolition munitions the US withdrew from service years ago. 

The advanced thermonuclear devices Russia uses on its MIRV'd missiles are relatively compact 
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and weigh well under 1,000 pounds. As is the case with yield, there are no rules regarding the 

size and weight of a nuclear device, particularly if one can be acquired or stolen from a nuclear 

power. It is also possible that the fissile core of a weapon could be delivered in separate 

component form, and then matched with the rest of the weapon. This would sharply reduce the 

size and detectability of even a crude basic weapon.  

Radiation would present a detectability problem, as it would for radiological weapons. 

Nuclear devices can, however, be shielded and the core of a weapon might be smuggled into the 

US in many different ways. Thousands of large containers enter US ports every day, and less 

than 3% are searched or inspected. The northern and southern borders are porous enough so that 

some drug smugglers do no even bother to carefully conceal the drugs they are smuggling, and a 

device might be routed through a relatively open border for small craft like Alaska or Hawaii.  

Several attack models also involve rigging weapons to go off if the storage device is 

opened, it is scanned in certain ways, or even if a GPS unit indicates it is in a US port and 

approaching customs. Unless excellent human intelligence is available to the US, unmanned 

delivery would offer a relatively high assurance of success and a self-destruct device would 

reduce the risk of attribution – particularly in a broad crisis. Detonation on detection, scan, or 

entry into a port area before customs is now sufficiently low tech so that it can be used by a wide 

range of potential attackers.  

Dealing with the Risk and Impact of Nuclear Attacks 

There is no present way to predict whether a state actor, proxy, or terrorist/extremist will 

(a) be willing to take the risk of launching a nuclear attack on the US over the coming decades, 

or (b) be able to acquire a weapon or device. Like the more lethal forms of biological weapons, 

the use of nuclear weapons would almost certainly lead to massive US retaliation if the US could 

identify the attacker, and would pose a high level of risk.  

At the same time, this judgment assumes that the attacker is deterrable. This is not 
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necessarily true of a regime acting under extremis that acts because it feels it has no other choice, 

or which is certain it will fall in any case. It is not true of a proxy, terrorist, or extremist that is 

willing to accept destruction or martyrdom to achieve a goal. It is not true of a state or terrorist 

that assumes – rightly or wrongly – that an attack cannot be attributed or will be ambiguous 

enough so that it can escape dramatic punishment. It is also at least possible that such an attack 

could occur as the result of escalation to the use of weapons of mass destruction in another 

theater in which the US is deeply involved – such as Korea, the Taiwan Straits, Israel, etc.  

The problem with nuclear risk assessments – as with similar risk assessments affecting 

chemical and biological weapons – is that history is often shaped by extreme events that occur 

without warning and which are only explainable long after the event. History is also filled with 

examples in which escalation was not gradual or "rational," in which the weaker side acted in 

unpredictable ways.  No one looking at the history of the 20th Century has any reason to assume 

that sudden catastrophic events will not occur in the 21st Century. At the same time, no one can 

assume that because such events can occur, they will occur. There simply is no clear nexus of 

probabilities to act upon.  

Problems in Responding to a Nuclear Attack 

There are many problems in the way defenders and responders currently deal with 

nuclear weapons: 

• Far too much current response planning seems to treat nuclear weapons the way that it treats attacks using 
highly sophisticated biological weapons. It treats them as sufficiently improbable so that it is tacitly 
assumed that legal procedures and civil rights issues can be treated in the same way as much more 
moderate and limited attacks using explosives, chemical weapons, and unsophisticated biological weapons. 
There is no true sense of emergency. It is tacitly assumed that a state of true emergency would follow the 
use of a nuclear weapon, not come from convincing evidence of a serious risk such an attack is planned or 
underway.  

• The focus on terrorist weapons leads to a lack of concern over efforts to determine the type and size of a 
weapon in the attackers hands, and providing both defenders and responders with as clear a set of warning 
signals as possible. If a state is involved, the prospect of a boosted or thermonuclear weapon being 
available may grow steadily over time, and there is no guarantee that the loss or sale of an FSU weapon 
would involve a small or limited yield. Just as all weapons of mass destruction are not the same, all nuclear 
weapons are not the same and intelligence and defense must give early characterization high priority. 
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• Responders are well aware that even a relatively small nuclear event would saturate, if not destroy, their 
capabilities. As a result, most local and state responders concentrate on planning for events they can 
manage and making limited preparations to deal with nuclear effects on an ad hoc basis. This seems 
perfectly realistic given current resources. There is, however, a basic policy issue that needs to be 
addressed: What – if anything – can be done cost-effectively to provide serious response capability to a 
nuclear attack beyond regional improvisation and limited federal aid? 

• Many models and simulations, including those publicly briefed by DTRA, assume relatively simplistic 
blast, thermal, immediate radiation, and plume/fallout models. Work is underway to model urban effects 
more realistically, and to develop workable real-time monitoring and detection grids that can characterize 
and predict fallout and plume effects. It is not clear, however, what systems are practical, and serious 
problems seem to exist in determining the threshold of radiation to be used for warning and response, and 
the level of accuracy needed when radiation is deposited in very different levels over a given region. The 
present models seem to present a serious risk of misleading responders and to have uncertainties in affected 
area coverage with factors of at least 2-3. There is a possible need for zero-based parametric modeling. 

• Like mass biological incidents, no one really seems to want to confront the issue of triage, and of deciding 
who gets treatment, who is left at risk, and who dies. This simply is not a realistic approach. Triage cannot 
be improvised by practitioners without a major risk of wasting inadequate resources on the moving dead 
and leaving the curable untreated. Creating systems to decide what level of risk is involved in urging 
people to stay put or evacuate, how to control the media, and what level of detail to provide should not be 
left up to responders in a crisis. Such planning can only be done at a federal level, but it is uncertain that the 
leadership and moral courage is present to do it. 

• Responders correctly focus on immediate effects. Serious questions do arise, however, as to dealing with 
lower levels of radiation that affect the mid to long-term death rate, but which may or may not merit 
immediate response and treatment. This issue was ignored in civil defense planning during the Cold War 
because there was no way to deal with it in a mass attack upon the US. It cannot be ignored in a limited 
attack. As Hiroshima and Nagasaki showed, the physical and psychological impacts can last more than half 
a century, and there is a serious risk of “syndromes” where the exposed and non-exposed alike become 
major problems.   

• Decontamination and recovery planning and options seem to be far too ad hoc. It is unclear what level of 
pre-event capability is cost-effective, but this should not be left up to change. 

Once again, it is important to note that the psychological and political impact of any 

nuclear explosion would be vast, regardless of the damage it inflicted. As a result, even an 

successful explosion at sea or in the air near US territory would, under some scenarios, be a 

victory for an attacker. Any strike on US territory would be even more of such a victory, and in 

many US ports, an explosion at sea-level would deposit immense amounts of slightly radioactive 

water or "rain out" over a wide area, plus do major direct damage to an American city. Like 

some biological weapons, nuclear weapons are also "stand-off” weapons. They do not need to be 

near the target to do major damage. In fact, offsetting a weapon upwind from a city or facility 

and setting it off at ground level would produce massive fallout problems over a wide area. This, 
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however, greatly increases the detection and intercept area and the potential problems in carrying 

out and coordinating detection and defense activities.  

Cost-Effectiveness of Real-World Options  

It is not clear that federal, state, and local defense and response efforts are now seriously 

concerned with developing new options for improving US defense and response capabilities to 

nuclear attacks. There well-organized federal teams designed to help track down a nuclear 

weapon and disarm it, and there are DOE and DTRA models of nuclear attacks that can help 

responders to train and predict some of the effects of a nuclear attack. The existing federal effort 

is discussed in depth in the following sections of this analysis, but nuclear attacks seem to be 

treated as “worst cases” that are so unlikely that they generally receive less attention than 

biological attacks. 

At the same time, it is clear that many of the options and issues affecting Homeland 

defense against nuclear attacks are similar to those for major biological attacks:  

• The role of intelligence in defense and response needs to be addressed to determine the probable ability to 
detect the development of specific types and yields of nuclear weapons and the nature of the delivery 
systems. The need to communicate warning to responders and treatment facilities as well as defenders 
needs to be addressed.  

• Zero-based investigation is needed of the probable effects and lethality of nuclear weapons in urban 
environments, including longer-terms effects and low levels of radiation. 

• As part of this effort, the need to be able to model and predict the effect of the atmospheric boundary level, 
and estimate the combined impact of air movements, temperature, and day-night conditions in an urbanized 
environment is critical to predicting effects and the capability for detection. The need for models capable of 
reflecting local wind and weather conditions, and water flows is equally important. Nominal models of 
plumes and weather effects are now so uncertain that they may do more harm than good in providing 
guidance for detection and response. 

• Specialized intelligence and defense capabilities must be developed for warning, detection, 
characterization, and defense. This is not only a task for the national intelligence, security, and law-
enforcement community, but also for federal, state, and local law enforcement and state National Guard 
units.  The problem of finding cost-effective mixes of specialized CBRN expertise, and linking these efforts 
to response activities will present a constant challenge in terms of law, resources, organization, and 
training. 

• As part of the development of intelligence, defense, and response capabilities, explicit analysis is needed of 
the trade-offs between the risk posed by mass attack and the separation of foreign intelligence from law 
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enforcement, and the priority given to prosecution versus defense. The scale of the treat and the needed 
response times call for almost total integration of the intelligence, defense, and response effort, but this now 
presents major legal and organizational problems. 

• The ability to convincingly identify attackers needs to be determined, as well as the possible timelines, as 
part of an effort to create a credible threat of retaliation and punishment at the military and law-
enforcement levels. 

• Zero-based investigation is needed of how to link the detection and characterization of each major form of 
nuclear weapons effect to a system capable of measuring the scale and lethality of attacks. Efforts to 
develop advanced real time detectors need to be tied to a clear plan for deployment as a system – including 
fixed versus mobile sensor arrays and the possible use of municipal vehicles as sensor platforms. This 
should include the ability to provide the data needed to identify the need for containment, isolation, 
treatment, disposal, and decontamination. This examination must address fundamental cost-effectiveness 
issues as to whether systems can or should be deployed without strategic and tactical warning, and can be 
rapidly deployed.  

• The problem of providing integrated detection and characterization of all forms of nuclear weapons effects 
must be addressed at the same time, along with its cost-effectiveness. The limits of such systems, their level 
of accuracy and error, and their ability to reliably address the scale and area of coverage of attacks must be 
addressed . 

• The potential role of any such a detection and characterization system must be examined in a broader 
context. Methods of transmitting data to defenders, responders, and caregivers – including hospitals and 
public health facilities need to be identified. As part of such systems, a clear linkage needs to be established 
between local detection and characterization and communication of the results to state, regional, and 
federal authorities. Methods need to be developed to use the results to immediately alert caregivers and 
local, state, and federal authorities to assemble the necessary containment and treatment resources. 
Contingency plans need to be developed to use the media to alert those in and near the affected area as to 
what to do in the presence of a given levels of fallout and radiation. 

• Current efforts to develop detectors need to be recalibrated to consider the problems of telemetry, and 
triage, particularly triage involving the intensive treatment resources needed for burns and radiation . 

• The cost-effectiveness of enhancing local public health capability needs examination as does the overall 
cost-effectiveness of developing suitable response local government systems. It is easy to call for federal 
support, and HHS/FEMA training and aid efforts. The tangible benefits per dollar in terms of lasting 
capabilities to deal with attacks are far from clear. 

• Adding courses on radiation treatment to current medical and post-graduate training may be cost-effective. 

• The hospital seems to be the current weak link in most serious attacks. The cost-effectiveness of federal 
programs, regulations, and tax credits in creating hospitals with improved treatment capabilities needs 
serious examination. At present, far too much of the defense/response effort would simply end in 
overloading existing medical treatment facilities. 

• Efforts are already underway to create specialized National Guard and reserve CBRN defense units. The 
capability to contain, isolate, perform triage, and treat seems to be the critical current weak link in such 
efforts, and is compounded by the lack of well-funded public-health programs capable of organizing and 
training reserves of local caregivers. 
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• Civil defense options need to be reexamined in terms of building design and modification, personal defense 
equipment, and possible home protection and care options. These need to be examined in terms of their real 
world cost-effectiveness, and value in dealing with the full spectrum of CBRN attacks. 

• A comprehensive plan is needed for dealing with local, state, and national media. This must involve 
education efforts, voluntary agreement to provide coverage that will inform without creating panic or 
misinformation, and some effort to provide clearly official coverage that viewers and listeners will trust. 
Consideration is needed of bringing back some form of authorized civil defense network in the effect of 
large-scale nuclear and biological attacks.  

• Much of the current planning effort sees one major attack with one agent used in a form that federal, state, 
and local authorities clearly detect and characterize as the “worst case.” Defense and response needs to 
examine cases involving multiple attacks, deception and false alarms, false characterization, and late 
detection. The problem of dealing with contagious disease outbreaks that are only detected after they have 
reached at least scatter regional or national levels is particularly important. 

• The nation needs to be prepared for the “morning after.” A clear plan is needed for Presidential response 
and national leadership in the event of a successful attack, and to prepare the American people for both 
follow-on attacks and the need for a US response. 

• The issue of retaliation and counter-offensive options in the event of foreign attacks must be transformed 
into credible options that can be communicated in ways that reassure our allies, create a clear context for 
American counter-attacks that the world will understand, and which deter attackers. 

 The problem with this long list of issues and requirements is the same as is the case for 

major biological attacks, particularly when considered in the light of the need for federal 

response to existing public health care and entitlements needs, the existence of the full spectrum 

of CBRN attacks, the addition risks posed by missile and critical infrastructure attacks, and 

existing national security requirements. The checklist of necessary defense and response options 

is very long, the short-term risks are low, the effectiveness of most options is uncertain, and the 

cumulative cost is high. Furthermore, it is not possible to prioritize defense and response at this 

point in time, and the effectiveness of any program may be determined by its weakest and/or 

most expensive link. Anyone can call for action. Developing an affordable and well-justified 

program is an entirely different matter.  

Rethinking the Unthinkable About Nuclear Attacks on the US Homeland 

 Given this background, it is clear that the US needs to make far better efforts to address 

the problem of  responding to nuclear attacks in a number of key areas 

• There are no reliable models of nuclear weapons effects in major urban areas involving massive complexes 
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of high rise steel and glass buildings. The containment effects of modern cities are extremely difficult to 
model. Military studies indicate, for example, that modern buildings can reduce the effect of blast, thermal, 
and radiation by 40-60%, but they do not specifically address modern heating and air conditioning systems, 
and the sheltering effects are not designed to take glass into account and the internal impact on the 
building.161 

• Nuclear explosions create a wide range of different effects that can interact on the human body. The recent 
literature on military models for predicting casualties indicates that such models are not reliable, and states 
that, “The US Army Office of the Surgeon General is developing a system of casualty estimation that will 
provide rapid and reasonably accurate estimates of the number of types of casualties produced by a given 
enemy nuclear attack.” This system, however, is not yet available.162 The military handbook on the subject 
acknowledges that medical facilities will probably be saturated or collapse in the event of a major attack, 
but effectively dodges the problem of diagnosis and triage, and assumes that adequate medical 
professionals and facilities are available to allow extended triage and preventive medical treatment.163 The 
Defense Threat Reduction Agency (DTRA) is working on more sophisticated models tailored to attacks on 
the US but it again is unclear when any unclassified results will be available. 

• The impact of prompt radiation is extremely difficult to estimate, and lethal and serious does can vary 
sharply according to exposure even in the same areas. Even personnel equipped with dosimeters present 
major problems in triage because dosimeter readings cannot be used to judge whole body radiation, and a 
mix of physical symptoms have to be used to judged the seriousness of exposure. The impact of radiation 
poisoning also changes sharply if the body has experienced burns or physical trauma.164 In the case of 
treatable patients, significant medical treatment may be required for more than two months after exposure. 

• Fall out can very sharply according to the size and nature of a weapon and its placement, and in the size 
and lethality of particles and water vapor.  While most fall out settles within 24 hours, this varies according 
to wind pattern and movement through the affected area. The drop in actual radiation of the affected 
material is much slower, but logarithmic. Radiation at the first hour after the explosion is down about 90%, 
and radiation is only about one percent of the original level after two days. Radiation only drops to trace 
levels, however, after 300 hours.165 

• The test data on the longer-term (after 24 hours) effects of radiation are highly uncertain and the longer 
term impacts of radiation are so speculative as to be impossible to estimate. As a result, virtually all 
estimates of the impact of nuclear weapons ignore the long-term casualties (96 hours to 70+ years) caused 
by radiation, such as cancer, and the impact of a weapon on the environment in terms of the poisoning of 
water and food supplies. The data on treatment of exposures from zero to 530 cGy of exposure do not even 
seem to call for recording the probable level of exposure.166  

•  There is little data on the steadily growing seriousness of EMP on urban areas filled with computers and 
solid-state communications and control devices.167  

• Most models of fall out assume relatively neat patterns of distribution or plumes that give state and local 
responders a relatively clear picture of probable lethality and casualty effects. It is uncertain how realistic 
these models really are. Weather patterns could produce far more erratic patterns of distribution, and some 
estimates indicate that the “worst case” area covered by the overall plume could easily be twice the area 
used as the reference case. There is little detailed or parametric modeling of these uncertainties, and of the 
burden they place on response teams. These uncertainties also are much greater for the much larger areas 
covered by low levels of radiation over time. 

• The problem is further complicated by trying to estimate the specific mix of radioisotopes and 
radionuclides that will be produced and then become induced in the soil. The hazard prediction models 
used by the Department of Defense are under review, and it is not clear when new models will be 
available.168 

• There is often a gap between generic data on radiation, burn, and physical effects and the assumed level of 
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treatment required. Much of the federal, state, and local response literature effectively dodges around the 
issue of triage, and the problem of choosing who will receive limited medical treatment and how these 
victims will be selected. It does not describe what is done with the assumed dying and untreatable. The 
broader issue, however, is what indicators will be used for triage and deciding treatment and what treatment 
should actually be employed. 

• Food and water contamination can be a serious problem, and add to the response burden in any major 
attack.169 Fallout presents special problems since sheltered civilians may not have access to safe water, and 
urban water systems may be affected. 

• Corpse disposal may be a major problem as may disposal of dead animals and birds. This aspect of 
response seems to be largely ignored. 

• Even military medical handbooks fail to address the psychological impacts of prompt and longer-term 
effects. 

 It is far harder to make specific recommendations about courses of action as to how to 

better respond to nuclear attacks. A great deal of detailed program planning, cost analysis, and 

net technical assessment is needed which have no yet been performed. However, possible 

priorities include: 

• Improved modeling of real-world urban effects. Modeling of fallout and “rain out” plumes in ways tailored 
to improve response planning. 

• Near real time fallout corridor modeling and data mining. Modeling for needed level of state, regional, and 
federal response. 

• Detection and diagnostic systems – either distributed or rapidly deployable. (e.g. the public transportation 
sensor grid). 

• Monitoring of actual distribution of fallout and weapons effects to give local responders a more precise 
picture of short and long term response requirements. Real-time transmission to responders, and state, 
regional, and federal actors. (Often 12-48 hour time window for critical response actions). 

• Systems for instant detection and diagnostics, guidance for response and triage. Dosimeters are useless for 
this purpose. Need clearly defined stay or flee guidance. 

• Cheap portable systems for real-time triage analysis. 

• Improved detection and characterization of residual threats, decontamination technologies and decon 
effectiveness measuring systems. 

• Hospital technology solutions, rapidly deployable care technology. 

• Cheap, simple civil defense options: Masks, no cost what to do technology and advice, media warning and 
advice  alert systems. 
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Table 4.9 

US Department of Defense Estimate of Potential National Threats Intentions Involving Nuclear 
Weapons 

China 

China currently has over 100 nuclear warheads and is increasing the size, accuracy, and survivability of its nuclear missile force. 
It is likely that the number of deployed Chinese theater and strategic systems will increase in the next several years. However, as 
its strategic requirements evolve, it may change the pace of its modernization effort for its nuclear missile force (particularly if 
the United States deploys NMD); any warhead improvements will complement China’s missile modernization effort. China 
currently is not believed to be producing fissile material for nuclear weapons, but has a stockpile of fissile material sufficient to 
improve or increase its weapons inventory. China has ratified the NPT and signed the CTBT, and has declared it will never use 
its nuclear forces against a non-nuclear weapons state. China maintains a no-first- use pledge in its strategic nuclear doctrine and 
regards its strategic nuclear force as a deterrent against intimidation or actual attack. Thus, China’s stated doc-trine reportedly 
calls for a survivable long-range missile force that can hold a significant portion of the U.S. population at risk in a retaliatory 
strike. As China’s strategic forces and doctrine further evolve, Beijing will continue to develop and deploy more modern ICBMs 
and SLBMs 

India 

On 11 and 13 May 1998, India conducted what it claimed were five nuclear explosive tests. According to Indian officials, the 11 
May tests included a fission device with a yield of about 12 kilotons, a thermonuclear device with a yield of about 43 kilotons, 
and a third test with a yield of about 0.2 kilotons. An Indian spokesman stated that the first set of tests was intended “to establish 
that India has a proven capability for a weaponized nuclear program.” 

India claimed that its 13 May tests had yields of about 0.5 and 0.2 kilotons, which were carried out to gener-ate additional data 
for computer simulations. According to the Chairman of India’s Atomic Energy Commission, the tests enabled India to build “an 
adequate scientific database for designing the types of devices that [India] needs for a credible nuclear deter-rent.” The tests 
triggered international condemnation and the United States imposed wide-ranging sanctions against India. 

The tests were India’s first since 1974, and reversed the previously ambiguous nuclear posture where Indian officials denied 
possession of nuclear weapons.  Indian officials cited a perceived deterioration of India’s security environment, including 
increasing Pakistani nuclear and missile capabilities and perceived threats from China, to justify the tests.  India has a capable 
cadre of scientific personnel and a nuclear infrastructure, consisting of numerous research and development centers, 11 nuclear 
power reactors, uranium mines and processing plants, and facilities to extract plutonium from spent fuel. With this large nuclear 
infrastructure, India is capable of manufacturing complete sets of components for plutonium-based nuclear weapons, although the 
acquisition of foreign nuclear-related equipment could benefit New Delhi in its weapons development efforts to develop and pro-
duce more sophisticated nuclear weapons.  India probably has a small stockpile of nuclear weapon components and could 
assemble and deploy a few nuclear weapons within a few days to a week. The most likely delivery platforms are fighter-bomber 
aircraft.  New Delhi also is developing ballistic missiles that will be capable of delivering a nuclear payload in the future. 

India is in the beginning stages of developing a nuclear doctrine. In August 1999, the Indian government released a proposed 
nuclear doctrine prepared by a private advisory group appointed by the government.  It stated that India will pursue a doctrine of 
credible minimum deterrence. The document states that the role of nuclear weapons is to deter the use or the threat of use of 
nuclear weapons against India, and asserts that India will pursue a policy of “retaliation only.” The draft doctrine maintains that 
India “will not be the first to initiate a nuclear strike, but will respond with punitive retaliation should deterrence fail.” The doc-
trine also reaffirms India’s pledge not to use or threaten to use nuclear weapons against states that do not possess nuclear 
weapons. It further states that India’s nuclear posture will be based on a triad of aircraft, mobile land-based systems, and sea-
based plat-forms to provide a redundant, widely dispersed, and flexible nuclear force. Decisions to authorize the use of nuclear 
weapons would be made by the Prime Minister or his “designated successor(s).” The draft doc-trine has no official standing in 
India, and the United States has urged Indian officials to distance themselves from the draft, which is nor consistent with India’s 
stated goal of a minimum nuclear deterrent.  India expressed interest in signing the CTBT, but has not done so. It has pledged not 
to conduct further nuclear tests pending entry into force of the CTBT.  Indian officials have tied signature and ratification of the 
CTBT to developing a domestic consensus on the issue. Similarly, India strongly opposed the NPT as discriminatory but it is a 
member of the IAEA. Only four of India’s 13 operational nuclear reactors currently are subject to IAEA safeguards. In June 
1998, New Delhi signed a deal with Russia to purchase two light-water reactors to be built in southern India; the reactors will be 
under facility-specific IAEA safeguards.  However, the United States has raised concerns that Russia is circumventing the 1992 
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NSG guidelines by providing NSG trigger list technology to India, which does not allow safeguards on all of its nuclear facilities. 
India has taken no steps to restrain its nuclear or missile programs. In addition, while India has agreed to enter into negotiations 
to complete a fissile material cutoff treaty, it has not agreed to refrain from producing fissile material before such a treaty would 
enter into force. 

Iran  

Although a signatory to NPT and the CTBT, Iran also is seeking fissile material and technology for weapons development 
through an elaborate system of military and civilian organizations. We believe Iran also has an organized structure dedicated to 
developing nuclear weapons by trying to establish the capability to pro-duce both plutonium and highly enriched uranium. Iran 
claims to desire the establishment of a complete nuclear fuel cycle for its civilian energy program. In that guise, it seeks to obtain 
whole facilities that could be used in numerous ways in support of efforts to produce fissile material for a nuclear weapon. The 
potential availability of black market fissile material also might provide Iran a way to acquire the fissile material necessary for a 
nuclear weapon. 

Iran’s success in achieving a nuclear capability will depend, to a large degree, on the supply policies of Russia and China or on 
Iran’s successful illicit acquisition of adequate quantities of weapons-usable fissile material. Russia is continuing work on a 
1,000-megawatt power reactor at Bushehr. Although Russian officials have provided assurances that Russian cooperation with 
Iran will be limited to the Bushehr reactor project during the period of its construction, the United States Government is aware 
that a number of Russian entities are engaged in cooperation with 

Iran that goes beyond this project. One of Iran’s primary goals is the acquisition of a heavy water-moderated, natural uranium-
fueled nuclear reactor and associated facilities suitable for the production of weapons-grade plutonium. Although Bushehr will 
fall under IAEA safeguards, Iran is using this project to seek access to more sensitive nuclear technologies from Russia and to 
develop expertise in related nuclear technologies. Any such projects will help Iran augment its nuclear technology infrastructure, 
which in turn would be useful in supporting nuclear weapons research and development. 

In the past, Chinese companies have been major suppliers of nuclear-related facilities and technology albeit under IAEA 
safeguards. China pledged in 1997 that it would not undertake any new nuclear cooperation with Iran and that it would close out 
its two existing projects –a small research reactor and a zirconium production facility, which will produce cladding for nuclear 
fuel –as soon as possible. (Neither of these two projects poses a significant proliferation concern.) China also agreed to terminate 
cooperation on a uranium conversion project. This project would have allowed Iran to produce uranium hexafluoride or uranium 
dioxide, which are the feedstock materials for the manufacture of weapons grade plutonium. In addition, China announced new 
export controls in June 1998 that cover the sale of dual-use nuclear equipment. China appears to be living up to its 1997 
commitments. 

Iraq 

Iraq has ratified the NPT. Nevertheless, before the Gulf War, Iraq had a comprehensive nuclear weapons development program 
that was focused on building an implosion-type device. The program was linked to a ballistic missile project that was the 
intended delivery system. From April 1991 to December 1998, Iraqi nuclear aspirations were held in check by IAEA/ UNSCOM 
inspections and monitoring. All known weapons-grade fissile material was removed from the country. Although Iraq claims that 
it destroyed all of the specific equipment and facilities useful for devel-oping nuclear weapons, it still retains sufficient skilled 
and experienced scientists and engineers as well as weapons design information that could allow it to restart a weapons program. 

Iraq would need five or more years and key foreign assistance to rebuild the infrastructure to enrich enough material for a nuclear 
weapon. This period would be substantially shortened should Baghdad successfully acquire fissile material from a foreign source. 

Libya 

Libya has ratified the NPT, but has not signed the CTBT and has long intended to develop or acquire nuclear weapons. Libya has 
made little progress, ho-ever, as its nuclear program lacks well-developed plans, expertise, consistent financial support, and 
adequate foreign suppliers. In the face of these difficulties, nonetheless, Libya likely will continue to try to develop a supporting 
infrastructure. Libya has a Soviet-supplied research reactor at Tajura that is under IAEA safeguards. The Russians may become 
actively involved in the modernization of the Tajura nuclear research center and, in 1999, Tripoli and Moscow resumed 
discussions on cooperation involving the Tajura reactor as well as a potential power reactor deal. Should this civil sector work 
come to fruition, Libya could gain opportunities to conduct nuclear weapons-related research and development. Libya reportedly 
also is trying to recruit foreign scientists and technicians to aid its program. 

North Korea 

The 1994 Agreed Framework between the United States and North Korea froze nuclear weapons material production at the 
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Yongbyon and Taechon facilities.  However, the United States believes North Korea pro-duced and diverted sufficient plutonium 
for at least one nuclear weapon prior to the agreement. (In any event, North Korea will have to satisfy the Interna-tional Atomic 
Energy Agency (IAEA) as to its exact plutonium holdings before key nuclear components can be delivered for the two light-
water reactors that are to be provided under the Agreed Framework.) North Korea removed spent fuel from the Yongbyon reactor 
in 1994. Had Pyongyang reprocessed the spent fuel from the Yongbyon reactor, it could have pro-duced enough plutonium for 
several nuclear weapons.  As part of the Agreed Framework, the IAEA has main-tained a continuous presence at Yongbyon, and 
IAEA personnel have monitored canning of the spent fuel from the reactor. The canning of all accessible spent fuel rods and rod 
fragments, which was carried out by a team from the United States, under the auspices of the Department of Energy (DOE), was 
completed in April 2000. The U.S. team maintains a presence at the site to continue maintenance activities.  In 1998, the United 
States became concerned about an underground construction project at Kumchang-ni, in northern North Korea. The site was 
believed to be large enough to house a plutonium production facility and possibly a reprocessing plant. Through successful 
negotiations, U.S. officials were permitted to visit the facility at Kumchang-ni in May 1999. Based on the 1999 team’s findings, 
it was concluded that the facility as then concurrently configured, was not suited to house graphite-moderated reactors or 
reprocessing operations. A second visit to Kumchang-ni was conducted in May 2000, during which the team found no evidence 
to contradict the 1999 conclusions.  In the summer of 1999, the United States dispatched former Secretary of Defense William 
Perry to consult with North Korea on key U.S. security concerns such as its nuclear and missile programs. In the North Korea 
Policy Review, Dr. Perry concluded that the nuclear freeze instituted at Yongbyon’s facilities remained in effect, although the 
U.S. remains concerned about possible continuing North Korean interest in a nuclear weapons program. Moreover, there is some 
evidence that North Korea has tried to procure technology that could have applications in its nuclear program. North Korea has 
ratified the NPT. It has not signed the Comprehensive Test Ban Treaty (CTBT).  Dr. Perry recommended that the U.S. should 
seek the complete and verifiable cessation of testing, production, and deployment of missiles exceeding the parameters of the 
MTCR, and the complete cessation of export sales of such missiles and the equipment and technology associated with them. 

Pakistan 

As a response to India’s tests, Pakistan conducted its own series of nuclear tests in May 1998. Pakistan claimed to have tested six 
devices, five on 28 May and one on 30 May. Dr. A. Q. Khan, a key figure in Pakistan’s nuclear program, claimed the five devices 
tested on 28 May were boosted fission devices: a “big bomb” and four tactical weapons of low yield that could be used on small 
missiles. He also claimed that Pakistan could conduct a fusion or thermonuclear blast if it so desired. The United States imposed 
additional sanctions against Pakistan as a result of these tests.  Pakistan has a well-developed nuclear infrastructure, including 
facilities for uranium conversion and enrichment and the infrastructure to produce nuclear weapons.  Unlike the Indian nuclear 
program, which uses plutonium for its weapons, Pakistan’s program currently is based on highly-enriched uranium. However, 
Pakistan also is developing the capability to produce plutonium for potential weapons use. An unsafe-guarded heavy-water 
research reactor built at Khushab will produce plutonium that could be reprocessed for weapons use at facilities under 
construction.  In the past, China supplied Pakistan with nuclear materials and expertise and has provided critical assistance in the 
production of Pakistan’s nuclear facilities.  Pakistan also acquired a significant amount of nuclear-related and dual-use equipment 
and materials from various sources principally in the FSU and Western Europe. Acquisition of nuclear-related goods from 
foreign sources will remain important if Pakistan chooses to continue to develop and produce more advanced nuclear weapons, 
although we expect that, with the passage of time, Pakistan will become increasingly self-sufficient. Islamabad likely will 
increase its nuclear and ballistic missile stockpiles over the next five years. 

Islamabad’s nuclear weapons are probably stored in component form. Pakistan probably could assemble the weapons fairly 
quickly and has aircraft and possibly ballistic missiles available for delivery.  Pakistan’s nuclear weapons program has long been 
dominated by the military, a dominance that likely has continued under the new military government and under Pakistan’s new 
National Command Authority (NCA), announced in February 2000. While Pakistan has yet to divulge publicly its nuclear 
doctrine, the new NCA is believed to be responsible for such doctrine, as well as nuclear research and development and wartime 
command and control. The NCA also includes two committees that advise Pakistan’s Chief Executive, General Musharraf, about 
the development and employment of nuclear weapons. 

Pakistan remains steadfast in its refusal to sign the NPT, stating that it would do so only after India joined the Treaty. 
Consequently, not all of Pakistan’s nuclear facilities are under IAEA safeguards. Pakistani officials have stated that signature of 
the CTBT is in Pakistan’s best interest, but that Pakistan will do so only after developing a domestic consensus on the issue, and 
have disavowed any connection with India’s decision. Like India, Pakistan expressed its intention to sign the CTBT, but, so far, 
has failed to do so. While Pakistan has provided assurances that it will not assemble or deploy its nuclear warheads, nor will it 
resume testing unless India does so first; it has taken no additional steps. Pakistan has agreed to enter into negotiations to 
complete a fissile material cutoff agreement, but has not agreed to refrain from producing fissile material before a cutoff treaty 
would enter into force. 

Russia 
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Moscow increasingly has stated it will rely more heavily on its nuclear forces for deterrent purposes, especially given the serious 
deterioration of their conventional forces’ capability. Russia conditionally ratified (START II) in May 2000, which, once it enters 
into force, will limit the number of operational launchers and deployed warheads to 3,000-3,500. In June 1999, former President 
Yeltsin proposed discussions with the United States for further force reductions in the context of a START III Treaty, with 
proposed force levels of 1,500-2,000. 

The Russian nuclear warhead stockpile is being reduced as a result of tactical nuclear warhead reduction initiatives, while the 
START I treaty (which entered into force in December 1994) and system aging have resulted in the reduction of deployed 
strategic warheads. In December 2000, the stockpile was estimated to be well under 25,000 warheads, a reduction of over 11,000 
warheads since eliminations began in 1992. By the end of 2010, the overall stockpile likely will be further reduced, depending on 
the economic situation in Russia, Moscow’s willingness and ability to abide by tactical nuclear warhead reduction pledges, and 
future arms control agreements. Moscow has consolidated many of its strategic and tactical warheads at central storage locations, 
and numerous warhead storage sites for holding warheads have been deactivated since the early 1990s. While this consolidation 
has improved security, current resource shortages have subjected the nuclear storage system to stresses and risks for which it was 
not designed. Indeed, warhead reductions have had the collateral effect of increasing near- to mid-term fissile material storage 
requirements, pending the long-term elimination relevant weapons-usable fissile materials. 

While Russia’s strategic nuclear forces will retain considerable capability over the next ten years and will serve as its primary 
means of deterrence, the overall force is expected to continue to decrease because of arms control, economic constraints, and 
aging equipment. Within ten years, the number of operational strategic warheads will continue to decline. At the same time, 
however, production of warheads will continue into the 21st century as new strategic missile systems are deployed and obsolete 
warheads replaced. 

For strategic delivery, Russia retains a significant strategic ballistic missile force of some 1,130 operational ICBMs and SLBMs. 
There no longer are any operationally deployed ICBMs in Ukraine, Kazakhstan, and Belarus. More than 1,250 FSU ICBMs and 
SLBMs have been removed from the overall force since 1991. This force is likely to decline further as a result of systems aging, 
chronic funding problems, and arms control agreements. On the other hand, Russia has begun deployment of a new ICBM, the 
SS-27 (TOPOL-M), and has other missiles planned for deployment in the 21st century. Russia has ratified the NPT and the 
CTBT. 

Because of economic and other difficulties facing Russia and its armed forces, tactical nuclear weapons will remain a viable 
component of its general purpose forces for at least the next decade. Russia likely believes that maintaining tactical nuclear forces 
is a less expensive way to compensate for its current problems in maintaining conventional force capabilities. In late 1991 and 
early 1992, Russia agreed in the Presidential Nuclear Initiatives to a dramatic reduction in its tactical nuclear forces, including the 
elimination of its ground-launched tactical weapons. Russia still has significant numbers and types of delivery systems capable of 
performing the tactical nuclear mission. For example, Russia continues to have large inventories of tactical SRBMs (SS-21s), 
deactivated SCUDs, and a variety of artillery capable of delivering NBC weapons. In fact, Russia employed its tactical SRBMs 
(with conventional warheads) against the Chechens in the fall of 1999. Air systems include fighter aircraft and bombers. Naval 
tactical nuclear systems include torpedoes, anti-shipping and anti-sub-marine warfare missiles, and air-launched munitions 
carried on naval aircraft. Further, Russia’s industrial base can support production of the full range of solid-and liquid-propellant 
ballistic missiles, space launch vehicles, and all associated technologies.  

In November 1993, the Russian Ministry of Defense formally dropped its wholly declaratory “no first use” of nuclear weapons 
policy. In its place, the Ministry of Defense published its Basic Provisions of the Military Doctrine of the Russian Federation, in 
which it articulated its current nuclear policy: “The Russian Federation will not employ its nuclear weapons against any state 
party to the treaty on the nonproliferation of nuclear weapons, dated 1 July 1968, which does not possess nuclear weapons except 
in the cases of (a) an armed attack against the Russian Federation, its territory, armed forces, other troops, or its allies by any 
state that is connected by an alliance agreement with a state that does not possess nuclear weapons or; (b) joint actions by such a 
state with a state possessing nuclear weapons in the carrying out or in support of any invasion or armed attack upon the Russian 
Federation, its territory, armed forces, other troops, or its allies.” 

The current Russian doctrine and strategy involving the use of nuclear weapons, reiterated in October 1999, states that “the 
possibility of the use of nuclear weapons has not been excluded if the situation deteriorates during the course of conventional 
war.” A revised version of this document was approved by then-Acting President Putin in January 2000, which further lowers the 
threshold for nuclear use in order to protect Russia’s national interests and territorial integrity; it states: “The application of all 
forces and means, including nuclear weapons, if necessary to repel armed aggression, if all other measures for resolving the crisis 
situation have been exhausted or proven ineffective.” In April 2000, the Russians elaborated on this threshold, stating that “the 
Russian Federation retains the right to use nuclear weapons in response to the use of nuclear weapons, or other types of weapons 
of mass destruction against itself or its allies, and also in response to large scale aggression with the use conventional weapons in 
situations critical to the national  security of the Russian Federation.” 
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Syria 

Syria is not pursuing the development of nuclear weapons. However, it retains an interest in nuclear technology and has a small 
Chinese-supplied research reactor, which is under IAEA safeguards. In addition, in May 1999, Syria signed a broad nuclear 
cooperation agreement with Russia, which includes the construction of a small light-water research reactor, which will be subject 
to IAEA safeguards. Syria currently lacks the infrastructure and trained personnel to establish a nuclear weapons program. Syria 
has ratified the NPT, but has not signed the CTBT. 

Source: Adapted by Anthony H. Cordesman from Department of Defense, Proliferation and Response, January 2001 



CSIS  Homeland Defense: Asymmetric Warfare & Terrorism      10/17/01                                            Page  

 

Copyright CSIS, all rights reserved. 

169 

 

 

Table 4.10 

The Thermal and Blast Effects of Nuclear Weapons - Part One: The US Department of Defense 
Estimates 

Radii of Effects in Kilometers versus Weapons Yield 
                      Effect                                                           1 KT     20 KT      100 KT   1 MT     10 MT 
 
Nuclear Radiation (1,000 cGY or lethal dose in open) 0.71 1.3 1.6 2.3 3.7 
Blast: 50% incidence of translation with subsequent impact on a 
Non-yielding surface 0.28 1.0 1.4 3.8 11.7 
Thermal: 50% incidence of 2nd degree burns to bare skin,  
Kilometer visibility 0.77 1.8 3.2 4.8 14.5 
Duration of Thermal Pulse in Seconds 0.12 0.32 0.9 2.4 6.4 
 
Ranges in Kilometers for Probabilities of Flying Debris 
 
                       Yield in KT                                                           Probability of Serious Injury 
                                                                                           1%                 50%                     99% 
 1 0.28 0.22 0.17 
 10 0.73 0.57 0.44 
 20 0.98 0.76 0.58 
 50 1.4 1.1 0.84 
 100 1.9 1.5 1.1 
 200 2.5 1.9 1.5 
 500 3.6 2.7 2.1 
 1000 4.8 3.6 2.7 
 
Ranges in Kilometers for Translational (Blast) Injuries 
 
Yield in KT     Range for Probability Blunt Injuries & Fractures    Range for Probable Fatal Injuries                                                         
                             -1%              50%                    99%             -1%                       50%                                        
 1 0.38 0.27 0.19 0.27 0.19   
 10 1.0 0.75 0.53 0.75 0.53 
 20 1.3 0.99 0.71 0.99 0.71 
 50 1.9 1.4 1.0 1.4 1.0 
 100 2.5 1.9 1.4 1.9 1.4 
 200 3.2 2.5 1.9 2.5 1.9 
 500 4.6 3.6 2.7 3.6 2.7  
 1000 5.9 4.8 3.6 4.8 3.6 
 
Source: Adapted from Table 2-1 and Table 2-7 of FM 8-10-7 and Table IV of FM-8-9, Part I, and USACHPPM, The 
Medical NBC Battlebook, USACHPPM Technical Guide 244, pp. 2-2 and 2-3. 
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Table 4.10 

The Thermal and Blast Effects of Nuclear Weapons - Part Two: The British RUSI Estimates 

Radius of Effect in Kilometers 

 
   Yield  in                     Metals           Metals          Wood           3rd           5 psi/          3 psi 
    Kilotons                    Vaporize         Melt   Burns         Degree      160 mph     116 mph 
                                                                                             Burns         Winds      Winds 
 
 10 0.337 0.675 1.3 1.9 1.3 1.6 
 
 20 0.477 0.954 1.9 2.7 1.6 2.0 
 
 50 0.754 1.5 3.0 4.3 2.0 2.7 
 
 100 1.0 2.0 4.3 5.7 2.7 3.5 
 
 200 1.5 2.8 5.7 8.0 3.5 4.5 
 
Impact of Killing Effects by Yield 
 
Cause                            Effect                                                      Radius in Nautical Miles 
                                                                                                 40 KT          170 KT      1MT 
Overpressure Lethality threshold 0.1 0.15 0.25 
(crushing) Severe lung damage 0.7 1.1 2.1 
 Broken eardrums 0.3 0.5 0.8 
Translation Personnel in open (1%) 0.9 1.6 3.3 
 Personnel near structures (1%) 1.0 1.9 3.8  
 Personnel near structures (50%) 0.6 1.0 2.1 
Thermal Third degree burn – 100% 1.5 2.6 5.2 
 No burns – 100% 2.8 4.8 8.7 
 Retinal burn – daytime safe distance 20.0 23.0 25.0 
Radiation Lethal does (1,000 rads) 0.7 0.8 0.9 
 No immediate harm (100 rads or less) 1.0 1.1 1.2 
 
 
Source: Adapted by Anthony H. Cordesman from the Royal United Services Institute, Nuclear Attack: Civil Defense, 
London, RUSI/Brassey's, 1982, pp. 30-36; and Office of Technology Assessment, “The Effects of Nuclear War,” 
Washington, US Congress, OTA-NS-89, May 1979, pp. 43-46. 
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Chart 4.4 
 

The Nominal Lethality of Different Nuclear Weapons 
(Seriousness of Effect in Kilometers as a Function of Yield) 
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 Source: Adapted by Anthony H. Cordesman from the Royal United Services Institute, Nuclear Attack: Civil 
Defense, London, RUSI/Brassey's, 1982, pp. 30-36 
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Chart 4.5 
 

The Relative Killing Effect of Chemical vs. Biological vs. Nuclear Weapons  
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 Source: Adapted by Anthony H. Cordesman from Victor A. Utgoff, The Challenge of Chemical Weapons, New York, St. 
Martin's, 1991, pp. 238-242 and Office of Technology Assessment, Proliferation of Weapons of Mass Destruction: Assessing the 
Risks, U.S. Congress OTA-ISC-559, Washington, August, 1993, pp. 56-57. 
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Threat Assessment and Prioritization  
It would be nice to be able predict the future, although the success of Cassandra’s efforts 

provides several thousand years worth of warning that accurate prediction of the threat is useless 

unless it results in firm and decisive action. At this point in time, however, the situation far too 

volatile to predict the form such threats will take, or even whether they will create a future in 

which the threat of covert attacks by state actors, their proxies, or independent extremists and 

terrorists is so serious that it requires a massive Homeland defense effort. The range and means 

of attacks is so broad and complex that it is not possible to choose one end of the spectrum and 

say that it should have priority. Low to moderate level terrorist attacks, using conventional 

explosives or limited amount of chemical weapons, are certainly more likely on a day-to-day 

basis. The is little about recent history, however, that says asymmetric warfare is unlikely to have 

a growing probability in the future, or that the sudden and “irrational” escalation of conflicts 

does not take place in spite of the costs and risks to the escalator. It is also clear that new patterns 

of threat can emerge over the five year period used in planning program budgets, and are likely 

to emerge over the twenty year period sometimes used in planning R&D programs, 

Put simply, there is no way to prioritize which method of CBRN attack will be used in 

the future, if any. Choosing a given mix of threats and methods of attack at this point in time is 

simply guesswork. In fact, it is difficult to assign any clear priority to attacks on US citizens 

versus attacks on US facilities or agriculture. It is certainly true that the US is more likely to 

experience limited than mass attacks, but mass attacks by definition are far more lethal. There 

are many tactical and technical reasons that biological attacks could become a method of choice, 

but there is no evidence as yet that they will be. There seems to be a high level of deterrence of 

nuclear attacks by states, but the US is embarked on a massive missile defense effort because 

such deterrence may fail, and covert or proxy attacks with nuclear or highly lethal biological 

weapons offer a number of advantages over missile attacks.  
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At the same time, the previous analysis of possible threats, methods of attack, and the 

evolving technologies involved, indicates that the US cannot prudently ignore the risk that 

CBRN weapons will be used against the American homeland in the future. In fact, that there are 

no technical barriers to such use in the near term. Leaving a power vacuum in terms of credible 

deterrence and retaliation, active detection and defense within US territory, and effective 

response measures will create an open invitation to strike at the US homeland in an era where 

asymmetric warfare is the only counter that most of America's enemies have to its conventional 

military power. It also risks making the US homeland a hostage to the threat of such attacks 

when enemies attack our friends and allies.  
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Workgroup, April 21, 2000 / 49(RR04);1-14, http://www.cdc.gov/epo/mmwr/preview/mmwrhtml/rr4904a1.html. 
21 See USACHPPM, The Medical NBC Battlebook, USACHPPM Technical Guide 244, pp.  5-43 to 5-54. 
22 John V. Parachini, “The World Trade Center Bombers (1993),” in Jonathan B. Tucker, ed, Toxic Terror, Assessing Terrorist Use 
of Chemical and Biological Weapons, Cambridge, Belfer Center for Scientific and International Affairs, 2000, pp. 185-207. 
23 The US Department of Defense defines the technical risk posed by chemical weapons as: 
Chemical weapons (CW) are compounds used in military operations or as terrorist weapons to kill, incapacitate, or seriously injure 
personnel through their chemical properties. Most CW agents useful as military weapons are not gases, although poison gas is a 
term commonly used. While chlorine gas was used in World War I, most agents are liquids, which facilitate munitions loading and 
contribute to stability in storage and transportation. When employed, these liquids are dispersed as droplets. These droplets can 
either penetrate the skin or vaporize and become a respiration hazard.  
Chemical agents are either persistent or nonpersistent. Persistent agents may last from hours to days. Nonpersistent agents last 
minutes to hours. Agents can be lethal or non-lethal. The effects induced can include blistering, choking, blocking the ability of 
body tissue to absorb oxygen, convulsions, and paralysis. Reports indicate that the 1995 Japanese subway incident involved Sarin, 
an agent that attacks the nervous system.  
The precursor chemicals and intermediate stages in the production process for two classical CW agents, nerve and blister agents, 
have both agricultural and industrial uses. For example, Thiodiglycol, which has been used to produce ball-point pen ink, can be 
converted to mustard agent by a simple (single) chlorination step. The technology and most of the production equipment, moreover, 
even the military hardware necessary for delivery and dissemination, are dual-use. Detection and discrimination between legitimate 
and illegal production are difficult. Facilities producing pesticides, insecticides, and fire retardant chemicals could be converted to 
CW production. There are strong external similarities between civilian and military facilities, although the latter may have 
observable security measures such as restricted access areas and fences, and possibly storage areas used for chemical munitions. 
Knowledgeable personnel are readily available; a relatively small number of chemical engineers and technicians are needed for 
production of chemical weapons.  
CW THREATS DURING THE GULF WAR 
"While the defensive capabilities of U.S. and other Coalition forces improved rapidly, CW/BW defensive readiness at the outset of 
the crisis was quite low. Coalition forces embarked on extraordinary measures to correct these weaknesses, largely by building up 
the preparedness of individuals to protect themselves in the event of CW/BW attack. On balance, these gains did lead to a 
significant potential for U.S. forces to operate on a contaminated battlefield. While the outcome would have been unaffected, the 
tempo of the Operation Desert Storm campaign could have been hindered had U.S. troops been forced to remain fully protected by 
masks and suits. Temperatures during Operation Desert Storm were comparatively cool; data indicate that risks of heat exhaustion 
would have been sharply higher in the summer, making protracted use of personal protective gear impractical. Studies have also 
shown that protective equipment dramatically impedes crew performance. The masks hinder communications, and the suits impair 
the ability to operate equipment. High-speed combat requiring close coordination between crews manning complex systems 
becomes quite difficult. 
THE IRAQI THREAT. Iraq had developed a substantial CW capability including research and development facilities; stockpiles of 
CW munitions; a variety of delivery systems; and the doctrine and training to employ integrated CW and conventional fire 
effectively on the battlefield. Iraq was the first nation to use nerve agents on the battlefield -- attacking unprepared Iranian troops in 
1984. By 1990, Iraq had the largest CW agent production capability in the Third World, annually producing thousands of tons of 
blister and nerve agents..." 
Source: Conduct of the Persian Gulf War, p. 640. 
CW-suitable dual-use delivery systems are readily available ranging from SCUD missiles and unmanned aerial vehicles to 
sophisticated cruise and ballistic missiles. If need be, crop duster aircraft and simple spray generators can be readily adapted for 
delivery of a variety of agents. The quantities of chemical agent required are relatively small when compared to industrial 
production of similar commercial chemicals, which poses significant problems for detection. The low technology required lends 
itself to proliferation and even potential terrorist use. Terrorists could employ CW agents in a variety of means utilizing simple 
containers such as glass bottles, commercial compressed gas bottles, or propane tanks.  
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Military Significance  
Chemical weapons are the only NBC munitions that have been used in post-World War II large-scale conflicts, most recently during 
the Iran-Iraq war. Consequently, there is cause for concern that proliferators may perceive that international responses (ranging 
from sanctions to military action) are less likely, given the use of CW.  
CW impacts military operations in a number of ways. Large numbers of people (combatants and civilians) can be killed if suitable 
protective equipment or shelters are not available and properly utilized. There may be large numbers of nonfatal casualties. This 
was the characteristic experience when CW was employed during World War I. The volume of injured personnel can overwhelm 
the military medical evacuation and treatment system, impacting operations.  
If CW employment is anticipated, forces are required to operate in protective ensembles that degrade operational performance, 
especially under adverse climatic conditions. Even though forces using appropriate protective equipment may be immune to CW 
effects, their ability to accomplish tasks is greatly reduced. Furthermore, equipment, facilities, and territory are contaminated. This 
impacts the ability of forces to maneuver. It also can have a major effect on ports, airfields, and other essential facilities that support 
operations.  
Once CW use occurs, decontamination operations are required. These operations can be time-consuming. They may require forces 
to be diverted from other missions. In some instances, current technology decontamination equipment damages equipment. Perhaps 
most significantly, psychological effects impacting the ability of personnel to perform their missions can occur.  
CW employment involves a number of factors, including agent type; the dissemination method (and its dispersion efficiency); 
droplet size; and meteorological conditions, including temperature, wind speed and direction, and inversion conditions. Agent 
dispersion can be very dependent on environmental factors, such as wind direction and speed.  
Chemical agents can be used as limited area effects (battlefield) or large area effects weapons, to include areas with civilian 
populations. Unlike nuclear or biological weapons (BW), effective chemical agent attacks sometimes require significant numbers of 
munitions to achieve large area coverage. This can be an advantage in some situations since it means that the consequences of CW 
use are more predictable and hence more readily integrated into war plans. 
(http://www.defenselink.mil/pubs/prolif/access_tech.html) 
24 See Center for Counterproliferation Research, “The Effects of Chemical and Biological Weapons on Operations, What We Know 
and Don’t Know,” National Defense University, February 1997; P2NBC2 Report No. 90-1, Physiological and Psychological Effects 
on NBC Environment and Sustained Operations on Systems in Combat, P2NBC2 Test Reports, “Program Overview,” US Army  
Chemical School, Ft. McClellan, Alabama, January 4, 1990, CB – 013725.0; P2NBC2 Report No. 90-2, Physiological and 
Psychological Effects of NBC Environment and Sustained Operations on Systems in combat, P2NBC2 Test Reports, “Program 
Overview,” US Army Chemical School, F. McClellan, Alabama, January 4, 1990, CB – 013726; P2NBC2., Physiological and 
Psychological Effects of NBC Environment and Sustained Operations on Systems in combat, P2NBC2 Test Reports, “Program 
Wrap-Up, Annotated List of Findings,” US Army Chemical School, Ft. McClellan, Alabama, January 1995, EAI Report 69-
2/95/002F; John A Mojecki, “Combined Arms in a Nuclear/Chemical Environment (CANEn), Phase IIA; Summary Evaluation,” 
ORI, Inc. for Commandant,” US Army Chemical School, Ft. McClellan, Alabama, May 31, 1987.  
25 The USACHPPM, The Medical NBC Battlebook, USACHPPM Technical Guide 244, is very cautious about estimating lethality, 
and confines its estimates to limited data on exposed troops and civilian hazard prediction methods. (see pp. 5-7 to 5-12. Also see 
Field Manual 3-7 and JP 3-11(Draft). 
26 See pages 27-28 of the report. Also Wayman C. Mullins, “An Overview and Analysis of Nuclear, Biological, and Chemical 
Terrorism: The Weapons, Strategies and Solutions to a Growing Problem,” American Journal of Criminal Justice, Vol.16, No. 2 
(1992), pp. 108–109. The model used for these calculations is known as VLSTRACK 3.0, and was developed by the Dahlgren 
Division, Naval SurfaceWarfare Center, Dahlgren, Virginia.  
27 The USACHPPM, The Medical NBC Battlebook, USACHPPM Technical Guide 244, p. 5-21. 
28 The USACHPPM, The Medical NBC Battlebook, USACHPPM Technical Guide 244, pp. 5-8 to 5-25. 
29 The data on World War I are limited and can be interpreted in many ways, particularly since well planned delivery generally only 
occurred after the force being attack was equipped with gas masks and changes had taken place in field medical treatment. The 
author talked extensively to Iraqi field commanders during the Iran-Iraq War, visited some battlefields where chemical weapons 
were used, and discussed these issues with Western intelligence analysts who attempted to characterize the results of such attacks 
using limited data. In general, the operational lethality was limited, although the use of chemical weapons seems to have had a 
major impact on Iranian tactical behavior after early 1997. 
30 For a good technical summary of the issues involved in making such weapons, see Office of Technology Assessment, 
“Background Paper: Technologies Underlying Weapons of Mass Destruction,” Washington, US Congress, OTA-BP-ISC-115, 
December 1993. 
31 First Annual Report of the Advisory Panel to Assess Domestic Response Capabilities for Terrorism Involving Weapons of Mass 
Destruction, “Assessing the Threat,” December 15, 1999, www.rand.org/organization/nsrd/terrpanel, Pp. 91-94. 
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