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t rends  all  point  to wa rds  an  increased  risk  of
b i o te rrorism. C ontinued ad vances i n b iologica l
and  other  technologies  have  put  much  of  the
bioweapons  ca p ab i l i ty  that  once  re q u i red  the
re s o u rces  of  a  state  within  the  reach  of  non- s t a te
a c to r s. Mo re o v e r,  most  of  the  necessary  te c h n o l-
o g y,  materials  and  skills  are  “d u a l-u s e ”.  They
h ave  legitimate  applications  in  fighting  disease,
i m p roving  the  quality  of  life,  raising  living  stan-
d a rds  and  gaining  a  better  understanding  of  the
n a t u ral  world  and  ourselves.   
In  the  past,  it  was  thought  that  te rro r i s t s’  aim

was  exactly  that:  to  inspire  te rro r,  usually  by
striking  civilians  unexpecte dl y,  but  in  small  num-
b e r s.  No w,  however,  it  is  clear  that  a  new  type  of
te rrorist  seeks  to  inflict  mass  murd e r.  We  know
that  te rrorist  organizations  such  as  al-Q a e d a
h ave  studied  biological  weapons  that  can  infl i c t

t  is  difficult  to  prove  how  serious  the  threat
from  bioterrorism  is.  True,  several  nations’
bioweapons  pro g rammes  demonstra te d ,
long  ago,  that  bacteria  and  viruses  can  kill
over  large  areas  and  place  many  thousands  of
lives  at  risk  (see  table).  However,  producing
biological  weapons  agents  and  disseminat-
ing  them  effectively  is  not  easy.  It  requires
e x p e rtise,  acc e ss to  pathogens  (from  natura l

s o u rces  or  lab o ra to r i e s ),  specialized  equipment
and  experimentation.  Bioweapons  have  rarely
been  used  by  terrorists,  certainly  not  with  the
d e a dly  effects  of  which  these  weapons  are  ca p a-
ble.  So  the  bioterror  threat  has  tended  to  play
s e c o n d-  fiddle  to  the  histo r i ca ll y-e s t ab l i s h e d
threat  of  epidemics  and  state-sponsored  bio-
logical weapons programmes.
Un fo rt u n a te l y,  te c h n o l o g i cal  and  politica l
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Even  after  ge tting  policymake r s’  atte n t i o n
on  the  risks  of  bioterrorism vis-à-vis other bio-
logical  threats,  there  are  a  host  of  other  chal-
lenges  in  countering  it.  First,  the  pervasively
dual-use  nature  of  biotechnology  means  that
m e a s u res  designed  to  impede  biologica l
weapons  development  will  also  affect  a  wide
range  of  legitimate  activities. Moreover,  scien-
tific  and  technical  advances  –  even  (or  espe-
cially)  ones  deriving  from  biodefence  research
–  can  expand  the  knowledge  and  skills  base
from which  future weaponeers might  draw.

Po l i cy challenge s
Traditional  inte ll i ge n c e-gathering  is  not  well
s u i ted  to  bioweapons-re l a ted  activ i t i e s.  These
h ave  a  very  small  “s i g n a t u re”  and  are  difficult  to
distinguish  from  the  vast,  diverse  and  constant-
l y- g rowing  sea  of  legitimate  biote c h n o l o g y.  Ev e n
if  to d ay’s  inte ll i gence  were  perfect,  it  would  not
be  good  enough.  Ce rtain  counte r m e a s u res  will
h ave  long  lead  times,  and  so  we  must  pre p a re
to d ay for  threats  well  into  the  future.   
Our  problem  is  that  it  is  simply  much  easier  to

a ttack  than  to  defend.  A  defender  must  anticipate
a  vast r a n ge  of c onceivable a ttacks  whereas  the
a tt a c ker  need  only  select  and  accomplish  one.
Fu rt h e r m o re,  defe n s ive a ctions mu st b e imp le-
m e n ted  within  an  exte n s ive  re g u l a tory  fra m e-
work  to  ensure  safe ty  and  eff i ca c y.   These
s t r i c t u res  do  not  fe tter  att a c ke r s, who  do  not
w o rry  about  legal  compliance  and  who  may  not
ca re  about  their  own  safe ty.
G iven  the  div e r s i ty  of  potential  biologica l

a tt a c k s,  any  single  response  can  add re ss,  at
best,  a  part  of  the  problem  –  and,  given  the
c o m p l i cations  above,  incompletely  at  that.  A
concerted  and  coordinated  web  of  actions  will
be  needed  to  counter  te rrorist  and  national
activities  to  develop,  acquire and use effective-
ly  biological  weapons.  Traditional  arms  con-
trol, nonproliferation  and military  approaches
s t i ll  have  a  role,  but  they  are  increasingly  unab l e
to  cope  with  changing  te c h n o l o g i e s,  thre a t s
and  times.  A  new  stra tegic  approach  is  needed.

A l l - i n c l u s i ve approa c h
The  US-based  Center  for  Strategic  and  Inter-
national  Studies  is  studying  how  biologica l
t h reats  can  be  reduced  by  taking  an  all-i n c l u s iv e
approach  that  is  comprehensive,  international
and  interdisciplinary.
We  look  at  all  stages  of  a  possible  bioweapons

the  kind  of  indiscriminate  mass  casualties  these
g roups  seem  to  want.  One  might  wonder  why  we
h ave  not  yet  suffe red  a  major  biological  att a c k .
Maybe  not  enough  of  to d ay’s  te rrorists  have  stud-
ied  biology.  Fu t u re  te rrorists  may  do  so  –  and  their
biology  classes  will  be  more  potent  than  to d ay’s.
In s tead  of  debating  whether  te rrorists  who

a re  comfo rt able  with  bombs,  guns  and  suicide
belts  will  succeed  at  mastering  biology,  we
should  recognize  that,  over  time,  the  legitimate
a p p l i cations  of  biology  and  biotechnology  will
c re a  te  an  ever- g rowing  global  workfo rce  that
w i ll  already  have  maste red  those  skill s.  Ho w
confident  can  we  be  that  none  of  these  will  sy m-
pathize  with  or  become  re c r u i ted  by  groups  or
i n d ividuals  seeking  to  inflict  widespread  harm?
Biologists  becoming  te rrorists  pose  a  gre a te r
c h a ll e n ge  than  te rrorists  becoming  biologists.

Other biological risks
B i o te rrorism,  of  course,  is  not  the  only  source  of
b i o l o g i cal  risk.  Tra d i t i o n a ll y,  a  key  worry  has
been  state  biological  weapons  pro g ra m m e s.  The
B i o l o g i cal Weapons  Co nvention,  signed  in  197 2 ,
banned  the  development,  production  and  sto c k-
piling  of  biological  weapons  (their  use  had  been
p ro h i b i ted si nce 1 9 2 5 ).  Ho w e v e r, th e  Am e r i ca n
government  re c kons  that  several  countries  –
including  No rth  Ko rea,  Iran,  Ru ssia  and  China  –
maintain  elements  of  an  offe n s ive  biologica l
weapons  pro g ra m m e .
It  is  not  only  evil  people  who  can  wreak  bio-

l o g i cal  havoc.  Na t u ra ll y-o cc u rring  infectious  dis-
eases  kill  more  than  13  million  each  year.  The
c u m u l a t ive  to ll  from  AIDS  exceeds  25  million,  and
t h e re  are  worries  that  bird  flu  could  kill  on  the
s cale  of  the  1918  flu  epidemic,  which  claimed  50
m i llion  victims.  In c reasing  global  travel  and
g rowing  population  densities  mean  such  dis-
eases  can  spread  more  quickly  than  ever  befo re .
F i n a ll y,  more  re s e a rch  and  evaluation  facilities

–  including,  but  not  re s t r i c ted  to,  those  working
on  biodefence  –  are  handling  dange ro u s
p a t h o ge n s,  so  the  chances  of  a  pathogen  esca p-
ing a re i ncreasing  too. T he mou nting sc ientific
and  commercial  applications  of  micro o rg a n i s m s
i n c rease  the  odds  of  their  being  used  in  ways  that
might  have  unfo reseen  adverse  consequences.
Some  measures  that  we  are  taking  to  counte r,

m i t i g a te  or  respond  to  biote rrorism,  such  as
i m p roved  disease-t racking  effo  rts and  pre p a ra-
tions  to  add re ss  mass  ca s u a l t i e s,  will  also  add re ss
these  other  thre a t s. But  there  are  some  thre a t s
that  need  a  more  tailored  re s p o n s e .

a ttack,  aiming  to  frustra te  them  with  “the  fo u r
Ds”:  dissuading  potential  att a c kers  and  their
u nw i tting  accomplices  by  means  such  as  codes  of
conduct  for  scientists  and  the  criminalization  of
w e a p o n-re l a ted  activities;  denying  weapons  pro-
g rammes  acc e ss  to  materials  and  expertise,  fo r
example,  by  tightening  security  at  facilities  hous-
ing  dange rous  pathogens;  detecting  illicit  pro-
g ra m m e s,  perhaps  by  alerting  scientists  to  be
s e n s i t ive  to th e  possible  misuse  of b iology; a nd
d e fending  against  or  managing  the  consequences
of  an  attack,  such  as  through  improved  epidemi-
o l o g i cal  surveillance  sys tems  and  development  of
b ro a d-spectrum  therapeutics  (single  pro d u c t s
that  can  each  counter  a  wide  ra n ge  of  diseases). 
G iven  our  global  tra n s p o rtation  sys tems  and

i n te r l i n ked e conomies,  all  of  our fa tes  are  inte r-
twined.  A  group  based  in  one  location  can  acquire
re s o u rces  in  a  second  location  to mount  attacks  in
a  third  –  attacks  that  can  spread  to  many  countries
and  that  will  have  ra m i f i cations  in  many  more .
That  is  why  we  are  developing  an  inte r n a t i o n a l
p ro g ramme  through  which  we  hope  to  give  all
nations  a  stake  in  biological  threat  reduction. 

Working toge t h e r
We  are  bringing  a  ra n ge  of  pro fe ssions  to ge t h e r
to  take  concerted  action  against  biologica l
weapons  thre a t s.  Traditional  military  and  diplo-
matic  approaches  must  be  supplemented  by  new
p a rtnerships  among  the  international  scientific,
public  health,  medical  and  law  enfo rcement  com-
m u n i t i e s,  local  go v e r n m e n t s,  priva te  industry
and  others  –  communities  that  have  diffe rent  va l-
u e s,  objectiv e s,  modes  of  behaviour  and  even
l a n g u a ge s.  The  delibera te  use  of  disease  for  harm
can  simultaneously  be  a  public  health  emer-
ge n c y,  a  crime,  an  act  of  agg re ssion  and  the
object  of  scientific  investigation  –  and  it  will
p resent  each  community  that  deals  with  these
p roblems  with  a  chall e n ge  that  is  familiar  in
some  ways  but  novel  in  others.  Co u n tering  such
acts  will  re q u i re  engagement  and  part n e r s h i p.
The  arsenal  of  policy  tools  described  ab o v e

w i ll  raise  barriers  to  bioweapons,  port ray i n g
them  as  unatt ra c t ive,  difficult  to  develop  covert-
ly  and  unlikely  to  attain  their  users’  desired  con-
s e q u e n c e s.   Ho w e v e r,  we  cannot  achieve
p e r fection.  There fo re,  we  must  react  to  biologica l
a ttacks  that may  take  place  –  in  ways  that  do  not
c re a te l evels o f s ocial di sruption th at th e i nitial
act  was  unable  to  achieve.  Our  reaction  must
d i s c o u ra ge,  rather  than  encoura ge,  att a c k s.  GA
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Th reat M o rta l i ty rate Can sprea d
(u nt reate d ) p e rso n - to - p e rso n

B a c te r i a
A nt h ra x h i g h n o
Pl a g u e h i g h yes
Tu l a re m i a 35 % n o
Vi r u ses
S m a l l p ox 3 0 % yes
E b o l a h i g h yes
Tox i n s ( p o i sonous substa n ces pro d u ced by
living orga n i s m s)
B otu l i n u m h i g h n o
R i c i n h i g h n o
Source: US Army
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