( :S IS CENTER FOR STRATEGIC B
| INTERNATIONAL STUDIES

Authentication 2.0 - New Opportunitiesfor
Online Identification

JamesA. Lewis

Center for Strategic and I nternational
Studies

January 2008



Executive Summary: Authentication 2.0 - New Opportunitiesfor Online Identification

Digital networksoffer peoplenewopportunties. Takingadvaitageof theseoppotunities,
however,will dependonwhetherwe canimproveour ability to authentcate idertity online.
Weakauthenication distortssocialinteracions, security, and busnhessonthe Net. Without
better authentication, we will forgo manyopportuniies andthe Netwill remain a placethatholds
considerabe risk.

Authenticaion techrologiesthatcancreatedigital credentalstha aresecure,but not necessarily
trustwortly. Thisanomalyexplainshow we endeal up wherewe aretoday—in a situationwhere
we havevery strongcredentialghatarenotwidely trustedand therdore notwidely used. The
problem— andthe solution—to authenticion do notlie with technology. Better authentiation
requiresexpandingrust,buttrustis in shortsupplyonthe Interng¢. Changngthisrequires
answersto threequestions

» How dowe build trustandmanageisk andunceriinty in authenicating digital identities?

* How dowe increasenteroperabity amongautononousandheterogerousauthentication
systams?

* How dowe adaptpaperidentity procesesto digital andnetworked applications?

Authenticaion onlineinvolvesseverakteys. A personor devie sendsanothermersonor device
an electronicimpulseoveranetwork. Thisimpulserepresentsonesand zeros- the basisof
digital communcations. Anothercompuer receives the onesandzeros and translategheminto
an assetion aboutthesender’sdentity. Whatis being sentis notan idenity, but digital
informationrelating to identity, justasyour driver’s licenseis not your idenity butadocument
thatprovides informationaboutyouridentity. Therecipientof the packaye of onesandzeros
thenhasto decidewhetherandhow much they trug this digital assetion. A smallpartof this
decisionlies with technology- whetherthe bits havebeentamperal with duringtransnission—
but mostof it relatesto whatlies behindthem, the proaesss thatlink thedigital assetion of
idertity (whichwe cancall acrecential)to aperson.

Pemle oftenasserthattheyhavemorethan oneidenity, or thattheiridentity hasmanydifferent
aspects.Forauthenticatiorpurpo®gs,whattheyusually mean when theysaytheyhavemultiple
idertitiesis tha theyusemorethanonename theychooseo usea collection of alternative
namesor pseudonymsgachof which canbe assocatedwith a different setof attributesor used
for differenttransactions But whenit comesto importanttransaabns— applying for a passport,
getting amortgage,or incorporatinga company- transa&tionsthatinvolveslarge amountsof
moneyor risk—thesemultiple identitiesfadeaway. Authenticationin thesecasesanustbebased
on the primaryidentity asociatedoy governnerts to a person’sphysicalbody,andthe
trustworthines®f a credentiais determinedy the strengthof its links to this primary identity.

In anidealworld, onlineauthenticatiorwould be as seantess,invisible, andeasyto useasthe
ability of onecomputerto connectwith anyotha compueronthelnternet A world whereeach
transactiomeeddts own credentialould be unwieldy at best. Thefirst daysof credit cadsare
an exampleof thiskind of world. Storesandrestaurans eachissuedher own card. Thesecards
wereunusablet otherstoresor restaurants Eachissuing storeor restaurat hadto carty the



costsof managng thesygem. Thesinglecard systen was inefficient for issuersuses, and
receving paries. Unfortunately thisis how online authenticaion nowworks.

Thelack of interoperabilityis not theresultof technologicd problems. It resuls from thelack of
structureard rules. Heterogeneoutechnologescanwork togetherwhen therulesfor shaed
operationsaredefined (astheInternetitsdf demastates). Thereis atime-testedwayto get
multiple, independen&andhetergeneousystensto work togethe to acheveacommon
purpose. Thisis to federate.

A federatedapproacho authenticatioomeansdeveloping a conmonse of rules thatallow
idertities issuedby differentprocesesandplacesto berecognizdandtreaedequally. Rules
for afederdedappoachto authenticatia will neel to estdlish a baseine for enrollment,
verification, andrevocatiorfor differentclasse®f digital idenifiers. While theproceduesused
by different authenication systemsnaydiffer, the outcome wil | neal to bethesame. Rules
alsohavearchiecturalimplications. Rulesfor how federaed sysemswill sharenformationfor
participationandfor liability will shapeherelationshpsamongauthentication systems Some
of theseruleswill bespecificto authenticabn andcontolled by the fedeation; otherrules
governingliability, civil liberties or privacywill belongto boththe federaton andto thelarger
civil society.

Federationis movingto centerstagebecaisetherearemany authetication systemsmergingn
both the public andprivatesectors Nationallaws andculture shapethesedifferentinitiatives,

but thetrendisto providedigital, networkedcredentals. No singlesysemwil| work for all
transactionsnor will consumersndcitizenswantsuchanidentty sysem. Individuals,agencies,
and companiesvill wantto be ableto usemultiple credentials thatprovide differentdegeesof
liability andtrust. Participationwill be mandaory in somesystens and voluntay in othes.

Identity andauthenticationdo not happenn isolation. Theyrequre context andrelationships,
and aweb of interactionsamorg manyparticipants. Technolog/ alone cannotsupplycontext
and relationship. These mustbeasemblal from arangeof differentinteracions, eachof which
providesa pieceof authenticateddentity. The pieces neededfor beter authentcationare
present in away thatwasnottrueadecadeago. Trial and errorhashelpedto identify crucial
obstaclesandsuggestthe meandn which theycanbe overame,including the developnentof
new technologiesthatoffer greatercontrol of informaion andenableapproachsto
authenticaton thatno longerassumehatthe samesolution is nealedfor every transacton.
Whatwe lackis the policy frameworkto join thesepiecesinto trustworhy onlineidentity
systemsthatwil| win wide acceptane. Theseframeavorkswill appeareventualy, butwe can
accelerategheir appearace (andthe berefits theywill bring) by articulaing avisionof what
authenticaton and identitywill look like, whatneedsto be doneto adchieveit, and whois best
suitedto dothis. All of thosewho havea stakein authentication of onlineidenity will needto
play apart,or to berepresenteth the efforts to designeffedive policy frameworks.

Authenticaion 2.0tell s how newinitiatives,newtedinologies,andnew rulescanprovidethese
answers It discusseauthenticatioflundanentak andhistoryandidentfies key problems. It

laysout the component®f authenticatia: asserion of identty; verification of thatassetion and
interoperabiity of assertiongndcredentals— notjusttechntcal interopeability butanability to



exchangdrustovercomputemetworks. It thenT focusesoninteroperabiity and ‘f ederation-
whatto dowhenthereis no single overarting identity systemor authenication technologyand
how to getthe ‘sodal contract'neededor trustvorthy online identty. It descrbesthenew
technologis, initiatives,andregulationghat give countries a beter charce of fixing theonline
idertity problem. Bettergovernmenhrecordsandcredentalsareanessatia elementof this.
Digital authentication will requiregovemmens to improvetheir proceessedgor issuingbirth
certificates,socialservicenumbersor driver’s licenses.Governnentsandthe privatesectorwill
needto decice howto useexistingidentity processs for digital idenity and whetherto seek
legislation or otherremediego improvetheissuanc®f coreidentitydocumats. Finally, the
report discusseshe challengepresentedby issuedike privacy and liability andoffers nextsteps
for takingadvantageof the newtechnologis and initiatives.

Improvingauthenttationis adauntingtask. Progresswill require coardinatedactionby multiple
public andprivate sectoractors We shauld notundeesimate the compkxity of thistak. But
theopportunitiesarereal. Improvementan governmentprocessesjew technobgiesandnew
private sectorinitiativescancombineto supplythe authenication servicesneededo reapthefull
advarntageof digital networks Whatthereporttha followshasfound is thatgovemmentandthe
private sectorhaveanopportunitynow that theydid nothave afew yeas agoto fix oneof the
fundamentaproblemsof theInternet.
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We haveenteedaneweraof onlineactivity. Digital networks,usingcompuersandmobile
devices, offer new connectionspewinformation, andnewopportunites. Thenumberandkinds
of digital applicationscontinuego grow andpeoge interad digitally in wayswe did notexpecta
decadeago. How peopletakeadvantagef theseopporunitiesandappications,however will
deper on progessin authenticatingdentity online Withoutbeter autenticationof identity,
we will forgo manyopportunitiesandthe Netwill reman a placethatholds considerableisk.

Theability to authenticatédentity on digital neworks shapesocid interadion, security,and
businessontheNet. Thefirst Internetera,the eraof thedot.com with its notionsof thedecline
of the state theemergencef self-regulatng online communties, and ageneraview thatold
rulesdid not apply,gaverise to theideatha private adionswould producetrustworthy public
networkswithoutgovernmeninvolvement. Thelegacies of thateraincludea misundestanding
of therole of governmentin providingthe foundaton for trustin identity, and anoverreliane
on technologcal solutionsto whatwereessenially problens of policy. Understandingvhy
thesedot.comideasdid notwork andwhy this era of spontaneousnlinetrustdid notarriveis
importantfor assessingow to moveaheadn authenticion.

Thelargestproblem for authenticationnvolvestrust. Trustis in shortsupplyonthelinternet. In
thinking abouthow to expandrustfor Internetidentties (andfor Internettransactionsising
thesedentities),we haveto confronta fundanentd anbiguity. An accurat andsecuredigital
idertity will still be essentiallyuntrustworthyif it is difficult or impossble for the receivirg
party to asseshiow muchtheas®rtioncanbetrusted.

Weakonline authentication- which is wha we havenow — underaitstrustandlimits the
possibilitiesfor greatersecurit, moreefficient governmentsavices, anda moreproductive
econany. Strongauhenticationtechnologiecancreat digital credentials thatare very secue,
but not necessaly trustworthy. This anonaly in the securty of digital credenial explainshow
we endedup wherewe aretoday— a situaion wherethereare strongandreliable credentialghat
are difficult to tamperwith, but notwidely trusted andtherdore notwidely usedwhenit comes
to auhenticaion acrosdifferent systemsandtechnobgies.

Theweaknessesf onlineauthenticatiorarewell known,andnewinitiatives,newtechnologies,
and newlaws arechangingthelandscapdor onlineauthenticaion of idenity in waysthatgive
us the possibilty to seizethe opportunitieoffered by digital networks. Thefive sectionf this
report tell how the authenticatiorprocesscombnesidenity, credentials,andtrust. The
underlying conclusionis thatgovernmentandthe privatesector have anopportunitynow that
theydid nothaveafew yearsagoto fix oneof the fundametal problemsof thenternet.

Section |: Fundamentals and History

Discussion®f authenticationssuesoftenovermmplicatetheissue. We arereally talking about
asimplead. Onepersonor devicesendsanotherpersonor device anelectronic impulse overa
network. Thisimpulserepregntsonesandzeros—thebasisof digital communications.The



onesandzeosarereceivedby acomputerandtranslated into an assetibn aboutthesender’s
idertity. Whatis beingsentis notanidenity butadigital representton of informationrelating
to identity, justasyour driver’s licenseis not your identity buta documenthatprovides
informationaboutyour identity. Therecipientof the packageof ones and zerosthenhas to
decidewhetherandhow muchtheyagreewith andtrustthis digital assetion.

A smallpartof this decisionlies with technoloy - whether thebits andbytes havebeen
tamperedvith duringtransmission but mostof it relatesto whatgoes on behind thescenesthe
procesesthatlink thedigital assertionof identity (which we cancall a crecential)to a person.
We all haveonebody. Societyandgovernmenassgn thatbody a single, primary,legal identity.
Body and assignedidentity combineto makea “person,”butthatpersoncan havemary different
credentials,eachproviding differentandnot neessaily consistat setsof information. It isin
theprocessesor linking credentialdo a personand therr legd idenity and bodythat
authenticaton hasoftenfallen short,usualy beauseof two key problens— alack of
interoperabiity among differentauthenicaton systemsandthelack of anysolid meando judge
thetrustworhinessof a credential- adigital assetion of identty.

Someof the confusionoverauthenticatiorarises from differentmeaiingsassgnedto the word
idertity. It is notunusuako hearpe@le sayin discussion®f authenticaion thatthey havemore
thanoneidenity, or thattherearemanydifferentand fungibleaspets of thar identity thatthey
canusefor auhenticationpurposes.True multiple identitiesarea psydological disoder.
Usuallywhatpeoplemeanwhentheysay theyhave multiple ideniti esis thattheyusemorethan
onename thattheychooseo use a collection of alternative nanesor psaidonyms gachof
which canbe assocated with a differentsetof transacins.

But, whenit comesto importanttransactons— applying for a passport,geting a mortgage,
incaporatng acompanyor appearingeforea court— transactionsthatinvolve money,secuity,
or liability —thesemultiple identitiesfade away. Authenication in thesecases mustbe basedn
theprimaryidenity asociatedy governnentsto a person’sphysica body,andthe
trustworthines®f a credentiais determinedy the strengthof its links to this primary idertity.
Credentialscanbe weaklylinked to the primary identty, butthesewill notbeusedfor impoitant
transactions.Credentialsanbe anorymized,sothatpersonainformationis protected butthese
anonymouscrecentialswill betrustedonly to the degreethatthereapient of onebelievest is
firmly linked to alegalidentity.

Thereis of courseanintens terminologicé debaé within thedisaussionof authentication. This
debaterevolvesarounddefinitionsfor identity and authentication componens and processes.In
someinstanceghereareevencompetirg termnological schenas,each with its own partisans,
althoughthereis oftenlittle subdantivedisagrement

In part,theterminologicaldebatereflects the unavodablecomplexity found in the conceptof
idertity. Thereis rich literaturethatdatesbackmorethana cenury in the social scien@sandin
philosophyonidenity and howit is createl. Currentdiscussion®f authenication oftenreflect
(albeitindirectly) this literatureandits concepts.



Theseconceps describadentity asthe setof charateristics by which a personor thingis known.
Identity is anindividual’s undersandingof himselfor hersel asadiscrde enity, andhis or her
understandng of othersasdiscreteentities. Identity devebpsthroughinteraction with others,
and it is dynamic— anidentity canchangeovertime asnewattributesareadded. Identity and
namingcanbelinked— onetermfor describng anunidentfied personisto say theyare
‘incagnito,” Latin for anunknownindividual. Individuals canchooseto present somesubsebf
thechaacterstics that desribethem,andthis subsetan alsobe consderedanidentity. One
dilemmafor the provisionof commercialor governnentserviesonlineisthatit is currently
diffi cult to deternine, usingonly a digital credenial or assetion, whenthis digital assertiorof
idertity is basedon a subsebf chamacterstics and wheterthis subsesufficiently describesa
participantin atransactionfor purpose®f payment or liability.

Theterminologicaldebateoverauthenticaton alsoreflectstheabsencef aviable business
model - if there wasa busines modelthatmademoney,thatmodelandits termswould
dominatethediscussion.In the abence of acompdling commercial applicaion, competing
terminologescanflourish. An effectiveprocessto createstandardsandinteroperabiliy in
authenticaton will eventuallyreducethe compeing termsto somemutualy agreeableet. In the
interim, it is importantto makesurethattermnological discussiordoes not slow progress
towardbetterdigital authentication.

A Brief History of Identity and Authentication

Authenticaion of identity is arelativelynewproblam, notonly becausedigital techrologesare
new, but alsobecausé¢he whole corceptof proving identty by usingcrecentialsis notthatold.
Onehundreal yearsago,therewerenoidentity cards. You werewho you saidyou wereor whom
peogde knewyouto be— your friends your banker, your clergyman. With few exceptionsthisis
how peoplehadidentifiedthemselvesor all the centuries before the arrival of the Internet.
Neverthelessven acenturyago,therewere problens with this traditionalapproach.The
possibilitiesfor fraudwereendles, aidedby newtechnobgieslike the steamshipandthe
railroad thatlet people moveeasilyaround theworld, leavingbehind old identities or creating
new onesasneeded.

In 1914,with theonsetof World War I, this informal approachto identity createdserious
problemsfor securiy. WorriedthatGermanagens wereslippinginto the country,the United
Kingdomcreagedthe first mas-produceddentity document- a passportha containeca
photogrgph anda physicaldescriptionof the bearer. Othe nationsquickly followedsuit. This
wasthebirth of themodern governmetrissuedcredantial. A piece of papermwith aphoto,some
personainformationandanofficial sealremansthe mostcommonform of credential.

At first, theInternetdid not changethis. Authentcation of anindividual’sidentitywasnota
major issuefor earlycomputemetworksthatlinked employeesof asinglefirm or small
communitiesof researcherandgovernmat agerties. This situation changedapidly asthe
opportunitiesfor transactionsvith strangrsgrewexponentlly. Conmerdalizationof the
Internetresuledin alargelyanonynousglobalnetwvork conneting millions of poorly identified
userswhoseidentity wasestablishedby asserion, throughemail or Internetaddressesjsing
credentialsderivedfrom unknown or unknowableprocessesCreatng systensfor bette



managementndauthenticatiorof digital credenials hasbeena god of governmentpusiness,
and thetechnobgy communityfor manyyeas, and building seare public networks becamean
issuefor public policy in the1990s.

Governmentsandcompaniesn manycountresfocusedheir effortson two areasdevdoping
and deployng speific, ‘silver bullet’ auhenticaion technologies (often PublicKey
Infrastructues-PKI) * or on providing digitally signeddocumentshe sane legal stausaspaper.
Mostdigital signaturelawsreliedimplicitly or explicitly on PKI technologes. PKI's arebased
on public key cryptography- a methodfor key managerenttha alows strangerdo exchange
encryptionkeysfor the codinganddecodingof messages. PKI technologieswere devebped
commerciallyin themid 1970s andtheyhavebee in seart of a sucessfulbusinessnodelever
since. In the 1990s,it wasassumedhat this exchangegproceesswould be managedy ‘trusted
third paties’ from the privatesectorwho would providedigital credenials thatcouldbe used
both to encryptanddeciypt mesagesandto confirm identity.

But neitherPKI nor digital signaturesound widespreadaeptnce Privacy ard liability
concerns cost, complexity, andalack of relatedapplicationsweremajor obstalesfor the
adoption of PKI. With digital signaturesfew purchaerswanted the servicesbeingoffered,in
partbecauseheyofferedlittle advantag overpaper processeandcariedunknownliability
risks. PKI anddigital signaturefailed to deliver trustedidentties,astheydid notadequately
addres thelarger problemof how to createprocessesxtand to the network to ensurethata
digital identity could bereliably authenticéed. Additionally, thetechnolay-specifc appoach
usedin manyPKI anddigital signaturanitiativesdoomel theseealy efforts at authentication.

Thelnternetcreateddemanddor newkinds of auhentcation and credenials — digital
credentialscomposedf bits andbytes,not paper,useableon digital neworks. This credential
would let Internetusers‘authenticate™ tha is confirm - anidentity clam madeovercomputer
networks. Authenication of identity allowsusto assgn privileges,respondiilities, andliability
in case®f dispute. The goalwasadigital documat that, like a passportwould let you prove
your identity asyou traveledthroughcyberspace. Theattacksof Septenber11, whereweak
crecentialsplayedarole, andnow concernoveridentty theftandonlinefraud,give added
impetusto the searchfor betterwaysto authenicate identties.

Self-regulationhasmary advantage$or distributed, nonhierardical organiations,like the
Interret. At thesametime, selfregulationcandeaeaseoversightandtransparacyin waysthat
damagerust. Thisis aparticularproblemfor digital networks,wheremany of therulesthat
governthemareenbeddedn softwareandarenot accesible to mostparticipants. Our online
behavor conformsto multiple setsof invisible rules,creatd by unknownparties, andtheresult
of somanyunknawnsis mistrust. Transparacy increasedrust. Governmentulesandagencies
canplayarolein this, alongthelinesof the FTC’s rolein privacy protection, by ensuing that
service providersaretrangarentaboutwhattheyare doingwith authentcaton informationand
thattheycomply with their commitments.

! Publickey infrastrictures are basedon public key crypiography— a methodof key managemenard exchangethat
allows strangersto exchangekeysfor the coding and decodig of encryptedmessges. The keyis a mathematical
formulathat encodsand decodesan encryged message



Opaqueprocesseandweakidentitieshavecreated alack of trustthatis perhapghe Intemet’s
bigges problem Cybercrimeandidentity theftarewell knownthreas. Moreimportantly,the
lackof trusthamperghe growth of new Internetapplicationsthatoffer new senicesandnew
savings. Meanwhie, governmentscorporations,and consunersaregrapping with the
challengesf onlineauthentication.While better authenication of identity promisesenefits for
digital commece andfor security,thereare risksandobstcles. Theseincludetheneedto adopt
idertity policiesandprocesgscreatedor pgperto adigita environment reducingthelack of
interoperabiity, decidinghow to establishrust,allocaing liability, and protecing privacy.

I1: Elementsof Authentication

In thinking aboutauthenticationidentity, andtrust,it helpsto start with thefundamentks.
Identity hasmanymeaningsbutin this casejt meansa setof distingushing chamacterstics or
attributesuniquelyas®ciatedwith one person. In mostwesterncourtries, your family assigns
you a nameandyour governmentecordsyour nameandthe namesof your parents.Thisis the
start of identity. Overtime, you areembealdedin neworksof transactionsand associations.

Y ou accumuhterecordsof activities(sud as educaton, medcal, finanaal, histoies)and
usuallyyou acquirea governmendissuedcredential (anidentty card, adriver'slicenseor
passportpy thetimeyou aretwenty. This historyand theassocigedrecordsandcredentials
providethe basisfor legal, primaryidertity.

Authenticaion begns with anas®rtionof thatidentity by someonewho wantsto engagen a
transaction.Authenticationis the proces®f deermining the trustworthinessof thatas®rtion of
idertity andof estblishingthe degreeof confidene aboutthevalidity of an assetion of identity.
Online authenttation is the proces in which an individualtranslates an asseribn of identity into
bits andserdsit overanetworkto anothe party. Therearemanytechnguesthatcanbeusedfor
online authenticabn - passverds biometics, smartcards,or cerificates- butonline
authenticaton of identity hasthreefundanentalandinterlinkedfunctions:assetion, verification,
and interoperabity.

Theactof auhentcatingan assertionof identity is basel on relaionshipsamongthreesetsof
actors theperson(or device)thatassertsts idenity; thereaeiving party of tha assertionandthe
systemuponwhich thesetransactioroccur. The mostcomplex andchallengingrelaionshipis
whenapersonn onesystemassertsidenity to areceiving paty in anothersysem; howthese
systemsinteroperaten exchangingrusworthy asseiibnsof identty (or thar inability to do so)
isthe crux of theonlineauthenticatiorproblam.

Assertion

Thefirst se of acionsin authenticationnvolvestheinitiatingparty in atransactioras®rting
their identity. Whenyou identify yourself,evenin somehing assimple asprovidingyour name,
you areassering something.You asserthattheinformation you providecorrectly identifiesyou
—links youto aname ahistory, or otherattributes. Therecipientof thisinformation (known in
someauthentication lexiconsasthe ‘receiving party’) mustdecdeif this asserion is true. This
might be saomething assimpleasaninstinctive feding aboutwhetherthe persons telling the
truth, whethera credentialooksrealor forged, or it might involve checking with areference.



Identity as®rtionscanbe confirmedin severalways. In many setings,anassertions simply
acceptedwvithoutquestionputthis dependgreatly on context andtherisk andvalueof the
transaction- you mayacceptanoral aserion of identity at a party, but youwould neveraccept
it for amortgage.Someonassertinganidentty cansuppl doaumenary evidenceto suppot
and verify anassertion.A third-partycancorrobora¢ anidentty or a personcan cite existing
relationshi. Biometricdatacanestablishdentty whenthatdatahasbeenpreviouslycolleded
and assignedo anexistingidentity (althougha biomdric identfier is only asgood asthe
networkto whichit is attachedandthe enrolmentprocesghatgeneragdit). Finally, identity
canbeestabishedif thereis asharedsecreta pieceof daa knownonly to theasserteandthe
receving party.

Digital authentication canusesharedsecres, biometic data, or satware credentials to makean
assertionof idenity wherea userserdsdatin digital form overanetwork. Eachmethodhas
strengths andweaknessesPaswords the mostcomnon form of shaed secres, are easyto
guessor capture. Biometricdatarequiresaddiional equiprmentand canbe mimicked (one
Japaneseesearchrfooledanearlybiometic authenicaton sysemby usingGummyBeais to
copy imprintsof afingerprint),or capturel in transmission. Digital credenials canbethe most
securemeansof authenticationbut faceseriousproblens thattechnol@y alonecannotsolve.

A credentiatranshtesanas®rtionof idenity (“I amJohnSmith”) into aphysicalor logical
form. Credenialing links anidentity doaument(digital or pape&) to a physica personandtheir
recads. Theissuerof the credentiaprovidesadocumat tha canbe usel to confirm anidentity
for third parties, sparingthemthe effort of repeaing theresearh neededor confirmationof
idertity. Thecredetmial issueris basicallysaying | havedonethework to deerminethatthis
personis who theysaytheyare,soyou canaccept this doaumentor tokenasa trustwothy
confirmation of theiridentity. This meangha whateve tedhnologyis used,a credentidis only
as goodas the processethatlie behindits issuanceindthe ability of areceiving partyto know
and haveconfidencdn thoseproceseswhenthey make a decisionaboutanidentity assetion’s
validity.

Mostcredentalsareultimatelybasedon a governnentdocunentor record. Thelife of a
“statelesperson showstheimportanceof thesegovernmat recordsfor identity. In mostcases,
astatelsspersons arefugeewho hasbeenobligedto fleehis or her countryof origin or
resicence Often,thegovernmentof thatcountry has collapsed. Thatleaves the statelesperson
with apassporbr otherdocumenthatis no longe confirmable —thereis no governmento
standbehind itsissuance A personwith novalid identficaion andno meansof obtainingvalid
idertification facesanarrayof troubes. Theusualsoluion is for the UN High Commissioner
for Refugeedo issuesomeinterimidertity documaet, buttheseareoftenregardedvith
suspicionand scrutny until therefugeesfinally acceptedas aresdentby anothergovemment.

Enrdlmentis the procesdy which anindividual person,corpordion, or deviceis issueda
crecential. Enrolmenthasbeenthe greatweaknesin digital authentication andis a problemnot
amendle to atechnologicakolution. Partof the problam lieswith weaknessem thecore
documentsuponwhich enrollments based.In theU.S.,enrolimentbeginswith thebirth
certificate and the socialsecuritynumber(SSN). Thesedoaumens are foundatonalandtheir



weaknesseandthewealnesgsof asociatal processefhave bean amgor impedimento better
authenticaton. Until recently,the processe$or issuingandmanagng thesegovenmentidentity
documentswere inadeqateeitherfor thedigital economyor for homehlndsecuity.

U.S.birth cerificatesandthe SSN arenot credentals. They providethefoundaion for issuance
of othercredentids, suchasadriver’slicenseor passport The processesisedfor driver's
licersesandpassportarevery different,however. Passporgpplicationsare rigorously
screenedpeforethe attacksof Septembel 1, driver’s licenseappicationswere not. This means
thatoneof the centralcredentialsisedin theU.S.wasinadejuate To aconsiderabledegee,it
remainsnadequate,in largemeasire becaisethe processesusedfor verificaion andissuance
still reflectaworld of paperfiles ratherthanneworkeddigital records.

Other nationsfacesimilar problemsn transformng pgperdocunentsto serveadigital
environment. Meshingpaperbasedorocessedo a digital environment(andto digital
credentials)hasbeendifficult, sincethe processentils both new costs and requiresnewformsof
cooperationbetweergovernmentsthe private secbr, and citizens. It isaso difficult becaus it
requirescoadinatedchangean bothgovenmentpoliciesandconmmeraal processes.

Thetrangtion from paperis importantbeausedigital identties and credentals will bederived
from governmentssuedcredentialsandthetransation historiesrelated to them New
technologis havecreatedhe possbility for strongcredentials anda stronge credentialing
proces. Much of the progessin authenttaion technologi@l in thelastten yearshasbeento
developandrefinethe softwarebehindcredentals andthe mehodsin which theyaresecurely
transferedfrom onecomputerto another. Therearemany differentauhenticationtechnolaies
thatprovidestrongandtrustworthydigital credentals. Theappeaanceof smart cardsalso
creakesnewopportunitiedor betterauthenication. Smat cardscan carryalargeramountof
idertifying informationthanthe photoandfew wordson thelaminated plastc cad. More
importantly whatmakesthecards'smatt’ is tha thechiptheycarrycanbe“read” — andif the
reacer connecs to a network, theinformation carried on thesmat card canbe checkedand
verified aganstaremotedatabase Homeland Seairity Presiderial Direcive 12 (HSPD-12), a
requirementfor federalagencieso improvetheiridentty andcredentaling processedakes
advarntageof smartcardsto secureboth physical and logicd aacessto fedeal facilities and
networks.

However thereareseveralweakpointsin the credentaling phasehatmake peqle reluctantto
trustonlinecredenials. Thefirst is themomentwhenacredential is ass@iatedwith aperson’s
idertity. If youdonotknowtheprocessesisal to make the assocation betweerpersonand
crecential,andthe datausedin thes issuanceproceessesyou will nottrustthe credential. Did
theissuertakea casualglanceatadriver’slicensedid they run acreditched; or wasther
greaterscrutiny of documentsandhistories? If thesequestonson how identity wasestablished
cannd beansweed, trustin the credentials reduced.Geting digital credentials to work
smoothlyacrosdifferent‘trust domains’ (e.g. beweendifferentissuirg entities, suchas
companiesuniversities or governmentigences)hasbeendiffi cult, not only becauseof the
technicdissuednvaved interoperability but alsobecaiseof thelackof acommonframewok
or rulesby which onepersoncould assesshetrustworthnessof a credenial issueby another
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Until recently, governmengeffortsin theonline identty processvere usuall counteproductive.
Programsin EuropetheU.S.,andAsiaattimes seenedto alternatebeweenoverenthusiastic
adoption of specfic authenticationechrologies(like digital signaturesjind timidity over
networkedcrecentials. TheU.S.federalsystemwith its division of laboramong counties states
and the Federalgovernmentalsohampergheintroducton of strongcredantials. Federal State,
and localgovernment$n the United States wereslow to move from pape to digital recordsfor
crucial idertity documentssuchasbirth certificates,driver’'slicensesandsocid security
numbers. Theywereevenslowerto networktheserecordsto allow for their verification and
revocation. An identity systembasedon a melangeof uncoordinéeddocunentsfrom all three
levek of governnentsis notadequatdor a digital economy.

Deciding if an assertion of identity iscorrect?

Thenextphasean auherticationinvolvestheindividual presening the credential to confirm
idertity andenablesomekind of transaabn — the asseiibn of identity, andtheacceptancef
thatassertionastrue by thereceivingparty. Thisis verificaion, acceptanceof the credential asa
valid assertionof identity. Verificationis the processattheinitiation of atransactionwhenthe
digital identffier is itself checkedandauthenticated — e.g.areaiving party accegds andtruststhe
crecential. In anidealauthenticion systemthis happensaubmaically andtransparently.
Verificationwill beessentiafor onlinetransationsasidenific ation andauthorizationbecome
inexricablylinked.

Verificationtechnguesusedfor physical credentials suchas driver’s licenses or passpais, which
in mostcasesnvolve anofficial holding the credential andstarng atit to detectfraud,are of no
usefor digital auhentication. We areall familiar with the processat the airline ticket counter.

Y ou handyour driver’sliceng to the personat the airli ne counte to provethatyou arewho you
sayyou are. Theticketagentiooksatthe picture onthelicenseand‘validates’ youridentity (of
course whatthedriver’s licenseactually validatesis tha the personcarryingthe licensehasthe
sameface asthe pictureon thelaminatedplastic card). Thereis notangibk presencehatcan
provide cluesasto thevalidity of theassertn of idenity. An experencedpolice officer or
immigrationofficial canoftentell from behaviord clueswhethera credental andits bearer
deservesddtional scrutiny. Thereareno such clueson your computerscresn, however.

Thees®ntialquestonsfor onlineverification revolve aroundtrustel processes How doesthe
receving party know thatthe credentialwasissuedusingtrustworthyprocedures, hasnotbeen
tamperedvith, andaccuatelyrepresentheclaimed identty? Thereputtionof theissueris
importantin this, whichis oneof thereasongiovernmat credentalsareconsderedmore
trustwortly by mostpeople(who assumeha agovernnentis morelikely to ensureaccuracy
and enforcenent). However,themod importantquestonis wha processeareusedby the
issuerto makesurethattheidentity representedby the credantial is the saneastheidentity of
the person(or device) applying for thecredental. If therecaving paty hasno wayto know
whatthe processeare,or if theyknow the proesses butdo notknow how faithfully they were
followed,or if thereis noremedyfor acceting a credental thatpurpors to betrustworty butis
not, manyreceiving partieswill notusethecrederial for high valueadivities.
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Anacthersetof questionsoncernghe life of the credental after issuance If thereceivingparty
decides thattheissuerandprocesssusedto issuethe credental are trustworthy,the remaining
concernis wheterthe credentiahasbeenmodified or tamperedwith since issuance.These

guestionsaboutthereliability of thetechnobgy thatis beinguseddo notinvolve policy issues.

Digital credentials haveanadvantag®ve physial credenial when it comesto verification. Not
only canthe softwarecredentiabe morerobustthanthe physical credenial (in the seng thatit
canbeharderto modify or counterfeit) it canalsobechededaganstonlineresources.The
ability to usestrong encryption algorithmsandto exchangedataover high-speechetworkswith
theissuerto confirm the credentiaimakest muchmoredifficult (but notimpossible)o spoof a
digital credental. Digital credentialsareat a disadvantayewhen it comesto thefirst setof
guestions Theprocessessedby theissuerareinvisible to therecaving paty, andthereis no
knowledgeandlittle liability for theissuane process.

Basingidenity onthefoundationof governnentcredentalsis notthe only wayto establish
idertity. An alternativeapproacho authentication usesanindividud’s history of transaction$o
establishandconfirmidentity. Thebasisfor this alternative is theincreaseaaseof keepingand
accesg digital records A setof recordsgeducaional, medcal, or otherservies,andin thelast
few years,consunption, is asociatedvith eachperson. Each of ushasleft alargely uniquetrail
of recordsthatotherscanuseto confirm our assertn of identity.

Credt cardcompaniesalread make use of thisapproab. They have devebpedsophigicated
algorithmsto spotfraudulentcharges.Thesealgorithmscompae atransation to a patem based
on previoustransactionso determindf it islegiimate or not. Theapparane in thelastdeade
of majorinformation brokerswho haveamassedaollecionsof recordson milli onsof
individuas, simplify this transactionalapproactto authenication. High-speedigital networks
alow for rapid checkingagainsthesedatdases.

EBay, theonline auctionservice,alsomakesuseof reputdion to estabish trust In eBay’s case,
therecordof previoustransactions- how many andhow many custonershad a satsfactory
experience- allows a strangerto assessvhetheror notto trustanonlinemerdant. New social
networkslike FacebookLinkedInor MySpace usesimilar reputatonal techniquesto provide
usersameando evaluatetrug.

Drawingfrom the experienceof thefinancid industry,future systens might wart to take
advarntageof networktechnologieso combinerobustcredenials with online verification based
on recordsandtransactiorhistories By takingadvantage of networkcapadilitiesto check
multiple sourcessimultaneouly, anauthenication sysemis duplicating, in effect,anelementof
better enrolimentprocessesAuthenticaion processeswill be moretrustworthy if theyprovide
the option of going to databassor direcioriesto verify the authenticity of adigital credentialbut
this ability to makecredentialghelink bewwveenanindividualandthear personalnformation
creaksseriousprivacyissues Mosttrarsactionsdo notrequire presentation of a persoris entire
history to bevalidatedanda credentiakshouldnot bethe passportto immenseamountsof
personaldata. Rulesandprocedureso limit disdosurewill be needé for both credentiaissuers
and for receving parties.
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Authenticaion using digital technolg@iesanddaabaseswill provideanopportunity to collect
immenseamountsof data. An ability to link identti esto databaseprovidesgovenmentsand
companiesadeeplookinto anindividual's transadbnsandacivities. Online authenticatiorof
an identity asselibn providesa newandvaluabledatapoint andrulesfor authenticatiorwill
needto addressthe questionof whatoccurswhenan asseiibn is received:what canbe stored,
whatcan belinked,andwhatcanbeaccesedor shared.Existing privacyrequrementsn the

EU andfor variousservicesectordn the United Staks(health, financial, goveenment)will shape
theverification process It is unclearasto whethercurrentprivacy protecionsareadequatéor
theemepging auhenticationandscap. A failure to resolveconcernsthatimproved
authenticaton would erade privacy andslow adopton.

Thecollectionanduseof censuslataprovidesa perspedive ontheprivacyproblem. While the
U.S.governnentcollectsa vastamountof informaton aboutcitizensandcompanies andthis
datais availablefor researchby law this personalinformation is anonymized sothata statistic
cannd betracedbackto anindividual or conpany. In contrast, therearea number of largedata
aggregatorsn theU.S. who also collect vastamountsof dataon consuners. This datais not
anonymized;it is offeredfor sale. The creation of strongcredentals and expandeanline
authenticaton, withoutappropriatesafeguardgoud expandhe collectionsof thedata
aggregatorsn waysthatwould further diminish individual privacy.

Section I11: I nteroperability - Creating the Social Contract for Authentication

Good processedor issuing andvalidatingcredenials arenot enoughto complée the picturefor
authenticaton. Thesetwo piecesrequire athird necessay element: interopeability.
Intergoerability is notanendin itself butthe meansto enablewide-scledigital authenication.
Intergoerability is crucialin adigital environmentwheretherearemany different credental
issuersaandmanydifferentauthenticatioiechnobgies. Therearered cossto alack of
interoperabiity. Americanshaveexperien@dthe costof alack of interoperablity whenthey
havearrivedin Eurgpeandfoundthattheir cell phonesnolongerworked.

Intergoerability hastwo elements(a) the technical standadsandprotocols thatensurehatone
authenticaton technologycanexchangerustwith another; and (b) therules and policies that
establishtrustin thefirst place. However,you can havetechncal interopeability, whereone
authenticaton technologycanwork easly with anothertechnology, and still nothave
interoperableautherication. Building interoperability requiresbothtechnicl standardsinda
systemof sharedor commonrulesfor processs (like confirmingidentty atthetime a credential
isissued}hatall partiesacceptanduse. Commonrulesmake it easie for arecipientof a
crecentialto assessvhetheror notit is trustworthyanda valid assetion of identity. Without
thesecommonruleson processevenhaving everyconpanyandpersonusethesame
authenticaton technologywill notleadto atrusworthy environment

I nteroperability 1.0 - PKI and Digital Signatures
Initial effortsto bring interoperabilityto authentcaion did notwork. Theseinitial efforts began

in themid-1990s whengovernmentealizzdtha thecommaercia Interret, alargelyanonymous
global networkconnectingmillions of poorly idenifi eduses, wasnot optimal for commerce.
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Repairingthis becomesanissuefor public policy. Governmatsandconpaniesn mary
countriesfocusedtheir effortson two areascreating public keyinfrastru¢uresandbuilding the
legalframeworkfor digital signatures.PKI anddigital signaturdaws seenedto providethe
technologial andlegalstructureneededor intergperableauthentication of identity. The UN,
the Europearnion, the Organizatiorfor Economt Cooperabn andDevdopment(OECD),
private groups,andnationslike Germanyandthe United Statesdevdopedmodelsfor digital
signatue laws. Many digital signaturdaws includedstandadsfor commercial authentication
services,regubtionsfor commercialprovide's, and requirenentsthatdigital signaturesand
digital docunentswould carty the sanme weightandstanding as their pgper countepatts.

In retrospecttheseearlyapproacksto authetication of online identty overestimatedhe value
of authentiction. Trud is expensiveandatthattime, giventheappicationsavailableon the
Netandthe cost associateavith PKI, peoplewere unwilling to pay for it. Thechief
contribution of thesdawsis thattheyensurethatdigital docunentsreceive the sametreatment
as paperdocunentswhentheyareappr@riately authentcated. In almostall casestheuseof
digital signaturesinderthesdawswasvoluntary. Consequelty, relatively little usehasbeen
mace of them,in partbecaus®f unreslvedrisk andliability issuesandin pat becausef the
lack of attractive applications.Fewpurchases wantedthe serviesbeng offered astheyoffered
little advantag@verpaperprocesesandcarried unknownliability risks. A 2002survey of
Germaninternetusersoundthatonly five perentavailedthensdvesof digital signatues,
despitestrongsuypportfrom variouspartsof the Germangovernment

Privacy concernsregistrationdifficulties, cost andalack of relatedapplicationshavebeen
obstacledo theadogion of PKI. Clossdauhentcaion systensusing PKI hadgreater
acceptancesinceclosedsystems(suchasinternalcompany networks)are beter ableto control
riskandlimit the cods of key managementSone governmat PKI pilot programsn theU.S.,
CanadaEurope,andAsiahaveperseveedand,in theconextof alargerand more
heterogneousapproacto trustedcredentids, PKI could be oneof thetechnobgiesusedfor
authenticaton.

ThePKI experiencaloesoffer two valuablelessongor onlineauthenication, however. First,
the policiesandprocesssthataccompanyhesetechnobgies — including enrollment,treatment
of personabata,andliability — mustbeaddressedfor any authentcation systemto be adopted.
Secmd, no sinde technologyor serviceproviderwil | beable to meetthe demarnds of the market
—infact,ahomayerous approacho authatication mayadualy deter use

A Second Lifefor Interoperability

Theemergimg authenticationandscapavill usedifferenttechnobgies,networks,andcredentials
—somegovernmenal andsomeprivate. To beinteroperale, oneidentity sysemmustbeableto
acceptandauthenttatea credentiaissied by anothe idenity sysem. Both tednologyand
procesesmustcombineto provideassuancethata credentia is basedon correct information,
and thatthe credentialandtheinformation it carrieshasnot been tamperedwith afterissuance.
Technologyalonecannotprovideinteropeablesolutionsfor trust.
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Mostpeoplewill notwantor useasingle, all-purposecredental for all of thar online
transactions Multiple credentialgpreservea degre of privacythatmay protect anindividual's
core financid assets.Acceptancef thesevariouscredentials, however,is aproblem. Absent
someframenork for interoperability, manycompanieswill notwantto rely on acredential
issuedoy anothercompany. This meanghatwe will seemultiple authentcation systems
distributed among governmentgenciesgconmpanies, and commercial service providersin many
countries. Thenumberof systemswill expandandthetechnologies theyusewill contirueto
differ. All, howeverwill needto perfom similar functions. This commonalty of fundion
providesa staring pointfor interoperabiliy andwidespreaduthentcation of identity.

In anidealworld, onlineauthenticatiorwould be as seantess,invisible, andeasyto useasthe
ability of onecomputerto connecto anyotha compueronthelnternet A world whereeach
transactiomeeddts own credentialwill be unwieldy atbest. Thefirstdaysof creditcardsare an
exampleof thiskind of world. Storesandrestairantseach issuel their own card. Thesecards
wereunusablet otherstoresor restaurants Additionally, each issuingstore or restauanthadto
carrythe costsof managinghesygem. Thesingle cad systen wasinefficient for issues, uses,
and receivingparies. Unfortunatey, thisis how onlineauthentcation now works, for the most
part.

Thelack of interoperabilityis not theresultof technologicd problems. It resuls from thelack of
structureard rules. Heterogeneoutechnologescanwork togeherwhen therulesfor shaed
operationsaredefined (astheInternetitsdf demastates). The Internetallowsthousand®f
different computer systemsto interactseamlesslyin transferringdaa andcodeamong
themelves. Thekeyto thisis theuseof acommonsetof protocolstha lie betwveena computer
systemandtherestof the network. However, thetaskstheselnternet protomls mustperform are
lesscomplexthanthetasksrequiredfor authentcaion, in goodmeasue becaisethe Internetwas
neverdesgnedto addressssuesof trust.

If eachof thethousand®f networksthatmake up the Internethadto go out and negotiatewith

all of the othersasto how their networkswould exchange nformaton, growthwould have been
very slow, andthe exchangef informationandservicesoverthe Net would remainminimal.
Thisinteroperabity problemwassolvedfor networkingby the devebpmentof the Internet
protocols Protocos andstandardsireagreedulesthatenabé heerogeneas systemdo work
togetherautonatically. Theuse of agreedprotocok andstandardsallowsa network to
communicde with thousand®f othernetworkstha arestrangersto it andwhich mayuse
differenttechnologes. If authenticatiorsystensareto interoperat on a cohesiveandlarge scale,
theywill similarly needagreedconwentionsandrulesthatenabledifferentsystensto work
together.

Standardgrovidethe basisfor the collaboraton — whetherformal or informal. While there is
generalcons@susthat ‘open’ standardsarebest,asthey expandthe scopefor collaboationand
innovation,thereis lessconenason whatqualifies asopenandhow an‘open standad’ should
be used. Theresult is acomplexmix of issueghat chalenge policiesfor auhentication.

Governmentganplay arole in untanglingthis mix by seting clear goals. Oneapproab to
promotinginteroperabilityis foundin Section 256 of the 1996 TelecommuntcationsReformAct.
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The Act hastwo key provigonsrelatingto interoperabiity: "to promotenondiscriminatory
accesgbility by thebroadestnumberof use's and vendorsof communtationsproductsand
servicesto public telecommunicationsetworksusedto provideteleconmunicaionsseavice"
and "to ersurethe ability of usersandinformaiton provide's to seamlesslyand transparently
transmitandreceiveinformationbetweerand acrosgelecomnunicdionsnetwaks." TheAct
furtherrequred(in Section251)telecomnunicatonscompaniesnotto instal equipmenthatdid
not comply with the guidelinesof Section256.

Theimplemening agencythe Federal CommunicationsCommission(FCC),choseto use
private sectorinteractiors, primarily standadsmaking bodies and businessagreementamong
service providers,asthe primaryvehiclesto achievethesegoak, albeit with FCCinvolvement
(to varyingdegees)to ensureghatthework of thesebodiespromotedthe goak of Section256.
This approab, wheregovernmentgrovidegoalsandoversightwhile allowing the private sector
to developtechnobgiesandprocesesto achievethosegoals,could alsobe appliedto online
authenticaton on botha nationalandinternatonal level (sud asanagreementbetweenthe U.S.
and theEU). Therearerisksin usng atelecomnunicaions precealent- incumbentdendto
shapeprocessest the costof innovation— andthe Fedeal TradeConmission(FTC) might be
themoreappropria¢ agencyfor authenticéion, but articulaion of thegoal of interoperable
online authenticabn in law or policy would provide the bestframeworkfor competition.

Thespreadf privateandpublic sectorauthentication and idenity sysemshascreatedanew
opportunity to harmonizepracticesandpromoteinteropeability. Graspingthis opportunitywill
require adifferentapproacho authenticion thatgoesbeyondengineeing conceptsandbuilds
an underlyingstructureof rulesandpoliciesthatwould allow authentication systemdo trust
eachother.

Federation and I nter oper ability

Thereis atime-testedway to getmultiple, independentand heteogeneousystemso work
togetherto achieveacommonpurpo®. Thisisto federaé. Residatsof the United Statesor the
European Union are inherentlyfamiliar with fedemtionand its benefts. Americandive in a
federatedrepublc composedof morethanfifty different enities. The Europeanfederaion is
more limited in scope put providesmorethan twenty soveregn, independat entitiesthe
platform, processesandrulesfor cooperaing. Federabnswork bestwhen abastc document
setsouthowtheenttieswill cooperatedefinesther respondbilities and the responsibilitief
thefederationandcreatesnechanisnior disputeresoluton andadninistraion (this setof
activities is someime called‘governance’). Somesortof federaton, implicit or explicit, is
neededor progressin authentication.

A federatedapproacho authenticatioomeansdeveloping a conmonse of rules thatallow
idertities issuedby differentprocesesandplacesto berecognizdandtreaedequally. Rules
for afederdedappoachto authenticatia will neel to estadlish a baseine for enrollment,
verification, andrevocatiorfor differentclasse®f digital idenifiers. While theproceduesused
by different authenication systemsnaydiffer, the outcome will neal to bethesame. Rules
alsohavearchiecturalimplications. Rulesfor how federaed sysemswill sharenformationfor
participationandfor liability will shapeherelationshpsamongauthentication systems Some
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of theserules will bespecificto authenticabn andshouldbe controlled by thefederationpther
rules,governirg liability, civil liberties or privacy, will belongto boththefederationandto the
largercivil society.

Federatedauthenticationrequiresageemat betweenconpanies, between companiesand
governmentsand,possibly betweerdifferent governmatson how individualidentity systems
will interact. A federatedsystemof authentication will notwork without effecive govemance
procesesthatprovide an effectivestructurefor cooperaton. This classof political problemss
sometimescdled “collective actionproblems,” where multiple acibrsneedto cooperateo
achievethe mostefficient outcome. While federaed auhentcation mayseen to bea complec
problem,therearenumerougrece@ntsfor how to negotide and achievethe cooperatiomeeded.

Thereis onedrawhack,however to thefederalgovernmat asa model for fedeated
authenticaton. TheU.S. is asinglesystemwith asingle chartr, one govening body,and
subordinateslements. Trying to build a similar singleorganizng structurefor authentication
will deterparicipation. Authenticatiorwill morelikely resemblea market, wherethereare
mary independengntitiesthatboth compée and cooperat within aframework of rules. The
vision for federaedauthenticatiorshouldbe aloosecollection of federatonsthatsharecommon
understandngs andprotocolsthatcaninteroperatevhen busnessmodelsandoppotunities
suggesthereisvaluein doingso.

It is unlikely thata singleoverarchinggovenancesystemfor authentication will emegefull-
blown from Brusse$, Wadhington,or Silicon Valley. Progresss morelikely to comeabout
incrementallyasparticipantsuild on existingrelationshpsto create smaler federationgor
specific purpogsor specificareas Thesefedeationswill form the building blocksfor cross
federationagreemets thatwill leadto nationalor multi-nationalauthenticaion systems.

IV: The New Authentication L andscape — I nitiatives, T echnologies, Rules

Federationis movingto centerstagebecaisemanyauthentcaion sysemsareemergng in both
the public and privatesectors.No single systemwill work for all transaabns, nor will
consumes andcitizenswanta singleidentity systen. Individuds, agences,andcompanieswill
wantto be ableto usemultiple credentialghatprovide differentdegreesof liability andtrust.
Participaion will bemandatoryin somesystens and voluntay in othes.

Many countresaremakingeffortsto improveidenity managenent,credentaling, and
authenticaton. Machinereadablgpasports havebemmethenorm. Countresare exploring
mary differenttechnologiesincludingbiometic identfiers andsmartcards. Nationallaws and
culture shapehesedifferentinitiatives, but thetrendis to providecitizenswith digital,
networkedcrecentials.

Bettergovernmentecodsandcredentialareessental. Weakprocessesatthe start of the
idertity procesdlistortanddamageauthenication. Digital authenticaion will require
governmentgo improvetheir processefor issuing birth certificates,sodal security numbelrs, or
driver’s licenses.Governmentsandthe privatesector will needto consderhow to useexiging
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idertity processefor digital identity andwheterto sesk legislation or otherremediego
improve theissuancef coreidentity docunents.

Almostonehundredcountrieshavesomekind of compulsorynaional idenity cardprograms.
About half of thesenow usedigital technologes. Othercountries,with different legal traditions,
includingthe United States CanadaNew Zeaknd,Austraia, Ireland, andthe Nordic countries,
do not havenationalidentity cards but provide specal-purposecredentils for accessig
governmentservicesor networks Theuseof specal-purposecardsfor the provisionof social
servicesis commonandmostindudrial countiestha do not usea naional identity card issue
their residents’heath or socialsecuritycards Swedenfor examplk, doesnotissuecardsbut
provideseachcitizenwith a nationalnumbe.

Norway’'sbanksandits primarytelecomnunicaionsserviceproviderTelenor havedevelopedan
alternativeauthenticationsygemthatdoes notrely onanaiond ID or onsmartcards. The
initiative, called“BankID,” providesa strongdigital authenication sysembased on mobile
phones Thebankswhich alread haverigoroussysemsfor verifying a customers identity,
enroll usersandissuethemadigital credental. Thecredental is storedon the customers
mobile phoneandcanbe usedfor online banking, Interne bill paynents,andfor obtaining
online servicefrom companie®r governmat agencies. Thereis no direct government
involvemert, althoughreguatory requiremert for banksto knowther custonersremove
uncertaintyfrom the enrdlment process

Japanhassimilar commercialnitiatives usingthe cell-phoneasa platformfor onlinecommerce,
basedn pat on governmentoliciesto crede a ubiquitousnetwork environmert in Japanwhere
you canaccesshe Internetfrom any locaion. As partof this effort, Jgpan’sNationallnstituteof
InformationandCommunication§ echnology(NICT), themobile IT Forum(mITF), KDDI

R&D Laborabries,Hitachi, NTT DoCoMo,andNEC are devebpingauhentcationsystemsfor
mobile phones.Japaralsoissuesa ResidenRegistraion smartcard (a cardwith a built-in
microprocesspthatstoresdigital datatha, whenusedwith acardrealer,can besentovera
network)thatallowscitizensto authenticae thenselvesn orde to acessgovenmentservices
online. Useof thecardis voluntary. An ealier effort to creak a mandatorynaional ID smatrt
cardthatwould havegiveneachcitizenan elevendigit idenity number failed becaus of public
concernsover privacyand securiy— the Japansegovanmenthadpromised to putin placea
new privacylaw beforeintroducingthe card,but wasunableto do so.

Somecountrieswith nationallD cardsareusingthemasthebasisfor online authenticaion.
Althoughthe primary usesof the ID cardsis for searity, law enforcenent,and receiving
governmentenefts, theincreasinguse of smart cardsallows themoden ID cardto becmmea
credentialfor online authentication.Thesenaiond smartcardsareappearingin Austiia,
Belgium,andGermany Belgiumallowsthe private secbr to useits naiond smartiD card
private sectorfor commerciakervicesaandrequires it for somelnternetchatrooms(to makeit
harderfor anadut to poseasa child). Austria authentcaesonlineidentity by usingbotha
nationalsmartcardandidentity information storedon a mobile phone’sSubscriler Identify
Modde (SIM).
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Finlandis consdering a similar systemusingcdlphoneSIM cards. This would build onthe
advarcedidenity sydem Finlandalreadyhasin place. Finland hasa naional identitycard,
issuedoy thepolice. Thecardusesa chipthatcorntainsa“CitizenCertifi cate” issuedby the
Government's‘PopulationRegisterCertre,” the Finnishgovernnentagencythatrecodsand
stores(on computerizedlatabasesjital statstics on Finnsandresideat aliens. Thegovemment
issueccredental usesPKI to identify cardholdes in online transactns(whenthe cardis swiped
againd acad reader). However the cettifi cateholdslittle personalnformation, asit storesonly
the person’snameanda uniqueelectronc identificaion numbe. TheFinnsdo notusetheir
equivalentof asodal securitynumberfor the crecentid, whichincreagsprivacy protection.
Theyalsobelievethathavingthe cardissuedby the policeincreasests trustworthiness Finland
hasalsoissuedts governmenemployeesa smartcardtha can be usedfor secureonline
transactions.

In manyways,Finlandis anideallocation for public authenication sysens. Its small
populationis well-to-do andtechnologicdly sophistiated. It hasanexisting nationallD and
registrysystemadministeredy the governnentthatprovides asolid foundaton for credentials
Privacyis notanissue giventhe protectonsthe Finnshavebuilt into the Certificate process.

Finland highlights someof the problemsfaced by effortsto createlarge scde public
authenticaton systems. Evenwith theseadvantageshowever uptakeof the Citizen’s Cettificate
hasbeenslow. Althoughthe Certificateshe@meavailablein November2006,only three
percentof the population(asof August2007)had obtanedone. A ladck of interoperabilitymay
explain someof this (andthe Finnsarespearheadng an effort to create Europeanwide
interoperabiity with aneffort calledthe“Porvoo Group” - Porvoois thetownin Finlandwhere
the Groupfirst mef). Theabsenc®f comnercid appicationsfor the Certifi cake mayalsoslow
adoption. If theU.S.underestimatethe needfor governnentinvolvement in authentication,
Finlandmayhaveundereimatedthe needfor atradive commecia uses.

Authentication in the U.S.

Therangeof identiy initiativesin theU.S.launchedsince2001is dauntng. They includethee-
Passportthe WesernHemispherdravel Initiative (WHTI), the Transporation Worker Identity
Card(TWIC), the Registered ravelerProgramHomeklndSecurityPresidental Directive-12
(HSPD12) which mandatedhewlogical andphysicd credeantia for all federa employeesand
contractors,andthe REAL ID Act, which requiresstatsto improvethe processesisedto issue
driverslicensesandto makelicensesharderto counterfet.

Thesaeinitiativestouchall adultAmericans.Soon,many Americansmay find themselves
carryingtwo or eventhreeof thenew Federalcredenials. Only someof theseinitiative offer
digital credentals, buttheyall providethefirm andtrustworthy basis for enrolmentand
crecentialingwhoselack hashamperd authenticaion’s growth. In the private sector initiatives
includingOpenD, Higgins, Cardpace,Shibbokthand the Liberty All iance offer the possibility
of broad-basedjnteroperablauthemicationsystens for businesandconsumeuse. The
combinaton of moretrustworthygoverrmentidenity docunentsandarich landscapef
commercialautrenticationserviceswill, with therightrulesandstrudure, providethe possibility
for rapidimprovanentin onlineauthenticéon.
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Theimpeuscreatedoy homdand securityrequrements for better credenials hasled the United
Statesto taketwo importantfirst stegs to improveidenify processes Homdand Security Policy
Directive-12 (HSPD-12) andtheReallD Act. Theseoffer improvenentsto initial credentaling
thatprovidethe foundationfor betterauthenttation.

HSPD-12

HSPD-12 mandate strongidentity proceduresndcredatia for the Federalgovernnentandits
contractors. HSPD-12 authorizegshe Commere Departnent’s National Institutesof Standads
and Techndogy (NIST), in consultatiorwith a hostof agencies, to estabish acommon
idertification standardfor federalemployesandcontractors. "Secureand reliableforms of
idertification" meanscredentialghatareissuedusing soundcriteriafor verifyinganemploye's
idertity; is strongly regstantto fraud,tampeing, counerfeiting, andterroristexploitation; canbe
rapdly authenicated electronically;andissuedonly by officialy accredted providers(e.g
contractorsmustbe certified by the governnentbefore their ID cardscanbeusedin government
programs).

Thenewfedeal identitycardswill providefor both physical andlogical (i.e.netwok) access.
HSPD-12 calls for theuseof graduatedecurty criteria(initial planning envisionsfour different
levek) rangingfrom low securityto highly seaire HSPD-12 builds onthesucces®f the
Departmenbf Defensg DOD) in movingto smart cardsfor physial andlogicd accesdo its
facilities andnetworks. DOD hasissuedoverfive million smart cards (called CommonAccess
Cards) to servicepernrel, retireesandcontactos. The DOD modelcannotsimply be
expardedfor useby otheragencie®r the private secor (if nothing else,its useof asingledata
basefor enrolimentwould be politically unaceptale), butit is precedental in demongiating
succesful deploymenbf arobug authentiationsystembasedn smartcards.

Digital credentials area newpublic senice. Governnentscreateidentty documentgor one
purpose put theyare rapidly adoptedoy the private sectorfor otheruses. Driver’s licensesand
social securitynumlershavebecomeall-purposadentfiers. New goveanmentissueddigital
crecentialswill beusedin asimilar fashion, probaly aspartof the processfor obtaininga
credentialfrom acommercialuthenticabn servie provider.

Real 1D

Requiringthe verificationandnetworkingof govenmentidentty recads (suchasbirth
certificatesor sodal securitynumbers)s essenial for authenication. The ReallD Act, although
deeplyunpopuér, addressefindamentaproblansfor authentcation of identity in the United
States TheAct requirestheverificationof documaets presentedto obtainadriver’slicense—
mary stateshadpreviouslyreliedon what appearé to be a faith-based approach- andit
accelerateshe moveby StateandFederalagencesfrom pape to digital identty records.

Real ID wasnotthefirst (or pertapsthe best)effort to solvetheseproblens. The Septembefll

attacks reveaed majorflawsin the processgusedto issuedriver'slicense. Thelntelligence
Reform andTerrorismpreventionAct (IRTPA) of 2004implemenéedrecanmerdationsof the
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9/11 Commssion. Section7212requiredthe Departnentof Transporation, in consultaion with
the Departmentf HomelandSecurity,to estdlish minimumstandarddor driver’'slicensesand
personalD cardsissuedby stateghatwould be usedto boarddomesticcomnercialaircraft and
gain accessto federalfacilities. Thestardardsrequired by IRTPA would haveestablisheavhat
kind of docunentationis neededo proveanapplicants identty; howthosedocumentsvould be
verified; andwhatsafeguardsvould be usedto preventfraud. It specifedtheuseof secuity
feauresto ensurghatdriver's licensesandpersonaldentfication cards are resistanto
tamperingor counterfeiting. IRTPA’s approab was preferredby stak governmentshut the
Real ID Actrepeakd Section7212.

TheReallD Act alsosetscertainminimumstandardgor theissuane of driver's licenses? It
creakesstandardgor the edablishmenbf idenity (aphob ID, birth docunent,socialsecurity
number,andproof of addessandcitizership). More importantly, it requiresthe stateto verify
thesedocumentdeforeacceting them,including verificaion with the Sodal Security
Administraton thatthe SSNis valid andhasnot beenusel to issueanothe driver's license. This
exparsionof theenrollmentproces to include doaumentverific ation is the mostexpensive
element of theRed ID Act (Congres$rovidedatiny subsdy to the staesto implementheAct),
butis it alsothe mostimportant. The ability to verify thedocumentsusel to asseridentity is
essentiafor creaing trustwortly credemials. Evenif theonly effect of theRed ID Actisto
reducethe useof fraudulentSSNs, it will beamgor improvement

For statego comply with theReallD Act, theywill aso needto creat andstoredigital images
of thedocumentsisedto establishanidenity and provide electronic accessto theserecordsfor
other states. This, combinedwith therequirenentto usea comnon, machnereadabldormat
for datg creaesanetworkfor nationalauhentcaion. Thisrequrementcredgesconcensamong
privacy adwocaesthattherewill beasinglenationaldatbaseholdingall citizens’* personal’
information A morelikely outcomes tha there will be manygoveanmentand commecial
databaesholding personablata,astherearenow. Whathaschangedsthatseachesof these
databaeswill, in thefuture,be networked,notbasedon pape, andallow for digital seaches.

New Technologies and Architectures

HSPD-12 and ReallD offer afoundationthattecmologiescan useto crede new authentication
servicesfor thenewkind of Internetthatis emerging. Thephrasé'Web2.0” descibesnew
Interret applicaionsthatareseeinggrowinguseby compaliesandconsumes aroundthe world.
In theseweb servicesa user goesto awebsite and runsanapplication thatis remotely hostedon
thewebservicessite’s servercomputersatherthan loadal ontothe user’'sown desktopor laptop
computer. Theserviceusesdatathatis storedatthewebservicesite. Thebulk of thework in a
transactiortakesplaceoverthe Internet,offering largesavingsandgreaer security. Web 2.0
offers anewmodelfor providingsewicesoverthe Internd, butit requresstrongauthentication
if it isto suceed.

Onebenefit of thelimited succes®f PKI anddigital signaurelawswasthatit creaedincentives
for new approacheso authenticatiorthataremore in tunewith chargesin howthe Internetis

2 Thelicenseis requredto showname dat of birth, gender addressandsignature incorporateamperproof
featuresandusecommon,madinereadabk technoloy usingcommondaa elemetts.
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being reshagd. Developersealizedthattheywould needto improveinteropeability, secuity,
and privacyin looselycoupledsygems. This led to work thatprodueda numberof identity
managemensystemsandprotocols. Theseapproachesnclude:

* Shibboleth is aninitiative of Internet2 — a consorium of universities thatis developing
newinternettechnologies Shibbolethuses SAML (Searity Asserton Markup
Languae) assetof ruleson howinformation aboutidentity shoutl be exchangedand
authenticaed. Shibbolethprovidesfor federaed auhentication (a certifi cake issuedoy
oneuniversitycanbe acceptedy anothemniversity) and hasbuilt-in privacy contiols
thatallow usersto decidehow muchinformaton to share.

» Kerberosisanotherauthenticatiomprotocol andwasoneof thefirst netvork
authenticabn technologiesto bedevelged. It iswidely usal. Kerbaosusesa“key
distribution cener” — KDC — asatrustedthird party who issuesnciyptedidentifying
“tickets”to users. The userscanthenusetheticketsto authentcaionseachothers
assetion of identity. Oneof theattractionsof Kerbeross tha it allowsfor “single sign-
on,” which meanghatonceaticket hasbea issuel by the KDC it can beusedmorethan
once andon differentnetworks Kerberogre-dates Web2.0butit hasbeenadoptedfor
useby manyof thenewwebservices

* OpenlD alsoprovidesfor singlesign-on. OpenlID piggybacksonthearchitecureof the
Internet. An OpenlID userregigerswith an“ldentity Provider.” Oncetheyare
registeredthe user makesanassertionof idenity to asite using OperiD by providingan
Internetaddressto links backto the OpenID provider. This securdink confirmsthe
identity asselibn. OnceanOpenlDaccounts created with oneidentity provider,it can
beusedwith anyotherwebsiteusingOpenID.

* Yadisis arelatedprotocolthatalsousesspecial web site addresssto obtain and confirm
identity informaion (Y adisoriginally wasanaaonymfor “Yet Another Decentralized
Identity InteroperabilitySystem”). Yadisis acomponentof the OpeniD initiative.

* Higginsis anopensourceprojectthatbegan in 2003 thatis supporedby IBM and
Novell. Higginsisintendedo allow usersto deade whatinformaiton to sharein
differentcontexs (e.g.peoplesharehealthinformaton with a doctor,but not with ajob
searclsite) and uses. Higginsusesa framework tha allows information from multiple
sourcego besharedn carefullycontrolled waysbasad on theunderling relationships.
Higginsdoesnotitself autheticateidentty, butletsprogrammerswrite “plug-in”
apdicationsthatcanwork with multiple, differentauthentcaion technologies.

» CardSpaceis aMicrosoft identity managenentsystemsimilarin processto Higgins.
CardSpacallows a userto createdigital identty cards,eachof which contansa
differentamountof informationaboutthemselves.Theuse canthen decdewhich card
to usewhentheyauthenticatehemselvesvith awebsite CardSpacellows usersto
crede anidenity documenfor themselesanddecidewhatinformation it should
contain, or, for morevaluabletransctions,getanidentity documenissuel by atrusted
identity provider, suchasabankor othercomnercial serviceor governnentd agency.
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» Liberty Allianceis a standardssettingbody for authentcation technologes. Liberty has
deelopedtechncal standardshatallow different authenticaton tedinologies to
interoperate.Liberty’s Identity AssuranceFramework(IAF) outlinespolicies and
bushes rulesaganstwhich identity servicescanbe assesedfor trust Liberty has
begun work on anldentity Governae Franework(IGF) thatwill use“trust
frameworks”- ruleson how a credentiakhouldbeissuel, verifiedandmanaged- to
deteminehow mucha credentiakcanbetrusted.

Therearesubsantial diff erenceamang thesetecdhnologies and archiecuresandtheyare in
somewayscompettors. Nonehasuniversd accepance. The common paternwith these
technologisisthattheyoffer greatemprecisionand controlin the useof personabataand
greateracceptane of heterogeneyt andthe needfor interoperdaility. Autherticationprotocols,
like Higgins,OpenlDandCard$ace alsoextend theability of usesto controlthereleag of
their perond informationaspartof theauthentcaion process.Thesenew appioachego
authenticaton providethetechnologicabasis for progressbut they facethe samesetof policy-
relatedproblemsthathamperedPKI andthe earlier genergéions of authentication technologies.

V: Next Stepsfor Better Online Authentication

Thereis powerfuldemanl for betterauthentication, from bothcommercal enteprisesand
governmentagences. At thesametime, consumersvant to beableto usea range of credentials,
fromthosethatprovidelittle informationto thosethat aretightly linked to othe records. This
demandjf thenecesary policiescanbeputin place,shouldleadto a decisve expansiorof
online authenticabn services.Thebasisfor this expansion will lie in the combinationof
improvedtechnobgies,greatecommondity amongcommerdal systens, andstrengthened
identity managerantby government.But the paceand smpeof theexpansionwill be
determinedoy how forthright boththe governnentand the private secbr arein approachingnd
resoling keyissueddiscusedin thisreport:trust,interoperality, privacy,andliability.

Thepopukr culture of the Internethasbeen basedon pseudonymandweak linkagesdbetweeran
online identity andthe actualperson We&k Internd identific ation is oneof the explanationgor
someof the Internet’smosttroublingaspect, suchas cybecrime andfeckless,adhominem
debate However,anorymity is onetool peopk can useto try to protectther privacy. A lack of
anonymity mayhawe a chilling effecton disaussion. Thebestdigital identty systenmwould
preserveanonymityfor sometransactiongndprovidestrongauthentication of identity for othes.
A rigid approachto onlineauthenticatiortha doesnot providea rangeof optionsto control
personainformationusedfor onlineacivitieswill seeconsumersndcitizensopt out, by
limiting thar participationor by choosingnotto participate at all.

Therewill belegtimateinstancesvhenuserswill want their digital identties to beweakly
linked, or notlinkedatall, to theirlegalidenities. Whetherthisis goodor badis a separate
discussionputanonymityhasalwaysbeenprizedfor sonme transactions(asanessentiajuad
for privacy, if nothingelse) andthisis unlikely to change.Ontheotherhand,a systemthat
providesanonymty anddigital identifiersthat areweaklylinked to legal identtiescanhaveonly
alimitedsetof applcations. No onewill want to engayein valuablk transationson the basisof
thesedentities,but until thereis awayfor relying parties (thosewho areon thereceivingendof
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atransaction) to distinguishbetweenrstronglylinked credentals andweégk credantials,akind of
Greskam’slaw for authenticatiorwill apply—thelevel of trustfor all crecentids will beno
higherthanthetrustgivento theweakestredental, sincethereis noway to tell themapart.

This makesfor avery complexpolicy landscape We wantapproahesto identty thatcan
accommodag differenttechnologiesthatprotecta user’'spersondly identifiableinformationand
privacy; andprovidesthe option for stronglinkagesbetweerdigital identity andlegal identity
withoutthe necessityf a newcontractfor eachtransadon. Essentlly, we will wantan
authenticaton systemthatallows strangerso seairely exchangedrustwhen theychooseo do so.

Thiswill notbe,howevera“Big Bang” event, wherea single, large sysemappearsin avery
shorttime. Instead,the spreadf strongauthentcation will beincremental anditerative asthe
availability of trustworthycredentialdeadsto offeringsof newseavicesand applications,andas
theappearancef desiralle newsenicesandapplicationsincreasesiemand for trustworthy
crecentials.

Nor will thegrowth of auhenticationprocessbe centaly direced. Many differentgroupswill
needto finds waysto cogperatefor authenticaion to work. Thefocusof this coopeationwill be
thedevelopnentof uniform standard andprotocols,bothtechni@l and policy, thatcan
accommodag diversity. It is relativelyeasyfor aredpient to know how muchto trusta
crecentialissuedby his or herown system,but truly usdul authenticaton will enablearecipient
to know how muchto trusta crecentialissuedby anissuerwho it may notknow. There will be
technologial requiremets for the exchangef trustamongunknownsystens, butthe more
importantsetof requrementsinvolve the aspect®f linking thedigital assertn to thelegal
idertity.

Theserequiremenrd includetheaccuracyand verifiability of the governmehrecodsuponwith
legalidentityis basediransparencin how thesedocumatsareusedto link thelegalanddigital
idertities; control by the userof how mudh of their legalidenity is sharel with areceivingparty;
and measireto mitigaterisk for participans in anyauthentication system

A Firm Basisfor Assertion

No singleprocesswill be capableof addessng all theissueghatcurrentlyslow anexpansiorof
online authenticabn. However,thereis adivision of laborin the stepsneededo acceleate
authenticaton thatcouldlet severaldifferentprocessesimultaneusly addressssues.Some
problems— corecredentials- arebestaddressetly governmat. Otherproblems— liability —are
bestleft to the marketandthelegalsystem Cooperatre processeswith the privatesedor (but
not necesarily excludinggovernmenparticipants) bestaddress third setof problems- policy
standarddor authetication. A final setof problens —thoserevolving around privacy protection
—requireinputfrom consumersiobbyinggroups,and the privacycommunty. Coodinationof
thesedisparae efforts will bedifficult, butnotimpossible

Thefirst elenent,accuracyandverification of governmentecords requiresaction by

governments.Turning paperinto digital recordsis notenoudn. Onewayto aceleate
authenticaton would beto makegovernnentrecordsaweb savice. Thesereamrdsmugd be
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searchablendverifiable overthe Web. In this, governnentdat@basesvill needto mimic some
of thetechniquesisedby thelargecreditaggregabrs,who canprovide acessand seachesto
their databaesoverthe Internet. The purpose®f this seart of governmenrecod canbe
constrainedjo protectprivacy,to afew simple queries: is this record accuateand still valid, and
hasit been usedto confirm anotherndertity.

To usethesocal securitynumberasanexampé, when someoneappliesfor a credentialand
providestheir socil securitynumber,anonlinequerycoulddeermine if the SSNwasvalid, if

the personto whomit hadbeenassignedwasdeaasedopr it had beenusedfor anothercredential.
Thesevalidaion queriesneedto beautanaic. Requiringahumanto manually seach and
confirm thevalidity of the SSN addscostandthe possibility of error. Althoughexistinglaw
makesit illegal to usethe SSNasa credental, thenumberis oftenrequired becaus®f its useas
auniqueidentfier for financialservicesandtaxaton records. FortheU.S.,thismakesthe SSN
one of themostimportantrecordsfor authenication. Othe countries that, like theU.S.,do not
havenational ID cards usesimilar sysemswhere citizensareissueda numberfor verifying
assertion®f idenity thatcanbeusedto acesssocal serviesandhedth care.

Theability to validateis notenoughhowever. A receving partymustknow thatthevalidation
occurred,andbe ableto estimatehesecurty of thevalidation proagess. Thenormalcommercial
solution to suchproblemsis to usestandards A standardis a setof best pracicesthat, if
followed,will producea uniformresult. We usestandardgo assurehetrustworthines®f many
products from simplefastenerdo large, complex sysemslike aircraft A standad for
credentialingcouldbeusedto let areceivingpaty assessiow strongly adigital identity was
linkedto alegalidentity.

Neutral Standards

Standardgyenerag positivenetworkeffeds, in that the morepeopk who usethe standads, the
greaterthe benefits for all usersnewandold. Standardsmproveefficieng/. There areconcens
thatstandardganreduceinnovation Howeve, innovaton oftenoccursaroundandon top of
standardssuchasthe millions of innovativeofferingsonthe Webtha leverageHTML standads

Thebeststandardg$or authenticatiorpurposes would be“technologyneutial.” Technology
neutral meastha rulesandprocesssaccomnodae manydifferenttechnologesaslong asthey
producethe sameoutcome. Theexperiencewith PKI anddigital signatures showsthe
drawbacksof a prescriptiveapproachhatrequiresthe useof specific technologies.

A technology neutal, standardsbasedapprachis atiradive for several reasons. Standadscan
provideinteroperabilityacros applicationsandsystems.They arescakabk to new
authenticaton technologiegthat meetthe standads) asthey appea. Theycanaccomnodate
new approacheso identitymanagementA standardsbases approachis beter suitedto
federation,asit providesaframeworkfor many differentauthentication systensto coopeate.

Several exiging groupscouldcreatethesestandads. IndustryconsortaandforasuchasOASIS,

Liberty,andW3C havejoinedtraditionalstandardsdting organizationslike the International
StandardOrgankation(ISO) or, in the caseof the U.S. governnent,the National Institutefor
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StandardsaandTechnology(NIST) in the standads-making business.No singleentity will
dominatethe autheticationsstandardprocessandthe best approat might beto find waysto
expard cooperationamongdifferentgroups. Someproblemstha havemajorimplicationsfor
theadoptionof auhenticationsygems,like privacy andliability, might evenbebestaddessed
by solutionsalrealy developedy othergroups.

Privacy and Personal Data Protection

Betterauthentiationraises critical privacy issues.Privag is amajor concernfor Internetusers
and authenttation anddigital identity cannotbe separated from thelargerdebateoveronline
privacy. Thefundamentaissuesarecortrol of the personalnformaton usedfor enrolmentand
verification, thetrackingof onlineactivities,andthe correltion of online credertials with other
information Therateof progresn privacyis oneof thefactorsthatwill determinetherateat
which strongeronline authentications adoged andused.

Creatingstrongonline identificationwill changethe behavor of peopleon the Intemet,and
absenta continuedcapalility for anaaymousor pseudonymouadion, userswill eitherfind ways
to evadeauthenticationrequirement®r opt out of transadions. Thereis sone evidene that
suggestghata significantpercentagef Internetuserswill optout of onlineapplicationsf they
are requiredto positivelyidentify themselve. A requrementfor postive idenification in all
circumstancewould reducethe scopefor freedomof expressionon the Internd, andwould
creakt anewsetof privacy problems. Consumes andsmadler comnercid enities will optout of
an authenticaton systemif theythink a sideeffect is to damagethe privacy of their personaldata
— both the idenifyi ng datausedfor verification and datathatcould be colleccedwhenthey
conduct onlinetransactiongn anauthenicated mode.

Datais now mucheaser to acquire store,and usethanin the past. Therehasbeena significant
increag in theability of commercialdata aggreaors— sud asChoicePointLexis/Nexis,and
Axciom-to conpile massivedatabasesf public recordsandotherpublicly availabledataon
individuals. Onesuchdataaggregatorepors $1 billi onin saleseach yearto majorcormorate
customers.It spendsb50million ayearto collect data on consumetransadbns;its recods
cover morethaneighty percentof theU.S. populaton andits proprietay analtical softwareand
powerful computersallow customerdo mine this datafor usefullinkagesandpattens.

Somenewtechnobgies,like OpenlD,Higgins,or CardSpacemanae privacy concernsy
allowing usersto choosewhattheywill sharewith areceiving party. Thesetechnologesallow
theuserto creat adigital credentialanddecidehow much personainformaton it should
include. In othercasesthe usermayneedto obtan acredential from athird paty —their
employer, abankor identity serviceprovide, or agovernmat agercy — in orderto engagin a
transaction.

Therewill alsobeingancedn whichthereceiving party will demand extensiveinformationin
orderfor atransation to occur. Theintentmight beto provideaddiional informationto confirm
an assetion of identity (andthe needfor this addtional informaion shoulddeaeaseasmore
trustwortly crecentialsbecomeavailable). The realissueis what thereceiving partydoeswith
theassertiorof identity andits as®ciatedinformaton; isit stored,is it linked to otherdata,and
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it is soldto or sharedwith third partieswithoutthe consenbf the personmaking theassertion?
A relatively simpleway to addresshis conernwould beto link anauthentcaion policy's
standarddo existing privacysafeguardsExisting privacy guiddines (li ke thoseproducedoby the
Centerfor DemocracyandTechnol@y) andexisting law (in the EuropeariJnion or elsevhere)
canform the basisof privacyprotectionghatwil | mitigate risk.

Liability

Liability is a corollary of trust. Liability ruleswill determinethe shapeof both individual
authenticaton systemsandanyfederatedapproab to auhentiation. An assertionof identity or
acredatial is moretrusgworthyif | knowtha someonéearsliability for anerror, if acredential
or assertionappearsto beaccuateandit turnoutto befalse. Theattributionof liability reduces
therisk of acceptng a credential. Few companesarewill ing acceptliability, however,and
governmentsusualy assumano liability for thecredentalsthey issue Uncetainty about
liability is amajor impedimento greateruseof auhentiation. Liability canbeassignedof
course by writtencontractdetweenthe partiesto atransaction, but relying on a papercontract
to erngagein onlineauthenticatia greatlyrestrictsthe sapeandsize of the oppotunity for new
kindsof transacions.

Oneway to assignliability in authemicationisthroughprecedat. Over time,ascourtcasesare
decidal, a paternof regonsibility andlimits on damageswill emege. This processs
incrementalndlengthy,however decisonscan vary from cout to court andtheresultof
waiting for precedentiatiecisionswill beto slowtheadopton of onlineauthentication.

Legislationis thealternativeto courtdecsions. Insteadof letting caselaw solvethe liability
problem,legislative bodiescouldallocateliability and setlimits on compensatn. If the
legislaion getsit right, themarketis acceeraed. If it getsit wrong,theresult will beto limit the
size andscopeof the marketfor authentiation servicesin waystha harminnovationand
econanic growth.

A relevantexampleof legislationaffectingliability isthe Electronic FundsTransferactof 1978,
which limited consumetiability for unautheized useof a credit cardto $50.00. By settingthe
termsandrequrementdor liability, the Act hadtwo effecs: it encouragedonsunersto make
greateruseof creditcards and(otherforms of electronic payments),andit incentivizedcredit
cardcompaniesto makemajor effortsto reducetherisk of unauthoriedtransations. The
companiegayfor thelossesabove$50.00by adding a small percentageto theinterestfeesthat
consumes pay.

Liability could beassignedby law for both consumersndsavice provides. Legslationto
alocateliability for bothusersandissuerscould blendexisting pracices,suchasprovisions
similar to thosethatapplyto creditcards. If liability islimitedonly for consunrers, sevice
providerswill beunwilling to offer authenication, as the bulk of theriskswould havebeen
shifted to them Legislationthatlimits liability for serviceproviders similar to statutesthatlimit
theliability of airlinesfor loss or accidentswill benecessay. Fortransadions thatare valued
above theliability ceiling, the participans would needto acquire additiond insuanceor decide
not to engagean anonline transaction.
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Creatingafinancial floor andceiling for liability will limit the kindsof transa&tionsthatrely on
online authenticabn, butwill alsoenabl€open’ authentcaion sysemswhere thereis no
previousbinding legal commitmentamongpariesto atransadbn. Peoplewill beunwilling to
useopenauthenicationsystemdor transationswhosevalue is much greager thanthelegally
establishediability thresholds.Highervaluetransadbnswill moveto closedauthentication
systemsbasel on contracts.

A third approachto liability is for participansin atransadion to buyinsuranceagainsteror.
Manymortgages in the United Statescomewith title insurance.This insuresthe buyeragainst
therisk thatthetitle to the propertybeing acquiedis in someway flawed. This situationhas
marny parallds to authenticationbutinsurance(like caselaw) requres a bodyof precedentghat
allow aninsurerto estimatetherisk of loss. This datais not avaiable for auhentication,and
better estimaésanddataon authenticatiomisks could help guide policiesandrulesthatwould
expard the useof digital authentication.

Aswith authenicationitself, thereis nota onesizefits-all solutionto liability. High-value
transactionsvill require differentliability procedurethanlow-valuetransations. Transactions
involving creditcardsmaynot needanyaddtional effort to addresdiability atall. Reputational
riskis minimal, andwill diminishasbetier authentication increaes therisk of detectionfor
anonymousslander— why debatesomeme who will notgive thar nane?

Similarly, authentcationpolicy standard would needto adknowledgetheliability issue.
Liability is complex andshapedy legalpreedentandcomnercial law. Credit cardcompanies
hold mostof theliability foundin currentonline transation. If onlineservcesmovebeyonda
relianceon creditcardsasthe primaryvehicle for commerdal transadbns (andit is not clear
thatthiswill occur),othermeasiresfor handling liability may emerge. Someauthentication
service providersalready offer warrantiesor othe protedions. Insuranceproductscould be
expardedto coverliability. Thesesortsof solutionsto liability issues are probablybestleft to
individuals andfirms,andthebeg contributionof a policy stangrd might bearequrementfor
transparengto usersandreceivingpartiesregardng theliability protecionsofferedaspatt of an
authenticaton service.

Expanding Opportunity

Two words— luxuriantvariety— describethe current statusof authentication of identity. There
are multiple crecentials,technologes,agences,companies,andrulesinvolvedin authentication.
Thisis notgoingto changebputit canbemademoreorderly anddepadable. Advanceswill
comein incrementalstepsasbusinesesandgovenmentsfind viablewaysto use better
authenticaton for newor improvedservces.

Identity andauthenticationdo not happenn isolation. Theyrequre context andrelationships
and aweb of interactionsamongmanypaticipants. Technolog/ alone cannotsupplycontext
and relationship. These mustbeasemblal from arangeof differentinteracions, eachof which
providesa pieceof authenticateddentity. The pieces neededfor beter authentcationare
presentin away thatwasnottrueadecadeago. Trial and errorhavehdpedto identify crucial
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obstaclesandsuggestthe meansan which theycanbe overome-—including the developmenof
new technologiesthatoffer greatercontrol of informaion andenableapproachgto
authenticaton thatno longerassumehatthe samesolution is nealedfor every transacton.

Whatis still lackingarethe policy frameworksto join thesepiecesinto trusworthy online
idertity systens thatcanwin wide accepance Theseframeworks will eventually appear but
we canacceératetheir appearace (andthe benefts they will bring) by articulatinga vision of
whatauthenttationandidentity will ook like, whatneedgo be doneto achieveit, andwho is
bestsuitedto dothis. All of thosewho have a st&ke in authenticaion of onlineidentity will need
to play a part,or to be repregntedin the efforts to designeffective policy frameworks.

In some ways, the stepsoutlinedabove for improving authentication aredaunting Progresawill
require coordinate actionby multiple actorsin the public andprivate sectors. We shouldnot
underestimag the complexity of thistask. Polidestha reducethe burdenof building
cooperation(such asopt-in approachesyhere the unwilling are not requredto patrticipate,or
opensystemsandstandardsthataccommoda different technologes)wil | speedmprovement.
Theopportunitesare real—improvemets in governmat processegjewtedinologesandnew
private sectorinitiativescould be combinedo creat therangeof auhenticaion servicesneeded
to furtherexplotit digital networks

Theamountof trustpeoplewill placein anauhentcation systens (and therefore the extentto
whichtheywill useit) dependdirst ontheuseof asecurgedinology. Thedegreeof trust
peogde placein anauhenticationsystemusing a securetechnobgy, howeve, will bedetemined
by thetransparencyandrobustnessof the enrolnentandcredentialing process;the protections
affordedto privacy; andtheassgnmentof liability. Thebasis of thistrustlieswith government
rulesandsewicesthatprovidea frameworkfor commerdal opporunity. Better rulesand
servicesfrom governrmentsmeanmoreemnomicopporunity and greate securityfor their
citizens In thiscasetherulesandservicesarethosethatlet bushesss, usingnew digital
technologis, createa trustworthyonline environment.

Theknowledyethatauthenticatiorof identty canfail credgesaninvisible ceiling for business
and government Therisk of failure limits our ability to take full advanageof digital networks
and theemeging webserviceghatarebasedonthem. “Closed” authentication systems-where
the participantsareboundto eachotherby some form of contact— arealread widespread.
“Open’authenticion systemswhereatoken,credental or othe identfier issuedoy onesystem
canbeusedby anoherevenif thereis no contractor otherprior agreenentor knowedge
betweenthetwo systemsarefew andfar between. Thelack of openautheticationsystems
creaessignficant opportunitycods — thelost or forgonechanceto do betier. The nationsthat
canreducetheseopportunity costswithout damagngcivil libertieswill performbetterin an
increaggly competitiveinternationaleconomy.

Theproblemswe beganwith werehowto adat paperidentty andcredenialing processe$o
digital andnetworked applications;howto increaeinteropeability amongautoromousand
heterogeneouauthenticatiorsystems andhow to build trustin authenication anddigital
idertity processesThecountriesthatcansolvetheseproblems,individually or jointly, will be
better ableto seizethe opportunitiesof thedigital age.
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