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|. Introduction

The fall of Saddam Hussein would have exposed deep fracture lines in an impoverished
Irag, amost regardliess of how it occurred. One key legacy of the British “divide and
rule’ tactics that formed the state was minority Arab Sunni rule over a state that had
come to have an Arab Shi’ite majority of some 60% of the population, and Kurdish,
Turcoman, and other minorities that made up another 20%. Irag’s violent politics had
further compounded these problems by bring a leader to power who never tolerated
political dissent, and began the bloody purging and suppression of al organized political
resistance when he took full power in 1979.

Saddam Hussein’s* Powder keg”

Iraq came to be ruled by asmall, largely rural Sunni Arab elite that used the Ba ath Party
and the state to maintain itself in power. Its economy remained relatively undevel oped,
agriculture was never modernized or made productive, inefficient state-industries
undercut development as did arigid state-controlled financia sector and mix of barriers
to trade and outside investment. Worse, the economy effectively became a command
kleptocracy where Saddam Hussein used the nation’ s wealth to secure power and support
his ambitions, and his ruling elite exploited their positions for their own personal benefit.

The nation was impoverished and driven into massive debt in the early 1980s by Saddam
Hussein’sinvasion of Iran and effort to seize its oil-rich territory in the southwest of Iran.
Eight years of war crippled the development of the nation’ s infrastructure, education, and
efforts to properly develop its oil wealth. In 1990, Saddam Hussein's efforts to solve his
economic problems by invading Kuwait led to a massive military defeat, a new massive
burden of reparations for the war, and then to more than a decade of UN and internationa
sanctions further crippling every aspect of the nations devel opment.

The politics of the Iran-lrag War, which lasted from 1980-1988, were essentially the
politics of ruthless repression. Political dissent of any kind became even more dangerous.
Kurdish efforts to exploit the war and achieve some degree of autonomy or independence
were met with murder, the use of poison gas, and “ethnic cleansing.” Hundreds of
thousands of Arab Shi’ites were driven out of the country, and many formed an armed
opposition with Iranian support. While most of the remaining Arab Shi’ites remained
loyal, their secular and religious leaders were kept under constant surveillance and
sometimes imprisoned and killed. The marsh areas aong the Iranian border were a key
center of the fighting between Iran and Iraqg, but still became a sanctuary for deserters and
Shi’ite opposition elements.

Iragq’ s defeat in the Gulf War in 1991, following its invasion of Kuwait, in 1990 did more
than further impoverish the country. Uprisings in the Shi’ite areas in the south were
suppressed with all of the regime's customary violence and then followed by a mix of
repression and low-level civil war that lasted until Saddam was driven from power. While
this conflict received only limited attention from the outside world, it often involved
significant local clashes between Iragi government forces and those of Shi’ite opposition
movements based in, and back by, Iran. The post-Irag War discovery of mass graves of
Shi’ite fighters and civilians are a grim testimony to how serious this “quiet” fighting
could be. This further divided Shi’ite and Sunni, but also left a lasting legacy of anger
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against the US and Britain for not supporting the uprisings against Saddam and protecting
the Shi’ites.

A similar set of uprisings in the Kurdish north created a flood of refugees into Turkey
following the defeat of the Kurds, and force the US to use airpower to protect the Kurds,
and create an international aid effort to support them. This gave the Kurds a level of
protection the Arab Shi’ites lacked, but left them in a kind of limbo where they had de
facto autonomy, but lived with nearly one-third of Iraq's military forces deployed on the
edge of their “security zone.” Divisions between the two main Kurdish factions led to
low-level fighting and even to one faction supporting an attack by Saddam on the other,
The end result, however, was to further increase the Kurdish desire for independence,
while keepilng many dispossessed Kurds out of their origina homes in areas like Kirkuk
and Mosul.

From 1991 until the Coalition invasion in 2003, Saddam Hussein created further political
problems by encouraging tribal divisions and favoring those tribes and clans that
supported his rule and regime. He exploited religion by increasing publicly embracing
Islam, and privately favoring Sunni factions and religious leaders that supported him
while penalizing Shi’ite religious leaders and centers he saw as a threat, At the same
time, funds were poured into Sunni areas in the West, government and security jobs were
given to Sunnis, and scarce resources went into military industries that heavily favored
Sunni employment. The result was to distort the economy and urban structure of Irag in
ways that favored Sunni towns and cities in areas like Tikrit, Samarra, Fallujah, Ramadi
and other largely loyalist Sunni towns.

Saddam Hussein’s regime manipulated rationing, control of imports, state funds, and the
UN oil for food program for his own benefit, further undercutting economic
development. The funding of education, medical services, and infrastructure was used as
apolitical weapon in an effort to exploit the suffering of the Iragi people to break out of
UN sanctions. It also was used selectively to favor key power centers like Baghdad, and
major potential centers of urban unrest, while leaving other areas with limited or no
essential services like water, power, and sewers. Rather than seek to restore and develop
the nation’s oil and gas wealth, existing fields were overproduced, funds were redirected
for the use of the regime, and exports were manipulated to obtain kickbacks and get
political support from nations like Syria. These efforts were cloaked by a propaganda
campaign blaming the US, UN, outside powers, and UN sanctions for al of the mistakes
of the regime.

By comparison, Tito’'s regime in the former Y ugoslavia was both progressive and benign.
At the time the US-led coalition invaded Iraq was divided by far greater pressures, and
had far less capability for political leadership. It was atime bomb waiting to explode, and
fueled by both its original heritage of ethnic and sectarian division and over twenty years
of direct misrule by Saddam Hussein.

America’s Strategic Mistakes

The United States made major strategic mistakes in preparing to deal with this situation.
It did demonstrate that it could fight the war it planned to fight: a conventional regional
war with remarkable efficiency, at low cost, and very quickly. The problem was that the
US chose a strategy whose post-conflict goals were unrealistic and impossible to achieve,
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and only planned for the war it wanted to fight and not for the “peace” that was certain to
follow.

Its most obvious mistake was its basic rationale for going to war: A threat from based on
intelligence estimates of Iragi efforts to create weapons of mass destruction that the US
later found did not exist. At a grand strategic level, however, the Bush Administration
and the senior leadership of the US military made the far more serious mistake of wishing
away virtually all of the real world problems in stability operations and nation building,
and making massive policy and military errors that created much of the climate of
insurgency in Iraqg.

The full chronology of what happened is till far from clear, and its far easier to accuse
given US leaders that it is to understand what really happened or assign responsibility
with any credibility. It is clear, however, that many of the key decisions involved were
made in ways that bypassed the interagency process within the US government, ignored
the warnings of US area and intelligence experts, ignored prior military war and stability
planning by the US Centra Command (USCENTCOM), and ignored the warnings of
policy makers and expertsin other key coalition states like the Unite Kingdom.

At the same time, it is aso clear that too much credence was given to ideologues and true
believers in the ease with which such a war could be fought and in effective nation
building. These included leading neoconservatives in the Office of the Secretary of
Defense, the Office of the Vice President, and some officials in the National Security
Council, as well as in severa highly politicized “think tanks.” The same was true of
various Iraqgi exile groups that grossly exaggerated the level of Iragi popular support for a
“liberating” invasion and the ease with which Saddam Hussein's regime could be
replaced, and underestimated both the scale of Iragi’s ethnic and sectarian divisions and
economic problems.

These problems were compounded by leadership within the Office of the Secretary of
Defense that put intense pressure on the US military to plan for the lowest possible level
of US military deployment, and then for delays in that deployment because of the
political need to avoid appearing precipitous to the UN. At the same time, the leadership
of the US military actively resisted planning for, and involvement in, large-scale and
enduring stability and nation building activity, and failed to plan and deploy for the risk
of asignificant insurgency.

The fact the US failed to plan for meaningful stability operations and nation building was
the most serious strategic mistake that led to the insurgency and crime that are the focus
of thisanalysis, but these mistakes were compounded by other problems:

A failure to accurately assess the nature of Iragi nationalism, the true level of culture differences,
and the scale of Iraq problems. This failure of strategic assessment included the failure to see the
scale of Iraq’'s ethnic and sectarian differences, its economic weaknesses and problems, the
difficulty of modernizing an infrastructure sized more to 16-17 million than the current population
of 25-26 million, unredlistic estimates of “oil wealth,” the probable hardcore support for the
former regime in Sunni areas, secular versus theocratic tensions, the impact of tribalism, the
impact of demographics in a society so young and with so many employment problems, and a
host of other real-world problems that became US and Coalition problems the moment Coalition
forces crossed the border.
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The failure to plan and execute effective broader information operations before, during and after
the invasion to win the “hearts and minds of Iragis,” persuade them that the Coalition came a
liberators that would leave rather than occupiers who would stay and exploit Irag, and that the
Coalition would provide aid and support to an truly independent government and state. A
secondary failure to anticipate and defuse the flood of conspiracy theories certain to follow
Coalition military action.

The failure to create and provide anything approaching the kind and number of civilian elements
in the US government, necessary for nation building and stability operations. These problems were
particular serious in the State Department and other civilian agencies, and much of the civilian
capability the US did have was not recruited or willing to take risksin the field.

The failure to plan and execute efforts to maintain the process of governance at the local,
provincial, and central level; to anticipate the risk the structure of government would collapse and
the risk of looting, and to create a plan for restructuring the military, police, and security forces --
all of which needed to be proclaimed and publicized before, during, and immediately after the
initial invasion to win the support of Iragi officials and officers who were not linked to active
support of Saddam Hussein and past abuses, and to preserving the core of governance that could
lead to the rapid creation of both alegitimate government and security.

Broad failures by what a leading officer involved in planning operations in Iraq by “quiescent US
military and Intelligence community leaders who observed the distortion/cherry picking of data
that lead to erroneous conclusions and poor planning,” but failed to press their case or force the
issue.

Over-reliance on exile groups with limited credibility and influencein Irag.

Failure to anticipate and prepare for Iragi expectations after the collapse of Saddam’s regime, and
for the fact that many Iragis would oppose the invasion and see any sustained US and coalition
presence as a hostile occupation.

Miscalculations about UN support, NATO & coalitions, and transit through Turkey.

Failing to the provided the personnel and skills necessary to secure Iraqi rear areas and urban areas
as the Coalition advanced, and to prevent the massive looting of government offices and facilities,
military bases, and arms depots as the during and after the fighting: A process that effectively
destroyed the existing structure of governance and security without making any initial effort to
replace it. It was not until May 2003, roughly two months after the fall of Baghdad, that a 4,000
man US military police effort was authorized for deployment to Baghdad, and it then took time to
arrive. No serious effort to rebuild Iragi police forces took place until June 2004, in spite of mass
desertions right after the fighting and the turmoil caused by disbanding the Ba ath Party and
military and security forces.”

The creation of a small cadre of civilians and military in the Office of Reconstruction and
Assistance (ORHA), many initialy recruited for only three-month tours. ORHA planned to
operate in an lrag where al ministries and functions of government remained intact. It was
charged with a largely perfunctory nation building task, given negligible human and financial
resources, not allowed meaningful liaison with regional powers, and not integrated with the
military command. Effective civil military coordination never took place between ORHA and the
US command during or after the war, and its mission was given so little initial priority that it was
did not even come to Baghdad until April 21, 2003 -- twelve days after US forces — on the
groundsit did not have suitable security.

Failing not only to anticipate the threat of insurgency and outside extremist infiltration, in spite of
significant intelligence warning, but to deploy elements of US forces capable of dealing with
counterinsurgency, civil-military operations, and nation building as US forces advanced and in the
immediate aftermath of the collapse of the regime. Creating regional commands based on
administrative convenience, rather than need, and leaving most of the initial tasks of stability
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operations and nation building up to improvisation by individual local commanders who had
minimal or no expert civilian support.

Replacing ORHA after the fall of Saddam Hussein with the Coalition Provisional Authority
(CPA), and suddenly improvising a vast nation building and stability effort, recruiting and funding
such an operation with little time for planning, and then attempting to carry out the resulting
mission along heavily ideological lines that attempt to impose American methods and values on

Irag.

Placing the CPA and US commands in separate areas, creating large, secure zones that isolated the
US effort from Iragis, and carrying out only limited coordination with other Coalition allies.

Staffing the CPA largely with people recruited for short tours, and often chosen on the basis of
political and ideological vetting, rather than experience and competence.

Thisfailure was compounded by alack of language and area skills and training on the part of most
US military forces, and intelligence capabilities designed to provide the human intelligence
(HUMINT), technical collection, analytic capabilities, and “fusion” centers necessary for stability,
counterterrorist and counterinsurgency operations.

A failure to honestly assess the nature and size of the Iragi insurgency as it grew and became
steadily more dangerous.

Planning for premature US military withdrawals from Iraq before the situation was clear or secure,
with major reductions initially planned to begin some three months after the fall of Saddam’'s
regime, rather than planning, training, and equipping for a sustained period of stability operations.

A failure to react to the wartime collapse of Iragi military, security, and police forces and focus
immediately on creating effective Iragi forces — afailure that placed a major and avoidable burden
on US and other coalition forces and compounded the Iragi feeling that Iragi had been occupied by
hostile forces.

Planning for several years of occupation, once the CPA was created, and for a situation wherei a
US-led coalition could improves it own values and judgments about the Iragi people, politics,
economy, and social structure for a period of some three years — rather than expedite the transfer
of sovereignty back to Iraq as quickly as possible. The record is mixed, but the CPA only seemsto
have decided to expedite the transfer of sovereignty in October 2003, after the insurgency had
already become serious, and its choice of June 2004 for doing so was largely arbitrary. Even then,
it failed to make its plans sufficiently convincing to much of the Iragi people.

It is perfectly true that foresight is far more difficult than “20-20 hindsight.” Many, if not
most, of these problems were, however, brought to the attention of the President,
National Security Council, State Department, Department of Defense, and intelligence
community in the summer and fall of 2002, and in interagency forums. No one accurately
prophesized al of the future, but many inside and outside government warned what it
might be. The problem was not that the system did not work in providing many key
elements of an accurate assessment, it was that the most senior political and military
decision makers ignored what they felt was negative advice out of a combination of
sincere belief, ideological conviction, and political and bureaucratic convenience.

Over time, these failures aso pushed the US to the limit of the ground forces it could
easily deploy. They help cause the death of well over 1,500 Americans and other
coalition forces after Saddam had fallen and the war had ended, and wounded well over
10,000. The also helped to kill and wound tens of thousands of Iragis. It is also important
to note that they laid the ground work for many of the problems in creating effective Iraqgi
forces, and that responsibility cannot be allocated to the US military and civilians in the
field. No one can claim “20-20 hindsight” or that all of these failures were avoidable. The
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fact remains, however, that every failure listed was ultimately a failure at the highest
levels of US policy and the direct responsibility of the President, Vice President,
Secretary of Defense, National Security Advisor, Chairman of the Joint Chiefs, and
service chiefs.

America’s Strategic Mistakes

The United States made major strategic mistakes in preparing to deal with this situation.
It did demonstrate that it could fight the war it planned to fight: a conventional regional
war with remarkable efficiency, at low cost, and very quickly. The problem was that the
US chose a strategy whose post-conflict goals were unrealistic and impossible to achieve,
and only planned for the war it wanted to fight and not for the “peace” that was certain to
follow.

Its most obvious mistake was its basic rationale for going to war: A threat from based on
intelligence estimates of Iragi efforts to create weapons of mass destruction that the US
later found did not exist. At a grand strategic level, however, the Bush Administration
and the senior leadership of the US military made the far more serious mistake of wishing
away virtually all of the real world problems in stability operations and nation building,
and making massive policy and military errors that created much of the climate of
insurgency in Iraqg.

The full chronology of what happened is still far from clear, and its far easier to accuse
given US leaders that it is to understand what really happened or assign responsibility
with any credibility. It is clear, however, that many of the key decisions involved were
made in ways that bypassed the interagency process within the US government, ignored
the warnings of US area and intelligence experts, ignored prior military war and stability
planning by the US Centra Command (USCENTCOM), and ignored the warnings of
policy makers and expertsin other key coalition states like the Unite Kingdom.

At the same time, it is also clear that far too much credence was given to ideologues and
true believers in the ease with which such a war could be fought and in effective nation
building. These included leading neoconservatives in the Office of the Secretary of
Defense, the Office of the Vice President, and some officials in the National Security
Council, as well as in severa highly politicized “think tanks.” The same was true of
various Iragi exile groups that grossly exaggerated the level of Iragi popular support for a
“liberating” invasion and the ease with which Saddam Hussein's regime could be
replaced, and underestimated both the scale of Iragi’s ethnic and sectarian divisions and
economic problems.

These problems were compounded by leadership within the Office of the Secretary of
Defense that put intense pressure on the US military to plan for the lowest possible level
of US military deployment, and then for delays in that deployment because of the
political need to avoid appearing precipitous to the UN. At the same time, the leadership
of the US military actively resisted planning for, and involvement in, large-scale and
enduring stability and nation building activity, and failed to plan and deploy for the risk
of asignificant insurgency.
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The fact the US failed to plan for meaningful stability operations and nation building was
the most serious strategic mistake that led to the insurgency and crime that are the focus
of thisanalysis, but these mistakes were compounded by other problems:

A failure to accurately assess the nature of Iragi nationalism, the true level of culture differences,
and the scale of Iraq problems. This failure of strategic assessment included the failure to see the
scale of Irag's ethnic and sectarian differences, its economic weaknesses and problems, the
difficulty of modernizing an infrastructure sized more to 16-17 million than the current population
of 25-26 million, unredlistic estimates of “oil wealth,” the probable hardcore support for the
former regime in Sunni areas, secular versus theocratic tensions, the impact of tribalism, the
impact of demographics in a society so young and with so many employment problems, and a
host of other real-world problems that became US and Coalition problems the moment Coalition
forces crossed the border.

The failure to plan and execute effective broader information operations before, during and after
the invasion to win the “hearts and minds of Iragis,” persuade them that the Coalition came a
liberators that would leave rather than occupiers who would stay and exploit Iraq, and that the
Coadlition would provide aid and support to an truly independent government and state. A
secondary failure to anticipate and defuse the flood of conspiracy theories certain to follow
Coalition military action.

The failure to plan and execute efforts to maintain the process of governance at the local,
provincial, and central level; to anticipate the risk the structure of government would collapse and
the risk of looting, and to create a plan for restructuring the military, police, and security forces --
all of which needed to be proclaimed and publicized before, during, and immediately after the
initial invasion to win the support of Iragi officials and officers who were not linked to active
support of Saddam Hussein and past abuses, and to preserving the core of governance that could
lead to the rapid creation of both alegitimate government and security.

Broad failures by what a leading officer involved in planning operations in Iraq by “quiescent US
military and Intelligence community leaders who observed the distortion/cherry picking of data
that lead to erroneous conclusions and poor planning,” but failed to press their case or force the
issue.

Over-reliance on exile groups with limited credibility and influencein Irag.
Miscal culations about UN support, NATO & coalitions, and transit through Turkey.

Failing to the provided the personnel and skills necessary to secure Iraqi rear areas and urban areas
as the Coalition advanced, and to prevent the massive looting of government offices and facilities,
military bases, and arms depots as the during and after the fighting: A process that effectively
destroyed the existing structure of governance and security without making any initial effort to
replace it.

The creation of a small cadre of civilians and military in the Office of Reconstruction and
Assistance, many initially recruited for only three month tours, that was charged with a largely
perfunctory nation building task, given negligible human and financial resources, not allowed
meaningful liaison with regional powers, and not integrated with the military command.

Replacing ORHA after the fall of Saddam Hussein with the Coalition Provisional Authority
(CPA), and then suddenly improvising a vast nation building and stability effort, recruiting and
funding such an operation with little time for planning, and then attempting to carry out the
resulting mission along heavily ideological lines that attempt to impose American methods and
values on Iraqg.

Placing the CPA and US commands in separate areas, creating large, secure zones that isolated the
US effort from Iragis, and carrying out only limited coordination with other Coalition allies.
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Staffing the CPA largely with people recruited for short tours, and often chosen on the basis of
political and ideological vetting, rather than experience and competence.

A failure not only to anticipate the threat of insurgency and outside extremist infiltration, in spite
of significant intelligence warning, but to deploy elements of US forces capable of dealing with
counterinsurgency, civil-military operations, and nation building as US forces advanced and in the
immediate aftermath of the collapse of the regime. Creating regional commands based on
administrative convenience, rather than need, and leaving most of the initial tasks of stability
operations and nation building up to improvisation by individual local commanders who had
minimal or no expert civilian support.

This failure was compounded by alack of language and area skills and training on the part of most
US military forces, and intelligence capabilities designed to provide the human intelligence
(HUMINT), technical collection, analytic capabilities, and “fusion” centers necessary for stability,
counterterrorist and counterinsurgency operations.

Planning for premature US military withdrawals from Iraq before the situation was clear or secure,
with mgjor reductions initially planned to begin some three months after the fall of Saddam’s
regime, rather than planning, training, and equipping for a sustained period of stability operations.

Failure to anticipate and prepare for Iragi expectations after the collapse of Saddam’s regime, and
for the fact that many Iragis would oppose the invasion and see any sustained US and coalition
presence as a hostile occupation.

A failure to react to the wartime collapse of Iragi military, security, and police forces and focus
immediately on creating effective Iragi forces — afailure that placed a major and avoidable burden
on US and other coalition forces and compounded the Iragi feeling that Iragi had been occupied by
hostile forces.

A failure to honestly assess the nature and size of the Iragi insurgency as it grew and became
steadily more dangerous.

The failure to provide, or even have available, anything like the civilian elements in the US
government, necessary for nation building and stability operations. These problems were
particular serious in the State Department and other civilian agencies, and much of the civilian
capability the US did have was not recruited or willing to take risks in the field.

Then creating an occupation authority that planned for several years of occupation, asif a US-led
coalition could improves it own values and judgments about the Iragi people, politics, economy,
and social structure for a period of some three years — rather than expedite the transfer of
sovereignty back to Iraq as quickly as possible. The record is mixed, but the CPA only seems to
have decided to expedite the transfer of sovereignty in October 2003, after the insurgency had
already become serious, and its choice of June 2004 for doing so was largely arbitrary. Even then,
it failed to make its plans sufficiently convincing to much of the Iragi people.

It is perfectly true that foresight is far harder than “20-20 hindsight.” Many, if not most,
of these problems were, however, brought to the attention of the President, National
Security Council, State Department, Department of Defense, and intelligence community
in the summer and fall of 2002, and in Interagency forums. NO one accurately
prophesized al of the future, but many inside and outside government warned what it
might be. The problem was not that the system did not work in providing many key
elements of an accurate assessment, it was that the most senior political and military
decision makers ignored what they felt was negative advice out of a combination of
sincere belief, ideological conviction, and political and bureaucratic convenience.
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II. The Growth and Character of the Insurgent Threat

The end result of these complex forces is that the US-led Codlition initially tried to
restrict the development of Iragi armed forces to a token force geared to defend Irag's
borders against external aggression. It did not try to create police forces with the
capability to deal with serious insurgency and security challenges. As time went on, it
ignored or did not give proper priority to the warnings from US military advisory teams
about the problems in organizing and training Iragi forces, and in giving them the
necessary equipment and facilities.

The US failed to treat the Iragis as partners in the counterinsurgency effort for nearly a
year after the fall of Saddam Hussein, and did not attempt to seriously train and equip
Iragi forces for proactive security and counterinsurgency missions until April 2004 —
nearly a year after the fall of Saddam Hussein and two-thirds of a year after a maor
insurgency problem began to emerge.’

Denial as a Method of Counter-Insurgency Warfare

Both US policymakers and the US military initially lived in a state of near-denia over the
rise of terrorism and insurgency. The US assumed for much of the first year after the fall
of Saddam Hussein that it was dealing with alimited number of insurgents that Coalition
forces would defeat well before the election. It did not see the threat level that would
emerge if it did not provide jobs or pensions for Iragi career officers, or co-opt them into
the nation building effort. It was slow to see that some form of transition payments were
necessary for the young Iragi soldiers that faced massive, nation-wide unemployment.
The US till failed to acknowledge the true scale of the insurgent threat and the extent to
which popular resentment of Coalition forces would rise if it did not act immediately to
rebuild a convincing mix of Iragi military and security forces.

The US failed to establish the proper political conditions to reduce Iragi popular
resentment of the Coalition forces and create a political climate that would ease the task
of replacing them with effective Iragi forces. It failed to make it clear to the Iragi people
that the US and Britain had no economic ambitions in Irag and would not establish
permanent bases, or keep Iragi forces weak to ensure their control. In fact, Lt. Gen. Jay
Garner, the first American Administrator in Irag, suggested in early 2004 that US forces
might remain in Iraq for “the next few decades,” adding that securing basing rights for
the US should be atop priority.*

Failing to Admit the Scope of the Problem though Mid-2004

As aresult, the US failed to come to grips with the Iragi insurgency during the first year
of US occupation in virtually every important dimension. It was slow to react to the
growth of the insurgency in Irag, to admit it was largely domestic in character, and to
admit it had significant popular support. The US military and intelligence effort in the
field did begin to understand that terrorist and insurgent threat was serious and growing
by the fall of 2003.

For all of 2003, and most of the first half of 2004, however, senior US officials and
officers did not act on this plan or respond effectively to the growing insurgency. They
kept referring to the attackers as terrorists, kept issuing estimates that they could not
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number more than 5,000, and claimed they were a mixture of outside elements and
diehard former regime loyalists (FRLS) that had little popular support. The US largely
ignored the previous warnings provided by Iragi opinion polls, and claimed that its
political, economic, and security efforts were either successful or would soon become so.
In short, the US failed to honestly assess the facts on the ground in a manner reminiscent
of Vietnam.

As late as July 2004, some senior members of the Bush Administration still seemed to
live in a fantasyland in terms of their public announcements, perception of the growing
Iragi hostility to the use of Coalition forces, and the size of the threat. Its spokesmen
were gtill talking about a core insurgent force of only 5,000, when many Coalition experts
on the ground in Iragq saw the core as at least 12,000-16,000. They aso ignored signs of
Sunni versus Shi’ite tension, and growing ethnic tension in the north.

Such US estimates of the core structure of the Iragi insurgency ignored the true nature of
the insurgency. The US was dealing with a mixture of Iragi nationalism, Sunni
resentment and anger, and popular opposition to any form of Western occupation. The
problem was broad support, not a small group of “bitter enders.” From the start, there
were many part-time insurgents and criminals who worked with insurgents. In some
areas, volunteers could be quickly recruited and trained, both for street fighting and
terrorist and sabotage missions.

Asin most insurgencies, “sympathizers’ within the Iragi government and Iraqi forces, as
well as the Iragis working for the Coalition, media, and NGOs, often provided excellent
human intelligence without violently taking part in the insurgency. Saboteurs can readily
operate within the government and every aspect of the Iragi economy.

From the start, Iragi and foreign journalists provided an inadvertent (and sometimes
deliberate) propaganda arm, and media coverage of insurgent activity and attacks
provided a de facto command and communications net to insurgents. Thisinformal “net”
provides warning, tells insurgents what attacks do and do not work, and alows them to
coordinate their attacks to reinforce those of other insurgent cells and groups. Asin all
insurgencies, arace developed between the insurgents and the Coalition and Iragi Interim
Government forces to see whose strength could grow faster and who best learns from
their enemies.

Evolving Threat Tactics and Pressure on Government Forces

During the summer and fall of 2003, Iragi insurgents emerged as effective forces with
significant popular support in Arab Sunni areas, and developed a steadily more
sophisticated mix of tactics. In the process, as Chapter XIl and Appendix A describe in
detail, a native and foreign Islamist extremist threat also developed which deliberately
tried to divide Irag’s Sunni Arabs from its Arab Shi’ites, Kurds, and other Iragi
minorities. By the fall of the 2004, this had some elements of a low-level civil war, and
by June 2005, it threatened to escalate into afar more serious civil conflict.

There are no reliable unclassified counts of insurgent attacks and incidents, or of the
casualties on both sides — an issue also discussed in depth in Chapter XII. The US only
publicly reported on its own casualties, and the Iragi government stopped making its own
estimates public. Estimates of insurgent casualties are aso tenuous at best.
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The NGO Coordinating Committee on Iraq did, however, make useful rough estimates of
the patterns of attack between September 2003 and October 2004. These patterns seem
broadly correct and both illustrate key patterns in the fighting, and the need for competent
and combat-capable Iragi government military, security, and police forces.

From September 2003 through October 2004, there was a rough balance between the three
primary methods of attack, namely improvised explosive device (IED), direct fire, and indirect
fire, with a consistent but much smaller number of vehicle-borne improvised explosive devices
(VBIED). Numbers of attacks varied significantly by month. There was a slow decline from well
over 400 attacks each by improvised explosive device (IED), direct fire weapons, and indirect fire
weapons to around 300. There was also, however, aslow increase in attacks using VBIEDs.

Attack distribution also varies, with a steadily rising number of attacks in the area of Mosul in the
north. Baghdad, however, has been the scene of roughly twice as many attacks and incidents as the
other governorates, with 300-400 a month on average. Al Anbar, Salah-al-din, and Ninewa have
had roughly one-third to one half as many. Babil and Diyala average around 100 per month, lower
levels of attack have taken place in Tamin and Basra.

Since the Shi’ite fighting with Sadr has ceased, the peak of insurgent activity in the south has
declined. There have been relatively low levels of attack in the Karbala, Thi-Qar, Wassit, Missan,
Muthanna, Najaf, and Qaddisyaa governorates.

Irbil, Dahok, and Sulaymaniyah are northern governorates administrated by the two Kurdish
Regiona Governments (KRGs) and have long been relatively peaceful.

Attacks fit a broad pattern during the day, although 60% of the attacks reported are unspecified.
Of those that do have a specific time reported, 10% are in the morning, 11% are in the afternoon,
and 19% are at night.

A rough estimate of targets and casualties from September 2004 to October 2004 is
shown in Figure 2 below, and helps illustrate the continuing diversity of the attacks and
that far more than American casualties were involved from the start of the conflict:
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Figure?2

[llustrative Patternsin Targeting and Casualties (September 2003-October 2004)

Target Number of Attacks/Incidents Killed Wounded
Coalition Forces 3227 451 1002
Coalition Air Convoy 49 55 32
CPA/US Officials/Green Zone 32 60 206
Diplomatic Mission 11 7 9
Local Authority 31 56 81
Contractor 113 210 203
Civilian 180 1981 3467
Criminal & Suspect 49 31 972
ICDC 58 191 310
Kurds Army 31 25 8
Police 209 480 1012
UN 67 2 3
10 1 2 0
NGO 5 5 11
Journalist 8 27 38
Interpreter 7 17 6
Public Property 182 5 15
Unspecified 43 1 1

Political, Psychological, and I nformation Warfare Lessons

The goals and methods of the strategy and tactics the insurgents used evolved steadily
after the summer and fall of 2003. Almost from the beginning, Iragi insurgents, terrorists,
and extremists exploited the fact that the media tends to focus on dramatic incidents with
high casualties, gives them high publicity, and spends little time analyzing the patternsin
insurgency. The fact that there were different groups of insurgents and terrorists also led
the patterns of insurgent activity to evolve in ways that included a steadily wider range of
tactics that each group of actors exploited whenever it found them to be convenient, and
which all groups of attackers could refine with time.

Insurgents came to exploit the following methods and tactics relating to political,
psychological, and information warfare:

Attack the structures of governance and security by ideological, political, and violent means:
Useideological and political meansto attack the legitimacy of the government and nation building
process. Intimidate and subvert the military and security forces. Intimidate and attack
government officials and ingtitutions at the national, regional, and loca levels. Strike at
infrastructure, utilities, and services in ways that appear to show the government cannot provide
essential economic services or personal security.

Create alliances of convenience and informal networks with other groups to attack the US,
various elements of the Iragi Interim Government and elected government, and efforts at
nation building: The informa common fronts operate on the principa that the “enemy of my
enemy” is my temporary friend. At the same time, movements “franchise” to create individual
cells and independent units, creating diverse mixes of enemies that are difficult to attack.

Attack Iraqgi elites and ethnic and sectarian fault lines; use them to prevent nation building
and governance by provoking civil war: As the US and Coalition phased down its role, and a

Copyright CSIS, al rights reserved. All further dissemination and reproduction must be done with the
written permission of the CSIS



Cordesman: Iraq’ s Evolving Insurgency 8/5/05 Page 13

sovereign Iragi government increased its influence and power, insurgents increasingly shifted their
focus of their attacks to Iragi government targets, as well as Iragi military, police, and security
forces. At the same time, they stepped up attacks designed to prevent Sunnis from participating in
the new government, and to cause growing tension and conflict between Sunni and Shi’ite, and
Arab and Kurd.

There are no clear lines of division between insurgents, but the Iragi Sunni insurgents focused
heavily on attacking the emerging Iragi process of governance, while Islamist extremist
movements used suicide bombing attacks and other bombings to cause large casualties among the
Shi’ite and Kurdish populations — sometimes linking them to religious festivals or holidays and
sometimes to attacks on Iragi forces or their recruiting efforts. They also focused their attacks to
strike at leading Shi’ite and Kurdish political officials, commanders, and clergy.

Targeting other groups like Shi’ites and Kurds, using car bombings for mass killings, hitting
shrines and festivals forces the dispersal of security forces, makes the areas involved seem
insecure, undermines efforts at governance, and offers the possibility of using civil war as a way
to defeat the Coalition and Iragi Interim Government’s efforts at nation building.

For example, a step up in Sunni attacks on Shi’ite targets after the January 30, 2005 election, led
some Shi’ites to talk about “Sunni ethnic cleansing. This effect was compounded by bloody
suicide bombings, many of which had some form of government target, but killed large numbers
of Shi’ite civilians. °* These attacks included cases where 58 corpses were dumped in the Tigris,
and 19 largely Shi’ite National Guardsmen were found dead in a soccer stadium in Haditha. They
also included a bombing in Hilla on March 1, 2005 that killed 136 — mostly Shi’ite police and
army recruits.’

Similar attacks were carried against the Kurds. While the Kurds maintained notably better security
over their areas in the north than existed in the rest of the country, two suicide bombers still
penetrated into a political gathering in Irbil on February 1, 2004, and killed at least 105. On March
10, 2005, a suicide bomber killed 53 Kurds in Kirkuk. On May 3, 2005, another suicide bomber —
this time openly identified with the Sunni extremist group Ansar a-Sunna blew himself up outside
arecruiting station in Irbil, killing 60 and wounding at least 150 others.’At the same time, other
attacks systematically targeted Kurdish leaders and Kurdish elementsin Iragi forces.

By May 2005, this began to provoke Shi’ite reprisals, in spite of efforts to avoid this by Shi’ite
leaders, contributing further to the problems in establishing a legitimate government and national
forces. Sunni bodies began to be discovered in unmarked graves, as well as Shi’ite ones, and
killings struck at both Sunni and Shi’ite clergy.’

In many ways, insurgent tactics — particularly those of Sunni Ilamist extremists — have evolved
from attacks on the Coalition to attacks that included the emerging Iragi government to sectarian
attacks on Shi’ites, Kurds, and even other Sunnis deliberately designed to provoke chaos and civil
war.

Link asymmetric warfare to crime and looting; exploit poverty and economic desperation;
Use criminals to support attacks on infrastructure and nation building activity, raise funds, and
undermine security. Exploit unemployment to strengthen dedicated insurgent and terrorist cells.
Blur the lines between threat forces, criminal elements, and part-time forces.

Attack petroleum and oil facilities, electric power, water, and other critical infrastructure:
Attacks on power and water facilities both offset the impact of US aid and cause Iragi anger
against the government. Al Qaida and Baathist groups found oil facilities and pipelines to be
particularly attractive targets because they deny the government revenue, affect both power and
Iragi ability to obtain fuel, get extensive media and foreign business attention, and prevent
investment in one of Irag's most attractive assets.’

The impact of this activity is regularly reflected in the histograms in the Department of Defense,
Iraq Weekly Status Report. For example, the April 27, 2005 edition shows that electric power
generation remained far below the US goal, and usually below the prewar level, from January 1,
2004 to April 21, 2005. Crude oil production averaged around 2.1 MMBD from February through
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April 2005, versus a goa of 2.5 MMBD, and a prewar peak of 2.5 MMBD in March 2003.
Exports averaged only about 1.3-1.4 MMBD from January to April 2005, largely because of
pipeline and facility sabotage -- although record oil prices raised Iragi export revenues from $5.1
billion in 2003 to $17.0 billion in 2004, and $6.2 billion in the first four months of 2005.

The continuing threat to electric facilities forced many Iragis to rely on home or neighborhood
generators even in the areas with power, rolling power cuts in most areas, and major shortages in
others. It was also a reason that the US was only able to spend $1.0 billion of $4.4 billion in
programmed aid money on the electricity sector by the end of April 2005, and $261 million out of
$1.7 billion on the petroleum sector.

Sabotage and theft helped cripple many of the country’s 229 operating water plants by the spring
of 2005, and some 90% of the municipalities in the country lacked working sewage processing
plants, contaminating the main sources of water as they drained into the Tigris and Euphrates. The
Iragi Municipalities and Public Works Ministry calculated in April 2005 that it provided water to
some 17 million Iragis (70% of the population), and supplies were so bad that some 30% of the 17
million did not have access to drinkable water. Many projects had to be cancelled and $1billion of
the $3.65 hillion alocated in US aid had to be diverted to security needs. There were atotal of 15
water project startsin 2004, but none were planned for 2005.*

Strike at US and other aid projects to undermine Iraqi acceptance of the MNSTC-I and the
perceived legitimacy of the Iraqi government. It is unclear just how systematic such attacks
have been, but a report by the Special Inspector General for Iraq Reconstruction indicates that at
least 276 civilians working on US aid projects had been killed by March 31, 2005, and at least
2,582 had been wounded. The number of contractors killed also rose by 19% (to 44) in the first
quarter of 2005. The cost impact is aso high. The report indicates that the security costs of
USAID funded aid projects were only 4.2% of the total cost from March 2003 to February 2004,
but rose to 22% during the final nine months of 2004.” Other reports indicated that contractors had
filed 2,919 death and injury claims for US and foreign workers between the beginning of the war
on March 19, 2003, and May 10, 2003, with 303 killed,”

Exploit Arab satellite television as well as traditional media: Islamist movements and other
insurgents learned how to capture maximum exposure in regional media, use the Internet, and
above al, exploit the new Arab satellite news channels. Insurgents and terrorist also pay close
attention to media reactions, and tailor their attacks to high profile targets that make such attacks
“weapons of mass media.”

Maintain a strategy of constant attrition, but strike hard according to a calendar of turning
points and/or at