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September 11th's tragedy has rightly led the U.S. to reexamine its security policies. There are 
many areas for improvement and many ideas have been put forward. One of these ideas is 
should be quickly retired - limiting the use of encryption to products that have a "backdoor" for 
the FBI. The idea of an encryption backdoor failed repeatedly in the 1990s. It failed because of 
technical difficulties, rejection by the American public and our allies, and a concern shared by 
all that the vulnerabilities created by "backdoor" cryptography could cripple the internet and 
damage national security and the American economy.  
 
A Brief History of a Bad Idea 
 
Computer encryption scrambles 'plaintext' messages into a random and unreadable form. The 
recipient of the scrambled message uses a 'key' to decipher it and return it to plaintext. "Secret 
key' cryptography requires the sender of the message to know the recipient and give him the key 
(by some physical transfer). "Public key' cryptography uses a private key to encrypt the message 
and a public key derived from powerful mathematical formulas to decrypt it. The sender does 
not need to know or physically provide the public key to the recipient; it can be stored on the 
Internet by a third party. Public key cryptography is better suited to a global network as it 
avoids the key management and distribution problems of private key cryptography. The issue 
for public key cryptography is whether the public key is ephemeral, generated for one message, 
used once and discarded, or whether it is saved and can be used again to decrypt a message that 
has been saved or intercepted in transit.  
 
A reusable key provides the backdoor to encryption. The FBI realized a decade ago that 
encryption would damage wiretap abilities and with the willing help of NSA, formed a group in 
the National Security Council to work on a solution. That solution, known as the Clipper Chip, 
would have restricted domestic use of encryption to an approved hardware device to which the 
FBI could get the key. Clipper was announced in 1993 to no public support in the U.S. and 
much criticism. 
 
Undaunted, the NSC working group developed a software solution to encryption called "key 
escrow." Key escrow was a more sophisticated approach to the encryption problem. The 
working group realized in 1995 and 1996 that the rapidly growing Internet and the porous 
software it used did not provide for confidential or secure communications, and that this would 
create security and economic problems. Like Clipper, the only encryption permitted for use 
would have encryption keys held in escrow by a "trusted third party." Use of key escrow 
systems would build secure public networks by using public key cryptography that gave 
powerful encryption to users and access to law enforcement.  
 
 
 
 



 

 

The DCI has a Solution 
 
Key escrow's most beneficial effect on encryption policy was that it got the attention of a 
cabinet level official. The Administration's encryption policy process was paralyzed when, in 
the spring of 1996, John Deutch, the Director of Central Intelligence appeared at a working 
group meeting. Cabinet level officials do not normally attend working groups. Deutch entered 
the room and announced to the stunned officials that he had a solution to the crypto problem. If 
industry would agree to build key escrow products, the U.S. would let them export unbreakable 
cryptography to foreign markets. After a year, production of any encryption product other than 
key escrow would cease. When one member dared to ask Deutch if this wouldn't irreparably 
damage U.S. intelligence collection, Deutch replied, "That's my Department. Let me worry 
about it." 
 
This episode was the break in the internal battle over encryption policy, the first retreat from 
restriction. It was a recognition than the Internet would be supplied with encryption whether we 
liked it or not and that it was better to gamble on getting law-enforcement friendly products into 
the market and built into the infrastructure before unrecoverable products appeared. Deutch may 
have also hoped that solving the knotty encryption problems would help make him Secretary of 
Defense in the second Clinton Administration. Prompted by Deutch, the Clinton administration 
announced a sweeping initiative in 1996 for Internet policy.  
 
The 1996 initiative also saw David Aaron appointed as the President's Special Envoy on 
Cryptography. Aaron, a skilled diplomat, was tasked to win allied support for key escrow and 
improve cooperation in law enforcement, legal authorities and internet interception capabilities. 
Surprisingly, his efforts met with some success. Other governments were as worried as the U.S. 
about the spread of encryption and as much at a loss as to what to do about it. Their initial 
doubts about key escrow were overcome when Aaron made it clear that our plan was not for the 
U.S. to hold all the keys, but for each government to manage its own, and share them only when 
requested by an U.S. or foreign court.  
 
International key escrow still faced intractable problems. A few countries - notably Germany - 
have broad protections for privacy and civil liberties and would have needed major legal 
changes to apply key escrow (Japan also has restrictions on wiretapping, but these protections 
apply only to Japanese citizens, not to foreigners resident in Japan). A strong constituency in the 
German government and political parties opposed intrusive encryption measures like key 
escrow. It is possible that U.S. discussions with the Germans about law enforcement access 
helped fuel Europe's Echelon debate. 
 
Backdoor cryptography has an underlying problem of trust. Most countries feared giving 
another nation their crypto keys. Even if a foreign court requested a key for legitimate reasons, 
there would be a temptation to use it for other purposes. The U.S. itself suspected that American 
companies operating overseas would be the victims of industrial espionage, and this fear was 
common to all but a few of the participants in the talks.  
 
There were also commercial complications. Many countries were suspicious that the U.S. 
proposal was an attempt to lock in the lead of the U.S. software industry (the new U.S e-



 

 

commerce policy, where locking in a U.S. lead was an unstated but obvious goal, did not help 
dissuade them of this suspicion). Some countries also realized that if they broke ranks and 
offered 'unbreakable' crypto while everyone else sold key escrow, they would gain a 
commanding position in the world software market. Companies like Germany's Brokat and 
Israel's Checkpoint had done just this competing against U.S. firms facing export restrictions.  
 
The U.S. was proposing, essentially, a cartel of encryption producing nations Breaking ranks is 
a common problem for cartels, and it highlighted a larger problem - the ease of entry into the 
crypto software market. New producers would be tempted to ignore backdoor requirements in 
an effort to corner the market. It doesn't take a lot of capital to let a good programmer write 
code that could defeat law enforcement, and there were rumors that the Russian mafia and 
Columbian cartels were producing their own cryptography.  
 
That said, the high level of interest in other governments (except Germany, where privacy 
concerns and suspicions about U.S. motives predominated) meant that the U.S. could have 
gotten some cooperative arrangement. In fact, the law enforcement access policies that 
accompanied mandatory key escrow have made progress. Carnivore and its foreign siblings 
(like the UK's RIPA) meet some law enforcement needs. The Council of Europe Treaty 
provides a framework for international legal cooperation. The very light export restrictions 
adopted by the members of Aaron's group and others help make the Internet more secure. 
Carnivore, the Council of Europe Treaty and limited export restrictions help manage the 
encryption problem; it is unlikely that piling on more restrictions would produce any additional 
benefit for security. 
 
Justice and FBI Part Company  
 
While Aaron was negotiating, debate in the U.S. did not stop. The FBI still would have 
preferred domestic restrictions on encryption use and lobbied Congress, without White House 
blessing, to get them. NSA was mightily displeased with Deutch's volte-face. More importantly, 
key escrow immediately came under fire. As with Clipper, many people were reluctant to trust 
another party hold the keys to their messages and data. Some experts claimed that key escrow 
was not really secure. Managing the thousands of keys the system would generate also posed 
problems. While the working group discussed underground vaults where the FBI would have 
24-hour access, no government agency wanted to hold keys because of liability concerns - 
inadvertent release or loss of a key could trigger massive lawsuits. Treasury, the Federal 
Reserve, and State were approached without success. Commerce began to build a "key escrow" 
office but gave it up as unworkable (the FBI would have held the keys but all realized this was 
politically out of reach). Liability issues also deterred most private companies from holding 
keys. Finally, we found that most companies were unwilling to give an outsider, no matter how 
trusted, the 'key' to their most sensitive data.  
 
By early 1998, the Deutch-inspired policy was dead. The Administration, however, did not give 
up. It generated a third policy: "key recovery." Key recovery software was only a partial 
solution to the encryption problem, but it was attractive to many companies. Keys that allowed 
access to the 'plaintext' of the encrypted message would be managed by a company's network 
administrator and stored on network servers. No third party was involved. This would allow the 



 

 

administrator, to decrypt e-mail messages (when they are stored on the mail server) and stored 
data without the sender's knowledge. Companies liked this because it prevented disgruntled 
employees from 'locking up' crucial data in encrypted files or from sending damaging e-mails 
from the company network. However, key recovery did not solve the problem of a private 
citizen loading encryption on a personal computer and using it to communicate with friends.  
 
Key recovery offered much less than Clipper or key escrow, but this evolution in crypto policy 
paralleled the development of a relatively coherent U.S. internet policy. By 1997, the Clinton 
Administration had decided that any "e-policy" needed to be market driven, not involve 
government picking one technology, and be internationally acceptable. These principles 
reflected the unhappy experience of Clipper and also some acceptance of frothy 'new economy' 
ideas. Public enunciations of the new policy were careful to state that law enforcement and 
national security concerns also had to be taken into account. 
 
The new encryption policy also reflected changing views at the Justice Department. Justice's 
Computer Crimes and Intellectual Property Division handled encryption policy, often with the 
direct involvement of Janet Reno. Computer Crimes is the group that chases hackers and 
prosecutes intrusions. By 1998, the experts at the computer crimes division had decided that the 
cost of encryption restriction outweighed the benefits of securing the Internet from intruders. 
Justice also believed that the fight was no longer worthwhile. The benefits of key recovery were 
so small and the Clinton Administration was unlikely to support tougher policies after the 
Clipper fiasco and in the face of growing opposition on the Hill (this was the era of the 'wedge' 
strategy, where each party hoped to drive a wedge betenn its opponent and the high tec 
industry). Cooperation with the software industry, as a source of technical expertise, also looked 
more attractive than continued conflict. While FBI still favored domestic restrictions, Main 
Justice took a more balanced view.  
 
Key recovery was the last of the policies that sought to build in a back door. By 1999, after 
almost a decade of pursuing a backdoor and after a spate of internet intrusions, senior officials 
at the White House, Defense, Justice and Commerce decided that the security and economic 
benefits of free access to encryption outweighed the cost to law enforcement. Restrictions on 
U.S. industry would not keep encryption out of the hands of criminals and terrorists if other 
nations did not cooperate, and getting new software producer nations like India, Russia, and 
China to let the U.S. have their encryption keys was a daunting task. Methods like Carnivore 
promised to meet much of the FBI's concerns. Continued pressure from Congress (industry had 
mounted a multi-million dollar lobbying campaign) also shaped the debate. This sea change in 
Administration thinking about encryption also led to the end of encryption export restrictions, 
but that is a different story - it might be entitled "NSA's Last Stand" that deserves discussion 
somewhere else. 
 
The Backdoor is Still Locked  
 
Despite the tragedy, the broader issues that made a "backdoor" policy unsuccessful two years 
ago still make it unsuccessful today. Building in backdoors to U.S. software would make the 
internet (and our critical infrastructure) less secure and a more appealing target. U.S. restrictions 
would not keep encryption out of the hands of terrorists and would lead to the collapse of U.S 



 

 

software exports - no foreigner will buy U.S. backdoor products. Multilateral restrictions 
require global cooperation and the support of countries that may not want the U.S to have 
access to their encryption keys. Technical problems, like managing thousand of key, remain 
unsolved. The alternatives to mandatory backdoors - Carnivore, an international legal structure 
like that offered by the council of Europe, still remain a better alternative. There are many 
things we can do to improve domestic security, but encryption restrictions are not among them.   
 


