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Mr. Chairman, Congressman Smith, and Members of the Committee, thank you for the
opportunity to appear before you today in the company of my distinguished fellow panel
members. My statement addresses the overall question of establishing research priorities
in the Science and Technology Directorate (S&T) of the U. S. Department of Homeland
Security (DHS). It also responds to each of your three specific questions, as noted in the
invitation letter.

My Background

It may be useful for the committee to know a bit about my background in order to gauge
the value of the comments | make today. As shown on the attached biographical
statement, most of my career in national security and homeland security issues has been
here in Washington. However, in my younger days, | was also a firefighter and an
emergency medical technician volunteer, and | still maintain ties to those communities,
so | try to apply the first responder perspective as well as the Washington perspective to
these questions.

Overall Role of S&T

It is also useful to review the legislative history of the creation of the Science &
Technology Directorate. As | recall, this committee played a key role in ensuring that the
role of Science and Technology was properly incorporated into the final Homeland
Security Act of 2002. Initial legislative proposals included a narrow focus on research
and development, tied most closely to requirements in the areas of chemical, biological,
radiological, and nuclear, or CBRN. This committee appropriately supported a broader
definition of homeland security R&D, and ultimately the act (Section 302 (4)) stated that
the Under Secretary for Science and Technology would be responsible for “conducting
basic and applied research, development, demonstration, testing, and evaluation activities
that are relevant to any or all elements of the Department” (emphasis added).

However, with respect to the establishment of priorities both within DHS and for the
nation, the enabling legislation was more specific. It states in Section 302 (2) and again
in Section 302 (5) that the Under Secretary shall be responsible for “developing, in
consultation with other appropriate executive agencies, a national policy and strategic



plan for, identifying priorities, goals, objectives and policies for, and coordinating the
Federal Government’s civilian efforts to identify and develop countermeasures to
chemical, biological, radiological, nuclear, and other emerging terrorist threats
(emphasis added), including the development of comprehensive, research-based definable
goals for such efforts and development of annual measurable objectives and specific
targets to accomplish and evaluate the goals of such efforts”.

Thus, the originating act for DHS set up two parallel responsibilities for S&T. The first
was to conduct R&D for all elements of the Department. The second was to support a
national strategy that focused on terrorist threats, primarily in the areas of CBRN. In
addition, the legislation includes a requirement for “annual measurable objectives”, but
that requirement focuses on CBRN. These parallel responsibilities, in my opinion, set up
a competition for emphasis in the DHS S&T program. That competition is at the heart of
today’s hearing questions.

Strategic Planning in the Homeland Security Enterprise, DHS, and S&T

The critical question for the S&T budget in DHS is the matter of the priorities that are
used to develop and execute that budget. As noted above, the Homeland Security Act of
2002 requires the S&T Directorate to develop a plan for prioritizing S&T research on
CBRN. Such a plan requires a clear link to DHS S&T budgets and spending. There have
been a number of plans developed and released in accordance with this requirement, most
recently in 2007 and 2008. In keeping with the S&T responsibilities for “all elements of
the Department”, the plans to date have been broader than CBRN, and I believe that is
appropriate and necessary. Such plans are worthwhile for guiding funding and justifying
budgets.

However, from a strategic planning perspective, this process to date has been insufficient
and inadequate. The ongoing Quadrennial Homeland Security Review, mandated by
Congress, includes the charge to examine the homeland security strategic planning
process. In fact, the DHS web site refers specifically to QHSR studies on Strategic
Management and on Planning and Capabilities, and the questions submitted for the
“National Dialogue” related to those studies can be found in links at
http://www.dhs.gov/xabout/gc_1208534155450.shtm#0. | cannot speculate on the results
of the QHSR, but | would like to share with the committee some of my personal
observations about strategic planning and its relationship to the DHS S&T budget.

First, strategic planning needs to be the result of a rigorous planning process. This
process would incorporate risk and threat assessment, the administration’s priorities,
legislation, existing strategies, and involvement of stakeholders into strategic guidance.
Such guidance needs to encompass more than DHS — it needs to span the homeland
security enterprise, beyond DHS to include the rest of the federal government as well as
state and local levels, including first responders.

Second, strategic plans need to be assessed against existing capabilities to determine
where there are gaps in capabilities and how those gaps can be addressed. In some cases,
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capability gaps can be met by changes in procedures or training or policy. In other cases,
resources will need to be allocated to fill capability gaps. In still other cases, new
technology or new applications of existing technology will fix those gaps.

Third, budgets need to address capability gaps or shortfalls. Some of this could be in the
DHS budget, some elsewhere in the federal budget, and some in state and local budgets.

Ultimately, the S&T strategic planning process should have the following attributes:

- it needs to flow from a broader Homeland Security Enterprise-wide Strategic
Plan, linked in turn to a DHS-level Strategic Plan

- plans at each level (enterprise, DHS, and S&T) need to be assessed against
current and projected capabilities, with the resulting identification of capability
gaps and shortfalls

- those capability gaps and shortfalls need to be linked to the budget and to risk
assessments of the consequences of failing to address the shortfalls

Such an S&T strategic plan would have significantly more value to DHS and homeland
security than today’s process. A broad strategic planning process and capability
assessment will illuminate real priorities that reduce risk to America and produce more
robust responses to catastrophic threats and events. It is important to recognize, though,
that S&T cannot create these attributes; that can only be done at the DHS level.

IPTs and First Responders

The use of Integrated Process Teams or IPTs in the federal government has grown
substantially in the past two decades. Such teams provide a mechanism for providing
input to and assessing the status of government actions across an array of organizations
and institutions. In the S&T process, they provide useful input, but they are not a
substitute for the results of prioritization that the strategic planning and capability
assessment process described above. In addition, IPTs can create a false sense of a
rigorous process when in reality there is only rigorous involvement.

Basic Research

As the members of this Committee know well, the role of research in DHS was debated
long and hard at the time the act was passed in 2002. A review of the legislative history
shows diverse views over the types of research appropriate for DHS and who should
conduct them. While the legislation settled some of this debate, there are still two
important questions that need further resolution.

One is the issue of how much basic research should be done by DHS. The second is how
to manage that research so that it eventually leads to useful homeland security
applications. My own view is that the answers to these two questions need to tie back to
the original point of a broader strategic plan and capability assessment process. If
research cannot be linked to solving some strategic shortfall or capability gap, then we
need to keep working before we assign it a high priority. Basic research sponsored by



other federal government agencies can be the feeding ground for DHS S&T programs,
but basic research in DHS should, in my judgment, be tied to identified requirements and
shortfalls and not be driven by any quota or budget target.

Transition from Research to Programs

One additional question warrants this Committee’s attention, in my view. The first
responder community cares about research to the extent that it produces results that help
them do their jobs or prepare for contingencies. This means that DHS S&T needs to pay
close attention to the transition from research into programs that will produce results. In
some cases, this would mean the production of hardware or systems incorporating
research results. In other cases, it might be the provision of standards or intellectual
property to a broad array of vendors or suppliers. In still other cases, it might produce
assistance to internal DHS components or first responders at the state or local level.

Across the board in S&T research, therefore, there needs to be planning for transition as
part of the initial prioritization process. That planning has to include funding in the
budget. This planning is easier for some activities than for others, particularly when the
ultimate customer or user of the research is inside DHS. It’s harder when the end user is
outside DHS or even the federal government. Decades of experience at DARPA in DoD
shows, however, that research dollars have more value and produce better results when
consideration is given up front to plans for transitioning research into real, funded
programs. This is a feature of the S&T strategic planning process that other homeland
security strategic plans will not have, and it makes the S&T planning and budgeting
challenge more complex, but it has high payoff for return on investment.

Closing

Chairman Wu, Congressman Smith, | would like to conclude by noting that the process |
have advocated here is not easy. It is hard to develop broad strategic plans, hard to
conduct such a planning process, and hard to do the capability assessments that lead to
priorities in the budget. Failure to undertake an enterprise-wide strategic planning
process will, however, ensure that we don’t spend our scarce budget dollars where they
will do the most good. | recommend that this Committee endorse the creation and
support for a broad strategic plan across the Homeland Security Enterprise and the clear
linkage of S&T strategic plans to that larger enterprise-level work.

Sir, this concludes my remarks, and | stand ready for your questions.
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