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9:00-9:10        Opening remarks 

 

9:10-10:30      National updates (30 minutes each) 

Experts from each country will provide an overview of developments and events, followed by 

questions 

 

10:30-12:30    The Use of Force in cyberspace  

Currently, there is no international agreement that defines when cyber incidents qualify as an 

armed attack or the use of force.  Existing international principles for use of force, acts of 

aggression, armed attack and self-defense need to be reassessed.  One fundamental question is 

whether the application of international law (and in particular LOAC) legitimizes cyber war 

more than it minimizes risk and helps ensure the peaceful settlement of disputes. 

 

12:30-1:30      Lunch 

 

1:30-3:00        Fundamental principles for sovereignty, stability, and state responsibility 

Chinese and American speakers will provide views on how sovereignty applies in cyberspace, 

what responsibilities come with sovereignty, the balance between sovereign and universal rights, 

and how sovereignty affects stability.   

 

3:00-5:00        Norms for Cyberspace 

Various proposals have called for international agreement that some systems or networks, such 

as nuclear power plants or the DNS, should be considered inviolate in peacetime, and that some 

forms of cyber attack should be stigmatized.  This session will discuss principles and criteria for 

norms (such as the risk of collateral damage or unintended consequences, or potential effects), 

the applicability of norms to non-state actors, and their relation to existing international 

commitments, with a goal of identifying useful norms for cyberspace.   

 

Day 2 (Half Day) 

 

9:00 -10:00     Comments and Questions from the Previous Day’s discussion  

 

10:00-12:00    Communication and Cooperation in Cyber incidents: Sony as a Case Study 

 

U.S. and Chinese speakers will discuss: how they interpret the other’s statements on cyber 

incidents, such as the recent attack on Sony; their conceptual frameworks for interpreting 

messages from the other; what mechanisms and messages best promote stability and cooperation; 

what sort of evidence is persuasive; and what are reasonable requests between the two countries 

for cooperation.  The goal is to identify what concrete measures could improve communication 

and incident management.    

 

12:00              Concluding Remarks   



Discussion Topics 

 

Use of Force 

 

 What’s the best way to make the internet a zone of peace? 

 Can cyber attacks be stigmatized like nuclear weapons? 

 Is a no-first-use pledge credible? 

 How do we deter cyber attacks and does deterrence even make sense? 

 What do you think of the proposal by some American scholars that the US needs to 

threaten to use nuclear weapons to deter cyber attack 

 How can we get mil-to-mil discussions on cyber 

 Can you have agreement against cyber terrorism without agreement on the use of force 

 

Sovereignty and State Responsibility 

 

 Why rewrite the Code of Conduct? 

 What are the limits of sovereignty created by international law and practice? 

 What’s the line between sovereignty and extraterritorial application of national laws? 

 How do you balance sovereignty and global economic connectivity? 

 Where do international commitments trump sovereignty? 

 Where would China want to rewrite or amend existing universal agreements? 

 Is the intent of China’s new internet rules to extend sovereignty? 

 Do States have additional responsibilities in cyberspace? 

 What is the role of the UN in cyber security? 

 

Norms 

 

 Where are we in the global discussion of norms 

 Can there be norms on surveillance and espionage? 

 Isn’t a norm not to use cyber attacks or develop cyber “weapons” unrealistic? 

 What’s the best way to get international agreement on norms? 

 What would make the upcoming Hague meeting more useful? 

 Are there norms that would reduce tension between the US and China 

 What internet policies in either country could be seen as contrary to existing norms?   

 What precedents from international practice can we draw upon? 
 


