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The modern U.S. security partnership with Canada was cemented at Ogdensburg, 

New York as Canada (but not yet the United States) entered the Second World War.  In 

1938, President Franklin Delano Roosevelt and Prime Minister William Lyon Mackenzie 

King met in the State of New York to discuss the defense of North America in light of the 

second great European war of the century.  FDR articulated the reasoning behind a U.S. 

security guarantee for Canada in those more isolationist times: 

 

“The people of the United States will not stand idly by if domination of 

Canadian soil is threatened by any other empire.” 

 

Canada’s Prime Minister King replied that: 

 

“[Canada] shall remain as immune from attack or possible invasion as we 

can reasonably be expected to make it, and that, should the occasion ever 

arise, enemy forces should not be able to pursue their way, either by land, 

sea or air, to the United States across Canadian territory.” 
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Both of these statements make common sense today.  The United States has to protect 

Canada in order to protect itself.  And Canada has to protect the United States in order to 

protect itself – from potential U.S. intervention in Canadian affairs. 

 

 Without deviating from this basic rationale for defense cooperation, it is necessary 

to revisit the nature of that cooperation in light of U.S. “Homeland Defense” thinking.  

Indeed, in the wake of the end of the Cold War, Joseph Jockel and Joel Sokolsky1 

declared the bilateral defense relationship to be coming to an end.  As sometimes 

happens, it can take some time after the end of one era before the outlines of the next 

become clear.  The reorientation of Canada-U.S. defense cooperation toward Homeland 

Defense has been gradual thus far but is already underway. 

 

 

Thinking and Rethinking Homeland Defense 

 

 The Homeland Defense concept is that the United States needs to develop new 

defenses against threats to its own people and economy, in contradistinction to the need 

for force projection and pre-emptive strikes that placed the most likely conflicts and uses 

of U.S. military power outside our borders for most of the 20th century.    In the post Cold 

War, the U.S. military’s advanced weaponry, tactics and sheer size are unmatched, and 

there are therefore few scenarios in which the United States is likely to face a large-scale 

attack or invasion.  This has led U.S. defense planners to consider the greater likelihood 

                                                 
1 Joseph T. Jockel and Joel J. Sokolsky.  The End of the U.S.-Canada Defense Relationship. Policy Papers 
on the Americas, volume , number  (Washington, DC: Center for Strategic and International Studies, 1996). 
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of asymmetrical warfare – that is, an attack from a smaller force designed to hit at weak 

points in U.S. defenses and undermine American resolve.  Such a “David against 

Goliath” situation could take the shape of a terrorist attack on civilians or infrastructure 

within the United States, or against a symbolic target linked to the United States.  This 

kind of strike, as witnessed recently in Aden against the U.S.S. Cole, can have a 

psychological impact on Americans that goes far beyond its military value and can be 

mounted by a relatively tiny group of determined individuals with readily accessible 

technology. 

 

 To date, these sorts of attacks have remained rare in the United States – with the 

exception of the World Trade Center bombing in New York City, most attempts have 

been thwarted by the efforts of U.S. intelligence and law enforcement agencies, in 

collaboration with counterparts abroad including the RCMP and CSIS in Canada.  Yet the 

United States is an open society, and an open target, which becomes more open as the 

forces of globalization (e.g. advanced technology, multinational economic and social 

networks, transnational organizations from corporations to NGOs) establish a web of 

linkages that transcend the national borders.   

 

 Under the umbrella of Homeland Defense are several categories of threat and 

response, some of which are highly technical.  I confess that I am not a security analyst 

by training or expertise2, but rather someone who looks at the bilateral relationship in 

light of its past and potential.  From this perspective, my argument here is that Canada 

                                                 
2 For a more technically sophisticated analysis of Homeland Defense, I recommend the work of my 
colleagues at the Center for Strategic and International Studies who have been working on a major study of 
Homeland Defense.  Information on this effort can be found on the Center’s website at www.csis.org.  
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and the United States must inevitably cooperate in defending North America against the 

types of threats identified by U.S. Homeland Defense planners.  This is so because of the 

nature of the threats, which require proactive defensive tactics that fall within the realm 

of domestic law enforcement – and therefore the United States cannot remain secure 

without Canadian cooperation.   

 

Yet before this kind of cooperation can take place, two important changes must 

occur in the current thinking behind Homeland Defense.  First, on the United States side, 

the military must recognize that the deep (and deepening) economic and social 

integration between Canada and the United States results in an integration of national 

interests – with large numbers of U.S. citizens and assets exposed to attack in Canada and 

an array of symbolic targets available there.  Second, on the Canadian side, there must be 

a recognition that Canadians will be targeted, too, and so the impetus behind Canadian 

cooperation in Homeland Defense is not altruism or appeasement of U.S. paranoia but 

civil defense.   

 

 Reflecting the need for rethinking Homeland Defense on both sides of the border, 

I believe strongly that the term Homeland Defense should be abandoned – not least 

because it sounds as though it was coined by Adolph Hitler or Joseph Stalin.  I suggest a 

simple (if less colorful) replacement: North American Defense.  I will use this term 

hereafter to denote a Homeland Defense that is inclusive of both Canada and the United 

States.  In the pages that follow, I will briefly outline the threats we face that require a 

North American Defense strategy.  Then I will consider separately why U.S. and 
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Canadian thinking on this subject should change.  I will conclude with some thoughts on 

the probability that such a change in current thinking will take place. 

 

The Challenges for North American Defense  

 

 The types of asymmetrical threats that the United States and Canada face vary 

widely, but here it is worthwhile considering three main categories of threat.  The first 

includes chemical, biological, radiological and nuclear weapons of mass destruction that 

aim for human casualties, collectively referred to as CBRN.  Second, there are attacks 

against critical infrastructure and information systems.  Third, there are ballistic missile 

threats which are worth considering separately from CBRN because their delivery 

systems differ significantly and the U.S.-proposed response in the case of ballistic missile 

attack is the controversial National Missile Defense (NMD) program.   

 

This typology excludes the still very real threat of conventional terrorist attack by 

bomb or shooting only because this type of threat is sadly familiar and needs little further 

elaboration here.  Nonetheless, conventional terrorism poses a threat that must also be 

addressed by North American Defense.   

 

CBRN 

 

 Today the threat of chemical (of which Sarin gas, as used in the Tokyo subway 

attack masterminded by the group Aum Shinrikio, is only one example), biological (e.g. 



Integrated National Interests and Homeland Defense Sands 

6 

anthrax or other disease agent), radiological (a weapon that produces lethal radiation) and 

nuclear attacks is greater than at any time during the Cold War.  This is because the cost 

of such weapons is in many cases very low, and the necessary ingredients for producing 

such a weapon are readily available – often as commercial products.  Moreover, the 

knowledge required to produce these weapons is easy to access on the Internet, in a 

variety of languages with technical illustrations and handy hints for the novice.  They can 

be produced by a small, close-knit group without attracting the attention of law 

enforcement authorities or intelligence agencies – and some can be generated by an 

individual working alone. Yet the lethality of CBRN weapons can be high, and their often 

silent operation can enhance their ability to generate fear and panic.  Just as the new, 

global information economy has helped to improve productivity in other sectors, it has 

enabled would-be mass murderers to improve their productivity as well. 

 

 The aim of such an attack is to harm or kill large numbers of people, and thereby 

to draw attention to a cause or grievance (and may be intended as revenge for perceived 

U.S. or developed country complicity in other deaths).  The target, therefore, could be 

any significant congregation of potential victims such as a factory or office building, a 

shopping mall or public square, a school or playground.  Some CBRN weapons work 

better in confined spaces, others in open spaces, and because they can be small and easily 

portable, these weapons can often bypass security guards and other intended safety 

measures. However, military targets are also vulnerable and the present defenses 

available to soldiers and other service personnel are limited as we saw in the Gulf War. 
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CIP 

 

 Critical infrastructure protection (CIP) responds to threats aimed at the systems 

that underpin our daily life and economy.  Today, cyber-threats include hackers and 

viruses that target electrical utilities in order to blackout cities, or financial information 

systems in order to delete savings or investment records.  Similarly, they may seek to 

knockout air traffic control or telephone networks.  Such attacks are intended to disrupt, 

and may cause loss of life only indirectly.  For this reason, they have been called by some 

the new weapons of mass disruption.   

 

 The danger of such a disruption may be coupled with a CBRN or other attack in 

order to prevent or hinder the response of emergency personnel.  Imagine a biological 

weapon set off in conjunction with a cyber-attack that shuts down the 911 system in the 

targeted community.  As with many CBRN weapons, cyber-attacks on critical 

infrastructure are low-cost and easy to mount from virtually anywhere around the world.  

The technology required is commercially available at a lower cost every week, and the 

know-how required to crack security systems and jump fire-walls is available on the 

Internet. 

 

NMD 

 

 In contrast with the other threats, ballistic missile systems are expensive to 

develop and require considerable technical knowledge.  Few organizations other than 
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nation-states would be able to successfully develop the means to strike North America 

via ballistic missile, and attempts to do so are therefore easier to for intelligence agencies 

to detect.  In a sense, the ballistic missile is simply the most elaborate delivery system for 

CBRN attacks. 

 

 Yet as unlikely as such an attack might be today, should North Korea or Cuba 

attempt one, the United States and Canada would be defenseless against even a lone 

missile.  Surveys show that a majority of Americans believe that the U.S. has some sort 

of defense against incoming missiles, but no workable system yet exists.  This is why 

large congressional majorities and both current U.S. presidential candidates support the 

continued development of a ballistic missile defense system, even if deployment is 

decades away. 

 

Who dares?  

 

 A cornerstone of the traditional U.S. response to asymmetrical threats against its 

assets and citizens both in the United States and abroad has been the threat of retaliation.  

Cruise missile strikes and economic sanctions have placed pressure on states that sponsor 

or harbor terrorists.  Partly as a result, terrorist groups have learned to operate in ways 

that deny the United States targets for counterstrikes – with autonomy from single-state 

sponsors, in small cells with difficult to trace linkages to one another.  Deterrence is a 

poor defense against these types of threats. This does not mean that governments hostile 

to the United States would not launch such attacks, rather that they might use 
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entrepreneurial proxies – like poor kids in Philippine slums (like those who developed 

and released the Love Bug virus, which caused more than $8 billion in damages 

worldwide in a single week).   

 

Expanding US Thinking 

 

The integration of American and Canadian economies has been breathtaking. Bilateral 

trade today now exceeds $1.25 billion per day. More than 80 percent of Canadian exports 

now go to the United States. This integration, along with new forms of electronic 

interchange has dramatically complicated Canada’s ability to manage its current account. 

Many private sector enterprises have reorganized themselves into North American 

operational units, erasing former distinctions between parent companies and subsidiaries. 

Business processes integrated companies and vendors to a degree where components 

exported from Canada are shipped and installed in U.S. end items within the same day, 

and vice versa. 

 

 This integration is straining the traditional definitions of sovereignty. Customs 

and border operations now must be adjusted to fit the “just in time” organization of 

business activity. The explosion of a unified continental cyberspace has forced Canadian 

and U.S. law enforcement authorities to extemporize new working relationships to stay 

ahead of technical developments. Skilled Canadians move almost effortlessly across the 

border to live in the United States. The protection of cultural identity is becoming blurred 

as the Internet expands. 
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 The December, 1999 customs incident where an alleged terrorist was 

apprehended trying to smuggle explosives into the United States brought vividly home 

the realization that America’s security is now dependent on Canada’s law enforcement, 

and vice versa.  

 

 Economic integration has brought our two countries to a post-post industrial point 

where the fundamental relationship of the government to the governed is being redefined 

by ad hoc innovation rather than by design. Indeed, the central question is whether such 

integrated economies can any longer sustain bilateral relations in traditional ways. 

Imports and exports cannot be neatly differentiated when most traded products contain 

both. The substantial majority of U.S. imports from Canada are intermediate goods – 

things that by themselves have little purpose without being incorporated into other things.  

Yet interruptions in the supply of these intermediate items can shut down production in 

the United States, and have a ripple effect throughout the U.S. economy that is substantial 

– as we have seen on the occasions when truck drivers have protested by blocking the 

border.    

 

 Another of the major components of bilateral trade is in services, and this requires 

in many cases the transit of U.S. citizens across the border into Canada.  On any given 

day there are thousands of U.S. citizens in Canada for temporary business.  Add to that 

tourists, and visits to family and friends.  There are plenty of U.S. nationals who might be 

targeted or caught in a randomly sited incident that took place in Canada.   
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 The point of the foregoing discussion is to emphasize that the reality of Canada-

U.S. economic integration places U.S. interests in large volume in Canada, providing 

those seeking U.S. targets with ample choices.  And symbolic targets abound as well, 

from U.S. consulates and Customs posts to the offices and facilities of large U.S. 

multinationals.  Whether the objective of a Homeland Defense strategy is the protection 

of citizens, assets or some other definition of interests the U.S. exposure in Canada is 

greater than that in any other country, thanks to deepening integration which is set to 

intensify and will not be reversed even in the name of national security.  It is therefore 

futile to develop Homeland Defense without Canada as an explicit part of the policy 

calculation.  And yet despite the challenges to sovereignty posed by deepening 

integration, Canada cannot be secured for American interests without the active and 

willing cooperation of Canadian authorities.  This support is not a given – as with any 

democracy, Canadian governments must have public support for their policy choices, and 

the U.S. undermines the Canadian government by taking the support of Canadian 

agencies for granted.   

 

 

Alarming Canadians 

 

 One of the most significant obstacles for the Canadian government and Homeland 

Defense planners in the United States willing to make the transition in their thinking to 

North American Defense is that Canadians believe that the kinds of threats described 
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above are aimed at Americans and not themselves, and therefore are an American 

problem not a Canadian one.  This is line of reasoning stands in the minds of many 

Canadians because as an assumption it has not yet been challenged by the facts – it is an 

astonishing callous attitude for Canadians to take regarding their neighbors, and if I may 

add in that regard it is a point of view I find un-Canadian, or at least unworthy of 

Canadians. 

 

 This reflexive (and not reflective) response to the rise in transnational threats to 

national security would not survive even one incident that demonstrates the phenomenon 

because economic integration has brought most Canadians, already closely linked to the 

United States, one or two degrees of separation closer to most Americans.  From business 

contact and family/friendship relations, Canadians now encounter Americans in Internet 

chat rooms and other media.  CBC radio regularly takes musical requests or phone-in 

comments on its news programs from American listeners – who in turn hear from 

Canadians during PBS pledge week or during the letters segment of Marketplace on 

National Public Radio.  The point is that it is difficult to be indifferent to tragedy when it 

strikes people with whom we feel a connection.  Even when we don’t have a connection 

– I do not know anyone who lives in Oklahoma City nor have I ever been there – we can 

still be moved in sympathy.   

 

 Reverse this equation, and the argument for Canadians to participate fully in 

North American Defense becomes clearer.  Would Americans feel very much removed 

from the victims of an attack in Canada – even if the majority of these victims were 
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Canadian?  Just as Americans responded to Red River flooding even when the danger in 

the United States was past and the threat was to farms and homes in Manitoba, in the face 

of disaster the border is psychologically meaningless.  So a Homeland Defense strategy 

that stops 100 percent of all terrorist attacks from entering the United States and leaves 

the perpetrators in Canada will sooner or later redirect the attack against Canadians, and 

with a minimal reduction in the desired affect on Americans. 

 

 For the would be attacker, the logic of this shift is elementary.  How many times 

have we seen the villain, thwarted by the invulnerability of the hero, turn to threaten his 

friends or loved ones.  Where kidnapping is a major problem, groups will settle for 

family members when they cannot capture their desired target.   

 

 Canadians may tell themselves that they are innocents abroad, loved the world 

over unlike the Americans, but this is not a guarantee of security.   

 

 Another weak argument heard from Canadians is that in any case the United 

States will protect Canada so why worry.  Yet as discussed above, the nature of the 

threats identified by Homeland Defense planners in the United States requires Canadian 

cooperation – unless the U.S. is willing to infiltrate Canada in order to do the work 

otherwise expected of the CSE, CSIS or RCMP, and this is not a practical option. 

 

 Finally, even where the safety of Canadian citizens is not at risk, as may be the 

case in cyber-attacks that transit Canadian computer networks en route to targeted 
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systems in the United States, the interconnectedness of these networks and of the 

economic activity that is tied to them creates a feedback loop through which Canadian 

interests may suffer a kind of collateral damage.  This would be the case particularly 

where the U.S., response (or preventative security strategy in advance) denied or limited 

access to Canadian systems that were inadequately secured.  Firms anticipating Y2k 

problems certified many of their suppliers and customers as Y2k compliant in order to 

ensure the safety of their networks – those seeking to secure systems against attacks 

would do the same.   

 

Two Countries, One Security Zone 

 

 This paper has not attempted to navigate the technical nature of defenses against 

the growing transnational threats to national security, which are outside my expertise and 

can be best addressed by experts.  Instead, I have dwelt here on the psychology behind 

U.S. and Canadian thinking on Homeland Defense, because in my judgment: 

 

1. Cooperation between Canada and the United States in these areas is prudent, 

traditional and inevitable, even where the threats are new or changing. 

 

2. The current conceptualization of Homeland Defense among U.S. security 

planners is inadequate because it fails to recognize that economic integration has 

led to an integration of U.S. and Canadian security interests making Canada as 

integral a part of the U.S. exposure as Texas or California. 
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3. The current perception of Homeland Defense among Canadians is dangerous 

because it underestimates Canada’s vulnerability to attack. 

 

Substituting a new approach to North American Defense would give both sides a fresh 

start in tackling this important area of security planning.   

 

 Despite the changes in the nature of the threats to Canada and the United States in 

the years since 1938, the formulation expounded by Roosevelt and King remains 

essential in an era of deepening economic integration and yes, integrated national security 

interests.  The United States cannot stand idly by when Canada is attacked, even if it 

would define its security Homeland ending at its own borders.  And Canada cannot afford 

to become a strategic liability to the United States, even if this is only to prevent U.S. 

intrusion into Canadian security affairs. 

 
 


	Paper prepared for the conference
	Thinking and Rethinking Homeland Defense
	The Challenges for North American Defense
	CBRN
	CIP
	NMD
	Who dares?

	Expanding US Thinking
	Alarming Canadians
	Two Countries, One Security Zone

