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JOHN P. CARLIN:  Good afternoon.  We’ll resume.  I wanted to welcome to our tenure 

Director Brennan.  Director Brennan has a long and distinguished career as an intel – intelligence 
analyst who began his career, I believe, more than 25 years ago and served in a variety of 
positions at the agency; assumed the role as the first head of the National Counterterrorism 
Center, has served as President Obama’s first assistant to the president for Homeland Security 
and Counterterrorism, and now, of course, serves as the director of the CIA.  So please join me in 
giving him a warm welcome.  (Applause.) 
 
 Let me start by asking you, you had the experience of serving at the time of September 
11th in the prior administration and then serving as the head of the National Counterterrorism 
Center prior to the creation of the National Security Division of the Department of Justice, and 
then you returned to the administration and there was this new – this new entity, NSD, on the 
table, and just ask how you saw the before and after. 
 
 JOHN O. BRENNAN:  I think, in the aftermath of 9/11, we were all trying to adjust and 
adapt to the new reality in terms of the seriousness and the breadth of the threats that were 
coming at us.  And I think each agency and organization and department had to go through a fair 
amount of sort of internal review and then adjustment. 
 
 So I left the CIA back in 2005.  And as you say, I came back then with the president in 
2009.  And what I found was that this new entity, the National Security Division at Justice, was 
really the connective tissue between Justice and the broader national-security establishment and 
environment, and that there was now a focal point and a portal through which we could really 
work from a national-security perspective with the broader Justice workforce as well as 
organization. 
 
 And I found that it really facilitated a lot of the interaction, but also helped in the 
translation and interpretation of that interaction between intelligence and law enforcement.  And 
I had the great good fortune to work with a number of your predecessors – David Kris, who I see 
standing back there, and then Lisa Monaco and now you. 
 
 And there was a go-to person in Justice at NSD that I could talk to and who could really 
understand and relate to what it was that intelligence – we were trying to do or accomplish and 
how we were going to be able to satisfy the collective missions of the U.S. government, which 
include law enforcement, prosecution, intelligence, collection, working with our partners, how 
we’re going to really try to sort out all of these various considerations as we try to keep the 
American public safe. 
 
 So as good as Justice was earlier on in terms of trying to do everything possible after 9/11 
to facilitate that interaction, I found that the standup of NSD really did help from the standpoint 
of interoperability, interaction and translation, and finding options that I think were able to 
address the considerations of both the Justice Department as well as the intelligence community. 
 
 MR. CARLIN:  Take us into the room a little bit.  You’re in the Oval Office.  You have 
to brief a president who’s a former constitutional law professor on a variety of national-security 



issues that involve both operational aspects but also legal aspects.  How did you prepare to do 
those briefings?  And how did you balance the different equities? 
 
 MR. BRENNAN:  You mentioned that I’ve been in this business for more than 25 years.  
I hate to reveal my age, but I’ve been in this position more than 35 years.  So I had 25 years at 
CIA that I was able to really work through a number of these issues from an operational analytic 
perspective. 
 

And when President Obama assumed office in January of `09, I think one of the benefits 
that maybe I brought to the discussion was an appreciation for how the intelligence community 
and how CIA operated and some of the considerations when you’re talking about operations and 
covert action and our engagement with a lot of our liaison partners. 
 
 And the president, as we all know, is an exceptionally quick study.  And he would always 
want to be asking questions about what it is that we know, and with a lawyer’s mind.  And I must 
say, there’s a lot of similarities between the legal profession and the analytical profession as far 
as distinguishing between what is presented as fact and inference and assessment and reporting 
and so on. 
 
 So I was there in the Oval Office for the first part of the Oval Office sessions, when we 
had the PDBs, where the intelligence was presented.  And then the intelligence briefers would 
leave and then we would have the discussion among the advisers with the president about, OK, 
now that we’ve been served up this platter of intelligence goodies, what are we going to do to 
address it?  And there was a lot of back and forth. 
 
 Early on in the first year or so, I think there was a lot of effort on the part of the new team 
at the White House to try to understand how we got to where we were, what are some of the 
various considerations and implications of certain actions.  But I found that, working in that 
position at the White House, I was frequently the only non-lawyer in the room, because a lot of 
the individuals were steeped in the law.  And what I was trying to do is to bring an intelligence 
perspective and experience to it. 
 
 MR. CARLIN:  And I remember getting a call when you became director of the CIA – 
and I will not name my source or method, having been trained by you – but saying I can’t believe 
it; he’s naming a lawyer as deputy director of the CIA.  What the heck is he thinking?  And then 
you not only did it once; you did it twice.  Your two deputies have both been lawyers who did 
not come from the agency. 
 
 What were you thinking, and what was the decision-making that went into that? 
 
 MR. BRENNAN:  Well, I have been very fortunate to have three very good deputies 
during my tenure at CIA – Michael Morell, who is a long-time CIA professional who retired, and 
then Avril Haines, who I had worked with very closely.  She was the NSC legal counsel, and I 
worked with her intimately when I was down at the White House.  And so when I had to select 
somebody, I was very impressed with her, and not just her legal mind but also her intellect and 
her grasp of issues. 



 
 And then when Avril was taken away from me by the White House to become the deputy 
national security adviser, David Cohen from Treasury was somebody else who I was also very 
impressed with.  And both of them had that legal training but also were steeped in a lot of the 
issues that CIA was dealing with. 
 
 So I have found that in the work we do today, and given the complexity of it, I greatly 
value my Office of General Counsel.  And I have a terrific lawyer there, Caroline Krass, who 
also worked with me down at the White House, who I tend to bring aboard those individuals who 
have demonstrated, I think, a breadth and depth of knowledge, not just of the law of this country 
but also of the issues that we have to deal with on the national-security front. 
 
 So I just find it reassuring maybe to have individuals who are steeped in not just the law 
but in that training and the intellectual rigor that goes along with the need to make sure that we 
are carrying out our responsibilities to the full extent of the letter and the spirit of the law. 
 
 MR. CARLIN:  Have you, in your current – in both your positions in this administration 
there have been decisions to take disruptive actions, sometimes through criminal prosecution, 
sometimes through sanctions or other means.  And in order to take the action, it necessarily 
means disclosing sources and methods in a way that, although we do our best to protect them, are 
going to make it more difficult for your collectors in the future. 
 
 How do you approach that type of decision? 
 
 MR. BRENNAN:  Well, I can remember years ago, before NSD was stood up, being 
before 9/11, there were constant debates and battles and arguments and fights between what 
would be in the intelligence bucket in terms of the secrets that we need to protect in order to be 
able to pull the thread to get more intelligence and those who were arguing, no, we need to make 
sure that we’re using this as evidence for the prosecution. 
 
 And it really was being seen and presented by both sides as an either-or.  And I remember 
I had a very good discussion with someone who was in the national-security environment and 
who gave me a very highly technical explanation about what lies at the heart of this matter.  And 
he says that information that’s available in this great debate about whether it’s evidence or 
intelligence, it really is stuff.  It’s stuff that’s available to be determined whether or not it’s going 
to aid in the prosecution of these individuals that’s going to be able to thwart an activity, a threat, 
and reduce the risk to this country and to our people.  Or it’s going to be able to leveraged for 
continued use in terms of getting additional information that’s going to help us to prevent that 
threat. And it’s not an either/or. 

 
And I think what NSD has been very good at being able to do is looking at that stuff and 

being able to help the rest of the community who have, whether it be prosecutorial 
responsibilities or intelligence collection responsibilities, to leverage that stuff that can fuel and 
empower the continued efforts on both those tracks.  And I think having an awareness of what 
the other side’s interests are and understanding what the equities are, it really has, I think, opened 
up people’s aperture on both sides to recognize that we’re not just trying to exclusively focus on 



prosecutions.  We’re not just trying to exclusively focus on collecting intelligence clandestinely 
because intelligence for intelligence sake does not advance U.S. national security interests.  It 
has to be used for something. 

 
So I think having that balance and that discussion so that you can preserve, frequently the 

availability of that stuff for both – I think we have come, quite frankly, lightyears from where we 
were before where there was a battle and it had to go on either side of that ledger. 

 
MR. CARLIN:  You were homeland advisor – speaking about battles over the ledger – 

during the so-called attempted Christmas Day bombing, Abdulmutallab.  And there was a great 
debate – 

 
MR. BRENNAN:  I remember it well.  (Laughter.) 
 
MR. CARLIN:  – over whether to use the criminal justice system at all, when it would 

appropriate.  There was a debate over Miranda.  And walk us through a little bit about how that 
hit you from your perspective at the time and the seat you were sitting in, and what you think 
about the use of the criminal justice system afterwards. 

 
MR. BRENNAN:  Well, I can vividly recall getting the call at home at about, I forget 

what it was, maybe noon or 11:00 on Christmas Day, when I was preparing the Christmas dinner 
for my family, when all of a sudden we found out that somebody’s underwear was on fire on a 
plane in Detroit.  And there may be something to this.  So I had to rush down to the White 
House.  And I didn’t see my family for the next at least 24 hours or so.  And we were really 
trying to figure out, first of all, what the facts were, what it was that we were dealing with, and 
trying to understand how we’re going to deal with this individual and how he should be handled.   

 
And quite frankly, all of these instances are rather sui generis.  And you have a playbook, 

but dammit, a lot of times these individuals don’t follow that playbook in terms of what they 
present to us.  So I think there was a real interest in trying to understand exactly what 
Abdulmutallab might be a part of, and what might else – what might be out there.  And so there 
has to be the ability of individuals on the ground to be able to make some decisions about how a 
person should be dealt with, handled.  And trying to, again, balance the requirements for 
Mirandizing somebody and where that should be done and by whom, while at the same time 
recognizing that the government’s responsibility is really to protect the welfare and well-being of 
its citizens, and the importance of trying to get information.  

 
So I remember being in my office in the White House and talking to a lot of folks, and 

then also seeing people on the TV who were talking about it.  And it wasn’t the people who were 
involved in the investigation.  It was people on the outside who were getting briefed.  So it was 
quite frustrating.  And I do think each one of these instances provides us lessons about what is it 
we need to do to continue to refine the process, both in terms of what we should do, as well as 
what’s the decision-making process that should be utilized in order to satisfy our tremendous 
thirst for more information so that we are able to deal with a rather dynamic and breaking 
situation, but at the same time not doing something that’s going to jeopardize the ability for us to 
be able to successfully prosecute somebody who has landed on our shores and land. 



 
And so I have many memories of that.  And looking back on it now were all the decisions 

that were made the right ones?  Well, I think in hindsight I think there are some things that 
people would have done differently.  But I do think that the people who were involved in this 
were really trying to balance those equities that come into play whenever something in particular 
happens on our soil. 

 
MR. CARLIN:  Do you – there have been vast technological changes during your tenure.  

And I want to focus on one of them, which is the growth of digital communications and social 
media.  How would you – what’s your assessment of the current terrorist threat?  And how 
would you say it links with those technological changes? 

 
MR. BRENNAN:  ISIL is a much different phenomenon than al-Qaida ever was.  As al-

Qaida presented a very serious and strategic threat to this country, and because of the great work 
of the community we have been able to degrade, dismantle that organization.  But right now the 
phenomenon of ISIL is one that has not followed the model of al-Qaida.  It is an organization 
that has been able to gain momentum very quickly in terms of taking over large swaths of 
territory and declaring a caliphate, something that al-Qaida never did.   

 
And I have equated it to some business models that are out there, which is ISIL really has 

a very diversified portfolio.  It has an insurgency that is still underway inside of Syria and Iraq, 
despite the fact that a lot of territory has been taken away from it.  It has external operations 
compartment, component, that is trying to carry out these activities inside of Europe and other 
places outside of that theater.  But also, it has a very active acquisition strategy.  As these 
franchises have popped up in a number of areas, and they have gained quick momentum, it’s 
because ISIL has been able to capitalize on existing terrorist organizations. 

 
So, for example, you have the Islamic State of West Africa, which was Boko Haram.  

You have ISIL in the Sinai, which was Bayt al-Maqdis, an established terrorist organization 
inside of Egypt.  And you have other elements of that in different countries, whether it be inside 
of Libya, it was Ansar al-Sharia, that were able to basically take and then raise the ISIL flag as a 
way to capitalize on the ISIL brand.  So it is very serious.  It continues to propagate.  But I must 
say, I think we’re taking some of the steam out of the engine by going upstream and dismantling 
the organization, taking off the battlefield a number of key leaders. 

 
But there’s also a generational difference between ISIL and al-Qaida.  It’s been 15 years, 

or even 20 years, 25 years, since al-Qaida really emerged.  There’s a younger generation within 
ISIL, just like a younger generation within our intelligence community and law enforcement 
community, individuals who have grown up in an era of great technological change and 
advancement, and where social media is second nature to them.  And so they have much – 
they’re much more sophisticated, savvy, as well as expert in the use of available technologies, 
applications.  Encryption now – end-to-end encryption is available as it was never before.   

 
And I must say that they are really quite adept at leveraging those technical capabilities in 

order to ply their trade, whether it be to exhort, incite individuals who have never even traveled 
to that theater to carry out attacks – lone actor attacks, for propaganda purposes, for 



communication, for the narrative, to market themselves globally.  They’ve also made very great 
use of mass media in terms of knowing that they can do something on the streets of Belgium or 
Paris and immediately it’s going to be transmitted worldwide on 24/7 news networks.  They’ve 
taken full advantage of that. 

 
So the type of challenge we face from terrorist groups today is much different than it was, 

let’s say, back in the ’70s or the ’80s, when we were dealing with Palestinian terrorism or 
Hezbollah.  It’s the technological advancements and the availability of these mechanisms that 
can transmit, conceal, hide what it is that they’re doing. 

 
MR. CARLIN:  And from your perspective, do we have – do we currently have the laws 

in place that allow your folks to do what they need to do, to collect intelligence to protect us?  Is 
our framework in the right place? 

 
MR. BRENNAN:  Yeah.  My mantra lately – and I give Justice and FBI and others a lot 

of credit for trying to address this issue, because this truly is, I think – or it needs to be – the 
premier national discussion and debate going forward.  What is the role of the government in this 
digital domain, in this cyber environment that is owned and operated 90 percent by the private 
sector?  And I don’t think we have a national consensus right now about what the role of the FBI, 
Homeland Security, the government as a whole should be in trying to protect that environment.   

 
We have known for decades, centuries, if not millennia what the role of governance is in 

the physical space as far as on our streets, seaports, airports, whatever.  But that environment – 
that digital environment, which does not respect sovereign boundaries, and which the 
government does not own or control, and also which is increasingly limitless as we’re going to 
be connected with the Internet of Things, there is unfortunately I think a real argument right now 
between the far poles of this debate, which I think mischaracterize the government’s role.   

 
And there needs to be an understanding that if we’re going to protect privacy and civil 

liberties, which is what this country is founded upon, and if we’re going to ensure the future 
prosperity of this country, we need to understand and have a general agreement and consensus on 
what the role of the government is in protecting that environment, how we’re going to do it, and 
what are going to be the boundaries, the limits, and the laws that are going to undergird that.   

 
And I do think the ultimate answer is going to be an unprecedented partnership between 

the government and the private sector, because there’s no a government solution to this.  But if 
our way of life, if our country is going to be dependent on the security, the reliability, the 
resilience of that environment, the government cannot just hope that all the various private sector 
actors are going to fulfill their responsibilities.  And particularly when our critical infrastructure 
– the SCADA, the industrial control systems, other types of things – are plugged into it, the 
government needs to be able to protect that environment just the way it is responsible for 
protecting our shores or our streets. 

 
And unfortunately, I think there are intentional misrepresentations on both sides of this 

issue.  And the issue of, you know, end-to-end encryption and hard encryption, I’ve been at 
conferences where I’ve heard technologists and entrepreneurs talk about the government’s 



opposition to strong encryption.  And nothing could be further from the truth.  And I’m sure that 
people have said today, the government wants to have that strong encryption.  But also, the 
government wants to be able to understand how it’s going to fulfill its obligations under a 
framework that is based on the rule of law.   

 
How is the FBI and the Justice Department going to carry out its responsibilities when a 

government issues a writ from the bench to be able to access information, and it’s not 
technologically feasible, or it is inviolable from the standpoint of getting access to the 
information?  So technology has really helped advance the human condition, but it has 
complicated also the ability of the government to protect for the common welfare and the good 
of this country.  And I do think before we face a devastating event that really is going to, I think, 
vividly demonstrate to everybody just how dependent we are on that environment, we really 
need to have a real, true national debate on this.   

 
And I have encouraged people to think about a commission – a national commission that 

would look at this comprehensively and come up with some good recommendations about how 
we’re going to proceed, both from a government perspective as well as from a private sector 
perspective. 

 
MR. CARLIN:  And with that, open it up to some questions from the audience. 
 
MR. BRENNAN:  Oh, good.  I can leave.  (Laughter.) 
 
Q:  Mr. Director – 
 
MR. BRENNAN:  Oh, I think a microphone’s coming to you. 
 
Q:  Mr. Director, I think that we spend about $4 trillion on the war on terrorism, and we 

gave these terrorists 70 reason to die for.  And can we give them one reason to live for? 
 
MR. BRENNAN:  Well, there’s a lot in that question.  Can we give the terrorists one 

reason to live for?  Well, I think the reason why a number of these terrorist groups have been 
unfortunately successful in attracting individuals to their distorted ideology and distorted 
interpretation of various religious faith is because they seem to have been able to prey upon 
societies that have been affected by corruption, by lack of opportunity, by lack of – lack of 
political engagement and involvement.   

 
And it is something that I think we’re going to be faced with for a number of years to 

come, that a number of these societies and countries abroad that had some real challenges in 
terms of political reform, economic reform that are necessary in order to give the majority of 
their populations what it is that they are aspiring to achieve.  There are a lot, a lot of 
opportunities for these terrorist groups to capitalize on those problems and issues. 

 
To me, I’d like to think that, you know, the United States has demonstrated through the 

course of time that we take very seriously the obligations and responsibilities that go along with 
what I refer to as American exceptionalism.  My definition of American exceptionalism may be 



different than others.  I don’t think that we as people are better than others.  I think that we as a 
country, though, have been tremendously fortunate and blessed to have the resources, the people, 
the world’s melting pot. 

 
We are, without a doubt, the world’s superpower.  With those great capabilities and those 

great blessings, I think there are responsibilities and obligations to try to address the world’s ills.  
And that’s why there are a lot of criticisms about what the U.S. is or is not doing in a number of 
these other areas.  But when I look at places like Syria, in my 36 years working on security 
issues, it is the most complicated issue I ever have encountered because of the many, many 
internal actors, external actors, the sectarian tensions, the problems that have beset that country 
for so long that were suppressed because of an authoritarian regime under Bashar Assad.  And 
then the Arab Spring sort of opened that up.  How you’re going to address and resolve those 
issues is really challenging, and a lot of people have complained about the inability of the United 
States to go out there and to resolve a lot of these issues.  Well, I wish we had that magic wand. 

 
And despite the challenges that we still face there, good on the United States for trying.  

Good on the United States for continuing to try to reduce the humanitarian suffering and the 
bloodshed that is there, and recognizing that we don’t have the solutions that can be imposed and 
forced upon the people. 

 
And so this is still going to take, I think, a number of years to come.  And unfortunately, 

there are individuals who opt for violence and militarism as a way to push forward their agendas 
and to try to achieve their aims – again, which are perversions of religious faith. 

 
So I think that, looking forward, there should be a lot of reasons why individuals in these 

countries are going to try to change the situation in their countries.  But it’s not going to happen 
overnight.  We still now are working through our democratic systems here inside the United 
States, and I wish there were a light switch that we could just flip and all of a sudden democracy 
is going to flourish in these countries.  Again, the Arab Spring ushered in a new phase in Middle 
Eastern history, but there’s still a long way to go before democratic principles are going to take 
root there and the economic, political, social, cultural and other types of reforms are going to be 
able to address what I think are very, very serious challenges. 

 
MR. CARLIN:  We have time for just one more. 
 
Q:  Hi.  My name’s Tara McKelvey.  I work for the BBC. 
 
I’m wondering, now that we’re getting towards the end of President Obama’s term, if you 

can tell us about the drone program and some of the things that you’ve learned over the years. 
 
MR. BRENNAN:  I have talked about the drone program many times, including when I 

was at the White House as the president’s assistant.  Drones – Predator platforms, remotely-
piloted aircraft, they are piloted; they happen to be piloted from a remote location.  They are 
tremendously powerful and capable platforms and instruments for a variety of things: for 
intelligence, surveillance and reconnaissance, ISR, that can observe situations, as well as be able 
to collect signals and intelligence.  They also are powerful platforms for delivering ordnance 



onto target, and they have been part of the U.S. military arsenal for many years.  They have 
tremendous capability as far as surgical precision, and being able to have what’s called persistent 
dwell over a target so that you can observe a target and gain increasing confidence that who you 
are targeting is indeed the person or the persons or the target that you intend.  Also, you can 
observe what happens on target when the missiles are launched from the rails of the platform, 
and to see whether or not there might be individuals who might move into the kill area, and so 
then you can redirect that ordnance away from that target.  So exceptionally capable platforms 
that are weapons of war, and the United States and other countries have those platforms in their 
inventory. 

 
What I think we’re seeing now is a proliferation of that type of technology that allows 

these platforms of different types, sizes and capabilities to be used for a variety of purposes.  
You know, right now people are thinking about using them, and they have been used, for 
delivery purposes so that you could plug in geo coords into the platform and send it on its merry 
way, and then be delivered. 

 
There are a lot of implications of the growth of this capability in terms of how it’s going 

to be regulated, how it’s going to be deconflicted with aviation and other types of traffic.  There 
is the miniaturization of it.  There is the increasing capabilities that those platforms can have.  In 
addition to delivering ordnance and ISR and delivering packages, there are other types of things 
that can be used for – with them.  They have been used to great effect in order to search for lost 
people or lost vessels. 

 
And so I think this is, again, just a demonstration of how technology has fundamentally 

changed our day-to-day activities, and how we have to be thinking about these technologies in 
terms of all of the good that can accrue from their use and propagation.  But then, as intelligence 
professionals, we have to look at the sunny sky and say, OK, now a cloud can form over there, 
and sure enough, it will.  And what we have to do is to be thinking about how these technologies 
and these capabilities can be used and exploited by adversaries, whether they be nation-states or 
organizations or individuals, to cause harm and to pursue some evil, nefarious ends. 

 
MR. CARLIN:  Please join me in thanking the director of the CIA for joining us today.  

(Applause.) 
 
(END) 

 


