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RICK “OZZIE” NELSON:  We’ll go ahead and start our middle sessions here.  We’ll get 

some stragglers from the hallway there to get into our seats here.  We’ll wait for the Honorable 
Mr. Zarate to find his seat.  (Chuckles.)  Again, welcome, all of you, to the second series of 
panels here at the CSIS Global Security Forum.   

 
Today, we on this particular panel – “should we have a domestic intelligence agency?” is 

basically the topic we want to explore.  It’s not an advocacy for that position, one way or 
another, but it’s a topic that has been much discussed, particularly since September 11th and then 
especially in light of the recent news.   

 
So we have a very, very distinguished panel here.  Certainly no one signed up for this 

panel to hear Rick “Ozzie” Nelson talk so I will keep my remarks short and just do their bios.  
We have Ambassador Negroponte here – over four years of government service; the first 
Director of National Intelligence and as you’ll see by these bios, each of these individuals played 
a key role in the post-9/11 intelligence reform; also ambassador in five different capacities as 
well. 

 
Next, we have Kevin Brock – 24 years of FBI service; he was deputy director at National 

Counterterrorism Center and he was also the first assistant director of the FBI for intelligence.  
Next to him is Suzanne Spaulding, who has a long history of involvement in national security, 
homeland security and counterterrorism; minority staff director on the HPSCI among other 
multiple tours; executive director on two different committees as well. 

 
And then last, we had a late add.  We’re really honored to have Mr. Phil Mudd here, 

recently retired from government.  So I think this is one of his first events out into the public.  So 
we look forward to his comments.  But Phil, in addition to being deputy director of the CIA’s 
Counterterrorism Center, he also was selected to be the first deputy director for the FBI’s 
National Security Bureau that was created to handle the domestic intelligence piece. 

 
So what I’d like to do – I’m going to turn it over to each of these panelists to give their 

thoughts.  But some of the ideas that we wanted to explore today – just some questions, and we’ll 
get these at the end.  But for example, does the recent rise in homegrown violent plots –and not 
just the recent events with Islamic extremism, but also the events with right-wing and left-wing 
extremism, such as Joseph Stack, the individual who crashed a plane into the IRS building – does 
this suggest that we need a stronger domestic intelligence capacity?   

 
Does the current infrastructure we have – is it sufficient to do it?  Or do we need a stand-

alone organization?  Many people, when they have this discussion, they say they compare it to 
the MI5, the domestic intelligence agency the United Kingdom utilizes.  Is a model like that 
useful to compare whether such an entity inside the United States would work? 

 



Probably the biggest issue that at least we in America face when it comes to the topic of 
domestic intelligence, which sometimes sends shivers up people’s spines, is can we come up – 
how do we do domestic intelligence when we value civil liberties in the way we do in the United 
States?  How far can you go with having domestic intelligence to increase your security without 
infringing upon those civil liberties that are so valuable to us?  So that’s the overview.  I’m going 
to go ahead and turn it over to those that are much more versed in this topic that I am.  I’ll start 
with Ambassador Negroponte.  Sir? 

 
JOHN NEGROPONTE:  Thank you very much.  Good morning, everybody.  I’m 

delighted to be here and even more delighted to see that two of the colleagues that I worked with 
when I was DNI, Phil Mudd and Kevin Brock, are here on the panel today because I always 
believed in surrounding myself by good people.  So I’m sure they’ll make up for any gaps that 
may emerge from my presentation. 

 
But I’d like to just talk about a couple of things.  First of all, just to answer your question 

about a domestic intelligence agency, a resounding “no,” as far as I’m concerned.  Even if we 
wanted to, it would be just – I don’t think the political debate and the political fight in this 
country to get that done would be worth it.  I neither think it’s desirable nor do I think it’s 
attainable politically.  We’d have to be suffering a hell of a lot more from domestic terrorism 
before we even contemplated that alternative.   

 
That brings me to my next point which is, what’s the nature of the domestic threat?  

When I used to be briefed as DNI, I was told as far as, say, the violent extremist Islamist threat, 
for example, the one place that we were sensitive to and alert to was in our own prison system, 
where there was a lot of education, indoctrination going on and people actually sometimes 
coming out of jail more dedicated, extremist than when they went in.  That was an area of 
concern and even there, I don’t think it was that great an area of concern. 

 
What is the nature of the threat?  You mentioned this incident in Times Square or the 

Christmas incident.  Both of them were I don’t think particularly spectacular events, even if the 
bomb had gone off.  I think we got to maybe keep a little bit of perspective.  I was ambassador to 
Baghdad.  We had bombs going off every half hour in that city and people somehow – we coped 
with it, we dealt with it.  But I’m not sure we’re psychologically sufficiently prepared yet for the 
fact that yes, sure enough somebody, someday may walk into the New York subway and blow 
himself up, just like they did in London in 2006.   

 
That, to me, is not a reason to, the next morning, start advocating a complete overhaul of 

our intelligence and police structure in this country.  I think sometimes we get a little bit carried 
away with boxology (sic) and moving institutions around the organization chart.  You can even 
debate whether we should have really made the changes we did in the wake of 9/11 and the 
WMD disaster.  But we did do it and so – and we have to deal with the current setup as it is.  I’d 
be loath to try to make any further changes at the moment. 

 
I think what we need to do is work on getting what we got working well.  To me, it seems 

to me the key things in terms of effective intelligence against terrorism, principally international 
terrorism, is intelligence sharing and the rapid – the integration of the various types of 



intelligence that we have and moving information quickly horizontally across various 
institutions.  Of course technology is very much our friend in doing that. 

 
Let me just come briefly to the organizational setup because when I came to ODNI, we 

didn’t – and I set it up – we did make some slight changes, I think probably the most on the 
domestic front.  Probably the most important was to try to encourage a greater culture of 
intelligence and of analysis of intelligence in the Federal Bureau of Investigation.  That was 
probably the most important thing we did – we did on the recommendation of the Robb-
Silberman Report.  We adopted those recommendations pretty much hook, line and sinker 
because that’s what the president wanted to do.   

 
We created a National Security Bureau which has put a higher value on intelligence 

analysis than had previous existed in the FDI, whereas you know previously, there was much – 
almost an exclusive focus on making cases in the different regional offices, not sharing 
information that much across different field offices and not valuing the analysts, the intelligence 
– what the intelligence analysts could bring to the table.   

 
In fact, the story – perhaps apocryphal, I don’t know – that in the FBI sometimes, if they 

were looking for an analyst, they would promote a secretary into that function.  Well, I think that 
kind of thing has changed.  One of the steps we did take, as I mentioned earlier, was, as Ozzie 
mentioned, Phil Mudd – we asked Phil, a career CIA analyst, to go over to the FBI and help them 
set up that National Security Division.  So I think what we need to do, basically, is keep working 
on the system we got, try to keep improving it and – I guess I’ll leave my remarks to that and 
leave the rest for discussion later. 

 
MR. NELSON:  Great.  Thank you, Ambassador.  Kevin, over to you. 
 
KEVIN BROCK:  Okay.  Thanks, Ozzie.  Appreciate it.  By the way, I have to say I 

count it as a national tragedy that there’s a growing segment of our population – young 
population – that doesn’t know who the original Ozzie Nelson is – was.  (Laughter.)  But I’m old 
enough to remember.  (Laughter.) 

 
MR. NELSON:  Thank you for that.  (Laughter.) 
 
MR. BROCK:  This is a thank you for the invitation because obviously this is something 

that occupied a lot of my time when I was at the FBI wrestling with this very issue because the 
bureau, if you’ll recall, back in 2004 and that timeframe when the 9/11 Commission was 
wrapping up, Robb-Silberman was doing its work – it was not a subtle question as to whether or 
not there should be a separate domestic intelligence agency. 

 
That debate has kind of waxed and waned over the last few years and recent events have 

caused it to gather a little bit more momentum.  But I think there’s some things that we can talk 
about this morning.  I’ll limit my comments – be as brief as I can, just touch on the points that 
you brought up, Ozzie, because I think the best conversation is when we get the questions going.  
It begs the question as to what is the perceived problem that needs to be solved, that we would 
want to have a separate domestic intelligence agency, apart from what the FBI already does?   



 
I know that there was some discussion that there was an inadequacy in the current 

construct of the FBI that caused that question to be raised and that there was a perception that 
perhaps there was not – intelligence was not being collected aggressively enough domestically 
because the FBI is the only agency in the government that has a foreign intelligence, 
counterintelligence, an intelligence mission along with a – collect criminal information, all under 
one roof.  That’s the only place where that happens in the government. 

 
And so the rest of the intelligence community had a great thirst for, all right, you’re the 

guys that face inward; you’re the guys that have access to intelligence within the boundaries of 
the United States.  We don’t; we can’t – we want to hear from you.  We want you to pay 
attention to our collection requirements; we want you to feed us.   

 
And frankly, the FBI wasn’t doing that.  In the year 2001, I think the FBI produced under 

a hundred IIRs.  These are raw reports that go out to the community.  Now they’re in the tens of 
thousands, of course, and that’s because – in response to the 9/11 Commission and this question 
that was on the table.  The FBI director properly focused the FBI on building an intelligence 
capability that is more in line with what you would see throughout the rest of the intelligence 
community.   

 
The FBI has always been a member of the intelligence community.  Since 1949, they’ve 

had authorities to collect foreign intelligence and to participate in the intelligence conversation of 
the community.  But as John pointed out, the focus was on developing their criminal cases and 
prosecuting those cases and sharing intelligence that might emerge from those on an ad hoc 
basis.   

 
So bringing in Phil – and we tried to, we looked for all kinds of dirt on Phil to keep him 

out but – (laughter) – but we just, we weren’t successful and he came in anyway and really 
helped us, along with Maureen Baginski and other members of the traditional intelligence 
community, from the SIGINT, HUMINT community, come in and help us set up an intelligence 
culture process structure that was a little bit more familiar and traditional.   

 
I had the privilege of coming in out of the field to be the first assistant director for this 

new directorate of intelligence.  The directorate stood up in 2004.  By standing up that 
directorate, by creating an intelligence program in the FBI, by hiring about 1500 analysts that 
year – professional, well trained folks to fill that role – and pushing intelligence collection and 
reporting responsibility out to the field office, the commission was mollified, others started to 
say, okay, the FBI seems to be doing the right things, taking the right steps.   

 
That culture started to be built.  That’s not to say that it has been a smooth road.  If 

anything, it has been a tough cultural transition for the FBI and in fact will probably be a 
generational thing before it all really smoothes out.  And one other point I wanted to bring up, 
just in context.  Ozzie, you said we could raise other questions as well.  We’re talking about a 
domestic intelligence agency.  It’s always struck me as curious that we tend to establish our 
missions and our jurisdictional boundaries based on geography.   

 



If any of you were in the conversation that was in this room earlier regarding the 
challenges in cyberspace, you know that those boundaries are dissolving.  The intelligence 
challenges – actually, the criminal and the intelligence challenges that now exist in this country 
as more and more activity – criminal and hostile intelligence activity – migrates to the Internet 
and network communications:  There’s no way to tell where these attacks are coming from, 
whether they’re being carried out by U.S. persons or non-U.S. persons.   

 
All of these traditional geographic-based boundaries are melting away.  It’s becoming 

more and more difficult for us, under the constructs that we have right now, to efficiently mount 
and collect and analyze intelligence.  We have to understand that when the FBI brought in these 
– and stood up this more traditional intelligence framework, intelligence capability, they also had 
to adapt it to their situation.   

 
They’re not like the other intelligence community agencies that are outward facing, 

collecting foreign intelligence.  The FBI’s authorities rest with collecting information within the 
boundaries of the United States, as I mentioned.  So when an FBI agent goes out and collects 
information, they cannot do it just because they feel like it:  “That’s an interesting question and 
let’s go get that information.”   

 
For them to actually collect the information, they have to abide by a certain set of 

guidelines under which they are authorized to do that collection.  So the FBI cannot initiate an 
intelligence investigation or even a criminal investigation without some type of predicating 
information that has to reach, in most instances, a threshold of reasonable suspicion. 

 
Now, that is differentiated, under the attorney general guidelines, between U.S. persons 

and non-U.S. persons.  But even a non-U.S. person in this country has certain protections as to 
when the government can mount collection efforts against them.  Some of these rules have been 
modified over the last few years under the PATRIOT Act.   

 
But those guidelines still exist.  So it’s not like going out and collecting foreign 

intelligence against other nations, so we have to be cognizant of that.  When I stepped out of the 
FBI and went to NCTC and started to hear more of the perception of the FBI out in the 
community, I understood two things.  Number one, they made a lot of good points:  There was a 
lot of things the bureau wasn’t doing that they need to do. 

 
But also, there were some misperceptions about what the FBI could do, legally.  Literally, 

agents could be indicted for doing some of the things that there was an expectation or an 
assumption that they could do.  These guidelines emerged back in the ’70s and ’80s through the 
Church Commission.  Attorney general guidelines were established back then and with good 
reason – the FBI had been engaging in some domestic intelligence collection activities against 
political groups operating within the borders of the United States.   

 
So those guidelines were necessary.  Most agents welcomed them – it gave them their 

boundaries, their secure operating environment.  I think as Americans, we were grateful to have 
those guidelines in place because one of the questions that was teed up is, if we are going to go 



down the road of establishing a domestic intelligence – another entity in this country, how do we 
protect our privacy and our civil liberties? 

 
A lot of those questions were tackled two or three decades ago.  When those guidelines 

were put in place, it was specifically to make sure that the government just did not have free 
access to collecting information against people without a reasonable suspicion threshold.  So 
those exist today.  Now, you’ll recall that shortly after 9/11, the attorney general came out and 
said, we’re going to refocus the FBI and we’re going to put them on a footing to where they’re 
now going to try to prevent terrorism.   

 
Now, for those of use who grew up in the FBI – and I worked terrorism for many, many 

years – I found those words a little bit offensive because obviously that’s what we tried to do.  
We worked many, many cases – I personally worked many, many cases – where we disrupted 
events before they took place.  If the American people had an idea of how many terrorism events 
could have taken place in this country but were prevented, they’d be grateful.  Much more were 
prevented than actually happened and were prosecuted later. 

 
But I understood the spirit of what the attorney general was trying to say and that was, 

we’re going to make sure that we gather the intelligence and we disrupt – we do what needs to be 
done at the expense of prosecution.  If it means we’re not going to be able to take the case to 
court and prosecute somebody but it’s going to disrupt and – then that’s what we’re going to do.   

 
I think the FBI has made an honest effort to do that in enhancing its intelligence-

gathering capabilities.  So I suppose my going-in position would be, obviously, given my 
background, that I don’t believe we need a new domestic intelligence agency within the United 
States for a couple of reasons.   

 
We brought up the model of CSIS and MI5 and AZO and others of our allies who operate 

with that type of model.  The irony is – and I think Philip had this experience as well – in talking 
with members of those agencies, oftentimes they would voice an admiration or a wishful 
thinking that they had the capabilities that the FBI did or there was an integration of the ability to 
collect intelligence and also carry out arrests and searches and prosecutions.  They saw some 
efficiencies gained there that they felt that they lacked.  So I think that’s something we wouldn’t 
want to give up without really thinking it through. 

 
And then the second thing may seem minor but I’ll bring it up anyway.  What would we 

divide into?  So you would have the FBI left over as a criminal investigative agency that would 
prosecute these issues because often, even in an intelligence matter, ultimately there’s going to 
be a violation of some federal statute that is going to have to be investigated and prosecuted.  So 
you have a separate domestic intelligence agency.  What do we call it?   

 
Because to give up the cache of those three letters “FBI” means something.  I want to 

downplay this.  It may sound silly but in my experience, we got an awful lot of cooperation from 
the American public because of the FBI lore, the FBI mystique, the place that it has in the culture 
of the United States, in that when an FBI agent goes out and shows his or her credentials, they 
get a lot of cooperation – they get a lot of information.   



 
So if I now go out and say, I’m with the Homeland Intelligence Service, do I get the same 

reaction?  Do I get the same level of cooperation?  There is a giving-up of something there as 
well.  That said, I will offer to you that as I left the FBI, I told the director that I thought that the 
FBI was going to have to take further steps to convince the American public and Congress and 
all the other external stakeholders that they’re taking this seriously and that they’re doing 
everything that needs to be done.   

 
One of the ideas that I floated was that perhaps the bureau could do more to establish the 

concept of an agency within an agency, where you had a capability that we’re talking about here 
this morning that actually exists in separate facilities with separate management, a defined career 
track along those lines where you had special agents that were dedicated to that and that alone.  
The reaction within the bureau was a little bit, “Well, if you set that up, it’d be too easy to pluck 
out.”  And I can understand that. 

 
But I also know that at this point in the FBI’s history – and Philip, you can comment on 

this because I’ve been out for three years and you just came out – but at this point in the FBI’s 
history, the gravitational pull of the criminal investigative mission of the FBI is such that it’s 
having its effect on the development and the maturation of the intelligence processes and cultures 
within the FBI.  So a kind of an artificial separation, a greater separation within the bureau might 
be an effective way to look at this as well.  I’ll stop there. 

 
MR. NELSON:  Thank you, Kevin.  Suzanne? 
 
SUZANNE SPAULDING:  Thank you.  Well, I’m going to continue the trend here, 

Ozzie.  I would like to add some diversity of views to your panel but I’m not going to.  
(Laughter.)  I think the short answer to the question, do we need a new domestic – and I think the 
appropriate question is, do we need a new domestic intelligence agency? – is no and in part, 
because we have several domestic intelligence agencies already. 

 
We’ve talked about the bureau and its important mission.  Certainly it has the primary 

responsibility and activities with regard to domestic intelligence.  But they’re not the only ones.  
CIA does domestic intelligence; DOD does domestic intelligence; NSA does domestic 
intelligence collection; DHS has folks out there collecting intelligence inside the United States. 

 
Part of the challenge, I think, whenever you have these discussion – and maybe it’s the 

lawyer in me – we need to have a definition.  We need to have an agreed-upon understanding of 
what we’re talking about.  With regard to domestic intelligence, it’s a term that people define 
differently – different people define differently.  As I think about domestic intelligence and talk 
about it, what I’m talking about is the collection of foreign intelligence or national security 
information through targets inside the United States.   

 
That is not a universally accepted definition.  Lots of different factors go into what might 

make up domestic intelligence collection.  Geography, unfortunately, is important.  The 
frustration, particularly in the cyber arena, is clear but it also comes up in the domestic terrorist 
threat context.  Kevin, as your comments pointed out, geography is important because it relates 



to the Constitution and the application of the Constitution.  So to some extent we’re sort of stuck 
with that.   

 
That’s why I find this definition – that we’re talking about focusing on targets inside the 

United States in the context of a national security investigation – is a useful definition because 
there are implications there in terms of authorities.  Because there are so many different entities 
in the federal government that are engaged in domestic intelligence, it seems to me that the 
creation of a new entity – you’re not likely to pull out those activities from those agencies and 
you’re going to just duplicate those efforts.   

 
So what we really need is a greater unity of effort.  We need greater focus on 

understanding all of those activities, understanding all of the authorities of the various entities 
and bringing that unity of command that the DNI was designed to do to domestic intelligence.  
When I was with the House Intelligence Committee back in January of ’03 and we first 
submitted legislation to create – to sort of do a Goldwater-Nichols equivalent in the intelligence 
community, the notion was that the DNI is effectively a combatant commander.   

 
One of the key aspects of Goldwater-Nichols in the military was that each of the services 

remained – they had their own cultures, they had their expertise, they had their ways of doing 
business – but the combatant commander was going to direct their operational activity.  The 
service chiefs were to hire, recruit, train and equip.   

 
The impetus behind that was that they found repeatedly that the services were pursuing 

their own priorities and that the others couldn’t rely that the other services would be there to 
meet their common needs.  That’s, I think, what we see in the intelligence community still 
struggling with today and it’s particularly acute in the domestic intelligence arena.   

 
It’s been referenced already, where DOD has the homeland defense mission, for example, 

and if you give DOD a mission, they’re going to do what it takes to make sure that they are 
going to be able to successfully accomplish that mission.  That means they need domestic 
intelligence:  They need to understand the threat environment in which they may be asked to 
operate.   

 
If the FBI is not meeting that need, if they are not confident that the FBI is going to meet 

that need, they are going to create that capability.  They’re going to meet that need.  They’re not 
going to say, well, I guess we don’t have that.  So part of the idea for the DNI was to make sure 
that the agencies come together and serve a common need under that unity of effort, unity of 
command notion and not pursue their own priorities.   

 
The breakdown of that – I think we saw a great example of that with regard to national 

security letter authority.  National security letters, as most of you know, are a letter that the 
agency can issue to seek records from a third party.  Traditionally, they were used to get bank 
account information about individuals as part of a national security investigation.   

 
FBI traditionally had that authority.  When I was at CIA in the general counsel’s office 

working proliferation and terrorism issues, we would go to the bureau and ask the bureau to issue 



a national security letter to get information that we needed.  That apparently began to break 
down because some years ago, the DOD and the intelligence communities went to the 
intelligence committees and said they need their own national security letter authority.  Now any 
intelligence agency can issue a national security letter. 

 
I think it’s just one example of part of the problem that we have in the domestic 

intelligence context, where we – again, we have a lot of folks doing this because they’re not 
confident their needs will be met.  So I think what’s needed is a greater focus at the DNI level.  
Ambassador Negroponte talked about some of the good things that they did early on with trying 
to help the bureau get organized to perform this mission but in fact, the DNI’s focus is primarily 
on foreign intelligence.   

 
Domestic intelligence does not get a high priority or a lot of focus in the Office of the 

Director of National Intelligence and I think it needs greater focus.  I think there ought to be a 
deputy for homeland security intelligence or domestic intelligence whose primary responsibility 
is to make sure that we get this mission right.   

 
A big part of that is to make sure that all of the entities that have a responsibility with 

regard to the domestic threat are fully incorporated into the requirements process.  The DNI has 
worked very hard to get the collection requirements process to a place where it really is truly 
driven by the analysts and by gap analysis.   

 
I think that domestic intelligence needs to be folded in much more significantly into that 

process so that, again, the intelligence needs that are identified by DOD or DHS or anybody else 
across the government get folded into that collection requirements process and the appropriate 
agency collects it for the common good and not just focused on their agency priorities. 

 
In order to do that, we need to start, as Ambassador Negroponte said, with a 

comprehensive review of the nature of the scale and the scope of the threat.  I still don’t think we 
have really done that in a rigorous way so that we understand what it is exactly that we’re 
focusing on here. 

 
If we do a comprehensive assessment of the scale and scope of that threat – and there is 

some interesting work that’s been done on the outside.  Brian Jenkins at RAND has just issued a 
report in which he’s reviewed all of the terrorist plots since 9/11, at least that we’ve discovered, 
and he talks about 24 domestic plots to carry out attacks in the United States. 

 
Only three got as far as implementation, including the Times Square attempt, which he 

calls an undeniable intelligence success and I think that’s right.  All three involved individual 
terrorists; only two resulted in fatalities; both of these were carried out by lone gunmen.  Now, if 
you can analyze the nature, scale and scope of the threat in that way, it has very, I think, 
important implications for the strategies and the tools that you will use to go after that threat.  So 
that’s a really important start, I think. 

 
My sense of the FBI’s performance in domestic intelligence is that it’s less, though, about 

collecting information.  Very few people think that the bureau isn’t collecting enough 



information.  It’s more about sense-making – it’s about making sense of the information that you 
have.  It’s also the dissemination, which previous speakers have touched upon.   

 
The National Commission on Terrorism, for which I was executive director, chaired by 

Jerry Bremer, made a series of recommendations in July of 2000, the most important of which I 
thought was to have reports officers at the bureau.  There was recognition then that the bureau 
was already collecting a great deal of information about the terrorist threat but there was no 
regular – no culture of dissemination – quite the contrary – and no process for doing that. 

 
Finally, I think it’s really important that we – addressing Ozzie’s point of how do we do 

this in a context which protects civil liberties.  Why is that important?  Part of the reason that I 
think that’s so important is that I think it’s important to our counterterrorism efforts.  I think one 
of the ways that we’ve sort of gotten off track is over so many years, we’ve talked about 
balancing national security and civil liberties as if they were mutually exclusive objectives on 
opposite sides of a scale and if you took away from one, you’d add to the other.   

 
I think that really misses the strength that we get from our civil liberties and the 

counterterrorism promotion that comes from respect for our way of government and for our civil 
liberties.  The most obvious example of that is the notion of community policing.  I think what 
we learn from these homegrown threats, these lone or isolated terrorists, is that we’re not likely 
to find them through traditional intelligence methods, that our most hopeful avenue for 
preventing these kinds of attacks is through building up trust with the communities and the 
individuals who are potentially at risk. 

 
So I think that’s really important to keep in mind as we go forward and think about the 

strategies – think about it in terms of our overall objective of defeating the terrorists, not just in 
collecting domestic intelligence.  I’ll leave it at that. 

 
MR. NELSON:  That was wonderful.  Thank you, Suzanne.  Phil, because you have the 

most recent government experience, you get to bat clean-up.  So over to you. 
 
JOHN PHILIP MUDD:  The answer is yes and no, here and there, now and then.  What 

I’d like to do is change gears a bit and talk a little bit about the practical implications of what 
we’re discussing and give you some real-world examples of what I saw at the table over the last 
nine-and-a-half years and what this would mean. 

 
Let me give you two scenarios that are real from my last four-and-a-half years at the 

bureau.  Number one, I sat through, four-and-a-half years, every morning with Director Mueller 
and three attorneys general to discuss threat.  Dozens of times, we sat there and said, okay, we’ve 
got a subject – by “subject,” I mean a person of interest or a cell of interest in a place like 
Atlanta, Chicago, New York, Charlotte – and we said, what do we do here? 

 
In many cases, we would say, we still don’t fully understand what’s going on here:  not 

time to move yet.  I remember one very serious discussion.  There were about six of us at the 
table.  We were going around the table and the boss is saying, what do we do?  What do we do?  



There’s a risk to letting him go to collect more because he may disappear.  But there’s a risk to 
taking him down because we don’t fully understand what we’ve got our hands on yet.   

 
My point is, the efficiency of having the capability to understand at the table with the 

capability to do something about it is very high.  Very few services on the planet have this 
efficiency.  I can tell you, from real-world experience, that discussion isn’t rare.  We had that 
conversation all the time, that represented that efficiency of a security service that has both those 
capabilities.  No handoff responsibility:  The boss can make the decision to keep the case going 
or to take it down. 

 
Second real-world example:  One of my responsibilities was to work with Quantico, 

which I did for four-and-a-half years, on intelligence training.  Quantico has a storied history of 
training people for investigative skills.  We had additional questions.  For example, how do you 
teach an agent or an analyst about national security?  More particularly, something I’m most 
proud of was, how do you match the investigative skills we teach an agent with skills that a 
classic intelligence officer would have?  How do you spot, assess and recruit a source?  How do 
you run them and terminate them?   

 
Not very efficient to say, on the one hand, we’ve got 20-plus weeks of investigative work 

– how do we match that with slightly different concepts that involve source running?  My 
message to you before I transition to some six or eight practicalities is, we’re focused on whether 
one way is better.   

 
My message to you is, they are different – I’m not sure one way is better.  The question, I 

think, is whether you want to sacrifice 10 years of time – which my friends in security services 
around the world who have made this transition will tell you it will take – whether you want 10 
years to get to something.  It may be different, maybe better.  I don’t think so.  I think it will be 
different and will have inefficiencies that I’m going to talk about.   

 
So be careful about the difference between the terms “different” and “better.”  I’d point 

out, as well, that we have a culture that says, when something doesn’t work as well as we want, 
let’s just throw a new entity on the table.  I was sitting on the subway this morning, or metro or 
whatever you call it – NCPC, NCTC, ODNI, Homeland Security Council, NCIX, DHS – do you 
want another one?   

 
And I would argue, and I don’t think there’d be much dispute, even among people 

who’ve worked in these organizations, that there is a mixed record for throwing another 
organization on the wall and seeing if it sticks.  So this is a very critical culture we live in.  
People want to say, if something doesn’t work as well as I want, let’s just try something else.  
Let’s step through, for a moment, what that means. 

 
By the way, I’m not arguing that we couldn’t do this.  As a security professional, working 

with people like Kevin and Ambassador Negroponte, we can do this.  There are professionals in 
government.  I was proud to be one of them.  The question is whether we should, and whether 
it’s worth it.  We can do it.  Six or eight practicalities:  First, parallel intel networks.  You can’t 
separate out national security and criminal matters that easily.   



 
If you’re following Hezbollah cigarette smuggling – and we’ve had cases like that in the 

United States – and you want to answer the question of how Hezbollah communicates with the 
Bekaa Valley from the United States, you’re going to be stepping on your toes when you have 
two services, one of which is running the source network on cigarette smuggling and one of 
which is running the strategic intelligence network – not very efficient.  Again, we can do it, but 
it’s going to be tough. 

 
Number two, oversight and compliance.  I’ve been with an intelligence organization.  I 

see one of my old bosses over there in the corner.  I’m sorry, are you out in the open yet?  
(Laughter.)  I probably just committed a federal violation that’s a combination of intelligence 
and security.  Kevin, you can citizen’s arrest.  (Laughter.)  Oh man, this was a mistake, coming 
out of government service.  (Laughter.) 

 
My experience on both sides of the Potomac is that the focus, in a domestic security – by 

the way, we’ll never have a domestic intelligence service in this country.  Intelligence is about 
the pursuit of information.  In a democratic society, you will never pursue information as its own 
end; you always have to consider whether the pursuit of that information is appropriate, given 
our civil liberties.  There’s a – whether we should have a domestic security service is one 
question.  We will never have a domestic intelligence service.  We won’t – can’t happen in a 
civil liberties society, I don’t think.  That’s not a judgment question; that’s a factual question. 

 
Did I make sense?  Okay, I’ve got three or four more to go.  Oversight and compliance – 

the focus of a domestic security service, because of its openness, because of its responsibility for 
civil liberties, is huge.  Oversight and compliance at the bureau compared to the agency is night 
and day.  You’re going to create, if you want, a security service that doesn’t have 100 years of 
experience with compliance in an environment where we’ve had experience, in the ’70s, and 
beyond with what happens when somebody on security goes too far.   

 
And I’m going to guarantee you that in the course of, let’s say, 36 months, maybe 60, 

you’re going to have a problem with compliance that reaches national levels and congressional 
inquiries.  I pretty much can guarantee you that.  It’s going to happen in this country.  We’ve 
been there before.  As George Tenet used to tell me, “there ain’t no learning in the second kick 
of the mule.”  If you tell somebody to go out and pursue information without a tether to 100 
years of compliance and civil liberties, there’s going to be a mistake.   

 
Even the best services – and I’ve got to tell you, I think the bureau is pretty darn good at 

compliance – make mistakes.  Look at what happened with the national security letters.  And this 
is an organization that has processes in place that, if you sat there every day, would make your 
frickin’ hair turn gray.  It is tough to get through complicated intelligence operations in the 
bureau.  It’s turned gray – I heard that, ambassador; it’s turned gray already.  (Laughter.)   

 
MR. NEGROPONTE:  No, I was looking at Kevin’s hair, not yours.  (Laughter.) 
 
MR. MUDD:  Lying to a federal officer is also a federal violation, ambassador.  

(Laughter.)  A couple more:  I would argue that this compliance issue is going to get more 



difficult.  Something I’ve never heard discussed – if you read Raymond Chandler – one of the 
old criminal writers – 70 years ago, intelligence or criminal investigation is pretty 
straightforward.  You can do a teltap; you can run a human source. 

 
Now you’re talking about things like, how many levels out do you take e-mail?  In the 

21st century, you’re talking about what is appropriate to look at on social networking services 
when gangs – forget about national security intelligence – when gangs are using Facebook.  I’m 
going to tell you that the ability to look at information and collect it is going to get more and 
more complicated in the digital age.   

 
And therefore, the capacity of a national security organization to make a mistake – should 

we go two levels out on somebody’s e-mail – not only his friends or his friends’ friends?  How 
about add Facebook to that.  God knows where we’ll be with, you know, Second Life or 
whatever the heck that thing is in 10 years. 

 
It’s going to get harder – the compliance issues.  In any national security organization, I 

think the prospects that they’re going to make mistakes will increase because of the increasing 
complexity of intelligence operations.  A couple more:  Source handoff.  The basics of any 
security service:  sources and wires.  I talk to my friends around the world.  When we sat there 
are threat briefings, you don’t have to worry about source handoff when you have a unified 
national security service.   

 
When you have separate services, there are going to be questions about, when do you 

withdraw the intelligence source so that you can have a second human source to serve in a court 
of law?  I don’t want to overplay this, but I have seen this issue come up.  It sort of relates to the 
issue I was talking about earlier, about collecting against Hezbollah in parallel – you know, 
cigarette smuggling and intelligence operations at the same time.  You have to think about, how 
do we protect intelligence sources if you have a national security service while you start to insert 
a law enforcement service so when you do a takedown, you don’t burn your original source.   

 
It’s not a huge issue, but I just raise it because I want to emphasize, I think in this 

country, we want to look forward.  It’s one of the values of our culture.  We don’t always spend 
enough time looking at the implications of trying to improve.  And they are significant in this 
case.  I think I’ve got a couple more.  Community outreach, which has been a focus in the last 
four or five years, of people saying, this is how you should do better intelligence work.   

 
You should get out in the community and talk to people so they can be your eyes and 

ears.  Interesting – I saw the words out of the mouth of, I think it was a t-shirt vendor or 
something in Times Square, who said, see something, say something, which has been a phrase 
that has been used in community policing in New York for years.  It worked.  Couple of 
thoughts:  I don’t think – to my mind – I should take a two-second detour – intelligence is not 
secret information.  This is a misconception.  Intelligence is knowledge – information that helps 
you answer a question.   

 
It can come from a professor at Berkeley.  It can come from the Internet.  It can come 

from Wikipedia.  Or it can come from a penetration in the Chinese security service.  Helping 



somebody who has a problem answer a question.  Some of that will come from community 
outreach.  I can’t imagine, in this society, tasking a domestic security service to do community 
outreach.  Hard for me to envision MI5 in the United States going to a mosque in Brooklyn 
saying, hey, I want to talk, openly.  That’s not how security services run.   

 
So what we’re saying is, we’re going to charge an organization with the collection of 

knowledge and almost implicitly, in my mind, take off the table one of the elements of collection 
– that is community policing – that we are arguing, the last five years, is very important for a 
security service.  There’s a linkage here.  And this is broader than security.  It’s a societal 
linkage.  We have, in this country, gone through great pains, in the post-9/11 environment, 
thinking about issues related to – societal issues related to profiling. 

 
And almost by definition, if you’re telling a security service to hunt intelligence that 

doesn’t have a law enforcement responsibility, I’m going to bet as well, not only are you going 
to have mistakes in terms of compliance; there’s going to be questions down the road about 
profiling that are very painful for the society to deal with.  Think about it.  If you’re running 
intelligence operations in Pakistan, let me tell you the profile.   

 
I want to see Chechens, Uzbeks, Saudis and Egyptians.  If I don’t hear Pashto on the 

radio – if I hear Arabic – I want to know what they’re saying.  I’m pursuing knowledge because I 
have a requirement to pursue knowledge.  Frankly, I don’t care much about whether that guy’s 
guilty or not.  As soon as I hear Arabic, I’m saying, I want to hear what he’s saying, and I ain’t 
going to a FISA court.   

 
What I’m saying is, be careful about what you’re asking for because you may get a 

service that gets very quickly entangled in servicing requirements, because that’s the goal of an 
intelligence service.  And by servicing requirements, they’re going to look at certain segments of 
the population, almost by definition. 

 
And the last, but least, since this is Washington, D.C.  By the way, after all this, this 

being Washington, if you do this, I’d like to run the thing, okay.  (Laughter.)  But last, not least, 
and seriously, 10 years.  My friends who’ve done this – and by the way, behind the scenes, 
security services around the world, we’re very tight – my friends who’ve done this elsewhere tell 
me at least 10 years before this becomes efficient.  So that means 20 years after 9/11, if we did 
this next year, we’re still sort of figuring out how we get through the domestic security piece. 

 
I’ve been there – let me tell you something, the first time, in month two, when that 

security service walks across Pennsylvania Avenue – this is realities – and tells the law 
enforcement service, here’s a great file on what’s going on in Charlotte, North Carolina, dude, I 
can tell you what’s going to happen.   

 
There’s going to be a bureaucratic fight; there’s going to be a question about who’s got 

the right sources; there’s going to be a question about whether I have to divert resources from a 
great, white-collar or Hezbollah cigarette-smuggling operation to some pie-in-the-sky intel 
operation.  This town will eat its young on the issue of the creation of a domestic intelligence 



service because you already have a battlefield that includes DOD, DHS, CIA, FBI.  It’s going to 
be tough.  So with that, it’s a great idea; let’s do it.  (Laughter.) 

 
MR. NELSON:  Well, Phil, I’m glad you went last.  That’s good. 
 
MR. MUDD:  I’m done, dude.  (Laughter.) 
 
MR. NELSON:  Well, I thank all the panelists for their initial comments.  Clearly, we 

have probably the best four individuals we could have on this topic to talk about it.  I’d like to 
explore, before we turn it over to questions, a couple of the issues that some of you touched 
upon.  So let me start with this.  So if domestic intelligence – the creation of it, what I’m hearing 
you saying, except for Phil, who wants to run it – but I think you have competition from this end 
of the table, too, with the ambassador who wants to get back into government service.   

 
MR. NEGROPONTE:  I’ll be a deputy. 
 
MR. NELSON:  If we’re not going to create a domestic intelligence agency, the question 

is, is the current structure sufficient?  And if it’s not sufficient – Suzanne, you started to touch on 
this and focus on some changes we could make.  The implication is, we don’t need that because 
what we have is working.  So I’d like to ask each of the panelists, starting with the ambassador, 
is the current system working and if not, what do we need to do to improve it? 

 
MR. NEGROPONTE:  Well, I’m going to defer to the others on this, but let me say one 

thing in reaction to what Suzanne was talking about – the role of the ODNI.  And I think you’re 
right that our focus was more on foreign intelligence.  I think that there’s a couple of reasons.   

 
I mean, to put it in the bluntest of terms, things domestic are sort of a can of worms for 

somebody who deals with foreign intelligence matters, so you didn’t really want to touch it.  
Secondly – I mean, I think I alluded to this earlier – I don’t think the threat’s that great.  I mean, 
what are we worried about?  We’re worried about international terrorism.  And I don’t think 
international terrorism has sunk its roots here into the United States.   

 
Thirdly, as a practical matter, the head of the DNI is supposed to be the principal 

intelligence advisor to the president of the United States, and frankly, he’s not very interested – 
certainly not that one I worked for, and I suspect this one – not that interested in the threat of 
domestic terrorism, nor the issue of domestic intelligence.  We had a lot of other things to worry 
about besides terrorism, obviously – nonproliferation, the state actors around the world.  I mean, 
our plate was full every day.  So this was just one element of it.  So for a whole host of reasons, I 
think the focus was more on the foreign intelligence part. 

 
And of course, if something is really serious from a U.S. point of view, you’re going to 

find the linkages to the foreign agents and the foreign actors.  I mean, one of the things I really 
wonder about is, this fellow who was in Times Square – I know he traveled several times to 
Pakistan.  I’m not sure we’ve seen, yet, information as to whether he was kind of a copycat who 
was inspired by al-Qaida and who went and offered his services to people in Waziristan, or 
whether he was recruited to do something here in the United States. 



 
Maybe that’s emerged, but it seems to me that’s a telltale fact.  And I wouldn’t be 

surprised if we’re going to see more instances of this kind.  But I think it’s more people here, for 
reasons of disaffection of one sort or another, who go abroad, look for these, you know, 
opportunities and come back.  But I’m not sure the people in Waziristan or elsewhere are having 
that much success in fomenting serious international terrorism here in the United States. 

 
MR. BROCK:  Well, this is a great question because, you know, I think we’ve settled 

how the panel feels about whether there should be another agency, but is the current construct 
sufficient for meeting the challenge that we have out there?  And Suzanne, you asked the 
question – I think you raised it nicely – where you said, can the needs be met within the FBI.  
You pointed out that other government agencies within the intelligence community share in this 
domestic security challenge.  There’s a mix of responsibilities and authorities under Title 18, 50, 
10 and 8, that they all bring their authorities to the table to address these issues.   

 
But again, going back to the fact that the FBI is kind of the lead domestic agency and that 

all eyes seem to turn to the FBI, then it’s a fair question to ask, do they have the capability to 
meet this?  And I remember sitting in a meeting with your deputy, Mike Hayden, a couple years 
ago, when he said the FBI has got a box to fill.  And with his fingers, he went like this.  And 
they’re filling about this much. 

 
Now, that was the perception, and in large degree, back then, the reality in the 

intelligence community, because they had a great thirst – they had all these collection 
requirements.  The FBI is in the best position to collect that data.  But are they and can they do 
it?  To put it into perspective a little bit – and I think this is an important point to make – in 1950, 
when the FBI’s primary responsibilities were kidnappings, stolen automobiles and some draft 
dodger cases, primarily, the FBI had 6,000 special agents.   

 
Today, they just crested 13,000.  So they’ve only doubled since 1950.  In that time, 

they’ve added counterintelligence; they’ve added counterterrorism, organized crime, white-collar 
financial crime, drugs, cyber.  All that’s been layered onto the FBI without, in my opinion, 
adequate resources to do that.   

 
So now you have a bureau that traditionally fielded a corps of agents that went out there 

to collect information to support prosecutions and put people in jail is now being asked to not 
only respond to the requirements of the case – of their law enforcement case – but also be 
responsive to a whole set of collection requirements that the intelligence community is interested 
in, as well.  The agents, frankly, are just going, you know, how do I do this?  How can I meet 
those expectations?   

 
So there is a bona fide resource question here, and one that I think deserves serious 

discussion.  Because if we all can agree – and I think Philip made a great case for setting out the 
inefficiencies of breaking this out of the bureau or establishing a separate entity – if we can all 
agree that, that might not be the best strategy, then let’s at least agree that, if we’re going to go 
down this road, then by golly, let’s resource it correctly.   

 



MR. NELSON:  Suzanne, would you like to comment? 
 
MS. SPAULDING:  As you said, I touched on some of the things I think could be done 

differently.  I think as you think about this, though – how do we improve – a lot of the focus on 
the shortcomings of the bureau or the need to improve domestic intelligence often stems from a 
misperception, again, that counterterrorism is an exercise in risk elimination, when in fact, it’s an 
exercise in risk mitigation.   

 
And I think it’s really important to keep that in mind and to help the American public 

internalize that notion.  And we’ve heard a lot of it since the Times Square bombing.  I’ve 
noticed a lot more of the public comments reminding the American public that there’s no 100 
percent guarantee.  The important message, I think, is that the government is doing everything 
that it can, working very hard to prevent another attack in the United States, but that there are no 
guarantees, and that something, you know, very well may get through, and that there may be a 
successful attack. 

 
And the important thing to remember is that we are a strong and resilient nation and we 

will survive that attack.  And I think that message is so important to build up the resilience of the 
American public, which is going to be one of our most important, again, counterterrorism tools, 
is to have a resilient American public.  And it stems from not having this idea that every single 
attack represents a significant failure on the part of the intelligence community.  We need to take 
the DOD, sort of, after-action report notion. 

 
MR. BROCK:  Yeah.  And just jumping in on that, I’m just thinking back to the British 

experience in, what was it, July of ’05, when 50 or so people were killed in the subway in 
London?   

 
MR. :  It was 7/7.   
 
MR. BROCK:  Oh-seven (2007)?  No, no it was earlier than that. 
 
MR. :  Seven, seven, oh-five (July 7, 2005).   
 
MR. BROCK:  Seven, oh-five.  It was Gleneagles.  They were all at the G-8 conference 

because I remember Andy Card waking me up at 5:00 in the morning, “there’s thousands of 
people are getting killed in London.  Look into it right away!”  Well, I mean – but I think they 
were not traumatized by this, and I think it mobilized them, it energized them to do certain things 
that they hadn’t done before.   

 
But I thought it was a very interesting illustration of how they, with the Northern Irish 

experience and everything else, were sort of accustomed to dealing with those kinds of 
situations.  So that’s just to reinforce your point.  We need to have a little bit more of that kind of 
psychology towards this potential event. 

 
MS. SPAULDING:  And I think Americans do.  You know, the news reports were that 

folks were back in Times Square within hours of the SUV having been disabled, just as the 



Londoners went back down into the subways.  And neither acted because they were 100 percent 
sure it was safe, but they are resilient.  What undermines the resilience, I think, is frankly 
politicians and folks in Washington.   

 
And again, there’s a real distinction between the way the government responded in the 

U.K. – if you read their report – their after-action report on those subway attacks, they did a real 
analysis of the intelligence failures.  And they cite some things that could have been done better, 
but at the end of the day, they concluded that, you know what, they made reasonable decisions, 
given the resources they had, et cetera, et cetera.   

 
You know, it wasn’t nearly the same sort of finger-pointing or efforts to gain political 

leverage, which I think empower the terrorists.  And we see it most clearly in the aftermath of the 
Christmas Day bombing – the foiled bombing, the failed attempt of the underwear bomber.  
Nobody claimed credit for that in the immediate aftermath.  It was a failed attempt.  And from 
what I understand, it was a plot that had very little chance of success.  If it had been successful, it 
would have been devastating, but the odds were against it, given the nature of the plan. 

 
And it was a failure.  It was really only after all of the finger pointing and blame games 

started that the AQAP – al-Qaida in the Arab Peninsula – thought hey, you know what?  This 
actually is looking pretty good for us, and stood up to take credit.  And it was really only after 
the Massachusetts election, when there were claims that, that was really attributable to this soft-
on-terror charges that Sen. Brown was making that bin Laden stood up and took credit for what 
was a failed attempt, but which succeeded in provoking the kind of response that they wanted. 

 
Mayor Bloomberg, in the aftermath of Times Square, said to a group of assembled 

firefighters and police, he said, the terrorists were trying to kill Americans and strike fear into 
our hearts, and I’m happy to say they failed on both counts.  And that’s the kind of approach we 
have to take, I think. 

 
MR. MUDD:  Two thoughts.  First, in terms of program management, you asked, you 

know, how do we sort of do better at what we’re doing.  You break this down into two ways, I 
think, for an intelligence organization.  You have a mission responsibility, which is to collect, 
report and analyze information and help somebody understand a problem – in the case of the 
United States, a problem of national security. 

 
By national security, I mean everything from gang violence to white-collar crime and 

maybe to terrorism.  I think a lot of the other stuff we face – gang violence, child pornography – 
more important, in my view, than terrorism in this country, because they affect the fabric of our 
society.  Terrorism never will, unless we let it.   

 
The second is, as you conduct that mission, you have to look at the people part – 

intelligence and security, our human resources entities or processes.  Recruit, train, reward, 
promote and have metrics and oversight to ensure you’re doing those well.  For example, what’s 
the attrition of intelligence personnel?  It’s a very good sign to figure out whether they’re happy 
and they think they’re being rewarded. 

 



You can’t be in this business unless you’re an optimist.  I think at the bureau, we made 
not only good progress, remarkable progress in some of those basics.  People – we have 
dedicated – we, jeez, it’s been all of eight weeks – there are dedicated personnel in the bureau for 
the collection of intelligence – dedicated agents.  That’s their only mission.  They don’t have 
case – that’s a huge step forward.  I’m not going to go through every – I’m just going to give you 
little examples. 

 
On reporting, the difference, as Kevin indicated, between where we were on reporting 

eight years ago and where we are today is sort of astronomical.  Analysis – the recruitment of 
2,000-plus analysts.  I managed analysts both at the CIA and the FBI.  The FBI analysts are quite 
good.  If you look at the human resources side, focusing on the recruitment of talented analysts 
and training them – making fundamental changes over the past five years, for example in 
analytic training in Quantico.  My point is, we’ve made a lot of progress.  

 
To suggest that the bureau is where it should be would be mistaken.  It’s a large 

organization that’s undergoing great change, and so my first message would be persistence and 
oversight, because it’s going to take a long time and this stuff is really hard, which is one reason, 
actually, I didn’t retire – I resigned.  Anybody who needs a car washer, five bucks an hour, I’m 
good to go.  (Laughter.) 

 
The second quick point – and the boss would hate me to say this – but the director has 

had a critical role in this.  And I know there’s some question – I saw a news report a while ago 
about transition – a critical role.  I’m trying to review the English language to find a more 
powerful word.  So whoever comes on after him is going to continue to have to lead the 
organization through this, because it’s not only hard; it’s really painful. 

 
The final thing I’d say, I find it a bit frustrating.  And it’s – I’m going to kneecap you for 

a second here – it’s sort of my contrast between domestic intelligence and domestic security.  So 
we had a Pakistani who shows up, lived in some suburb in Connecticut or wherever the heck it 
was, with an SUV you can get on Craigslist with hundred-dollar bills, using materials – you 
know, propane tanks you can get at Loews – and a bomb design – I don’t know nothing from 
bombs, but my guess is, it’s not that hard to put together.   

 
I just kneecapped you.  He wasn’t a Pakistani; he was an American.  You want us to go 

check on when somebody travels to Pakistan because he has Pakistani heritage and to go look at 
him because he has suspicious travel patterns and he bought an SUV.  I’d say be very careful 
because you’re transitioning from a security service that looks at people because they had good 
cause and an intelligence service that hunts a requirement without regard for civil liberties – very 
critical distinction.  And I think Times Square is evidence of that. 

 
MR. NELSON:  Okay, great.  We’re going to go ahead into questions, and this is going 

to be the question-and-answer period, not the statement-and-answer period.  The first question I 
want to take is from the person who thinks that we should have a domestic intelligence agency.  
Is there anyone in the room that thinks that?  Okay, good.  We’re in consensus.  That’s the first 
time in government.  But we’ll start with the gentleman right here.  Please state your name and 



where you’re from and pick one of the panelists to answer your question, and we can chime in 
there. 

 
Q:  This is Eli Lake from the Washington Times.  I’d love to hear from everybody, but 

particularly Mr. Mudd, because you’re most recently in government.  Can you talk about the 
unique challenge that Anwar Awlaki and English-language Web recruitment poses?  And how 
does that change the assessment for the potential for homegrown terror from, you know, I don’t 
know, now to pre- Awlaki, I suppose? 

 
MR. MUDD:  Shoot, I get to play analyst for a while.  This is cool.  I like this.  

(Laughter.)  This is what I used to get paid for – not very much, but it was fun.  We 
misunderstand al-Qaida in this country.  Because we see episodic terrorist attacks, we think of it 
as a terrorist organization that has an end of conducting attacks.  This is incorrect.  This is a 
revolutionary organization that wants to create a wave of people that think and act as it does. 

 
What we see happening, post 9/11, is fewer attacks – find me one, basically, after 9/11 

that was as wholesale al-Qaida as 9/11 itself.  There aren’t any.  The British attack in ’05 is 
probably as close as you’re going to get, or Zazi, that we had in Denver.  But that’s not a wholly 
owned al-Qaida operation like we saw on 9/11.  My point is, the revolution is starting to spread. 

 
You have people like Awlaki, who have some connectivity with al-Qaida, starting to 

spread a message that’s absorbed by others.  You have this happening in Algeria, in the Southern 
Philippines, in the Horn of Africa.  You’ve got an American, Hamami, talking American 
English.  So the propaganda is being spread, I think effectively, by people who speak the native 
tongue so they can get other people to join the revolution – not necessarily simply train someone 
else to conduct an operation.  So the al-Qaida revolution is spreading, even as al-Qaida itself has 
a lot of problems operationally because of pressure from operations in the tribal area. 

 
The second thing I’d say, and finally – I find this really interesting.  And we think that we 

are separate, and we think of ourselves as separate, certainly from, perhaps, cultures in Western 
Europe, but more certainly from places like, you know, Saudi Arabia or Jordan or – but you 
know, I’ve talked to terrorists in Saudi Arabia.  And there are commonalities.  Let me give you 
one that’s fascinating, as I close, and that is the difference between ideological inspiration – 
Khalid Sheikh Mohammad, Abu Zubaydah, Ayman al-Zawahiri – and emotional inspiration.   

 
Emotional inspiration means that somebody transitions much faster.  He’s not really 

absorbing a deep message.  He’s absorbing an image of Abu Ghraib; he’s absorbing an image of 
a kid killed in Palestine; he’s doing this in a cult culture, where another kid is saying, you’ve got 
to do something about it.   

 
What’s happening, as you shift from ideological to emotional inspiration, is that the 

transition from a kid who’s walking around with a backpack to a kid who’s walking around with 
a backpack bomb is 12 months or less, and that transition is easier because you don’t need 
operational training from al-Qaida.  You might only need emotional inspiration from somebody 
like Awlaki or Hamami.  This world of terrorism is training to people who are inspired more by 
images, by pictures, by friends, than they are by decades of immersion in an ideology. 



 
MR. NELSON:  Would any other panelists like to comment on that?  Okay, we’ll go to 

the next question – oh, go ahead. 
 
MR. NEGROPONTE:  I’ll just add, and a lot of this communication, as you know, is 

being done virtually, and the fact that young men are gathering, in a virtual world, radicalizing 
each other, forming associations and doing planning – doing overt, operational planning without 
– I think in the case of the Atlanta case – without even having all of them having met each other 
physically, is an interesting challenge. 

 
MR. NELSON:  We’re being webcast.  I think most of you know that.  We’ve got a 

couple of questions here.  People are actually watching it, so good news/bad news.  (Laughter.)  
But before I go to the Web question, let me get the gentleman here in the gray suit in the middle.   

 
Q:  Thank you.  I’m Leonard Oberlander, independent consultant.  Intelligence agencies 

do psychological analyses and profiles of foreign dictators, their subordinates and their behavior.   
 
The question is, is this – and it’s really an argument against in the form of a question – if 

the panelist accepts the premise that authoritarian personalities would be attracted to knowledge 
and power in a domestic intelligence agency, and that such personalities will find a way to 
eliminate principled competitors in the organization and dominate policy, then isn’t there an 
issue other than privacy and civil liberties?  Is there not an issue of the consolidation of power at 
the top of a hierarchical structure that could threaten to dominate government policies, processes 
and actions? 

 
MR. BROCK:  He just described our careers.  (Laughter.) 
 
MR. NELSON:  Who wants to take it? 
 
MR. MUDD:  I’d like to.  I don’t buy it.  I don’t buy it.  You know, I have a lot of people 

ask me, you know, what was it like to be a CIA officer come over to the FBI?  And I remember 
the first day – and it was a profound experience for me – actually, the first week – watching a 
major case investigation briefed to the director.   

 
And your response to that – my response, and I think it’s probably universal to everyone 

in this room – is not as a CIA officer and it’s not as an FBI officer.  It’s as an American.  And I 
know that sounds Pollyannish, but you look at it and say, I know that it looks like this guy’s 
doing something wrong, but it’s in our DNA to say, let’s make sure – and we make mistakes all 
the time – but the initial response is, let’s make sure, as we look at him – you know, he’s like my 
sister or brother – that we don’t do anything wrong as we go down that road. 

 
And if we didn’t have that in our DNA, sure as hell the Congress and the media will beat 

it into us over time.  So my point is, I thought that I would come to problems – and I didn’t 
realize how visceral the reaction would be as soon as you transition across the Potomac – as a 
foreign intelligence officer.  My first response was as an American, and I saw that with officers 
time and again, 365 days a year. 



 
MR. BROCK:  I won’t dispute that you have interesting personalities that rise to the top 

in any organization.  (Laughter.)  And certainly, the FBI is not immune from that.  But I like to 
believe that it attracts – and because of some of the lore I was referring to before, the intelligence 
community and those in service attract a certain type of person with a mission type of bent.   

 
And I saw that time and time again.  I don’t have a concern that – at least in my 

experience – where somebody with that type of an inclination, with those types of an end in 
mind, would rise to a level of that degree of influence in the organization.  So I don’t count it 
was a significant danger. 

 
MR. NEGROPONTE:  But I think it does go to the issue – and a couple of the other 

panelists have mentioned it this morning – of what you think the definition of intelligence is.  
And to my way of – I mean, and having spent a lot of time abroad and served in nine different 
countries, and when I was Director of National Intelligence, dealt with a lot of my counterparts 
around the world, there are parts of the world, particularly the Third World, where there is this 
view that intelligence is some kind of mystical panacea and you know stuff that other people 
don’t know and that gives you some kind of special powers.   

 
But I think Phil and Suzanne both mentioned it – I mean, to me, intelligence is really just 

information that you need to get stuff done, first of all.  And I think secondly – and I came to this 
conclusion after a couple years as DNI – it should be driven by analysis.  It should be driven by 
what it is you want to know and then how you want to get there.  It shouldn’t be driven by your 
INTs – by your methodology, your method of collecting it.  It shouldn’t be driven by signals 
intelligence or human intelligence or geospatial intelligence.  It should be driven by people who 
have the best understanding of what it is we need to know. 

 
MR. NELSON:  Let me jump in here on this and read out one of the questions from the 

Web.  I’m going to paraphrase it a little bit to try to get to, I think, what they’re asking.  The FBI 
is the principal domestic intelligence organization, but there is this larger thing that Suzanne 
talked about that’s fragmented – this larger entity.  Should the FBI be given more authority or 
more to coordinate with those other domestic intelligence agencies?  Should there be more of a 
centralization of domestic intelligence under the FBI rubric?  If not under a separate domestic 
intelligence agency, how about under the FBI’s rubric? 

 
MR. BROCK:  You mean, like, a mission manager-type role, or –  
 
MR. NELSON:  Absolutely.  I think that’s what they’re getting at.  I don’t know if you 

want to start, Ambassador, with your experience.  Kevin?  Suzanne?  Anyone – anyone want to 
advocate for more power for the FBI?  (Laughter.) 

 
MR. MUDD:  I’m not sure I would, with one exception that nobody raised.  I mean, I 

agree that those other entities have domestic responsibilities.  When you sit at the table and you 
have an issue like a cell, as Kevin mentioned – a virtual cell out of Atlanta – and this is not pride; 
I actually was never an FBI officer.  I was always on detail.  So I can claim that I don’t have any 
ties to the organization, I guess.   



 
But if you’re dealing with that complexity of investigation – national, and in that case, 

international – and I would include everything from human trafficking to white-collar crime to 
cyber porn out of Eastern Europe – those other players, it’s just – how do I say it – not 
significant enough to go in the direction I think you’re suggesting.  The one thing we haven’t 
mentioned is the work that we have to continue to do in a country where we don’t have a federal 
police service.  And unlike the Brits, we don’t just have a few dozen; we’ve got 18,000.  And 
these folks know a lot.  That is resource-intensive.   

 
As I learned at the bureau, it doesn’t mean that you parachute in once every year and say, 

hey, you’ve got an interesting guy on the Internet researching IEDs; you also have to be working 
bank robberies with him – not because bank robberies are now, in the 21st century, a primary 
mission of the FBI, but because it helps build partnerships so that people don’t say the damn feds 
are here again, and they only knock on the door when there’s something on local TV.   

 
So I think the partnership with the state and locals is critical.  It’s pretty good, but 18,000 

makes it really a daunting task.  And the others, I’d say I’m not sure I would irrigate more power 
to the FBI, because we’re going to get people who – no, whatever that question was, who sort of 
take over.  (Laughter.) 

 
MR. NELSON:  Suzanne, you want to go, or Kevin?  Either one. 
 
MS. SPAULDING:  Go ahead, Kevin. 
 
MR. BROCK:  All right.  Real quickly, I’ll just add I think there is one thing that’s 

attractive about that proposition, however, is that, Suzanne, you mentioned the study that showed 
– documented 24 terrorist incidents since 9/11 in this country.  That’s a victory, ladies and 
gentlemen.  There were years, back in the ‘70s and ’80s, where 24 in a year would have been a 
good year.  So in perspective, that’s pretty good. 

 
But the reason why it’s so different, why it gets so much attention is because of 9/11.  We 

had a mass-casualty event that changed the dynamic, and obviously, we are now focused like a 
laser beam on preventing something like that from happening again.  But every little thing that 
pops up – you know, the Times Square thing gets a lot of attention, which, back in the ’70s and 
’80s, that would have been just another, you know, FLAN bombing attempt and, you know, 
reported locally. 

 
So my point is that there are a lot of collection requirements now being set forth driven 

by analysts that could stand some prioritization.  I mean, analysts like to learn a lot and they have 
immense curiosity and they’ll task and task and task.  So some type of a collection management 
– centralized collection management that might help order those priorities, because as you 
pointed out, we’re not going to stop every terrorism event.   

 
It’s just not going to happen.  But there are some that we have to stop.  You know, the 

unimaginable mass casualty that is driven by a nuclear IED or a biochem device – we can’t let 



that happen.  And so that’s where we should be focusing our limited resources and have a 
focused collection management. 

 
MS. SPAULDING:  Yeah, I think it’s really hard for one agency to serve as a coordinator 

of a multi-agency activity.  I’ve looked at this, you know, as the executive director of a 
proliferation commission – the terrorism commission – and been involved with numerous others.  
And the conclusion always is, if you look at it carefully, there’s no example of an agency begin 
given a coordination task and being able to pull it off.   

 
And I think that’s why we created the DNI, and I think that’s where it ought to happen 

and where, you know, they’ve got a process for prioritizing collection – for identifying collection 
requirements in an appropriate way and prioritizing them.  Let’s use that process.  On the state 
and local police, I think, you know, we haven’t talked about that.  But they are probably our most 
important domestic intelligence asset.  They are tactical collectors that are out there every day. 

 
And bureau works with them primarily, as I understand it, through the JTTFs, which have 

been very useful and have done some very good things, but they are limited.  They operate 
predominantly in a classified environment so that the folks that they work with at the state and 
local level have to have clearances, which means it’s only one or two people.  It’s often not the 
sheriff or the chief of police, who then doesn’t know what’s going on there.  It’s difficult for 
oversight – state and local police have oversight by the city council, the mayor.  They don’t have 
the clearances; they’re not allowed to know what’s going on.   

 
So it’s really problematic and I think it’s a useful role for DHS to play.  DHS intelligence 

has been really searching for its mission and its identity, and because it started in the midst of a 
tug-of-war between Congress and the executive branch over whether it should be the NCTC.  It 
lost that battle in the executive branch, but Congress never quite gave that up.  And it’s never 
been able to really find its identity.  And I think this is one of the important roles that DHS 
intelligence could play.   

 
The tactical information, as Phil says, collectors out there are the state and local police 

and the folks in DHS at the border – you know, the Border Patrol folks, et cetera.  They’ve got a 
lot of resources there.  And to train them to recognize information, to get it into the system, get it 
disseminated out to all the intelligence agencies, and then work that process back to get the 
information back out to those tactical folks, make sure that works in two ways, would be a big 
challenge and a really useful role for DHS intel. 

 
MR. NELSON:  That’s a great observation.  I thought we did a pretty good job at NCTC.  

(Laughter.)  Do we have any more questions from the audience?  The lady in the – I’m sorry – in 
the back, the middle there. 

 
Q:  Thank you.  Mary Louise Kelly, and I know most of you through my work at NPR, 

and I’m now switching over to Georgetown University.  I want to go back to the Times Square 
bomber, just as the most recent example of what we’re talking about.  And my question is, were 
mistakes made?  I mean, with the benefit of hindsight, is there something that our intelligence 



agencies should have done differently to try to stop him?  Or is the lesson from that particular 
episode, as some of you have suggested, some of these guys are going to get through? 

 
MR. NELSON:  Who would you like to answer? 
 
Q:  I guess I’ll start with Phil, since you’re most recently in government. 
 
MR. MUDD:  What was the question again?  (Laughter.)  I’m going to dodge that, but 

for, I hope, a good reason.  You know, when you look at a – when you sit at the table and watch 
those roll in, initially, they’ll roll in almost minute-by-minute, hour-by-hour, and then day-by-
day, the picture you draw around the individual includes a lot of information – phone 
information, family information, friends information, e-mail information, overseas – so I’d have 
to see what happened. 

 
Off, you know, just what I’ve seen – and believe it or not, I don’t talk to that many 

friends in the bureau and the agency about this stuff any more – just from what I see, you know, 
if you have somebody who wants to acquire propane tanks from wherever it is – you know, 
Loews or Wal-Mart or wherever, and urea from someplace, which is universally available, and 
gets on the Internet and buys a car, there’s other pattern-analysis stuff you want to look for – I 
know the media is talking about travel – but I’d like to see what the picture was. 

 
And then when I see the picture, one thing that we never talk about – we, in this country, 

look at one of – we must have 320 million Americans now – one person and extrapolate out, you 
must have seen that.  I instead would say, if you want to know how many people travel to 
Pakistan every year who fit this profile and you want us to look at every one of them, as Kevin 
says, please give me 100,000 people and please let me go to look at people where we have little 
predication that they’ve done anything wrong.   

 
So if there are no other indicators than, you know, he was traveling for long periods of 

time, he seemed to have a little extra money in his bank account, I’d say, man, is that what you 
want a security service to do?  And if you do, you’d better give us a heck of a lot of money.  And 
by the way, still, I want to run it.  (Laughter.)   

 
MR. NELSON:  Any other panelists –  
 
MR. NEGROPONTE:  I just think it’s almost impossible.  With a relative loner like that, 

I don’t think any – I’m not aware that any serious mistakes were made.  I even think the 
Christmas one wasn’t quite as obvious as we later came out and said it was.  I think this was a 
series of – we had segments of information.  But when you don’t have a well-elaborated plot 
with numerous actors involved, it’s very hard to find these things out beforehand. 

 
MR. BROCK:  Yeah, the answer is yes, in hindsight – you know, I haven’t run across a 

case yet where, in hindsight, you don’t see things that should have been found. 
 
MR. NELSON:  Okay, how about the last question?   
 



Q:  Short one. 
 
MR. NELSON:  There’s no such thing as a short question, but go ahead.  (Laughter.) 
 
Q:  Robert Schroeder with International Investor.  How much would the picture change if 

tomorrow morning, we saw a coordinated attack on six American cities? 
 
MR. NELSON:  We’ll give each panelist a go at that and we’ll call it a day, how about 

that? 
 
MR. NEGROPONTE:  Well, I start out by saying, I didn’t think we were hurting – that 

we were facing a serious enough situation that we would have to think about restructuring the 
way we go about this.  I don’t know how much it would change.   

 
And again, I can’t imagine such an attack occurring, given what we know and the degree 

to which our intelligence has improved and our information has improved, and the way we’ve 
geared up since 9/11.  I think we are safer and I think we’ve got better safeguards against that 
kind of situation. I mean, it was a huge enough surprise that one such attack occurred – a couple 
of such attacks occurred on 9/11.  That you would have six tomorrow – just hard to fathom. 

 
MR. BROCK:  But if it did, I wouldn’t kid myself.  As Bill pointed out, in this town, 

reactions are pretty predictable.  So yeah, probably something would bubble up along these lines, 
to where there’d be a consensus that something else would have to be tried.   

 
MR. NELSON:  Suzanne? 
 
MS. SPAULDING:  Yeah, I guess I agree that coordinated attacks in six American cities 

is something that would require enough planning and communication and what-have-you that 
there’s a pretty decent chance, I think, that we would detect it before it happened.  But as I said, 
something really bad could indeed happen in this country.  And again, I think it’s one of the 
reasons why it’s so important to prepare the American public for that, to enhance our resilience.  
The pressure to do all kinds of things would be enormous. 

 
MR. MUDD:  I think it would be the nature of the attack and – for example, if you had 

six kids get AK-47s or some automatic weapon, I think that would be catastrophic, if they all go 
to shopping malls.  And it would be read, I think in this country, as an indicator that we missed a 
major plot.  We all know that ain’t so hard to do.  So my first question – and I know its – you 
know, the politics of this might drive you in certain directions – but my first question is, what 
does that mean?   

 
Six kids getting an AK-47, I’d still say that’s pretty tough to deal with, if they just went 

to gun shows, picked them up and said hey guys – sitting in a basement – hey guys, we’re going 
out next week.  If it was organized by a sort of international entity, I think it’s a game-changer.  
First – and by that, I mean mostly operationally – anybody involved in that operationally or 
analytically is going to say, man, not only do we have some work to do, but we’ve got some 



after-action to do – forget about the media and Congress – internally, we’ve got some after-
action to do. 

 
The last thing I’d say is, you know, those of us who do this for a living or have done it for 

a long time, you have a responsibility to stay cool, keep your chin up and move on.  And I think 
we’ve struggled, in the past – regardless of how you judge the capabilities, the effectiveness of 
ODNI, for example, I think many people in Washington would say that legislation moved too 
quickly.   

 
I think in the midst of crisis is when people who are paid to be senior managers earn their 

money, and they earn it not by saying within 48 hours, we screwed up and we need a domestic 
intelligence agency, because everybody else in town is going to say that.  I think they have to say 
what happened; what works; where are we going to be in 10 years; how are people going to view 
our actions?  And nobody’s going to like that answer, but that’s the professional answer. 

 
MR. NELSON:  Well, I think we’ll conclude our panel on that.  Dr. Hamre wanted this to 

be provocative panels.  I think we achieved that today.  We realize that you are all very busy and 
we appreciate your time to be here.  And thank you for the open and candid discussion.  So a 
round of applause for our panelists.  (Applause.) 

 
(END) 


