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Japan’s 5G Security Strategy and Competition in Emerging Technologies 

By Mihoko Matsubara1 

Introduction 

Next-generation information and communication technology (ICT) is the foundation of 

innovation in the twenty-first century, and 5G and beyond services will play a major role in 

socioeconomic activities and national security. Security and trust are even more crucial for 5G 

services than for 4G, as more devices will be connected to the internet and more data will be 

produced and need to be protected. The alliance between Japan and the United States must ensure 

supply chain risk management for 5G infrastructure that includes wireless and non-wireless (core) 

networks.  

This paper consists of three parts: background on Japan’s policies around 5G; three key 

issues for future Japan-U.S. 5G collaboration; and policy recommendations. The three key issues 

are the Open Radio Access Network (O-RAN), a global industry-driven initiative called the 

Innovative Optical and Wireless Network (IOWN) Global Forum, and post-quantum 

cryptography.  

First, the paper analyzes why O-RAN is imperative for 5G supply chain risk management 

and how Japan has collaborated with the United States and Europe. Second, the paper explains 

why global companies based in Japan, the United States, Europe, and South Korea launched the 

IOWN Global Forum to produce end-to-end, full-stack ICT infrastructure, and how this effort 

supplements O-RAN. While O-RAN focuses on wireless networks, ICT services also depend on 

core networks, end point devices, and the cloud to support large data transmission at reasonable 

cost and with less power consumption. That is what the forum seeks to offer. 

Finally, this paper discusses post-quantum cryptography. A smarter world driven by 5G 

and beyond will produce big data with implications for business and national security. Post-

quantum cryptography is needed to protect such data from cyber espionage, especially amid 

heightened geopolitical tensions, as quantum computing will sooner or later be powerful enough 

to crack existing weak encryption systems.  

 

 

 
1 Mihoko Matsubara is Chief Cybersecurity Strategist, NTT Corporation, responsible for cybersecurity thought 

leadership activities. She previously served at Japan’s Ministry of Defense. 
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Background 

After Tokyo was selected to host the 2020 Summer Olympic and Paralympic Games in 

September 2013, Tokyo 2020 became a major driver for updating Japan’s ICT and cybersecurity 

strategies. The year 2020 therefore served as a deadline to enhance Japan’s national ICT and 

cybersecurity capabilities and deploy 5G services. 2  The Ministry of Internal Affairs and 

Communications (MIC) issued the Smart Japan ICT Strategy in June 2014, which urged Japan to 

use ICT to drive data-driven innovation in areas such as agriculture, education, and medical 

services. 3  

The Smart Japan ICT Strategy also envisioned that Japan should take advantage of lessons 

learned from Tokyo 2020 to strengthen Japan’s cybersecurity and share its expertise with 

international partners.4 Moreover, Japan’s Cybersecurity Strategy 2015 emphasized that Tokyo 

2020 offered a golden opportunity for Japan to establish safe and secure smart communities, create 

high-quality ICT services and products, and create a positive legacy beyond 2020 to promote to 

the rest of the world.5   

The “Declaration to Create a World Most Advanced IT Driven Nation” released in June 

2013 was another crucial strategy to shape future Japanese IT and cybersecurity policies, although 

it did not specifically refer to 5G. This document not only emphasized the importance of utilizing 

IT to reinvigorate the Japanese economy and drive innovation, but also valued international 

cooperation to ensure a free, open, and secure flow of data. It also noted the importance of 

developing trustworthy and stable IT infrastructure to connect Japan with the rest of the world, 

and enhance cybersecurity for national security, risk management, and global competitiveness.6  

In June 2015, the International Telecommunication Unit (ITU) established the overall 

roadmap to achieve 5G mobile services by 2020, known as “International Mobile 

Telecommunications-2020” or “IMT-2020.” After its release, the international community, 

including Japan, started to discuss how to roll out and develop international stands for 5G.7 IMT-

 
2 Jonathan Greig, “450 million cyberattacks attempted on Japan Olympics infrastructure: NTT,” ZDNet, October 22, 

2021, https://www.zdnet.com/article/nearly-450-million-cyberattacks-attempted-on-japan-olympics-infrastructure-

ntt/. 
3 MIC, “Sumāto Japan ICT Senryaku [Smart Japan ICT Strategy],” June 2014, 

https://www.soumu.go.jp/main_content/000297688.pdf, 2-3, 20. 
4 Ibid. 
5 NISC, “Saibā Sekyuriti Senryaku [Cybersecurity Strategy],” September 4, 2015, 

https://www.nisc.go.jp/pdf/policy/kihon-s/cs-senryaku.pdf, 4.  
6 Prime Minister’s Office, “Sekai Saisentan IT Kokka Sōzō Sengen [The Declaration to Create a World Most 

Advanced IT Driven Nation],” June 14, 2013, https://www.kantei.go.jp/jp/singi/it2/kettei/pdf/20130614/siryou1.pdf, 

1-3, 22-23. 
7 International Telecommunication Unit, “ITU defines vision and roadmap for 5G mobile development - Future 

mobile technologies usher in new paradigms for connected society,” June 19, 2015, 

https://www.itu.int/net/pressoffice/press_releases/2015/27.aspx.  

https://www.zdnet.com/article/nearly-450-million-cyberattacks-attempted-on-japan-olympics-infrastructure-ntt/
https://www.zdnet.com/article/nearly-450-million-cyberattacks-attempted-on-japan-olympics-infrastructure-ntt/
https://www.soumu.go.jp/main_content/000297688.pdf
https://www.nisc.go.jp/pdf/policy/kihon-s/cs-senryaku.pdf
https://www.kantei.go.jp/jp/singi/it2/kettei/pdf/20130614/siryou1.pdf
https://www.itu.int/net/pressoffice/press_releases/2015/27.aspx
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2020 defined 5G requirements such as enhanced mobile broadband services (faster and larger 

capacity), enhanced massive machine type communication services (connectivity to a large 

number of devices), and ultra-reliable and low latency communication services (uninterrupted and 

little delayed data transfer).8 

In October 2016, Japan’s MIC launched the Next-Generation Mobile Communications 

System Committee under the Council on Information and Telecommunication to define and 

publish a concept of 5G technical requirements and applicable scenarios aimed at accelerating 

Internet of Things (IoT)-driven innovation. 9  The MIC received recommended technical 5G 

requirements from the Committee in July 2018.10 

In contrast to approaches taken by the United States, such as the 2019 National Defense 

Authorization Act (NDAA),11 the Japanese government does not exclude IT systems or technology 

produced by any specific country or vendor from its procurement system. However, in December 

2018—20 months prior to 5G spectrum allocation to telecommunication service providers—the 

Japanese government released the “Guidelines for Government Procurement of IT Products and 

Services.” These guidelines urged potential contractors to be mindful of cybersecurity and supply 

chain risk management, because a cyberattack can cause data manipulation information leakage 

and disrupt operations, which can lead to a socioeconomic crisis.12  

In addition, Japanese companies are still required to comply with U.S. regulations for their 

operations in the U.S. market. While SoftBank was the only telecommunication company in Japan 

that used Huawei and ZTE equipment for their 4G base stations,13 the firm decided to adopt 

 
8 ITU-T Focus Group, “IMT-2020 Deliverables 2017,” https://www.itu.int/dms_pub/itu-t/opb/tut/T-TUT-IMT-2017-

2020-PDF-E.pdf, 19-21. 
9 This Ministry of Internal Affairs and Communications website includes the handouts of the first meeting of the 

Next-Generation Mobile Communications System Committee that was held on October 25, 2016, such as the list of 

the Committee members and the goals of the Committee in Japanese.  

https://www.soumu.go.jp/main_sosiki/joho_tsusin/policyreports/joho_tsusin/5th_generation/02kiban14_04000454.h

tml.  
10 The Ministry of Internal Affairs and Communications, “Betten Shimon Dai 2038-gō ‘Dai 5 sedai idō tsūshin 

shisutemu (5G) no gijutsu teki jōken [Attachment – Advisory No. 2038 ‘5G mobile’s technical requirements’],” July 

31, 2018, https://www.soumu.go.jp/main_content/000567065.pdf.  
11 Section 889 of the NDAA 2019 seeks to exclude telecommunications equipment produced by Huawei 

Technologies Company or ZTE Corporation from the federal supply chain. Section 889 is on Pages 282-203 of the 

NDAA. https://www.congress.gov/115/bills/hr5515/BILLS-115hr5515enr.pdf.  
12 NISC, “IT chōtatsu ni kakaru kuni no buppin to mata ha ekimu no chōtatsu hōshin oyobi chōtatsu tetsuduki ni 

kansuru moshiawase [The Guidelines for Government Procurement of IT Products and Services],” December 10, 

2018, http://www.kantei.go.jp/jp/singi/it2/cio/dai81/mousiawase.pdf.  
13 Sankei Shimbun newspaper, “Huawei, tsushin kichikyoku de shui, Nihon demo SoftBank gas aiyo [Huawei has 

obtained the No. 1 share of base stations in the world and SoftBank adopted Huawei equipment in Japan],” 

December 12, 2018, https://www.sankei.com/article/20181212-XRDOUNDBSNJDVEDPSVHIQRK6TU/.  

https://www.itu.int/dms_pub/itu-t/opb/tut/T-TUT-IMT-2017-2020-PDF-E.pdf
https://www.itu.int/dms_pub/itu-t/opb/tut/T-TUT-IMT-2017-2020-PDF-E.pdf
https://www.soumu.go.jp/main_sosiki/joho_tsusin/policyreports/joho_tsusin/5th_generation/02kiban14_04000454.html
https://www.soumu.go.jp/main_sosiki/joho_tsusin/policyreports/joho_tsusin/5th_generation/02kiban14_04000454.html
https://www.soumu.go.jp/main_content/000567065.pdf
https://www.congress.gov/115/bills/hr5515/BILLS-115hr5515enr.pdf
http://www.kantei.go.jp/jp/singi/it2/cio/dai81/mousiawase.pdf
https://www.sankei.com/article/20181212-XRDOUNDBSNJDVEDPSVHIQRK6TU/
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Ericsson and Nokia for its 5G services in May 2019. The other three telecommunication service 

providers use Ericsson, FUJITSU, NEC Corporation, Nokia, and Samsung Electronics.14 

The Japanese government also chose to allocate 5G spectrum to four mobile service 

providers, KDDI, NTT DOCOMO, Rakuten Mobile, and SoftBank in April 2019 to deploy 5G 

services across the country by 2024 rather than auction it off to the highest bidder. This lifted 

financial pressure from the Japanese mobile service providers to monetize their 5G services in the 

short run by procuring cheaper but less secure products.15  

The Japanese Cabinet adopted a new Cybersecurity Strategy in September 2021 after the 

Tokyo Olympics. While the previous version of the strategy issued in July 2018 emphasized the 

importance of supply chain risk management by using credible systems and vendors, 16  the 

document did not foresee the possible disruption to supplies by any external cause. Yet, 

Cybersecurity Strategy 2021 acknowledged the risk of disruption to supply chains by a massive 

cyberattack or the state of political and economic affairs.17  

In addition, the shortage of medical equipment and semiconductors during the Covid-19 

pandemic made Japan realize the urgent need to address its economic security and vulnerable 

supply chain risk management.18 That is why the Japanese Cabinet adopted Economic Security 

Promotion Legislation in February 2022, and the Japanese government is pushing to pass it in the 

regular Diet session this year.19 

The bill includes the following four pillars: ensuring the credibility and security of key 

infrastructure; enhancing the stability of supply chains; increasing public-private partnerships to 

develop cutting-edge technologies such as artificial intelligence and quantum technology; and 

 
14 Mainichi Shimbun newspaper, “SoftBank, 5G setsubi kara Huawei haijo hokuō 2 sha wo sentei [SoftBank 

excluded Huawei and adopted two Nordic vendors for their 5G systems],” May 31, 2019, 

https://mainichi.jp/articles/20190531/k00/00m/020/256000c, and Hiroto Kaneko, “KDDI ga 5G shoyo kichikyoku 

wo secchi kaishi, bendā ha 3 sha [KDDI started to build commercial 5G base stations that use equipment by three 

vendors],” Nikkei x TECH, September 30, 2019, https://xtech.nikkei.com/atcl/nxt/news/18/06077/.  
15 The Mainichi, “Japanese firms lag in launch of 5G services amid global scramble,” April 11, 2019, 

https://mainichi.jp/english/articles/20190411/p2a/00m/0bu/010000c, and Mihoko Matsubara, “Japan’s 5G Approach 

Sets a Model for Global Cooperation,” Lawfare, September 14, 2020, https://www.lawfareblog.com/japans-5g-

approach-sets-model-global-cooperation.  
16 NISC, “Cybersecurity Strategy,” July 27, 2018, https://www.nisc.go.jp/eng/pdf/cs-senryaku2018-en.pdf, 18-20. 
17 NISC, “Cybersecurity Strategy,” September 28, 2021, https://www.nisc.go.jp/active/kihon/pdf/cs-senryaku2021-

en.pdf, 9-11. 
18 Panel of Experts on the Economic Security Promotion Legislation, “Sapurai chein kyojinka ni kansuru kentō 

kaigō dai1kai shiryō [Handout for the first meeting on more stable supply chain],” December 8. 2021, 

https://www.cas.go.jp/jp/seisaku/keizai_anzen_hosyohousei/dai2/siryou1.pdf.  
19 Kazuaki Nagata, “Cabinet approves bill to beef up Japan’s economic security,]” February 25, 2022, The Japan 

Times, https://www.japantimes.co.jp/news/2022/02/25/business/economic-security-bill-cabinet/.  

https://mainichi.jp/articles/20190531/k00/00m/020/256000c
https://xtech.nikkei.com/atcl/nxt/news/18/06077/
https://mainichi.jp/english/articles/20190411/p2a/00m/0bu/010000c
https://www.lawfareblog.com/japans-5g-approach-sets-model-global-cooperation
https://www.lawfareblog.com/japans-5g-approach-sets-model-global-cooperation
https://www.nisc.go.jp/eng/pdf/cs-senryaku2018-en.pdf
https://www.nisc.go.jp/active/kihon/pdf/cs-senryaku2021-en.pdf
https://www.nisc.go.jp/active/kihon/pdf/cs-senryaku2021-en.pdf
https://www.cas.go.jp/jp/seisaku/keizai_anzen_hosyohousei/dai2/siryou1.pdf
https://www.japantimes.co.jp/news/2022/02/25/business/economic-security-bill-cabinet/
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preventing sensitive technologies from being leaked by keeping their patents undisclosed.20 The 

bill defines ICT, electricity, gas, and water as part of 14 critical infrastructure sectors, and requires 

major companies in those sectors to submit a plan to deploy critical systems beforehand, so that 

the government can review the manufacturer and country of origin of those systems. Reportedly, 

5G base stations will be considered as critical facilities required for protection.21 The review 

process proposed in the bill would also allow the government to urge critical infrastructure 

companies to refrain from adopting vulnerable systems that can be targeted by cyberattacks.22 

 

Key Issues 

O-RAN  

Given that the world currently has only a limited number of 5G vendors, many countries 

are concerned about vendor lock-in. Reliance on a single vendor makes it difficult to shift to 

another or other vendors due to associated costs and service support. Vendor lock-in also raises 

questions about supply chain risk if the vendor decides not to continue providing technology and 

related support services for business or geopolitical reasons. Geopolitical tensions can change the 

way ICT services are supplied, which is why a cross-vendor approach is now more important than 

ever to allow for a more flexible combination of suppliers, promote market competition, and 

reduce supply chain-related risks.  

O-RAN is ideal for a cross-vendor approach because it disaggregates the RAN into three 

components, namely Centralized Unit (CU), Distributed Unit (DU), and Radio Unit (RU) with 

standardized interfaces between them.23 Mobile service providers can flexibly choose the best 

vendor for each unit and enjoy more freedom of system procurement and compilation rather than 

 
20 Panel of Experts on the Economic Security Promotion Legislation, “Keizai anzen hoshō hōsei ni kansuru teigen 

[Recommendation for Economic Security Promotion Legislation],” February 1, 2022, 

https://www.cas.go.jp/jp/seisaku/keizai_anzen_hosyohousei/dai4/teigen.pdf.  
21 Ryutaro Abe and Taro Ono, “Keitai denwa kichikyoku nado kuni no shinsa taishō to naru setsubi wo hatsu reiji 

Keizai anpo hōan [The government shared examples of facilities to be reviewed by the government such as mobile 

base stations for the first time – Economic Security Promotion Bill],” Asahi Shimbun newspaper, January 21, 2022, 

https://www.asahi.com/articles/ASQ1N7HH3Q1NUTFK01J.html.  
22 Nihon Keizai Shimbun, “Infura setsubi, seizōkoku ya buhin wo shinsa denki ndo 14 gyōshu taishō Keizai anpo 

hōan de gimuzuke [The Economic Security Promotion Bill requires the government to review the country of origin 

and parts of crucial systems used by 14 critical infrastructure sectors including electric power],” February 4, 2022, 

https://www.nikkei.com/article/DGXZQOUA047CP0U2A200C2000000/, and Asahi Shimbun, “Keizai anpo hōan, 

kuni no jizen shinsa taishō ha 14 bunya hōsō kurejitto mo [The Economic Security Promotion Bill requires 14 

critical infrastructure sectors to receive pre-evaluation by the government such as broadcasters and credit 

companies],” February 4, 2022, https://www.asahi.com/articles/ASQ236X9GQ23UTFK00R.html.   
23 Rahul Chandra, “Why Open vRAN for 5G Slicing?,” NEC Corporation, September 28, 2021, 

https://www.nec.com/en/global/solutions/5g/Blog_Why_Open_vRAN_for_5G_Slicing.html.  

https://www.cas.go.jp/jp/seisaku/keizai_anzen_hosyohousei/dai4/teigen.pdf
https://www.asahi.com/articles/ASQ1N7HH3Q1NUTFK01J.html
https://www.nikkei.com/article/DGXZQOUA047CP0U2A200C2000000/
https://www.asahi.com/articles/ASQ236X9GQ23UTFK00R.html
https://www.nec.com/en/global/solutions/5g/Blog_Why_Open_vRAN_for_5G_Slicing.html
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being forced to use one fixed RAN package. This would lead to further market competition and 

lower prices, and better security of supplies.24 

Therefore, it makes sense that like-minded countries including Japan and the United States 

started to promote O-RAN for 5G and beyond. For example, then prime minister Yoshihide Suga 

and President Joe Biden introduced the U.S.-Japan Competitiveness and Resilience (CoRe) 

Partnership during their in-person summit meeting in Washington, D.C., in April 2021, urging 

Japan and the United States to “advance secure and open 5G networks, including Open Radio 

Access Networks (“OpenRAN”), by fostering innovation and by promoting trustworthy vendors 

and diverse markets.”25 Subsequently, they agreed with the leaders of Australia and India to 

“promote trustworthy vendors and approaches such as Open-RAN” during the first-ever in-person 

Quad Leaders’ Summit in September 2021.26  

Japan has already begun the commercialization of O-RAN-driven 5G services in 

collaboration with global vendors. In fact, FUJITSU, NEC Corporation, and NTT DOCOMO 

successfully realized multi-vendor interoperability in 5G and 5G base station equipment 

compatible with O-RAN specifications in September 2019 for the first time in the world.27 NTT 

DOCOMO started offering 5G O-RAN services nationwide for the first time in March 2020.28 In 

May 2021, Rakuten Mobile and FUJITSU also agreed to collaborate on the development and 

integration of virtualized 4G and 5G O-RAN solutions for global deployment in order to cut 

costs.29  

Furthermore, NTT DOCOMO and NEC Corporation announced in December 2021 that 

they had succeeded in interoperability testing for 5G standalone (SA) using a 5G base station 

 
24 Rene Summer, “Mobile radio access networks: What policy makers need to know,” Ericsson, September 17, 

2020, https://www.ericsson.com/en/blog/2020/9/ran-what-policy-makers-need-to-know, and U.K. Department for 

Digital, Culture, Media & Sport, “Guidance - Future RAN: Diversifying the 5G Supply Chain Competition 

Winners,” December 8, 2021, https://www.gov.uk/guidance/future-ran-diversifying-the-5g-supply-chain-

competition-winners.  
25 MOFA, “U.S.-Japan Competitiveness and Resilience (CoRe) Partnership,” April 16, 2021, 

https://www.mofa.go.jp/files/100177722.pdf, 1.  
26 The White House, “Joint Statement from Quad Leaders,” September 24, 2021, 

https://www.mofa.go.jp/files/100238179.pdf, 3. 
27 NTT DOCOMO, “Press Releases: DOCOMO to Commence Deployment of World's First 4G/5G Multi-vendor 

Radio Access Network Conforming to O-RAN Specifications - Facilitates multi-vendor interoperability, which will 

drive expansion of 5G coverage,” September 18, 2019, 

https://www.nttdocomo.co.jp/english/info/media_center/pr/2019/0918_00.html.  
28 NTT DOCOMO, “Kaigai tsūshin kyaria ga enkaku kara 5G ōpun RAN ni yoru kasōka kichikyoku no kenshō 

kankyō wo riyō dekiru ‘sheado ōpun rabo’ wo teikyō kaishi [NTT DOCOMO started to offer a Shared Open Lab 

where international telecommunication carriers can test 5G O-RAN virtualized base stations],” February 28, 2022, 

https://www.nttdocomo.co.jp/binary/pdf/info/news_release/topics_220228_03.pdf, 1. 
29 Rakuten Mobile, “Rakuten Mobile to Fujitsu, Open RAN soryūshon no kyōdō kaihatsu oyobi gurōbaru tenkai ni 

mukete renkei [Rakuten Mobile and Fujitsu partner for the joint development and global deployment of Open RAN 

solutions],” May 18, 2021, https://corp.mobile.rakuten.co.jp/news/press/2021/0518_02/.  

https://www.ericsson.com/en/blog/2020/9/ran-what-policy-makers-need-to-know
https://www.gov.uk/guidance/future-ran-diversifying-the-5g-supply-chain-competition-winners
https://www.gov.uk/guidance/future-ran-diversifying-the-5g-supply-chain-competition-winners
https://www.mofa.go.jp/files/100177722.pdf
https://www.mofa.go.jp/files/100238179.pdf
https://www.nttdocomo.co.jp/english/info/media_center/pr/2019/0918_00.html
https://www.nttdocomo.co.jp/binary/pdf/info/news_release/topics_220228_03.pdf
https://corp.mobile.rakuten.co.jp/news/press/2021/0518_02/
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baseband unit (5G CU/DU) conforming to O-RAN open interface specifications and RUs, using 

different vendors.30 5G SA means the testing did not have to use the existing 4G network but rather 

utilized a new 5G network.31 This blazed a trail to the wider availability of 5G services in Japan 

without relying on 4G infrastructure.   

Japanese, European, and U.S. companies have also launched a large-scale 5G O-RAN 

project to support standardization and the technology ecosystem. For instance, AT&T, China 

Mobile, Deutsche Telekom, NTT DOCOMO, and Orange founded the O-RAN Alliance in 

February 2018 to “re-shape the RAN industry towards more intelligent, open, virtualized and fully 

interoperable mobile networks.” The Alliance has since expanded to include 31 members including 

KDDI and Rakuten as of March 2022, and the members are pursuing technical specifications for 

more open and intelligent RAN and integration of their O-RAN implementations.32  

The O-RAN Alliance’s efforts for specifications and integration still need to be 

supplemented with interoperability testing, and 13 major technology companies announced in 

February 2021 that they had established the 5G Open RAN Ecosystem to expand O-RAN 

globally. This project includes Dell Technologies, FUJITSU, Intel, Mavenir, NEC Corporation, 

NTT DATA, NTT DOCOMO, NVIDIA, Qualcomm, Red Hat, VMware, Wind River, and 

Xilinx.33 HPE joined the organization in October 2021.34 NTT DOCOMO made its Yokosuka 

R&D Center available for a shared open lab in February 2022, which allows overseas mobile 

operators remote access to test the function and performance of their virtualized base stations 

without traveling to another country or building a new testbed on their own. DOCOMO’s facility 

was selected given the scalability and interoperability of the firm’s O-RAN 5G services. As of 

June 2021, NTT DOCOMO has achieved more than 10,000 5G O-RAN base stations and 10 

 
30 NTT DOCOMO, “ Press Releases: DOCOMO and NEC successfully test 5G Standalone with base station 

conforming to O-RAN specifications in a multi-vendor configuration,” December 2, 2021, 

https://www.nttdocomo.co.jp/english/info/media_center/pr/2021/1202_00.html.  
31 Hannes Ekström, “Non-standalone and Standalone: two standards-based paths to 5G,” Ericsson, July 11, 2019, 

https://www.ericsson.com/en/blog/2019/7/standalone-and-non-standalone-5g-nr-two-5g-tracks.  

32 O-RAN Alliance, “About O-RAN Alliance,” https://www.o-ran.org/about, and Junya Ishino, “MWC Barcelona 

2022: Fujitsu ya DOCOMO ga kataru O-RAN no ima, Yokosuka ni kaisetsu shita rabo mo apiru [MWC Marclona 

2022: Fujitsu and DOCOMO shared the latest status of O-RAN and discussed the new lab in Yokosuka],” K-tai 

Watch, March 4, 2022, https://k-tai.watch.impress.co.jp/docs/event/mwc2022/1392856.html.  
33 NTT DOCOMO, “Press Release: Creating of “5G Open RAN Ecosystem” to Accelerate Open RAN to Operators 

Globally,” February 3, 2021, https://www.nttdocomo.co.jp/english/info/media_center/pr/2021/0208_00.html.  
34 Bloomberg, “NTT DOCOMO’s 5G Open RAN Ecosystem Welcomes Hewlett Packard,” October 26, 2021, 

https://www.bloomberg.com/press-releases/2021-10-26/ntt-docomo-s-5g-open-ran-ecosystem-welcomes-hewlett-

packard.  

https://www.nttdocomo.co.jp/english/info/media_center/pr/2021/1202_00.html
https://www.ericsson.com/en/blog/2019/7/standalone-and-non-standalone-5g-nr-two-5g-tracks
https://www.o-ran.org/about
https://k-tai.watch.impress.co.jp/docs/event/mwc2022/1392856.html
https://www.nttdocomo.co.jp/english/info/media_center/pr/2021/0208_00.html
https://www.bloomberg.com/press-releases/2021-10-26/ntt-docomo-s-5g-open-ran-ecosystem-welcomes-hewlett-packard
https://www.bloomberg.com/press-releases/2021-10-26/ntt-docomo-s-5g-open-ran-ecosystem-welcomes-hewlett-packard
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million subscribers,35 and expects to reach 20,000 base stations by the end of March 2022.36 

Accumulated expertise through this project will benefit worldwide 5G users by flexibly 

combining 5G units at a reasonable price without worrying about supply chain risks. 

Still, there are some concerns about O-RAN’s price and security. Ericsson indicated in 

November 2021 that O-RAN can be more expensive than traditional RAN due to the costs of 

system integration and pointed out the need for the O-RAN Alliance security group to create 

security specifications.37 Other firms would disagree. Rakuten Mobile and FUJITSU pointed out 

that O-RAN solutions would enable flexible procurement of devices and the reduction of 

integration costs when they announced their new project to develop O-RAN solutions jointly and 

deploy them globally in May 2021.38  

In November 2021, the German Federal Office for Information Security (Bundesamt für 

Sicherheit in der Informationstechnik or BSI) published a commissioned report on 5G O-RAN 

security risks, asking vendors to ensure security in 5G O-RAN technologies from the beginning of 

the development process.39 This security-by-design concept is imperative to protect the systems 

and their users, but this is not just limited to 5G O-RAN vendors. It is a never-ending effort to 

keep patching and defending systems and users, as no hardware and software are immune from 

bugs or cyberattacks. Of course, 5G O-RAN vendors and deployers should make their utmost 

efforts for security and test their security from the adversary’s viewpoint.40 However, without 

adopting O-RAN, 5G will not be able to overcome the fundamental challenge of supply chain risk 

management. 

 

 
35 LightReading, “DoCoMo opens up labs for open RAN verifications,” February 28, 2022, 

https://www.lightreading.com/open-ran/docomo-opens-up-labs-for-open-ran-verifications/d/d-id/775640, and Junya 

Ishino, “MWC Barcelona 2022: Fujitsu ya DOCOMO ga kataru O-RAN no ima, Yokosuka ni kaisetsu shita rabo mo 

apiru [MWC Marclona 2022: Fujitsu and DOCOMO shared the latest status of O-RAN and discussed the new lab in 

Yokosuka],” K-tai Watch, March 4, 2022, https://k-tai.watch.impress.co.jp/docs/event/mwc2022/1392856.html.  
36 NTT DOCOMO, “Shunsoku 5G no kichikyoku ga ruikei 1 man kyoku wo toppa [NTT DOCOMO has over 10,000 

5G base stations now],” June 30, 2021, https://www.docomo.ne.jp/info/news_release/2021/06/30_00.html.  
37 Jared M. Carlson, Vice President, Government Relations and Public Policy, Ericsson, “Re: Promoting the 

Deployment of 5G Open Radio Access Networks, GN  Docket No. 21-63.,” November 17, 2021, 

https://ecfsapi.fcc.gov/file/1117953022367/Ericsson%20Open%20RAN%20ex%20parte%20Nov%2017%20FINAL

.pdf.  
38 Rakuten Mobile, “Rakuten Mobile and Fujitsu Partner to Develop Open RAN Solutions for the Global Market,” 

May 18, 2021, https://corp.mobile.rakuten.co.jp/english/news/press/2021/0518_02/.  
39 BSI, “5G Sicherheit: Open RAN Studie zeigt Sicherheitsrisiken auf [5G security: Open RAN study shows security 

risks],” November 22, 2021, https://www.bsi.bund.de/DE/Service-

Navi/Presse/Pressemitteilungen/Presse2021/211122_O-RAN-Studie.html.  
40 Deloitte, “ON BSI’s findings on Open RAN security – Actions security teams can take today,” December 9, 2021, 

https://www2.deloitte.com/jp/ja/blog/risk-management/2021/on-bsis-findings-on-open-ran-security.html.  

https://www.lightreading.com/open-ran/docomo-opens-up-labs-for-open-ran-verifications/d/d-id/775640
https://k-tai.watch.impress.co.jp/docs/event/mwc2022/1392856.html
https://www.docomo.ne.jp/info/news_release/2021/06/30_00.html
https://ecfsapi.fcc.gov/file/1117953022367/Ericsson%20Open%20RAN%20ex%20parte%20Nov%2017%20FINAL.pdf
https://ecfsapi.fcc.gov/file/1117953022367/Ericsson%20Open%20RAN%20ex%20parte%20Nov%2017%20FINAL.pdf
https://corp.mobile.rakuten.co.jp/english/news/press/2021/0518_02/
https://www.bsi.bund.de/DE/Service-Navi/Presse/Pressemitteilungen/Presse2021/211122_O-RAN-Studie.html
https://www.bsi.bund.de/DE/Service-Navi/Presse/Pressemitteilungen/Presse2021/211122_O-RAN-Studie.html
https://www2.deloitte.com/jp/ja/blog/risk-management/2021/on-bsis-findings-on-open-ran-security.html
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IOWN to Support Beyond 5G Mobile Communication 

The next step for 5G O-RAN is to promote collaboration among manufacturers, technology 

companies, and telecommunication companies to develop technologies beyond mobile networks. 

5G mobile services are dependent on both wireless and non-wireless (core) networks, which means 

that computers, devices, and core networks connected to 5G services must be able to handle big 

data transactions at high speed. The global number of IoT connected devices was expected to reach 

12.3 billion in 2021, and there will be more than 27 billion devices by 2025.41 

Yet, the ongoing war in Ukraine and consequent economic sanctions on Russia have raised 

new concerns about energy security that could impact efforts to develop more advanced ICT 

infrastructure.42 Digital Realty estimates that data centers consume three percent of all electricity 

used in the world, more than all the electric power used by the United Kingdom.43 Thus, there is 

an urgent need to develop an eco-friendly ICT infrastructure package with greater capacity. Such 

development efforts cannot be led only by telecommunication service providers and should also 

include semiconductor companies, technology companies for cybersecurity and ICT technologies, 

and end-user companies such as manufacturers to combine available technologies and offer more 

powerful products to the market. The Innovative Optical and Wireless Network (IOWN) Global 

Forum, a forward-thinking alliance among global companies to overcome power efficiency, 

bandwidth, latency, and cyberattacks, is instructive in this regard. 

In January 2020, Intel, Sony, and NTT Corporation founded the IOWN Global Forum to 

create cutting-edge, end-to-end, and photonics-based ICT infrastructure that covers not only 

wireless and core networks including 5G and beyond but also connected devices. The members 

aim to decrease power consumption by 100 times, increase transmission capacity by 125 times, 

and reduce end-to-end latency by 200 times to support a smarter world by 2030.44 As of February 

2022, 91 companies belong to the initiative from various sectors such as auto manufacturing, 

finance, food, chemicals, ICT, semiconductors, and telecommunication from Europe, Japan, South 

Korea, Taiwan, and the United States.45  

 
41 Satyajit Sinha, “State of IoT 2021: Number of connected IoT devices growing 9% to 12.3 billion globally, cellular 

IoT now surpassing 2 billion,” IoT Analytics, September 22, 2021, https://iot-analytics.com/number-connected-iot-

devices/.  
42 Brad Plumer, Lisa Friedman and David Gelles, “As War Rages, a Struggle to Balance Energy Crunch and Climate 

Crisis,” The New York Times, March 10, 2022, https://www.nytimes.com/2022/03/10/climate/climate-oil-crisis-

global.html.  
43 Digital Realty, “Data Center Power Design and Features,” https://www.digitalrealty.com/data-center-power.  
44 See the IOWN Global Forum website: https://iowngf.org/, and the IOWN website:  

https://www.rd.ntt/e/iown/0001.html, and Mihoko Matsubara, “Japan’s 5G Approach Sets a Model for Global 

Cooperation,” Lawfare, September 14, 2020, https://www.lawfareblog.com/japans-5g-approach-sets-model-global-

cooperation.  
45 See IOWN Global Forum members’ site: https://iowngf.org/members/.  

https://iot-analytics.com/number-connected-iot-devices/
https://iot-analytics.com/number-connected-iot-devices/
https://www.nytimes.com/2022/03/10/climate/climate-oil-crisis-global.html
https://www.nytimes.com/2022/03/10/climate/climate-oil-crisis-global.html
https://www.digitalrealty.com/data-center-power
https://iowngf.org/
https://www.rd.ntt/e/iown/0001.html
https://www.lawfareblog.com/japans-5g-approach-sets-model-global-cooperation
https://www.lawfareblog.com/japans-5g-approach-sets-model-global-cooperation
https://iowngf.org/members/
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The Japanese government has expressed interest in the IOWN Global Forum. Prime 

Minister Fumio Kishida emphasized at a Budget Committee meeting of the Lower House on 

February 7, 2022, that photonics technology is crucial to support next-generation ICT 

infrastructure, especially for 6G deployment in the 2030s, given its lower power consumption and 

higher data transmission. He added that the Japanese government is keen to support research and 

development of cutting-edge technologies including phonics.46  

This global industry-driven initiative would also be compatible with O-RAN. Prior to the 

birth of O-RAN, 5G standardization efforts tended to focus on different application layers of 5G 

network services rather than overarching full-stack services. This demarcation makes it difficult 

to ensure standardization to cover all the application layers and, thus, interoperability and power 

efficiency as a whole package. When a diversified set of companies are innovating new ICT 

technologies to solve such challenges, open architecture is imperative for elastic development of 

the technologies.47    

Both O-RAN and the IOWN Global Forum take an open approach and welcome fair 

market-driven competition to create value and spur innovation. Although some may consider the 

integration of systems delivered by diversified vendors troublesome and complicated, it is also 

noteworthy that only these frameworks can so far avoid vendor lock-in and consequent supply 

chain risks. In the long run, they will prevail by offering flexibility and transparency for users to 

combine best solutions.48  

As the IOWN Global Forum seeks new technologies for a smarter world with artificial 

intelligence, cybersecurity, energy, and quantum computing,49 use cases will be needed to learn 

lessons and take advantage of them for better solutions. Smart projects in areas such as agriculture, 

manufacturing, mining, and smart cities would be ideal to test data transmission and processing, 

security, and privacy protection, as well as alleviate manual work by users. Such initiatives would 

require public-private partnerships to obtain support from local government and residents.  

 

 

 
46 Constitutional Democratic Party of Japan, “2022 nen 2 gatsu 7 nichi Shūgiin Yosan Iinkai [Budget Committee 

meeting of the Lower House on February 7, 2022],” February 7, 2022, 

https://www.youtube.com/watch?v=P9gB9780-mw.  
47 Interview with Masahisa Kawashima, NTT Corporation, on February 25, 2022. 
48 The Federal Communications Commission designated Huawei and ZTE as national security threats in June 2021. 
49 NTT, “What is IOWN? A Breakthrough Approach for a Smart and Natural Future,” February 3, 2021, 

https://group.ntt/en/magazine/blog/what_is_iown/. IOWN has eleven focus areas: artificial intelligence, virtual 

reality/augmented reality, human-machine interfaces, cybersecurity, information processing infrastructure, networks, 

energy, quantum computing, biotechnology/medical care, advanced materials, and additive manufacturing. 

https://www.youtube.com/watch?v=P9gB9780-mw
https://group.ntt/en/magazine/blog/what_is_iown/
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Data Security: Post-quantum Cryptography 

As the world becomes smarter and generates a larger amount of data stored in devices or 

the cloud, or transmitted in networks, cybersecurity will become more important to protect the data 

itself and insights that can be obtained through big data aggregation. Moving forward, quantum 

computing will be one major factor that impacts cybersecurity. A quantum computer can solve 

certain problems within a few minutes, much faster than a current cutting-edge supercomputer, 

which would take 10,000 years to solve an equivalent problem.50 Thus, strong encryption is 

imperative to protect data from potential cyberattacks that employ these powerful quantum 

computers to decipher secret messages. To counter these cyberattacks and avoid any 

eavesdropping, quantum cryptography employs quantum mechanics to create random numbers, 

not predictable ones, providing a strong encryption option.51  

However, quantum cryptography will become available only after quantum internet 

becomes able to deliver quantum key distribution (QKD). QKD can detect eavesdropping attempts 

since such efforts disturb the quantum state and would alert the person of a hacking attempt.52 

Chinese Professor Jian-Wei Pan, whom the media refers to as the father of quantum, expects a 

global quantum network to exist by 2030.53  In the meantime, post-quantum cryptography or 

quantum-resistant cryptography will play a major role in data security. This is because post-

quantum cryptography protects data from attacks with both traditional and quantum computers. 

Moreover, current communications networks and protocol are interoperable with post-quantum 

cryptography.54 

The massive power of quantum computing will break encryption much faster than existing 

computers. In fact, mathematicians from the U.S. National Institute of Standards and Technology 

(NIST) and Booz Allen Hamilton have already warned about a risk that a nation state adversary is 

harvesting a large amount of encrypted data in hope of decrypting it with quantum computers in 

 
50 Frank Arute,et al, “Quantum supremacy using a programmable superconducting processor,” Nature, October 23, 

2019, https://www.nature.com/articles/s41586-019-1666-5.  
51 Denis Mandich, “Quantum Encryption: The Basics,” Infosecurity Magazine, February 14, 2022, 

https://www.infosecurity-magazine.com/opinions/quantum-encryption-the-basics/.  
52 Scott Fulton III, “Quantum computing may make current encryption obsolete, a quantum internet could be the 

solution,” ZDNet, November 3, 2020, https://www.zdnet.com/article/quantum-computing-may-make-current-

encryption-obsolete-a-quantum-internet-could-be-the-solution/, and Jacob Aron, “Quantum internet is one step 

closer – thanks to new theory,” New Scientist, May 2, 2018, https://www.newscientist.com/article/2167966-

quantum-internet-is-one-step-closer-thanks-to-new-theory/.   
53 Martin Giles, “The man turning China into a quantum superpower,” MIT Technology Review, December 19, 2018, 

https://www.technologyreview.com/2018/12/19/1571/the-man-turning-china-into-a-quantum-superpower/, and Dom 

Galeon, “The quantum internet is just a decade away — here's what you need to know,” Business Insider, August 

28, 2017, https://www.businessinsider.com/the-quantum-internet-is-just-a-decade-away-2017-8.  
54 NIST Computer Security Resource Center, “Post-Quantum Cryptography,” Accessed April 14, 2022, 

https://csrc.nist.gov/Projects/post-quantum-cryptography#:~:text=The%20goal%20of%20post-

quantum,existing%20communications%20protocols%20and%20networks.  

https://www.nature.com/articles/s41586-019-1666-5
https://www.infosecurity-magazine.com/opinions/quantum-encryption-the-basics/
https://www.zdnet.com/article/quantum-computing-may-make-current-encryption-obsolete-a-quantum-internet-could-be-the-solution/
https://www.zdnet.com/article/quantum-computing-may-make-current-encryption-obsolete-a-quantum-internet-could-be-the-solution/
https://www.newscientist.com/article/2167966-quantum-internet-is-one-step-closer-thanks-to-new-theory/
https://www.newscientist.com/article/2167966-quantum-internet-is-one-step-closer-thanks-to-new-theory/
https://www.technologyreview.com/2018/12/19/1571/the-man-turning-china-into-a-quantum-superpower/
https://www.businessinsider.com/the-quantum-internet-is-just-a-decade-away-2017-8
https://csrc.nist.gov/Projects/post-quantum-cryptography#:~:text=The%20goal%20of%20post-quantum,existing%20communications%20protocols%20and%20networks
https://csrc.nist.gov/Projects/post-quantum-cryptography#:~:text=The%20goal%20of%20post-quantum,existing%20communications%20protocols%20and%20networks
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the future. 55  Thus, it is indispensable to develop post-quantum cryptography in parallel with 

quantum computing for national security.  

The Japanese government and industry have already started to work on post-quantum 

cryptography at national and international levels. One month after releasing the Innovation 

Strategy for Quantum Technology in January 2020, the Japanese government launched eight 

innovation centers for quantum technology including the core center at the Institute of Physical 

and Chemical Research (RIKEN). 56  In September 2021, 24 major Japanese companies also 

established the Quantum Strategic Industry Alliance for Revolution (Q-STAR), a consortium 

between academia, government, and industry to expand the Japanese quantum technology sector, 

make policy recommendations, and deepen collaboration with domestic and international quantum 

technology-related organizations. The initial members include FUJITSU, Hitachi, Ltd., JSR 

Corporation, NEC Corporation, NTT Corporation, Toshiba Corporation, and Toyota Motor 

Corporation.57   

A government panel of experts urged the government to list quantum technology as one of 

the critical technologies in the Economic Security Promotion bill in February 2022.58 In addition, 

the Japanese government plans to release a new policy to foster the quantum technology industry 

by reducing corporate taxes based on the amount of capital investment in quantum computers and 

cryptography.59   

Yet, there are two budgetary issues Japan needs to address: an insufficient budget for 

cryptography overall and a lack of related funding for the Ministry of Defense (MOD) and Self-

Defense Forces (SDF). First, the portion of the Japanese government budget allocated to quantum 

 
55 Booz Allen Hamilton, “Chinese Threats in the Quantum Era,” December 2021, 

https://www.boozallen.com/expertise/analytics/quantum-computing/chinese-cyber-threats-in-the-quantum-era.html, 

and Patrick Howell O’Neill, “The US is worried that hackers are stealing data today so quantum computers can 

crack it in a decade,” MIT Technology Review, November 3, 2021, 

https://www.technologyreview.com/2021/11/03/1039171/hackers-quantum-computers-us-homeland-security-

cryptography/.  
56 Takuji Imai, “Nihon no ryōshi konpyutā, seifu senryaku ha? [Quantum computers in Japan – what about Japanese 

government’s strategy?],” Nikkei x TECH, January 12, 2022,  

https://xtech.nikkei.com/atcl/nxt/column/18/01901/00004/.  
57 Q-STAR, “Kaichō yori goaisatsu [Greetings from Chairperson],” September 1, 2021, https://qstar.jp/about, and IT 

media, “Sangyōkai ga ‘ryōshi gijutsu’ no kyōgikai wo seishiki hossoku Toshiba, NEC, Fujitsu nado 24 sha ga kamei 

[The industry officialy launched a consortium on quantum technology, and 24 companies including Toshiba, NEC, 

and Fujitsu joined it]” September 1, 2021, https://www.itmedia.co.jp/news/articles/2109/01/news134.html.  
58 Panel of Experts on the Economic Security Promotion Legislation, “Keizai anzen hoshō hōsei ni kansuru teigen 

[Recommendation for Economic Security Promotion Legislation],” February 1, 2022, 

https://www.cas.go.jp/jp/seisaku/keizai_anzen_hosyohousei/dai4/teigen.pdf.  
59 Nihon Keizai Shimbun newspaper, “Ryōshi gijutsu dōnyū ni zei yūgū seifu senryaku an, kigyō no shoki tōshi 

karuku [The government considers potential tax break to encourage investments in quantum technology and relieve 

industry’s burden on initial investments],” January 24, 2022, 

https://www.nikkei.com/article/DGXZQOUA203I70Q2A120C2000000/.  

https://www.boozallen.com/expertise/analytics/quantum-computing/chinese-cyber-threats-in-the-quantum-era.html
https://www.technologyreview.com/2021/11/03/1039171/hackers-quantum-computers-us-homeland-security-cryptography/
https://www.technologyreview.com/2021/11/03/1039171/hackers-quantum-computers-us-homeland-security-cryptography/
https://xtech.nikkei.com/atcl/nxt/column/18/01901/00004/
https://qstar.jp/about
https://www.itmedia.co.jp/news/articles/2109/01/news134.html
https://www.cas.go.jp/jp/seisaku/keizai_anzen_hosyohousei/dai4/teigen.pdf
https://www.nikkei.com/article/DGXZQOUA203I70Q2A120C2000000/
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is still much smaller than that of the United States and China. For example, the Japanese 

government budget has increased from approximately ¥16 billion in JFY 2019 to ¥33 billion in 

JFY 2020, ¥35.2 billion in JFY 2021, and ¥80 billion (approximately $700 million) in JFY 2022.60 

On the other hand, the Chinese government was spending $10 billion to build the National 

Laboratory for Quantum Information near Shanghai as of 2018.61 The Subcommittee on Quantum 

Information Science of the U.S. National Science and Technology Council has proposed $877 

million to spend on quantum technology in the budget for FY 2022.62  

Second, the MOD and SDF did not request any funds in the JFY 2022 budget for quantum 

technology, even though they reportedly have started to develop a long-term investment strategy 

on this issue and the 2021 Defense White Paper raised a concern over the power of quantum 

computing for speedy decryption.63 The insufficient amount of investment can be a risk to Japan-

U.S. and Quad cybersecurity cooperation. Both the joint statements of the Quad Leaders in 

September 2021 and the U.S.-Japan Security Consultative Committee (“2+2”) in January 2022 

emphasized the importance of collaboration to combat cyber threats.64 

The aforementioned expert panel also recognized the need to align the Economic Security 

Promotion Legislation with other research and development-related strategies.65 This will prove 

critical as the Japanese government revises the 2013 National Security Strategy, the 2019 National 

Defense Program Guidelines, and the 2019-2024 Medium Term Defense Program by the end of 

2022.66 This will help both the industry and government invest in data protection in a harmonized 

manner. 

 
60 Ibid.  
61 Jonathan Shieber, “The reality of quantum computing could be just three years away,” TechCrunch, September 8 

2018, https://techcrunch.com/2018/09/07/the-reality-of-quantum-computing-could-be-just-three-years-away/.  
62 Quantum Computing Report, “U.S. QIS Budget Proposed to Grow 10.6% to $877 Million in FY2022,” December 

12, 2021, https://quantumcomputingreport.com/u-s-qis-budget-proposed-to-grow-10-6-to-877-million-in-fy2022/.  
63 MOD, “Defense Programs and Budget of Japan,” August 31, 2021, 

https://www.mod.go.jp/j/yosan/yosan_gaiyo/2022/yosan_20210831.pdf, Toyohiro Ichioka, “’Ryōshi gijutsu’ 

Bōeishō ha oyobigoshi senryaku kentō mo yosan zero [The MOD is reluctant to move forward quantum technology 

with zero budget although the ministry has started to develop strategy for that],” February 19, 2022, Sankei Shimbun 

newspaper, https://www.sankei.com/article/20220219-MUZPRWC7ZVOPZFOSQKOICCD7AM/2/, and MOD, 

“Reiwa 3 nen ban Bōei Hakusho [2021 Defense White Paper],” 

https://www.mod.go.jp/j/publication/wp/wp2021/pdf/wp2021_JP_Full_01.pdf, 132. 
64 The White House, “Joint Statement from Quad Leaders,” September 24, 2021, 

https://www.whitehouse.gov/briefing-room/statements-releases/2021/09/24/joint-statement-from-quad-leaders/, and 

U.S. Department of Statement, “Joint Statement of the U.S.-Japan Security Consultative Committee (“2+2”),” 

January 6, 2022, https://www.state.gov/joint-statement-of-the-u-s-japan-security-consultative-committee-22/.  
65 Panel of Experts on the Economic Security Promotion Legislation, “Keizai anzen hosho hosei ni kansuru teigen 

[Recommendation for Economic Security Promotion Legislation],” February 1, 2022, 

https://www.cas.go.jp/jp/seisaku/keizai_anzen_hosyohousei/dai4/teigen.pdf, 36.  
66 Jiji, “Japan to revise National Security Strategy in late 2022,” November 7, 2021, 

https://www.japantimes.co.jp/news/2021/11/07/national/security-guideline-revision/.  

https://techcrunch.com/2018/09/07/the-reality-of-quantum-computing-could-be-just-three-years-away/
https://quantumcomputingreport.com/u-s-qis-budget-proposed-to-grow-10-6-to-877-million-in-fy2022/
https://www.mod.go.jp/j/yosan/yosan_gaiyo/2022/yosan_20210831.pdf
https://www.sankei.com/article/20220219-MUZPRWC7ZVOPZFOSQKOICCD7AM/2/
https://www.mod.go.jp/j/publication/wp/wp2021/pdf/wp2021_JP_Full_01.pdf
https://www.whitehouse.gov/briefing-room/statements-releases/2021/09/24/joint-statement-from-quad-leaders/
https://www.state.gov/joint-statement-of-the-u-s-japan-security-consultative-committee-22/
https://www.cas.go.jp/jp/seisaku/keizai_anzen_hosyohousei/dai4/teigen.pdf
https://www.japantimes.co.jp/news/2021/11/07/national/security-guideline-revision/
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Policy Recommendations 

Below is a list of three policy recommendations that the Japanese and U.S. government 

should consider in order to enhance the security and trust of 5G services. Given the international 

energy and security challenges posed by the war in Ukraine, the two countries should prioritize 

ICT infrastructure security through supply chain risk management, eco-friendly development and 

deployment of ICT services, and cybersecurity through enhanced encryption.  

1. Launch a working group on O-RAN security. 

According to the U.S.-Japan CoRe Partnership and the Quad Leaders’ Summit joint 

statements,67 the Japanese and U.S. governments are already committed to promoting O-RAN. 

However, there has not yet been an official response to the BSI commissioned report on O-RAN 

security. Since security is an integral part of O-RAN, this is a golden opportunity for the Japanese 

and U.S. governments to share 5G O-RAN security test results and provide strategic 

communication through a bilateral working group composed of both civilian and defense agencies, 

as well as industry representatives.  

Japan and the United States already have testbeds for 5G O-RAN. The U.S. Cellular 

Telecommunications and Internet Association (CTIA) announced in January 2022 that it would 

create a 5G Security Test Bed (STB) at a secure University of Maryland (UMD) laboratory facility 

with its founding members, namely AT&T, Ericsson, T-Mobile, UScellular, MITRE, and UMD. 

The STB would allow academia, government, and industry to strengthen the 5G security 

ecosystem by using commercial-grade equipment and facilities.68 In addition, the Shared Open 

Lab in Yokosuka, Japan, has both Japanese and American corporate members to test 5G O-RAN 

technologies remotely.  

Unless those testbeds evaluate specific technology to deploy for the MOD or Department 

of Defense (DOD), researchers will not be required to obtain security clearances. Yet, when 

private-5G services are needed for defense facilities in the future, security clearances will be 

required. Since the Defense Innovation Unit (DIU) under the DOD launched a private-5G 

prototype project with the California National Guard in October 2021,69 its experiences would be 

 
67 MOFA, “U.S.-Japan Competitiveness and Resilience (CoRe) Partnership,” April 16, 2021, 

https://www.mofa.go.jp/files/100177722.pdf, 1; The White House, “Joint Statement from Quad Leaders,” 

September 24, 2021,  https://www.whitehouse.gov/briefing-room/statements-releases/2021/09/24/joint-statement-

from-quad-leaders/.  
68 University of Maryland’s Institute for Systems Research, “News Story: 5G security test bed for commercial 5G 

networks launched,” January 14, 2022, https://isr.umd.edu/news/story/5g-security-test-bed-for-commercial-5g-

networks-launched.  
69 DIU, “Defense Innovation Unit begins Rapid Fielding of Private-5G for Tactical Ad-hoc Wireless 

Communications,” October 22, 2021, https://www.diu.mil/latest/dod-begins-fielding-5g-communications-to-

california-first-responders.  

https://www.mofa.go.jp/files/100177722.pdf
https://www.whitehouse.gov/briefing-room/statements-releases/2021/09/24/joint-statement-from-quad-leaders/
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useful for Japan to learn how to adopt commercial technology for national defense. Although the 

DIU already collaborates with U.S. allies,70 it is unknown if the Unit has engaged MOD, METI, 

MIC, and Japanese 5G-related companies. The working group should therefore invite DIU 

representatives to discuss how to deploy 5G O-RAN solutions to defense facilities.71 

The Japan-U.S. working group on O-RAN security should also publish reports based on 

test results from these facilities in collaboration with industry and academia to ensure transparency 

and openness. Also, its strategic communication should highlight the fact that O-RAN ensures 

supply chain risk management by offering a flexible combination of technologies and promoting 

market competition.  

2. Start joint smart and secure projects such as smart cities to test cutting-edge 

technologies, accumulate lessons learned, and apply them for global solutions. 

To ensure secure 5G services, both mobile and core networks are needed. The IOWN 

Global Forum is currently the only global initiative to create a full-stack, end-to-end, and eco-

friendly ICT infrastructure to support 5G and beyond with Japanese, American, European, and 

Taiwanese like-minded companies. As former prime minister Suga and President Biden agreed to 

collaborate on the climate crisis and green growth in April 2021,72 the IOWN Global Forum will 

empower the Japan-U.S. alliance and the world by offering more efficient ICT products and 

services with less power consumption.  

The development of ICT products and services can only be advanced through the 

accumulation of use cases. Smart projects are needed to find out if those products and services can 

make users’ work or lives more efficient and effective and to protect their data and privacy. The 

Japanese and U.S. governments should explore bilateral public-private partnerships to launch 

smart agriculture, manufacturing, or mining initiatives to automate dangerous or burdensome work, 

streamline the work utilizing collected data, and ensure cybersecurity and trust.  

3. Establish a bilateral working group on quantum computing and post-quantum 

cryptography to adopt technology for economic and national security and allocate 

necessary funding.  

President Biden signed the Memorandum on Improving the Cybersecurity of National 

Security, DOD, and Intelligence Community Systems in January 2022, which includes quantum 

 
70 Defense Matters, “Defense Innovation Unit focusing on partners and allies to get leading-edge tech to warfighters 

fast,” February 13, 2022, https://govmatters.tv/defense-innovation-unit-focusing-on-partners-and-allies-to-get-

leading-edge-tech-to-warfighters-fast/.  
71 A closed-door roundtable on March 22, 2022. 
72 MOFA, “U.S.-Japan Joint Leaders’ Statement: U.S.-JAPAN GLOBAL PARTNERSHIP FOR A NEW ERA,” 

April 16, 2021, https://www.mofa.go.jp/mofaj/files/100177718.pdf, 3.  

https://govmatters.tv/defense-innovation-unit-focusing-on-partners-and-allies-to-get-leading-edge-tech-to-warfighters-fast/
https://govmatters.tv/defense-innovation-unit-focusing-on-partners-and-allies-to-get-leading-edge-tech-to-warfighters-fast/
https://www.mofa.go.jp/mofaj/files/100177718.pdf
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resistant cryptography. As an ally of the United States, Japan also needs to develop and deploy 

post-quantum cryptography to protect national security-related sensitive information. As 

mentioned above, Japan should include quantum computing and post-quantum cryptography in its 

revised National Security Strategy.  

The two governments should create a working group on quantum computing and post-

quantum cryptography to map ongoing efforts in Japan and the United States, develop a timeline 

to strengthen encryption resistant to quantum computing, and allocate necessary funding. Since 

Prime Minister Kishida and President Biden agreed to establish a new ministerial-level Economic 

Policy Consultative Committee during their virtual summit meeting in January 2022, 73  this 

Economic “2+2” can serve as another platform to discuss quantum technology bilaterally from an 

economic security perspective. 

Such efforts should include academic and industry experts as well, and fortunately Japan-

U.S. collaboration in the private sector on quantum cryptography has progressed over the last few 

years. For example, the post-quantum cryptography called NTRU made it to the final round of the 

National Institute of Standards and Technology (NIST) Post-Quantum Cryptography 

Standardization Process in July 2020.74 The NTRU team consists of researchers from Algorand, 

Brown University, NTT, etc.75 Moreover, in February 2022, Ciena, JPMogan Chase, and Toshiba 

“demonstrated the full viability of a first-of-its-kind QKD network for metropolitan areas” that is 

resistant to quantum computing attacks.76 Although the National Security Agency questioned the 

security of QKD for use in the National Security System in August 2021,77 the agency has not 

denied its validity for commercial use and it would be beneficial for the industry to have a wider 

variety of quantum-related encryption solutions. 

Japan and the United States should add momentum to ongoing bilateral efforts to develop 

cutting-edge quantum cryptography as the world is becoming smarter. As geopolitical tensions 

increase and state adversaries try to harvest massive amounts of data for decryption, the two allies 

should enhance their data security and secure communication capabilities.  

 
73 The White House, “Readout of President Biden’s Meeting with Prime Minister Kishida of Japan,” January 21, 

2022, https://www.whitehouse.gov/briefing-room/statements-releases/2022/01/21/readout-of-president-bidens-

meeting-with-prime-minister-kishida-of-japan/.  
74 NIST, “PQC Standardization Process: Third Round Candidate Announcement,” July 22, 2020, 

https://csrc.nist.gov/News/2020/pqc-third-round-candidate-announcement.  
75 NTRU, “A submission to the NIST post-quantum standardization effort,” October 16, 2020, https://ntru.org/.  
76 JPMorgan Chase & Co., “News: JPMorgan Chase, Toshiba and Ciena Build the First Quantum Key Distribution 

Network Used to Secure Mission-Critical Blockchain Application,” February 17, 2022, 

https://www.jpmorganchase.com/news-stories/jpmc-toshiba-ciena-build-first-quantum-key-distribution-network.  
77 The National Security Agency, “Frequently Asked Questions: Quantum Computing and Post-Quantum 

Cryptography,” August 4, 2021, https://media.defense.gov/2021/Aug/04/2002821837/-1/-

1/1/Quantum_FAQs_20210804.PDF, 2. 
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Conclusion 

Japan and the United States, in addition to the Quad countries Australia and India, have 

agreed to promote 5G O-RAN as it will help them to overcome vendor lock-in challenges and 

solve supply chain risks. Since Japan and the United States already have test beds for 5G O-RAN, 

Quad members should take advantage of these facilities to share results of security tests, alleviate 

concerns, and encourage other countries to support O-RAN. 

The United States and Japan should also promote research and development of 5G and 

beyond core networks to support eco-friendly massive data transactions. While some may argue 

that O-RAN and the IOWN Global Forum complicate system integration and increase costs, these 

two frameworks are currently the only way to ensure fair market competition for innovation and 

pricing and avoid strangling the supply chain.  

Post-quantum cryptography, including QKD, should be another priority to protect data 

security. The U.S. and Japanese governments should offer funding to make the technology widely 

accessible for organizations that own sensitive data. 

These are a few ways to ensure that Japan, the United States, and other partners are drivers 

of innovation in the twenty-first century digital economy in which economic and national security 

will become increasingly intertwined. Although geopolitical and technical challenges are 

enormous, these countries have already started to tackle these issues and their industry and 

governments are making progress toward better supply chain risk management, more robust data 

security, and stronger cooperation.  


