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▪ Cyber-attacks are on the rise globally, especially in the United States …

▪ … and while ransomware is far from the most common or costly form of internet crime, its frequency
and impact are growing rapidly

▪ With critical infrastructure largely in the hands of the private sector, there are potentially significant
externalities associated with either intentional or inadvertent attacks which make ransomware de-
fense functionally a national security issue …

▪ … but a fragmented regulatory architecture spanning many industries limits the ability of the govern-
ment to enforce security and reporting standards

▪ Ransomware as a service (RaaS) models have provided easy access to sophisticated tools for commu-
nicating, collecting, and laundering ransoms, in large part enabled by the growth of cryptocurrency
markets

▪ Any policy response should involve a combination of disrupting the business model, loss mutualiza-
tion, imposition of standards of preparedness and monitoring, and requirements for real-time report-
ing and information sharing between the private and public sectors

▪ A public backstop to the nascent cyber insurance market has the potential to make progress on several
fronts while reducing moral hazard by keeping federal resources as arm’s length …

▪ … while a government-administered direct insurance program risks incentivizing potential attacks to
attempt to monetize the full externalities of their activity
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Combatting the unique threat posed by ransomware
The past few years have seen a dramatic increase in the frequency and, in many cases, severity of cyber 
incidents.  Data collected by the FBI, for example, shows that complaints have more than doubled staring 
in 2018 and monetary damages are up nearly four-fold (Exhibit 1).   Further, those figures are likely only a 
baseline for the true prevalence and cost of these incidents as studies suggest widespread underreporting.

Combatting the unique threat posed by ransomware 
The past few years have seen a dramatic increase in the frequency and, in many cases, severity of cyber 
incidents.  Data collected by the FBI, for example, shows that complaints have more than doubled staring in 2018 
and monetary damages are up nearly four-fold (Exhibit 1).   Further, those figures are likely only a baseline for 
the true prevalence and cost of these incidents as studies suggest widespread underreporting. 

Among the various phenotypes of internet crime, an emergent and worrisome trend is the 
proliferation of ransomware1.  At base, these attacks consist of encrypting or otherwise restricting 
access to critical data and systems—access is restored only after the ransom is paid, often in 
cryptocurrency (see e.g., this explainer from Elliptic; more on this later).  The targets of these attacks 
are quite different from other cyber threats, in that they do not typically manage valuable data, and 
are therefore typically underinvested and more exposed to breaches than more traditional targets.  
They have not only become more frequent, but also more expensive to resolve.  Data collected by 
Coveware, for example, shows both higher costs and, perhaps more troubling, longer average 
downtimes resulting from ransomware attacks (Exhibit 2).  This is indicative of how a broader group of 
illicit actors utilize increasingly sophisticated tools and techniques to gain access, extract ransoms, and 
avoid detection. 

Though still a small fraction of total incidents and largely relegated to the private sector, ransomware 
has grown to become a significant threat.  This arises from the fact that while federal agencies are 
arguably well-equipped to combat cyber actors, they play a relatively minor role in building, operating, 
and maintaining critical infrastructure.  The most public ransomware incident involving critical 
infrastructure was the Colonial Pipeline hack, in which the pipeline paid a 75 BTC ransom ($4.4mn at the 
time), mostly in Bitcoin.  It is worth noting, however that the JBS hack in June directly affected the food 
supply and involved a larger payment.  The oft-cited statistic of 85% private ownership is arguably 
apocryphal, but numerous objective measures point to an outsized footprint for the private sector 
(Exhibit 3).  For example, federal holdings of national defense infrastructure and intellectual property 
constitute the bulk of their net fixed assets, but totaled less than $4tn in 2019.  That is less than the 

 
1 For an overview, see this overview for the Ransomware Task Force at the Institute for Security and Technology. 

Exhibit 1: Cyber-attacks have increased dramatically in both their 
economic impact and frequency in recent years … 
Count (LHS; ‘000s) and estimated cost (RHS; $bn) of cyber-attacks reported to the 
FBI by calendar year 

 
Source: J.P. Morgan, FBI IC3 Internet Crime Annual Reports 

Exhibit 2: … with ransomware in particular getting more common, 
effective, and costly 
Average cost (LHS; $ths) and company downtime (RHS; days) related to 
ransomware by reporting quarter 

 
Source: J.P. Morgan, Coveware 
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Among the various phenotypes of internet crime, an emergent and worrisome trend is the proliferation 
of ransomware1.  At base, these attacks consist of encrypting or otherwise restricting access to critical 
data and systems—access is restored only after the ransom is paid, often in cryptocurrency (see e.g., 
this explainer from Elliptic; more on this later).  The targets of these attacks are quite different from 
other cyber threats, in that they do not typically manage valuable data, and are therefore typically 
underinvested and more exposed to breaches than more traditional targets.  They have not only become 
more frequent, but also more expensive to resolve.  Data collected by Coveware, for example, shows both 
higher costs and, perhaps more troubling, longer average downtimes resulting from ransomware attacks 
(Exhibit 2).  This is indicative of how a broader group of illicit actors utilize increasingly sophisticated 
tools and techniques to gain access, extract ransoms, and avoid detection.

Though still a small fraction of total incidents and largely relegated to the private sector, ransomware has 
grown to become a significant threat.  This arises from the fact that while federal agencies are arguably well-
equipped to combat cyber actors, they play a relatively minor role in building, operating, and maintaining 
critical infrastructure.  The most public ransomware incident involving critical infrastructure was the Colonial 
Pipeline hack, in which the pipeline paid a 75 BTC ransom ($4.4mn at the time), mostly in Bitcoin.  It is worth 
noting, however that the JBS hack in June directly affected the food supply and involved a larger payment.  The 
oft-cited statistic of 85% private ownership is arguably apocryphal, but numerous objective measures point 
to an outsized footprint for the private sector (Exhibit 3).  For example, federal holdings of national defense 
infrastructure and intellectual property constitute the bulk of their net fixed assets, but totaled less than 
$4tn in 2019.  That is less than the highways and roads operated by state and local governments.  The private 
sector, meanwhile owns the bulk of sectors which likely incorporate critical infrastructure.  This creates 
a problem for regulators: consistent standards are arguably straightforward to establish and enforce for the 
federal government, but states, municipalities, and private operators are much more heterogeneous.  

1.  For an overview, see this overview for the Ransomware Task Force at the Institute for Security and Technology.

https://www.isaca.org/why-isaca/about-us/newsroom/press-releases/2019/new-study-reveals-cybercrime-may-be-widely-underreported-even-when-laws-mandate-disclosure
https://www.elliptic.co/blog/revil-revealed-tracking-ransomware-negotiation-and-payment
https://www.elliptic.co/blog/elliptic-follows-bitcoin-ransoms-paid-by-darkside-ransomware-victims
https://www.wsj.com/articles/ransomware-attack-roiled-meat-giant-jbs-then-spilled-over-to-farmers-and-restaurants-11623403800
https://www.lawfareblog.com/it-really-85-percent
https://securityandtechnology.org/ransomwaretaskforce/
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Fragmented management and supervision increases the potential exposure of critical infrastructure 
in the U.S. to cyber-attacks. It also introduces significant externalities in the event of disruption.  The 
Colonial Pipeline again provides a good case study: because it interrupted the transport of 45% of the fuel 
consumed on the East Coast (~2.5mn barrels per day on average), shortages led the Biden Administration 
to declare a State of Emergency affecting 17 states.  It should, therefore, come as no surprise that cyber 
security occupies a central place in Interim National Security Guidance, a recent Executive Order from the 
Biden Administration, which also convened an interagency task force to focus specifically on ransomware.

highways and roads operated by state and local governments.  The private sector, meanwhile owns the 
bulk of sectors which likely incorporate critical infrastructure.  This creates a problem for regulators: 
consistent standards are arguably straightforward to establish and enforce for the federal government, 
but states, municipalities, and private operators are much more heterogeneous.   

Fragmented management and supervision increases the potential exposure of critical infrastructure in 
the U.S. to cyber-attacks. It also introduces significant externalities in the event of disruption.  The 
Colonial Pipeline again provides a good case study: because it interrupted the transport of 45% of the 
fuel consumed on the East Coast (~2.5mn barrels per day on average), shortages led the Biden 
Administration to declare a State of Emergency affecting 17 states.  It should, therefore, come as no 
surprise that cyber security occupies a central place in Interim National Security Guidance, a recent 
Executive Order from the Biden Administration, which also convened an interagency task force to focus 
specifically on ransomware. 

 

 

That is not to say ransomware is likely to be increasingly targeted at critical infrastructure.  Doing so 
attracts arguably unwanted attention (e.g., from the United States government) that increases the risk 
of disruptions in the business model.  In fact, the group behind the Colonia Pipeline incident issued a 
statement after the incident claiming purely financial motivations and a desire to avoid "creating 
problems for society.”  This makes sense in that their goal is preserve the economics of ransomware 
attacks, which rely on the ability to make and deliver payments, and has led to something resembling a 
code of conduct among the largest and most influential participants in this market2.  Their preferred 
targets are generally businesses that do not own valuable data, and are therefore generally 
underinvested in cyber defense and ill prepared for an attack3.  It also draws a sharp line between 
ransomware and destructive malware—the former seeks to generate income over time, while the latter 

 
2 See also this interview with a RaaS operator. 
3 This is specifically true of businesses with significant Windows-based on-premises hardware and centralized 
software repositories.  

Exhibit 3: Most critical infrastructure in the United States is owned 
and operated by the private sector, which makes ransomware 
increasingly a national security threat 
Net fixed assets in sectors with exposure to critical infrastructure* by ownership; $tn 

 
Note: Other infrastructure includes office, health care, transportation, power, public safety, 
water and sewer systems for the government sector as well as health care, manufacturing, 
power & communication, mining and transportation for the private sector.  Intellectual property 
excludes entertainment. 
Source: J.P. Morgan, BEA 

Exhibit 4: … which has been enabled in large part by the growth of 
cryptocurrency markets, that now allow much more easily on- and 
off-chain transfers of large sums … 
Daily turnover of BTC on exchanges and on-chain transfers; both axes in $bn 

 
Source: J.P. Morgan, coinmarketcap.com, blockchain.com 
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That is not to say ransomware is likely to be increasingly targeted at critical infrastructure.  Doing so 
attracts arguably unwanted attention (e.g., from the United States government) that increases the risk 
of disruptions in the business model.  In fact, the group behind the Colonia Pipeline incident issued a 
statement after the incident claiming purely financial motivations and a desire to avoid “creating problems 
for society.”  This makes sense in that their goal is preserve the economics of ransomware attacks, which 
rely on the ability to make and deliver payments, and has led to something resembling a code of conduct 
among the largest and most influential participants in this market2.  Their preferred targets are generally 
businesses that do not own valuable data, and are therefore generally underinvested in cyber defense and 
ill prepared for an attack3.  It also draws a sharp line between ransomware and destructive malware—the 
former seeks to generate income over time, while the latter is more likely a tool of terrorism or geopolitical 
competition.  That said, these codes are not clearly enforceable across the ecosystem, and the risk of 
rogue actors either purposefully or accidentally targeting critical infrastructure introduces significant 
externality and poses a clear and present threat to national security.

Successful attacks still rely on tools with which illicit actors receive and monetize their ransoms.  Two 
recent developments have materially increased access to the tools and infrastructure with which to do so.  
That makes them critical to the medium-term evolution of the threat landscape as well as potential policy 
approaches to mitigation.  

2.  See also this interview with a RaaS operator.

3.  This is specifically true of businesses with significant Windows-based on-premises hardware and centralized software repositories. 

https://www.colpipe.com/about-us/faqs
https://www.fmcsa.dot.gov/emergency/esc-ssc-wsc-regional-emergency-declaration-2021-002-05-09-2021
https://nssarchive.us/wp-content/uploads/2021/03/2021_Interim.pdf
https://www.whitehouse.gov/briefing-room/presidential-actions/2021/05/12/executive-order-on-improving-the-nations-cybersecurity/
https://www.cbsnews.com/news/ransomware-white-house-cybersecurity-task-force-calls-for-retaliation-russia/
https://www.cnbc.com/2021/05/10/hacking-group-darkside-reportedly-responsible-for-colonial-pipeline-shutdown.html
https://therecord.media/an-interview-with-blackmatter-a-new-ransomware-group-thats-learning-from-the-mistakes-of-darkside-and-revil/?utm_campaign=wp_the_cybersecurity_202&utm_medium=email&utm_source=newsletter&wpisrc=nl_cybersecurity202


Combating the unique threat posed by ransomware: RaaS, cryptocurrency, and potential policy responses  |  4

First is the rise of Ransomware as a Service (RaaS).  RaaS operationalizes the deployment of ransomware 
at scale by developing and making available sophisticated infrastructure with which to carry out attacks, 
either by the service operators themselves or their affiliates.  This amounts to a “bring your own breach” 
model, in which unauthorized access can be sourced directly or, as is increasingly common, purchased 
via criminal marketplaces.  The RaaS operator also often offers services for the collection, laundering4, 
and placement services for the payment of the ransom itself—all for a fee that is typically structured as a 
share of the take.  Blockchain forensics firms have found these services have, in some cases, netted nearly 
$100mn, including the proceeds of the Colonial Pipeline hack referenced above5.  In this way, RaaS has 
dramatically expanded access to the most sophisticated networks and tools, resulting in more frequent 
and effective attacks.  

Second, the growth, evolution, and mainstream adoption of the cryptocurrency market has presented 
a unique opportunity to illicit actors, including Raas operators and their affiliates.  These markets are 
decentralized and therefore beyond the control of central governments.  They also offer nearly real-time 
(~minutes) cross-border gross and final settlement.  Though this has been true since the first days of 
the Bitcoin experiment, turnover both on- and off-chain has increased dramatically in recent months 
(Exhibit 4).  This has included the development of a host of laundering tools like mixers, privacy wallets, 
as well as access to a range of global exchanges, including those run by illicit actors with limited KYC/
AML enforcement, and/or decentralized operations.  Research by Chainalysis suggests that this has 
allowed RaaS operators to place more than 80% of the nearly $700mn they have received over the past 
few years—mostly to exchanges but increasingly to other illicit entities like privacy wallets and mixers 
(Exhibit 5).  It is, however, worth bearing in mind that the ability of RaaS operators to receive, launder, and 
place such large sums relies on significant value locked in the cryptocurrency ecosystem and depth, liquid 
markets for movement and extraction of those funds.

This presents a somewhat unique challenge to regulators and the national security establishment.  In 
our view, an effective response relies on four elements.  First and foremost, disrupting the business 
model to the fullest extent possible.  Though often quite difficult in practice and somewhat of a moving 
target, this is the only way to truly mitigate its impact.  Second, socializing the risk of attacks so the direct 
economic costs are not borne entirely by each victim.  This ensures incidents can be resolved quickly and 
minimizes damage associated both with business interruptions and, more importantly, externalities when 
critical infrastructure is involved.  Third, consistent standards to reduce the efficacy of the associated 
malware.  Finally, real-time information sharing and between the private and public sectors as an early 
warning system, distribution network for responses, and support for law enforcement. 

4.  Though they are frequently described as offering anonymity, decentralized ledgers such as the Bitcoin network are at best pseudon-
ymous in the sense that the activity of all wallets is public but their ownership is not.  It is of course possible to determine or other-
wise reveal that ownership, at which point tracing ransom payments becomes somewhat trivial.  That is where laundering services 
come in, including mixers and (increasingly) privacy wallets.  There are also privacy coins such as Monero, for which it is not possible 
to view transactions on the public blockchain, though these are generally harder for the victims of ransomware attacks to deliver in 
practice (they can often substitute Bitcoin, Ether, or other more liquid tokens for a fee).

5.  For a more detailed overview, see Financial Crime Typologies in Cryptoassets (2020 Edition) rom Elliptic. 

https://insights.sei.cmu.edu/blog/ransomware-as-a-service-raas-threats/
file:///C:\Users\N189043\Downloads\from-exposure-to-takeover-the-15-billion-stolen-credentials-allowing-account-takeover.pdf
https://www.elliptic.co/blog/darkside-ransomware-has-netted-over-90-million-in-bitcoin
https://www.coincenter.org/education/advanced-topics/what-are-mixers-and-privacy-coins/
https://www.elliptic.co/blog/13-bitcoin-crime-laundered-through-privacy-wallet
https://www.elliptic.co/hubfs/Financial%20Crime%20Typologies%20in%20Cryptoassets%20Guides%20(All%20Assets)/Typologies_Concise%20Guide_12-20.pdf?utm_campaign=Typologies%20Campaign%20%7C%20Q4%202020%20-%20Q1%202021&utm_medium=email&_hsmi=102370644&_hsenc=p2ANqtz--bpoJScViE4WFHyea40NrVG40XpoNFQFRd-cpluYgKT3uveLvgZSzN1HdyNmP0OzZbdjCVUfApDF7bwr8Kv9DaNcsxDA&utm_content=102370644&utm_source=hs_automation
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target, this is the only way to truly mitigate its impact.  Second, socializing the risk of attacks so the 
direct economic costs are not borne entirely by each victim.  This ensures incidents can be resolved 
quickly and minimizes damage associated both with business interruptions and, more importantly, 
externalities when critical infrastructure is involved.  Third, consistent standards to reduce the efficacy 
of the associated malware.  Finally, real-time information sharing and between the private and public 
sectors as an early warning system, distribution network for responses, and support for law 
enforcement.  

 

On this first point, one critical advantage regulators and law enforcement authorities have in 
combatting ransomware is that it is fundamentally economic in its motivations.  That makes it most 
analogous to federal efforts to disrupt the international drug trade, which over the course of the early-
1980s came to focus as much on money launderers as the criminal organizations they supported.  Thus, 
to the extent that authorities can render ransomware unprofitable, the threat should rapidly 
diminish.  Though doing so has been complicated by the rise of cryptocurrency as the preferred means 
of payment, recent events suggest those funds can in fact be traced and recovered—at least under 
some circumstances.  This interacts directly with proposals regarding the regulation of cryptocurrency 
exchanges and stablecoins and their points of contact with the traditional monetary system. 

Second, whether it be health care, longevity, property damage from extreme weather or flooding, or 
ransomware risk, loss mutualization is fundamentally the job of insurance companies.  Though it is 
certainly fast-growing, cyber insurance remains a relatively small market.  Data from S&P, for example, 
suggest direct premiums paid totaled ~$1.6bn in 2020, which while a nearly two-fold increase relative to 
a few years earlier still pales in comparison to other sectors (e.g., Market Share Bible Vol. 88, J. Bhullar 
et al., 7/19/21).  Capacity limits likely reflect the fact that this area is new and rapidly evolving, which 
makes the associated risk very difficult to price.  For example, loss rates have been on a strongly 
upward trend since 2018, more than doubling over that period (Exhibit 6).  This has not entirely limited 
growth, but it has likely led underwriters to make very conservative assumptions (100% loss given event 
and high frequencies) as well as more restrictive terms (e.g., co-insurance, exclusions, etc.) that make 
the product relatively uneconomical.  In a sense, it exists more as a relatively inexpensive (in absolute 
terms) liability shield for corporate directors against derivative shareholders class actions related to 
cyber incidents rather than true protection against the direct and indirect costs of ransomware attacks. 

Exhibit 5: … which illicit actors use to place their proceeds in a 
combination of exchanges, illicit entities like privacy wallets, and 
other venues for incorporation into the traditional financial system  
Destination of funds from ransomware-associated accounts by type; $mn 

 
Source: J.P. Morgan, Chainlysis 

Exhibit 6: Cyber insurance has grown rapidly but remains costly and 
difficult to price, leading to a lack of private risk capital in this space 
Direct premiums written (LHS; $mn) and loss ratio (RHS; %) by year 

 
Source: J.P. Morgan, S&P Global Market Intelligence 
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On this first point, one critical advantage regulators and law enforcement authorities have in 
combatting ransomware is that it is fundamentally economic in its motivations.  That makes it most 
analogous to federal efforts to disrupt the international drug trade, which over the course of the early-
1980s came to focus as much on money launderers as the criminal organizations they supported.  Thus, 
to the extent that authorities can render ransomware unprofitable, the threat should rapidly diminish.  
Though doing so has been complicated by the rise of cryptocurrency as the preferred means of payment, 
recent events suggest those funds can in fact be traced and recovered—at least under some circumstances.  
This interacts directly with proposals regarding the regulation of cryptocurrency exchanges and stablecoins 
and their points of contact with the traditional monetary system.

Second, whether it be health care, longevity, property damage from extreme weather or flooding, or 
ransomware risk, loss mutualization is fundamentally the job of insurance companies.  Though it is 
certainly fast-growing, cyber insurance remains a relatively small market.  Data from S&P, for example, 
suggest direct premiums paid totaled ~$1.6bn in 2020, which while a nearly two-fold increase relative 
to a few years earlier still pales in comparison to other sectors (e.g., Market Share Bible Vol. 88, J. Bhullar 
et al., 7/19/21).  Capacity limits likely reflect the fact that this area is new and rapidly evolving, which 
makes the associated risk very difficult to price.  For example, loss rates have been on a strongly upward 
trend since 2018, more than doubling over that period (Exhibit 6).  This has not entirely limited growth, 
but it has likely led underwriters to make very conservative assumptions (100% loss given event and high 
frequencies) as well as more restrictive terms (e.g., co-insurance, exclusions, etc.) that make the product 
relatively uneconomical.  In a sense, it exists more as a relatively inexpensive (in absolute terms) liability 
shield for corporate directors against derivative shareholders class actions related to cyber incidents rather 
than true protection against the direct and indirect costs of ransomware attacks.

We have faced this type of issue before.  Emergent and poorly understood risks inevitably have difficulty 
attracting private risk capital.  Back in the 1990s, the combination of increased development along the 
Florida coast as hurricanes were growing more severe and frequent inhibited the ability of carriers to 
provide sufficient P&C coverage.  In response the state government passed legislation creating the Florida 
Hurricane Catastrophe Fund, a reinsurance pool to cover private carriers with access to public capital.  Later, 
after the September 11th attacks Congress passed the Terrorism Risk Insurance Act to create a government 
backstop for commercial terrorism insurance requiring the participation of all insurers offering property and 
casualty policies.  Both were designed to provide a public backstop with which to allow the private market 
to develop. A similar structure has in fact been proposed to deal with liability arising from the COVID-19 

https://www.dea.gov/sites/default/files/2018-07/1980-1985%20p%2049-58.pdf
https://www.justice.gov/opa/pr/department-justice-seizes-23-million-cryptocurrency-paid-ransomware-extortionists-darkside
https://www.jpmm.com/research/content/GPS-3803728-0
https://www.nera.com/publications/archive/2021/recent-trends-in-securities-class-action-litigation--2020-full-y.html
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=1469984
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=1469984
https://crsreports.congress.gov/product/pdf/IF/IF11090
https://crsreports.congress.gov/product/pdf/IN/IN11511/2
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pandemic6, and cyber insurance is one such additional potential application of this scheme7.  There is also 
the counter-example of long-term care insurance, which has been plagued by higher than expected losses 
and a dwindling pool of providers despite increased demand as the population ages8.

The introduction of a public backstop also potentially addresses the second issue of fragmented 
regulatory oversight and inconsistent underwriting standards among insurers.  As part of their offering, 
the publically-sponsored issuer of reinsurance to the private market can in principle include security uplift 
and set ongoing standards that are incorporated into their policies as required to initiate and maintain 
coverage.  Though potential beneficiaries could, of course, decline this protection, doing so would likely be 
uneconomic owing to the increased cost of the issuer bearing the full cost of any claim.  The result would 
be insufficient coverage in the event of an incident, which would potentially expose directors to economic 
liability.  The same could be done for the insurance companies themselves, to avoid breaches exposing the 
identities of and limits on their policy holders.  Thus, in effect, backstopping the cyber insurance market 
could provide the federal government with de facto cross-jurisdictional regulatory authority.

As part of this process, ideally high risk or exposure potential targets would implement real-time 
monitoring9 of their networks for warning signs of malicious activity.  Though more effective than other 
lower-frequency solutions, these tools are also expensive and operationally intensive.  In cases like critical 
infrastructure, where security is clearly in the public interest, there is an argument in favor of the federal 
government providing subsidies, either directly or through tax expenditures.

Another requirement for participation could be reporting requirements and real-time pooling and 
dissemination of detailed information between the public and private sectors as incidents occur.  If done 
properly with high levels of uptake among private insurers, the result would be a centralized repository of 
incidents and payments with sufficient detail to serve as an early warning system with which to head off 
additional attacks.  It could also help the private sector as well as national security and other agencies identify 
new strains of malware early in their lifecycle and (hopefully) identify or produce countermeasures.  And the 
resulting data could also assist law enforcement in their work disrupting the ransomware business model 
by disrupting payment, recovering proceeds, and identifying perpetrators.  For insurance companies, this 
could provide the requisite data with which to resolve the two key constraints on greater availability of cyber 
insurance: (1) better estimation and monitoring of loss functions, and (2) early warning of potentially correlated 
events, in which a single or handful of vulnerabilities are exploited across a number of independent targets.  

This all presumes a public reinsurance program that retains the primary role of the private sector in writing 
policies as well as adjudicating and paying claims—something along the lines of the FHCF or TRIA.  An obvious 
alternative would be a direct insurance program where the federal government acts as administrator and 
obligor.  A common argument against such programs is the assertion that the private sector is a more efficient 
administrator and better at both pricing and managing risk.  That may be so, but is certainly debatable in some 
contexts.  There are also examples, such as deposit insurance, where the externalities are so significant and the 

6.  Since its proposal this program has generally lacked political support, in large part because COVID-related losses have been notice-
ably less than expected.

7.  The details of any such program would require significant study so as to create the right incentives.  Cyber risk is unique in the 
sense that would-be attackers will be motivated in part by the increased probability of payout—the same cannot be said for hurri-
canes, terrorists, or pandemics.  This leaves open fundamental questions such as whether this public option is structured as a direct 
insurance program, public-private partnership in a reinsurance fund, or a stand-alone public backstop for the insurance industry.  
One must also ask whether it should publically or privately administered, and how 

8.  For an overview, see The State of Long-Term Care Insurance, E. Nordman et al., NAIC & CIRP, 2016.

9.  An older but useful overview is available here.

https://www.naic.org/documents/cipr_current_study_160519_ltc_insurance.pdf
https://ieeexplore.ieee.org/document/8355339
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signaling power so effective at mitigating risk that one can make a strong case for direct federal guarantees.  
The case of ransomware, however, is somewhat unique in that externalities and moral hazard are intertwined.  
In other words, unlike hurricanes, pandemics, or even terrorist attacks with similar a priori loss profiles, 
the source of the risk in ransomware incident is motivated in large part by the availability and size of the 
potential damages and therefore potential rewards.

To elaborate, consider a scenario in which there is no cyber insurance available at all with which to 
fund ransom payments.  In that case, a would-be attacker would be incentivized to limit their demands 
to the lesser of available cash resources of their target or the direct costs of the resultant operational 
disruption. In a world where risks are pooled via private cyber insurance, their incentive would be to seek 
out the entities with the largest potential coverage—anything beyond that amount would presumably 
be difficult for the victim to pay in practice.  Though the policy writer could socialize some of that risk 
via a publically-sponsored reinsurance program, they would still underwrite each policy individually 
and therefore would presumably limit coverage to their estimate of the potential business impact.  In 
that sense, the attacker is still incentivized to size their demands to the direct costs they believe they can 
impose on their target.  Were direct federal insurance to be made available, would-be attackers could 
plausibly assume an essentially infinite pool of resources with which to meet their demands.  That 
suggests they can monetize the perceived externalities of their attack as well as operational costs to the 
target, shifting the incentives in favor of maximizing the social rather than the business costs of their 
malware leading to greater focus on critical infrastructure and much larger ransoms.  

In summary, the combination of RaaS and cryptocurrency markets has led to widely available and 
efficient tools for the development and deployment of malware as well as the collection and laundering 
of ransoms.  The risk of externalities from the accidental or intentional targeting of critical infrastructure 
suggests a role for the federal government.  A public backstop for the private cyber insurance market 
could help attract risk capital, which in turn could act as de factor cross-jurisdictional regulatory authority 
with which to impose security and monitoring standards as well as compel real-time information sharing 
between the private sector and government agencies. For ransomware in particular, this type of publically-
sponsored reinsurance scheme reduces moral hazard and incentivizes would-be attackers to size their 
demands to the cost they believe they can impose on their targets rather than the potential externalities of 
their activity.   In that sense, there is a key role for the public sector to play in mitigating this threat, but 
an argument for keeping their involvement somewhat arms-length.  
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