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Introduction

ffshore energy infrastructure—from deep-water oil and gas platforms sited over 100 miles

from shore to wind farms that sit 15 miles out—has made the ocean a theater of competing

claims among energy developers, national security agencies, shipping interests, fisheries,
and coastal communities.! For offshore wind infrastructure, this shared use often raises national
security concerns. But shared use does not have to mean competing use.

The maritime threat environment is changing in ways that make collaboration essential. Advances
in autonomous vehicles, drones, and related technologies mean maritime infrastructure is easier
to reach and harder to defend. Civilian infrastructure is now an inseparable component of national
security. These dynamics create a need for better, persistent, and distributed tools to enhance
maritime domain awareness. Once thought a hindrance, the turbines, platforms, and subsea cables
built for one purpose can now be a force multiplier for another; they have moved from obstacle to
opportunity in extending the reach of surveillance.

The United States has a compelling interest in managing its ocean resources in ways that balance
energy needs, protection of natural resources, and national security. Where those interests
reinforce rather than compete with one another, the same infrastructure can serve all of these goals.

Offshore Wind in the United States

U.S. wind generation is at a crossroads. The first utility-scale offshore wind farm in the country,
the 132-megawatt South Fork Wind project, began delivering power to Long Island, New York, in
late 2023 and was fully commissioned in March 2024. Other projects currently planned or under
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construction could increase offshore wind’s contribution to the grid from around 171 megawatts
to over 80 gigawatts (GW)—enough to power around 68 million homes.? However, even as the first
projects are coming online, offshore wind energy remains entangled in shifting federal policy,
disputes over ocean use, and concern over national security.

Figure 1: U.S. Offshore Wind Energy Pipeline
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Note: This chart shows offshore wind energy capacity in the United States and where in the development pipeline they are as of May
31, 2024, in megawatts.

Source: Angel McCoy et al., Offshore Wind Market Report: 2024 Edition (Golden, CO: National Renewable Energy Laboratory, 2024),
https://www.energy.gov/cmei/systems/offshore-wind-market-report-2024-edition.

On January 20, 2025, President Donald Trump issued a memorandum temporarily withdrawing

all wind energy leasing areas on the outer continental shelf, pausing wind energy permitting, and
ordering a review of federal leasing and permitting practices.> The memorandum cited, among
other reasons, navigational safety, commercial interests, marine mammal protection, and national
security. The U.S. District Court for the District of Massachusetts struck down the memorandum on
December 8, 2025, due to the freeze continuing past the stated 60 days.* Two weeks later, however,
the administration paused leases for five large-scale offshore wind projects off Connecticut, New
York, Massachusetts, Rhode Island, and Virginia, citing risks identified in classified Department of
Defense (DOD) reports. According to the Department of the Interior (DOI), unclassified findings
pointed to radar “clutter”’—interference from moving blades and reflective towers, which can
obscure real targets and generate false ones—as a key concern.’ The administration said the pause
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would give DOI, DOD, and other agencies time to work with leaseholders and state partners on
mitigation approaches.

By early February 2026, federal courts rescinded all five stop-work orders, finding the stated
concerns insufficient to justify the halt. Several judges noted the severe economic losses the orders
had caused and suggested the affected developers had substantive legal claims.® These developers
argued that without access to specifics about the alleged threats, they had no way to address the
government’s concerns.’

National security review is already a standard part of the offshore-wind permitting process, and
developers routinely work with federal agencies to identify and avert potential conflicts. But there
is additional opportunity for the U.S. government to not only mitigate those risks but also use this
infrastructure as a force multiplier for national security.

There is additional opportunity for the U.S. government to not
only mitigate [the] risks but also use this infrastructure as a force
multiplier for national security.

This paper examines the operational and regulatory potential of using offshore wind infrastructure
to enhance national security. Its central finding is that wind farms could be used as platforms to
bolster and extend persistent subsea and surface surveillance. Some U.S. companies and technology
developers are already innovating in this space, and several European countries are actively putting
such approaches into practice. However, the potential for this infrastructure to support maritime
domain awareness still faces some challenges, including (1) cost allocation, (2) ownership and
obligations associated with sensors and data, and (3) risks of increased threats directed toward
dual-use infrastructure.

This report first lays out the increasing threat to the U.S. homeland from offshore; China, Russia,
and nonstate actors such as narcotraffickers are known to take advantage of long coastlines with
relatively thin defenses. It then discusses the current U.S. approach to surveilling territorial waters
and looks at how new surveillance technology could close gaps, using offshore wind platforms

as a home for these advanced capabilities, as well as how offshore wind development may pose
risks to traditional national security surveillance. It explores European countries’ experience with
radar data sharing, sensor integration, and subsea monitoring between offshore wind and national
security stakeholders, which could provide a model for the United States. Finally, the paper offers
initial recommendations for project developers, state governments, and federal agencies on the
technologies, regulatory frameworks, and planning processes that would allow offshore wind
infrastructure to contribute to U.S. national security objectives.
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The Evolving Threat
Landscape in the
Maritime Domain

apid advances in autonomous, undersea, and other maritime technologies are reshaping

the security environment at sea. U.S. adversaries and nonstate actors can operate farther

from shore, remain difficult to detect, and exploit civilian offshore infrastructure for
military, intelligence, and illicit purposes. At the same time, the growing dependence of modern
economies and militaries on subsea cables, pipelines, offshore energy infrastructure, and other
maritime systems is creating new vulnerabilities. Together, these trends expand both the range of
potential threats and the area that defense authorities should monitor.

Maritime and Subsea Infrastructure Is Increasingly Vulnerable

Subsea cables, which carry roughly 95 percent of the world’s internet traffic, are particularly
vulnerable to disruption: The roughly 600 cables in operation are concentrated along several
corridors.® Damage to even a small subset of these cables could pose serious threats to the global
economy. Both China and Russia have demonstrated gray zone tactics that could be used to disrupt
critical undersea infrastructure while maintaining plausible deniability. For instance, Russia
operates a “shadow fleet” of tankers that evade sanctions and have been linked to cable sabotage
operations.® There are also indications of potential Chinese-Russian cooperation in this domain. The
Yi Peng 3, a Chinese-captained and -crewed cargo vessel (with at least one Russian crew member),
departed the Russian port of Ust-Luga before its suspected involvement in damage to undersea
infrastructure in the Baltic Sea.!® Since 2022, at least seven high-profile incidents have involved
Chinese- or Russian-flagged vessels, or ones with Chinese or Russian captains or crews, in cases

of suspected or confirmed damage to subsea infrastructure."! While attribution varies across these
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cases, the incidents illustrate the growing risks from vessels operating near critical infrastructure
with limited transparency and potentially ambiguous intent. Energy infrastructure is also
increasingly exposed to sabotage. In September 2022, explosions damaged multiple sections of the
Nord Stream 1 and 2 natural gas pipelines on the seabed of the Baltic Sea, disrupting infrastructure
that had connected Russia and Europe.?

Advances in Autonomous Systems Are Expanding Threats

China is rapidly advancing its autonomous naval capabilities, particularly its unmanned underwater
vehicles (UUVs). One of its newest projects, the XXLUUYV, is a 40-meter (131-foot) unmanned
submarine with a range of roughly 11,000 nautical miles and the capability to lay mines, deploy
torpedoes, and launch smaller UUVs.® With sufficient range to reach the U.S. mainland, the
XXLUUV could pose a direct threat to U.S. coastal infrastructure in the event of a conflict with
China over Taiwan. It could also sever or disrupt vital subsea communications infrastructure
linking Guam, American Samoa, and the Philippines to Hawaii and the continental United States,
potentially delaying U.S. support to Taiwan.

Russia is also developing and using advanced autonomous maritime capabilities. The war in
Ukraine has accelerated Russia’s development and use of advanced high-speed unmanned surface
vessels (USVs) such as its Katran and Murena-300S models, which can launch first-person-view
reconnaissance and attack drones at sea with ranges of 100-500 kilometers (62-311 miles)."* Russia
has also reportedly used vessels from its shadow fleet to launch small aerial drones to conduct
surveillance and map NATO nations’ military bases and submarine facilities.” These developments
demonstrate how relatively inexpensive autonomous systems can extend the reach of maritime
surveillance and make it more difficult to identify hostile activity among otherwise routine
commercial traffic.

Maritime Threats Are Not Limited to State Actors

Finally, criminal organizations such as drug traffickers have also deployed new technologies and
capabilities in the maritime domain. Each year, the U.S. Coast Guard intercepts growing numbers
of self-propelled semi-submersibles and UUVs, primarily along Eastern Pacific routes but also in
the Caribbean and Atlantic.'® The narcotics aboard these vessels are often bound for intermediary
destinations, such as Mexico, where nonstate actors then traffic them to their end destination in
the United States."” These vessels are also becoming more sophisticated. A prototype narco-UUV
seized by the Colombian military in July 2025—which was equipped with a GPS device, Starlink
antennas, and surveillance cameras—suggests that smugglers may be in the final stages of deploying
a new class of advanced autonomous self-propelled semi-submersibles. Their compact designs are
intended to minimize their acoustic and thermal signatures, making them increasingly difficult to
detect through traditional aerial surveillance and radar."®
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The Maritime Domain Is Growing Harder to Monitor with
Traditional Surveillance

The development of these technologies and tactics from both state and nonstate actors underscores
the new threat environment in the maritime domain. Actors can exploit commercial vessels,
operate below the surface, deploy autonomous systems, and conduct activities far from established
surveillance networks. At the same time, critical infrastructure is increasingly distributed across
large areas of ocean, making it more vulnerable to small, difficult-to-detect actions. This creates

a growing requirement for persistent maritime domain awareness, which requires the ability to
detect, identify, track, and characterize activity around strategically important infrastructure.

The development of these technologies and tactics from
both state and nonstate actors underscores the new threat
environment in the maritime domain.
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Current U.S. Approach
to Early Warning
and Detection of
Maritime Threats

he United States employs a broad network of military, law enforcement, and commercial

capabilities to monitor activity across its maritime domain, including fixed radar

installations, aircraft, unmanned systems, undersea acoustic sensors, and other
surveillance platforms. Information from these disparate sources is integrated through interagency
and international data-sharing networks to provide a common operating picture of activity at sea.

However, the current architecture has several limitations. Many existing capabilities are designed
around specific missions such as detecting aircraft, monitoring borders, tracking submarines, and
intercepting drug trafficking. While these missions offer substantial threat-detection capabilities,
they do not provide persistent distributed surveillance of the maritime domain. Additionally, many
of the surveillance systems and approaches are expensive and only available in limited quantities.
This can create gaps in coverage, particularly across the vast ocean areas surrounding the United
States and around dispersed infrastructure (as discussed below).

The U.S. Department of Homeland Security

Various components within the U.S. Department of Homeland Security (DHS) play a critical role in
maritime-threat early warning and detection. For example, Customs and Border Protection’s (CBP)
Air and Marine Operations (AMO) is responsible for providing air and maritime domain awareness
to the department. Operating from 74 locations across the United States, AMO employs a range of
capabilities to support maritime-threat early warning and detection, including unmanned aerial
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systems (UAS), Tethered Aerostat Radar Systems (TARS), and the Air and Marine Operations Center
(AMOC) based in Riverside, California.”

= AMO’s fleet of eight MQ-9 Predator B UAS provides long-range intelligence, surveillance,
and reconnaissance of “land borders, inland waters, littoral waters, and high seas” along
the mainland United States’ Pacific and Atlantic coasts, as well as the Caribbean.? Although
these systems can cover vast distances and provide long-range surveillance, AMO is
constrained by the limited number of available drones, resulting in gaps in detection and
persistent monitoring.*

= AMO’s TARS consists of a network of eight tethered aerostats (blimps) that provide persistent
radar surveillance to detect and track low-altitude aircraft and surface vessels along the
U.S.-Mexico border, the Florida Straits, and Puerto Rico.?? Working as a cost-effective
“low-flying satellite,” each aerostat is capable of detecting aircraft at ranges of up to 200
miles.? In addition, CBP also operates smaller Tactical Maritime Surveillance System
(TMSS) aerostats, which are equipped with “wide-area sea surveillance radar and sensors”
to monitor and help counter smuggling, illegal immigration, and other illicit cross-border
activity along the coasts of California, Texas, and Florida.?*

=  AMOC operates the Air and Marine Operations Surveillance System, an advanced radar
processor.? The system integrates data from up to 750 individual sensor feeds across
North America, enabling it to simultaneously track more than 50,000 aircraft and 150,000
maritime vessels throughout the Americas. Using this system, AMOC coordinates with DOD,
the Federal Aviation Administration, the North American Aerospace Defense Command, and
international law enforcement partners in Mexico, Canada, and the Bahamas, to “detect,
identify, track, and support the interdiction of suspicious aviation and maritime activity in
the approaches to U.S. borders.”*

= The U.S. Coast Guard, itself a DHS component, possesses its own advanced detection
capabilities such as the HC-130J Super Hercules long-range surveillance aircraft.?” However,
it still relies on the U.S. Navy for detection capabilities, particularly through collaboration
with the Joint Interagency Task Force South.? Because the Coast Guard possesses law
enforcement authority (unlike other branches of the military), it can act on intelligence and
surveillance gathered by the Navy from its aerial identification, external intelligence sources,
limited-reach ship radars, and Integrated Undersea Surveillance System.?

The U.S. Navy

The U.S. Navy operates its own coastal monitoring stations and the multibillion-dollar Integrated
Undersea Surveillance System, a network of UUVs and underwater acoustic surveillance cables
equipped with advanced sensors and subsea hydrophones that track and detect enemy submarines
and other undersea threats.*° Many details surrounding the system, including the locations,
capabilities, and operation of its fixed sensors, remain classified.
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The U.S. Navy and Coast Guard also occasionally work with the private sector to develop and deploy
new USVs to counter narco-submarines and other drug-smuggling vessels.? For instance, the Navy
and Coast Guard have partnered with Saildrone to deploy its autonomous Voyager USV in support
of the Navy’s Fourth Fleet operations in Latin America and the Caribbean. In an October 2025
operation, intelligence collected by a Voyager USV contributed to the interdiction of an $81 million
cocaine shipment.*
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Oftfshore Energy
Infrastructure as a
Potential Force Multiplier
for Surveillance

he deployment of systems such as Saildrone illustrates an emerging shift toward

distributed, persistent, and increasingly autonomous maritime surveillance. Instead

of relying exclusively on a small number of high-end aircraft, ships, and other mobile
platforms, agencies can deploy autonomous systems in greater numbers and keep them on station
for extended periods, resulting in more cost-effective surveillance.

The planned offshore wind-power developments in the United States cover much of the Atlantic and
mid-Atlantic Coast. Leasing areas and projects under development include ones near the entrances
to Narragansett Bay, New York Harbor, and Hampton Roads, the home of Naval Station Norfolk

and associated shipyards.** While these are all critical centers of commercial and military activity,
the areas off of New Jersey and Virginia Beach are also hubs of undersea cable connections on the
Eastern Seaboard.

While the use of offshore wind infrastructure for national security and defense remains relatively
underexplored compared with efforts to mitigate potential interference with existing military
systems, early collaborations between offshore wind developers, technology companies, defense
manufacturers, and government authorities suggest these assets could support security missions.
In 2021, for example, Swedish defense company Saab and major Danish offshore wind energy
company @rsted tested the installation and operation of Saab’s Giraffe 1X 3D active electronically
scanned array radar at the Hornsea offshore wind farm in the United Kingdom. The radar system
is capable of continuously scanning large amounts of airspace while tracking up to 600 airborne
objects. The test aimed to assess the compatibility between the system and the offshore turbine,
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as well as the resilience of the radar to harsh environments at sea. The results were deemed
“satisfactory,” and the exercise demonstrated areas of coexistence and collaboration between
defense and offshore wind stakeholders.3*

Offshore wind farms already consist of extensive networks of
fixed infrastructure, communications systems, and environmental
sensors operating continuously in the maritime domain

The potential value of offshore wind extends beyond the installation of dedicated military
sensors. Offshore wind farms already consist of extensive networks of fixed infrastructure,
communications systems, and environmental sensors operating continuously in the maritime
domain. Projects collect data for permitting, environmental monitoring, operational safety, and
predictive maintenance, including information on vessel activity, subsea conditions, weather, and
ocean characteristics.* This existing commercial data infrastructure creates an opportunity to
develop dual-use capabilities in which systems designed for energy operations can also contribute
to defense authorities’ broader maritime awareness of vessels, subsurface vehicles, and airborne
objects, including drones.

The Strategic Positioning of Offshore Wind Infrastructure

The physical characteristics of offshore wind farms make them particularly well suited to augment
existing maritime surveillance systems. Wind farms are typically located approximately 10-40 miles
offshore, placing them beyond the immediate coastline but within relatively high-traffic portions

of the maritime domain.* Turbine towers can reach approximately 500 feet in height and are
supported by substantial fixed foundations. Each turbine is connected by subsea array cables to an
offshore substation, which connects to shore through one or more export cables.

This distributed physical footprint creates multiple potential locations for sensing and
communications equipment. A radar mounted on the top of an offshore turbine, for example, can
have a substantially greater radar horizon than a comparable system positioned at sea level. Subsea
fiber-optic cables can provide continuous sensing along cable routes, while offshore substations
and other fixed structures could serve as platforms for additional sensors or autonomous systems.
Rather than creating a separate surveillance network, these capabilities could complement existing
government-operated radar, aircraft, satellite, sonar, and vessel-tracking systems.

The geographic distribution of offshore wind infrastructure could become particularly valuable

as the U.S. industry expands. Individual projects may cover hundreds of square miles, and a
network of projects could eventually place fixed infrastructure near important harbors and digital
infrastructure nodes. Properly integrated, these assets could provide additional observation points
in areas where continuous monitoring by crewed military or law-enforcement platforms would be
costly or impractical.
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Expanding Offshore Monitoring with Distributed
Acoustic Sensing

One of the most immediate opportunities for dual-use sensing lies beneath the surface. Traditional
approaches to monitoring and protecting subsea infrastructure include hydrophones, sonar,

and satellite-based systems, which each struggle to provide persistent real-time coverage across
large areas. Distributed acoustic sensing (DAS), which uses optical fibers embedded within subsea
cables as sensors, offers a potential pathway to turn existing subsea fiber-optic infrastructure into a
continuous sensing network. By detecting the small strains that vibrations and other disturbances
induce in the fiber, DAS can register activity along the entire cable route. Potential applications of
this sensing include monitoring vessel activity, subsea construction and maintenance, and other
events that could threaten cables or offshore infrastructure.” When combined with conventional
radar, sonar, satellite, and vessel-tracking data, DAS could provide an additional layer of information
about activity both above and below the surface. Additionally, integrating DAS into U.S. offshore
wind infrastructure near known smuggling routes in the Gulf of Mexico could enhance the ability
of the U.S. Coast Guard and DHS to identify and interdict semi-submersible drug-smuggling vessels
and UUVs operating in the Caribbean.® Because DAS is sensitive enough to detect the acoustic
signatures generated by even small watercraft, such as jet skis, it could provide a promising
additional tool for identifying and tracking difficult-to-detect unmanned vessels.

The potential advantage of making offshore wind installations dual use is that much of the necessary
physical infrastructure already exists. Export and array cables increasingly incorporate fiber-optic
communications lines, meaning DAS capabilities can be added without installing an entirely new
network of subsea sensors. France, for example, has begun equipping offshore wind farms in
Normandy and Brittany with DAS systems to monitor underwater power cables.*® Companies such
as the United Kingdom’s Indeximate attach interrogator and analysis units onshore to monitor the
health of existing cables.*° The data is useful both to assess cable condition and maintenance needs
and to expand maritime domain awareness.

Moving to an Integrated Sensing Network

The greatest national security value of offshore wind may ultimately come not from any individual
sensor, but from combining multiple sensing capabilities across a distributed network of offshore
infrastructure to provide a complete subsea-to-air picture. Radar could monitor surface vessels
and low-altitude aircraft, DAS could provide information about activity along subsea cable

routes, meteorological and oceanographic sensors could provide environmental context, and
autonomous surface or underwater systems could extend sensing beyond the immediate footprint
of the wind farm.

Governments can integrate commercial data with other sources, including satellite imagery,
automatic identification system (AIS) data, and military and law-enforcement radar, sonar, and
aerial surveillance. Advanced analytics could help identify discrepancies between expected and

Capturing National Security Benefits from Offshore Wind | 12



observed activity—for example, vessels operating without AIS transmissions, unusual activity near
critical infrastructure, or acoustic signatures that warrant further investigation.

Longer-Term Models: Offshore Wind Security Hubs

The physical permanence of offshore wind infrastructure also creates opportunities beyond
sensing. Offshore substations and other fixed installations could serve as platforms or support
locations for autonomous systems, including unmanned surface or underwater vehicles. Such
systems could conduct periodic patrols beyond the immediate wind farm, return to offshore
infrastructure for charging or data transfer, and operate alongside fixed radar and subsea
sensing systems.

Emerging private sector technologies demonstrate the potential for increasingly integrated
maritime sensing architectures. Mighty Waves Energy, for instance, is developing the Power and
Communication, Sensor, Defense (PACSD) network, a forward-deployed defense system that
would turn offshore platforms into unmanned and autonomous maritime situational awareness
nodes.* According to a July 2026 company briefing to CSIS, PACSD would use sensors capable of
continuously monitoring threats across the air, surface, and underwater domains. Once a threat is
detected, counter-drone systems such as unmanned aerial vehicles and USVs would be deployed
from nearby coastal bases or directly from offshore installations to track, disrupt, or even neutralize
the threat.* Although CSIS has not independently assessed the system’s performance, the concept
illustrates how future offshore installations could be made to detect, track, and characterize
multiple types of threats while automatically cueing other systems to respond.

In the longer term, this concept could theoretically be scaled across offshore wind farms throughout
the United States. With their fixed structures, electrical power, communications connectivity,
fiber-optic cables, and geographic distribution, offshore wind farms could support a range of
sensors and autonomous systems. While beyond the scope of this paper, shifting toward such a
“detect and neutralize” model would raise a different set of legal and political questions.
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Security Risks and
Their Mitigation

he potential for offshore wind infrastructure to enhance national security should be

considered in relation to two challenges: (1) the risks this infrastructure can pose to national

security and traditional land-based maritime domain awareness equipment; and (2) the
threats that could be directed at offshore wind infrastructure if it is used for military purposes.

The primary national security concern associated with offshore wind structures is radar
interference. In April 2025, the U.S. Government Accountability Office released an unclassified
report, which (citing an earlier Department of Energy finding) noted that “wind turbines can reduce
the performance of radar systems used for defense and maritime navigation and safety in several
ways.” Such radar interference, commonly referred to as clutter, can degrade national security by
“reducing detection sensitivity, obscuring potential targets, and generating false targets.”

Several factors determine the severity of interference: turbine height, spacing between turbines,
and the proximity of a wind farm to existing radars.** Importantly, a potential interference risk does
not necessarily make a proposed project incompatible with national security requirements. A range
of mitigation measures are available, including changes to project siting and turbine configuration,
improvements to radar systems, and the deployment of additional radars within or around wind
farms (often referred to as infill radars).* This last option is particularly relevant here: Radars
positioned within or near a wind farm can compensate for areas in which turbine interference
degrades existing coverage. In a dual-use configuration, the same radars that cause interference
could also restore degraded maritime domain awareness and extend the ability to detect threats.*
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Furthermore, the regulatory review process for constructing new offshore wind farms is already
well established in the United States. Proposed projects must undergo a national security review
by DOI’s Bureau of Ocean Energy Management (BOEM), including an assessment of potential radar
interference and measures to mitigate it. Only after this review, which involves project developers,
federal agencies, and technical experts, can an offshore wind project proceed through permitting
and construction.*

Similarly, DOD’s Military Aviation and Installation Assurance Siting Clearinghouse (“Clearinghouse”)
evaluates whether proposed wind, solar, transmission, and other energy projects might impede
military activities.*® Before projects are approved or construction can begin, developers must
submit their plans to the Clearinghouse and address potential conflicts with security priorities.

Industry-defense partnerships provide a foundation for
the United States to move beyond risk mitigation toward a
framework that captures national security benefits.

This process and the technical measures used to mitigate interference reflect robust collaboration
among commercial developers, DOD, and other regulators. Despite ongoing political challenges,
these industry-defense partnerships provide a foundation for the United States to move beyond risk
mitigation toward a framework that captures national security benefits, as the recommendations at
the end of this paper describe.

However, wind infrastructure has proven susceptible to cyberattacks, with at least three high-profile
attacks against land-based wind farm operators in 2022. Although there do not appear to be publicly
reported cyberattacks against offshore wind infrastructure, offshore systems share many of the
same vulnerabilities as their onshore counterparts, including internet-connected operational
technology.* Moreover, their remote locations introduce additional risks by limiting direct human
oversight and routine monitoring, as well as making recovery operations slower and more costly.>°

Using offshore wind infrastructure for national security data collection could make it an even

more attractive target for cybercriminals and state-sponsored actors. These risks, however, could
be mitigated through stronger cybersecurity measures such as removing extraneous operational
technology network access points, improving cyber hygiene among operators, and implementing
robust data-sharing and data-protection frameworks between government authorities and

energy companies.” There is already precedent for such cooperation. The National Oceanic and
Atmospheric Administration, for example, has scientific data-sharing agreements with major oil and
gas companies, including Shell and ConocoPhillips, and signed a similar agreement with @rsted in
2021.°2 In 2026, Poland moved to formally designate offshore wind farms as “critical infrastructure,”
subjecting them to stricter cybersecurity requirements, while the France Energies Marines institute
is working to standardize and implement stricter cybersecurity measures across the sector.>
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Europe as a Test Case

Embedding Security in Offshore Wind Infrastructure

everal European countries have integrated offshore wind infrastructure into defense

frameworks for maritime surveillance. These nations’ efforts have been driven by acute

threat perception and a recognition that offshore wind is a critical element of energy
security. In particular, sustained Russian activity against undersea infrastructure has increased the
need to integrate security enhancement measures with new and existing offshore infrastructure. In
this context, certain European countries view the continent’s existing offshore wind sector as both
a potential asset and risk, requiring innovative approaches to ensure energy and maritime security.

Much of the installed and planned capacity for offshore wind in Europe is located in the North Sea
and Baltic Sea. Both regions are experiencing growing adversarial activity and sabotage attempts,
increasing the need for surveillance and response systems to protect maritime infrastructure and
activities. In response, European nations have implemented a spectrum of approaches that build
security into the development and planning processes for offshore infrastructure.

Multilateral Efforts

European countries’ domestic approaches sit within a multilateral setting that shapes how each
nation integrates security enhancement measures with offshore wind. In recent years, the European
Union, NATO, and other multinational coalitions have worked to address maritime security and

the security and integration of offshore infrastructure in partnership with each other. The EU
Maritime Security Strategy, originally enacted in 2014, is the union’s umbrella policy regarding
maritime security and cooperation. Its 2023 update reaffirmed the importance of securing critical
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maritime infrastructure, particularly offshore wind. The strategy calls for stronger maritime domain
awareness, reinforced offshore patrol surveillance, and hybrid or cyber threat response.>

Countries with infrastructure and assets in the North Sea have committed to a number of
agreements aimed at increasing security of wind-power assets and maritime domain awareness.
For instance, at the January 2026 North Sea Summit, leaders of the European Union’s North Seas
Energy Cooperation signed declarations committing to hardening the offshore energy system
against physical, cyber, and hybrid attacks.*

Country Models

Several European countries have begun to develop strategies to use offshore wind infrastructure

as a national security asset. Their approaches range from the mandatory integration of
defense-relevant equipment on offshore energy infrastructure to streamlined frameworks for
collaboration between energy project developers and defense officials. This section outlines several
models for the dual use of offshore wind infrastructure seen in Poland, Belgium, the Netherlands,
Norway, and the United Kingdom.

POLAND: MANDATORY MILITARY INTEGRATION

Poland has taken the most assertive posture in Europe as the first country to mandate the
installation of defense-relevant equipment across its offshore wind projects. Warsaw’s approach
integrates security, energy, and environmental goals through early planning processes. At

the beginning of every project, all developers must obtain an offshore location license, which
defines the national security requirements the project must meet, including obligations to
address potential impacts on military operations and to accommodate radar or other sensing
systems that may qualify as dual-use equipment. To date, developers bear full responsibility for
radar-interference mitigation.>

The integration of security review and dual-use approaches can be seen in Poland’s flagship offshore
wind project, Baltic Power, which sits around 14 miles off the coast near Leba and Choczewo, and
less than 200 kilometers (124 miles) from Russia’s Kaliningrad exclave.”” The project is installing
military-grade sensors and radar under a checklist issued by Poland’s Ministry of National Defence
(MOD). Planned technologies include (1) air-surveillance radar for drone detection, (2) surface radar
and cameras covering vessel traffic, (3) seabed sensors around substations and export cables, (4)
hydroacoustic surveillance, and (5) fiber-optic seabed monitoring.>®

There are several key takeaways from Poland’s approach to securing offshore wind infrastructure
against potential Russian aggression. First, Poland’s approach is largely focused on addressing any
potential interference wind projects may cause with security operations and securing offshore
infrastructure from attack. The framing of these interventions is less focused on the use of offshore
wind infrastructure to strengthen national security. As more projects deploy the required sensors,
assessing the success of these additions and collaborations in strengthening maritime domain
awareness could be a valuable learning opportunity. Second, Poland’s MOD imposes requirements
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on developers but offers few incentives to support the integration of sensors, radars, and
other technologies.

BELGIUM: CIVILIAN DATA SHARING WITHOUT MILITARIZATION

Belgium has seen significant advances in the level of cooperation between the offshore wind
industry and defense authorities. The New Belgian Maritime Code came into effect in September
2020; the Maritime Security Law added updates to the code that came into force in January 2023.%
This legislation strengthens the National Maritime Security Authority and increases the amount

of data—on vessel traffic, turbine and substation status, weather and metocean patterns, AIS
tracking, and maintenance-vessel movements—shared with the Belgian Coast Guard and other
security authorities.®°

A resolution introduced in the Chamber of Representatives in 2023 highlighted the need for
improved maritime domain awareness through increases in acoustic hydrophones, drones, and
other sensors.® These approaches suggest that permits for offshore wind could require developers
to propose plans and bear the cost for integrating these sensors into their projects. In particular, the
National Maritime Security Authority could require the Princess Elisabeth Energy Island, a planned
offshore hub that will bundle cables from a number of offshore wind farms, to install minimum
security measures such as acoustic hydrophones, radars, docking stations, and cameras. While the
operators would bear the cost for installing these capabilities, relevant defense authorities would
manage monitoring and any required interventions.5?

THE NETHERLANDS: INSTITUTIONAL COORDINATION AND NON-PRICE CRITERIA
The Netherlands has focused on improving coordination and communication between energy and
defense stakeholders. The approach is built around the Programme for the Protection of North
Sea Infrastructure (PBNI). Established in April 2023, PBNI brings together five ministries (Defence,
Economic Affairs, Climate Policy and Green Growth, Justice and Security, and Foreign Affairs) with
private energy and telecom companies to coordinate the protection of offshore infrastructure. The
program is organized around five pillars: governance, risk mitigation, situational awareness, crisis
management, and international cooperation.5

While not yet aimed at security, non-price criteria for selecting successful project bids have been
used in the Netherlands. The rubric often focuses on environmental and community concerns

but does provide regulatory authorities with a way to reward developers for building additional
attributes into their projects. Extending such criteria to security features beyond the required radar
mitigation could help unlock offshore wind’s security potential.

NORWAY: TESTING TO VALIDATE SURVEILLANCE METHODS FOR MARITIME
INFRASTRUCTURE PROTECTION

Norway’s clearest efforts toward offshore wind-related maritime domain awareness are evident
at the Marine Energy Test Centre’s North Sea offshore site, used to test floating offshore wind
solutions.®* In 2022, Kongsberg Norcontrol commissioned “the first site surveillance system for
Norwegian offshore wind” there. It draws upon existing sensors from the adjacent Kvitsgy Vessel
Traffic System and adds information management tailored to the test site’s surveillance needs to
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give “comprehensive maritime domain awareness for the test site and export cable corridor, while
also serving for demonstration and development purposes.”® Crucially, this effort could contribute
to the assessment and development of sensors and surveillance approaches that could lead to
floating offshore wind being used to support national security. While the United States does not
currently have any operational floating offshore wind farms, such projects could offer improved
maritime domain awareness, as they are often built farther from shore in deeper waters.

Additionally, the use of distributed acoustic sensing to monitor and assess vessel movement near
critical offshore infrastructure has been studied in small-scale environments along export cables
in Trondheimsfjord, Norway, providing another model for how this infrastructure can support
national security.®

THE UNITED KINGDOM: ADDRESSING RADAR INTERFERENCE WHILE ADVANCING
SECURITY

The United Kingdom is a “global leader in offshore wind with over 16 GW of operating capacity.”*
The country has accordingly launched pilot projects that test technologies’ ability both to address
radar interference and expand maritime domain awareness. In particular, the Department for
Energy Security and Net Zero (DESNZ), the Defence Science and Technology Laboratory (DSTL),
and the Defence and Security Accelerator (DASA) have engaged in initiatives to mitigate the impacts
of offshore wind farms on radar and air traffic control systems.

Rather than treating interference as a hard constraint on siting, DESNZ and DSTL co-funded a
2025 demonstration by LiveLink Aerospace at Vattenfall’s Aberdeen wind farm of a passive, radio
signal-silent, multi-sensor package. The package fuses electro-optical, thermal, and acoustic
detection in a single nacelle-mounted system, mitigating the clutter that rotating blades create for
radar while adding independent maritime surveillance capability.®® In March 2026, the Ministry
of Defence announced a £95 million (around $126 million) contract with BAE Systems to deliver
next-generation air-defense radars intended to clear regulatory hurdles blocking up to 10 GW of
currently constrained offshore wind capacity and roughly £20 billion (around $26 billion) in private
investment, while preserving full air-defense detection capability.®® The United Kingdom has also
designated offshore wind a “critical national priority,” creating a policy presumption that will lend
more weight toward approving new offshore projects despite any potential “residual impacts.””

That said, while these innovation-driven partnerships could support dual-use sensing, there
are significant gaps. In April 2026, a Royal United Services Institute workshop on North Sea
security concluded that “detection and reporting remain in their infancy, resulting in limited
situational awareness.””
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Table 1: Takeaways for the United States

Country

Core security
model

Primary

Governance
mechanism

Poland

Belgium

Netherlands

Norway

United Kingdom

Source: CSIS research.

Mandatory dual-use
integration under
an MOD checklist
for all offshore wind
projects

Civilian data sharing
with the Coast
Guard, without
militarization

Multi-ministry
institutional
coordination

Critical maritime
infrastructure
protection built on
oil and gas subsea
expertise

Radar infill
innovation

technologies

Military radars and
cameras; fiber-optic
seabed monitoring

Turbine-mounted
sensors; drones and
vessels; AIS data
integration

Seabed monitoring

Subsea and
maritime-security
capabilities

Passive
nacelle-mounted
sensors; BAE
air-defense radar

MOD sets security
requirements
through the offshore
location license;
developers bear
costs

Maritime Security
Law; federal
government
controls camera
feeds

Five-ministry PBNI
program; non-price
tender criteria as a
possible tool

Primarily
company-led
projects on national
security and
offshore wind

DESNZ, DASA, and
DSTL co-funded
innovation; “critical
national priority”
designation

Despite recent progress in cooperation and communication between offshore wind developers and
defense agencies, there remain several challenges to a dual-use model that offer important lessons
for the U.S. context. First is the inherent tension of something being dual use, in that integrating
military equipment into civilian infrastructure may actually increase the threats directed at it.
Additionally, cooperation between developers or operators and defense agencies can be complex;
while the collection of data from offshore wind infrastructure has improved, information often
moves slowly and imperfectly between civilian and defense agencies, reducing the benefits of
collaboration. Finally, offshore wind projects are highly cost-sensitive, meaning that increased
requirements to install additional sensors can be viewed as burdensome.
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Recommendations

uropean approaches underscore several key points for the U.S. offshore wind industry and

national security authorities. Since evolving technologies and risks in the maritime domain

demand new methods to enhance maritime security, offshore wind infrastructure can
provide an additional layer of persistent data collection to bolster maritime domain awareness.
Achieving this will require moving from a risk-mitigation model to one in which the industry is
evaluated holistically both for risks and as a new force multiplier for national security. This report
proposes four lines of effort to unlock the potential of offshore wind infrastructure.

Establish Clear Lines of Ownership and Obligation for
Dual-Use Offshore Wind Infrastructure

Integrating technologies that can support maritime domain awareness and bolster national security
will run into the common challenges of dual-use infrastructure, namely how to manage overlapping
obligations and ownership claims between civilian and defense stakeholders. Making this
infrastructure more of a target, as discussed above, is one such challenge. Another is the natural
tension between project developers and operators on one side and national security authorities

on the other over the ownership of sensing equipment and data and the associated obligations to
manage and protect it.

Stakeholders will have to settle several questions as they develop dual-use arrangements so that
responsibilities are clearly assigned:
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= Ownership: Who owns and maintains dual-use sensors and technologies?

= Liability: Who is liable if a dual-use asset is attacked? Will insurers treat dual-use facilities or
infrastructure differently?

= Cybersecurity: Who is responsible for ensuring that any collected data is secure and
managed appropriately?

= Reporting Obligations: When are operators expected to share collected data? What are
the appropriate lines of communication between different stakeholders to ensure the timely
delivery and analysis of collected information?

= Maintenance: What parties are expected to maintain sensors, radars, and other additional
equipment? What are the financial obligations associated with this additional maintenance?

Additionally, the Royal United Services Institute found that companies collecting data often do

not know what information is relevant, at what level of detail, or to which authorities they should
report.” Clarifying these lines of reporting and responsibility is a necessary first step to unlocking
dual-use potential. Federal U.S. authorities should provide targeted guidance on what new and
existing data to report, in what detail, and to whom. This is particularly relevant in the near term:
Even without the addition of new or military-specific sensors and radars, offshore wind farms often
collect rich data sets that could add a new layer of persistent maritime awareness. Developing
appropriate guidance and channels for sharing this information with relevant federal authorities
would be an initial, low-cost step to build collaboration on national security.

Much of this collaboration depends on effective and rapid data sharing and clear guidelines for
directing reporting and responses. Data-sharing partnerships between offshore wind operators,
supply-chain companies, and defense authorities can build upon existing structures, including the
previously mentioned National Oceanic and Atmospheric Administration partnerships.

Incorporate National Security Enhancement into the Existing
Offshore Wind Review Process

Poland’s model demonstrates that clear requirements for security-enhancing measures can

bring sensors and radars onto offshore wind projects quickly. The Netherlands provides another
example by incorporating non-price criteria into the assessment and selection of offshore wind
bids, typically to advance environmental, economic, and industrial goals. A comparable criterion
for national security would encourage developers to identify what capabilities their projects could
support, rather than treating security solely as a constraint to be cleared.

The United States should adopt a similar approach to Poland’s, in which regulators and defense
authorities clearly identify opportunities to enhance national security and incentivize developers
to incorporate them into project plans. This should include a review process that weighs a project’s
potential security benefits alongside its risks, evaluating these factors as early in the review as
possible so developers can account accurately for the associated costs.
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The United States should build upon its existing national security review to shift from a risk
identification and mitigation model to a risk and opportunity model. Initial steps include:

= Reporting on Maritime Surveillance Gaps: DOD’s Clearinghouse, in partnership with
the authorities responsible for maritime security, should publish regular reports on (1)
gaps in maritime domain surveillance and (2) specific recommendations for technologies,
data-collection approaches, and collaboration with existing and planned offshore wind
projects. Reports should follow a set schedule and reflect input from defense and industry
stakeholders. Making surveillance gaps known up front would give developers a concrete
target and reduce uncertainty about what the government actually wants.

= Evaluating Proposed Projects on Their Potential Opportunities: Lessees currently must
submit a Construction and Operations Plan in the fourth phase of BOEM’s review process to
demonstrate that the project does not unreasonably interfere with other uses of the outer
continental shelf, including national security applications.”” Moving to an opportunity model
would require these plans to include an initial assessment of the sensing capabilities the
project already intends to include and any additional sensing it could support. BOEM should
also give developers an opportunity to propose national security enhancements earlier, such
as at the site assessment stage, so these can be built into design and cost planning.

= Reviewing Existing and Permitted Projects: For projects already leased or permitted, the
Clearinghouse’s gap reports should be used to identify which installations are best positioned
to host radars or other sensors. DOD could then offer voluntary retrofit opportunities through
agreements that cover installation, power, data sharing, and cost allocation.

= Implementing a Bidding Process: There is precedent in the United States to use the bidding
process for offshore wind to incentivize investments in areas outside of the scope of the project
alone. For instance, BOEM has offered bidding credits to incentivize project developers to invest
in workforce development and domestic supply chains.™ A “security features” bidding credit
could be implemented to encourage developers to include these features in proposed projects.

Strengthen Co-funding Mechanisms for Dual-Use Technologies

Developers remain wary of any additional requirements that could slow projects or add costs in an
industry with already challenging economics. In both Poland and Belgium, developers bear the cost
of additional sensors and security requirements while defense authorities manage the costs of data
and required responses. A similar co-funding model could better support maritime awareness and
security and more effectively deliver shared benefits.

Addressing radar interference has historically required project developers to contribute financially
to help the military or federal authorities adjust or upgrade radars in the vicinity of offshore

wind farms. For example, the five projects addressed in the 2026 pauses all agreed to pay at least
$80,000 each to assist in radar adjustments.” For the most part, funding for the deployment of
any additional hardware is determined through case-by-case negotiations between a developer and
relevant federal authorities.”
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Achieving an integrated sensing network that both addresses
any potential radar risks and effectively establishes zones of
persistent maritime domain awareness will require moving
away from ad hoc negotiated agreements and toward a broader
incentive structure.

Achieving an integrated sensing network that both addresses any potential radar risks and
effectively establishes zones of persistent maritime domain awareness will require moving away
from ad hoc negotiated agreements and toward a broader incentive structure. There are a number
of approaches that could offer effective cost sharing or incentives for integrating new sensors and
data-collection capabilities. For instance, the UK government purchased radar systems that would
clear the pathway for substantial offshore capacity. In the United States, DOD or DHS could evaluate
areas of particular benefit and offer financial support for new radars that expand maritime domain
awareness. Additionally, project operators could earn an operating fee for hosting additional
sensing capabilities, offering projects an additional stream of revenue (albeit on a much smaller
scale than typical income).

Build Regional Collaboration on Shared Infrastructure and
Sensing Zones

Unlocking the full potential of offshore wind infrastructure to enhance national security will
eventually require a systems-based approach rather than a project-by-project one. Building

a network of sensors, radars, and data sharing could enhance the effectiveness of persistent
maritime domain awareness and help mitigate costs borne by any one project or entity. Achieving
this will require coordination between the federal government, state governments, and offshore
wind developers.

Coordinating and planning a network approach to dual-use sensing and detection could draw on
regional approaches to offshore wind transmission. For example, the Northeast States Collaborative
on Interregional Transmission consists of representatives of nine East Coast states that work to
coordinate transmission and grid-expansion efforts with the U.S. Department of Energy. The
organization has worked on a variety of projects with the intention of better integrating shared
transmission priorities, coordinating both offshore and onshore infrastructure planning, and
establishing common technical standards for offshore transmission facilities.”

These lessons carry over to dual-use infrastructure. First, creating avenues for coordination and
planning could help integrate an individual project’s security capabilities into broader networks.
Second, although technologies that expand or add sensing capabilities on wind infrastructure are
numerous and growing, significant technical and integration questions remain. Creating industry
standards that define opportunities, technological capabilities, and integration of systems on
offshore platforms could reduce costs.
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Conclusion

he nature of risks to national security in the maritime domain is changing. Rapid advances

in autonomous vehicles, drones, and related technologies have left waters harder to surveil

effectively and made maritime infrastructure more susceptible to sabotage and attacks
from both state and nonstate actors. In Europe, Russian aggression against undersea cables and
energy assets shows that civilian infrastructure is now part of the contested space. Offshore wind
farms, built in waters where these threats demand better awareness, can help support needed
warning capabilities.

In the United States, the link between offshore wind infrastructure and national security has largely
been viewed with an eye toward identifying and mitigating potential risks. The regulatory process
to review and approve projects includes national security checks to identify conflicts over siting,
radar interference, and other issues of overlapping maritime use. To date, there has been little work
dedicated to identifying ways offshore wind infrastructure can instead benefit national security.

This is a missed opportunity. Offshore wind infrastructure offers a viable platform and private
partner in expanding the persistent collection of maritime data. Lessons from a number of
European countries demonstrate that a variety of sensors, radars, and data-collection approaches
can build on this infrastructure to bolster maritime domain awareness and support the safety and
security of offshore sites. Treating offshore wind solely as a risk to be managed leaves that value
untapped. By planning for dual-use capability from the outset, the United States can turn energy
infrastructure into a force multiplier for national security, one that strengthens surveillance and
warning in an increasingly contested maritime environment.
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Appendix

Ocean Zones and Maritime Infrastructure

ffshore wind development and offshore energy development more broadly fall under

the U.S. Outer Continental Shelf Lands Act, which defines the “outer continental shelf”

as submerged lands lying seaward of state waters over which the U.S. has jurisdiction,
control, and power of disposition for resource development.” The modern basis for maritime
zones is the international law of the sea, which is governed globally by the United Nations
Convention on the Law of the Sea (UNCLOS).” To date, the U.S. Senate has not provided advice and
consent for U.S. accession to the convention, but it is long-standing U.S. policy to “accept and act
in accordance with the balance of interests relating to traditional uses of the oceans [in UNCLOS]—
such as navigation and overflight,” and to view such provisions as generally reflective of customary
international law that binds all states.®® Additionally, in the United States, federal waters generally
begin beyond state territorial limits, which typically stretch 3 nautical miles (NM) from the coast.

UNCLOS divides the ocean into six different zones:?'

1. internal waters (i.e., waters landward of the baseline, usually the low-water line of the coast);

2. territorial sea (i.e., an area within 12NM from the baseline, within which a nation exercises
complete sovereignty over waters, airspace, and subsea land);

3. contiguous zone (i.e., a zone adjacent to and beyond the territorial sea between 12
and 24NM from the baseline, within which a nation is allowed to “exercise the control
necessary to prevent the infringement of its customs, fiscal, immigration, or sanitary laws
and regulations™);
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4. exclusive economic zone (i.e., a zone overlapping with the contiguous zone between 12 and
200NM from the baseline, within which a nation has sovereignty over natural resources and
man-made installations);

5. continental shelf (i.e., “the seabed and subsoil of the submarine areas that extend beyond [a
country’s] territorial sea throughout the natural prolongation of its land territory to the outer
edge of the continental margin,” or out to 200NM from the baseline, whichever distance
is larger, within which a nation has sovereignty over natural resources on or below the
ocean floor); and

6. high seas and deep ocean floor (i.e., all parts of the sea that are not included in the exclusive
economic zones, territorial seas, or internal waters of a country, as well as the seabed and
ocean floor and subsoil thereof, beyond the limits of national jurisdiction).

Figure Al: Maritime Zones Under International Law
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Source: “Maritime Zones and Boundaries,” National Oceanic and Atmospheric Administration, updated March 18, 2026, https://www.
noaa.gov/maritime-zones-and-boundaries.

Such maritime zones are of utmost strategic significance to the United States since they “directly
affect maritime operations by determining the degree of control a coastal State may exercise over
the conduct of foreign merchant ships, warships, and aircraft operating within these areas.”?

For instance, within its territorial sea, a nation exercises full sovereignty over the water, seabed,
and airspace. It can regulate foreign vessels but must respect their right of innocent passage
through another country’s territorial sea. Within contiguous zones, the coastal nation has limited
enforcement powers. It can, however, act to punish violations of customs, fiscal, immigration, and
sanitary laws, helping it detect and respond to certain threats before they reach the coast.
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