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Introduction

here is rising concern in the West that Russia could be ready to militarily attack NATO

countries by the end of this decade.! Crucial to this fear is Moscow’s defense industrial

reconstitution, as it rebuilds capacity and prioritizes specific weapons systems. In the
post-2022 period, to make up for battlefield losses and meet future demand, Moscow has expanded
its domestic arms production, putting defense enterprises at the center of this effort. While
production targets under the State Armament Program 2027-2036 remain undisclosed, official
statements highlight core strategic priorities. These include boosting defense industrial productivity
and vertical integration (i.e., consolidation of supply chains) across research and development
(R&D) and production; scaling manufacturing of autonomous and robotic systems and building
out unmanned forces; expanding artificial intelligence (AI) and advanced command and control
systems; strengthening electronic warfare (EW) capabilities; and promoting arms exports.?

Is Russia able to meet these goals? This report addresses that question by examining how stated
priorities translate into industrial practice. It finds that, after four years of war, Russia’s defense
industrial base has been significantly reshaped: It can adapt rapidly under combat conditions
by scaling production of weapons and systems that prove effective on the battlefield, combining
Soviet-style resource allocation with selective market mechanisms.

To evaluate these dynamics, the report focuses on five case studies that cover a broad cross-section
of Russia’s defense sector: four major, well-established defense enterprises—Uralvagonzavod,
Almaz-Antey, KRET, and Kalashnikov—and a new defense player, Ushkuynik. Together, these firms
play central roles in the design, production, scaling, and supply of key systems—tanks and other
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armored vehicles (Uralvagonzavod), air defense systems (Almaz-Antey), electronic warfare (KRET),
artillery and precision weapons (Kalashnikov), and drones (Ushkuynik). The report analyzes the
internal and external factors shaping their production dynamics—including historical background
and organizational structure, scale of production both before and after the full-scale invasion,
revenue and procurement patterns (where possible), labor constraints, and evolving networks of
foreign suppliers—and assesses what these trends imply for Russia’s ability to meet current wartime
and future reconstitution goals.!

After four years of war, Russia’s defense industrial base has
been significantly reshaped: It can adapt rapidly under combat
conditions by scaling production of weapons and systems
that prove effective on the battlefield, combining Soviet-style
resource allocation with selective market mechanisms.

With the exception of Ushkuynik, which was founded after 2022, all analyzed companies trace
their roots to the Soviet military industrial complex. One company is a direct descendant of its
Soviet predecessor (Uralvagonzavod), while others emerged in the 2000s and 2010s through

the consolidation of multiple Soviet-era defense manufacturers operating in related sectors
(Almaz-Antey, KRET, and Kalashnikov). The primary driver of that consolidation was the dire state
of Russian defense firms in the 1990s following the Soviet collapse—a period marked by a dramatic
reduction in state defense orders and funding that left many companies to decay and shed their
workforce.? To address this problem, in the early 2000s, the Kremlin initiated a federal program
aimed at reducing the size of Soviet-era defense entities by closing down some and amalgamating
the rest into larger defense holdings. As a result, defense conglomerates like Almaz-Antey and
Rostechnologia (later renamed Rostec) were formed.* Almaz-Antey developed outside the Rostec
structure, encompassing dozens of subsidiaries, while Rostec gradually absorbed Uralvagonzavod,
KRET, and Kalashnikov (among many other companies), along with their respective subsidiaries.

The case studies of Uralvagonzavod, Almaz-Antey, KRET, and Kalashnikov show that this integration

led to more adaptive functioning of Russia’s defense industrial complex pre-2022, creating an
effective base for the defense industrial expansion following the full-scale invasion.®

I Dara Massicot and Richard Connoly define reconstitution as “a process by which a military unit is restored to a sufficient

level of combat capability after sustaining losses in combat. Reconstitution is accomplished through replenishing a unit
with personnel, equipment, and other critical enabling components. Reconstitution begins during wartime and con-
tinues in the postwar period, as military and civilian leaders make procurement and recruiting investments to restore

wartime losses.” Note that this report addresses the weapons and equipment side of the Russian reconstitution question

and does not discuss issues with replenishing military personnel. Dara Massicot and Richard Connolly, Russian Military
Reconstitution: 2030 Pathways and Prospects (Carnegie Endowment for International Peace, September 2024), https://
assets.carnegieendowment.org/static/files/Massicot-Reconstitution-final_10-1.pdf.
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Three strengths of Russia’s defense industrial sector have stood out in the post-2022 period. First,
so far, it has demonstrated an ability to produce at the scale needed to sustain a war of
attrition. Russian firms are not waiting for long-term contracts, unlike Western firms, which tend
to require such financial guarantees in order to ramp up production. In addition to refurbishing
and fielding weapons from their large Soviet-era stockpiles, the analyzed companies have also
showcased capacity to expand production of battle-tested weapons systems, as well as to produce
more advanced systems, even in limited quantities. They have also doubled down on workforce
training programs to address labor shortages.

Second, and tightly linked to the first point, the urgency of meeting battlefield needs has
created pressures to adapt quickly. This has fostered a dynamic where Russia is constantly
testing, learning, and evolving its weapons and equipment, often against state-of-the art Western
systems, thereby improving their quality and performance. Almost all of the analyzed companies
have incorporated unmanned systems into their production lineup. Within the Kalashnikov
ecosystem, its subsidiary, ZALA Aero, exemplifies this dynamic by integrating frontline experience
into unmanned system design, producing increasingly advanced variants, including Al-enabled
solutions, and moving toward a more automated “kill chain.” Similar learning effects are reflected
in the improved performance of Almaz-Antey’s surface-to-air missile systems, as well as the
company’s post-2022 prioritization of drone manufacturing, and KRET’s efforts to adapt and
iterate EW systems.

Third, Russia has partially mitigated the stifling aspects of Soviet-era industrial production
by injecting elements of market competition into the defense sector. While these companies
and their subsidiaries often cooperate on system and component design and production, they

also often compete in emerging defense sectors, including the drone industry. For instance,
U.S.-based Russian military analyst Pavel Luzin has suggested that Rostec and Almaz-Antey will
likely compete for control of the drone manufacturing facility in the Alabuga Special Economic
Zone, as each seeks to dominate this sector.® External inputs also remain critical. Foreign actors—
notably China, as well as numerous states across the former Soviet region and Global South—
provide essential components to these factories, often rerouted from Western producers, helping
them sustain and expand production.

Thanks to these strengths, the Russian defense industry maintains significant capacity for the
scaling of production, along with wartime adaptation and iterative innovation, particularly with
regard to unmanned aerial vehicles (UAVs) and EW systems. When it comes to many critical
platforms—such as loitering munitions, air defense, EW, and low-cost UAVs—Russia seemingly has
the ability to maintain high levels of production, at least in the medium term. Of concern for NATO
is that in the near term this creates a defense industrial asymmetry between NATO and Russia that
is advantageous to Moscow. Russia’s defense industry will likely be operating at or near a wartime
operational tempo, while NATO’s defense industry may still generally be operating at a peacetime
tempo. This could give Russia the upper hand, at least in the immediate term, in a hypothetical
NATO-Russia clash. Russia’s asymmetrical strengths, including tolerance for high casualties,
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large-scale drone production, and effective tactical implementation of EW systems, could help the
Kremlin offset its conventional inferiority vis-a-vis the Western alliance in the near term.

That being said, Russia’s strengths should not be overestimated. In a recent interview, the head

of Sweden’s Military Intelligence and Security Service, Thomas Nilsson, emphasized his agency’s
conviction that the Russian defense industry remains rife with corruption and dependent on
state-backed lending in a context of economic stagnation.” This report’s findings echo these
concerns, with labor shortages and opportunities for corruption particularly apparent. But despite
these major issues, the Russian defense base continues to press ahead, adapting to challenges,
leveraging deep resources, and integrating market incentives into the legacy Soviet industrial base.
As the saying goes, Russia is never as strong as one fears, but never as weak as one may hope.

The report’s findings are grounded in extensive desk research, drawing on statements from top
Russian state officials, announcements issued by the analyzed companies and different Russian state
agencies and Russian and Western academic, industry, and policy journals. These sources are used
inductively to draw broader conclusions about the trends uniting the five company cases. Further,
the report incorporates takeaways from a CSIS expert workshop and one-on-one interviews with
analysts of the Russian defense industry and economy, which helped the authors identify overall
trends underpinning Russia’s defense industrial sector and determine the list of defense companies
examined in this report. Finally, where possible, the report includes unique analyses of satellite
imagery and Russian customs and procurement data."

Several caveats are, however, in order. Many claims about production increases and capability
gains—presented by the authors of this report, as well as found in relevant Western analyses—rely on
Russian official or state-linked sources and should be treated with caution, as such figures are most
likely overinflated, selectively reported, and/or politically motivated. As such, they are best treated
as indicative rather than definitive and, where possible, cross-checked against customs records,
satellite imagery, Russian procurement data (which also comes with limited visibility), and other
observable trends. In addition, the macroeconomic outlook underpinning defense production

may be more vulnerable than official sources suggest, particularly given the opaque structure of

I This study analyzes 78,520 deduplicated procurement contracts spanning 2019-2026, matched to 352 Russian INNs
(unique taxpayer identification numbers) across five defense entities—Uralvagonzavod, Almaz-Antey, KRET, Kalashnikov,
and Ushkuynik—along with their named affiliates. Two application programming interface (API) sources were used:
the clearspending API (which carries 2019-2025 records) and the gosplan v2 REST API (covering 2024-2026 records).
These sources are merged at the row level using contract_id. Intragroup financing contracts (OKPD2 prefix 64, cover-
ing treasury operations between holdings and their financial partners) are filtered out upstream as non-procurement,
even though they appear in the procurement data; approximately 243 such contracts, worth roughly 502 billion rubles,
were excluded. Entity-level analysis uses EGRUL (EqyHblii rocyjapCTBEHHbIN peecTp opuandeckux jiy/the Russian
Federal Tax Service registry) for incorporation dates, OGRN, OKVED activity codes, and registered regions, covering
333 of 352 in-scope INNs (95 percent) for incorporation date, 321 of 352 (91 percent) for OKVED. Where direct queries to
egrul.itsoft.ru hit rate limits, secondary sources (zachestnyibiznes.ru and sbis.ru) were used to backfill the gaps. A key
caveat is the “visibility cliff”: Russian Government Decree 301 of 2022 authorizes customers to redact defense-adjacent
procurement records, producing a sharp drop in visible contract counts from 2022 onward (with a roughly 50 percent
spend drop in 2022 and an additional 97 percent drop in 2023).
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military financing and reliance on state-backed lending. The ability of state-owned defense firms to
deliver ultimately depends on the state’s capacity and political willingness to continue channeling
resources to these firms, despite mounting fiscal pressures, debt burdens, and increasing strain on
civilian segments of the economy.®

The report opens with a synthesis of the study’s key takeaways, followed by five chapters,

each providing an in-depth examination of each selected company’s historical background,
organizational structure, post-2022 performance, key products and production figures, and current
challenges—ultimately drawing on these indicators to assess each company’s continued ability to
respond to Russia’s current and future reconstitution needs. The conclusion draws out implications
for NATO in light of Russia’s defense industrial sector remaining on a wartime footing and its
ongoing adaptation and reconstitution trajectory.
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Key Takeaways

The following points capture the research team’s central findings:

1. Consolidation accelerated under wartime pressures: Since the 2000s, the Russian
leadership has driven a program of consolidation and vertical integration within the
defense industry by combining various firms focused on design, R&D, production, and
procurement into large holding companies under state control. Two of these conglomerates
are Almaz-Antey and Rostec, the latter of which controls roughly two-thirds of the Russian
defense industry, including major firms discussed in this report—Kalashnikov, KRET, and
Uralvagonzavod.® In the post-2022 period, Almaz-Antey, Kalashnikov, and KRET have shown
evidence of accelerated consolidation, incorporating or coordinating smaller players from
related fields. The synergies and synchronization from continued consolidation are central
to the Kremlin’s ongoing reconstitution efforts."°

The Kremlin is unlikely to allow important defense firms to fail, as
Putin’s regime has repeatedly intervened to rescue key strategic
industries. The main risk is therefore not individual firms going
bankrupt, but mounting financial strain within state-tied banks,
increasing the risk of future bailouts and the crowding out of
civilian sectors of the economy.
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State-backed financing linked to expansion, not profits: Given the lack of consistent
profitability within the Russian defense sector (with official regulations capping firms’ profit
margins), this metric cannot be used as the main indicator of performance.! Instead, the
sector is sustained through direct budget support and state-subsidized lending, much of
which is classified. By some estimates, the scale of state-backed corporate borrowing in
Russia is estimated to have ballooned to over $446 billion, with much of that money directly
and indirectly supporting Russia’s war effort in Ukraine." Certain Soviet-era practices appear
prevalent, including regulated prices, soft budget constraints, and prioritization of output,
though coordination occurs through financial and contractual mechanisms, rather than
centralized, command-style planning.”? The Kremlin is unlikely to allow important defense
firms to fail, as Putin’s regime has repeatedly intervened to rescue key strategic industries.
The main risk is therefore not individual firms going bankrupt, but mounting financial strain
within state-tied banks, increasing the risk of future bailouts and the crowding out of civilian
sectors of the economy.

Capacity expansion after 2022: CSIS open-source research identifies capacity expansion
across several key Russian defense firms since 2022. Satellite imagery identified noteworthy
infrastructure expansion at both the Kalashnikov production site in Izhevsk and the Obukhov
plant owned by Almaz-Antey. Additionally, procurement data, while increasingly censored
since 2022, indicate plans for and commitments to facility expansion, including signed
construction contracts, across multiple defense holdings and suppliers. While some firms,
like Uralvagonzavod, may be hitting expansion limits, others, such as Kalashnikov and
Almaz-Antey, report growth.

Ongoing UAV-driven innovation: The Russian defense industry has embraced the drone
revolution in warfare. New players like Ushkuynik specialize in drone production, and
legacy firms like Kalashnikov, Almaz-Antey, and even Uralvagonzavod increasingly lean into
the development of unmanned systems, including the innovative integration of applied Al.
Open-source research suggests expanded UAV production at existing plants, along with the
creation of new entities specializing in UAV development. Combined with Russia’s expanding
experience in drone warfare, EW, and attritional combat, this may give the Kremlin a
temporary asymmetric advantage before NATO can sufficiently increase production of
ammunition, air defense systems, drones, and counter-UAV capabilities.

Multiplying training programs in the face of a chronic labor shortage: Russia’s
chronic labor shortage (both skilled and unskilled), exacerbated by wartime conditions,
has fueled inflation and constrained defense industrial expansion. Major regime figures
continue to highlight the manpower challenge, and all of the analyzed defense firms have

Official regulations cap firms’ profit margins at around 1 percent on “brought-in” costs (i.e., costs for goods or services
from outside suppliers) and 20 percent on firms’ own costs (or up to 25 percent, in some cases). “Hopma npu6suin

10 TOCYAAPCTBEHHOMY 060poHHOMY 3aka3y” [Profit norm under the State Defense Order], Consultant.ru, https://
www.consultant.ru/law/podborki/norma_pribyli_po_gosoboronzakazu/; Nureev and Busygin, “Economic Sanctions™;
and “Meeting with CEO of Rostec State Corporation Sergei Chemezov,” Kremlin.ru, August 7, 2023, http://en.special.
kremlin.ru/events/president/news/71993.
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expanded training programs and the labor pools they recruit from—including junior workers,
prisoners, and veterans.”® Reportedly, the defense sector added 600,000-700,000 workers
from 2023 to 2024, bringing total employment to 5 percent of the workforce at 3.8 million
laborers. However, these figures remain below state targets." In response to labor shortages,
all companies analyzed in this report have established or expanded in-house training
facilities, as well as cooperation with secondary and higher education institutions, to build a
younger workforce pipeline.

Prioritization of military over civilian production: While the Kremlin has spent years
encouraging defense firms to diversify their businesses by expanding into civilian sectors,
since 2022, state firms appear to have consistently prioritized war-related production.®
However, over the long term, defense firms will likely try to maintain a presence in the
civilian economy to diversify their revenue streams, with drone producers best positioned to
leverage their war-related expertise after a hypothetical return to peacetime.

Dependencies on imported components mitigated through sanctions circumvention:
All analyzed defense firms, despite publicly pledging to decrease external dependencies,
remain heavily reliant on foreign-produced critical components.’ Sanctions continue to
hinder expansion by gumming up supply chains and raising procurement costs, though firms
have increasingly adapted through circumvention networks. Russian defense firms exploit
opaque and multilayered corporate structures and inconsistent sanctions enforcement

to procure restricted goods through intermediaries in China, Hong Kong, and other
jurisdictions. Customs data reviewed by CSIS also identifies India as a possible supplier of
critical electronics. The persistence of these networks is illustrated in recent CSIS research
showing that about half of the Al-enabling components retrieved from downed Russian UAV
systems originate from U.S. firms."”

Marketing combat-tested weapons and equipment to customers in the Global South:
With Russian arms export data now largely classified and few new arms deals reported

in open sources, assessing the scale of Russia’s post-2022 export portfolio is difficult.
Given the prioritization of domestic defense orders amid labor shortages and sanctions
pressure, Russia’s arms exports are unlikely to return to pre-2022 levels any time soon.
However, Russian UAV and applied Al technologies continue to be battle tested in Ukraine,
generating growing interest among foreign states, particularly in the Global South. At least
some analyzed firms, including Almaz-Antey and Kalashnikov, have actively marketed
their battle-tested weapons and equipment at international arms exhibitions. Iran’s recent
successes using technologies and tactics honed in the Russia-Ukraine war will likely only
increase this interest.

Defense industrial adaptation and reconstitution through scalable systems: The
company case studies in this report demonstrate the Russian defense industry’s significant
capacity for adaptation and the sector’s evolution toward a focus on attritional warfare
and the production of low-cost, scalable systems. Russia appears capable of maintaining
high levels of production for selected systems like precision-guided munitions, air defense,
and EW for the foreseeable future. That allows the Kremlin, for now, to maintain its
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current pace of expenditure in Ukraine while rebuilding reserves—albeit without signs of

a strategic large-scale penetration of Ukrainian lines. Low-cost attritional capabilities like
UAV production are increasingly emphasized, whereas legacy heavy platforms like tanks
are decreasing in importance. In the context of a hypothetical conventional clash with
NATO, Moscow, while remaining the weaker party, would seek to erode NATQ’s superiority
asymmetrically—through mass attrition, potential tolerance for heavy casualties, extended
drone use, and contestation of the electromagnetic spectrum.
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Uralvagonzavod

Synopsis

Uralvagonzavod (UVZ) remains Russia’s sole manufacturer of main battle tanks today. Following
the Soviet collapse, UVZ faced near-bankruptcy from the 1990s through 2016 despite significant
civilian production, state cash injections, subsidized private loans, and foreign sales. Rostec’s 2017
acquisition revitalized UVZ, enabling the concern to increase production capacity.

Since Russia’s full-scale invasion of Ukraine, UVZ has significantly ramped up modernization

of legacy armored vehicles and, in some cases, also increased new production, shifting to 24/7
operations and expanding its workforce while reducing civilian production. Although combined
new and refurbished T-90M output has reportedly risen to about four times prewar levels, most
tanks deployed to active armored units have come from refurbished Soviet-era stockpiles (like the
T-72 variants) rather than new manufacturing. Modernization and reactivation of stored platforms
rather than large-scale new production have therefore remained central to Russia’s wartime
armored reconstitution effort.

Still, corruption, depletion of readily reconditioned reserves, sanctions-driven cost increases, and
lower quality of foreign and domestic substitution of critical tools and components seem to have
impacted UVZ, increasing dependence on Chinese suppliers and alternative procurement channels.
Arms exports decreased after 2022 as war production reached capacity. Accordingly, while UVZ
may continue to modernize its existing tanks based on battlefield lessons, mass production of
advanced new tanks will likely remain constrained, thus limiting Russia’s ability to rebuild its
armored reserves.
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BACKGROUND

Uralvagonzavod was founded in Nizhny Tagil, in Russia’s Ural region, in 1936, and, by the end of
World War II, became the world’s largest producer of main battle tanks (MBTs)."® In the decade
before the collapse of the Soviet Union, UVZ produced an estimated average of 4,000 tanks per
year.”” Throughout the 1990s, Uralvagonzavod faced severe financial difficulties and tank production
rates plummeted to fewer than 30 per year.?’ The large inheritance of Soviet stockpiles, together
with the protracted economic crisis of the 1990s, meant that the Ministry of Defense (MOD)
awarded only limited orders for new tanks.? The company adapted to reduced defense orders by
increasing civilian production, mostly of railcars.?? UVZ’s ability to secure key contracts for the T-90
MBTs throughout the 1990s and early 2000s helped it avoid bankruptcy, with the T-90 becoming a
“lifeline” for Russian tank manufacturing.*

In the mid-2000s, Uralvagonzavod experienced a state-supported recovery driven by defense
orders and exports, but remained financially fragile and dependent on government demand,
including injections of state funds, private loans, and other interventions.?* For example, UVZ
received extensive state support after the 2008 financial crisis, including billions of rubles in
guarantees, debt restructuring, and investment funding.? Despite this assistance, by late 2016
the company again faced financial strain due to a sharp reduction in railcar demand, mounting
debt (nearing 200 billion rubles, or $3 billion at that time), sanctions following the 2014 Russian
intervention in Ukraine, and declining revenues.? Against this backdrop, President Putin issued a
decree in December 2016 that led to Rostec’s acquisition of UVZ in 2017.%

ORGANIZATIONAL STRUCTURE

By the late Soviet period, tank production was divided between four major plants: Uralvagonzavod,
Omsktransmash, Kirov Plant, and Kharkiv Malyshev Plant. After the dissolution of the Soviet Union,
Russia’s only manufacturers of MBTs were Uralvagonzavod and Omsktransmash. The latter went
bankrupt and was absorbed by UVZ in 2004. Of the other two, Kharkiv’s Malyshev Plant remained
Ukraine’s main tank producer, while Kirov Plant exited tank production and refocused toward
civilian and heavy engineering activities.?

Today, Uralvagonzavod comprises more than 40 industrial companies, research institutes, and
design bureaus, producing a wide range of products, including metallurgical goods, railcars,
diesel engines, armored vehicles, engineering equipment, and protective gear.® UVZ is generally
considered a vertically integrated manufacturer of tanks and armored vehicles, but some critical
components—like main gun barrels and gunner’s sights—are manufactured outside the concern.*°

Uralvagonzavod’s key production facilities are clustered in Rubtsovsk, Volchansk, Nizhny Tagil,
Omsk, and Chelyabinsk. Rubtsovsk is home to the 163rd Armored Repair Plant (BTRZ), which
overhauls BMP-2 infantry fighting vehicles.?' Volchansk is where UVZ produces the Tucha
grenade-launching system, which is used to create a protective smoke screen to mask armored
vehicles.*? The plant in Nizhny Tagil, the main UVZ production site, remains the core of Russia’s
tank production and modernization, being effectively the only facility capable of producing

new MBTs (T-90Ms) and conducting large-scale upgrades (for instance, for the T-72 series).*
Omsktransmash modernizes the T-80 series, but reserves are nearly exhausted (see Table 1), and the
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factory has proved unable to revive long-dormant T-80 manufacturing lines.?* Chelyabinsk Tractor
Plant-Uraltrac (ChTZ-Uraltrac) manufactures V-92S2 diesel engines for T-90Ms and T-72B3s.*
Other armored tank repair plants (BTRZs 103, 61, and 81) focus on refurbishing older vehicles and
operate at lower technological and production capacity, though they contribute meaningfully to
overall output.3®

In the post-invasion period, UVZ has undertaken efforts to modernize its Nizhny Tagil facilities,
as reflected in at least 183 visible tenders reviewed by CSIS, including major investments in
upgrading armored hull production infrastructure and acquiring new industrial equipment (e.g.,
shot-blasting systems).?” While UVZ’s continued issuance of multimillion-dollar tenders suggests
ongoing expansion and modernization of production capacity, a more substantial increase in new
tank output would still require much larger investments in new assembly lines and significantly
greater acquisition of advanced machinery.*® UVZ claimed in August 2025 to have introduced
more than 500 pieces of modern manufacturing equipment since 2022, but as Dara Massicot and
Richard Connolly conclude, “to build more quickly, Russia would either need to build or convert
new factories, take existing factories temporarily offline to retool them, or import armored
equipment from abroad.”*®

In 2023, Rostec transferred four enterprises (Uraltransmash, Plant No. 9, Central Research Institute
of Metallurgy and Materials, and Central Research Institute Burevestnik) out of Uralvagonzavod to
NPK Techmash (under JSC Technodynamika) to consolidate self-propelled artillery production.*°
The transfer created a vertically integrated structure, with Technodynamika controlling the

full artillery production cycle from barrels to munitions, while refocusing UVZ on armored

vehicle production.*

POST-2022 PERFORMANCE

Since 2022, production has increased significantly, though production estimates vary;
manufacture of new T-90M MBTs alone has reportedly increased by 200-400 percent compared
to prewar levels, while thousands of older models from reserve stores have been refurbished (see
below).*? Prime Minister Mikhail Mishustin’s 2023 claim that tank production had tripled since
early 2022, alongside Rostec CEO Sergei Chemezov’s assertion of a sevenfold increase, have been
linked to UVZ’s transition to a three-shift, 24/7 work schedule in late 2022.** According to official
reports (though these claims are difficult to independently verify), UVZ received a state order for
400 tanks “shortly after the Ukraine War started,” and tank production lines had a “full load of
work” up to 2024.*

In 2022, UVZ’s main plant in Nizhny Tagil shifted its capacities toward military output. Procurement
data analyzed by the authors provide limited but suggestive evidence of continued industrial
activity at NPK Tagil following the invasion. Visible spending on metal inputs remained substantial
in 2022 and was heavily concentrated at the company’s principal tank-production facility. Visible
procurement focused on basic iron and steel, rolled metal, forgings, stampings, blanks, and cast
iron, commonly used in tank hulls, turrets, and armor production.
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According to some estimates, the volume of finished products intended for military or defense
industrial base customers shipped from Nizhny Tagil more than tripled between 2021 and 2023,
from 12,000 to 37,000 tons, and has remained relatively steady since. The share of finished
products intended for military or obscured customers increased between 2021 and 2024 from

21 percent to 66 percent. Both the absolute volume of finished products delivered to frontline
recipients and the share of total throughput rose from 2022 to 2023 while volumes sent to repair
facilities remained constant, suggesting that repair facilities may have been operating at maximum
capacity even early in the conflict.*® It is possible that some repair capacities were created at

or near storage sites in order to expedite replacement of armored losses and “ship functional
equipment directly to the front” during this period, but in 2024 shipments to legacy repair facilities
and to front-adjacent clusters decreased (to 36 and 46 percent, respectively) in conjunction with
depletion of reserves.*¢

A decree by President Putin issued in 2017 set an ambitious target for Rostec to increase the share
of dual-use and civilian goods output to 50 percent by 2025.4” The intent behind this decision was
to diversify Rostec’s, as well as its subsidiaries’, peacetime portfolio and increase their revenue
streams. By early 2022, the conglomerate nearly met this goal, reaching 45 percent; however,
following the post-2022 wartime shift, the share decreased to 35 percent by 2024.¢ For example,
UVZ freight car output declined by 47.8 percent in 2022, linked to UVZ’s state defense order
load.* While some reports have claimed that the company has introduced “more than 500 units
of new equipment” for civil and special-purpose production since 2022, UVZ’s civilian production
has clearly suffered. By 2025, UVZ freight car production fell to 8,200 units (15.6 percent

market share and overall fourth place among rolling stock producers), down from over 24,000
annually in 2011.%°

Despite reports of sharp decreases of Russian arms exports ($14.6 billion in 2021 to $3 billion in
2023), Uralvagonzavod has exhibited its products at international arms expos throughout the
Middle East and Southeast Asia. In April 2026, Uralvagonzavod publicly displayed footage of an
April 2000 mobility test of the T-90S in the jungles of Malaysia for the first time, boasting the
tank’s performance despite outside air temperatures exceeding 40 degrees Celsius (104 degrees
Fahrenheit).” This came as UVZ announced its readiness to offer Malaysia a flexible cooperation
agreement to include assembly and full service support of the T-90MS (an export variant of the
T-90M).*? The offer is part of broader efforts to increase exports and reinforce cooperation with
Southeast Asian partners.>

Production

TANKS

Tanks played a significant role on the battlefield early on in Russia’s full-scale invasion of Ukraine.>*
As of 2026, Russia continues to deploy tanks when Ukraine’s drone defenses are degraded, but their
battlefield presence is greatly reduced.® Many tanks are being used as supplemental artillery rather
than for mobile armored assault.>
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Despite claims by Russian high-ranking officials regarding
multifold increases in tank production, most tanks deployed in
Ukraine since 2022 have been reactivated.

Despite claims by Russian high-ranking officials regarding multifold increases in tank production,
most tanks deployed in Ukraine since 2022 have been reactivated (i.e., either deployed to units or
sent for refurbishment) from reserve stockpiles of older Soviet-era platforms rather than newly
built.” As a result, since 2022, tank reserves, maintained across at least nine storage facilities, have
notably declined.*® By October 2025, approximately 4,800 of 7,342 prewar tanks had reportedly
been reactivated.® Although this drawdown does not directly match battlefield losses (estimated
at above 4,300 by 2026), combined with production data it serves as a useful proxy for Russia’s
capacity to sustain armored forces.®° Table 1 summarizes the reduction in Russia’s visible reserves.

Table 1: Comparison of Russia’s Prewar and Current Visible Main Battle Tank
Reserves

Designator Prewar Stocks January 2026 Stocks Net Change
T-55 313 112 201
T-62 1,897 784 1,113
T-64 752 449 303
T-72/T-72A 1,142 452 690
T-72B 1,478 188 1,290
T-80 1,648 141 1,507
T-90 112 0 112
Total 7,342 2,126 5,216

Source: David Axe, “Russia Is Running Low On Tanks. So Why Are A Thousand First-Generation T-72s Still Sitting In Storage?,”
Forbes, July 7, 2024, https://www.forbes.com/sites/davidaxe/2024/07/07/russia-is-running-low-on-tanks-so-why-are-a-thousand-
first-generation-t-72s-still-sitting-in-storage; Dmytro Shumlianskyi, “Russia Has Depleted Its Tank Stocks: The Industry Is Not
Covering Combat Losses,” Militarnyi, March 30, 2025, https://militarnyi.com/en/news/russia-has-depleted-its-tank-stocks-the-
industry-is-not-covering-combat-losses/; and; Covert Cabal, “The Last Remaining ‘Large’ Stock of Tanks - T-62: The Last Hope,”
YouTube video, January 23, 2026, https://www.youtube.com/watch?v=wCeAW_KWcWQ); and Mukhina, “Only 35% of Russia’s Strategic
Tank Reserves Remain.”

The tanks that remain in storage—many over 50 years old, exposed to decades of harsh conditions
and, thus, often requiring significant technological upgrades and expensive refurbishment—are in
varying states of disrepair.®! Higher-quality and more modern vehicles have largely already been
drawn down, forcing reliance on older, harder-to-modernize stocks. As accessible reserves are
depleted or degraded, refurbishment is becoming increasingly complex and costly.%

Estimates of prewar tanks in active units range from 2,840 to 3,200.5 While Table 1 does not
capture the ratio of newly produced versus reactivated tanks deployed in Ukraine, it illustrates that
Russia has drawn extensively on reactivated T-72, T-80, and T-90 variants to replenish battlefield
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losses over the course of the war, sometimes supplemented by even older tanks such as the
T-55 and T-62.54

T-55: Serial production of the T-55, which is based on the T-54, began in 1958, and over the course
of 21 years, Soviet factories produced more than 23,000 T-55s of all variants.®* Today, 70-year-old
T-55 MBTs from storage are refurbished and modernized at Omsktransmash.®® As shown in Table 1,
only 112 T-55 MBTs are estimated to remain in storage, meaning that these tanks will likely not play
any significant role in Russia’s future conflicts.

T-64: The T-64 was introduced to service in the Red Army in 1967. The T-64 and its variants

were almost exclusively produced at the Malyshev Factory in Kharkiv, Ukraine. Russia retained
approximately 4,000 T-64 MBTs, of which 752 survived in 2022 in various states of disrepair. Today,
Ukraine continues to update and employ T-64s, but Russia is not able to refurbish and modernize
most of its remaining stock due to extensive overhaul requirements and lack of access to spare
parts.’” The T-64 will effectively play no role in Russia’s future conflicts.

T-62s: The T-62M, introduced in 1983, is an upgraded version of the second-generation T-62—
originally fielded in 1961 as an evolution of the T-55. It is reportedly refurbished and upgraded at
the 103rd BTRZ in Atamanovka, an UVZ subsidiary.5® Reports in October 2022 indicated that the
BTRZ received a contract to refurbish and modernize 800 T-62 tanks over three years, making it
the primary facility for T-62 modernization.”® Estimates from September 2023 suggest an output
of roughly 7-17 tanks per month—equivalent to 252-612 over three years—indicating the plant was
unlikely to fulfill the contract on schedule.”

T-72s: UVZ has not manufactured T-72-series tanks from scratch since 1992, but has refurbished and
modernized existing T-72s, T-72As, and T-72Bs.” Between February 2022 and February 2026, 1,980
T-72s were visually confirmed as removed from storage for refurbishment and delivery to active
units.” As many as 200 T-72B3M units (a modernized variant featuring upgraded optics, engine, and
armor, introduced in 2014) were refurbished in 2024 alone.™ By early 2026, UVZ reportedly began
drawing down remaining T-72 reserves, including 452 of the older T-72 “Ural” model.”” Around the
same time, it shifted toward modernizing older T-72A hulls (manufactured between 1981 and 1985 and
mostly stored in open-air lots), a more complex process requiring substantial upgrades to electronics,
chassis, autoloader, and protection systems; partially modernized variants were already observed in
service in 2024.7 Intercepted documents further suggest, albeit with lower confidence, that Russia
plans to overhaul and modernize over 800 T-72 MBTs into the T-72B3M configuration by 2036.”

T-80s: The T-80BVM, the most advanced variant of the third-generation T-80, was developed in
the 2010s and first appeared during the 2017 Zapad exercise.” Despite a 2023 announcement by
UVZ General Director Aleksandr Potapov that Omsktransmash would resume production of new
T-80 tanks, the plant remains focused on modernization, and efforts to restart serial production
in Omsk have stalled since then.”™ Since 2017, Omsktransmash has been overhauling older
variants of the T-80 from storage to the T-80BVM standard.®® Upgrades include an improved main
gun, autoloader, reactive armor, fuel economy, gunsights and protection against FPV drones.®
Estimates of modernized T-80 output vary widely. On the high end, Omsktransmash may have
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increased annual output of T-80BVM units (mostly modernized T-80BV and T-80U) from 40 in
2022 to as high as 400 in 2024.%? On the low end, Omsktransmash may have produced only 150
T-80BVM units in 2024.8° Regardless, approximately 1,507 T-80 series tanks have been withdrawn
from reserve bases since 2022.

T-90s: As of March 2026, the T-90M is the
only main battle tank Russia is producing from
scratch.® First introduced in 2017, the T-90M is
a deeply modernized variant of the T-90 (itself
a third-generation design derived from the
Soviet-era T-72), featuring an upgraded turret,
fire-control system, sights, armor, and engine,
and benefiting from mature production
infrastructure and the reuse of existing hulls.%
Russia entered the war in Ukraine with about
65-85 T-90M tanks as well as approximately 112
T-90 and 270 T-90A MBTs.®¢ All prewar stores
of T-90 and T-90A were sent either to active
Russian T-90M tanks displayed during a rehearsal ~ units or to Nizhny Tagil for modernization

for the Victory Day parade in St. Petersburg by June 2025.8 Annual production of new

on May 3, 2025. and refurbished T-90M MBTs has increased
since 2022, though estimates vary widely.%8
Earlier estimates by Conflict Intelligence

Team suggested that Russia manufactured about 20-30 new tanks in 2024, while the IISS estimates
total T-90M output at 60-70 in 2023.%° More recent assessments indicate a significant expansion

in production. IISS reports estimate an increase of 500 T-90Ms in Russia’s arsenal between 2024
and 2026, coming out to 250 T-90Ms per year. Ukraine’s Defense Intelligence estimates that Russia
could produce up to 250 newly built T-90M hulls annually by late 2025, while Janes assesses current
production at approximately 150-200 new tanks per year.*

Photo: Olga Maltseva/AFP via Getty Images

Leaked Uralvagonzavod planning documents indicate targets of over 400 T-90M/T-90M2 units
annually by 2028-2029 and 1,783 units overall between 2026 and 2036, though the precise status
of the “T-90M2” designation remains unclear.” In June 2026, Rostec announced further upgrades
to the T-90M based on battlefield feedback from Ukraine, including enhanced EW capabilities and
additional protective features.*

T-14: The T-14 was originally conceived as a highly automated, next-generation (often described

as fourth-generation) main battle tank designed for network-centric warfare.” UVZ also produced

a small pre-series batch of roughly 20 T-14 Armata tanks between 2015 and 2018 out of an initially
planned 2,300, none of which have fully demonstrated the platform’s intended capabilities.** T-14s
have been virtually absent from the front lines in Ukraine, with Rostec CEO Chemezov claiming that
the system is “too valuable” to lose. However, the Kremlin-affiliated media outlet TASS has reported
on the very brief, experimental deployment of Armata on the battlefield, alleging that the vehicle
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has been “finalized” as a result of this experimental use.®> UVZ’s inability to manufacture T-14s in
higher quantities may change once the war is over. Yet, considering the concern’s limited capacity
when it comes to producing older tank versions from scratch, it is unlikely that the T-14 production
will reach the intended levels of several thousands in the years to come.

ARMORED VEHICLES

BMP-T Terminator: Besides MBTs, Uralvagonzavod produces low quantities of BMP-T Terminator
and BMPT-72 Terminator II tank support vehicles on the T-72 and T-90 chassis. The Terminator was
designed in response to heavy losses of armored units in Chechnya and features anti-tank guided
missiles (ATGMs), a 30 mm autocannon, a grenade launcher, and a coaxial 7.62 machine gun, giving
it greater lethality.* The Terminator was first delivered to the Russian army in 2018 and is claimed
to incorporate unspecified technologies from the T-14 Armata.*” By 2022, only 10 of the vehicles
had been delivered to active units, and by 2025 a total of 19 BMP-T vehicles had entered active
service.”® The Terminator suffers from supply chain issues (see below). Altogether, it appears that
Uralvagonzavod prioritizes MBTs and other vehicles over the BMP-T.

TOS-1A: The TOS-1A Solntsepek is an upgraded version of the TOS-1 Buratino heavy flamethrower
built on the T-72/T-90 chassis by Omsktransmash. Introduced in 2001, it is equipped with 24
launchers for its 220 mm thermobaric rockets, which can engage targets from 400 m to 6 km.* In
2023, it was reported that 50 TOS-1A and TOS-2 (a 2020 successor to the TOS-1A built on a three-axle
truck chassis in unknown quantities) heavy flamethrowers were present in active units.'°® By 2024,
reports estimated that 55 TOS-1A units were active in the Russian army.' In April 2024, during an
official visit by Sergei Shoigu, Uralvagonzavod officials announced that production of the TOS-1A
had increased 250 percent over the previous year.'*

UBIM: The first delivery of Uralvagonzavod’s Universal Armored Engineering Vehicles (UBIM) was
announced in March 2026.'% The vehicle is based on the T-90M and is “equipped with a bulldozer
blade, a crane boom with a maximum lifting capacity of 7500 kg, [and] an excavator bucket or

a hydraulic hammer.”"** The UBIM “combines the functions of three specialized vehicles: BREM
(armored repair and evacuation vehicle), IMR (engineering clearance vehicle), and BMR (armored
demining vehicle).”'% It is designed for recovery, obstacle clearing, and anti-mine operations in
combat conditions. Production numbers are unknown.

UNMANNED ARMORED VEHICLES

UVZ also appears to be investing in its robotic land warfare capabilities. At the 2018 Azerbaijan
International Defence Exhibition, Aleksandr Potapov announced that design work for a new robotic
assault complex based on the T-72B3 chassis had begun.!°

In July 2025, UVZ published on social media a video of its optionally crewed tank, dubbed the T-72
Shturm, along with its command vehicle.!”” The video ostensibly depicts the first demonstration
of the Shturm complex, alternatively known as the Heavy Assault Robotic System, in its full
configuration. The command vehicle appears similar to the BMO-T heavy tracked armored
personnel carrier and is designed to remotely operate a platoon of Shturm tanks in fortified
urban environments and other high-risk operations.!® It is estimated to be capable of controlling
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a platoon of three robotic tanks at distances of up to three kilometers.'®® Whether the combat

and command vehicle prototypes are fully operational in remote mode is unknown, as the 2025
demonstration included at least one crewed Shturm vehicle. The complex has not yet been tested in
combat conditions.

Challenges

LABOR SHORTAGES

Since 2021, Uralvagonzavod has expanded recruitment and implemented multiple wage hikes,
including a 12 percent increase in May 2023 followed by a reported 28 percent increase in August
2024, exceeding the national average nominal wage growth of roughly 22 percent."° In 2021,
Uralvagonzavod employed around 20,000 workers in Nizhny Tagil, adding over 5,000 employees
in both 2023 and 2024. A 2026 release by OSINT Varta estimates the workforce at 38,685 in Nizhny
Tagil, with 8,836 at Omsktransmash and 724 at the 103rd BTRZ.™

Yet, despite an increased workforce, labor shortages persist, suggesting structural constraints rather
than simple supply deficits. During a February 2024 visit to Nizhny Tagil, Putin acknowledged
workforce shortages and training bottlenecks at UVZ, which faces a shortfall of nearly 1,500

skilled workers."? Official vacancy data show 256 open positions as of April 2026, many of them
long-standing, with similar shortages across other armored vehicle plants such as Omsktransmash
and Kurganmashzavod."

To address this problem, in 2023, the Sverdlovsk regional government signed an agreement to

bring more than 10 colleges and technical schools into Uralvagonzavod’s workforce pipeline,

with admissions and curricula adjusted to the plant’s needs; training is now conducted across 14
institutions.™ In 2024, Putin suggested further expanding vocational training at UVZ."> Among other
measures to address labor shortages, UVZ announced a major recruiting drive for critical trades like
milling and welding, and even resorted to recruiting prison labor."¢

Despite expanded recruitment pipelines and wage increases, reports of retention difficulties,
equipment issues, and broader industrial constraints persist, suggesting that output remains
bottlenecked by labor quality, training lags, and supply chain limitations rather than headline
workforce size alone.!”

CROWDING OUT CIVILIAN INDUSTRIES

War mobilization is crowding out civilian production not only through direct reallocation of
resources into the defense sector but also through weakening demand in the civilian sector relevant
to UVZ civilian production: The railcar market saw a sharp contraction through 2025 and into

early 2026, driven in part by high inflation and elevated interest rates."® In 2023, Uralvagonzavod
was reported to have halted nonmilitary output, though other sources suggest it was reduced
rather than eliminated." By October 2025, civilian shops were shifted to a four-day workweek,

with workers encouraged to transfer into military production, and in November the company
announced plans to cut about 10 percent of its workforce (primarily in civilian divisions) amid
declining railcar demand.'?°
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SANCTIONS

Sanctions appear to have disrupted the manufacture of some products.”” For example, sanctions
seem to have restricted Russia’s access to French-made thermal imaging matrices used in the
Sosna-U thermal sighting system, forcing manufacturers to install technologically inferior
1PN-96MT-02 sights in all refurbished T-80, T-72, and T-62 tanks. The 1PN-96MT-02 is manufactured
by the Vologda Optical and Mechanical Plant, but the thermal imaging matrix used in the device is
of unknown type and origin.'??

Prior to 2022, Russia imported more than half of its bearings from Europe and North America.’*
Sanctions reduced Russia’s access to these high-quality bearings and forced changes in supply
chains.”* In particular, limited access to high-quality bearings may be restricting UVZ’s capacity
to manufacture tanks, engines, railcars, and other vehicles. More frequent mechanical failure of
turrets, engines, transmissions, and other drivetrain components should be expected for tanks
constructed with lower-quality bearings. Some evidence of such failures indeed exists, but often
in conjunction with overloading of the drivetrain and turret by heavy makeshift anti-drone armor
known as grills, mangals, or cope cages.'

FOREIGN COMPONENT DEPENDENCIES

In response to sanctions-induced constraints, since 2022, UVZ has increased dependency on
tooling and machines imported from China. According to Ukrainian sources, in 2024 alone, Chinese
manufacturers and their intermediaries delivered machine tools or milling equipment to Russia that
are being used in UVZ’s tank production.'?® In mid-2023, India’s Defense Ministry urged UVZ and
other Russian manufacturers to partner with Indian companies to produce spare parts for Russian
weapon systems locally to address some of the existing problems.'*

Russian manufacturers also remain dependent on many Western components. For example,
Ukrainian sources have identified 276 pieces of Western high-tech tooling and equipment (including
lathes, mills, and computer numerical control [CNC] machines) used by UVZ despite sanctions,
many of which were acquired prior to the introduction of sanctions.'?® Besides, Chinese machine
tools are in turn equipped with German and Japanese CNC systems, including those produced by
Siemens, Heidenhain, and Fanuc.'? This suggests that as Western machine tools are being replaced
with Chinese alternatives, UVZ’s dependence on Western electronics persists, since Chinese
equipment still relies on advanced components produced in allied countries.

CORRUPTION

In March 2022, the Main Intelligence Directorate of Ukraine (HUR) reported that corruption had left
Russia’s stored armored vehicles and other equipment in “extremely unsatisfactory condition.”*°
According to the report, only one in ten of Russia’s mothballed tanks removed from storage was in
working condition because of theft of components containing precious metals. The HUR further
claimed that many of Russia’s 4th Tank Division’s stored tanks had been “completely dismantled”
and that some were even missing engines. Items most commonly pilfered include optical devices,
computers, and electronic equipment.
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In 2023 it was reported that the head of the technical support department of Russia’s Southern
Military District had been arrested on charges relating to the theft of seven V-92C2 engines intended
for installation in T-90 series tanks." The value of stolen engines exceeded 20.5 million rubles
($260,000 at that time).'2

Corruption in Russia’s domestic ball-bearing industry appears to be problematic as well, potentially
impacting tank production. For instance, more recently, Russia has nationalized the holding
company KIMP, which controls three ball-bearing plants: 10-GPZ, OK-Loza, and GPZ-2 Tver.*® The
crackdown and nationalization of these factories may suggest that the level of corruption was
intolerable and has interfered with defense production.

OTHER ISSUES

Open-source intelligence (OSINT) and social media reports of uneven production quality point

to possible manufacturing constraints, including material issues and broader degradation of the
post-Soviet tank manufacturing base. Reports of unexpected material failure, like fractured T-90M
turret hulls and separation of armor plating, suggest manufacturing defects perhaps due to the use
of unskilled labor, corruption, or a lack of access to proper tools."** Another failure mode of the
T-90M is a condition known as “disco head,” which is characterized by uncontrolled rotation of
the turret after being struck by enemy fire. Experts assert that the peculiar failure mode is a result
of poor crew training and unsophisticated fire-control electronics, which may be exacerbated by
Western sanctions.'*
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Almaz-Antey Concern

Synopsis

Almaz-Antey was the first major defense holding established in post-Soviet Russia, created in the
early 2000s by consolidating decaying Russian enterprises in the air defense sector with the dual
goal of monopolizing the domestic market and gaining a competitive edge over international rivals.
Over time, it evolved into one of the Kremlin’s most strategically important defense industrial
holdings, spanning air defense, missile production, radar systems, and aerospace defense
technologies, consistently ranking among the world’s top arms producers and maintaining strong
domestic and foreign demand. State-backed investments before 2022 expanded production
capacity at key facilities, including the Obukhov, Avitek, and Nizhny Novgorod plants, which later
became important for Russia’s wartime air defense production.

In the post-2022 period, the concern sought to expand production capacity to meet wartime
demand, including through infrastructure development projects at the Obukhov plant identified
by CSIS. However, the war-driven production expansion likely came at the expense of its arms
exports. The company has further improved the performance of its surface-to-air missile (SAM)
systems through combat experience and continued the development of its most advanced
systems (albeit, most likely, at limited capacity). However, intensified Ukrainian drone attacks
on Russian territory have demonstrated that improved effectiveness against individual precision
weapons does not always translate into resilience against large-scale saturation attacks. Since
2022, the concern has expanded into unmanned systems, from combat drones to ground-based
UAV surveillance infrastructure for both defense and civilian customers. Looking ahead, Russia’s
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increased production of long-range systems and related equipment, combined with the battlefield
proliferation of cheaper drones that are gradually displacing more expensive munitions, could allow
the Kremlin to build air defense stockpiles beyond immediate war needs."*¢ Almaz-Antey and its
subsidiaries will play a central role in such an effort.

At the same time, labor shortages, sanctions pressure, dependence on foreign electronics, and
growing Ukrainian strikes against Russia’s defense industrial infrastructure may increasingly
constrain further expansion of Almaz-Antey.

Background

Joint Stock Company Almaz-Antey Air Defense Concern (also known as JSC Concern PVO
“Almaz-Antey,” with “PVO” denoting “air defense” in Russian) was established by President Putin
in April 2002, following a merger of two core defense firms and other related entities: (1) Almaz,
focusing on mostly long-range SAM systems; and (2) Antey, specializing in short-range and troop air
defenses. Overall, 46 enterprises, including design bureaus, R&D institutes, and production plants,
were originally incorporated into the concern."

Almaz-Antey became the first major holding company created under the federal target program
“Reformation and Development of Defense Industrial Complex (2002-2006).” The program was
initiated in 2001 and aimed to reduce the 1,700 firms then making up Russia’s defense industrial
complex by two-thirds to address issues with military production stemming from chronic
underinvestment and underemployment at those enterprises. The reform envisaged amalgamating
the remaining entities into major “system-building integrated structures” (i.e., holdings). In the case
of Almaz-Antey, the goal behind the merger was to monopolize the domestic air defense market and
attain a competitive edge over international rivals."

The company further expanded in the years that followed and today comprises over 60 entities
across 17 regions, employing around 130,000 to 140,000 people." It produces a broad range of
military hardware, including integrated air and missile defense systems, SAMs, air defense radars,
ground surveillance radars, and command and control systems, as well as equipment for GPS and
GLONASS, Russia’s satellite navigation system.!° It also supplies the Russian government with radio
equipment and software for air traffic control and works with Roscosmos, Russia’s space agency, on
military space programs.*!

The creation of Almaz-Antey has been widely regarded as one of the Kremlin’s most effective
strategic decisions. Almaz-Antey’s air defense systems consistently enjoyed strong demand both
from the Russian government, which started prioritizing purchases of new anti-aircraft defense
systems amid deteriorating relations with the West, and from foreign customers, who were drawn
to its advanced and competitively priced systems."*? By 2008, the concern became the largest
Russian supplier of military products, with its revenue from core activities reaching 88.8 billion
rubles (roughly $3.3 billion in 2008).13 By 2011, the company’s existing portfolio reached around $6
billion, and further increased to $8.5 billion in 2013.14
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In 2014, the concern was first sanctioned for supplying pro-Russian groups in eastern Ukraine with
missiles.> Due to the joint effect of the sanctions and falling oil prices, Almaz-Antey’s financial
performance declined."¢ In 2014, the concern reported consolidated revenue of over 209 billion
rubles ($5.5 billion in 2014)."” In 2016, the company’s revenue constituted around 212.4 billion
rubles ($3.17 billion at that time), while its debt burden, already in an unstable state years prior,
reached the peak of long-term debt.® Nonetheless, arms deliveries continued: By 2016, the

MOD had received five segments of the S-400 long-range SAM system, as well as the Buk-M2 and
Buk-M3 medium-range SAM systems and the Tor-M2 short-range SAM system, along with various
radar stations.'*

In 2014, Putin also made a decision (finalized in February 2015) to change Almaz-Antey’s name

from JSC Concern PVO “Almaz-Antey” to JSC Concern VKO “Almaz-Antey,” with “VKO” standing for
“aerospace defense” in Russian. This move symbolized the company’s increased role within Russia’s
defense industrial base, covering not only air but also space defense systems."*® This decision was
driven in part by the Kremlin’s thinking that the United States and its NATO allies increasingly
viewed near-Earth space as a possible theater of military operations against Russia, especially

as the 2014 Ukrainian crisis unfolded and concomitant Western sanctions against Almaz-Antey

were introduced.”" As a result of the reform, several additional research institutes and factories
(particularly in satellite navigation and space-based reconnaissance) were incorporated into

the concern.?

In 2017, Almaz-Antey’s revenue rebounded, and the Stockholm International Peace Research
Institute (SIPRI) ranked it 10th among the top 100 arms-producing and military services companies
globally, generating $8.6 billion.! This was the first year a non-Western company ranked in the top
10. Almaz-Antey moved to ninth place in 2018, with its arms sales rising to $9.6 billion, accounting
for 27 percent of the total arms sales of Russian companies included in SIPRI’s top 100. The
S-400 long-range SAM system was central to Almaz-Antey’s post-2014 increase in arms sales. China
became the first international buyer of the S-400 after it signed a contract in late 2014 and received
deliveries in 2018; it was soon followed by Turkey (discussions began in 2016 and the delivery took
place in 2019) and India (whose multibillion-dollar purchase was approved in 2018).>* Overall,
between 2009 and 2018, Almaz-Antey’s position in SIPRI’s top 100 changed from 24th to 9th place.

However, in 2020, the company experienced a decline in arms sales, earning $7.6 billion in revenue,
partly due to decreased state arms procurement induced by low oil prices and delays in arms export
deliveries caused by the Covid-19 pandemic.' Given that 95 percent of Almaz-Antey’s total revenue
had traditionally come from its military sales, reduced state demand and delayed arms export
shipments resulted in the company losing its position in the top 10 and moving to 17th place.”*® From

I Note that SIPRI calculates company revenues differently from standard company financial reporting, focusing not on
total revenues but specifically on arms revenues, the latter covering both domestic procurement and foreign exports.
Hence, Almaz-Antey’s revenue numbers as reported by SIPRI might be different from the revenue numbers reported
by the concern itself in a particular year. See Aude Fleurant, Alexandra Kuimova, Diego Lopes da Silva, Nan Tian, and
Pieter D. Wezeman, “The SIPRI Top 100 Arms-Producing and Military Services Companies, 2017,” SIPRI Fact Sheet,
December 2018, https://www.sipri.org/sites/default/files/2018-12/fs_arms_industry_2017_0.pdf.
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2021 onward, the concern stopped providing data to SIPRI, while claiming rising revenues, to avoid
additional sanctions pressure.’”’

Before 2022, as part of its expansion, Almaz-Antey also managed to complete three large-scale
projects, constructing the Nizhny Novgorod Machine-Building Plant and carrying out large-scale
modernization efforts at its Avitek and Obukhov plants (described below). According to the
concern’s general director, Yan Novikov, Almaz-Antey invested 107 billion rubles of its own funds
into these projects and borrowed the rest, although the exact amount of funding that went into
these three projects remains unknown."*® These investments have proved to be effective and
strategically important. These modernized plants were reportedly capable of large-scale production
of SAM systems from around 2016 and, since February 2022, have played an important role in
Russia’s air defense campaign against Ukraine, supplying the Russian forces with the S-300 and
S-400 systems.” Overall, between 2002 and 2022, Almaz-Antey invested 550 billion rubles in
modernizing its facilities, of which 378 billion rubles were its own funds.!¢°

Organizational Structure

Almaz-Antey’s subsidiaries fall into three categories: (1) design bureaus, responsible for the design,
prototyping, and testing of SAM systems, as well as SAM system components and missiles; (2)
research and production institutes, responsible for developing highly technical subsystems from
radar and navigation technologies to military electronics; and (3) production plants, responsible for
serial production of SAM systems and related equipment.

While many of the concern’s major enterprises are concentrated in Moscow and the Moscow
region, Almaz-Antey’s industrial footprint is geographically dispersed, with a significant presence
in St. Petersburg (where its Obukhov Plant is located) and across eastern, northeastern, central,
and western parts of Russia. Based on estimates from the KSE Institute, approximately 22 percent
of Almaz-Antey’s supplier contracts involve internal transactions, illustrating a moderate level

of vertical integration.'® The concern’s leadership exercises tight control over its subsidiaries,
overseeing production timelines and, whenever needed, consolidating entities to boost output.!s?

Table 2 lists Almaz-Antey’s key subsidiaries across the three categories, along with the main
products they develop and/or produce. These entities have been identified through open-source
reporting and the authors’ conversations with different defense and military experts."

I Note that Table 2 does not provide an exhaustive list of Almaz-Antey’s subsidiaries and may exclude companies sig-
nificant to the concern’s operations. The table should thus be used for illustrative purposes, showcasing connection
between design bureaus, research institutes, and production plants within the Almaz-Antey network.
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Table 2: Overview of Almaz-Antey’s Key Subsidiaries and Products and Services

Offered
Category Subsidiary Name Location Key Products Developed and/or Produced
Design Public Joint Moscow o A lead developer of the S-300 and S-400 long-range
bureaus Stock Company SAM systems
(designing, PSC'dent'f,'C and e Develops radars, including the 92N6 Gravestone radar
prototyping, Aro ugtpn for the S-400 system and the 96L6 Cheese Board radar
and testing | ssoijon for the S-400 and S-500 systems
SAM Almaz’”; named
g after academician ¢ Develops command centers, including the 56K6E mobile
sysFems an A.A. Raspletin” command post for the S-400 system?®®
their parts) v
(NPO Aimaz)
Open Joint Greater ¢ A lead developer of the Buk medium-range SAM systems
Sto;k C.o.mpany MO_SCOW e Develops radar systems for fighter aircraft
“Scientific- region
Research Institute e Claims to be the only enterprise within Russia’s
of Instrument defense industrial complex, besides Almaz-Antey
Design”; named and Rostec, whose 10 different developments are
after V. being used in Ukraine today, including the Buk-M1,
Tikhmomirov Buk-M1-2, Buk-M2, and Buk-M3 SAM systems and
NIIP” (NIIP) radar systems for the MiG-31BM, Su-27SM, Su-30SM,
Su-35S, and Su-57 fighter aircraft'®
Machine-Building Greater e Develops SAMs used in the long-range systems such
Design Bureau Moscow as the S-300 and S-400, Tor short-range missile system
“Fakel” (Fakel) region family, A-135 anti-ballistic missile systems deployed

Research
and
production
institutes

(developing
highly
technical
subsystems)

Experimental
Design Bureau
“Novator”
(Novator)

Radiofizika

Russian Scientific
Research
Institute of Radio
Equipment
(VNIIRA)

Yekaterinburg

Moscow

St. Petersburg

around the Moscow industrial region, and the Rif and
Rif-M naval air defense systems

Develops the 40N6 and 48N6 missiles and interceptors
for the S-400 complex'®®

Develops Russia’s Kalibr cruise missile and its export
variant, “Club”

Develops the 9M727 cruise missile, which is part of the
Iskander-K operational-tactical missile system used by
Russia for precision strikes against Ukrainian military
infrastructure®®

Develops advanced radar systems, using modern
antenna technology, which are capable of working
across different frequency ranges for both long-
distance detection and precise targeting

Manufactures and supplies onboard transponders
and radar modules for Russia’s Orion UAV’s piloting
radio equipment; Orion drones, which close the
reconnaissance and strike loop, have been used

by Russia in Ukraine to both search for and destroy
targets'®”

Develops surveillance and landing radars

Has some experience with developing multifunctional,
lightweight UAVs built mostly with domestic
components, yet specific characteristics of these
drones remain unknown?68
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Category Subsidiary Name Location Key Products Developed and/or Produced

Production Joint Stock Moscow e Produces all types of missiles for Russia’s S-300 and

plants Company “Moscow S-400 long-range SAM systems, including the 40N6
Machine-Building and 48N6 missiles for the S-400 system?®®
Plant ‘Avangard””

(building (MMZ Avangard)

SAM

svstems and Obukhov Plant St. Petersburg e Produces SAM systems, including the S-300, S-400,

¥ and S-350 complexes
subsystems)

Joint Stock
Company “Vyatka
Machine-Building
Enterprise Avitek”
(Avitek)

Nizhny Novgorod
Machine-Building
Plant

Izhversk
Electromechanical
Plant “Kupol”
(IEMZ Kupol)

Ulyanovsk
Mechanical Plant

Kirov

Nizhny
Novgorod

Izhversk

Ulyanovsk
region

Post-2022 Performance

o Located within St. Petersburg’s Northwestern Regional
Center, created to unify Almaz-Antey’s St. Petersburg-
based subsidiaries into a larger entity'’°

e Produces the S-400 SAM system

e Produces SAMs, including for the Tor and Kinzhal
systems?’?

e Produces the S-350, S-400, and S-500 systems

¢ Produces the Nebo-M and Nioby radar complexes'’?

e Produces the Tor short-range SAM systems, including
the Tor-M2

e Produces Garpiya drones, which are based on the
Iranian Shahed-136 design and heavily used by
Russian forces in Ukraine!”®

e Produces the Buk medium-range SAM systemes,
including the Buk-M1, Buk-M2, and Buk-M3 variants’4

e Produces the Pantsir-S1 short-to-medium range
air defense missile-gun system. The Pantsir-S1 is
designed by the KBP Instrument Design Bureau, a
Rostec subsidiary, yet its serial production takes place
at the Ulyanovsk plant. The Pantsir-S1 is stationed
around Moscow together with the Tor, S-300, and
S-400 systems to protect the city from Ukrainian
attacks?’®

Open-source reporting points to significant Russian air defense losses, likely numbering in the
hundreds since the start of the war. However, in many cases it is not possible to determine whether
complete batteries or only individual launchers, radars, or other components were damaged or
destroyed.™ Based on Oryx data, as of May 18, 2026, at least 416 Russian SAM system components
have been destroyed, damaged, abandoned, or captured by Ukrainian forces." Ukrainian official and

I Note that a SAM battery is the complete tactical unit, consisting of necessary equipment (radars, launchers, etc.) and
personnel for detecting, tracking, and engaging aerial targets.

v These include roughly 143 Buk-series launcher vehicles (Transporter Erector Launcher [TEL] and Transporter Erector
Launcher and Radar [TELAR] units); 85 Tor-series TLAR (Transporter, Launcher, and Radar) units; 13 launchers and
associated components used in the S-300; 29 S-400 launchers; and one S-350 launcher. See Jakub Janovsky, Naalsio,
Aloha, Dan, Kemal, and Alexander Black, “Attack on Europe: Documenting Russian Equipment Losses During the
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expert estimates place Russian air defense losses far above visually confirmed counts, claiming more
than 840 systems destroyed or damaged since the start of the war, including S-300, S-400, Buk, and Tor
systems.'”s More recently, President Zelensky announced that Ukrainian forces had struck 274 Russian
air defense systems and radar stations in that month alone—a record for the war.”” These losses are
compounded by the rapid expenditure of interceptor missiles. RUSI’s December 2025 report argues that
Russian air defense interceptors are currently being fired faster than they can be produced, although
this is overwhelmingly concentrated among older or obsolete platforms such as the 9K33 Osa."”®

To offset these losses, Russia has reportedly redeployed substantial numbers of S-300 and S-400 systems
from other military districts (including the Leningrad Military District, the Finnish border, and, to a
lesser extent, Kaliningrad) to reinforce air defenses supporting operations in Ukraine.” At the same
time, these losses should not be overstated. Some Western experts, including the Royal United Service
Institute’s Justin Bronk, believe that, despite Ukraine having destroyed numerous Russian air defense
systems with weaponry like drones, artillery, and missiles, Russia still maintains a large arsenal—likely
several hundred batteries still in service—and keeps producing its most powerful systems (see below).!s°

As per analyzed sources, the recent performance of Russian air defense systems has improved
compared to the first years of the war. Russian SAMs are now believed to be more effective at
shooting down Ukrainian aircraft and drones, missiles such as the U.S.-origin AGM-88 HARM
(High-Speed Anti-Radiation Missile), and the GMLRS (Guided Multiple Launch Rocket System) rocket
artillery rounds. This improvement likely reflects several factors, including an increase in SAM
system operators’ combat experience, more frequent coordination between Russia’s long-range
SAM systems and fighter aircraft operating near the front line, software updates that have improved
the performance of radars, and improved resistance to EW.’®! Some Western commentators even
argued that the adeptness of Russian SAM systems such as the S-400 has reduced the effectiveness
of Western long-range strike weapons, which Ukraine has employed on the battlefield to shift the
war’s dynamics.'®2

Despite Ukraine having destroyed numerous Russian air defense
systems with weaponry like drones, artillery, and missiles, Russia
still maintains a large arsenal—likely several hundred batteries

still in service—and keeps producing its most powerful systems.

Yet the May 17, 2026, Ukrainian drone strike against the Moscow region has demonstrated that
improved performance of Russian air defense systems against individual precision weapons does
not necessarily translate into immunity against mass saturation. Ukraine employed hundreds of
domestically developed deep-strike drones, navigating gaps in the layered network of the S-400,

Russian Invasion of Ukraine,” Oryx, February 24, 2022, https://www.oryxspioenkop.com/2022/02/attack-on-eu-
rope-documenting-equipment.html.
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S-300, Panstir-S1, and Tor systems stationed around the capital and striking Russian military and
energy infrastructure.'®® Russian authorities have claimed that Russian air defenses intercepted

the majority of these drones, but the attack has demonstrated that Almaz-Antey’s products remain
vulnerable to mass saturation by lower-cost Ukrainian drones when combined with what Ukrainians
have called “intelligence for identifying blind spots, route planning, and appropriate tactics.”®*

Overall, in the post-2022 period, Almaz-Antey’s air defense systems have provided significant
protection to the Russian army and military infrastructure, even if Ukrainian strikes on Russian
territory have demonstrated that these systems are hardly impenetrable. Moscow has also
exercised restraint with some of the more advanced elements of its air defense inventory, either
largely avoiding their use (as in the case of the 40N6 long-range air defense missiles designed for
its S-400 and S-500 missile systems) or deploying them only sparingly (as with the 48N6 missiles
primarily used by the S-400 and late-model S-300 systems).'*> While NATO’s air forces have
acquired significantly more detailed information about the strengths, weaknesses, and technical
characteristics of the concern’s SAM systems than they had prior to the full-scale invasion, the
weaponry and tactics for countering these systems do not yet exist in sufficient numbers in
European NATO states.!®¢

Production

LONG-RANGE SYSTEMS
Among the long-range SAM systems developed by the concern are the S-300, S-400,
and S-500 systems.

The S-300 SAM system has been in service since 1978. It is designed to protect military and

civilian infrastructure from aircraft, cruise missiles, and limited ballistic missile threats, with

its different variants, including the S-300P and S-300V, serving air force and army air defense
roles, respectively.’®” The S-300 uses phased-array radar systems capable of tracking dozens of
simultaneous targets and can engage multiple threats at altitudes reaching 27 km and ranges of up
to 150 km, depending on the missile type. Information regarding the exact numbers of the S-300
system and its variants in Russia’s pre-2022 inventory is hard to glean from open sources, but it has
been estimated that the deployment of the system peaked in 2000, with Russian air defense forces
fielding around 1,900 S-300P launchers at that time. The number of active launchers reportedly
dropped to 800 by 2017.1%8

Both Russia and Ukraine have used the S-300 systems, including the S-300P and S-300V series,

in the current war.’®® Presumed numbers of the S-300 complexes in Russia’s arsenal have varied
during this time but have nonetheless remained in the several hundreds: By 2023, it was estimated
that Russia possessed over 500 S-300 launchers and 8,000 interceptor missiles.'*® In May 2024,
President Zelensky argued that Russia had accumulated 10,000 S-300 missiles.!

The S-400 “Triumf” is a successor to the S-300 and has been in service since 2007. It is designed
to counter stealth aircraft, drones, cruise missiles, and short- to medium-range ballistic missiles,
with its mission set and capabilities being roughly comparable to those of the U.S. Patriot system.
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The S-400’s maximum engagement range

is 400 km depending on the missile type
deployed, while its radar suite can reportedly
detect targets at up to 600 km and track up
to 300 aerial objects simultaneously. Triumf
has been used by Russia in the current war,
including to strike targets in Ukraine.!*?

Prior to the full-scale invasion, some sources
suggested that Russia had around 56 full

S-400 systems deployed by the early 2020s.!%
Following the invasion, various sources
assessed that at least a dozen have been
damaged and destroyed in the conflict.”** Yet,
given Russian reports in September 2025 about
doubling S-400 production, including related
missiles and technical equipment, Russia
likely still retains dozens of complete S-400
systems.!*> Overall, analysts note that Moscow’s procurement of the S-400 over recent decades has
outstripped its spending on fighter aircraft, with the upgrades to the Obukhov Plant, Avitek, and the
Nizhny Novgorod Machine-Building Plant enabling the current manufacturing.'*s

Russia’s S-400s ride through Red Square during
the Victory Day military parade in Moscow
on May 9, 2018.

Photo: Kirill Kudryavtsev/AFP via Getty Images

Putin has also alluded to Russia’s productive capacity for its long-range SAM systems: During his
January 2023 visit to the Obukhov Plant, which manufactures the S-300 and S-400 complexes,
Putin highlighted that Russia’s productive capacity was approaching that of the rest of the world
combined, and exceeded that of the United States by threefold.”*” CSIS was able to identify
activities signaling purported production expansion at the Obukhov Plant (see Figures 1a and
1b). A comparison of satellite imagery from August 23, 2022, and March 15, 2026, shows that
several notable infrastructure development projects took place at the plant. The first was the
construction of an approximately 7,000 square meter assembly and production building in

the northeast section of the Obukhov complex, undertaken sometime between July 2023 and
April 2024. Furthermore, in the north central section of the complex, two open-air storage
yards were constructed: The first one was built between July 2023 and April 2024 and used as

a storage facility for shipping containers, while the second one was built between September
2025 and February 2026 for storage of air defense systems. The March 15, 2026, image shows
that approximately 22 military vehicles are present in the paved storage yard, with some likely
to be the S-300 systems and their support vehicles (although the resolution of the imagery is not
sufficient to make more positive identifications).
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Figure 1la: Site of Future Infrastructure Developments, Obukhov Plant, 2022
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Figure 1b: New Infrastructure Developments, Obukhov Plant, 2026
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Finally, the S-500 “Prometheus” is designed to engage various long-range (reportedly, up to 600
km) and high-altitude (up to 200 km) targets, including fifth-generation aircraft, low-orbit satellites,
and ballistic and cruise missiles, while its radar network can reportedly detect and track hypersonic
weapons and intercontinental ballistic missiles.”® The S-500 entered combat duty as a full regiment
only recently, in December 2025."° Prior to that, it allegedly first appeared in Crimea in June 2024
in what Ukrainian sources described as the “experimental application,” aimed at strengthening
Russian air defenses over the occupied peninsula.?°

MEDIUM-RANGE SYSTEMS
Among Almaz-Antey’s key medium-range SAM systems are the Buk missile system family and the
S-350 “Vityaz.”

Buk variants, including the Buk-M1, Buk-M1-2, Buk-M2, and Buk-M3, have been widely deployed by
Russian forces in Ukraine.?*! The Buk-M3 is designed to intercept various aerial threats, including
aircraft and cruise missiles, at distances of up to 70 km and altitudes of up to 35 km, and is believed
by some to even outperform the S-300P long-range SAM system.?*? In 2022, Almaz-Antey’s general
director, Novikov, referred to the Buk-M3 as the company’s “calling card,” saying that it would
unequivocally occupy a prominent place in the concern’s product lineup in the years to come.?%
While specific pre-2022 inventory totals for the Buk missile system family are difficult to provide,
in 2025, some military commentators claimed that Russia had produced over 600 launcher units
of the Buk system in various versions over the years, including export variants, and that Russia
had approximately 380 launcher units in service, including 100 units of the Buk-M3 by 2025.2°4 The
latter estimate is also echoed in the 2025-2026 IISS analyses, which claim that Russia has around
390 Buk systems, including over 70 Buk-M3s, in its arsenal.?%

Almaz-Antey reportedly began expediting deliveries of the Buk medium-range SAM systems to the
Russian armed forces in 2023, placing a special emphasis on the delivery of the Buk-M3 complexes
produced by the Ulyanovsk Mechanical Plant (UMP).2°¢ According to the state defense order, in
2023, UMP was tasked with delivering two divisions of the Buk-M3 to the Russian military.?’” In
December 2025, Russian military sources reported that a batch of the Buk-M3, manufactured under
the 2025 state defense order, was delivered to the troops ahead of schedule.?° In January 2026,
Russian sources on Telegram further alleged that Almaz-Antey was increasing the manufacturing
of the 9M317M medium-range SAMs for the Buk-M3 complexes, with one such installation being
capable of carrying an ammunition of six missiles. This, according to online commentators, would
more effectively repel the Ukrainian attacks.?

Finally, the S-350 “Vityaz,” which Novikov has also singled out as a product that will be prioritized

by the concern in the coming years, alongside the Buk-M3, was introduced in 2020. It is designed

to counter cruise missiles, low-flying aircraft, drones, and short-range ballistic missiles, with the
maximum engagement range reaching 120 km and an altitude of 30 km, depending on the missile
variant used.?° Overall, Russia is estimated to have around 38 S-350 systems (although the 2025-2026
IISS analyses list only six S-350 systems in Russia’s arsenal). Additionally, in 2020, it was reported
that Almaz-Antey would deliver 12 S-350 batteries (totaling 144 launchers), to the Russian military

by 2027.2" Since 2022, Almaz-Antey has also claimed to have increased production of the S-350. In
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this regard, in 2024, Nizhny Novgorod’s machine-building cluster—home to the Nizhny Novgorod
Machine-Building Plant, which produces the S-350, among other air defense systems—reportedly
recorded 4.2 percent industrial growth.?? In 2025, the concern claimed that it more than doubled
S-350 production.?® However, Russia has very rarely deployed this system against Ukraine, and
Ukrainian sources claim to have destroyed the first deployment of the S-350 launcher in February
2025 and struck its multifunction radar, 50N6E, in January 2026.%

SHORT-RANGE SYSTEMS

Among the concern’s short-range SAM systems is the Tor missile system family, including the Tor-M1
and Tor-M2 variants. The Tor-Ml1 entered service in the early 1990s and has since been used to counter
precision-guided munitions, aircraft, helicopters, cruise missiles, and drones at distances of around 12
km, as well as intercept targets at altitudes of around 6 km.? The Tor-M2, an upgraded version of the
Tor-M1 variant, was introduced in 2010. It is designed to intercept a wide range of threats, including
fixed-wing aircraft, helicopters, drones, precision-guided munitions, and cruise missiles. The system
has an engagement range of up to 15-20 km and altitude coverage up to 10 km, and is able to track and
engage multiple targets simultaneously.?¢ Both Tor-M1 and Tor-M2 variants have been widely used

by Russia to protect troop positions and chief rear facilities on the battlefield in Ukraine.?” While the
exact scale of Russia’s Tor missile system family arsenal is unknown, some open-source analysis has
pointed to 200 active Tor-Ml systems in Russia’s possession.?® The 2025-2026 IISS analyses, however,
point to a smaller estimate—roughly 129 Tor systems in Russia’s arsenal.?® For systems have been
repeatedly targeted by Ukrainian drone attacks; OSINT researchers have estimated that over 80 Tor-
class systems have been destroyed as of January 2026.2°

IEMZ Kupol, a key producer of these systems, has also alleged that it has increased production
numbers and product modernization efforts since the invasion. General director of the plant Fanil
Ziyatdinov described the recent dynamics as “unprecedented,” stating that both 2024 and 2025
were record years for Kupol, with output in 2025 two and a half times higher than in 2024. Since the
start of the war, Kupol has reportedly become the largest enterprise in Russia’s Udmurt Republic

in terms of its output, providing a tenth of its industrial production. Ziyatdinov also stated that the
company developed the Tor-M2KM combat module, based on the latest Tor-M2 variant, to help the
Russian troops cover important facilities on the front lines and in the rear.?*

UNMANNED SYSTEMS

Since 2022, IEMZ Kupol has also increased its drone manufacturing capability.?”? Reportedly, the
plant has been building new one-way attack (OWA) UAVs based on the Iranian Shahed 136 design,
but using a Chinese copy of the Limbach 550 engine instead of the Iranian original.?® Ukrainian
sources have claimed that these OWA-UAVs, known under the names of Garpiya and Geran-2 in
Russia, are the main reason behind Russia’s ability to intensify drone attacks against Ukraine
throughout 2025.2> In July 2025, Reuters reported that Kupol had allegedly signed a contract with
the Russian MOD to build more than 6,000 Garpiya drones throughout the year, up from 2,000 in
2024, with over 1,500 units already delivered by April 2025.2%

Beyond drone production, Almaz-Antey has also been working on the ground-based infrastructure
for UAV surveillance and monitoring. In February 2024, the company announced the creation of
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a multi-position drone surveillance system able to determine drone coordinates and analyze the
detected UAVs.2?¢ CSIS analysis of the post-2022 Russian procurement data shows that, between
2024 and 2025, the State Air Traffic Management Corporation—Russia’s primary civilian air
navigation service provider—signed at least 33 contracts worth over 18.9 billion rubles ($227 million
in 2025) with the concern. Over 97 percent of these contracts explicitly mention UAVs in their
subject text, covering multi-position drone surveillance, digital aeronautical-information systems,
and components of the unified UAV air traffic management system.

More recently, Almaz-Antey announced the development of specialized droneports—automated
base stations that house, launch, and service UAV interceptors, aimed at protecting critical
infrastructure from drone attacks with minimal human intervention.?”

Taken together, these developments illustrate that, while Almaz-Antey primarily remains a defense
manufacturer, it also has dual-use commercial ambitions, with some of its UAV-related systems
developed post-2022 also catering to civilian customers.

Challenges

FOREIGN COMPONENT DEPENDENCIES

Prior to the full-scale invasion, Almaz-Antey relied heavily on foreign components, including
Western CNC machine tools for precision manufacturing.?”® This dependence on foreign-sourced
components has seemingly not changed since 2022.

For instance, the S-400 system uses Russia’s Elbrus-90 micro computing system for data processing
and target tracking. The latter is believed to rely on microprocessors manufactured at Taiwan’s
TSMC, official access to which has been constrained following the 2022 export control restrictions.
While Russia has sought to localize production of these microprocessors, the Russian company
tasked with fulfilling the state defense order has reportedly failed to do so.?* In another instance,
MMZ Avangard, a major manufacturer of missiles for the S-300 and S-400 complexes, used U.S.
computer hardware for its IT systems.?° Similarly, IEMZ Kupol, which since 2022 has taken on new
drone production, has reportedly been able to increase the manufacturing of Garpya-Al attack
drones using Chinese-made L550E engines, the latter shipped to Kupol via front companies and
labeled as “industrial refrigeration units.”?!

Finally, since 2024, reports have been emerging about India becoming one of the suppliers of
electronics to Russia.?®> Customs data from 2022 to 2025, reviewed by CSIS, show that Almaz-Antey
received at least 375 transactions from India within this time period, classified as aircraft avionics
and control systems."

These cases demonstrate the extent of Almaz-Antey’s and its subsidiaries’ dependence on
foreign-sourced components and equipment, but they also illustrate Almaz-Antey’s ability to

\% Please note that one transaction can contain multiple items.
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circumvent sanctions through the help of China and other willing third countries, even at extra cost
and resources.?3

LABOR SHORTAGES

Almaz-Antey’s struggle to attract and retain a qualified workforce predates the 2022 invasion but
has intensified due to the current war-related production demands.?* In this regard, the case

of Nizhny Novgorod’s machine-building cluster, which houses Almaz-Antey’s Nizhny-Novgorod
Machine-Building Plant, is illuminating. While investment in this industrial cluster is flowing in,
with 18-22 billion rubles ($237-240 million) in sectoral investment expected in 2026, it lacks the
qualified personnel to convert the capital into output at the required quality and pace. Around 38
percent of the skilled machine operators in this cluster are over 55 years of age, and while vacancy
rates for CNC operators and toolmakers are projected to increase by 15-20 percent throughout
2026, there are fewer applicants than open positions. As a result, precision machine shops tied to
the Nizhny-Novgorod Machine-Building Plant are so busy fulfilling defense orders under workforce
constraints that their schedules are fully booked 18-24 months in advance.**

Although in January 2022 Almaz-Antey’s leadership claimed that the concern worked with other
conglomerates on staff exchanges, including temporarily transferring employees between firms to
meet urgent production needs, such a practice is likely far more limited today, given the widespread
shortage of qualified personnel within Russia’s defense industrial complex.>¢

In the past, the company had tried to attract and retain a young workforce by creating a corporate
training system, including establishing a continuous “school-university-concern” model spanning
from early education to postgraduate training. At the production plant level, for instance, UMP
has claimed that it begins training future specialists during their school years through career
guidance programs, engineering-focused classes, and its own “School of Radio Engineering.” UMP
also collaborates with universities by recruiting student interns and is licensed to carry out around
100 educational programs to support production needs and workforce skill development.?’ Yet it
remains unclear if these programs have yielded the intended results during wartime.

UKRAINIAN ATTACKS

As Ukraine has been more actively targeting Russian military infrastructure—including air
defenses—on Russian territory since 2025, Almaz-Antey and companies linked to the concern have
increasingly become targets of these Ukrainian drone and missile attacks.

For instance, in July 2025, Kyiv successfully struck IEMZ Kupol with drones, leading to a partial
roof collapse and temporarily halting the plant’s drone production line.?*® In March 2026, missiles
struck the Kremniy El defense plant, which produces 1,000-1,500 types of electronic components,
with Almaz-Antey being one of its main customers, including for its S-300 and S-400 systems.
Since 2022, Kremniy El has been attacked six times, by both missiles and drones.?° In the same
month, Ukrainian UAVs hit the Granit Innovation Center in Sevastopol in occupied Crimea. The
center is an Almaz-Antey facility that focuses on the maintenance and repair of the concern’s

air defense systems, including the S-300, S-400, Buk, and Tor systems, as well as the 92N6E and
96L6E radar stations. The Ukrainian MOD has claimed that the facility will no longer be able to
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repair these systems; however, details regarding the extent of damage are not fully known to
outside observers.

Besides direct attacks, as Ukrainian reconnaissance drones and capabilities continue to develop, so
does Kyiv’s ability to conduct reconnaissance operations of Russian defense plants. For instance,
in May 2025, a Ukrainian resistance group reportedly reconnoitered the Obukhov plant, gathering
important details about the plant’s operations and logistics and passing the data to the Ukrainian
armed forces.?" These Ukrainian strikes and reconnaissance activities have the ability to disrupt
Almaz-Antey’s operations and impact production numbers.

DECREASED ARMS EXPORTS

While Almaz-Antey’s arms exports have become significantly more difficult to track since 2022,
increased state defense orders consuming production capacity, intensified labor shortages, and
Western sanctions complicating payment channels suggest that the concern’s foreign arms sales
have declined substantially during this period.

The company’s general director, Novikov, indicated as much in an April 2022 interview, stating that
the concern’s “unconditional priority” would remain the fulfillment of the state defense orders.

In the same interview, however, Novikov claimed that Almaz-Antey’s portfolio of export orders

for military products exceeded $7 billion at the beginning of 2022.2*2 This suggests that deliveries,
maintenance, and modernization services under preexisting contracts likely continued in the
post-2022 period (even as the new export activity slowed), with India being the most notable
example. Reportedly, India is preparing to receive the fourth squadron of the S-400 under the 2018
contract in 2026.%%

Despite the absence of confirmed new export contracts, Almaz-Antey has been actively marketing
its systems internationally, including at arms shows in the United Arab Emirates in 2023 and Egypt
in 2025, showcasing the S-400, S-350, the Tor-M2 family, and the Antey 4000 (an export-oriented
variant of the S-300V4 line).?*
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Concern Radio-Electronic
Technologies (KRET)

Synopsis

KRET was established as part of Rostec in 2009, with the goal of vertically integrating and
modernizing the ecosystem of Russian defense firms producing EW systems, including avionics,
radar, and other platforms tied to electromagnetic spectrum operations (EMSO). Over the course of
the 2010s, KRET’s consolidation drive benefited from Russia’s post-2014 military buildup and efforts
at import substitution, which expanded the company’s access to defense contracts, in addition to
orders for dual-use and civilian production.

Since the launch of Russia’s full-scale invasion of Ukraine in 2022, EMSO has remained a core
feature of the war, thereby raising the profile of and demand for KRET’s land and air systems—like
the Krasukha, Vitebsk, Khibiny, and Sapphire—particularly in the context of increasingly intensive
Ukrainian UAV operations. KRET appears to have expanded production, and it is adapting systems
to operate in the shifting conditions of the battlefield. Importantly, the realities of drone warfare
have incentivized Russia’s push toward smaller, more mobile, distributed EW systems needed for
jamming enemy platforms, and it is likely that as new players offering these systems emerge in the
Russian EW space, they will be merged into KRET’s existing corporate structure.

However, EW production does face real constraints. A shortage of skilled laborers, plus the ongoing
reality of sanctions-induced supply chain costs, both remain challenges. That being said, for

now Russia’s EW sector appears able to deliver for troops at the front and integrate increasingly
prevalent autonomous technologies.
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Background

Russia’s use of EW tactics dates back to the Russo-Japanese War, when Russian forces used radio
interference to disrupt Japanese naval operations.?** The Soviet Union made significant advances
after 1945, developing EW capabilities as part of its broader scientific and technological competition
with the United States.?*¢ During that period, much of the industrial output connected to EW was
overseen by the Ministry of Radio Industry, which was in charge of work connected to military radar
systems, in addition to missile defense, space research, and the production of consumer goods.?*” In
the post-Soviet period, the ministry’s successor, Corporation Radiocomplex, was transformed into

a private joint stock company, serving a coordinating role for Russia’s radioelectronics sector, with
key firms (including state-owned ones) as its founders and shareholders.?*

Following the post-Soviet transition, Russian military planners realized investing in the country’s
expertise in the radio frequency spectrum could help Russia compensate in areas where it

lagged Western technology. Russian military planners came to understand that the air, land, sea,
and space domains were going to become increasingly dependent on the spectrum, with EW
specifically playing a critical role.?** In the air domain, in part due to a lack of advanced machine
tools that allowed the kind of precision metalwork that provides certain Western-made aircraft
with anti-radar detection capacity, Russian military aircraft producers conceded they could not
match Western stealth capabilities.?° They instead prioritized EW systems to protect Russia’s more
detectable aircraft by jamming enemy sensors.?! Russia has relied on EW as a core element of an
asymmetrical response to emerging U.S. airborne and space-based systems targeting command,
control, intelligence, surveillance, and reconnaissance (ISR) networks.?? This positioned Russia
among a small cohort of states with substantial EW capabilities and a clearly defined doctrinal role
for their use.??

Russia has invested in the production of both offensive EW systems, which are designed to attack
an enemy’s successful use of the electromagnetic spectrum, and self-protection systems, used to
defend a platform like an aircraft or a tank from either enemy projectiles or offensive EW systems.
Offensive EW systems can be more modular and less bespoke than self-protection systems, which
need to be more sophisticated due to the space, weight, and energy constraints caused by their
positioning on specific platforms. In the post-2022 period, Russia has also turned to the production
of distributed EW systems, which are smaller offensive EW systems that need less power to
function, are more mobile than traditional systems, and are being produced by new companies

in the EW space.?*

The EW production ecosystem is relatively concentrated. KRET, a Rostec subsidiary, controls
an estimated 60 percent of the domestic market.! Formed by a February 2009 decision, KRET
consolidated firms and design bureaus involved in EW, avionics, and radar under a single umbrella,

I A distant second behind KRET is Sozvezdie Concern, with roughly 20 percent, while the remaining top five producers
each control no more than 10 percent of the market. Vladimir Teslenko, “HayuHble IpMHIMIIBI PAAMO3IEKTPOHHOM
60pb6bI” [Scientific principles of electronic warfare], Kommersant, February 24, 2017, https://www.kommersant.ru/
doc/3211081.
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creating a highly vertically integrated structure in support of EMSO.?*> While some capabilities
remain outside KRET (like the Scientific-Research Institute for Radio Engineering [TsNIRTI], which
is part of Almaz-Antey and provides EW systems for MiG aircraft), the KRET ecosystem integrates
the core of airborne EW development and production. Unlike its Soviet predecessors, KRET aimed
to produce both military and civilian products and to compete commercially.?*¢

Established in the wake of Russia’s 2008 war with Georgia, KRET expanded alongside Russia’s
post-2014 military buildup and import substitution policies. Its success in securing domestic
contracts stemmed in part from developing substitutes for Western and Ukrainian electronic
components restricted by sanctions.?” As reliance on state defense orders grew, KRET systems were
deployed during Russia’s recent conflicts. For example, Russian-backed militias in eastern Ukraine
employed advanced signal jamming and GPS spoofing capabilities, including systems linked to
KRET.?® KRET systems also supported the Russian Air Force’s expeditionary group in Syria in 2015,
where the offensive Krasukha and the self-protection Khibiny-M systems at Khmeimim airbase in
Latakia enabled operations by the Su-24M, Su-25SM, Su-30, and Su-34 aircraft.?® Around Russia’s
deployment to Syria, KRET representatives claimed that Russian EW jamming and electronic
countermeasures could reportedly reduce tactical aircraft losses to enemy fire by 20-30 times.°
KRET revenues rose accordingly, from a purported 65.5 billion rubles in 2011 ($2.2 billion at that
time) to 200 billion by 2020 ($2.76 billion in 2020), an increase of more than 200 percent in
nominal ruble terms.?' By the mid-2010s, avionics accounted for the majority of its revenue (around
64 percent), while EW systems made up roughly 14 percent.?

Available data indicate expanded EW output in the late 2010s and early 2020s, predominantly in
offensive EW systems, coinciding with the Russian military’s renewed emphasis on EMSO. This
pattern aligns with Russia’s 2010s decision to embrace scaling EW capabilities through quantity,
rather than necessarily competing head-to-head with NATO in the realm of innovation.?®* According
to Pavel Luzin, between 2013 and 2017, EW forces in the Russian military received over 600 new
and upgraded EW systems.?** KRET in particular reportedly provided 62 high-end EW systems

in 2017, with a drop in deliveries recorded in 2018. By early 2021, Russian military-aligned outlets
reported that over the previous three years, the Russian military received 1,000 units of different
types of EW systems, including 19 of the most advanced models.?*

KRET also significantly expanded its civilian output between 2009 and 2021, increasing it more than
20-fold (from 2.3 to 47.4 billion rubles), and coinciding with the boom in the commercialization of
computer and digital communications technology.?® This fits into a broader effort by the Kremlin
to encourage growth in the production of civilian radio electronics by Russian defense firms, with
Putin in 2016 calling for a 3.7 times increase in the production of these devices by 2020.%” For
example, procurement data shows that in 2020, KRET completed 73 contracts for OKPD2 32.5
(medical and dental instruments) totaling 13.2 billion rubles. The largest of this batch, worth 7.5
billion rubles ($100 million at the time) and signed on April 15, 2020, was a contract with Russia’s
Ministry of Industry and Trade for ventilators and oxygenation devices, reflecting a state-directed
pandemic conversion. This episode demonstrates the ability for civilian production at scale.
However, reporting on the utility of the rapidly produced ventilators confirmed that some started
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hospital fires leading to patient deaths, raising serious questions about the reliability of some of
KRET’s civilian products.268

The push for diversification continued into the early 2020s; in 2021, Signal, a major KRET
subsidiary, announced plans to raise civilian output 30 percent by 2025, with a particular focus on
providing electrical goods to oil, gas, and construction-related industries—all of which have played
significant roles in supporting Russia’s post-2022 war machine. However, the achievement of that
metric remains unverified.?° Also in line with this broader diversification strategy, in 2026, KRET
subsidiary Electropribor in Tambov began construction of a large industrial complex to produce
free-inertial navigation systems for civilian aircraft.?”

Organizational Structure

As of 2015, KRET’s umbrella of subsidiaries comprised 97 separate entities, but more recent
estimates put the figure at about 70, consistent with Rostec’s 2024 description and KRET’s efforts to
streamline operations in the 2010s.?" Together, the different KRET enterprises produce EW systems
for Russian aircraft, naval vessels, and ground forces. Given this level of vertical and horizontal
integration, Russia has built a conglomerate that, like some of its Western peers, can in theory
provide the Russian military with a promising platform for full spectrum integration, enabling
greater coordination between Russian military systems across the EMSO portfolio. This process of
vertical integration fits into a broader pattern visible across much of the Russian defense industry
and is a stated priority of the country’s defense leadership.?

Like other major defense firms, the KRET holding structure comprises design bureaus, research
institutes, and manufacturing plants that churn out physical systems. KRET has significant holdings
across the Russian defense industry, including subsidiaries such as Tekpribor, Radiopribor,

the Moscow Institute of Electromechanics and Automatics, and Compass MKB, among others

(see below).?” A key pillar of the conglomerate is the Kaluga Scientific Research Institute for

Radio Engineering (KNIRTI), KRET’s primary provider of EW systems for Sukhoi aircraft.?”

Some of the other firms within the KRET ecosystem focused on either design, production, or a
combination of the two include the Ryazan Instrument Plant, Ekran Research Institute, NITAO

(an avionics integrator), Avionika Concern, Elektropribor, Fazotron-NIIR Corporation, Aerospace
Equipment Corporation, VNII Gradient, OKB Elektroavtomatika, V.V. Tarasov Aviaavtomatika, and
Aeropribor-Voskhod.?”

The Signal plant in Stavropol plays a key role within KRET’s broader organizational structure.
Founded in 1971, the plant is one of the largest defense enterprises in the North Caucasus.? By 1988,
the plant had distinguished itself within the broader late-Soviet economy with the construction of
an impressive microelectronics complex, which at the time was unmatched domestically, enabling
its continued growth through state contracts.?” Today, variants of Signal’s Khibiny EW system are
deployed on the Su-34 and Su-35 aircraft as a means of executing self-protection EW in the face of
Ukrainian jamming; the Su-34 in particular is actively conducting strike missions in Ukraine.?®
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Beginning in 2002, Signal intensified collaboration with TsNIRTI and KNIRTI (likely as part of

a refurbishment effort begun in 1999), and in 2012 it was formally subsumed into the KRET
infrastructure as part of the conglomerate’s broader consolidation.?”® As of 2023, Signal’s authorized
capital was reportedly 263 million rubles ($3.1 million at that time), with net assets valued at 7
billion rubles ($82.60 million), and 2022 revenue reaching 7.5 billion rubles ($111 million in 2022).2%°
Less than a year before the launch of the full-scale invasion, a state-aligned outlet claimed that
Signal was experiencing annual production growth of around 60 percent.?!

In the post-invasion period, 2025 was reportedly a record year for Signal, which saw a 62 percent
increase in production, along with a 36 percent increase over 2024’s standard hours worked.
The firm also claimed to have hired roughly 800 people that year alone (an increase equivalent
to nearly half of its 2021 workforce of about 1,700), underlining efforts to expand output for the
war in Ukraine.??

Post-2022 Performance

In terms of wartime production of specific EW systems, Russian government-aligned sources paint
an imprecise, yet optimistic picture. One challenge of interpreting potential output of EW systems
is a lack of consistency when it comes to terminology: Is output measured in units of EW systems,
integrated systems, more portable systems, or larger EW complexes combining different systems?
The 2026 1ISS annual Military Balance reports that the Russian military fields five EW brigades
(combat support for the Russian army), eight Mi-8 Hip J helicopters, three I1-22PP Mute aircraft,
and roughly sixteen Mi-8MTPR-1 helicopters. Additionally, the Russian military districts—including
Moscow, Central, Southern, and Eastern—maintain their own EW brigades in peacetime. At full
strength, these formations likely comprise hundreds of personnel and operate major EW systems,
such as the Krasukha, Leer, Moskva, or Murmansk complexes, while smaller EW companies
attached to maneuver brigades typically consist of roughly 100 personnel operating lighter
systems.?3 However, while estimates like IISS’s are useful, self-protection EW systems are embedded
across a wide range of Russian air and naval assets, including those not primarily designed for
EMSO. For this reason, Russia’s overall EW capacity should be much larger than the number of
high-end systems employed by dedicated EW units.

Official assessments of total EW systems output differ. According to a statement from Putin,
production of communications and EW equipment increased 12.5-fold between 2022 and 2025.%%4
Meanwhile, visually confirmed losses of Russian EW systems in Ukraine between February 2022
and March 1, 2026, included around 119 radar systems and 95 jamming and electronic deception
systems, according to Oryx.?> The OSINT site identifies six destroyed or damaged Mi-8MTPR-1
helicopters (Rychag), one captured Krasukha-4 complex, and one destroyed Rtut-BM system.2¢
Furthermore, the 172 destroyed, damaged, or captured Russian helicopters, along with 184
destroyed or damaged fixed-wing aircraft, were all likely armed with their own EW defenses.?’
Losses, reconstitution, and the growing importance of EW on the battlefield incentivize Russia to
increase its levels of production.
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At the high end of production assessments is a December 2025 statement from Defense
Minister Belousov, in which he reported that in 2025 alone, over 130,000 EW systems had been
delivered to the front lines—6.5 times more than in 2024.2% Belousov’s statement included a
specific reference to so-called “trench” EW systems—smaller, more mobile EW systems that

can be operated and transported far more easily than the larger, more powerful, legacy land
and air systems that have earned KRET its reputation.?® This shift reflects a purportedly
broader dynamic emerging across contemporary militaries, where EW systems are becoming
smaller, more portable, and more distributed across ground and naval forces.?° While the
relationship between KRET and the firms producing these systems remains unclear, given the
conglomerate’s dominance of the Russian EW market, it is likely there is a degree of overlap
between these smaller firms and some of KRET’s own subsidiaries, perhaps as subcontractors.
It remains to be seen whether these smaller producers will ultimately be subsumed into KRET’s
existing holdings.

Since 2022, KRET has engaged in technical iteration in response to battlefield needs. In March 2024,
Rostec announced that the Signal plant, based on the request of frontline soldiers, had upgraded a
remote-controlled platform armed with a 7.62 mm tank machine gun. The same press release noted
that the Signal plant had developed this prototype within two months of completing customer
consultations and had delivered several systems to the front in coordination with the Union of
Machinebuilders of Russia (see below).?! The question remains as to whether these innovations can
be produced at scale. So far, despite battlefield adaptation, neither Russia nor Ukraine has achieved
electromagnetic dominance over four years of war.?*

With UAVs now among the most critical offensive systems for both militaries, expanding EW
capabilities to detect, jam, and disable them has become paramount.?* Russian leadership has
publicly identified the replenishment and modernization of EW assets as a priority of its broader
military reconstitution effort, while Lithuanian intelligence has recently confirmed continued
Russian efforts to improve EW capability, particularly in terms of drone detection and active
jamming based on battlefield lessons.?** In response, a growing range of counter-UAV systems have
emerged. Ukrainian sources report that some Russian drones are now being outfitted with their
own jamming technology to detect and scramble the video feeds of Ukrainian interceptor drones.?*

In 2023, KRET premiered a new modernized version of its 2020 Sapphire EW system, a larger
complex designed specifically to jam the frequencies used by Ukrainian drones.?*¢ KRET subsidiary
Gradient also released the Multik, a helicopter-based EW system that is similarly designed to defend
assets from drone swarms.?” Another KRET subsidiary, Kvant, has expanded its offering of products
designed to defend armored vehicles, such as the tank-mounted Saniya system.?® It is possible that
as the war in Ukraine and Russia’s ongoing reconstitution efforts progress, the country’s military
may prioritize the production of these newer, often smaller, systems over higher-end legacy
complexes that have come to define Russia’s EW profile, at least among land-based systems. This
could reflect a new emphasis on using distributed offensive EW systems to protect territory, rather
than individual weapons platforms.
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Over the course of tactical operations, the Russian military needs to continually disrupt
Ukrainian drone assets while avoiding the fratricidal jamming of its own systems—a known
challenge dating back to operations in Donbas in 2014, when efforts to jam Ukrainian systems
also impaired Russian equipment.?*® With Ukraine facing the same quandary, what emerges is
a contest across the electromagnetic spectrum, where both sides continually shift frequencies
to protect their own systems’ navigation and communications, while trying to disrupt those

of the opponent.*°° The ongoing effort to further integrate existing automation technologies
and artificial intelligence into EW systems could further accelerate the pace and complexity

of this high-frequency contest, with the potential for a significant battlefield edge accruing

to the party able to master them.?°* While falling behind in the frontier Al race, Russia is well
positioned to leverage available technologies (often imported from China) for targeted military
applications.??? Already in the spring of 2022, Lieutenant General Yuri Lastochkin, chief of the
Electronic Warfare Troops of the Russian Armed Forces, emphasized the need to integrate more
autonomous systems into Russia’s EW arsenal.?%

The drones EW systems are targeting are making their own advances in autonomy. Autonomous
drones are designed to operate without direct communication with a pilot, eliminating the vulnerable
radioelectronic link that EW seeks to sever.*** If this technological capacity becomes widespread on
the battlefield, it could create greater challenges for the tactical execution of electronic attack—at
least in terms of anti-drone defense. That being said, autonomous systems will still rely on jammable
sensors to guide their decisionmaking, meaning they are unlikely to be entirely invulnerable to EW.3%

In the post-invasion period, KRET’s EW and air defense systems, including Vitebsk (L-370)/
President-S, have continued to be featured at international venues such as the World Defense Show
2024 in Riyadh.3%¢ Since 2023, KRET has also marketed the aforementioned updated anti-drone
Sapphire complex at defense forums highlighting Russian systems.3%” At the same time, Russia has
historically been hesitant to export its most advanced EW systems for fear of technological leakage
and reverse engineering. Nevertheless, Russia has made exceptions for China and other critical
partners, such as in the case of the KNITRI LOO5S Sorbsiya suite designed for certain models of
Sukhoi aircraft.?*® Chinese analysts are already studying and publishing lessons learned from the
implementation of EW in Ukraine.3%® Going forward, Chinese defense firms could seek partnerships
or supplier relationships with Russian EW producers, offering investment and access to critical
components sourced by China or transshipped from Western suppliers.

Going forward, Chinese defense firms could seek partnerships
or supplier relationships with Russian EW producers, offering
investment and access to critical components sourced by China
or transshipped from Western suppliers.

Snegovaya, Dolbaia, Fenton, and Bergmann | 42



Production

The following EW systems produced by KRET have all been deployed in Ukraine since the launch
of the full-scale invasion in 2022, where they have been used by Russian forces—alongside other
systems—for EMSO.

LAND-BASED SYSTEMS

The Krasukha family of offensive EW systems is one of the most prominent and advanced within
the Russian military, first deployed in 2014 and critical to the Russian war effort in Ukraine.*"° Work
on the Krasukha-2 and Krasukha-4 systems began in the 1990s, with delivery to the Russian military
beginning in 2014.°" Krasukha-4 is a land-based system mounted on a four-axle KAMAZ-6910-022
vehicle and produced by the KRET subsidiary Bryansk Electromechanical Plant.?? The system
requires four operators and consumes 30
kilowatts of power, and KRET claims it

can continuously operate for 24 hours.*3

The complex’s antenna effectively jam an
opposing enemy system, such as a plane,
UAV, or even a low-orbit satellite, and the
system’s range can extend up to a reported
250 km, supposedly providing it with the
capacity to make whole sections of airspace
off-limits to enemy aircraft.** As the space
domain becomes increasingly militarized, the
Krasukha’s capacity to target low-orbit satellite
installations could increase in tactical utility.

The Krakushka-2 EW system. The Rtut-BM offensive EW system is mounted

Photo: Vitaly V. Kuzmin/Wikipedia on a two-track mobility system like a battle

tank, but is designed to jam the navigation and
targeting systems of incoming rockets and artillery.*”* Two service personnel are required to operate
the system, and its continuous operation time is advertised as at least 24 hours.*'¢ The Rtut-BM was
deployed to Donbas before the full-scale invasion.*”

The Moskva-1 is designed for electronic reconnaissance and the coordination of multiple EW
systems across wide swaths of territory.*® Purportedly, the system can track up to 80 different air
routes and process up to 60 airborne radio sources.*" By triangulating off of existing radio signals
in a given area, the system provides electronic support by tracking enemy systems that can then be
eliminated by complementary Russian forces.*?° The Moskva-1is mounted on a KAMAZ-6350 vehicle
and requires four service personnel to operate it.3

AIRBORNE SYSTEMS

The Khibiny system is one of the main EW self-protection systems that defends Russia’s fighter jets,
including the Su-34 and Su-35 models, against both anti-aircraft and air-to-air missiles.*?> Designed
by KNIRTI and produced by Signal, the system consists of two modules, one for each wing of an
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aircraft, in addition to a central module carried on the aircraft.*> One module receives the incoming
signal from an enemy weapon system, communicates that signal to the central module, and then
the other module transmits a distorted version of these signals back at the enemy, thereby jamming
and confusing its targeting capacity.’*

Russian military helicopters also have been outfitted with offensive EW systems used to attack
Ukrainian electromagnetic defenses. The Mi-8MTPR-1 is Russia’s primary operational EW helicopter,
integrating the Rychag-AV electronic warfare suite developed by KNIRTI into the Mi-8 platform
produced by Kazan Helicopters.?? The Rychag system was preceded by an older variant, the Smalta,
which is produced by the Signal plant and still in use on Russian aircraft.>? Also known as the
Rychag-AV, the system is built into a modified version of the Mi-8MTV-5-1 helicopter produced by the
Kazan Helicopters plant, armed with a KRET-produced L187AE jamming system. KRET claims that
the system only requires a single operator and can simultaneously suppress up to eight different
enemy electronic systems.*?” The operator, sitting outside the helicopter’s cabin, has access to an
intuitive graphic interface at the control panel that assists the operator to make adjustments to the
system’s settings in real time.*?® Social media footage confirms the deployment of these aircraft in
Ukraine since 2022, where they reportedly fly at an altitude of over 10,000 feet to avoid being hit by
enemy ground fire, while still suppressing Ukrainian SAMs by jamming their radar controls.** The
helicopters can also defend Russian ground troops by scrambling the radars of Ukrainian aircraft.>*°

Another KRET product installed on Russian military helicopters is the self-protection Vitebsk
system, which can also be found on fixed-wing aircraft and whose export variant is known as the
President-S.*! They are designed to defend against the Western missile systems, like the Stinger,
that NATO states have delivered to Ukraine.*? The President-S originally debuted at the Aero India
exhibition in 2015, where its laser technology and radar and heat decoy deployment system were
highlighted, and was sold to Belarus, Algeria, and Egypt.** The President-S/Vitebsk system is
purportedly produced by the KRET subsidiary Ekran Research Institute, based in Samara.** Russian
military video footage purports to show helicopters equipped with this EW system participating
in the Russian assault on Kyiv’s Hostomel airport in the early days of the 2022 invasion.33>
Modifications and improvements to the Vitebsk system were informed by lessons from Russian
operations in Syria in the 2010s.3%

Challenges

LABOR SHORTAGES
EW producers are affected by existing manpower shortages, as the sector depends on highly skilled
radio electronics engineers and operators whose training is both specialized and time intensive.

Demand for the skilled engineers needed to produce these systems remains high. Battlefield
reports suggest that operator error stemming from insufficient training and experience has directly
contributed to Russian troop and aircraft losses, further aggravating skilled manpower shortages.**"

In response, Russia has expanded investment in EW training and research institutions. For
example, in 2025 Rostec Academy included Signal in its corporate training educational modules and
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site visits designed to cultivate the next generation of Russian defense industrial specialists.** Signal
also operates its own training center in partnership with the North Caucasus Federal University

to prepare production workers for high-demand machine-building jobs across the Stavropol

region, with capacity to produce about 500 trainees annually.**° However, it remains unclear
whether these institutions can effectively integrate frontline combat experience and sustain rapid
innovation cycles.

UKRAINIAN STRIKES

In July 2025, the Signal plant was targeted by Ukrainian long-range drone strikes, with two

facilities reportedly hit and stockpiles of critical inputs, including CNC machine tools, potentially
affected.*** However, the extent of the damage is unclear: While OSINT imagery confirms the strike,
a September 2025 CSIS assessment shows only limited rooftop damage and evidence of firefighting,
suggesting either modest impact or rapid repairs."

SANCTIONS

KRET has been under U.S. sanctions since 2014, with many of the companies under its control
also having been sanctioned over time, including KNIRTI in 2019 and Signal in 2022.3* Although
sanctions have constrained direct access, KRET has seemingly adapted by restructuring its supply
chains to import components that are critical for systems widely used in Ukraine like Khibiny,
Vitebsk, and Krasukha. Media investigations expose KRET’s reliance on a complex supply network
of intermediaries to import restricted Western microelectronics via third countries such as
mainland China, Hong Kong, and Turkey.4?

II A CSIS review of relevant satellite imagery between December 11, 2022, and July 28, 2025, shows a very small poten-
tial hole on the roof of one of the Signal plant’s buildings. If this damage was the result of a UAV strike, the UAV must
have carried a very small warhead that produced, at most, only minor damage.
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Kalashnikov

Synopsis

Kalashnikov, which emerged from the merger of the Soviet-era Izhevsk Machine-Building

and Izhevsk Mechanical plants, struggled after the Soviet Union’s collapse under heavy debt,
fragmented corporate structures, and underutilized production capacity before being restructured
in the 2010s under Rostec into a vertically integrated defense conglomerate spanning small

arms, precision-guided munitions, optics, machine tools, and battlefield equipment. As part of
this diversification, in the mid-2010s, Kalashnikov expanded into UAVs through acquisitions of
companies such as ZALA Aero.

Since 2022, Kalashnikov has undergone rapid wartime expansion, with military output reportedly
rising by 40-50 percent annually across key production categories, including assault rifles and
guided artillery shells. The concern significantly expanded UAV production through new facilities
and the repurposing of commercial retail space into drone manufacturing sites, accompanied

by infrastructure growth and workforce expansion. Kalashnikov’s partnerships with grassroot
initiatives such as Ushkuynik and Project Archangel also illustrate the process of consolidation

of Russia’s wartime drone ecosystem under the oversight of a major state defense contractor.
Battlefield adaptation drove repeated redesigns of systems such as the AK-12 assault rifle and the
Lancet drone, alongside growing integration of Al-enabled targeting into UAVs as part of efforts

to develop integrated “kill chains.” Civilian production and dual-use activities created a mutually
reinforcing dynamic, where commercial production bolstered manufacturing capacity, engineering
expertise, experimentation, and operational learning. Kalashnikov further adapted its export
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strategy by shifting marketing toward combat-tested UAVs, loitering munitions, and precision-strike
systems aimed primarily at Global South countries.

However, major weaknesses remain, namely labor shortages, corruption, and persistent
dependence on Western-made components. While Kalashnikov has adapted by building networks
of intermediary suppliers operating through third countries, sanctions continue to complicate
production and supply chain stability. In the coming years, Kalashnikov will likely continue to
expand loitering munitions and ISR UAV output, while integrating Al-enabled targeting into
reconnaissance-strike systems.

Background

Kalashnikov is an old, established defense firm with a worldwide reputation for producing assault
rifles and other small arms. The modern Kalashnikov Concern was established on the basis of the
Izhevsk Machine-Building Plant (Izhmash) in 2013. Located in the capital of modern Russia’s Udmurt
Republic and founded by decree of Tsar Alexander I in the early nineteenth century, Izhmash
became particularly known in the Soviet era as the largest firearms producer. During World War II,
its output was vital to Soviet defense: Izhmash produced 11.3 million rifles and carbines, allegedly
more than all German factories combined (10.3 million).3*

Similar to many other Russian defense manufacturers, Izmash was significantly affected by the
collapse of the Soviet Union and was unable to fully recover. By the early 2010s, Izhmash was
heavily indebted and operating at a loss, burdened by a fragmented structure of 32 legal entities
that generated high overhead and duplication. By 2010, net losses reached 1.7 billion rubles ($55.93
million in 2010), and by 2011, financial liabilities rose to about 19 billion rubles ($647.9 million

in 2011), with just 20 percent of Izhmash’s Soviet-era equipment being utilized.*** Rostec then
initiated restructuring, culminating in the August 2013 merger of Izhmash and Izhevsk Mechanical
Plant (Izhmekh) into Kalashnikov. Izhmash constitutes Kalashnikov’s legal and industrial core, as
the Soviet assault-rifle production site and the primary manufacturer of AK-series rifles, sniper
rifles, and military small arms. Izhmekh is a mechanical plant that specializes in the production of
precision components, machining, and metallurgy.*+

Following restructuring under Rostec, Kalashnikov’s output and financial performance improved
rapidly, with some small arms exported to the United States prior to the tightening of sanctions.?*¢ From
2014 to 2019, the concern’s revenues expanded more than 10-fold, reaching nearly 36 billion rubles
($556 million) by 2019, reflecting rapid expansion.*#” In 2020, the last year for which full revenues are
available in open sources, revenue declined to 30 billion rubles ($417 million), likely impacted by the
Covid-19 pandemic.**¢ Following a series of post-2022 state regulations restricting the publication of
sanctions-sensitive information, Kalashnikov significantly reduced the scope of its financial disclosure.?*

Organizational Structure

While Kalashnikov used to be primarily associated with small arms, its production recently
expanded to include a multi-sector element of the Russian military industrial complex, including
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missiles, UAVs, and guided-artillery munitions.**° Today, Kalashnikov Concern employs over 18,000
people and spans nearly 40 companies, encompassing major weapons producers alongside a set of
smaller firms, including component suppliers, production support, and defense distribution and
logistics providers.®! The structure also includes the Kalashnikov Industrial Cluster, a specialized
organizational vehicle designed to bring together contractors, suppliers, and tech developers in

a coordinated industrial network.?>? Through vertical integration that unraveled over the years,
Kalashnikov’s structure came to mirror the three-tiered Soviet military industrial system: (1)

design bureaus, responsible for concept development, prototyping, and testing (e.g., ZALA Aero

in unmanned systems, the newer “G.K. Tikhiye Krylia” specializing in vertical take-off and landing
platforms, and KB LUGGAR in advanced optical systems); (2) research and engineering institutes
focused on subsystem development and system integration (e.g., TsNIITochMash and NII Stali); and
(3) production plants responsible for serial manufacturing (e.g., NPO 1zhBS, Izhmash, the Mytishchi
Machine-Building Plant, Vympel Shipyard, and the Nobel Brothers Shipyard). Selected subsidiaries
are discussed below.

In February 2015, Kalashnikov acquired ZALA Aero Group (“ZALA”) to expand into the UAV sector.
ZALA, which is also headquartered in Izhevsk, focuses on drone design, while the Scientific

and Production Association Izhevsk Unmanned Systems (NPO I1zhBS) enables scaling through
production.®* Together, they broadened Kalashnikov’s portfolio to include civilian monitoring
systems, reconnaissance drones, ISR systems, and loitering munitions.** Today, ZALA is one of the
leading companies in Russia’s defense industry producing Al-enabled systems. Its key advantage

is a dual-use model: By securing contracts across both military and civilian agencies, including the
defense ministry (enabled by its integration into Kalashnikov), transportation and infrastructure,
emergency situations, and law enforcement ministries, ZALA’s drones have been deployed both on
the battlefield and in civilian roles, such as monitoring critical infrastructure (e.g., oil pipelines).
This process has generated large, diverse datasets across varied environments, strengthening
software performance, accelerating innovation, and improving transferability to combat settings.?>
For example, the Al supporting ZALA’s military drones appears to rely on the same software
architecture used in its civilian drones.**¢ With ZALA Aero Group and NPO I1zhBS located in Izhevsk,
UAV production has expanded within the city’s broader defense industrial base, which over time
has developed into a drone hub alongside other major enterprises such as the Almaz-Antey-owned
Kupol discussed above.?”

In 2016, Kalashnikov acquired Mytishchi Machine-Building Plant, a legacy Soviet plant focusing

on transport engineering and tracked platforms. Tracked and wheeled chassis manufactured

by the plant are used in major Russian weapons systems like the Almaz-Antey-produced Buk-M3
and Tor-M2 air defense missile systems and the S-300V4 SAM system.>*® This signals a degree of
codependency between different Russian defense conglomerates, with disruptions to production in
one company potentially impacting production at another company.

Kalashnikov’s diversification extends beyond weapons into the broader battlefield equipment
ecosystem. In 2018, the concern integrated Triada-TKO (formerly Group 99) as a subsidiary
specializing in tactical clothing, body armor, and combat gear.** It produces soldier equipment
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systems, like the Strelok combat gear set, VKPO 3.0 all-season uniforms (the recent iteration of
the Russian military’s modular layered clothing system), and modular load-bearing systems,
which are supplied directly to the MOD.3¢° In 2024, Kalashnikov delivered about 400,000 sets of
VKPO 3.0 uniforms.**!

Kalashnikov is among the major defense companies expanding cooperation with grassroots
initiatives and private enterprises. Under its CEO Alan Lushnikov, Kalashnikov has invested in
“People’s VPK,” a Russian volunteer movement focused on developing and supplying weapons for
the Ukraine war to harness rapid, frontline-driven innovation. In 2025, it signed a cooperation deal
with Ushkuynik, the producer of the KVN fiber-optic drone and other UAVs (see below), and with
Project Archangel, a major volunteer drone training organization founded in 2022 by entrepreneur
Mikhail Filippov. Project Archangel has grown into a nationwide network with training centers
across 20 Russian cities and occupied Ukrainian territories, preparing thousands of servicemen
and civilians for MOD contracts through two- to three-month courses.*¢? Beyond supplementing
state training, Project Archangel creates parallel pipelines that rapidly absorb battlefield lessons
and translate them into technological adaptation and structured instruction.*®* The partnership
tasks Kalashnikov with identifying systems developed and tested by Project Archangel to scale

up their production and support operator and instructor preparation.®** Both parties also plan to
launch joint training programs for drone operators and instructors, covering systems produced

by Kalashnikov and other manufacturers.3¢> Such arrangements reflect the MOD’s effort to bring
key Peoples’ VPK initiatives under state oversight to avoid the emergence of independent weapons
production outside formal control.

Post-2022 Performance

Since 2022, Kalashnikov has rapidly expanded production: Output reportedly rose about 40
percent in 2022 (described as a 20-year record high) and 45 percent in 2023 in military categories,
followed by roughly 50 percent year-on-year growth in the first half of 2024 alongside production
line modernization.?*¢ Growth continued into 2025, with combined military and civilian output
increasing by about 50 percent year-on-year in the first half of the year.?¢” Financial indicators
mirror this trend: Revenue in the first 10 months of 2024 exceeded total 2023 revenue by nearly 15
percent and rose by 52 percent year-on-year in the first half of 2025.36¢ One of the key subsidiaries,
Izhmekh, reported a 58 percent revenue increase in the first half of 2025.3¢°

Civilian small arms production expanded alongside military output. As of 2022, civilian products
accounted for 21 percent of company revenue, helping support liquidity and balance sheet
stability.? Civilian arms output reportedly grew by 50 percent in 2024, while the concern
reportedly exceeded its planned civilian small arms shipments and reported record revenues

from military and civilian small arms sales, surpassing levels seen over the previous decade.*” This
civilian production also reinforces military manufacturing: Just as ZALA’s dual-use model leverages
broad operational datasets from commercial infrastructure to improve military drone systems like
Lancet, Kalashnikov’s civilian and military rifle production relies on overlapping platforms and
shared manufacturing infrastructure.”
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This trajectory has translated into spatial and organizational expansion. In May 2023, Kalashnikov
established a dedicated division for the production of loitering munitions and related systems at
its primary production site in Izhevsk, aiming to achieve a 10-fold increase in drone production
by 2024.%” Regional reporting from September 2025 also indicated plans to launch up to eight
large-scale investment projects at its Izhevsk production site.>™

To explore these developments, CSIS tracked indicators of potential production expansion at
Kalashnikov’s production site in Izhevsk (see Figures 2a, 2b, and 2c). By comparing satellite imagery
from July 21, 2022, and April 5, 2026, CSIS identified areas of new construction absent in the 2022
baseline imagery (see area overlaid in white, Figure 2a). For instance, in the central-west section

of the facility, there is an approximately 1,100 square meter building, consistent with a specialized

workshop or engineering support function, along with approximately 1.7 square kilometers of grading

and the addition of roughly 10 small buildings (none exceeding 1,440 square meters), consistent
with distributed light manufacturing or modular assembly use (see Figure 2b).>”> Immediately south
of these developments are an approximately 22,500 square meter dirt parking area and sand pit,
which are graded but have not yet been further developed. And finally, in the southwest section of
the facility, there is an approximately 1.4 square kilometer developed area where construction was

completed on a large, approximately 14,270 square meter warehouse and shipping building and four

smaller buildings, which could be used as a final assembly and distribution hub (see Figure 2c).

Figure 2a: Infrastructure Developments at Kalashnikov Zavod, 2026
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Figure 2b: Infrastructure Developments at Kalashnikov Zavod, 2026
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Figure 2c: Infrastructure Developments at Kalashnikov Zavod, 2026
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Besides its Izhevsk production site, Kalashnikov has expanded UAV production in part by
repurposing commercial retail space into manufacturing facilities. For instance, in Izhevsk, at

least three shopping malls were repurposed by firms linked to the Kalashnikov-ZALA ecosystem:

In 2023, ZALA Aero Group repurposed the Italmas shopping mall into a drone production facility
(including for Lancet loitering munitions); a ZALA-linked firm, Aeroscan, acquired the city’s Stolitsa
mall for similar purposes; and later that year, NPO 1zhBS took over another retail site (Novy Dom) to
support UAV assembly, reportedly including Granat-type systems.*’® Similar practices have spread
geographically: By 2024-2025, affiliated UAV producers (e.g., Supercam within the Unmanned
Systems group) began converting retail space in other regions, such as Ryazan.*”

Along with repurposing commercial retail space, Kalashnikov has also pursued purpose-built
expansion. For example, in April 2025, it opened a new high-tech production complex covering
34,000 square meters in Moscow’s Technopolis Special Economic Zone (Pechatniki); the complex
is focused on electronics and advanced manufacturing and is expected to create roughly 1,000
high-tech jobs.™

Production

SMALL ARMS

Kalashnikov accounts for around 95 percent of Russia’s output of machine guns, sniper rifles,
pistols, and other handheld firearms, making it the backbone of the country’s weapons supply.>™
In terms of total production size, in 2014, Kalashnikov reported doubling production to
120,000-150,000 units.**° In 2019, the MOD signed a three-year contract with Kalashnikov for the
delivery of 150,000 AK-12 and AK-15 assault rifles.®! Although official production figures have not
been publicly disclosed since 2022, available indicators suggest significant expansion. For example,
Kalashnikov reportedly increased small arms production by 40 percent in 2022.382 According to
military analyst Pavel Luzin, while the company continues to produce large volumes of machine
guns, Russia already possesses sufficient stockpiles for decades. For this reason, he argues that
tracking exact output is of limited analytical value.?s3

The war in Ukraine has enabled faster feedback loops between frontline units and manufacturers. The
Russian army continues to rely heavily on legacy AK-74 rifles while the AK-12 remains in production.®*
In the post-2022 period, Kalashnikov has continuously updated and redesigned its AK-12 assault

rifle based on combat feedback, including finding ways to speed up firing and give soldiers more
control over firing modes.** In early 2026, Kalashnikov shipped the first batch of its AK-12K (5.45 mm)
carbine and the 9 mm PPK-20 submachine gun, both modified based on combat experience from the
war in Ukraine.38¢

LOITERING MUNITIONS AND ACCOMPANYING SYSTEMS

Besides traditional small arms, Kalashnikov foresaw the growing role of unmanned systems earlier
than many competitors and now fields one of Russia’s most effective drone-based strike complexes,
combining ZALA’s reconnaissance UAVs and its Lancet loitering munitions. Its development began
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in the early 2010s, with key systems entering
production around 2019, a few years after
Kalashnikov’s acquisition of ZALA.3%"

Kalashnikov occupies a niche position within
Russia’s drone ecosystem: While the company
leads in producing higher-end loitering
munitions and has expanded into first-person
view (FPV) drone production, it accounts for
a relatively small share of total drone output
dominated by cheap mass-produced FPV

and Shahed-type systems. ZALA-developed
platforms span several UAV categories within
a reconnaissance-strike architecture that
combines real-time surveillance with precision
targeting. At its core are ISR drones like the
Supercam family (e.g., S350 and 350M) and
the SKAT-350M, the Granat series used for
artillery spotting, and the portable Tachyon system for frontline surveillance, which identify and
track targets and then cue loitering munitions, such as Lancet and KUB, to strike.3s®

Kalashnikov’s presentation of a new variant of
the AK-12 assault rifle family at the Patriot Park in
Kubinka, Russia, in August 2020.

Photo: Mikhail Svetlov/Getty Images

More advanced systems continue to emerge. In February 2026, Kalashnikov presented updated
KUB-10ME loitering munitions with an extended range (over 100 km) and improved resistance to
EW and air defenses, alongside onboard targeting capabilities.** Other systems, such as the Rus-PE
loitering munition, reportedly incorporate Al-assisted target recognition, although the extent

of autonomy is unclear.**° The Lancet also underwent multiple upgrades, including enhanced
sensors, imaging, target detection, and lock-on in poor visibility and adverse weather. Its neural
networks appear to have been retrained on larger, higher-quality datasets. These improvements
enable more precise target recognition and refined terminal guidance.*' Kalashnikov’s CEO Alan
Lushnikov’s appointment in late 2025 as chairman of the Digitalization Committee at the League for
Support to Defense Enterprises, where he is involved in advancing digitalization initiatives across
the defense sector, further signals Kalashnikov’s focus on applied Al and integration into Russia’s
wartime industrial coordination and may also reflect its growing role in linking with the People’s
VPK (see below).

The ultimate goal appears to be an integrated “kill chain,” where Kalashnikov-linked
platforms cover reconnaissance, targeting, and strike functions.*> Already, ISR drones like the
SKAT-350M and Supercam pair with loitering munitions, including the Lancet and KUB series,
which combine target detection and strike. Kalashnikov has expanded this segment by scaling
production and adding manufacturing capacity.**

Despite expanded production capacity (a reported 10-fold increase in the production of Granat-4
and KUB drones in 2024), Kalashnikov’s drone output remains modest relative to mass-produced
systems like Shahed-type drones, which are expected to reach 60,000 units at maximum capacity
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Ukraine presents the remains of the ZALA Lancet
UAV during the exhibition “Evidence of Crimes”
in front of the European Parliament in Brussels,
Belgium, in March 2024.

Photo: Thierry Monasse/Getty Images

by 2026.3%* The discrepancy in scale of
production is likely due to unit cost, which

in the case of the Lancet allegedly nears
about 3 million rubles ($30,000 as of early
2025).3% For example, verified OSINT data
confirms 2,500 Lancet strikes as of November
2024, reaching 3,000 by early 2025.%¢ This
surge aligns with reporting from the Kyiv
Independent, which found that ZALA earned
nearly $90 million in the first quarter of 2024
alone in supplies sold to the Russian army and
other armed formations.**” According to the
Ukrainian Ar Force, Russia had used around
7,000 Lancet drones against Ukraine by early
November 2024; separately, LostArmour had
visually documented more than 4,800 Lancet
strikes by July 2026. *® According to defense
researcher Federico Borsari, by the end of

2026 this figure could potentially double to 10,000-15,000.3%°

In parallel, Kalashnikov has expanded into FPV drones, developing lower-cost, operator-guided
strike systems that complement more advanced loitering munitions. In September 2025, it
showcased the Arbalet FPV drone equipped with a Kalashnikov AKS-74U assault rifle and a 30-round
magazine.*°® Other tactical drones include the Goliath 2.0 and Karakurt 2.0 quadcopters, designed
for reconnaissance and target acquisition; following their presentation in early 2026, Kalashnikov

reported transitioning to serial production.*!

Since 2022, Kalashnikov’s displays at international exhibits . . .
have increasingly emphasized UAVs and loitering munitions,
reflecting a shift in its product mix and market demand.

Since 2022, Kalashnikov’s displays at international exhibits (in Azerbaijan, Malaysia, Saudi Arabia,
South Africa, the United Arab Emirates, and Vietnam) have increasingly emphasized UAVs and
loitering munitions, reflecting a shift in its product mix and market demand.**? Kalashnikov has
showcased systems such as the KUB and Lancet series and reconnaissance platforms like the SKAT-
350M. That these systems are repeatedly featured in Global South exhibits suggests that local
customers are prioritizing cost-effective precision strike and reconnaissance capabilities, shaped by
lessons from Ukraine. In May 2026, reports emerged that Russia expects to sign contracts with several
African and Middle Eastern countries to supply the Lancet-E loitering munition by late 2026.4% In
June 2026, Kalashnikov also announced that it was in advanced negotiations with an Indian partner
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to supply anti-drone cartridges and eventually localize their production in India, while promoting its
battlefield-tested anti-drone shotguns, and signed a contract to supply Karakurt civilian copter-type
UAVs to an Indian partner.*** Kalashnikov also reportedly plans to compete for India’s military UAV
procurement program with its Garuda (SKAT 350M) reconnaissance drone, including the localization
of production in partnership with an Indian company.*®

In parallel, Kalashnikov has experimented with counter-UAV solutions, such as ZALA-linked
anti-drone rifle concepts, and adaptations of the MP-155 semi-automatic shotgun platform for
short-range drone defenses.** Those were reportedly supplied to Russian units operating at the
front, reflecting the growing demand for low-cost, short-range anti-drone solutions. In April 2026,
Kalashnikov also announced preliminary trials of Krona, a short-range anti-aircraft missile system for
territorial air defense.*"’

Beyond UAVs, Kalashnikov has expanded into high-precision weapons. It now produces
guided-artillery shells like the 122 mm Kitolov-2M.*% The company also manufactures SAMs,
including the 9M333 “fire-and-forget” missiles, engineered for the Strela-10 system to intercept
low-flying aircraft, cruise missiles, and drones, and recently ramped up production of
helicopter-launched anti-tank missiles Vikhr-1.40°

COMPONENTS

Kalashnikov’s recent expansion reflects a broader push for vertical integration to reduce
dependence on foreign suppliers and accelerate wartime manufacturing. It has expanded into new
domains such as machine tools and optics, extending control across multiple stages of development
and manufacturing.

In the post-2022 period, Kalashnikov moved to expand domestic machine tool capacity within its own
facilities to limit reliance on foreign equipment. Its output includes conventional and high-precision CNC
lathes used to produce components for systems such as guided munitions and UAV support equipment,
including the 250ITVM series (a high-precision turning center for metalworking applications in defense
and industrial production).*° In 2023, Kalashnikov produced 126 total machine tools, including 48

units of 250ITVM.*" Output of the 250ITVM increased in 2024 and rose by a further 10 percent in 2025,
likely resulting in 55-75 units produced annually (for reference, Russia manufactured over 11,000
machine tools in 2024).#2 In 2025, Kalashnikov also presented the IZH VMC650CNC vertical machining
center and the IZH Caliber 20 Swiss-type CNC lathe (a high-precision longitudinal turning machine),
positioning them as a domestic alternative to sanctioned Western precision machinery.** Both models
were listed as “available for pre-order” in Kalashnikov’s catalog, suggesting they remain in a market
validation phase rather than full-scale serial production.** To date, Kalashnikov’s machine tools show
no evidence of large-scale deployment, and CNC output remains limited relative to leading Swiss-type
(sliding-headstock) manufacturers that produce thousands of units annually.*®

Since 2022, Kalashnikov has sought to localize key components; this has included attempts to
produce high-precision spindles to replace imports from Italy and equipping its machines with
domestically built numerical control systems.*¢ It also manufactures components for military
products, including elements used in KUB loitering munition ground-launch systems.*” Kalashnikov
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has also expanded into optical and electro-optical technologies. To address Russia’s continuing
dependence on imported thermal imaging devices and components, in 2024 it integrated LOMO
(Leningrad Optical-Mechanical Association), which specializes in precision optics, electro-optical
systems, and night-vision equipment.*#$

Challenges

LABOR SHORTAGES

In 2023, Kalashnikov reported an ambitious five-year plan to attract 20,000 additional employees,
including 2,000 employees that year alone.*® Between 2024 and early 2025, around 1,000 new jobs
were created through the commissioning of a missile and ammunition manufacturing cluster and a
separate high-precision-guided weapons facility on the Izhevsk production site.*?° However, in 2024,
Managing Director Andrey Baryshnikov flagged that the half-year production plan was met “under
partial staff deficit.”* Regional reporting and hiring websites show hundreds of open positions.*??

Labor shortages are forcing Kalashnikov to resort to unconventional recruitment strategies

to sustain output. These include hiring personnel from Russia’s other regions; recruiting
schoolchildren for summer jobs in factory training programs offering stipends of roughly $300 per
month (including for roles such as milling machine operators, locksmiths, and foundry workers);
and conducting targeted hiring campaigns aimed at war veterans and their families.*> Kalashnikov
reports that more than 1,800 people have been trained in blue-collar professions through its
Industrial Training School since its launch between 2023 and early 2025.4

Kalashnikov also supports youth engineering competitions, drone development programs,

and external innovation initiatives, reflecting its growing emphasis on UAVs and advanced
technologies.*? In September 2019, the concern established the Kalashnikov Academy Youth
Technopark in Izhevsk, a specialized training center providing advanced engineering education to
students aged 14-18; the opening ceremony was attended by Vladimir Putin.*? The academy focuses
on several core high-tech tracks: robotics, neurotechnology and Al, UAV design and piloting, IT,
satellite and space systems, and industrial design (including 3D modeling and prototyping). It aims
to cultivate a pipeline of engineers and developers for Russia’s military industrial complex.*? In
2025, the academy reported that over 500 teenagers had completed training across multiple tracks,
while a similar number enrolled for the new academic year.**

CORRUPTION

Corruption, which remains among the key factors undermining production standards, is
apparently so pervasive that Kalashnikov set up a direct hotline to report signs of embezzlement
and corruption.**

Recent years have seen a rise in corruption prosecutions of senior and mid-level managers. For
example, in February 2026, a Moscow court arrested Ksenia Grashchenkova, the company’s former
director of procurement and logistics, on embezzlement charges; the following month, her former
deputy director for procurement and logistics was detained on related charges.**° According

to the case, contractors allegedly replaced high-quality Russian components with cheaper and
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lower-quality Chinese equivalents, which were reportedly smuggled into Russia disguised as
ordinary hardware, directly jeopardizing the quality of modernized AK-12 rifles.**! Separate but
related proceedings against former Kalashnikov employees for large-scale fraud and commercial
bribery in supply contracts for the defense ministry are also ongoing.**

FOREIGN COMPONENT DEPENDENCIES

Dependencies on foreign components remain pronounced. For example, Kalashnikov operates
foreign-produced CNC machine tools, including Japanese (Okuma) and German (INDEX) systems
identified at its facilities.** Russia’s machine tools used to manufacture Russian CNC equipment
are themselves relying on components sourced from the United States, Europe, Japan, and
Taiwan.** For example, Kalashnikov uses components produced by CNC Sinumerik (Siemens)
and FlexKraft (KraftPowercon) that are critical for automating machine tools used to produce
high-precision components across defense manufacturing, including aerospace-grade and
weapons-related systems.*>

The same issue applies to UAVs. In 2025, ZALA proudly reported that its “cascade principle”
(coordinating across a network of actors without fully owning them) enabled nearly 95 percent
localization.** In practice, however, this model often relies on shell companies or third-party
distributors (often via platforms like Alibaba) to access dual-use Western electronics while bypassing
traditional bottlenecks.*” Once incorporated into higher-level assemblies, these components

are reclassified as part of a “localized” Russian-made module, allowing ZALA to report them as
Russian-made. Indeed, open-source investigations of its Lancet loitering munitions show that

they rely on at least 50-60 individual Western-made components, particularly in flight control,
Al-driven targeting, and navigation (including NVIDIA Jetson modules for Al, Xilinx/AMD chips

for processing, and u-blox navigation components) from companies headquartered in the United
States, Switzerland, and the Czech Republic.*** These components enable the Lancet-3’s advanced
targeting and guidance capabilities that it would not otherwise have.*® Import data further indicate
that ZALA-linked firms have sourced motors, microelectronics, carbon fiber products, aluminum
components, and navigation modules, worth millions of dollars altogether, through Chinese and
Hong Kong suppliers.*° These components are typically acquired through intermediary networks
and are often purchased using cryptocurrency to circumvent sanctions.*#

SANCTIONS

Nevertheless, sanctions are constraining Kalashnikov’s production. Leaked reporting indicates
that, in 2023, a UAV manufacturer linked to NPO IzhBS failed to fulfill an MOD contract for
Granat-4 systems, reportedly due to the impact of European sanctions and shortages of
critical components.*+?

However, a 2026 Ukrainian intelligence investigation discovered that nearly half of Kalashnikov’s
enterprises were still unsanctioned by any member of the sanctions coalition, despite their critical
role in military production. These include LLC KB “Luggar,” a developer of thermal imaging

sights and laser rangefinders, and the Kalashnikov Industrial Cluster, which produces small arms,
special-purpose equipment, and gear for special forces.*#
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Ushkuynik

Synopsis

Ushkuynik represents one of the most successful transitions from a self-initiated effort born outside
of the typical domestic defense industrial complex into a full-fledged government-backed start-up
with direct MOD and government support. Emerging from the broader “People’s VPK” ecosystem of
volunteer groups, start-ups, and grassroots military innovators, Ushkuynik is a hybrid organization
combining decentralized battlefield-driven innovation with formal state support and oversight.
Ushkuynik’s growing cooperation with Kalashnikov reflects the incorporation of volunteer-driven
wartime innovation into Russia’s formal defense industrial structure.

Following battlefield adaptation in heavily jammed environments such as Kursk, the company
significantly expanded production of fiber-optic first-person view (FPV) drones and integrated
training, testing, and deployment into a more centralized wartime support system. The Russian
MOD appears satisfied with Ushkuynik’s role as a controlled platform through which domestic
start-ups can present their solutions for potential scaling under the oversight of the MOD and the
Kremlin-backed investors and coordinators. Over the next several years, Ushkuynik is poised to
continue the development of relatively cheap tactical and operational-level unmanned solutions to
augment the growing Russian military UAV lineup, along with rapidly designing and testing other
technologies like unmanned ground vehicles and unmanned surface vehicles for military needs.
However, Ushkuynik may eventually remain an exception in Russia’s “bottom-up” innovation
ecosystem, as many smaller volunteer and start-up efforts launched after 2022 are likely to be
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absorbed by the MOD and the larger defense industrial complex amid the state’s push for large-scale
production and tighter control over how tactical weapons are designed, tested, and fielded.

At the same time, Ushkuynik still suffers from many of the same problems that haunt the rest of the
industry. In particular, dependence on imported microelectronics and optics through the use of
intermediary supply chains remains significant despite ongoing localization efforts.

Background

In October 2023, Russian pro-war volunteer networks moved to institutionalize cooperation

within the so-called “People’s VPK,” an ecosystem of small-scale start-ups, mid-tier manufacturers,
volunteer groups, and affiliated teams developing UAV, counter-UAV, and related technologies. They
envisioned a technology accelerator that would help early-stage developers rapidly prototype and
test systems for the Russian MOD evaluation, while also facilitating access to military customers
and navigating bureaucratic procedures related to development, testing, and procurement. This
effort led to the creation of the Ushkuynik Scientific and Production Center (“Ushkuynik”). The
name draws on Novgorod’s historical “ushkuyniks,” river raiders active between the twelfth and
fifteenth centuries, evoking a tradition of decentralized, mobile warfare.*** The concept allegedly
emerged from “Dronnitsa,” an annual gathering organized by the Coordination Center for Assisting
Novorossiya (KCPN) and the government of the Novgorod region, which convenes UAV operators,
engineers, volunteer groups, technical start-ups, and, increasingly, state-linked defense actors.!

Ushkuynik is part of a broader state-supported ecosystem of research and production centers
focused on unmanned systems development, testing, and evaluation.** It operates as both a
production enterprise and a technology accelerator, linking small-scale innovators (the so-called
“residents”) with state programs by translating bureaucratic requirements into engineering tasks
and facilitating access to federal support.**¢ As of mid-2025, Ushkuynik reported supporting over
40 resident teams from across Russia, overseeing dozens of UAV-related projects, and receiving
more than 663 million rubles (approximately $8.5 million in 2025) in federal and regional funding
for 2024-2025.447

Ushkuynik is a state-backed institution, established by the Novgorod regional government and the
federal National Technology Initiative (NTI) under Russia’s broader national project on unmanned

I The first Dronnitsa meeting in 2022 focused on establishing systematic UAV training, while the 2023 event shift-
ed toward developing domestically produced drone and counter-drone systems for military use, after which the
Ushkuynik concept reportedly took shape. By 2024, the Dronnitsa emphasis moved toward coordination between
developers, state institutions, and the MOD’s end users. The fourth meeting, held on September 6-7, 2025, and
organized by KCPN and Ushkuynik, reportedly drew 1,500-2,000 attendees, with discussions centered on addressing
shortcomings in the volunteer and start-up ecosystem to improve the Russian war effort. See Alexander Timokh-
in, “Dronnitsa-2025: War and Victory in the Dead Zone,” Military Review, September 28, 2025, https://en.topwar.
ru/271559-dronnica-2025-vojna-i-pobeda-v-mertvoj-zone.html; Alexey Chadaev, Telegram post, July 25, 2025, https://t.
me/chadayevru/3972; IPOHHULIA [Dronnitsa], Telegram post, September 3, 2025, https://t.me/dronnitsa/531;
IOPOHHMIIA [Dronnitsa], Telegram post, September 8, 2025, https://t.me/dronnitsa/554; Chadaev, Telegram post,
July 25, 2025; and Alexander Timokhin, “Dronnitsa-2025: War and Victory in the Dead Zone,” Military Review, Sep-
tember 28, 2025, https://en.topwar.ru/271559-dronnica-2025-vojna-i-pobeda-v-mertvoj-zone.html.
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systems.** It also receives formal support from the Skolkovo Foundation, another state-backed
innovation vehicle. Functioning partly as venture capital firms, these organizations have provided
early-stage investment for Ushkuynik (though the scale remains unclear) while also offering access
to the political networks associated with such sponsorship. In July 2024, Ushkuynik became the first
scientific and production center of its kind to receive official accreditation from Russia’s Ministry

of Industry and Trade. This status provides formal state oversight, access to grants, and routine
inspections by multiple security and audit bodies, enabling it to tap government resources and
deepen ties with industry and government.**° From that point on, Ushkuynik became less of a
“People’s VPK” project, as it began, and more of a hybrid entity that combined both the start-up
culture of a smaller development enterprise and the key contacts of the larger Russian state defense
and procurement ecosystem, allegedly without the worst habits and excesses of both systems.

Rather than operating as an independent entity, Ushkuynik’s drone production is tightly integrated
into Russia’s state-controlled research, development, testing, and evaluation (RDT&E) ecosystem.
Ushkuynik helped create a special experimental legal regime for testing anti-UAV technologies,
securing authorization from several Russian security and law enforcement agencies (including the
MOD, FSB, FSO, Ministry of Internal Affairs, and National Guard) to provide security for its facilities
and field testing operations. For example, procurement data indicate that in November 2024, the
Novgorod Region Department for Civil Defense, Emergencies, and Fire Safety procured 50 KVN
drone sets from Ushkuynik for 4.3 million rubles (roughly $46,000 in 2024), implying an average
cost of about 85,000 rubles ($915 in 2024) per set. A follow-on contract signed in December 2025
expanded the scope to include both UAVs and associated control stations “for the needs of the
special military operation and special tasks related to state defense and security” for 3.11 million
rubles ($37,320 in 2025). Applying the same per-unit cost would imply roughly 37 sets, although
the actual number was likely lower given the inclusion of ground control infrastructure. Resident
firms supplying the MOD operate under military acceptance procedures, with each drone assigned
a unique inventory number. Ushkuynik also developed a digital tracking system that reportedly
allows the Russian military to monitor drones even after delivery.**° Nonetheless, Chadaev insists
on portraying the center as producing “civilian” UAVs rather than weapons, arguing that drones
remain civilian products until the MOD independently equips them with munitions, and denies any
involvement in manufacturing explosives or warheads.*!

As of December 31, 2025, Ushkuynik’s total assets amounted to 1.1 billion rubles ($13.2 million),
an increase of 1.05 billion rubles (89.3 times) over the previous year, while net assets stood at
950 million rubles ($12.4 million).*? This surge likely reflects a low initial base, the transfer of
state assets, and Ushkuynik’s production scaling and infrastructure growth, fueled by intensive
government support.

Organizational Structure

Officially, Ushkuynik was established at the initiative of the government of the Novgorod Region,
using the INTTS “Intelligent Electronics—Valdai” organizational and industrial platform. According
to public documents, the center’s founders consist of four legal entities: ANO “NTI Platform,”
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ANO CSASD (Center for the Promotion of Autonomous Systems and Drone Development), JSC
“Management Company INTTS ‘Intelligent Electronics—Valdai,” and the Ministry of Industry and
Trade of the Novgorod Region, with Alexey Chadaev as the general director. Chadaev, a prominent
advocate of the People’s VPK model, has been a central figure behind the organization’s creation
and development. His career has spanned various roles in Russian regional and federal politics, and
he likely leveraged contacts and relationships built during that time to help facilitate Ushkuynik’s
transition from an idea into a full-fledged, financially backed organization.

Chadaev’s Ushkuynik model may offer a way forward for Russia’s People’s VPK as this ecosystem
continues to design, field, and test unmanned aerial systems (UAS), counter-UAS, unmanned ground
vehicles, and related technologies for the front, and as it seeks to better cooperate and possibly
integrate with the Russian state enterprises. People’s VPK efforts have speed and flexibility on

their side, including rapid technological development and its adaptation to frontline requirements;
responsiveness to specific battlefield requests via direct communications with frontline forces;
avoidance of bureaucratic procedures at various stages of self-initiated and self-financed technology
R&D; decentralization of production, and experimentation with nonstandard solutions that large
enterprises can sometimes ignore or are incapable of implementing given their emphasis on mid- to
long-term RDT&E dedicated to legacy systems.* Overall, such efforts allow the military to address
critical battlefield needs more rapidly and improve combat effectiveness.*>*

The People’s VPK ecosystem is an unusual development in Russia, which has historically
maintained a top-down approach to weapons development, and where the state has had a virtual
monopoly on the entire weapons production cycle. As the invasion of Ukraine stretches into the
fifth year, many People’s VPK projects and individual volunteers, who initially supported the
Russian military with great enthusiasm, are showing signs of strain and fatigue, driven by the need
to commit substantial personal time and resources, as well as mounting difficulties in coordinating
daily activities amid government efforts to restrict access to the internet and messaging platforms
such as Telegram, which are widely used for communication and coordination.**

At the same time, the Russian state and the MOD appear intent on incorporating successful
volunteer and start-up initiatives, proven battlefield technologies, and capable entrepreneurs into
the formal defense industrial complex. Therefore, it was not surprising that Ushkuynik signed a
strategic agreement with Kalashnikov Concern in June 2025 to establish a joint venture.*¢ The
Ushkuynik-Kalashnikov partnership represents a new model of coordination between the People’s
VPK and the traditional defense sector. It combines Kalashnikov’s established ties to the state
customer and experience navigating procurement processes with Ushkuynik’s capabilities in
tactical UAV development, effectively linking grassroots innovation to institutionalized defense
production.*” Kalashnikov’s CEO Alan Lushnikov attributed the KVN drone’s success to the
collaborative environment within Ushkuynik’s research and production center, which brings
together formal research institutions; civilian science initiatives; “garage”-based, DIY developers;
and technical “enthusiasts,” ultimately fostering a strong development community.*® As of

late March 2026, neither the Russian media nor the country’s numerous military bloggers and
commentators have provided additional context for how such partnership is evolving and what
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specific technologies are of interest to Kalashnikov at this point in the war, though more information
may emerge as Ushkuynik’s products approach participation in major international military forums
and exhibitions.

The Ushkuynik-Kalashnikov partnership represents a new model
of coordination between the People’s VPK and the traditional
defense sector. It combines Kalashnikov’s established ties to
the state customer and experience navigating procurement
processes with Ushkuynik’s capabilities in tactical UAV
development, effectively linking grassroots innovation to
institutionalized defense production.

Production

According to Ushkuynik and state media coverage of its activities, by June 2024, after eight months
of development, the initial Ushkuynik fiber-optic drone, named “Prince Vandal Novgorodsky”
(Knyaz Vandal Novgorodsky or KVN), was operating with basic reliability as a brand new drone
supporting attempts to push back Ukrainian advances.** Ushkuynik’s production capabilities at
the time were limited—by August 2024, it had managed to produce an initial batch of only around
200 units, well short of its original plan for at least 1,200 drones.*® However, once Ukrainian
forces invaded Russia’s Kursk region in the summer of 2024 and intense Ukrainian EW in the Kursk
sector disabled Russian UAVs and forced rapid battlefield adaptation, Ushuyunik made a “political
decision” to dispatch every KVN drone to test in that combat.*' According to Chadaev, the entire
initial batch of roughly 200 drones was deployed out of necessity, and the rollout was premature,
with limited impact due to insufficient production scale.*%

KVNs were effective in targeting Ukrainian forces given their resistance to EW, enabled by fiber-optic
control, while widely circulated recorded footage provided proof of battlefield effectiveness that
accelerated operator learning and tactical adaptation, and ultimately broader military adoption and
scaling of the system. By August 2025, Ushkuynik reported that KVN drones had inflicted over $2.08
billion in damage on Ukrainian forces.*5* Following initial field trials in the Kursk region, Ushkuynik
refined the KVN drone and scaled production. By July 2025, 18,900 video-verified launches were
reported, with actual use likely higher, and monthly output in the tens of thousands.*5* By late 2025,
the system had undergone upgrades enabling ambush use, including extended range (50-65 km)
and a dual detonation mechanism.*%* Production, according to state media interviews with Chadaev,
reached approximately 50,000 units per month across multiple enterprises spread out across

the country.*%¢ This drone is utilized by Russia’s best UAV units and formations, including the elite
Rubicon Center for Unmanned Systems.*%
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A key turning point, in Chadaev’s account, was the August 2024 establishment of a training

and technical support system for MOD operators using KVN UAVs, which enabled deployment

at scale.*®® He indicates that KVN systems were supplied only to units whose operators had

been trained and certified by Ushkuynik, creating a controlled pipeline linking training to
procurement.*®® By late 2025, training had become partly decentralized: Whereas Ushkuynik
had previously been the exclusive provider of KVN training for the Russian military, some
branches of the armed forces (especially within the emerging Unmanned Systems Forces) began
to conduct instruction internally, while Ushkuynik increasingly focused on training personnel on
newer systems.*°

In November 2025, Chadaev introduced a new Ushkuynik-developed reconnaissance drone, “Prince
Oleg the Prophet” (Knyaz Veschi Oleg, or KVO), which is already in combat use. This particular
drone is similar in design to Ukraine’s Valkyrie and Fury ISR drones. The KVO has a reported range
of 45 km and a high survivability rate so far, “as the Ukrainians confuse it with their own drones,
though this works both ways,” with Russian soldiers apparently targeting the UAYV, thinking it is
Ukrainian.*”! Ushkuynik reportedly developed the KVOs in response to heavy Ukrainian attrition

of more expensive Russian ISR drones, such as those produced by ZALA Aero, aiming to create a
cheaper mass-produced system with comparable performance.*? In January 2026, upgrades to KVO
were announced, including extended flight endurance of up to three and a half hours and the ability
to detect and evade Ukrainian interceptor drones.*”

In January 2026, Ushkuynik announced the development of a loitering munition with a

range of over 50 km and the ability to operate in tandem with the KVN, including by relaying
communications through it.#”* This functionality is similar to Kalashnikov’s Lancet drone, which
operates in tandem with the ZALA ISR UAV.#

In March 2026, Ushkuynik unveiled a new “Knyaz Vladimir Svyatoslavich” (KVS) tactical quadcopter
featuring a ring-shaped wing design. KVS’s estimated range is up to 50 km with a warhead weighing
up to 3 kg.*® According to numerous public sources that discussed this technical development, the
ring-shaped, or closed-loop, wing design eliminates traditional wingtips and reduces the intensity of
wingtip vortices, improving the drone’s overall aerodynamic efficiency.*”

In October 2025, Ushkuynik reported that it had allegedly tested an unmanned surface vehicle
(USV)—vessels that operate autonomously or remotely on the water’s surface—developed by

its resident firms during the recent Dronnitsa meeting, and in December that same year the
company announced its intentions to deliver fiber-optic surface and subsurface drones to the front
lines in 2026.47

Still, Ushkuynik’s ambitions spread further. In July 2025, Chadaev claimed that one resident
company affiliated with Ushkuynik was working on an unmanned ferry designed to traverse water
obstacles, a “cargo platform capable of navigating independently—moving from beacon to beacon,
or from shore to shore” that is “controlled remotely via a console or external device, requiring no
onboard driver.*” Another affiliated firm was working on aerostats—tethered balloons equipped
with specialized instrumentation to detect long-range drones entering Russian territory “the
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moment they cross the border, rather than only when they are already closing in on Moscow.™°

In February 2026, that company, Aerodrommash, launched its “Barrage” airship as a quick way to
replicate part of the now-unavailable Starlink coverage. The concept was codeveloped with Bauman
Moscow State Technical University under the auspices of the Foundation for Advanced Research,
an organization similar to the United States’ Defense Advanced Research Projects Agency.*®

Barrage can potentially distribute the internet from the stratosphere, or 15-40 km above ground.*®?
According to developers, Barrage can offer 5G compatibility with less customization required than
for satellites.*%

Challenges

LABOR AND SCALING CONSTRAINTS
Despite some of the Ushkuynik achievements outlined above, labor and organizational bottlenecks
may still constrain future scaling and adaptation as battlefield drone use evolves.

Chadaev has recently publicly acknowledged that Russia risks falling behind Ukraine in key areas
such as drone R&D and communications, calling for changes at the tactical level and in the top
echelons of the MOD and the Russian government.*%* Chadaev often points to the larger problems
in the Russian UAV and unmanned systems R&D ecosystem, perhaps using his growing reach on
different platforms such as Telegram, Youtube, and RuTube as a sounding board for topics that
cannot get sufficient coverage by others who may think along the same lines. For example, in March
2026, Chadaev took to his Telegram channel to question whether Russia’s Unmanned Systems
Forces are developing in the right direction, given the current challenges in Ukraine combat.*%

In response to some of these challenges, Ushkuynik has expanded training around
fiber-optic-controlled UAVs, such as KVN, with operator training embedded in deployment and
scaling. Some reporting points to courses cosponsored with volunteer groups such as “Home Front
53” (Twewt 53), a volunteer effort that fundraises for and purchases supplies and equipment for the
Russian military, and claims that roughly 100 FO-FPV crews had been trained by early 2025.456
Ushkuynik also claims to have expanded its KVN and other drone production across Russia’s
regions, indicating that its efforts are adequately staffed to enable growing drone numbers, though
neither Chadaev nor state media have offered additional explanation or details about the staffing
and resourcing needed for such a scale.*’

REGIONAL DISTRIBUTION

Ushkuynik’s production is organized based on a “franchise” model, establishing standardized
assembly shops using the latest commercial and dual-use technology, including 3D printing, across
multiple enterprises in at least three Russian regions to reduce vulnerability to Ukrainian strikes.
Such decentralization is usually associated with coordination, management, and quality control
challenges.*®® However, there is less information about this particular enterprise than about some of
the entities described in this report; this opaqueness is likely owed both to the novelty of Ushkuynik
as an organization and to certain security measures undertaken by the enterprise and the MOD to
protect key information about drone and unmanned systems development and production efforts.
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FOREIGN COMPONENT DEPENDENCIES

A key issue for Russian domestic drone development and manufacturing writ large is the industry’s
overall dependence on imported components from the United States, the European Union, China,
and other countries. Ushkuynik continues to actively source Western-produced components for its
drones through intermediary supply chains, including Chinese optics and Western microelectronics
used in drones such as the KVO.#° Ukrainian military intelligence recently identified thirty-three
U.S. and five Swiss components in one of Ushkuynik’s drones.**°

Despite this reality, in January 2026, Chadaev informed TASS that imported components for KVN
would be replaced by Russian-made analogs.*' This may be a tall order considering that neither the
quality nor volume of Russian parts and components compares to what can be sourced from China
or the larger international community.

SANCTIONS

As of April 2026, Ushkuynik has been sanctioned by Ukraine, the European Union, and Switzerland,
but other significant sanctions jurisdictions, including the United States, the United Kingdom,
Canada, and Japan, have yet to impose similar measures.*? Chadaev relishes the company’s
sanctioned status, pointing to a growing significance of his enterprise in the eyes of the “collective
West” supporting Ukraine. Chadaev himself has been sanctioned by the European Union and
Switzerland as of late April 2026, but he does not appear on the U.S. Office of Foreign Assets
Control’s Specially Designated Nationals and Blocked Persons list.*** Despite Chadaev’s optimistic
rhetoric, continued sanctions, if enforced consistently, could constrain production growth, as some
Ushkuynik systems remain dependent on imported components.
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Conclusion

Takeaways and Implications

Main Insights

Russia’s overarching objective is to sustain its defense industry as a cornerstone of military
power, national strength, and economic stability.*** Taken together, the cases of Uralvagonzavod,
Almaz-Antey, KRET, Kalashnikov, and Ushkuynik—while not fully representative of the broader
Russian defense industrial complex—suggest a defense industry in which wartime pressures have
accelerated existing trends toward greater consolidation around major state-backed conglomerates;
expanded production and its specialized workforce; and an export portfolio increasingly shifted
toward newer, combat-tested equipment, especially unmanned systems. As a result, despite
battlefield strain, consistent labor shortages, corruption, persistent dependence on imported
components, and sanctions-induced elevated costs to acquire them, Russia is likely to sustain a
high production tempo in selected categories of weapons systems while gradually rebuilding its
strategic reserves.

High production tempo has been, and will likely continue to be, most pronounced for UAVs, with
Russia’s drone output reaching several hundreds of thousands per month, according to industry
experts.*” Ukrainian Commander-in-Chief Oleksandr Syrskyi seemed to confirm this assessment
in a recent statement, in which he claimed that Russia plans to build 7.3 million FPV drones alone
in 2026.4%¢ Ushkuynik’s reported ability to scale manufacturing to up to 50,000 drones per month
suggests that relatively modest R&D investments can generate significant battlefield effects in this
sector. While Kalashnikov’s production scaling remains more limited, its ZALA-designed drones
illustrate the emergence of UAV-driven innovation, particularly through applied Al for more
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precise target recognition and improved terminal guidance. Russia also continues to adapt on the
battlefield, as evidenced by, for example, the increased use of harder-to-intercept jet-powered
drones, particularly Geran variants, in 2026.%7

More broadly, the Kalashnikov example could serve as a road map for other major producers,
demonstrating an emerging model in which large producers retain legacy systems R&D while
selectively integrating technologies developed by smaller firms and technical start-ups that
appeared after 2022. Legacy Soviet firms may eventually fully absorb initiatives such as Ushkuynik
and Project Archangel in one form or another, integrating more flexible approaches into the
broader defense industrial complex and expanding their unmanned systems’ R&D and testing
roles. Whether that actually happens for Ushkuynik in particular will depend both on the course
of the war and on its leadership’s ability to manage relations with the broader Russian military
industrial sector. Overall, while this model provides a significant scaling boost, its implications

for start-up culture and responsiveness to warfighter needs are uncertain.**® Some initiatives may
eventually evolve into state-backed hubs for dual-use and military innovation, particularly if the
war winds down and the MOD seeks to institutionalize wartime experimentation, while others are
likely to disappear.

In terms of other notable weapons systems, EW remains a strategic priority, evident in official
statements, purported increases of production, ongoing battlefield adaptation—such as new systems
specifically designed to jam drones—and the greater integration of automated technologies that can
more efficiently scan and eliminate threats operating across the electromagnetic spectrum. These
developments are closely aligned with advances in drone warfare, creating increasingly integrated
and overlapping capabilities across EW and unmanned systems.

Russia’s production of air defense systems also seems to have expanded since 2022. While precise
numbers are not available through open-source analysis, and official Russian statements need to
be treated with caution, Putin has alluded that Almaz-Antey and its subsidiaries are capable of
building more SAM systems than any other country in the world.**® Western military observers
and Ukrainian intelligence have also signaled that despite significant battlefield losses, Russia
maintains a large arsenal of air defense systems and related equipment while continuing to produce
advanced SAM systems, including Kalibr cruise and Iskander ballistic missiles.>°° Performance

of Russian SAM systems has also improved compared to the early stages of the war, with greater
effectiveness against aircraft, drones, and Western-supplied munitions. This adaptation reflects
increased operator experience, better coordination with aviation, software upgrades, and stronger
EW resilience. Meanwhile, Russia has allegedly only sparingly used some of its most capable

air defense systems and components (such as the S-350 missile system and more advanced
missiles for the S-400 systems) in Ukraine, likely preserving them for other conflict scenarios,
including with NATO.

Similar to some of its air defenses, Russia has limited frontline use of its most advanced

tanks, suggesting possible contingency planning vis-a-vis NATO. However, despite a sharp
workforce increase, UVZ has struggled to resume new T-80 production, and its civilian output
has deteriorated. The company has faced numerous lawsuits over nonpayment, shifted some
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artillery production elsewhere, and showed no clear signs of major new construction at its core
facilities. Taken together with battlefield lessons, this suggests that tanks are declining in priority
(though Russia will likely continue to maintain strategic supplies of its more advanced MBTs and
employ unmanned systems during the MBT deployment for better battlefield awareness and
target spotting).>°?

Implications for NATO

Russia’s defense industrial capacity creates new challenges for NATO. While Russia is intensely
focused on the war in Ukraine, should the war end or fighting subside, Russia would shift its focus
to reconstituting its military forces.>** Russian reconstitution efforts could focus on two broad
scenarios: one aimed at rebuilding forces for a renewed offensive in Ukraine, and another oriented
toward a possible future confrontation with NATO. Most assessments agree that Russia’s current
production tempo is sufficient to sustain its war effort in Ukraine but insufficient to generate the
combat power needed for a broader regional challenge to NATO.5** However, if the war in Ukraine
were to conclude, Russia could rebuild some of its lost capacity within a relatively short time frame,
and in the longer term, according to multiple intelligence assessments, it could, for instance,
launch a military action against the Baltic NATO states, potentially gaining “regional superiority at
least in the initial stages of the war.”>% In June 2026, a joint investigation by Norwegian, Swedish,
Danish, and Estonian news outlets revealed that Russia had been building new barracks, military
towns, warehouses, and equipment depots near the borders of Norway, Finland, and the Baltic
states. Once completed, this will enable Moscow to station up to 115,000 troops in the northwestern
direction, nearly six times more than before the 2022 war.>°¢

The central dilemma for Western defense planners is the
asymmetry of production: Russia’s defense industrial base is
likely to remain on a wartime footing even if the fighting in Ukraine
subsides, whereas Western defense industries are unlikely to
mobilize comparably until a major conflict is already underway.

In a potential escalation with NATO, Russia would likely seek not to defeat the alliance militarily, but
to divide it through limited territorial gains.**” While NATO significantly surpasses Russia in many
conventional capabilities, including tanks, naval power, and, arguably, logistics (i.e., the ability

to supply, maintain, move, and service personnel and equipment), Russia’s experience over the
past four years points to a model of warfare built on mass attrition, reduced reliance on armored
vehicles, large-scale use of low-cost systems (especially drones), and extensive EW use to jam

NATO communications while protecting its own forces from guided strikes.**® Moreover, Russia’s
ability to sustain casualties differs from that of democratic societies, where military losses create
serious political costs. This approach would also likely be backed by layered air defense systems. As
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illustrated by the examples of Ushkuynik, Kalashnikov, and Almaz-Antey, Russia’s capacity to scale
and deploy inexpensive FPVs and one-way attack drones could expose real vulnerabilities for NATO.

The central dilemma for Western defense planners is the asymmetry of production: Russia’s
defense industrial base is likely to remain on a wartime footing even if the fighting in Ukraine
subsides, whereas Western defense industries are unlikely to mobilize comparably until a major
conflict is already underway.**® That creates a dilemma for the West, as Russia may believe it has
a conventional advantage in the short term, given its wartime defense industrial capacity and its
ability to absorb casualties. Russia could calculate that, in a conventional conflict with Europe,
it would incur heavy initial losses but eventually gain the advantage once Western stockpiles are
depleted and before Western defense industries can significantly expand production.

In addition, Western air defense has traditionally been optimized to protect military forces and
critical infrastructure, not civilian targets at scale. Ukraine’s experience suggests difficulties
defending against such threats. While Russia has gained experience countering Western systems,
NATO forces currently lack comparable experience and capabilities to effectively counter Russia’s
evolving strengths (even if their knowledge of Russian air defenses, missiles, and drones has
increased significantly since 2022). With the proliferation of unmanned systems, one-way attack
drones, and loitering munitions, the threat has become acute for European military forces,
including maneuver elements, making counter-UAVs a priority across all echelons. While not
decisive on their own, they could pose even greater challenges for militaries lacking direct
experience with large-scale drone warfare.
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