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Political warfare is the employment of all
the means at anation’s command, short
of war, to achieve its national objectives.

—George Kennan, U.S. Diplomat and Historian'




An ambitious blueprint has been
drawn for building a modern
socialist country in all respects and
advancing the great rejuvenation
of the Chinese nation on all
fronts through a Chinese path to
modernization, sounding a clarion
call of the times for us forging
ahead on a new journey.

-Xi Jinping’



China is conducting an unprecedented
campaign below the threshold of
armed conflict to expand the influence
of the Chinese Communist Party
(CCP] and weaken the United States

and its partners. This campaign involves
sophisticated Chinese espionage activities, offensive
cyber operations, disinformation on social media
platforms, economic coercion, and influence
operations targeting companies, universities,
and other organizations.

This report offers one of the most comprehensive
analyses to date of Chinese political warfare activities
and examines China’s main actions, primary goals,
and options for the United States and its partners.
It sheds new light on the scope and breadth of Chi-
nese activities and comes to several conclusions.

First, China is conducting an increasingly active and
aggressive campaign to penetrate a wide range of
U.S. academic institutions, companies, government
agencies, and nongovernmental organizations
(NGOs). The scale of China’s actions in the United
States is unparalleled. As one Federal Bureau of
Investigation (FBI) senior official told the authors,
“The system is blinking red right now. We have not
seen this level of Chinese intelligence and influence
activity in and around the U.S. homeland ever.”?

Over the past year, for example, the FBI and De-
partment of Justice (DO]J) have arrested or indicted

numerous individuals for espionage, cyber oper-
ations, and illegal influence campaigns. The list
includes an indictment against the codirector of a
U.S.-based think tank for acting as an unregistered
foreign agent for China and other actions, a series
of aggressive cyberattacks against senior U.S. gov-
ernment officials and companies such as Microsoft,
and the expansion of Chinese intelligence collection
sites in such countries as Cuba.

In addition, China has been involved in an expansive
campaign to monitor, harass, and coerce residents
of the United States and other countries as part of
an extralegal repatriation effort known as Operation
Fox Hunt. In 2023, for example, the FBI arrested two
individuals, “Harry” Lu Jianwang and Chen Jinping,
in connection with operating an illegal police station
in Manhattan, New York City, for China’s Ministry
of Public Security (MPS). In 2023, DOJ also indicted
dozens of MPS officials for conducing online intim-
idation against Chinese nationals residing in the
United States who were critical of China.

Second, the report details that China’s top target
for political warfare—by far—is the United States.
Chinese actions against the United States are more
expansive than is generally known and include:

m Intelligence Operations: China’s intel-
ligence services, such as the Ministry of
State Security (MSS) and MPS, are engaged
in extensive human intelligence, signals
intelligence, and other types of intelligence
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collection as part of political warfare—in-
cluding intimidating Chinese diaspora in
the United States. In examining over 100
Chinese espionage cases directed at the
United States and U.S. entities, this report
concludes that Chinese intelligence oper-
ations are not just pervasive, but they are
used to plan and execute all of China’s other
political warfare activities.

Cyber Operations: Chinese organizations,
including units within the People’s Liberation
Army (PLA), are involved in a cyber campaign
against U.S. and other international corpo-
rations, universities, government agencies,
media, think tanks, nongovernmental orga-
nizations, and other targets. These efforts
are designed to help China leapfrog ahead
of the West by skipping the extensive and
time-consuming research and development
phases for new technologies. China’s cyber
operations are also intended to influence
foreign and domestic audiences, assist with
offensive military campaigns, and improve
the country’s artificial intelligence and big
data analytics capabilities.

Information and Disinformation
Operations: China is engaged in extensive
information and disinformation activities
overseas—including in the U.S. homeland—
designed to influence decisionmaking and
popular support to gain a competitive advan-
tage. Beijing seeks to tightly control the image
of China abroad, including by influencing
companies, organizations, and individu-
als that criticize China, from the National
Basketball Association to Hollywood studios.

United Front Work: The CCP is involved
in aggressive efforts to extend its reach
overseas through united front work, which
involves activity to protect and bolster the
image of China and the CCP. United front
work includes activities to influence in-
dividuals in such countries as the United
States who are well positioned to amplify
China’s preferred messaging on political,
economic, and other issues.

Irregular Military Actions: The PLA, PLA
Navy, PLA Air Force, PLA Rocket Forces,
People’s Armed Forces Maritime Militia,
research organizations, and private securi-
ty companies linked to China are involved
in widespread efforts to expand Chinese
influence below the threshold of armed

conflict. Chinese organizations are involved
in near-seas activities (which focus on se-
curing Chinese interests around such areas
as the South and East China Seas) and far-
seas activities (which are global in scope).
This report constructs a dataset of Chinese
private security companies that shows that
there are nearly two dozen Chinese private
security companies operating overseas,
including in Africa, the Middle East, Asia,
and Latin America.

m Economic Coercion: China has penetrat-
ed—or attempted to penetrate—virtually
every sector of the U.S. economy, as well
as many of its partners such as the United
Kingdom. In addition, China is engaged in
the threat or imposition of economic costs
or inducements to influence decisionmak-
ing and popular support in other countries
to gain a competitive advantage. There
has been considerable focus on the Belt
and Road Initiative as part of a broader
effort to influence foreign governments.
As this report highlights, however, another
concerning Chinese initiative is the Digital
Silk Road, which aims to spread Chinese
influence through telecommunications,
e-commerce, hardware, software, big data,
artificial intelligence/machine learning, and
other digital infrastructure across the globe.

These tools are part of a broad strategy of politi-
cal warfare, which U.S. diplomat George Kennan
described as “the employment of all the means at
a nation’s command, short of war, to achieve its
national objectives.” The U.S. public and other
international audiences are often unaware of the
full nature and scope of these Chinese activities,
including those that target U.S. and other Western
companies, government agencies, universities,
news media, digital platforms, and other NGOs.

These tools are not mutually exclusive but are some-
times overlapping, reinforcing, and occasionally
even duplicative and competitive. China presents
a “whole-of-state” approach to political warfare.
Multiple organizations are involved, such as the
PLA, MSS, MPS, Ministry of Industry and Informa-
tion Technology, United Front Work Department,
and Ministry of Foreign Affairs. A wide range of
non-state or quasi-state actors are also involved,
from hacktivists to private security companies.

Third, China has several strategic goals in con-
ducting political warfare. The most important is
preservation of the CCP’s rule. Another is expanding



Chinese influence and weakening the United States
as part of balance-of-power competition. These
goals are in line with China’s national strategy of
achieving “the great rejuvenation of the Chinese
nation on all fronts.”> China also conducts political
warfare—rather than armed conflict—to avoid
conventional war and refrain from provoking
other countries.

In light of these activities, the United States and its
partners have been slow to identify and counter
Chinese political warfare. This needs to change.
Moving forward, there are several core compo-
nents of an effective strategy to compete with
China. These components include continuing to
ground U.S. responses in democratic principles;
improving the United States’ understanding of
China through a more systematic analysis of the
country; improving defensive measures, includ-
ing increasing U.S. counterintelligence resources;
conducting a more effective offensive campaign;
and deepening relationships with partners.

U.S. policymakers have been more comfortable
with defensive measures to protect the United
States from Chinese intelligence operations, cy-
ber operations, propaganda, united front work,
and other activity. But U.S. and partner offensive
measures are also essential to help achieve several
goals, such as reversing China’s expansionism
and influence by competing on a sustained basis
across the globe.

At the beginning of the Cold War, Kennan authored
a U.S. State Department Policy Planning Staff
memorandum on political warfare that remains
relevant to today’s competition with China. He
noted that a significant part of great power com-
petition involves activities below the threshold of
conventional and nuclear warfare.® Today, China
is heavily involved in many of these activities. As
this report documents, China also has significant
weaknesses and vulnerabilities that can be exploit-
ed. Together with its partners, the United States
now needs to develop a comprehensive approach
to compete in this arena that is consistent with
its democratic principles and values. The clock
is ticking.

EXECUTIVE SUMMARY



Confronted with drastic changes
in the international landscape,
especially external attempts to
blackmail, contain, blockade, and
exert maximum pressure on China,
Wwe have put our national interests
first, focused on internal political
concerns, and maintained firm
strategic resolve.

-Xi Jinping’
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This report examines Chinese political
warfare, which includes actions below
the threshold of conventional warfare
designed to achieve a state's national

objectives. Examples include intelligence
operations, cyber operations, information and
disinformation operations, united front work,
irregular military action, and economic coercion.
These measures have also been referred to as
gray zone actions, irregular warfare, asymmetric
activities, or even unrestricted warfare.® An analysis
of political warfare is essential for two main reasons.

First, much of the U.S. focus on China has been
on the growing conventional or nuclear capabil-
ities of the People’s Liberation Army (PLA) and
other organizations. As one report from the U.S.
Department of Defense (DOD) concludes, the PLA
is “developing the capabilities to conduct joint
long-range precision strikes across domains, in-
creasingly sophisticated space, counterspace, and
cyber capabilities, and accelerating the large-scale
expansion of its nuclear forces.” Based on these
concerns, the United States has concentrated on
building conventional and nuclear capabilities
to deter China with the help of its partners—
and to fight China if deterrence fails. The United
States’ 2022 National Defense Strategy focuses on
the conventional and nuclear threat from China
and ways that the United States and its partners
could sustain and strengthen conventional and

nuclear deterrence.’ In addition, the majority of
DOD planning scenarios and operational plans
(OPLANS) center on conventional war with China.
The same is true with wargames over the past few
years, which have focused on such scenarios as a
Chinese conventional invasion of Taiwan.¢

These actions are necessary. The United States and
its partners need to continue developing military
capabilities for deterrence and—if deterrence
fails—warfighting. But these measures are not
sufficient. As this report finds, Beijing is conducting
a wide range of activities below the level of armed
conflict designed to protect the CCP, weaken the
United States and its allies, and expand Chinese
power and influence.

Second, there is a growing body of work on Chi-
nese political warfare and related activities.” But
most assessments have been relatively narrow
and focused on one of the following areas: PLA
gray zone activities, especially by the PLA Navy,
PLA Air Force, PLA Army, People’s Armed Police,
China Coast Guard, and People’s Armed Forces
Maritime Militia; cyber and disinformation op-
erations, including activity by the PLA Strategic
Support Force; or intelligence operations, including
activity by the MSS and MPS. For example, there
hasbeen a great deal of research and analysis on
Chinese gray zone activity, particularly actions
by the PLA. Yet most of this work has focused on
military actions by the PLA—not broader political
warfare by a range of Chinese organizations.?



Disaggregating Chinese political warfare into
various parts—and not analyzing the sum of
its parts—misses China’s broad and systematic
attempts to expand power and influence across
multiple areas. Chinese political warfare cannot
be fully understood piecemeal.

RESEARCH DESIGN

This report asks several questions. What actions
is China conducting against the United States and
its partners as part of political warfare? What are
China’s main goals in conducting political warfare?
Finally, what options do the United States and its
partners have to counter these Chinese activities?

To answer these questions, this report applies a
mixed-methods approach. It compiles quantitative
data on several issues—such as counterintelligence
cases, cyber incidents, and Chinese private security
companies—to better understand Chinese political
warfare and assess trends over time. For example,
the chapter on intelligence operations reviews more
than 100 U.S. indictments of individuals accused
of conducting activities on behalf of China. The
chapter on Chinese irregular military activities
constructs a database of Chinese private security
companies that have operated outside of China,
sample locations in which they are reported to
operate, the types of services they have provided,
and some of their known clients.

In addition, the report utilizes several types of
qualitative information to better understand Chi-
nese political warfare. Members of the research
team collected and analyzed Chinese documents,
including documents from CSIS’s open-source
project, Interpret: China.® The chapter on infor-
mation and disinformation relies on a body of
English-language primary source speeches from
the Chinese Ministry of Foreign Affairs and the
CSIS Interpret: China database. The CSIS team also
scraped and analyzed the tweets of prominent
Chinese Communist Party (CCP) spokespersons.
Furthermore, the intelligence chapter analyzes one
of the few unclassified Chinese-language documents
illuminating China’s approach to intelligence: a
book by two Chinese intelligence veterans, Huo
Zhongwen and Wang Zongxiao. The chapter on
irregular military activities relies on a variety of
primary and secondary sources, including Chinese
research publications, government white papers,
press releases, and speeches by officials; analysis
and data reported by U.S. and partner governments
and research institutions; and satellite imagery.

INTRODUCTION

Finally, CSIS analysts conducted interviews with
U.S. government officials, academic and corporate
subject matter experts, and officials from several
foreign countries, such as the United Kingdom,
Australia, Japan, and South Korea.

POLITICAL WARFARE

As used in this report, political warfare refers to
activities short of conventional and nuclear warfare
that are designed to expand a country’s influence
and legitimacy, as well as weaken its adversaries.*
Political warfare is not new. As historian Hal
Brands concludes, “During the Peloponnesian War,
Athens and Sparta sought to widen each other’s
internal divisions. During the Cold War, it would
have been odd had America not waged political
warfare against the Kremlin, since the nuclear
revolution made it so essential to win without
violence.”'! The Soviet Union and United States
utilized political warfare during the Cold War to
achieve several goals: weaken a population’s trust
in its institutions of government (whether in the
United States, the Soviet Union, or their allied
countries), establish or widen cleavages between
individuals and groups in society, and establish
or exploit divisions between allies.*?

More broadly, political warfare includes tools of
statecraft that governments can use to shift the
balance of power in their favor without fighting
each other directly, such as disinformation, cyber
operations, intelligence operations, and economic
coercion. Political warfare is designed to strength-
en a state and weaken its adversaries by sowing
or exploiting internal divisions, creating schisms
within and among its partners, and draining its
resources and energy. Other government officials
and scholars have used different terms—such
as irregular warfare, hybrid warfare, gray zone
activity, asymmetric conflict, and the indirect ap-
proach—to capture some or all of these activities.3

As U.S. State Department diplomat George Ken-
nan observed, “Political warfare is the logical
application of Clausewitz’s doctrine in times of
peace”—that is, in the absence of direct armed
conflict. “Such operations are both overt and
covert,” Kennan explained. “They range from
such overt actions as political alliances, economic
measures [such as the Marshall Plan during the
Cold War], and ‘white’ propaganda to such covert
operations as clandestine support of ‘friendly’
foreign elements, ‘black’ psychological warfare
and even encouragement of underground resis-
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tance in hostile states.”'* As Kennan argued, the
creation and survival of the British Empire and
the Soviet Union were in part caused by their
effective application of political warfare.'

Political warfare involves actions that impact the
cost-benefit calculations of states and their pop-
ulations without resorting to brute force, which
can often have high costs in blood and treasure.®
Political warfare can include several components:

= Intelligence Operations: The practice of
obtaining political, military, economic, and
other intelligence to coerce or otherwise gain
a competitive advantage over an adversary.
For the purpose of political warfare, these
intelligence activities are more than just
routine espionage since they are designed
to weaken adversaries below the level of
armed conflict. In addition, intelligence
collection plays a critical role in informing
and supporting all other components of
political warfare.

m Cyber Operations: Actions taken through
unauthorized access to computer networks
to coerce or otherwise gain a competitive
advantage over an adversary, ranging from
denial of service to disruption and confusion,
to physical, real-world effects like destruc-
tion of equipment through penetration of
an industrial control system.

m Information and Disinformation
Operations: The collection and dissem-
ination of information to influence deci-
sionmaking or popular support. As high-
lighted in Chapter 6, China has also used a
specific type of influence operation, termed
“united front work,” to gather information
on, manage relations with, and attempt to
influence individuals inside and outside of
China—including individuals in overseas
communities that hold political, economic,
or academic influence.

= Irregular Military Actions: Activities taken
by military forces—or units directly or in-
directly linked to military forces—to coerce
or otherwise gain a competitive advantage
over an adversary below the threshold of
armed conflict.

m Economic Coercion: The threat or actual
imposition of economic costs or induce-
ments on a target to influence decision-
making or popular support and to gain a
competitive advantage.

Political warfare is distinct from conventional
warfare, which has sometimes been referred to
as “regular” warfare. Conventional warfare in-
volves the direct use of army, navy, air force, and
other military capabilities to defeat an adversary’s
armed forces on a battlefield; control territory,
populations, and forces; or annihilate an enemy’s
war-making capacity.!” Political warfare is also
different from nuclear warfare, which involves
the use of—or threat to use—nuclear weapons
against adversaries.

Some might object that the concept of political
warfare can include almost anything a state does
below the threshold of armed conflict. But this
would be incorrect. The vast majority of state
activity overseas—such as routine diplomacy,
development work, humanitarian assistance,
and trade—are not examples of political warfare.
States engage in numerous other actions that have
nothing to do with political warfare, such as public
financial management, infrastructure construction,
asset management, market engagement, rule of
law, and governance.'® What pushes an activity
into the arena of political warfare is when its
goal is to expand a country’s power and weaken
its adversaries as part of balance-of-power com-
petition. Political warfare is power politics short
of conventional war.

Some might also be uncomfortable with using the
term “warfare” to describe nonviolent actions such
as economic coercion and information operations.*
But that is not how countries such as China see it.
They apply a broad view of warfare as a struggle
between competing entities and not just the use
of brute force. China has used terms such as the
“three warfares” (=), which includes media,
psychological, and legal warfare. None of the three
warfares involves the use of violence.?’ As the Chi-
nese general Sun Tzu remarked, the supreme art
of war is to “subdue the enemy without fighting.”*
Other countries have also conceptualized warfare
asincluding nonviolent actions. For example, Iran
has utilized terms such as jang-e narm (soft war),
which includes such activities as propaganda and
disinformation to influence others. Likewise, Russia
has used terms such as aktivnyye meropriyatiya
(active measures) as a tool of warfare against the
United States and its partners.

The political nature of political warfare is a crit-
ical component because states can use a range
of tools below the threshold of armed conflict
to influence, deter, or coerce others.?? Chinese
activities are particularly well suited for exam-
ining the concept of political warfare because of



the ubiquitous role of the CCP, a political party,
in society. The party has only strengthened un-
der President and General Secretary Xi Jinping.
As China expert Jude Blanchette contends, “Xi is
surrounded by advisers who think primarily in
political, not military terms.”? The result has been
that political warfare is an important component
of China’s tool kit. “Chinese military planners
began to focus on ‘informationalization’ of the
PLA,” notes David Kilcullen, “bringing it into the
modern digital era and renewing their emphasis
on political warfare.”*

All countries—or at least all aspiring powers—
utilize political warfare. But the Chinese practice
of political warfare is different from many other
countries in several respects. First is its size and
scope. A much larger component of the Chinese
government is engaged in political warfare than
is typical of historical cases, and Chinese organi-
zations are involved in a wide range of activities.
During the Cold War, for instance, U.S. special
operations forces and the Central Intelligence
Agency (CIA) were primarily engaged in political
warfare for the United States, while the KGB was
the main actor for the Soviet Union. But China has
leveraged the PLA, MSS, MPS, Ministry of Industry
and Information Technology, United Front Work
Department, Ministry of Foreign Affairs, and
other agencies. Second, China is heavily engaged
in co-opting, attempting to co-opt, and coercing
Chinese diaspora populations overseas. This has
led to a growth in extraterritorial activity—such
as the establishment of so-called police stations
overseas—to monitor, co-opt, and even harass
Chinese citizens. Third, China under Xi Jinping is
unusually concerned about protecting its image
overseas and countering criticism from a wide
range of actors, such as educational institutions,
corporations, research organizations, media (in-
cluding social media), and governments. This
paranoia may be partly a desire to preserve the
CCP’s rule—and indeed Xi Jinping’s legacy—and
to prevent domestic opposition and instability.?

CAVEATS

There are several limitations of this research. First,
there are notable challenges in understanding
China’s intentions, capabilities, and actions. Chi-
na—including such organizations as the PLA—is
opaque. China translates a limited amount of
information into English. Western governments
and academics have failed to translate into English
and make publicly available some of China’s most

INTRODUCTION

important military documents, speeches, and re-
ports. Most Americans have to rely on what the
CCP chooses to translate into English using state-
run media and propaganda outlets. In addition,
the Chinese system is structured in such a way
that there is tremendous secrecy about the role
that senior officials play and the mechanisms of
government. To deal with these challenges, this
report qualifies its judgments based on analyzing
the available evidence, sourcing information, and
highlighting information gaps.

Second, some Chinese political warfare activities
are designed to be clandestine, making it difficult
to assess what the Chinese government is doing,
either directly or indirectly through proxies or
partners. These proxies and partners can include
front organizations, hackers, private security
companies, fishing vessels, media organizations,
spies, non-governmental institutions, and others.
Because of the clandestine nature of some aspects
of political warfare, it is sometimes impossible to
know with certainty whether and how the Chinese
government was involved. Again, this report has
tried to qualify its judgments and document its
primary and secondary sources.

Third, this report relies on unclassified and open-
source information. Even classified assessments
that use signals intelligence, human intelligence,
satellite intelligence, and other types of intelligence
face information hurdles and gaps in knowledge.
A reliance on open-source information presents
even greater hurdles. Nevertheless, taking pre-
cautionary steps—such as qualifying judgments
where appropriate and identifying gaps in infor-
mation—still leads to a useful understanding of
Chinese political warfare.

Despite these caveats, this report is still able to
compile a useful overview and understanding of
Chinese political warfare.

OVERVIEW OF THE REPORT

The rest of this report is divided into the following
chapters to better understand Chinese political
warfare. Chapter 2 provides an overview of the
strategic logic of Chinese political warfare. Chapter 3
analyzes Chinese intelligence operations, which are
important to all other aspects of political warfare.
Chapter 4 focuses on Chinese cyber operations,
including offensive cyber activities. Chapter 5
examines Chinese influence efforts, including in-
formation and disinformation operations. Chapter
6 explores united front work. Chapter 7 examines
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China’s irregular military actions, including using
such means as fishing vessels, the People’s Armed
Forces Maritime Militia, and private security
companies. Chapter 8 explores Beijing’s global
economic coercion. Finally, Chapter 9 outlines
how the United States and its partners can better
counter Chinese political warfare.
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China has a long history of political

warfare.? Between the third and fifth centu-
ries BC, for example, Wu Qi, Sima Rangju, Sun Bin,
Sun Tzu, and others were influential in the art of
covert and clandestine activities.* More recently, an
assessment by two People’s Liberation Army (PLA)
officers concluded that the “use of asymmetrical
measures, which create power for oneself and make
the situation develop as you want it to, is often hugely
effective.” This chapter provides an overview of Chi-
nese political warfare. It asks two sets of questions:
What are China’s main goals in conducting political
warfare, and how does China conceptualize the use
of these activities? What are the primary organiza-
tions involved in political warfare? To answer these
questions, the chapter examines Chinese and other
primary and secondary sources.

The chapter makes two main arguments. First,
China has several strategic goals in conducting
political warfare. One set of goals is preserving the
CCP, expanding Chinese power and influence, and
weakening adversaries as part of balance-of-power
competition. In addition, China aims to compete with
the United States and other countries while avoiding
conventional war and limiting security fears that
might come from conventional military activities.

Second, numerous Chinese institutions are involved
in political warfare, such as the PLA, Ministry of
State Security, Ministry of Public Security, Ministry of
Industry and Information Technology, United Front

Work Department, and Ministry of Foreign Affairs.
There are also a wide range of non-state entities
involved in political warfare, such as hacktivist
organizations, member of the Chinese diaspora,
and private security companies. While the Chinese
government attempts to establish a whole-of-nation
approach to domestic and international security,
there is neither one clear strategic concept for po-
litical warfare nor one lead agency.

These two arguments suggest a complex bureau-
cratic structure of concepts, agencies, and actions
involved in planning and executing political warfare.
In some areas, such as intelligence operations and
united front work, there is likely more centralization
through the Ministry of State Security and United
Front Work Department, respectively. But these
activities are not always well synchronized. As the
U.S. commander of the Office of Naval Intelligence
assessed, “We have strong indications that Xi Jinping
...Isnot aware of everything his security forces are
doing. We think it’s a function of the unwieldiness
of China’s governance model.”®

The rest of this chapter is divided into four sections.
The first examines Chinese strategic goals in using
political warfare. The second discusses major Chi-
nese concepts for political warfare, which include
a mix of military, economic, ideological, and other
efforts designed to gain a competitive advantage.
The third section describes the main organizations
involved in Chinese political warfare. And the
fourth provides a brief conclusion.



STRATEGIC GOALS

In utilizing political warfare, Chinese leaders
likely have several goals that are interlinked.
If implemented effectively, they can maximize
benefits (such as expanding power and influence)
and minimize risks (such as triggering security
concerns and a balancing coalition).

First, China utilizes political warfare to preserve
the CCP’s rule, expand Chinese power and in-
fluence, and weaken its adversaries—especially
the United States. These goals are in line with
China’s national strategy of achieving “the great
rejuvenation of the Chinese nation on all fronts.””
Chinese leaders view the international securi-
ty environment as increasingly hostile and the
United States as a major competitor. “The Central
Committee has brought together the entire Party,
the military, and the Chinese people and led them
in effectively responding to grave, intricate inter-
national developments and a series of immense
risks and challenges,” Xi noted in his report to the
20th National Congress of the Chinese Communist
Party (CCP).2

The concept of “strategic advantage” (¥ or shi) has
long been an important aspect of Chinese strategic
thinking and an influential component of military,
diplomatic, intelligence, and other actions.’ Under
shi, a state seeks a relative advantage over its op-
ponent, no matter how slight. In this approach,
shiis a dynamic—rather than fixed—concept and
may evolve as the balance of power changes. As
the Chinese scholar Zhongqi Pan argued: “What
China fights for is not just national interests, but
relative advantage in shi. . . . In terms of the stra-
tegic goal, China aims to build, accumulate and
maintain a relative advantage of shi vis-a-vis other
countries including the U.S. at regional level, and
probably at global level as well.”1°

Expanding Chinese power is part of Xi Jinping’s
desire for a “great national rejuvenation” and
for the PLA to become a world-class military by
2049." For Xi and other officials, the process of
rejuvenation is in part a process of competition
with its chief rival, the United States. This compe-
tition may not occur primarily on a conventional
battlefield but rather in the economic, technolog-
ical, informational, and diplomatic spheres. In
the 20th National Congress report, Xi tasked the
PLA with achieving the same three-stage military
modernization plan (including a range of targets
for 2027, 2035, and 2049) that has been in place
since 2020. Part of China’s focus is maintaining a
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favorable external environment, including in the
Indo-Pacific, in which countries align with and
acquiesce to China’s policies and preferences.?

Second, China likely utilizes political warfare to
limit provoking other countries. The tools of po-
litical warfare are critical for expanding Chinese
power and influence without triggering major
pushback—including causing a conventional war
or, at the very least, prompting an adversary to
establish a balancing coalition.™ The desire to
prevent a balancing coalition has a long tradition
in balance-of-power politics. The growing strength
and potential threat of a rising power have his-
torically led one or more states to balance against
the emerging power. Balancing states can increase
their own economic and military power (internal
balancing) or band together with a coalition of
countries (external balancing).' Military conquest
by the rising power invariably causes fear among
neighboring states and potential challengers.'
But it is less clear that political warfare elicits
the same type of security concerns. As Bonny
Lin argues in her analysis of Chinese gray zone
actions, “These international tactics offer China
more indirect and, in some cases, less visible and
seemingly legitimate ways to pressure countries
that could invite less regional or international
criticism and pushback.”16

In short, China likely pursues political warfare in a
competitive environment to increase its power and
minimize potential opposition. These activities are
part of the broader goals of China’s rejuvenation
by increasing military, economic, technological,
political, and other forms of power.

KEY CONCEPTS

To achieve these goals, there are several concepts
that China uses to capture aspects of political war-
fare. Table 2.1 highlights some of the key concepts,
from strategic advantage (¥) to military operations
other than war (JE&XFEE1THN).

One of China’s most frequently used terms is
military operations other than war (JFEFESE
1358, or MOOTW). For example, the 2020 edition
of The Science of Military Strategy, published by
the PLA’s National Defense University, includes
a comprehensive chapter on MOOTW, which it
defines as “non-war military operations carried
out by a country or political group to achieve a
certain political goal.”*” The PLA’s dictionary of
military terms similarly defines MOOTW as “the
armed forces’ use of military operations to pro-
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Figure 2.1

Concepts Relevant to Political Warfare

TERM EXPLANATION

Asymmetric Means

i i 18
GEXFR) Use irregular means against an adversary, such as cyber warfare.

Civil-Military Fusion
(ERES)
Cognitive Domain Operations

GARIIHELR)

intelligence.?

Discursive Power

Integrate security and development strategies to build an integrated national strategic
system and capabilities to achieve China’s goal of national rejuvenation.

Adapt concepts such as public opinion and psychological warfare to the modern
information environment by leveraging emerging technologies such as artificial

GEIEAY) Conduct influence activities and make them internationally accepted.?

Discourse War

nitlyiry Influence civic discussions outside of China’s borders.?
(EEL)

Economic Diplomacy
(E25F5h52)

Gray Zone

(IR B

Hybrid Warfare

CEEHF)

Military Operations Other Than War
(El35 £ Zm)))

interests.?

objectives.?

Overseas Strategic Strong Points

CGBIMEEE T )

Peacetime Employment of Military
Force (MFREAEEHEIEH)

Engage in economic activities—including economic coercion—to advance national

Perform irregular military and other activity, including clandestine actions by
Western countries.?

Orchestrate a mixture of conventional and irregular activity to achieve political

Conduct non-war military operations to achieve a certain political goal.?

Establish Chinese-operated ports abroad, such as seaports, using diplomatic and
other means to provide easier and more cost-effective means of conducting military
operations than working with a foreign port authority or commercial entity.?’

Conduct military activities to deter or coerce an adversary that poses a threat—but
without resorting to conventional war.

(Sg)ateglc GONEIHERS Gain a relative advantage over the opponent, no matter how slight.?

Struggle Strive through violent or non-violent means to resolve what Marxist-Leninists deem
&) to be “contradictions” in domestic and international society.*

Three Warfares Create an information advantage through public opinion warfare (E2i24%),

(=) psychological warfare (0 EE4%), and legal warfare GEf ).

United Front Protect and bolster the image of China and the CCP, including by monitoring and
(&E) countering criticism overseas.?

tect national security and development interests
that do not directly lead to war.”*®* MOOTW has
generally included stability operations, maritime
rights enforcement, and other actions designed to
expand Chinese influence.

In 2003, the CCP’s Central Committee and the Central
Military Commission approved an important
concept for the PLA called the “three warfares” (=
££).34 It includes three components: public opinion
warfare (8i¢4%), psychological warfare (.0324), and
legal warfare (;£124%).% Building on Mao Zedong’s
contention that the military’s goal is to carry out
“the political tasks of the revolution,” the three
warfares offer a way for the PLA to establish and
expand Chinese political power and influence at
home and abroad without resorting to armed
conflict.’® In this sense, the PLA is not a national
military but rather the armed wing of the CCP,

which defends the political power of the CCP.*” The
components of the three warfares are intended
to be reinforcing rather than mutually exclusive.
Together, they are designed to help China wage
information warfare against the United States
and other competitors across the globe.

The first component, media warfare, involves
the use of broadcast, print, and online efforts
to influence domestic and international public
opinion in ways that support Chinese interests and
undermine its competitors. China recognizes that
newspapers, television, radio, social media, and
even organizations such as civilian institutions are
all legitimate mediums to influence populations.
Overseas, China has waged media warfare through
broadcasts of the state-run China Central Televi-
sion (CCTV) and China Global Television Network
(CGTN), inserts paid for by the Chinese government



in newspapers such as the Washington Post and
New York Times, and educational institutions.*

The second component, psychological warfare, is
designed to sow dissent, disaffection, and discord
among soldiers and the civilian population of
competitors such as the United States.* Psycho-
logical warfare also leverages television, radio
broadcasts, leaflets, and other mediums—much
like media warfare—but it is designed to achieve
military purposes. As one analysis in the PLA
journal China Military Science concluded, the goal
of psychological warfare should be to “sap the
enemy’s morale, disintegrate their will to fight,
ignite the anti-war sentiment among citizens at
home, heighten international and domestic con-
flict, weaken and sway the will to fight among its
high-level decision makers, and in turn lessen
their superiority in military strength.”#

The third component, legal warfare, involves the
exploitation of international and domestic law
to assert the legitimacy of Chinese claims. The
Science of Military Strategy argued that for the
PLA, “international law is a powerful weapon to
expose the enemy, win over sympathy and support
of the international community [for China], and to
strive to gain the position of strategic initiative.”
It went on to explain that China needed to pub-
licize its “own humanitarianism and reveal a lot
of the war crimes committed by the opponent in
violation of law . . . to compel [the] opponent to
bog down in isolation and passivity.”#? Influential
Chinese military texts emphasize that the PLA
should justify its military actions through legal
means before beginning any conflict.*

In addition, Chinese leaders and experts have
utilized other concepts to describe elements of
political warfare, which are highlighted in Figure
2.1. These include asymmetric means (FEXFFR),
civil-military fusion (EE& &), cognitive domain
operations GAXIE{ELY), discursive power GEIEY),
discourse war (3&iEL£,), economic diplomacy (4275%
4hx%), gray zone (Jx &3th#), hybrid warfare CE & &
%), overseas strategic strong points GEIMEIE Sz 5),
peacetime employment of military force (F1-FBJHA
FEHHEIEA), strategic advantage (), struggle (5}
%), and united front (4 £§). China has also utilized
such notions as the “holistic security concept” (¥
AL L) to expand the definition of security at
home and abroad to include nearly a dozen fields,
including political, territorial, military, economic,
cultural, social, scientific and technological, infor-
mation, ecological, financial, and nuclear security.*
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MAIN ORGANIZATIONS

There are several organizations involved in spear-
heading political warfare, such as the PLA, Min-
istry of State Security, Ministry of Public Security,
Ministry of Industry and Information Technology,
United Front Work Department, and Ministry of
Foreign Affairs. As this report highlights, there are
also nongovernment actors—from hacktivists to
private security companies and Chinese citizens—
involved in political warfare. Figure 2.2 highlights
some of the most important state organizations
and examples of their activities. While the Chi-
nese government—especially the CCP—attempts
to establish a whole-of-nation approach, there is
no single, centralized organization involved in
all of these political warfare activities. Instead,
there are multiple overlapping entities that span
the military, economic, political, ideological, in-
telligence, law enforcement, and other realms. As
this section notes, there are a range of non-state
actors—from fishing vessels to hackers—that are
also involved in political warfare.

PEOPLE’S LIBERATION ARMY

The PLA is involved in a range of political warfare
activities in addition to preparing for conventional
and nuclear war and deterrence. The PLA sits
under the broader command and control of the
Central Military Commission, which is China and
the CCP’s main national defense organization and
is chaired by Xi Jinping. The PLA Navy (PLAN),
PLA Air Force (PLAAF), PLA Army (PLAA), PLA
Rocket Force (PLARF), and other organizations
play important roles.

The PLAN, for example, has been involved in ha-
rassing and disrupting commercial activities in
disputed territories as well as sailing into contested
territory in the East China Sea, Senkaku Islands,
Thitu Island, and other areas. The PLAAF has con-
ducted air operations—including with unmanned
aircraft systems (UASs)—in disputed territories and
harassed specific commercial activities, including
around the Spratly Islands, the Taiwan Strait, and
other locations. The PLAA and PLARF have also
conducted political warfare activities against such
countries as India, including around the disputed
China-India border.*

In addition, the People’s Armed Police (PAP) and
the China Coast Guard (CCG) have been involved
in political warfare activities. The PAP is a para-
military force within China’s armed forces charged
with maritime security and internal security.
The CCG, which is subordinate to the PAP, is re-




COMPETING WITHOUT FIGHTING

Figure 2.2

Examples of Chinese Organizations Involved in Political Warfare

ORGANIZATION EXAMPLES OF ACTIVITY

China Coast Guard
People’s Armed Forces
Maritime Militia

People’s Armed Police .
protection.

People’s Liberation Army

— PLA Air Force

Conducts maritime operations, including around disputed territory.
Conducts maritime operations, including around disputed territory.

Conducts internal security, riot control, disaster response, and maritime rights

Conducts air operations—including with unmanned aircraft systems (UASs)—in disputed territories

and harasses specific commercial activities.

— PLA Army

— PLA Navy

— PLA Rocket Force

— PLA Strategic Support Force
Ministry of Foreign Affairs

Ministry of Industry and

Information Technology and universities.

Ministry of Public Security

Orchestrates land-based operations to collect intelligence and conduct subversive activities.

Harasses and disrupts specific commercial activities in disputed territories and sails into contested
territory in the East China Sea, Senkaku Islands, and other areas.

Orchestrates land-based operations to collect intelligence and conduct subversive activities.
Conducts offensive cyber operations, intelligence collection, and information operations.

Orchestrates information, disinformation, and misinformation activity and engages in
subversive efforts to expand Chinese influence and power.

Oversees China’s network infrastructure and coordinates with technology companies

Monitors dissidents and foreigners, particularly those located within China.

Conducts intelligence operations (including against members of the Chinese diaspora)

Ministry of State Security

through human intelligence, signals intelligence, and other means; oversees
counterintelligence; conducts cyber operations, including offensive cyber operations;

and orchestrates a range of subversive activity.

Conducts information, disinformation, and misinformation activity to protect and

United Front Work Department

SOURCE: CSIS RESEARCH AND ANALYSIS

sponsible for a broad range of maritime security
missions and has as many as 1,040 regional and
oceangoing patrol vessels.*s The People’s Armed
Forces Maritime Militia (PAFMM), which is a
subset of China’s national militia, is involved in
protecting maritime claims, conducting surveil-
lance and reconnaissance, protecting fisheries,
and conducting search and rescue missions. It
is also involved in political warfare, especially
to advance China’s disputed sovereignty claims
in such areas as the South and East China Seas.”’
These Chinese organizations have also leveraged
non-state actors, including those involved in fish-
ing. Mao Zedong argued that the PLA needed to
leverage fishermen as an important component
of competition, stating “The navy must also rely
on the people; it must rely on fishermen. It must
plant roots among the fishermen.”*®

The PLA has also been involved in influence oper-
ations through the Strategic Support Force (SSF), a

bolster the image of China and the CCP, including by pressuring individuals and
organizations overseas.

theater-level organization established to centralize
the PLA’s space, cyber, electronic, information, com-
munications, and psychological warfare missions.*
The SSF combines technology and information
systems into an organization that is critical for
offensive cyber operations as well as intelligence
gathering and technical reconnaissance.*® As part
of its modernization effort, the PLA consolidated
previously decentralized cyber units into the SSF
beginning in late 2015 and throughout 2016 to
improve the PLA’s combat capabilities. This effort
was designed to create a more efficient and effec-
tive organization that could conduct cyber defense,
espionage, and offensive operations.

Cyber operations are centralized under the Net-
works Systems Department. It includes the previ-
ous Third Department (3PLA), which housed the
majority of cyber operations; Fourth Department
(4PLA), which was responsible for computer net-
work attacks; and the Informatization Department,
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which handled network defense.* The Network
Systems Department includes such elements as the
61726 Unit (Wuhan) and the 61786 Unit (Beijing).
The 311 Base that oversees the three warfares is
directly under the PLASSF, as are PLA Units 61486
and 61419, which have been tied to cyberattacks
against European, U.S., Japanese, and South Korean
officials.’? Figure 2.3 highlights some of China’s
main military organizations, which all sit under
the Central Military Commission.

MINISTRY OF STATE SECURITY

The Ministry of State Security (MSS) is China’s main
civilian intelligence and counterintelligence authority
responsible for domestic and foreign intelligence
operations. The organizational structure of the
MSS consists of a central ministry, provincial state
security departments, and state security bureaus.
The 2017 National Intelligence Act gave the MSS
broad powers to compel Chinese citizens and or-
ganizations to assist with intelligence activities as
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well as to monitor domestic and foreign individuals
and entities.* This power allows China to leverage a
range of non-state actors to assist with intelligence
collection. Indeed, China has historically relied on
front organizations, contractors, and private citizens
to conduct state-sponsored offensive cyber operations,
which allows the government to claim deniability.>

The MSS is heavily involved in influence operations
overseas, which is a critical aspect of political war-
fare. For example, the MSS’s Tenth Bureau infiltrates
overseas Chinese student and dissident groups, the
Eleventh Bureau engages Western diplomats and
others, and the Twelfth Bureau manages front or-
ganizations designed to influence Western targets of
influence.* As MI5, the United Kingdom’s domestic
intelligence agency, warned UK citizens:

The motive behind Chinese intelligence service
cultivation of Westerners is primarily to make
“friends”: once a “friendship” is formed [they]
will use the relationship to obtain information
which is not legally or commercially avail-
able to China and to promote China’s interest.
Cultivation of a contact of interest is likely to
develop slowly: [they] are very patient. . . .
The aim of these tactics is to create a debt of
obligation on the part of the target, who will
eventually find it difficult to refuse inevitable
requests for favours in return.>¢

MINISTRY OF PUBLIC SECURITY

The Ministry of Public Security (MPS) is the lead
domestic civilian police force, with responsibility
for establishing public order, supervising public
information networks, and conducting other law
enforcement functions. It shares the counterintel-
ligence mission with, and is directed by, the MSS.
This shared mission with the MSS typically involves
monitoring dissidents and foreigners located within
China as well as policing the internet and social
media platforms. The MPS’s Eleventh Bureau, the
Cybersecurity Protection Bureau, is involved in
targeting cybercrime and overseeing the protec-
tion system for information security.”” The MPS is
involved in a range of political warfare activities,
including influence operations, cyber activity,
and monitoring members of the Chinese diaspora
overseas through extraterritorial police stations.

MINISTRY OF INDUSTRY

AND INFORMATION TECHNOLOGY

The Ministry of Industry and Information Technol-
ogy (MIIT) oversees China’s network infrastructure,
including data security. The MIIT has coordinated
with technology companies, including Huawei and
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Tencent, as well as elite universities to develop an
open-source hosting platform in China, relying on
Gitee, the Chinese alternative to GitHub.%®

UNITED FRONT WORK DEPARTMENT

Overseen by the Central Committee of the CCP, the
United Front Work Department (UFWD) attempts
to protect and bolster the image of the party by
monitoring and countering criticism overseas—often
by recruiting or pressuring the Chinese diaspora.
The Chinese government considers members of
the diaspora to be “overseas compatriots” (f5[EAE
117), who owe a measure of loyalty to the Chinese
homeland.* There is purposefully some confusion
about UFWD activity, as MSS personnel have op-
erated under the cover of the UFWD.%

More broadly, the CCP has long emphasized the
importance of united front work to conduct influ-
ence operations, with Xi Jinping calling it a “magic
weapon” (7A%).®* Since 2015, Xi has advocated
for the “Great United Front” and endeavored to
reinvigorate united front work across the globe.
Rather than leaving united front work only up to
the UFWD, the Great United Front initiative sup-
ports united front work as a critical aspect of the
CCP. United front work focuses on several targets:
members of minority political parties (parties other
than the CCP which are legally allowed to exist);
general individuals who are not members of the
CCP; intellectuals who are not members of the
CCP; ethnic minorities; important religious figures;
key corporate officials; members of the new social
strata; students that are overseas or who have
recently returned, including their relatives in the
mainland; compatriots in Hong Kong, Macao, and
Taiwan, including their relatives in the mainland;
and overseas Chinese, returned overseas Chinese,
and relatives of overseas Chinese.¢?

MINISTRY OF FOREIGN AFFAIRS

The Ministry of Foreign Affairs (MFA) is respon-
sible for the foreign relations of China, including
formulating foreign policy, administering the
nation’s diplomatic missions, representing Chi-
nese interests at the United Nations, negotiating
foreign treaties, and advising the State Council
on foreign affairs. Foreign affairs officials have
also been involved in political warfare actions.

Following the outbreak of Covid-19, for example,
senior officials from the MFA were heavily involved
in disinformation and misinformation—including
efforts directed at the United States. Zhao Lijian,
an MFA spokesman, wrote on Twitter in March
2020 that the U.S. military might have spread

Covid-19 in the Chinese city of Wuhan. “It might
be US army who brought the epidemic to Wuhan,”
he wrote. “Be transparent! Make public your data!
US owe us an explanation!”®® The claim that the
U.S. Army had infected individuals in Wuhan was
utterly false. Undeterred, the Chinese government
amplified the claim on the official Twitter accounts
of Chinese embassies and consulates.

The MFA was also involved in an influence campaign
directed at the National Basketball Association,
which is discussed in more detail in Chapter 5. In
2019, the Chinese government reacted angrily when
Daryl Morey, the general manager of the Houston
Rockets basketball team, supported protesters in
Hong Kong. He tweeted: “Fight for Freedom. Stand
with Hong Kong.”®* In response, the Chinese con-
sulate in Houston released a statement expressing
its “strong dissatisfaction” with Morey’s tweet,
noting that “anybody with conscience would sup-
port the efforts made by the Hong Kong Special
Administrative Region to safeguard Hong Kong’s
social stability.”® In 2020, the U.S. government
retaliated by ordering China to close its consulate
in Houston.%

Overall, a range of state organizations—such as
the PLA, MSS, MPS, MIIT, UFWD, and MFA—are
integral to the planning and execution of political
warfare. These organizations have frequently
leveraged private citizens (including overseas
Chinese), companies, and non-governmental or-
ganizations to assist in irregular activities.

CONCLUSION

As this chapter shows, political warfare is an
important aspect of China’s strategy of national
rejuvenation. China conducts political warfare to
expand its power and influence below the level of
armed conflict and to minimize security concerns
that might be triggered by conventional warfare.
Chinese leaders are sensitive about being perceived
asrevanchist. During the 20th National Congress,
Xi Jinping adamantly noted that China was only
interested in “peaceful development,” including
a desire to “further consolidate national security;
fulfill the goals for the centenary of the People’s
Liberation Army in 2027; make solid progress in
building a Peaceful China.”®’

Chinese state and non-state actors have conducted
several types of activities as part of political war-
fare: intelligence operations, cyber operations,
information and disinformation operations, united
front activity, irregular military actions, and eco-



nomic coercion. For example, the CCP has used its
economic clout to suppress international criticism
of its own violations of democratic principles and
human rights. It has also pressured governments,
international institutions, and the private sector
to echo its preferred narrative.®®

The stakes are high. For the United States and
the West at large, China is the chief ideological
opponent, largest economic and technological
competitor (including in such battlegrounds as
microelectronics, 5G wireless technology, and
artificial intelligence), most capable military chal-
lenger, and greatest geopolitical rival.®

To help understand the nuances of China’s political
warfare, the next chapter focuses on intelligence
operations.

THE STRATEGIC LOGIC OF CHINESE POLITICAL WARFARE
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other departments to collect
information and intelligence has
been significantly improved, and
the ability of relevant leading
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This chapter examines Chinese
intelligence operations as part of
political warfare, particularly Chinese

actions against the United States.
While espionage is a normal part of statecraft, this
report focuses on the political warfare aspects of
intelligence operations. Intelligence operations
play a critical role in political warfare by helping
states—in this case China—obtain political, military,
economic, and other information to coerce or
otherwise gain a competitive advantage over
an adversary. Intelligence operations also play
an important role in informing and supporting
other components of political warfare, such as
information and disinformation campaigns,
united front activity, and economic coercion. As
Linda Robinson concludes in her study of political
warfare, “Political warfare places a high demand
on intelligence.”® As another assessment concludes,
“Conducting political warfare by trying to build
up foreign groups requires reliable intelligence
about those groups’ motivations as well as about
their capacities.”

Few characterizations better describe the modern
Chinese intelligence apparatus than a passage from
the 2,400-year-old military treatise The Methods of
the Sima: “In general, to wage war: employ spies
against the distant, observe the near.”> Along these
lines, this chapter analyzes how China’s military
and civilian intelligence services employ spies
as part of political warfare, with the primary in-

tent of illuminating Chinese human intelligence
(HUMINT) tradecraft and collection priorities.
Overall, Chinese overseas intelligence activities
are more centrally directed and driven by specific
intelligence priorities than is typically acknowl-
edged. Many—including the chief of the United
Kingdom’s Security Service (MI5)—describe China
pursuing a “thousand grains of sand” intelligence
strategy, describing how China uses citizens in key
positions to collect small pieces of information
that together form a more complete intelligence
picture.® Such a strategy is much harder to disrupt.
As this chapter shows, the empirical, open-source
record indicates that Chinese HUMINT operations
are methodical, resource intensive, and driven by
well-defined intelligence priorities.

This chapter diverges from most existing literature
on Chinese intelligence activities by analyzing
Beijing’s HUMINT services through the lens of the
HUMINT agent acquisition cycle, the five-phase
process used by intelligence officers to spot, assess,
develop, recruit, and handle human sources.” This
process is important in understanding Chinese
political warfare. The analysis relies on a review of
cases of known or suspected Chinese intelligence
activities, with a particular focus on cases dating
from 2015 to present. It includes an evaluation of
court records from more than 100 U.S. indictments
of individuals accused of conducting activities on
behalf of China as well as analysis of similar cases
overseas where that data is available.
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Although Chinese primary source documents de-
scribing the structure and operations of the coun-
try’s civilian and military intelligence services are
scarce, recent Chinese counterintelligence inves-
tigations and disclosures by intelligence and law
enforcement agencies worldwide are generating
an increasing volume of data that illuminates the
operational tradecraft of China’s intelligence ser-
vices. These disclosures expose key patterns and
commonalities across cases during each phase
of China’s efforts to recruit sources and to shape
these sources’ collection. While the majority of data
analyzed in support of this chapter were derived
from U.S. federal court documents, there is ample
evidence that the Chinese intelligence tradecraft and
collection priorities apply equally to U.S. partners.
As such, these findings—although largely focused on
U.S. examples—can contribute to global efforts to
detect and disrupt Chinese intelligence operations.

The remainder of this chapter begins with a brief
overview of China’s intelligence services. It then
proceeds into further analysis of how the Chinese
intelligence services execute overseas operations
across the spotting, assessing, developing, recruit-
ing, and handling phases, which are critical for
political warfare. Finally, this chapter examines
Chinese intelligence and law enforcement efforts
to intimidate and harass members of the Chinese
diaspora living overseas—including in the United
States—by such organizations as the Ministry of
Public Security.

CHINA'S
INTELLIGENCE SERVICES

Contemporary Chinese intelligence activities are
primarily conducted under the 2017 National In-
telligence Law. The law does not explicitly define
the roles and responsibilities of the civilian and
military agencies that comprise China’s intelligence
community, but it describes many of the intelli-
gence services’ broader authorities. For example,
Article 7 requires that “all organizations and
citizens shall support, assist, and cooperate with
national intelligence efforts in accordance with the
law, and shall protect national intelligence work
secrets they are aware of.” Article 12 authorizes
China’s intelligence services to “establish cooper-
ative relationships with relevant individuals and
organizations and retain them to carry out related
work.”® Both of these provisions establish the legal
basis for some of the Chinese intelligence services’
key patterns of behavior, specifically their heavy
reliance on various cut-outs and proxies.

Intelligence serves a central role in broader Chi-
nese Communist Party (CCP) history and lore. In
1931, three CCP spies who had penetrated the
Kuomintang security apparatus provided early
warning that a high-level CCP intelligence official
had defected to the Kuomintang. Mao Zedong later
claimed that this operation—known as the Three
Heroes of the Dragon’s Lair—changed the course of
the revolution by warning key underground cadre
that they would soon be exposed. Among those
who were saved was China’s future premier Zhou
Enlai, who served a key role in Chinese intelligence
and security affairs until his death in 1976.°

The Chinese intelligence apparatus has been reor-
ganized repeatedly since the founding of the CCP
and the establishment of the People’s Republic of
China (PRC). While roles, missions, and organiza-
tional structure have changed, the one constant
is that the CCP and China have maintained for-
malized, professional intelligence services since
the party’s founding in 1927.1° This structure has
evolved today into a broader Chinese intelligence
community that includes both civilian and military
elements, as outlined in Figure 3.1.

On the civilian side, the Ministry of State Security
(MSS) has been Beijing’s premier foreign intelli-
gence service since it was established in 1983. The
MSS is often described as combining the foreign
intelligence collection responsibilities of the Central
Intelligence Agency (CIA) with the domestic coun-
terintelligence and counterespionage authorities
of the Federal Bureau of Investigation (FBI). This
analogy is useful—up to a point—in describing the
overarching mission of the MSS. However, the MSS
combines these foreign and domestic authorities
in unique ways when conducting its operations.
This results in several hallmark characteristics
of Chinese intelligence operations. Perhaps most
notable is Beijing’s continued reliance on mainland
China not just as a hub for operational oversight
and coordination but for the actual business of
recruiting and handling foreign sources.

The MSS is composed of a headquarters compo-
nent and approximately 18 component bureaus.
Each of these subordinate bureaus is assigned a
number and charged with a specific functional
or regional portfolio. For example, as of 2018,
the Sixth Bureau was responsible for overseas
collection on science and technology issues.' The
MSS also maintains provincial and city divisions
and bureaus, such as the Shanghai State Security
Bureau, the Beijing State Security Bureau, and the
Jiangsu State Security Department (JSSD). Each
of these regional MSS offices mirrors the num-



bered component structure of MSS headquarters
so that the JSSD, for example, has its own Sixth
Bureau that likely coordinates with the Sixth
Bureau at MSS headquarters in Beijing. Several
scholars over the years have scoured Chinese
primary sources in an effort to map the specific
structure, roles, and responsibilities of the MSS.
However, the accuracy of this work is variable
and often becomes quickly dated. One attribute
that the Chinese intelligence services share with
their Western counterparts is a tendency to re-
organize, including the MSS’s rearrangement of
bureau numbers. For example, MSS files disclosed
in a U.S. court case revealed that the overseas
science and technology bureau in the JSSD was
renumbered from the Fourth Bureau to the Sixth
Bureau in December 2013.%2

The Ministry of Public Security (MPS) is China’s
primary domestic security service. The MPS is
mainly responsible for police work within Chi-
na, but it also has extensive internal security
authorities. Since the initiation of Xi Jinping’s
anti-corruption campaign at the 18th Party Con-
gress in 2012, the MPS has been increasingly
tied to overseas operations. These activities are
less focused on collecting political, economic, or
military intelligence information. Instead, they
are an extension of a decades-long role for the
MPS in “political security,” which includes efforts
to exert pressure on overseas dissidents and
perceived enemies. The MPS traditionally has
undertaken domestic activities to send messages
to its targets overseas, such as by arresting fam-
ily members in China.'®* The MPS continues this
specific technique but is now augmenting this
domestic pressure with deployments overseas to
harass, intimidate, and repatriate overseas Chi-
nese citizens who Beijing accuses of political or
financial corruption.’ These activities are likely
spearheaded by the MPS’s First Bureau, which is
reportedly responsible for monitoring Chinese
political dissidents who live outside of China.s

For the United States and its partners, the MPS’s
overseas operations are arguably the most con-
cerning of any of China’s overseas intelligence
activities. This is because the MPS is engaged in
operations that extend far beyond the boundar-
ies of traditional espionage. Espionage—that is,
spying on other nations to glean insights about
their capabilities and intentions—is an accept-
ed, acknowledged, and normal practice by in-
telligence agencies in the arena of geopolitics.
MPS operations, however, are often something
entirely different. In many circumstances, they
manifest in egregious violations of another na-
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tion’s sovereignty or reflect a blatant refusal
to accept international law. These operations
involve attempts by Beijing to extend the arm
of its increasingly authoritarian governance to
any of its perceived enemies, anywhere in the
world—even if it means violating the constitutions
and laws of the democratic nations where the
MPS conducts these activities. Examples include
uncoordinated law enforcement activities on a
global scale, with recent reports indicating that
Chinese law enforcement elements have quietly
established more than 50 “overseas police service
centers” in 21 countries across five continents.®

Within the People’s Liberation Army (PLA), two
branches are primarily charged with intelligence
duties. The Intelligence Bureau of the Joint Staff
Department of the Central Military Commission is
the PLA’s primary HUMINT arm, roughly equiv-
alent to the U.S. Defense Intelligence Agency
(DIA).Y Prior to the large-scale reorganization
and modernization of the PLA in late 2015, the
Intelligence Bureau was known as the Second
Department of the General Staff Department of
the PLA, more commonly known as 2PLA. The
bureau was traditionally complemented by signals
intelligence, electronic warfare, information op-
erations, and offensive cyber capabilities within
the Third Department (3PLA) and Fourth Depart-
ment (4PLA).* Of these groups, 3PLA maintains
the highest public profile outside of China. The
U.S. Department of Justice (DOJ) indicted five
3PLA computer network operators in 2014, and
the economic espionage activities of one of the
organization’s components (Unit 61398) were ex-
posed by a U.S. cybersecurity firm in 2013*° Both
3PLA and 4PLA were renamed and reorganized
during a series of PLA reforms in late 2015, with
both components likely integrated into the Net-
work Systems Department of the PLA’s Strategic
Support Force (SSF), which is also subordinate
to the Central Military Commission.?

CHINA'S INTELLIGENCE
DOCTRINE AND THE
AGENT ACQUISITION CYCLE

This chapter’s focus on examining Chinese intel-
ligence operations through the lens of the agent
acquisition cycle serves two purposes. The first
purpose is to illuminate how China’s national-level
intelligence collection priorities are operational-
ized by the intelligence services. This includes
describing how the MSS and its counterparts
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identify and approach potential sources, task and
handle these sources, and how the services work
with specific customers to refine information
needs and requirements. The second purpose
is to examine how the various elements of the
Chinese state—including the CCP, state research
institutions, private companies, and the technical,
cyber, and HUMINT elements of the intelligence
services—contribute to Chinese intelligence op-
erations. The goal is to provide a more coherent
alternative to the common characterization of
the Chinese intelligence threat as “one thousand
grains of sand.” This term can lend the inaccurate
impression that China’s activities are decentral-
ized and opportunistic, while also opening the
United States and its allies to criticism that they
are indiscriminately targeting Chinese academ-
ics, students, businesspeople, and journalists by
labeling them all as suspected agents of the CCP.
The intent is to use fact-based, empirical evidence
to illuminate Chinese intelligence tradecraft,
which includes the activities of the state organs,
affiliated research and development institutions,
and various cut-outs, co-optees, and nontradi-
tional collectors.?!

Chinese primary sources describing Beijing’s
modern approach to intelligence theory, doctrine,
and operations are less abundant compared to
writings on other security topics, particularly
Beijing’s views on military modernization and
strategy. Nevertheless, Chinese documents across
the spectrum of national security strategy and
doctrine reflect the abiding importance of intel-
ligence in statecraft and warfare. Information is
at the heart of Beijing’s military modernization
efforts, which emphasize the pursuit of “infor-
mation dominance.” While these documents
reflect the enduring importance of intelligence
to modern China, much of what Western scholars
know about the specifics of how China’s clandes-
tine services advance Beijing’s interests come
from the U.S. prosecution of Chinese officers and
agents, public warnings from Western leaders,
and non-government analysts.

One of the few Chinese-language documents
available in the West illuminating China’s ap-
proach to intelligence work is a book published in
1991 by two Chinese intelligence veterans—Huo
Zhongwen and Wang Zongxiao—titled Sources
and Techniques of Obtaining National Defense
Science and Technology Intelligence. It describes
a broader Chinese intelligence apparatus that
is built to advance both national security and
commercial interests. The book examines how
science and technology collection is a shared

responsibility across the intelligence services,
research and academic institutions, and state-
owned enterprises. It is a system that maintains
no clear lines between military modernization
and economic growth, a distinction that—at
least in the United States—is a line established
in intelligence policy and doctrine.?? As Huo and
Wang conclude: “Intelligence work will become
the heart of the new industrial revolution.”?
This perspective on intelligence can be observed
in cases where China’s professional intelligence
officers collaborate with science and technology
institutions to identify collection requirements
that advance China’s commercial interests.

Huo and Wang’s work also describes China’s
historical reliance on open-source information,
which in their estimation accounted for 80 percent
of China’s science and technology intelligence
collection. Like the Soviets during the Cold War,
China recognized the intelligence value of various
Western periodicals and government reports,
and Huo and Wang’s work methodically details
the specific governmental and nongovernmental
sources of technical insights that were of partic-
ular benefit to China’s commercial and military
modernization. Nevertheless, they acknowledge
that the remaining 20 percent of China’s intelli-
gence needs “must come through the collection
of information using special means, such as re-
connaissance satellites, electronic eavesdropping,
and the activities of special agents (purchasing
or stealing), etc.”*

Despite the blurring of national security and
commercial interests in China’s approach to intel-
ligence collection, Huo and Wang argue that China
shares with the West similar perspectives on the
broader intelligence collection process, specifi-
cally the intelligence cycle. They emphasize the
importance of developing collection requirements,
identifying the most effective means of collecting
against certain requirements, and “immediately
[analyzing and studying] the feedback that has
beenreceived from the information consumer and
adjust the collection process in a timely manner,
thus improving the work of collection.”? Although
there is no definitive open-source Chinese intel-
ligence doctrine available, the cases reviewed
in support of this chapter strongly suggest that
the MSS and its counterparts adhere to many of
the same fundamentals of the traditional intelli-
gence cycle and, as an extension of that cycle, the
recruitment of human agents using techniques
that are shared historically with China’s foreign
counterparts, including the CIA, MI6, and Russian
intelligence agencies.



SPOTTING AND ASSESSING

The overall agent recruiting process can be thought
of as a filter, as illustrated in Figure 3.1. At the top
are the two broadest phases: spotting and assess-
ing. Activities within these two phases are highly
interconnected, as they are both largely analytic
and, in most circumstances, passive. It is also in
these two phases where there is ample evidence
demonstrating how the Chinese intelligence services
integrate all-source capabilities into their efforts
to identify and evaluate potential human sources.
Specifically, China’s intelligence services employ
and often blend three primary techniques during
the spotting and assessing phase: open-source in-
telligence analysis; domestic and overseas cut-outs,
co-optees, and proxies; and technical operations,
including computer network intrusions.

Itis during the spot and assess phases that HUMINT
collectors begin the process of transforming custom-
er intelligence requirements into actual collection.
Depending on the specificity of the information
need, the potential pool of sources that are initially
spotted and assessed can range from exceptionally
large to exceptionally small. For example, one U.S.-
based spotter for the MSS simply sought contact
with individuals with current or prior military or
intelligence experience. Initial contacts would be
routed back to MSS officers in China for further
assessment of the individual’s potential access to
classified or other non-public information that
would be responsive to China’s information needs.
In other circumstances, the spotting and assessing
pool will be narrowly tailored, such as focusing
on individuals who may have access to highly
specialized technologies that would contribute
to China’s economic or military modernization.

CUT-0UTS, CO-0OPTEES, AND PROXIES

One important trademark of Chinese intelligence
operations is the use of various cut-outs, co-optees,
and proxies. The use of such individuals—who often
present themselves as businesspeople, students,
or academics—creates a buffer of plausible deni-
ability between China’s intelligence apparatus and
its potential human sources. China’s clandestine
services have not traditionally adopted the same
operating models as their U.S., UK, Russian, or
other counterparts. In these countries, intelligence
officers are often celebrated for their ability to
navigate hostile or denied environments. Lever-
aging various types of official or nonofficial cover,
CIA, MI6, and KGB officers during the Cold War
developed innovative and sophisticated tradecraft
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Figure 3.1

The Agent Acquisition Cyclez®

individuals who have the potential to
fulfill intelligence reguirements as
identified by analysts or policymakers.

ASSESS

the placement and access of these
individuals to determine if they can
provide the desired information and
initiate an evaluation of their
motivations, vulnerabilities,

and suitability.

DEVELOP

relationships with these individuals to
further assess their motivations,
vulnerabilities, and suitability and to
explore their receptiveness to initial
tasking for intelligence.

RECRUIT

agents and formalize the relationship
with an overt recruitment pitch or by
paying them for information they
provide.

HANDLE

agents by relaying collection
reguirements, receiving reporting
information, and conducting continued
assessments of their placement

and access.

SOURCE: CSIS RESEARCH AND ANALYSIS; AND BURKETT, "AN ALTERNATIVE
FRAMEWORK FOR AGENT RECRUITMENT."

that they used to recruit and handle high-level
sources within an adversary’s government.

China’s isolation during most of the Cold War fos-
tered a very different HUMINT culture, one that
involved a much less prominent overseas role for
the intelligence cadre. Compounding this isola-
tion was the paranoia of the Cultural Revolution,
where the relentless focus on ideological purity
and widespread suspicions of foreign influence
resulted in purges within the intelligence and
security apparatus.?’” The MSS did deploy some
personnel abroad—for example, under journalistic
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cover—during the Cold War, but their primary
mission was unclear. They likely assisted broader
efforts to spot and assess potential sources while
also collecting insights and non-public information
from individuals who believed they were speaking
with Chinese state media.?® However, none were
definitively tied to sensitive recruitments within
the U.S. government.

In addition, Chinese intelligence services have
traditionally preferred that recruitments and sub-
sequent source meetings occur inside of China or
a third country.?° The comparatively limited over-
seas footprint of China’s HUMINT officers likely
nurtured the culture of using proxies and cut-outs
as key components in the spotting and assessing
phase. In the current era, social media and the
internet are increasingly used for the spotting and
assessing phases, though recent cases reinforce that
overseas proxies continue to be key contributors
to early-stage recruiting efforts.

This includes the case of Jun Wei Yeo, a Singaporean
national who was convicted in the United States
on charges that he was serving as a spotter and
assessor for the MSS.*° Yeo received intelligence
requirements from China-based MSS officers, who
relied on Yeo to spot and assess potential U.S.-based
sources. Yeo’s MSS handlers had a wide range of
intelligence interests, with a particular focus on
non-public U.S. government information. These
taskings included requests for Yeo to identify sourc-
es who could report on Southeast Asia, the U.S.
Department of Commerce, artificial intelligence,
and the trade war between the United States and
China. On multiple occasions, Yeo met separately
with different MSS officers in China, all of whom
issued identical tasking.’! These incidents further
reinforce this chapter’s broader contention that
Chinese intelligence collection is more centrally
directed and organized than is often appreciated.

THE ROLE OF OPEN-SOURCE INTELLIGENCE
AND SOCIAL MEDIA

Within the spotting and assessing phases, recent
investigations and global intelligence service
statements reflect that open-source intelligence
analysis—particularly the exploitation of social
media—has become a preferred technique for
China’s intelligence services. According to U.S.,
UK, and German intelligence officials, Chinese
intelligence officers and proxies have conducted
thousands of soft approaches on LinkedIn in recent
years.** More than 10,000 such incidents have oc-
curred in the United Kingdom alone, according to
MI5 chief Ken McCallum.** A 2017 study conducted

by Germany’s domestic intelligence service, the
Bundesamt fiir Verfassungsschutz (BfV), found
China’s intelligence approaches on LinkedIn to
match the scale observed by MI5. In its report,
the BfV disclosed several inauthentic profiles
and front organizations, posting as headhunters,
consultants, think tanks, and scholars, who the
service assessed were working for Chinese in-
telligence.® This shift toward social media in the
early phases of the recruitment process offers the
Chinese intelligence services a platform to conduct
low-cost, low-risk activities in the early phases of
the recruitment cycle.

Several notable investigations in the United States
since 2017 reflect how China’s intelligence services
use LinkedIn to identify and evaluate potential
sources of classified information, trade secrets, and
other non-public information. In many instances,
Chinese intelligence uses LinkedIn to identify and
contact current and former cleared government em-
ployees or to advertise various business, consulting,
and employment opportunities that may interest
former members of the intelligence community
or U.S. Department of Defense.3 Jun Wei Yeo used
social media, particularly LinkedIn, extensively in
his activities on behalf of the MSS. Yeo created a fake
consulting company and posted job opportunities
on LinkedIn. He later claimed he received over
400 resumes, 90 percent of which were submitted
by current and former U.S. government and mili-
tary personnel with security clearances. Yeo then
forwarded the resumes to MSS officers in China
for further evaluation and guidance on potential
recruitment options.*’ Yeo augmented his efforts
on LinkedIn by attending public events to contact
individuals from lobbying firms or defense con-
tracting companies who could be possible targets.

COMPUTER NETWORK OPERATIONS

China’s bulk data theft campaigns—including
operations targeting the U.S. Office of Personnel
Management (OPM), Equifax, Anthem, Marriott, and
others—are examined in this report’s chapter on
Chinese cyber operations (Chapter 4).* Nevertheless,
itisimportant to acknowledge the extent to which
Beijing’s acquisition of this data can contribute
to HUMINT operations. While these operations
have been attributed to various elements of the
Chinese intelligence services—primarily regional
components of the MSS and the 3PLA—there is
little definitive evidence available detailing how
China may be weaponizing this data.*

However, the information from these operations
could help HUMINT officers assess potential ave-



nues to recruit a source. Examples might include
verifying an individual’s current or prior rela-
tionship with the U.S. government, identifying
whether that individual is in financial distress or
poor health, scrutinizing their travel history, or
shaping ways to develop an initial approach and
a source development plan. Four factors typical-
ly influence an individual’s decision to spy for a
foreign government: money, ideology, compro-
mise, or ego, often referred to as “MICE.”# What
is known about the personal data that China has
exfiltrated suggests that the information could be
highly valuable for Chinese HUMINT recruiters
weighing whether an individual may be vulnerable
to certain recruitment approaches. The U.S.-based
MSS spotter Jun Wei Yeo attested that these types
of vulnerabilities, including financial troubles, job
dissatisfaction, or familial issues, were what he
was trained by the MSS to evaluate when assessing
source candidates.*

DEVELOPING AND RECRUITING

Spotting and assessing are intended to narrow a
pool of potential source candidates. It is against
this smaller group that intelligence officers ini-
tiate the process of building a relationship with
prospective sources. Key markers of this phase for
Chinese intelligence operations include increased
face-to-face contact, often in China during the
source development phase. Overall, the majority
of development approaches analyzed in support
of this research involved offers of employment,
business, consulting, or other financial opportu-
nities, with a smaller set of individuals driven
by ideological support for China and the CCP.
Ultimately, postmortems of historic American
espionage cases find that most spies are motivated
by a combination of the MICE factors rather than
by one factor alone.*

The developing and recruiting phases of the agent
acquisition cycle substantially increase the volume
of risk that a recruiting organization incurs. The
spotting and assessing phases are largely passive,
while the developing and recruiting phases are ac-
tive and increasingly expose recruiters to potential
discovery. China partially compensates for this risk
during the development and recruitment phases
by continuing its reliance on cut-outs, proxies, and
other forms of cover. Chinese intelligence officers
and their proxies primarily approach developmen-
tal sources under commercial or academic cover.
There is a dual logic in this approach, providing
plausible deniability to both recruiter and target.
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Recruiters present themselves as representing pri-
vate or academic interests rather than China and
the CCP. This approach may appeal to prospective
recruits interested in rationalizing their openness
to providing information to a foreign entity. In
the case of Kevin Mallory, his responsiveness to
initial contact via LinkedIn translated into an
introduction to an individual who represented
himself as working for a Chinese think tank, the
Shanghai Academy of Social Sciences. Despite
these efforts to operate under the nominal cover
of the academy, which is known to have close
ties to the MSS, Mallory—as a former CIA and
DIA officer—appears to have been aware that the
individuals he met with were representatives of
Chinese intelligence.*

These types of approaches and initial taskings
epitomize the developmental phases of HUMINT
operations. Developmental recruits are often asked
to share information that may be somewhat sensi-
tive—though not classified—as a means to gauge
the source’s responsiveness to tasking, as well as
to lay the groundwork for gradually expanding
the information-sharing relationship into more
sensitive areas.® The added exchange of money at
this phase—even before any formal recruitment
pitch—also establishes the terms of what will
ultimately become a transactional relationship.
In cases where the source is a U.S. government
employee or cleared defense contractor, this in-
formation exposes the recruit to legal jeopardy.

China’s development and recruitment of Shapour
Moinian followed a similar pattern. After an initial
approach on LinkedIn, Moinian traveled to Hong
Kong to meet with an individual who claimed to
represent a technical recruiting company seeking
out aviation industry consultants. The Chinese
recruiter claimed she was seeking Moinian’s “rich
experiences and skills” for a client who was work-
ing on aircraft design. Moinian agreed to provide
information and materials regarding various
aircraft designed or manufactured in the United
States, for which he was financially compensated.
Anunnamed UK aviation expert mentioned by MI5
in July 2022 also traveled repeatedly to China to
be “wined and dined.” The Chinese interlocutors
then asked and paid him for detailed technical
information on military aircraft, at which point
the UK government intervened.

Commercial cover was also a key feature of China’s
recruitment of former FBI electronics technician
Kun Shan “Joey” Chun. However, unlike the Mallory
and Moinian cases, where the developmental phase
required only of a handful of meetings, Chun’s




COMPETING WITHOUT FIGHTING

relationship with Chinese intelligence took several
years to reach the stage where he began meeting
directly with Chinese government officials and
providing them with sensitive FBI information.
Chun’s relationship originated in 2005, when a
China-based printer company solicited an invest-
ment from one of Chun’s relatives. Over the next
five years, the Chinese company paid for Chun to
travel on an annual basis, travel that he actively
concealed from the FBI. In 2011, the company paid
for a trip to Europe, where Chun met directly with
a Chinese government official who told Chun he
knew he worked for the FBI. At this stage, Chun
began reporting information about FBI personnel,
structure, technological capabilities, surveillance
practices, and surveillance targets.*’

One variation of China’s efforts to appeal to com-
mercial and economic interests of potential sources
is the manner in which the intelligence services
work through research institutes and universities.
This includes recruitment into China’s so-called
“talent plans,” such as the Thousand Talents Plan
and the Hundred Talents Plan. Disaggregating the
numerous licit and illicit mechanisms that China
relies upon to acquire advanced technology from
the United States is beyond the scope of this chapter.
Nevertheless, several recent cases reveal how China’s
state-affiliated research institutions and the talent
plans have served as critical platforms for China to
extract trade secrets and intellectual property (IP)
from U.S.-based sources. Although many cases do
not involve a direct connection between China’s
research institutions and the intelligence services,
there are some striking exceptions.

Most notable is the trial of Yanjun Xu, an MSS of-
ficer who was the deputy division director of the
Sixth Bureau in the JSSD. In that case, the United
States disclosed how the Sixth Bureau, which is
responsible for overseas collection of science and
technology information, worked directly with
organizations such as the Jiangsu Science and
Technology Promotion Association, the Aviation
Industry of China (AVIC), and the Nanjing University
of Aeronautics and Astronomics (NUAA) to arrange
presentations and exchanges with overseas experts
known to be working on technologies that were
Chinese collection priorities.* This included Xu in
his capacity as an MSS officer directly arranging
a set of discussions in China with experts from
across the global aviation industry, including
representatives of at least six of the world’s lead-
ing aerospace companies.* As reflected in Xu’s
communications with his intelligence customers
within the Chinese science and technology appa-
ratus, the purpose of these exchanges was to elicit

sensitive IP and trade secrets, including items
such as design manuals, design and simulation
software, composites, power systems, and other
information about civilian and military aircraft.>
The MSS often augments its human source de-
velopment efforts during “exchanges” in China
by conducting technical operations against their
visitors’ devices.*

Beyond the primary methods that China uses to
spot, assess, develop, and recruit sources, the final
element involves the specific tradecraft that China
uses to handle its human sources.

HANDLING SOURCES:
OPERATIONALIZING
INTELLIGENCE REQUIREMENTS

China’s global intelligence activities are merely
one element of broader political warfare. Nev-
ertheless, they are a critical element of Beijing’s
approach to security competition. China’s pursuit
of various forms of classified U.S. defense and
intelligence information contributes to broader
efforts to secure an information advantage over
the United States, particularly if Beijing were to
learn information about the United States that
Washington believes to be protected. This logic
extends into the science and technology sphere,
where Chinese intelligence operations are de-
signed to fulfill key knowledge gaps for China’s
commercial and military technology research and
development efforts. China’s intelligence services
play a crucial role in recruiting human sources
to fulfill specific customer science and technology
requirements for China’s economic and military
advantage. It is in this area that the case of MSS
officer Yanjun Xu is so striking.

As previously noted, Xu was a senior MSS offi-
cer assigned to the JSSD Sixth Bureau, where he
was responsible for collecting overseas science
and technology information. In his activities,
Xu worked closely with officials in various state
entities, including AVIC and the NUAA, to refine
aviation-related collection requirements. For ex-
ample, in 2013, Xu exchanged messages with an
official at AVIC who relayed specific information
that the AVIC official was seeking from Boeing,
including analytical tools for Boeing’s proprietary
airframe and specific portions of the Boeing Design
Manual.5? These types of exchanges are critical in
understanding the specificity of Chinese science
and technology collection requirements that were



directly passed from state-owned enterprises and
research institutions to China’s foreign intelligence
service. Separate communications revealed how
Xu and the MSS would report back information
that had been collected. In one instance, Xu sent
detailed technical information about various aspects
of the KC-135 aerial refueling aircraft, requesting
that the recipient review the information and
provide feedback on the MSS’s report.

These types of insights into the inner workings of
the MSS and its customers manifest in the ways that
China handles its human sources. In Xu’s case, the
MSS and the NUAA directly collaborated to shape
the specific topics that visitors would brief during
their presentations in China. In one case, Xu and
the NUAA official worked in tandem to encourage
a U.S.-based aerospace engineer to provide a pre-
sentation on highly technical topics related to GE
Aviation’s trade secrets and IP. As the relationship
between Xu and the engineer progressed, Xu was
clear about how information requirements were
being developed, writing to the engineer: “I will
touch base with the scientific research department
here to see what technology is desired and I will
let you know what to prepare.” Xu later refined
the specific areas of interest for the engineer,
expressing that there was particular interest
in software, system specifications, and design
processes. Later, when the engineer expressed
concern about sending certain information from
his GE Aviation e-mail address, Xu responded: “It
might be inappropriate to send directly from the
company, right?”s3

OVERSEAS HARASSMENT
AND REPRESSION

Chinese intelligence agencies have also been in-
creasingly active in intimidating members of the
Chinese diaspora overseas and in conducting
influence operations. Many of these instances are
part of Operation Fox Hunt, a global and extralegal
PRC effort to monitor, harass, and in some cases
repatriate Chinese diaspora living abroad. In June
2023, for example, a federal jury in New York con-
victed three individuals of stalking and coercing
several residents of the United States.> In April
2023, the FBI arrested two individuals, “Harry” Lu
Jianwang and Chen Jinping, in connection with
opening and operating an illegal police station
in Manhattan, New York City. According to the
FBI and DOJ, the two individuals were working
for the Fuzhou branch of the MPS to locate and
conduct coercive activities against Chinese dissi-
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dents living in the United States.>* Lu Jianwang’s
official role was president of the America Changle
Association NY, a nonprofit organization whose
offices housed the police outpost.5 In its response
to the arrests, the Chinese embassy in Washington
described the organization as being “provided by
local overseas Chinese communities who would
like to be helpful” and that “they are not police
personnel from China.”>’

In a separate case, the DOJ charged 40 MPS officers
in April 2023 with conducting an intimidation
campaign against Chinese nationals residing in
the United States whose political views and actions
were critical of China.*® The DOJ has referred to
this type of activity as “repression schemes.”>
Also in April 2023, a federal jury convicted Pras
Michel, a Grammy-winning artist and former
member of the hip-hop group Fugees, of working
with the MPS to conduct a clandestine campaign to
influence senior U.S. officials.®® More broadly, the
Chinese government has conducted widespread
harassment of Chinese critics of China abroad,
though it is not always clear if—and to what de-
gree—Chinese intelligence and law enforcement
organizations are involved. Beginning in October
2022, for example, China was allegedly involved
in making more than a dozen false bomb threats
at luxury hotels and embassies in Europe, the
United States, the Middle East, and Asia using
the names of Chinese dissidents.5!

In addition to Operation Fox Hunt, China has also
engaged in Operation Skynet, a parallel program
to target the finances of Chinese citizens, includ-
ing dissidents, residing overseas. According to
the FBI, Operation Skynet includes PRC efforts to
repatriate money by some Chinese living abroad
“by both restricting and seizing assets still located
in the PRC.”%2 In 2022, for example, DOJ charged
Sun Hoi Ying with conducting illegal activities
as part of Operation Skynet.®

Chinese diplomatic officials argued that these
organizations—including the so-called police
stations—were not actually engaged in police and
intelligence work and that they were staffed by
“volunteers” who were responsible for assisting
Chinese nationals with routine tasks, such as
renewing drivers’ licenses.® In some cases, re-
searchers identified connections between various
overseas police outposts and specific regional
components of the MPS,; tying such stations directly
back to Chinese intelligence and law enforcement.
One study of these MPS stations assessed that
there are at least 104 of these outposts across 53
countries.% As an FBI investigation into a Chi-
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nese police station in New York City found, the
MPS was unambiguously involved in harassing
members of the Chinese diaspora in the United
States. According to the lead FBI agent involved
in the investigation:

Although the MPS is generally identified as
the PRC’s primary domestic law enforcement
agency—responsible for public safety, gen-
eral criminal investigation, national security
and internet security—its mission extends
beyond law enforcement and into functions
more associated with an intelligence service.
The MPS routinely monitors, among others,
Chinese political dissidents who live in the
United States and in other locations outside the
PRC. The MPS has used cooperative contacts
both inside the PRC and around the world to
influence, threaten and coerce political dis-
sidents abroad. Indeed, I am aware that the
PRC government has threatened and coerced
Chinese political dissidents living in the United
States in an effort to silence them.%

CONCLUSION

Measuring the impact of Chinese intelligence
operations as part of political warfare is chal-
lenging on several levels. The first challenge is
defining what counts as intelligence operations
in the modern era. China employs a wide range
of licit and quasi-licit means to acquire sensitive
and critical information. This includes investing
in foreign firms that possess valuable IP that can
support China’s military or commercial interests.
Itincludes the use of “talent programs” and other
joint research initiatives to facilitate the transfer
of valuable technical knowledge back to Chinese
institutions. As the U.S. Senate Select Committee
on Intelligence acknowledged in a comprehensive
study of the U.S. counterintelligence enterprise,
competitors need not break U.S. laws to fulfill
key intelligence collection needs. In one note-
worthy recent study, a U.S. private intelligence
firm identified 167 individuals connected to Los
Alamos National Laboratory who had returned
to China to work in areas critical to the PLA’s
military modernization, including hypersonic
weapons, deep-penetrating munitions, and un-
dersea systems.®” A separate investigation by the
Washington Post found that Chinese hypersonic
researchers are simply purchasing from U.S.
suppliers software that aids in designing and
modeling hypersonic systems.®

In addition, there are concerns about cyber-enabled
economic intelligence efforts, which are analyzed
in this report’s chapter on Chinese cyber operations
(Chapter 4). The economic and strategic benefits
of these activities are vast, particularly in terms
of trade secrets, military technology, and sensitive
U.S. government information stolen. In 2012,
then head of the National Security Agency (NSA)
General Keith Alexander described cyber-enabled
economic espionage as “the greatest transfer of
wealth in history.”®® The economic loss to the
United States alone is often estimated at $30-600
billion annually.”

U.S. economic losses also translate directly into
Chinese military advances. Su Bin, a Chinese-Ca-
nadian businessman, assisted Chinese PLA cy-
ber officers in their efforts to steal trade secrets
regarding the C-17, F-22, and F-35 aircraft. This
included more than 630,000 files—totaling more
than 65 gigabytes—on the C-17 aircraft. Such theft
allows China to evade the costs, both in time and
money, to modernize its systems. For a sense of the
scale of the investments that went into the three
aircraft targeted during the Su Bin case, the U.S.
government spent more than $100 billion over a
period of more than three decades to modernize
these airlift and fighter systems.™

The overall economic damage caused by Chi-
nese licit, quasi-licit, and cyber collection likely
far outpaces that which can be attributed to the
country’s HUMINT services. However, this is not to
undersell the economic damage caused by HUMINT
collection operations. Although not explicitly
connected to the MSS, one recent U.S. conviction
involved a scientist stealing trade secrets valued
at $1 billion from a U.S. petroleum company.’
MSS officer Xu Yanjun worked to target GE Avi-
ation’s processes for manufacturing composite
jet engine fan blades, a technology that no other
global company has duplicated in the more than
25 years since it was first certified by the Federal
Aviation Administration.”

It is also difficult to measure the impact of Chinese
efforts to acquire private information about U.S.
and allied decisionmaking and policy, though it
is critical to assess the totality of Chinese cases
rather than isolated incidents. The reason is that
Chinese intelligence officers have long recognized
the value of what is often referred to as the “mo-
saic theory” of secrecy, in which individual facts
can illuminate an otherwise opaque picture when
integrated into a broader body of knowledge.” As
Huo and Wang wrote, “By picking here and there
among the vast amount of public materials and



accumulating information a drop at a time, often
it is possible to basically reveal the outlines of
some secret intelligence, and this is particularly
true in the case of the Western countries.””® Cor-
respondingly, cases such as China’s successful
recruitment of Candace Claiborne, a comparatively
low-ranking U.S. State Department official, should
be viewed merely as one piece within a broader
mosaic. While Claiborne may not have operated
within the inner circles of U.S. decisionmaking,
her reporting on the periphery of these circles
undoubtedly contributed to Beijing’s broader
efforts to penetrate U.S. policy deliberations with
respect to China.

There is also a subset of cases that have undermined
U.S. and allied national security in ways that are
difficult to measure—but are likely significant.
Consider the damage associated with the 2015
OPM breach, during which Chinese cyber actors
stole detailed background investigation informa-
tion for nearly 20 million U.S. citizens. This data
included “Social Security Numbers; residency
and educational history; employment history;
information about immediate family and other
personal and business acquaintances; health,
criminal and financial history; and other details,”
as well as “findings from interviews conducted
by background investigators and fingerprints”
for some individuals.” From a HUMINT targeting
perspective, the Chinese government—at a min-
imum—is in possession of detailed dossiers on
nearly 20 million Americans who have applied
for access to classified information.

Finally, there are the instances where Chinese
agents have successfully penetrated U.S. intelli-
gence agencies and gained access to government
secrets, details of overseas intelligence operations,
and the identities of U.S. sources in China. The first
American intelligence officer charged with spying
for China was Larry Wu-Tai Chin, a retired career
linguist for the CIA’s Foreign Broadcast Informa-
tion Service who passed classified information
to Beijing for decades before his conviction in
1986. Prosecutors said of Chin at his trial, “For 30
years, he was a direct funnel from the American
intelligence community to the People’s Republic of
China.”” Two more recent cases are those of Jerry
Chun Shing Lee and Alexander Yuk Ching Ma, both
former CIA case officers. Ma’s case, which is still
pending, includes the submission into evidence
of a 2001 video recording of Ma and a colleague
meeting with MSS officers and revealing CIA offi-
cer identities, human asset identities, operational
tradecraft, and security communication practices.”
Lee was convicted in a 2019 case where he was
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discovered traveling with a notebook that included
“CIA-related operational notes from asset meetings,
operational meeting locations, operational phone
numbers, true names of assets, and information
about covert facilities.”” More broadly, China has
expanded its signals intelligence collection capa-
bilities against the United States by establishing
intelligence collection facilities in Cuba, roughly
100 miles from Florida, and other locations.8°

As China’s U.S. counterparts can attest, the public
often only hears about intelligence failures, not
successes. Nevertheless, the cases analyzed in
connection to this chapter all included notable
tradecraft failures on the part of the Chinese intel-
ligence services. One of the more amusing is that,
in the closing arguments at Yanjun Xu’s trial, his
defense attorneys pointed to his poor tradecraft
skills as a reason to doubt the U.S. government’s
contention that he was a senior MSS officer.

Some historians of Chinese intelligence have cited
the country’s lack of a strong external HUMINT
tradition as one of the reasons why Beijing has
compensated by building a massive cyber opera-
tions capability. However, there are some types of
information critical to China’s broader strategic
interests that can only be pursued with human
sources. Many of the cases cited in this chapter
involved tradecraft that is likely unworkable in
an era of heightened technical surveillance. This
observation is doubly ironic given that China itself
has built the world’s most advanced surveillance
state. But China’s surveillance state only resolves
half of the guidance from the 2,400-year-old Meth-
ods of the Sima noted at the beginning of this
chapter. While Beijing has nearly perfected its
ability to “observe the near,” the current era of
HUMINT will require China’s spies to modernize
how they “employ spies against the distant.” And
the success of Chinese political warfare will hinge,
to some degree, on how well China can improve
its HUMINT capabilities.
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Cyberspace has become a new
pillar of economic and social
development, and a new domain
of national security.

- China's Military Strategy
(2015)




In January 2021, Microsoft's John

Lambert was on the edge of his seat.
It felt like “the moment before a firecracker goes
off. You know something’s going to happen and
you want to know: How loud is this going to be?”?
The firecracker was a massive hack of Microsoft
Exchange, a product used by an estimated 1 million
businesses worldwide.

The initial hack was concerning but not historic. An
attacker used a curiously specific piece of data—tar-
geted email addresses—to break into servers and
steal address books, calendars, and email. Then, as
Microsoft prepared to issue a patch, a second wave
hit. Tom Burt, Microsoft’s corporate vice president
for security and trust, said “All of a sudden we saw
hundreds a day and then that continued to escalate
until we were seeing north of several thousand a
day. It was a very significant and noisy escalation.”
Victims included local governments, police, hospi-
tals, Covid-19 facilities, entities in the energy and
transportation sector, airports, and prisons.> Security
researchers estimated that China breached more than
30,000 servers in the United States and hundreds of
thousands worldwide. One former national security
official called the attack “massive” and said, “We’re
talking thousands of servers compromised per
hour, globally.”® A security researcher told Wired
magazine: “China just owned the world—or at least
everyone with Outlook Web Access,” the researcher
said. “When was the last time someone was so bold
as to just hit everyone?”’

Microsoft publicly attributed the attack to China
relatively quickly. Researchers at the Microsoft
Threat Intelligence Center indicated that the cul-
prits were both known and unknown. Several
known Chinese actors had been involved, along
with a wide range of unknown groups apparently
operating from inside China. All were using the
same exploit. The attack was stunning in its scope
and brazenness but was also the latest in a long
line of increasingly aggressive Chinese attacks in
the cyber domain.

This chapter examines China’s cyber operations,
which play an important role in political warfare.
As Benjamin Jensen argues, “Cyber coercive cam-
paigns are online political warfare. They work in an
indirect and additive manner to coerce rivals and
signal resolve.”® Since 2014, China has hacked and
stolen the data of about 80 percent of Americans.
In early 2014, Beijing hacked the health insurance
company Anthem and then over the next year
exfiltrated an estimated 78 million names, birth
dates, and social security numbers.® Beijing also
hacked the Office of Personnel Management (OPM)
in late 2014, an attack that became public in 2015,
and stole 22.1 million records, including security
clearance background checks. Then in 2017, Beijing
hacked credit reporting agency Equifax and stole
credit information for 147.9 million Americans.
Between 2014 and 2018 Beijing hacked Starwood
Hotels (later purchased by Marriott) and stole
reservation, credit card, passport, and other travel
information from an estimated 500 million people.*
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This repeated collection of vast amounts of data
means that Beijing knows more about Americans
than Americans likely know about themselves.

Since 2014, China has hacked
and stolen the data of about
80 percent of Americans.

As this chapter shows, China has developed a robust
set of capabilities in the cyber domain, complete
with a revamped bureaucratic structure designed
to transition seamlessly between political warfare
and conflict. Attacks have intensified, mirroring the
“wolf warrior diplomacy” and other increasingly
assertive elements of Chinese state power. Beijing’s
data theft is perhaps the best known of its endeavors,
but it is only one part of China’s cyber operations.
The Chinese Communist Party (CCP) also uses cyber
tools for intelligence collection, military operations,
corporate advantage, and even personal financial
gain for the operators. China almost certainly is
turning a massive databank into a training field for
advanced artificial intelligence/machine learning
(AI/ML) systems. In addition, the Chinese govern-
ment is using cyber tools to create sophisticated
influence campaigns and appears poised to use
cyber operations for real-world effects, including
attacks that could endanger lives. China’s growing
sophistication and increasing aggressiveness in its
campaigns mean it can compete effectively with the
United States and Russia, from penetrating defense
contractors to holding critical infrastructure in the
United States at risk.

However, the CCP and its cyber tools are not 10 feet
tall. As Chinese offensive capabilities have improved,
defenses in the United States have become more
focused and have been given increased resources.
Government entities such as the Cybersecurity
and Infrastructure Security Agency (CISA) and the
Office of the National Cyber Director (ONCD) have
bolstered the security of U.S. government weak spots
and raised awareness in the private sector about
both the threat and the responsibility to secure
one’s own systems. And China’s approach is hardly
foolproof. Smoothing out the seams of the massive
reorganizations within the bureaucracy from 2015
and 2018 will be challenging, just as adaptation is
hard for every bureaucracy. Further, in contrast to
Russia, which has hidden behind ambiguity over
whether actors are criminals or state-supported or
both, Beijing has been public about its attempts to

bring a sprawling group of hackers under the close
control of the state. The rest of the world would be
justified in putting Beijing on notice that attacks
emanating from Chinese territory are at the very
least presumed acceptable to Beijing.

Along these lines, this chapter seeks to explore a
set of tools that function in the cyber domain to
further the CCP’s larger foreign policy goals in
the area of political warfare. There is crossover
with other chapters—particularly those covering
intelligence operations (Chapter 3), information
and disinformation operations (Chapter 5), and
economic coercion (Chapter 8)—because they are
partially achieved using tools in the cyber domain.
Examining cyber tools in its own chapter allows a
thorough understanding of how China organizes
itself to make the most out of use of these tools, from
the bureaucratic structures in place to the decisions
about how to focus efforts and deploy resources.

Offensive cyber tools are programs designed to
identify and exploit a vulnerability in an adver-
sary’s networks, leading to the ability to map a
network, find and extract data, damage computer
systems, or potentially cause a system managed by
a vulnerable network to function inappropriately,
causing death or damage. Offensive cyber tools can
establish a persistent presence for a wide range
of uses, from information gathering to potential
kinetic operations. Along that spectrum lie acts of
cyber sabotage and eventually cyber warfare, which
could include destruction of property or deaths of
personnel. This chapter draws on Chinese strategy
documents and military academic work to explore
how Beijing approaches offensive cyber operations,
nesting that activity under China’s larger strategy
of “information warfare.”

The rest of this chapter is divided into the following
sections. It reviews the creation and development
of China’s cyber capability, maps the agencies and
main actors responsible for China’s cyber program,
and establishes China’s goals for its cyber program.
Finally, it discusses the implications of China’s
increasing skill set in cyber operations.

CYBER OPERATIONS:
A KEY ELEMENT OF
INFORMATION WARFARE

Chinese doctrine views cyber operations as a
core element of information warfare. The father
of Chinese information warfare, Major Gener-
al Wang Pufeng, summarized how information



has become central to all aspects of warfighting
in his seminal 1995 work Information Warfare
and the Revolution in Military Affairs. He wrote:
“Information war is a crucial stage of high-tech
war. ... Atits heart are information technologies,
fusing intelligence war, strategic war, electronic
war, guided missile war, a war of ‘motorization’
[jidong zhan], a war of firepower [huoli]—a total
war. It is a new type of warfare.”!! Twenty years
later, China’s 2015 Military Strategy spelled out the
role of computer network operations, calling it a
“new pillar of economic and social development”
and a “new domain of national security.”
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[Cyberspace has become a new pillar of econom-
ic and social development, and a new domain
of national security. As international strategic
competition in cyberspace has been turning
increasingly fierce, quite a few countries are
developing their cyber military forces. Being
one of the major victims of hacker attacks, Chi-
na is confronted with grave security threats to
its cyber infrastructure. As cyberspace weighs
more in military security, China will expedite
the development of a cyber force, and enhance
its capabilities of cyberspace situation aware-
ness, cyber defense, support for the country’s
endeavors in cyberspace and participation in
international cyber cooperation, so as to stem
major cyber crises, ensure national network
and information security, and maintain na-
tional security and social stability.]*3

China’s strategy for information warfare developed
over decades, and to implement this vision, China
has established a robust cyber capability, both in-
house in the security services and on a contract or
volunteer basis.

THE EVOLUTION OF
CHINA'S CYBER CAPABILITIES

China’s cyber program started as most others,
with a group of cutting-edge hackers in a small
community testing out new talents and capabilities
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as a side job or a hobby. In May 1999, the United
States became a major target. In retaliation for the
United States’ accidental bombing of the Chinese
embassy in Belgrade, “patriotic hackers” defaced U.S.
government websites with messages denouncing
the North American Treaty Organization.!* Then in
August 1999, Chinese private hackers targeted 10
Taiwanese government pages and left statements
saying, “There is only one China in the world and
the world only needs one China.”®

Military and civilian organizations grew over
time, and by the early 2010s, China was a robust
and increasingly sophisticated cyber power. U.S.
cybersecurity firms began to uncover the scope
of Chinese activity. Between 2013 and early 2016,
leading cybersecurity firm Mandiant tracked at
least 72 civilian, military, and ostensibly private
Chinese cyber organizations operating on the
world stage.'® Another firm, CrowdStrike, eval-
uated China’s cyber posture in its 2015 Global
Threat Report. It found 28 Chinese cyber groups
pursuing defense and law enforcement targets
and many other groups attacking targets in en-
ergy, transportation, government, technology,
healthcare, finance, telecommunications, media,
manufacturing, and agriculture.’” One such unit
was People’s Liberation Army (PLA) operated Unit
61398, which has reportedly stolen terabytes of
data from organizations worldwide since 2006.
Mandiant identified 141 companies targeted by
Unit 61398, of which 115 were in the United States.

By 2014, Chinese cyber activity had become wide-
spread, aggressive, and noisy, likely in part because
of the sheer number of actors engaging in cyber
activity with unclear deconfliction and organization.
China had three departments overseeing cyber
activities: the PLA, which operated 12 specialized
operation bureaus; Technical Reconnaissance
Bureaus (TRB) for each military region; and the
Ministry of State Security (MSS).

While the exact reasons for the timing are unclear,
2015 became a watershed moment for China’s cyber
capabilities. Beijing appears to have decided that
its cyber efforts needed better coordination and
centralized control, and it embarked on a massive
reorganization of its military cyber units. These
efforts were likely built from Xi Jinping’s reforms
launched in 2012, when he became general sec-
retary of the CCP. At the 18th Central Committee
meeting that same year, Xi told the Third Plenary
that “in the face of the rapid development of In-
ternet technology and applications, the current
management system has obvious drawbacks, such
as multi-management, overlapping functions,
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inconsistent powers and responsibilities, and ef-
ficiency.”"® A Xinhua article at the time compared
the organization of China’s cyber operations to
“water control at Kowloon,” suggesting uncon-
trolled growth and lack of organization, with a
degree of improvisation.?

Some commentators have suggested that a summit
between President Obama and President Xiin 2015
was a turning point. The United States had been
increasingly vocal about its impatience with Chi-
nese intellectual property (IP) and other data theft
and had been increasing diplomatic pressure. That
diplomacy culminated in a summit in Washington,
D.C.,in September 2015. At the summit, both pow-
ers agreed not to conduct economically motivated
cyber espionage—a subset of China’s collection, but
a large one. At the press conference announcing
the agreement, Xi said, “China strongly opposes
and combats the theft of commercial secrets and
other kinds of hacking attacks.”?

Little evidence exists that the summit was causal.
Given the timing of the rollout of a complicated re-
organization in December, just a few months later,
it was more likely the CCP had already planned the
policy shift and used the summit as a way to win
diplomatic points for a decision that was already
made. Within a year of the summit, serious doubts
had emerged about whether China had slowed
down its cyber espionage activity, or whether
it had in fact refocused its efforts. As a Council
on Foreign Relations analysis concluded in 2016,
Chinese entities “may be becoming more stealthy
and sophisticated in their attacks,” noting that
Assistant Attorney General John Carlin said China
had reduced the volume of attacks but had become
more focused and calculated.?? Leading cybersecu-
rity researchers published papers reporting that
the volume of Chinese cyberattacks on the United
States had lessened, but espionage continued in
particular strategically significant sectors.

THE GREAT REFOCUSING: THE CREATION

OF THE PLA STRATEGIC SUPPORT FORCE
China’s 2015 Military Strategy laid out a clear goal:
“China will expedite the development of a cyber
force and enhance its capabilities of cyberspace sit-
uation awareness, cyber defense, [and] support for
the country’s endeavors in cyberspace.”? In 2015, to
further that goal, the PLA moved cyber capabilities
from widely scattered and loosely coordinated forces
into a largely coherent, centralized group within a
new organization: the Strategic Support Force (SSF).
SSF was created to prepare China for twenty-first
century warfare, uniting most of the PLA’s cyber,

space, electromagnetic, and psychological warfare
capabilities under one chain of command.?* The
SSF seeks to disrupt an adversary’s capabilities
to conduct warfare, in particular by sabotaging
command systems—or systems of systems—in the
early stages of a conflict. Further, it seeks to create
a nearly seamless transition to a war footing by
creating permanent operational groups.®

Within the SSF, the Network Systems Department
(NSD) oversees cyber and information warfare.?
The reorganization pursued a “bricks, not clay”
approach, which means that units were generally
kept whole as the bigger structures were decon-
structed and rearranged.?” For example, PLA Unit
69010 pre-2015 was the Lanzhou Military Region’s
second TRB. In the reorganization, it was reassigned
largely intact to the SSF NSD.28

After 2015, Mandiant described a much more
targeted effort by Chinese cyber entities associ-
ated with the PLA. They assessed that the focus
for many Chinese actors shifted from IP theft to
strategic intelligence collection and the establish-
ment of persistent accesses for potential future
use.? The number of actors decreased precipi-
tously as well. Mandiant reported in 2016 that
they had seen a dramatic drop in cyber espionage
from 72 suspected China-based groups. Mandi-
ant researchers cited several factors, “including
President Xi’s military and political initiatives,
the widespread exposure of Chinese cyberop-
erations, and mounting pressure from the U.S.
Government.”* Similarly, the Institute for Critical
Infrastructure Technology hypothesized that
China was attempting to control its operatives
and better focus its efforts.*

A U.S. Department of Justice (DOJ) indictment
five years later laid out what the Federal Bureau
of Investigation (FBI) saw as the main targets of
MSS-affiliated actors, which reflect this narrower
focus on strategic topics: high-tech manufacturing;
medical device, civil, and industrial engineering;
business, educational, and gaming software; solar
energy; pharmaceuticals; and defense. One DO]J
indictment charges the defendants with conspir-
ing to steal trade secrets, including “technology
designs, manufacturing processes, test mech-
anisms and results, source code, and pharma-
ceutical chemical structures.”® There is a clear
selection bias in this kind of data collection. The
U.S. government only knows about the activity
it has found, or that victims have reported, and
such reporting is highly inconsistent. Further,
the publicly available data are from only those
cases the DOJ felt it had the evidence to pursue.
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Figure 4.1
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However, the conjunction of a reorganization of
China’s cyber activity and a seemingly narrower
scope of targets can logically be seen as more
than a coincidence.

THE MINISTRY OF STATE SECURITY’S EVOLUTION
While the SSF looms large in China’s cyber posture,
the MSS has a robust set of activities at least par-
tially focused on the United States. Civil-military
cyber integration is a core tenet of the Central
Commission for Integrated Military and Civilian
Development, which was created in January 2017.3

The MSS undertook its own reorganization in
2018 to better focus its activities.*® As of 2022, the
U.S.-China Economic and Security Review Com-
mission reported that the MSS “conducts most

Beijing: Base 37

[of China’s] global cyberespionage operations
and targets political, economic, and personally
identifiable information to achieve China’s stra-
tegic objectives.”*® Indeed, the MSS was almost
certainly responsible for the Microsoft Exchange
hack detailed at the beginning of this chapter.
Microsoft dubbed that threat group “HAFNIUM.”%
Recorded Future named MSS as the actor behind
APT3/GOTHIC PANDA in 2017, and Crowdstrike
pointed to the MSS as the actor behind APT10/
STONE PANDA in 2018.3 GOTHIC PANDA pursued
a variety of technology and other targets in the
United States until 2015, then shifted its focus to
Hong Kong in 2016, likely in advance of Hong Kong’s
elections.? GOTHIC PANDA was also likely involved
in the 2018 attack on the Winter Games in South
Korea.* STONE PANDA has been responsible for
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attacks on managed service providers and their
customers to secure IP and confidential business
data, including in Brazil, Canada, Sweden, India,
Switzerland, Finland, Japan, Germany, France, the
United Arab Emirates, the United Kingdom, and
the United States.*

The MSS also oversees two civilian agencies: the
China Institutes of Contemporary International
Relations and the China Information Technology
Security Evaluation Center. The former ostensibly
acts as a think tank, carrying out track 1.5 dia-
logues and engaging in discussions about cyber
norms with European and U.S. think tanks. The
latter collects information about vulnerabilities in
software and hardware products, which it likely
passes along to the MSS.#

Another civilian agency, the Cyberspace Administra-
tion of China (CAC), is the central internet regulator
and primary control, oversight, and censor agency
of the country. While the relationship between the
MSS and CAC is not clear from publicly available
documents, they likely at least share information.** In
October 2017, the CAC released a key policy document
highlighting the CCP’s perspectives on cyberspace
ahead of the National Congress. The document
included a directive to “promote the deepened
development of military-civilian integration for
cybersecurity and informatization,” which prompt-
ed the PLA to strengthen its partnerships with the
civilian sector, notably giants such as Huawei and
ZTE.* Following the 2018 round of governmental
reform, the CAC was elevated to the Office of the
Central Cyberspace Affairs Commission.*

THE IMPORTANT ROLE OF PRIVATE

AND SEMI-PRIVATE ORGANIZATIONS

China has a further, expansive set of ostensibly
private or semi-private organizations working
on the cybersecurity mission. For example, the
National Cybersecurity Center (NCC), formerly
the National Cybersecurity Talent and Innova-
tion Base, lies at the heart of realizing China’s
ambition to become a cyber powerhouse. The
new center has been under construction since
2017 in Wuhan and houses multiple research and
talent centers, laboratories, and an operational
national cybersecurity school.*¢ The NCC’s two
non-private laboratories, the Combined Cyberse-
curity Research Institute and the Offense-Defense
Lab, both perform cybersecurity research for the
Chinese government. Under civil-military fusion,
the NCC has established links to the PLA so that the
military can harness the new research and tools
being developed in their asymmetric operations.

Another example is the Central Commission for
Integrated Military and Civilian Development,
which was established in December 2017. The
center, which currently operates within one of
China’s premier cybersecurity companies, 360
Enterprise Security Group, is charged with enhanc-
ing private sector cooperation to help ensure the
military wins future cyber wars.?” Other examples
of national agencies include the China National
Cyber Threat Intelligence Collaboration (CNTIC),
established in 2017 by government agencies and
leading cybersecurity companies, and the Na-
tional Computer Network Emergency Response
Technical Team, which supports the CNTIC. Both
are defensively oriented, with a mission to collect
cyber threat data, analyze it, and share it among
national elements.*

Both the CCP’s military and civilian agencies are
likely to employ a large hacking community to
conduct offensive cyber operations. Before the
2015 reorganization, one theory of China’s cyber
activity suggested intelligence officers loosely
oversaw an unstructured cluster of patriotic
hackers.* Since these groups could undermine
the more political objectives of regular PLA cyber
units if allowed to operate unrestrained, they
were likely tasked with surveillance and espio-
nage only rather than offensive cyber operations
that would target critical infrastructure or cause
physical damage.*

In addition to state-affiliated hackers, a group of
cyber volunteers called “hacktivists” operates
independently. These web-based communities are
layered by several interest groups, such as malware
tool developers, legitimate security researchers,
and novices seeking training.>! These groups have
engaged in large-scale politically motivated deni-
al-of-service attacks, web defacement of foreign
networks, and data destruction—activities that
fall under “hacktivism.”

The MSS continues to empower its hacker com-
munity by hiring them as contractors to launch
offensive cyber activities against foreign actors—
including the United States—to steal trade secrets
and exfiltrate data.>? DOJ indictments link the MSS
to private contractors for cyber espionage activi-
ty.>® For example, one such indictment alleges that
Ding Xiaoyang, Chen Qingmin, and Zhu Yunmin
were Hainan State Security Department officers
“responsible for coordinating, facilitating, and
managing hackers at MSS front companies.” In
2007 and 2008, the First Research Institute of the
Ministry of Public Security (MPS), which supports
the operational elements of the MPS, posted infor-



mation security and programming job vacancies on
EvilOctal.com and XFOcus.net, two of the largest
and most established hacker communities in Chi-
na.® This action demonstrates the government’s
efforts to recruit from the hacker community and
likely build consulting relationships. The founding
member of Chinese hacker group Javaphile, who
led attacks on the White House in 2001, maintains
a formal consulting relationship with the Shanghai
Public Security Bureau and also possesses researcher
credentials at the information security engineering
institute of a leading Chinese university.>® As the
U.S.-China Commission reported:

China’s cybersecurity legislation weaponizes
the country’s cybersecurity industry and re-
search by requiring companies and researchers
to submit all discovered software and hard-
ware vulnerabilities to the government before
providing them to the vendors that can patch
them. This policy, leveraged in combination
with domestic hacking competitions and co-
operative agreements with Chinese universi-
ties, provides China’s security services with a
steady stream of vulnerabilities to exploit for
state-sponsored operations.%’

In addition to the same evolution that most na-
tion-state cyber efforts experienced from the 1990s
through today, China’s cyber structures have un-
dergone rapid and comprehensive reform in two
bouts, in 2015 and 2018. As of 2023, the rapid re-
form efforts seem to have concluded, leaving the
hard work of creating new internal norms, sharing
practices, and developing bureaucratic fixes to new
processes. While any new bureaucracy takes time to
form and smooth out practices across new silos, it is
likely that these reforms will largely accomplish the
intended goal of centralizing decisionmaking and
gaining stronger command and control over cyber
efforts, given the new decisionmaking structures.

THE GOALS OF OFFENSIVE
CYBER OPERATIONS

Chinese actors pursue activity in the cyber domain
for three main reasons. The first is to steal secrets
about adversary intent or capability. The second
reason is to establish access points for disruption
or pre-positioned destructive tools for conflict
contingencies. The third reason is to help Chinese
businesses leapfrog their Western competition or
to enable personal financial gain. To identify these
three main goals and assess the weight of each
line of effort, CSIS researchers created a dataset
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of Chinese cyber operations from 2010 to 2022,
examining 49 major incidents that were publicly
reported and credibly attributed to the Chinese
government. While the data is imperfect—some
incidents reported as one campaign had several
sub-components, and other incidents have impre-
cise details—there are some preliminary trends:

m Twelve of the major attacks were directed
at a government entity, including several
U.S. state governments in 2022;

m Anestimated 12 of these incidents involved
an attack on a defense entity, including the
U.S. Navy and aerospace contractors in 2018;

m Eight were upstream attacks where hackers
breached a service provider that would in
turn provide access to other potential targets.
For example, one attack encompassed hacks
of 13 telecom networks beginning in 2016;

m In more than half of the incidents, Chinese
actors sought to steal industrial secrets, IP,
or sensitive government data; and

m Atleast three of the attacks could be char-
acterized as operational preparation of the
environment, where the Chinese hackers
sought vulnerabilities in U.S. and Australian
government systems and in oil and gas
infrastructure.

The limited dataset makes drawing conclusions
about trend lines in types of attacks risky, but the
variety of targets is noteworthy, as is the focus on
stealing information. One cluster is worth high-
lighting: a series of attacks on defense contrac-
tors in 2018 and 2019, corresponding with MSS
reorganization. This cluster of attacks suggests
that a concerted effort to go after defense secrets
corresponded with a refocusing of MSS activities
in the reorganization.

Each of these reasons could encompass potentially
dangerous and escalatory activity, but they are well
in line with what other nations attempt. Under the
goal of espionage, the hallmark of Chinese activity
is the quantity of data stolen and the diversity of
the target set. This practice reveals a secondary
strategic goal: a likely attempt to create and train a
world-class AI/ML capability. The most worrisome
of the three goals is China’s ability to create kinetic
effects, including potential destruction of critical
infrastructure, a problem set discussed below in
more detail. The next section explores each of the
three goals in more depth: espionage, operations,
and financial motivations.
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CYBER TOOLS
FOR ESPIONAGE

Like most nation-states, China has worked to create
a cyber operations capability to collect informa-
tion on its adversaries. Those activities include
normal nation-state goals, such as attempting to
discern intentions. For example, in 2008 entities
linked to the Chinese government broke into
the campaigns of both Senator John McCain and
Senator Barack Obama to gain insight into each
potential administration’s China policy.> One item
apparently stolen was a draft letter from McCain
to the newly elected president of Taiwan, in which
McCain pledged his support for the U.S.-Taiwan
relationship. But before the McCain staff finalized
the letter, the Chinese embassy called to complain.
Randall Scriver, then serving as a McCain cam-
paign aide, was thoroughly surprised by the call.
He said, “It certainly struck me as odd that they
would be so well-informed.”%

Beijing’s efforts have spanned political and mili-
tary targets, with a focus on defense contractors.
China attempted to break into TRANSCOM systems
about 50 times between 2012 and 2013, with 20 of
those attacks successful. A Senate Armed Services
Committee investigation found that TRANSCOM
was only aware of two of those intrusions.®! From
2007 to 2009, Chinese hackers broke into defense
contractors responsible for building the F-35
fighter and stole information about the design
and electronics systems. At the same time, at-
tackers accessed the U.S. Air Force’s air traffic
control system, which showed the locations of
U.S. military aircraft in flight.®? In early 2018, a
Naval Undersea Warfare Centre contractor lost
signals and sensor data, cryptographic information
related to communications, and the submarine
development unit’s electronic warfare library.
Two China-linked advanced persistent threats
(APTs) even targeted universities engaged in naval
research with military applications.®

Beijing has also worked to develop a robust of-
fensive counterintelligence capability for both
tactical and strategic purposes, some of which is
discussed in Chapter 3. In advance of a Chinese
official’s visit to an unnamed country, an APT
stole local call records and the guest list at his
hotel, suggesting a security sweep.% On a strategic
level, the massive data breaches of OPM in 2015,
in which the data of an estimated 22.1 million
people was stolen, and Starwood/Marriott hotels,
in which the data of an estimated 500 million

guests was stolen, might show which Americans
with security clearances travelled where and
when, potentially exposing sensitive military or
intelligence operations.%

OPERATIONAL PREPARATION

OF THE ENVIRONMENT

An eye-popping headline about a massive breach
makes the operation seem sudden, but computer
network operations usually require months of
preparation. Operators must research vulnerabil-
ities, create a tool, find a way into the target, and
map the target’s network, all before data extraction
or kinetic effects. As a result, China has put sig-
nificant effort into operational preparation of the
environment (OPE): identifying vulnerabilities and
establishing access points for future exploitation.

In a prominent Chinese defense journal, Guofang
Keji, scholars highlighted the importance of this
kind of reconnaissance:

Cyberspace reconnaissance operations are
mission behaviors to obtain information about
opponents or potential opponents’ cyberspace
operations and network resources. The network
information of reconnaissance is the prerequi-
site basis for all cyber combat operations and
can also be used to verify current intelligence
or predictions.®

The authors describe two types of attacks. The
first is “information utilization,” or “soft kill”
attacks; the second is “high-precision physical
destruction of hardware,” such as information
technology infrastructure. These forms of attack
have the benefits of “remote control, flexible
maneuverability, strong destructive power, and
small collateral damage. It is also a basic means
of network warfare.”®® OPE is necessary for pre-
cision and effectiveness in both types of attack.%

The danger of OPE, however, is that the tactics,
tools, and procedures look similar—if not identi-
cal—to activity designed to destroy or disable an
adversary’s capabilities. As a result, the target may
not be able to tell whether the activity is designed
to steal information or cause destruction. The es-
calatory implications of this dynamic have yet to
be tested in a real-world, high-tension situation.
However, Chinese scholars have identified the
potential for problems: “Active cyber reconnais-
sance can mislead opponents into believing that
cyber combat operations have begun, prompting
them to be exposed as soon as possible, so as to
achieve better reconnaissance results. Therefore,
the cyber reconnaissance capability is the primary



core capability of the cyberspace support force
construction.”” They seem to suggest this activity
is not to be taken lightly, which may help Western
nations to persuade Beijing to adopt international
norms about state behavior. China’s OPE includes
recruiting routers and networks for potential future
operations. In October, the National Security Agen-
cy (NSA), CISA, and the FBI issued a cybersecurity
advisory warning:

Chinese hacking groups have exploited publicly
known vulnerabilities to breach anything from
unpatched small office/home office (SOHO)
routers to medium and even large enterprise
networks. Once compromised, the threat actors
used the devices as part of their own attack in-
frastructure as command-and-control servers
and proxy systems they could use to breach
more networks.”

Similarly, considerable amounts of Chinese cyber
activities have been devoted to penetrating telecormns.
These access points are force multipliers for intel-
ligence services because an upstream attack on a
telecommunications company can provide access
to a host of additional targets—including all the
customers of that telecommunications company.
A researcher at Michigan State University found
that penetrating the telecommunication sector had
become the number one Chinese cyber espionage
focus as of 2021, above even government targets.
He wrote: “The versatility offered by telecommuni-
cations targeting combined with the more efficient
and stealthier methods used is believed to indicate
a higher level of maturity among active Chinese
APTs.”72In 2022, Chinese hackers went after Middle
Eastern telecoms, using keylogger and PowerShell
scripts designed to gather email content.” The
threat group, known as BackDoorDiplomacy, had
been targeting diplomatic entities and telecom-
munications companies in Africa and the Middle
East since at least 2017—an apparent shift from
its early government-focused efforts starting in
2010.7* A joint cybersecurity advisory in June 2022
from NSA, CISA, and the FBI outlined how Chinese
actors compromise major telecommunications
companies and network service providers, noting
“they establish a broad network of compromised
infrastructure [and] use the network to exploit a
wide variety of targets worldwide.”” As another
assessment concludes, “Telecommunication firms
are extremely high-value targets for intelligence
agencies. . . . Successfully hacking them can mean
opening doors to an even bigger world of prized
spying opportunities.”’®
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Al TRAINING

After China’s first big data breaches, some commen-
tators wondered how it might make so much data
usable. William Evanina, former director of the U.S.
National Counterintelligence and Security Center,
described China as “shop-vac oriented,” referring to
the vast quantities of apparently non-differentiated
information pulled into Beijing’s control between
2015 and 2018. The leading theory among security
researchers on the purpose of that data collection
effort is based on China’s stated intent to create a
world-leading AI/ML capability. Data holdings from
these entities were probably already structured,
making it easier to use them to train Al algorithms.
Further, U.S. data sets are likely more diverse than
Chinese data sets, making them much better training
data for AI/ML systems. The Anthem hack, which
gave Beijing 78 million customer records, likely pro-
vided useful information on medical conditions and
treatment plans that could further China’s biotech
and pharmacological efforts.” These data sets have
the added benefit of providing insight potentially
useful for future influence operations. In another
example, TikTok’s data-gathering capability reveals
what media Americans find most engaging and
what kinds of messages are most effective, which
enables China to develop compelling messages
that serve China’s larger interests.” TikTok, which
is also discussed in Chapter 5, could be both an
effective research tool and an efficient delivery
mechanism for messages promoting China’s view
of state surveillance and Taiwan as part of China.”

CYBER TOOLS FOR
OPERATIONS: INFORMATION
OPERATIONS, DISRUPTION,
AND KINETIC EFFECTS

The cyber domain has proven fruitful for collecting
information and for conducting a range of other
operations, from creating access for information
operations to disrupting adversary plans and
causing physical damage. China has become a
premier player in information operations, in line
with their stated strategies, and cyber tools have
facilitated some of those propaganda campaigns.
Cyber operations can also harass or disrupt an
adversary—increasing friction of decisionmaking
in a crisis, making communication challenging, or
blocking access to important data. Finally, cyber
operations can cause physical harm, for example,
if a cyber tool is used to break equipment, cause
a fire, or take a hospital offline.
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This section explores this set of operations and
what is known about Chinese capabilities. The
broader goals and capabilities in the information
operations space are discussed in Chapter 5, but
this section deals with cyber operations that create
accesses or collect information that can later be
used to shape ideas.
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TO ENABLE INFORMATION OPERATIONS:
ACCESS TO MEDIA AND ELECTION SYSTEMS
Information operations contain a broad bucket of
activity, including efforts to shape an adversary’s
view of a conflict or potential conflict or efforts to
weaken an adversary from within. Information
operations take place in multiple ways with many
tools, but increasingly they are executed in the
cyber domain through social media or using tools
such as deepfakes. This section briefly touches
on using the cyber domain not just for spreading
information payloads but for accessing force
multipliers for information operations.

Cyber actors seek unauthorized access to websites,
media outlets, or election systems in order to spread
information payloads seemingly from inside the
system or to disrupt operations. For example,
China’s first recorded cyber operation against the
United States was an information operation: the
1999 defacement of U.S. government websites with
messages denouncing NATO in retaliation for the
United States’ accidental bombing of the Chinese
embassy in Belgrade.®

Beijing is increasing its attacks on the media and
entertainment sector, with an estimated 75 percent
of China’s media targets based in the Asia-Pacific.®
In 2013, Beijing-linked hackers retaliated against
the New York Times and Wall Street Journal after
both newspapers published articles alleging that
the Chinese prime minister’s family had accu-
mulated tremendous wealth.®? Nearly a decade
later, Mandiant uncovered that hackers linked to
the Chinese government had compromised email
accounts at the Wall Street Journal and maintained
a presence on their systems for at least two years,
from 2020 to 2022.8

While election influence is attempting to influ-
ence voters’ minds to vote a certain way, or not
to vote at all, interference is an attempt to disrupt
the election systems themselves. This disruption
can occur by deleting voter information so that
voters cannot check in at a polling station or
spreading misinformation about where, when,
or how to vote in order to prevent people from

voting. In 2022, China conducted operations that
may have been aimed at election interference.
China exploited the “log4j” vulnerability—a critical
flaw in a widely used logging tool—and zero-day
vulnerabilities to gain access to at least six state
governments, and probably more.?* One ingress
route was through an application called USAHerds,
which U.S. states use to detect and track livestock
disease outbreaks.® China has previously also shown
interest in stealing IP related to U.S. agriculture,
suggesting cyber operators may have used an
older access point to pivot to a new use—election
interference.® Separately, NSA issued a warning
in 2022 that Chinese hackers scanned more than
100 state-level political party domains “likely so
the PRC cyber actor could build a target network
for possible future operations.”®

DISRUPTION AND KINETIC EFFECTS

While it does not appear that China has attempted
kinetic operations in the cyber domain, Chinese
military theory acknowledges the possibility. The
Chinese military has also endeavored to find gaps
in the defenses of critical infrastructure. Writing in
Guofang Keji, several Chinese military scholars noted:

The physical level requires the realization of
the vertical and horizontal connection and in-
tegration of various combat units and combat
elements, unified command, unified control
and unified coordination. The information level
requires the controllability, sharing, and robust-
ness of command information. The above-men-
tioned command and control capabilities play
a decisive role in the control of cyberspace
and the success or failure of operations, so
they have become one of the core capabilities
of cyberspace combat power construction.®

FBI and CISA have warned of long-standing Chinese
efforts to identify gaps in the security of critical
infrastructure such as oil and gas systems. CISA
recently revealed details about Chinese attacks on
oil and gas companies from 2011 to 2013. China
has targeted at least 23 natural gas pipelines with
spearphishing emails. Of these, 13 were confirmed
compromises, 3 were “near misses,” and 8 intru-
sions were successful but of unknown severity.
FBI and CISA assessed that Chinese government
actors were seeking the ability to hold pipeline in-
frastructure atrisk in order to potentially physically
damage pipelines or disrupt operations.® Mandiant
confirmed that this line of effort is a persistent one
for Beijing. Multiple threat actors tied to China have
targeted industrial control systems (ICSs), including
“an energy company, multiple natural gas pipeline



companies, an ICS equipment manufacturer, and
an ICS security firm.”*® Mandiant also identified
the “Pulse Attacks,” which exploited a weakness in
a software system called Pulse Secure, which allows
people to work remotely. Chinese entities used the
vulnerability to target the U.S. government and crit-
ical infrastructure, including the country’s largest
water agency, the New York City subway system, and
Verizon. A security researcher called it a targeted
attack against a few dozen networks that all have
national significance in one way or another.”

Access to critical infrastructure systems is one thing;
use of that access is another. China’s intentions are
still unclear. China may be exploring vulnerabili-
ties to identify what kind of disruptive effects are
possible, or it could hope for a deterrent effect,
betting that the U.S. government will identify the
activity. It could also be collecting accesses as OPE
or contingency plans in case of conflict. The ODNI
inits 2021 annual threat assessment warned that
China can, “at a minimum” bring “temporary and
localized” disruptions to U.S. critical infrastructure
through cyberattacks.®? In 2022, the annual threat
assessment went even further, saying “China al-
most certainly is capable of launching cyberattacks
that would disrupt critical infrastructure services
within the United States, including against oil and
gas pipelines and rail systems.”® Both were silent
on intentions.

CYBER TOOLS
FOR FINANCIAL GAIN

The Chinese government approaches public-pri-
vate partnerships in a far different way than
most Western governments. Beijing can and does
compel businesses to cooperate with state pri-
orities whether or not the outcome is helpful to
the company’s bottom line. Beijing has also used
state resources to advance the business interests
of purportedly private entities. Cyber operations
have long played a role in China’s larger strategy
of IP theft to leap ahead of competitors. According
to atleast one assessment, China has stolen more
secrets from businesses and governments than
any other country.** In 2011, China breached the
U.S. Chamber of Commerce to such an extent that
even the thermostats were communicating with a
computer in China and a printer began printing in
Chinese.% In 2012, General Keith Alexander, then
head of NSA, described cyber-enabled economic
espionage as “the greatest transfer of wealth in
history.”?¢ The economic loss to the United States
alone is often estimated at $30-600 billion annu-
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ally.*” Industrial and economic espionage tends to
track with China’s five-year economic development
plans.?® The Institute for Critical Infrastructure
Technology assessed that “most of the technolo-
gy needed to realize the 13th five-year plan will
likely be acquired by stealing trade secrets from
companies in other countries.”®

The FBI has been working to raise public awareness
about this threat and to encourage businesses to
better secure their systems. In 2018, then deputy
attorney general Rod Rosenstein said, “More than
90 percent of the department’s cases alleging
economic espionage over the past seven years
involve China [and] more than two-thirds of the
department’s cases involving thefts of trade secrets
are connected to China.”'® Rosenstein explicitly
tied several of these crimes back to the MSS.1

Large-scale industrial hacking for research and
development helps Chinese industry, but individual
or small groups of hackers also moonlight for their
own personal financial gain. China’s cadres of con-
tractor hackers have been known to pursue both
goals. For example, APT41, also known as BARIUM
or WICKED PANDA, has used the same malware
for espionage and also for financially motivated
activity, largely directed at the video game industry.
Mandiant wrote in their groundbreaking paper on
APT41 that while purely financial goals are unusual
among Chinese state-sponsored groups, “evidence
suggests APT41 has conducted simultaneous cyber
crime and cyber espionage operations from 2014
onward.”'*? The DOJ indicted seven alleged mem-
bers of APT41 in 2020 and tied them to a contractor
known as Chengdu 404, who has worked for the
MSS. The DOJ cited espionage on behalf of the
MSS and cybercrime in the indictment.®® While
little information exists on the extent to which
government authorities condone or support such
activity, condemnation by the government would
almost certainly result in cessation of the activity.

ATTRIBUTION

Establishing clear standards for attribution, along
with confidence levels for those standards, will
be important for reacting to Chinese cyber activ-
ity quickly. Standards for attribution are differ-
ent in the private sector than in the intelligence
community, resulting in an occasional mismatch
where a private researcher attempting to make
headlines is willing to be forward leaning in an
assessment, but the intelligence community dis-
agrees or expresses uncertainty. That mismatch
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can make the U.S. government look indecisive
and vulnerable. Policymakers should fully un-
derstand the intelligence community’s attribution
standards and be ready to publicly explain their
posture regarding investigating an attack. They
should also be prepared to act in the face of some
uncertainty. Perfect knowledge is an unrealistic
standard in war and intelligence work, and the
cyber domain is no different.

Mandiant’s 2013 report APT1: Exposing One of
China’s Cyber Espionage Units was one of the first
and still most high-profile cases of public attribu-
tion of a cyberattack to the Chinese government.
The report traced APT1’s activity back to Shanghai
and identified the group as the Second Bureau of
the PLA General Staff Department’s Third Depart-
ment, also known as Unit 61398.1%4 A year later,
the DOJ indicted five Chinese army officials for
engaging in the economic espionage exposed in
the Mandiant report.t%

Indictments are rare in comparison to the scope
of Chinese hacking activity, but DOJ has pursued
charges several times in the last five years. In 2021,
the United States charged four Chinese nationals
in a global hacking campaign that targeted doz-
ens of U.S. companies, universities, and govern-
ment agencies in the United States and abroad.
In December 2018, the DOJ indicted two Chinese
hackers from the MSS-affiliated group APT10, who
infiltrated U.S. Navy contractors’ systems to steal
ship maintenance data and missile plans.'® Earlier
the same year, the DOJ indicted MSS officers and
hackers who had conspired over several years to
steal commercial aviation and technological data
from the United States.”’

In cases where the CCP has responded to public
attribution of cyberattacks, there has always been
strict denial and often condemnation of what the
CCP describes as efforts to intentionally tarnish
China’s reputation. In 2013, the Obama admin-
istration publicly and directly accused China’s
military of conducting cyber operations against
U.S. defense contractors and network systems.
The Pentagon’s annual report to Congress stated,
“computer systems. .. owned by the U.S. govern-
ment continued to be targeted for intrusions, some
of which appear to be attributable directly to the
Chinese government and military.”'% In response,
the CCP condemned the report, instead claiming
that China is against all forms of cyberattacks and
is open to conversing with the United States on
internet security. After a Chinese threat actor was
suspected of infiltrating the networks of Afghan
telecommunications providers in 2020 and 2021,

a Chinese embassy spokesperson said, “Linking
cyber attacks directly to one certain government
is a highly sensitive political issue. China hopes
that relevant parties will adopt a professional
and responsible attitude.”'® Xinhua News Agency,
China’s official state news agency, described the
West’s attributions as slander and instead argued
that “the United States, posing a grave threat to
global cybersecurity, is commanding the allies it
spies on to slander China.”%

CONCLUSION

In 2018, Crowdstrike declared that China surpassed
Russia as the most prolific nation-state mounting
attacks on Western entities.''! At the time, China was
shifting its targets from largely commercial secrets
to strategically targeted collection.!? Since 2018,
Beijing has cemented its cyber strategy, developed
its capabilities, and cultivated a certain boldness
in its operations that reflects its larger posture
toward the world and increased use of political
warfare. As highlighted in Chapter 8, projects such
as the Digital Silk Road have embedded Chinese
communications equipment in systems around the
globe, potentially making access for the purposes
of both surveillance and control quite easy.'** U.S.
businesses have increasingly become aware of
the threat from China to their IP and realized they
are a target, but Chinese offensive capabilities are
expanding just as defense is improving. The future
will need to include layered defense and a mind-
set of unity of effort, whereby businesses see the
incentive for sharing information about attacks.

Despite these tremendous advances, China still
suffers from several weaknesses, and its vulner-
abilities are exploitable. Beijing’s cyber cadre is
generally composed of fast followers, meaning
they copy other approaches. For example, China
seemed to copycat some of Russia’s influence
tactics after 2016, but slowly. U.S. policymakers
were already on the lookout for similar tactics,
making China’s activity more easily identifiable.
Likewise, businesses are aware of the threat and
are shoring up defenses.

China’s centralized approach could be an additional
weakness. Xi’s attempt to exert more centralized
control over cyber operations will lead to more
unity of effort and less rogue or vigilante activity.
However, approvals for actions likely would need
to run through official processes, dramatically
reducing agility and limiting opportunistic ac-
tion. Decisions made by committee also tend to



squelch more innovative approaches. Further,
the CCP has hardly demonstrated an appetite for
risk, and the reorganization was likely in part to
limit the chances that an unapproved operation
went forward. U.S. policymakers could build on
this concern and make clear that Beijing will be
held responsible for operations emanating from
its territory.

As for exploitable vulnerabilities, China has several.
The financial motivation of some of their top hack-
ing talent could be used against them, in particular
if their freelancing has attracted the ire of Chinese
leadership. Hackers in trouble could be encouraged
to defect, bringing valuable knowledge of Chinese
cyber operations and adding to the United States’
pool of talent. Chinese scholars have also admitted in
journal articles that the CCP does not truly understand
its own defensive posture or its own gaps. Beijing
remains concerned about the West’s capabilities.
Their new structure and goal of jointness have
not been tested, so the capability of running joint
operations with a cyber overlay is still theoretical.
Finally, the more China seeks to protect its hacking
cadre from the outside world, the more stovepiped
they will become as well as less knowledgeable about
tactics, techniques, and procedures.

CYBER OPERATIONS




We will accelerate the
development of China's
discourse and narrative
systems, better tell China's
stories, make China's voice
heard, and present a China
that is credible, appealing,
and respectable.

-Xi Jinping'

L



This chapter examines Chinese
information and disinformation
operations, an important component

of political warfare. As Thomas Rid argues
in his study of political warfare during the Cold War:

At-scale disinformation campaigns are attacks
against a liberal epistemic order, or a political
system that places its trust in essential custodi-
ans of factual authority. These institutions—law
enforcement and the criminal justice system,
public administration, empirical science, in-
vestigative journalism democratically control
intelligence agencies—prize facts over feelings,
evidence over emotion, observations over opin-
ion. ... Disinformation operations, in essence,
erode the very foundation of open societies.?

China views the information environment as
central to its internal stability, as a key domain
through which to compete with the United States,
and as a core element of its military strategy across
the entire spectrum of warfare and competition.
While several other chapters touch on influence
in various ways—including those that deal with
intelligence operations, cyber operations, the
united front, and economic coercion—this chapter
provides the most in-depth analysis of Chinese
information and disinformation efforts. As used
here, disinformation includes false information that
is deliberately intended to mislead an audience.

This chapter finds that Xi Jinping has prioritized
the central role of information and disinformation
operations in China’s global strategy. Speaking at
the 20th Party Congress in October 2022, for exam-
ple, Xi said: “We will accelerate the development
of China’s discourse and narrative systems, better
tell China’s stories, make China’s voice heard, and
present a China that is credible, appealing, and
respectable.” Xi used his platform at the 20th
National Congress to promote the narrative that
Beijing must bolster its “international discourse
power” (EPFRiEIEM) to exert the influence that
a nation of its political, economic, and military
strength is entitled to on the global stage.®> Accord-
ingly, China makes extensive use of information
and disinformation that promote bias and mis-
leading information to publicize and advance its
international political agenda.

The rest of this chapter is divided into four sec-
tions. First, it examines Chinese public diplomacy.
Second, it analyzes Chinese media—including
social media—overseas. Third, it assesses lawful
political influence and information activities.
Fourth, it concludes by highlighting some of the
main trends in Chinese information and disinfor-
mation operations.

CHINESE PUBLIC DIPLOMACY

Beijing’s official representatives amplify key mes-
saging themes that China employs to promote its
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interests abroad by leveraging various public di-
plomacy mechanisms, including speeches, articles,
social media, and foreign broadcast engagements.
These activities exist at the lowest end of the
spectrum of aggression of Chinese information
and disinformation operations. Their connection
to the state, the Chinese Communist Party (CCP),
and increasingly Xi Jinping’s vision of China’s role
in global affairs is almost entirely overt. In many
respects, Beijing’s public diplomacy practices are
consistent with routine state behavior.

China uses two mechanisms to execute its public
diplomacy strategy. The first is a wide body of
highly positive messaging designed to promote
and advance China’s narrative about building
alternative models for global governance unteth-
ered from the post-war Anglocentric “rules-based
order.” These activities directly reflect Xi’s guid-
ance to “tell China’s story well” G##FHE#E) and
to bolster the country’s “international discourse
power” (EPFRiEIE).¢ This positivist messaging
is complemented by the more confrontational,
antagonistic approach of China’s “wolf warrior”
diplomats. If Beijing’s positivist messaging is in-
tended to promote China’s efforts to “guide reforms
of the global governance system with the principle
of fairness and justice,” then the purpose of the
more confrontational approach is to point out
the hypocrisies and contradictions in the existing
world order that justify a power shift away from
the United States and its allies.”

To explore the dynamics of both the positivist and
negativist elements of Chinese public diplomacy,
CSIS compiled and analyzed two datasets. First,
the team analyzed Chinese speeches and articles,
including those by Xi Jinping, from such sources
as CSIS’s Interpret: China library. Second, the team
scraped and analyzed the tweets of prominent CCP
spokespersons. Together, these sources enable the
research team to identify and analyze key themes
in China’s messaging and consider China’s two
contrasting but complimentary approaches to
public diplomacy.

THE POSITIVIST APPROACH

Beijing’s positivist messaging is designed to pro-
mote positive narratives about China’s strategy,
policy, and intentions. Xi Jinping and other CCP
leaders frequently tout China’s accomplishments
and describe China, and more specifically the CCP,
as a benevolent force for good in the world. For
example, in his keynote address at the CCP and

World Political Parties Summit, Xi described the
achievements and ambitions of the CCP:

Working for the people’s wellbeing has been
the original aspiration the Chinese Communist
Party cherishes all the way. With the goal of
moderate prosperity in all respects achieved,
China has embarked on a new journey towards
building a modern socialist country. The Chinese
people are brimming with a greater sense of
fulfillment, happiness, and security with each
passing day. It is the unswerving goal of the
CCP to run our own house well, ensure a happy
life for the 1.4 billion plus Chinese people, and
advance the lofty cause of promoting peace
and development of all mankind.®

THE WOLF
WARRIOR APPROACH

Under Xi Jinping, China’s public diplomacy is in-
creasingly designed not only to elevate China but to
discredit and ultimately displace the United States
and its allies. This “wolf warrior” style of diplomacy
consists of an assertiveness by Chinese government
officials that embraces confrontation, denounces
criticism, and emphasizes perceived hypocrisy. In
the body of foreign policy speeches compiled by
CSIS, one of the most common phrases identified
is the term “true multilateralism” (H1IER %8 E
X).° The phrase was used frequently—appearing
52 times in the 80 speeches analyzed—and also
appeared in an extraordinarily diverse range of
contexts.®In 2022 alone, this included high-level
Chinese government remarks to the UN Convention
on the Law of the Sea, the Forum on China-Africa
Cooperation, the G20, the Munich Security Con-
ference, and the UN Climate Change Conference.
Despite serving as a cornerstone of Chinese public
messaging about China’s views on the nature of
the international system, the phrase is rarely
contextualized or further defined. Instead, it has
become a shorthand in Chinese public remarks
and writings to criticize U.S. initiatives that China
classifies as exclusionary and pursued to sustain
Washington’s interests. The use of oblique and eu-
phemistic terminology in high-profile multilateral
settings is not uncommon in the speeches analyzed
by CSIS. Often wrapped in messages about China’s
positivist and inclusive vision of global leadership
are phrases accusing Washington of maintaining
a “Cold War mentality” or pursuing a “new Cold
War.” These accusations are particularly common
in the area of technology policy, where Xi Jinping
and others have alleged that the United States is



pursuing “parallel systems” or building “exclusive
yards with high walls” (/)\Bz=3%).

China also applies its wolf warrior approach to
shape international narratives on various items
that Beijing classifies as “domestic affairs,” includ-
ing the matters of Taiwan, Xinjiang, Hong Kong,
maritime issues, and other human rights topics.?
These efforts portray international condemnation
of China’s human rights record as hypocritical and
driven by actors with “ulterior motives” while
putting forth alternative perspectives on issues
such as Xinjiang and Hong Kong. Chinese leaders
repeatedly argue that “Xinjiang’s door is open, and
we welcome people from all over the world who
harbor no bias to come to Xinjiang for visits and
exchanges,” and that “Hong Kong residents enjoy
far more rights and freedoms according to law
than under British colonial rule.”*3

The amplification of messages issued by China’s
senior leaders serves as a crucial step in the coun-
try’s broader approach to propaganda. The key
themes that party leadership repeatedly emphasize
in their remarks are embraced and repackaged by
a wide range of official and quasi-official state and
party actors and media outlets, often in increasing-
ly negative and aggressive forms. This is perhaps
most evident in the ways

that China’s diplomats Figure 5.1

exploit social media and
other platforms to seed
confrontational rhetoric
about the United States
and its allies.

It is Ameri-cracy!

One of the most prom-

“Ameri-cracy” Video
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suggested that Covid-19 originated in a U.S. biological
laboratory, that a biological accident caused the
2022 monkey pox outbreak in the United States,
and that the United States was developing biolog-
ical weapons at laboratories in Ukraine.'® Zhao
often uses Twitter as an English-language venue to
question the legitimacy of U.S. democracy and to
challenge the authority of the United States to serve
as—in his words—a “self-claimed ‘human rights
lecturer.”1¢ Zhao contrasts confrontational posts
about topics such as school shootings in the United
States, the murder of George Floyd, U.S. wars in
the developing world, and U.S. “democrazy” with
highly positive tweets about China’s relationship
with the Global South.

Zhao’s two most viral tweets of 2022 were posts of
memes depicting the destruction associated with
various post-World War I U.S. military operations.*”’
In 2021, Xinhua—the official state news agency of
the CCP—released a short video titled “Ameri-cracy.”
The video purports to be a children’s song, but it
levels a barrage of accusations against the United
States, claiming that the United States seeks to sub-
jugate the world with its own version of destructive
democracy. Set to the tune of “the Wellerman,” a
New Zealand sea ballad that gained notoriety on

“ Ambassade de Chine en France & @AmbassadeChine
™ Organisation du gouvernement - Chine

inent practitioners of
this type of rhetorical
escalation is Zhao Li-
jlan, a former deputy
director general and
official spokesperson of
the Ministry of Foreign
Affairs (MFA) Informa-
tion Department. Zhao
maintains an active
presence on Twitter,
with nearly two mil-
lion followers, where
he frequently uses his
account to amplify an-
ti-Western rhetoric and
to propagate various
conspiracy theories.™
For example, in tweets
since April 2022, he has

SOURCE: SCREENSHOT OF TWEET BY AMBASSADE DE CHINE EN FRANCE, TWITTER POST, BECEMBER 10, 2021, 9:36 AM., HTTPS:/
TWITTER.COM/AMBASSADECHINE/STATUS /1465314982424846343
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TikTok last year, the song alleges bad behavior by
the United States, from military adventurism to
election fraud, with lines such as the following:

Inside of the country, money talks. All policies
submit to the corp[oration.] Disinformation,
Gerrymandering skew election results. Trillions
of dollars burned on wars yet lack money for
the sick and poor; Play human rights cop across
the world yet backyard you ignore.'®

In the video, the main singer is surrounded by
four animals, which represent nations that the
United States has imposed so-called “Ameri-cracy”
on: Afghanistan, Iraq, Vietnam, and the nations
that saw “chaos” during the Arab Spring protests.
The host interviews each of the animals at the be-
ginning of the video about how the United States
imposed this false system of democracy, thereby
harming each nation.’ The main message is that
everyone should be able to choose their own sys-
tem of governance, as illustrated by the refrain:
“Democracy of our own, reflects our culture, will
and soul. If your system can cure all, why did it
cause SO many woes?”2°

Another short video geared toward a younger au-
dience also highlights Chinese propaganda. “Once
upon a virus,” released by Xinhua, features a Lego
terracotta warrior warning the United States early
and often about the seriousness of the pandemic.
A Lego Statue of Liberty replies with nonsensical
statements and denial, then blames China, in a clear
satire on the Trump administration’s response to
the pandemic.

In this way, Beijing’s wolf warrior diplomacy
is designed to characterize China’s competitors
as rank hypocrites in their approach to human
rights and support for the developing world. The
intensely negative messaging creates more space
for efforts to tell China’s story and promote Bei-
jing’s claim to building an alternative model for
global governance.

Although public diplomacy is the most overt mani-
festation of Chinese propaganda, it is also enabled
by semi-transparent elements. Chinese public
diplomacy frequently relies on amplifying articles
in Chinese state media to lend further legitimacy
to its claims. During the last 100 days of 2022,
nearly 20 percent of all of Zhao’s tweets were
links to articles written by a single commentator
on international affairs. This “commentator” reli-
ably posts opinion articles on Chinese state media
to comment on U.S. domestic issues, including
alleged partisanship in the U.S. Supreme Court,

the “Twitter Files,” and the origins of Covid-19.
The author’s name is “Xin Ping.” Although he has
a Gmail address, there is little evidence beyond the
dozens of English-language articles and the favor
of Zhao Lijian to suggest Xin Ping is a real person
rather than a pen name used for generating and
amplifying Chinese state messaging.

Wolf warrior diplomats circulate these types of
articles widely online to help create the image of
robust support. Upon inspection, one may fail to
notice the source of the information and risk lend-
ing credence to Chinese propaganda. For example,
at a committee hearing on February 28, 2023, U.S.
representative Matt Gaetz cited unsubstantiated
information from a Global Times article without
apparent knowledge of the source’s ties to the
CCP. In 2020, the Global Times was designated as a
“foreign mission” by the U.S. State Department for
its adherence to promoting the interests of the CCP.

Working in tandem, China’s positivist and wolf
warrior public diplomacy approaches are essential
in setting the direction of the CCP’s propaganda
strategy. The themes and messages crafted by
political leadership in the CCP inform activities
explored in the rest of this chapter. In addition,
China’s propaganda efforts begin to shift from
routine statecraft to public manipulation in the
creation and control of media abroad. China em-
ploys three strategies to spread propaganda and
control messaging about issues related to China in
information environments overseas. First, China
creates new media platforms in overseas markets,
exercising control over the content, with varying
levels of transparency. Second, it uses existing
media platforms in foreign countries to promote
its messaging through paid advertisements and
content that often provide limited transparency to
their Chinese origin. Third, China leverages access
to its domestic market to aggressively censor foreign
media and information ecosystems. Combined,
these three strategies enable China to further spread
propaganda and often hide its manipulation.

NEW MEDIA PLATFORMS

China’s growing influence in global information
environments is partly a result of its expanded
creation of Chinese-owned media platforms. This
section explores China’s gains in the areas of tele-
vision and social media. In recent years, the most
significant example of China’s expanding media
prowess has been the creation and proliferation
of the social media platform TikTok. The idea for



TikTok began as a domestic Chinese video sharing
app. ByteDance, its parent company, then reinvent-
ed the app for a worldwide audience. The United
States is its largest market, including a multiyear
marketing deal with the National Footbhall League.?
TikTok’s business model is to provide the users
with a never-ending stream of short, fun videos.
The user does not curate their own feed with likes
or other active feedback. Rather the app monitors
whether a user lingers on a video or passes it by and
collects detailed information on the user’s behavior
surrounding a video. Its proprietary algorithm then
feeds that user more content designed to maximize
engagement with the app.

Through these feedback loops and logging user
activity, TikTok gathers significant amounts of
information about a huge number of users, al-
lowing anyone with access to the data to construct
not only broad facts about the user base but also
highly detailed profiles about specific users. TikTok
collects so much data on users that U.S. officials
have gone so far as to characterize it as a foreign
surveillance tool.?? As a result of its popularity
and data collection capabilities, TikTok poses at
least two threats.

First, the user data collected poses cybersecurity
risks. China could use the app to seize the data or
access the software of millions of users, including
gaining access to the camera and microphone on
users’ mobile devices. Second, TikTok provides
Beijing an opportunity to control information
and promote propaganda to overseas audiences,
with a keen understanding of how users respond
to content and transparency. Documents revealed
by the Guardian in 2019 showed how ByteDance
sought to advance Chinese foreign policy with
TikTok, in part by requiring TikTok employees
to remove content about the Tiananmen Square
massacre and Falun Gong.?

Searches about the Hong Kong protests have re-
turned few results.?* In 2019, searches for specific
politically sensitive terms, such as the hashtag
“#antielab,” indicated suppression of discussions
on TikTok. The hashtag “#antielab” had more than
34,000 posts on Instagram but only about 11 posts
on TikTok. The hashtags “4HongKongProtests”
and “#HongKongProtestors,” which served to
rally support for the protests on Twitter, turned
up either a single video or an error message on
TikTok. Searching with Chinese characters returned
similar results.? Such results have led to concerns
that TikTok can filter out news unfriendly to China
and shape Americans’ views of the truth. Federal
Bureau of Investigation (FBI) director Christopher
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Wray remarked that he was “extremely concerned”
about TikTok and about China using the app to
both steal user data and shape public opinion.2

TikTok’s response to these criticisms is two-fold. First,
TikTok claims that many of these policies have been
rescinded since 2019. Second, TikTok reports that
itismoving U.S. user data onshore with the help of
Oracle’s cloud and that it has not and will not provide
that data to China.?”’ TikTok announced Project Texas
in 2021, which would wall off “protected” data for
U.S. users, including phone numbers and birthdays.?
In June 2022, TikTok claimed it was migrating all
U.S. user traffic to Oracle Cloud Infrastructure, with
data centers in the United States and Singapore as
backups.?® These moves were conducted with an
eye toward successfully making it through exam-
ination by the Committee on Foreign Investment
in the United States.

Social media is not the only medium where China
has made a push to increase its influence through
the creation of new information streams. China
also usesits global television presence to broadcast
a positive image of China into areas that could
not otherwise afford digital television and inject
a pro-Beijing viewpoint into media in the devel-
oped world. The top two global Chinese TV outlets
are China Global Television Network (CGTN) and
state broadcaster China Central Television (CCT-
V).%0 These state media outlets reach hundreds of
millions of television viewers, radio listeners, and
social media users abroad, and Freedom House
reports that in many cases the outlets provide
little to no transparency on who publishes the
content.* CGTN broadcasts in five languages and
has hundreds of journalists stationed overseas.*
As one assessment concluded:

SinoVision, a Chinese-language TV broadcaster,
and Qiaobao, one of the largest Chinese-lan-
guage newspapers in the U.S., are subsidiaries
of the Asian Culture and Media Group, an arm
of the Chinese government. Staff at both places
cut their teeth at the state-owned China News
Service and are often dispatched to the U.S.
for propaganda purposes. Once there, most of
their stories on China, Sino-American relations,
Taiwan, Hong Kong and related subjects are
reproduced from state-owned media such as
Xinhua and the People’s Daily.*

One can trace narratives through these news out-
lets, as vetted talking points get repeated. Chinese
television outlets have a presence around the
world, as solo entities and in joint partnerships.
In Africa, Zimbabwe’s state-run television and
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CCTV signed an agreement in 2011 to share news
programing.3* In Kenya, a popular television ser-
vice includes Chinese state television in its most
affordable package but omits other international
news outlets. In a small town in southern Kenya, a
new recipient of cheap Chinese digital TV service
said, “I didn’t know about China before....Ican
say it’s good. They have changed this countryin a
big way, very fast.”* Guo Ziqi, the vice chairman
of Chinese media company StarTimes, remarked
that “Our aim is to enable every African house-
hold to afford digital TV, watch good digital TV
and enjoy the digital life.”*¢ But StarTimes is also
heavily subsidized by the Chinese government
and has a mandate to portray a rosy picture of
China to Africans.

In Asia, the Thai News Network signed a deal with
Xinhua in 2014 to broadcast the China Report pro-
gram daily.*” The Pakistan Television Corporation
partnered with ZTE in 2017 to expand digital TV
service to rural areas. ZTE issued a statement say-
ing that the agreement “will cover collaboration
across R&D of digital terrestrial television tech-
nologies, staff training, and content.”3 Pakistan
adopted the Chinese standard for digital television
broadcasts in an event officiated by Xi Jinping and
Pakistan’s former prime minister Nawaz Sharif.
In Laos, Chinese aid facilitated the transition to
digital transmission, with the state broadcaster
subsequently signing an agreement with a Chinese
media company to create joint content, including
news programs. In Cambodia, a joint venture has
been transmitting Chinese news on local Cambo-
dian stations since 2017. Timor-Leste also agreed
with two Chinese companies to embark on a digital
television expansion program.3®

CGTN broadcasts in English, Spanish, French, Arabic,
and Russian around the globe via satellite, cable, and
over the internet. Other global examples of China’s
reach include TV Peru’s Channel 7, which broadcast
documentaries produced by CGTN about China as
Lima hosted the Asia-Pacific Economic Cooperation
in 2016. In Cuba, Huawei led the transition from
analog to digital television. Portuguese TV launched
a prime-time “China Hour” featuring content from
Chinese state media, and a German public station
aired a current affairs program called Dialogue
with China, coproduced with a controversial CGTN
host. In Africa and the Middle East, Chinese state
media has also developed unique publications
geared toward local populations.®

China’s control over social media platforms and
television networks overseas gives the CCP the
opportunity to influence billions of individuals

with Chinese propaganda. By exporting infor-
mation streams that it has the power to control,
the CCP can spread a positive image of China and
limit or otherwise manipulate negative narratives
about China.

EXISTING MEDIA PLATFORMS

China’s second strategy to spread information and
disinformation overseas is to use existing media
platforms to host content that advances its political
objectives. China’s print strategy has frequently
pursued this approach, which China refers to as
“borrowing the boat to reach the sea” (f&#8H8).
The idea is to use existing outlets as a conveyance
for Chinese propaganda. As Xi Jinping stated in
2016, “Wherever the readers are, wherever the
viewers are, that is where propaganda reports
must extend their tentacles.”*!

In the United States, China Watch has appeared
in the folds of the Wall Street Journal, Washington
Post, Los Angeles Times, and New York Times. The
paid advertising supplement, published by China
Daily, has featured stories that depict the CCP’s
response to the Covid-19 pandemic in a positive
light, claim that the Hong Kong protestors are
sponsored by the United States, and protest U.S.
trade policy. The inserts generally come with a
warning, with the one in the Washington Post clearly
stating, “Content in this advertising section was
prepared by China Daily, and did not involve the
news or opinion staff of The Washington Post.”#
But criticism of giving the CCP a prominent outlet
through which to broadcast its message has led
many outlets to drop the insert, passing on millions
in ad revenue.* Similar inserts have appeared in
major newspapers in Spain, the United Kingdom,
Australia, Argentina, Peru, Senegal, and India.*

Chinese outlets also provide free content to part-
ners, in particular Chinese-language papers serv-
ing Chinese diaspora communities. The Financial
Times reported that there was a sharp uptick in
content-sharing agreements in 2016 and 2017, with
200 Chinese-language publications around the world
broadcasting content created by party-affiliated
outlets.* However, content sharing is not exclusively
limited to Chinese-language outlets. Chinese state
news agencies provide content and photos free of
charge to appear under the masthead of overseas
publications. Freedom House reports that Xinhua
has exchange agreements with local counterparts
in Australia, Bangladesh, Belarus, Egypt, India,
Italy, Laos, Nigeria, Thailand, and Vietnam.* Such



content often appears native to the independent
publication. At best, the fine print identifies the
source.?” These types of content agreements also
extend beyond print publications into television
and radio programming.

Overall, China’s approach of “borrowing the boat
to reach the sea” is designed to exploit the pop-
ularity of existing platforms and co-opt the trust
of consumers. Across all mediums, the content
is designed to promote a positive image of China
while obfuscating the country’s involvement. By
appearing in native outlets or as native content,
Chinese propaganda is likely to deceive many con-
sumers, who may fail to realize the information they
are consuming is possibly biased or misleading.

CHINESE
CENSORSHIP OVERSEAS

Beijing seeks to tightly control the image of China
seen by its domestic audience and also seen by
those abroad. To do so, the CCP wields a tight grip
over the Chinese market to influence information
environments globally. This section uses two case
studies, the National Basketball Association (NBA)
and Hollywood, to examine how the CCP leverages
access to China’s massive consumer base to influ-
ence foreign media to promote CCP narratives and
self-censor to align with Chinese propaganda.

NATIONAL BASKETBALL ASSOCIATION

In October 2019, Houston Rockets general manager
Daryl Morey posted a tweet that said: “Fight for
freedom, stand with Hong Kong.”

China was outraged. In the following days, nearly
170,000 tweets flooded out of China back at Morey,
an effort the Wall Street Journal said “appears
to be a coordinated harassment campaign.”*
Pro-Chinese government accounts mentioned
Morey more than 16,000 times. Those accounts
most likely were humans at keyboards—*“a troll
mob,” according to Ben Nimmo, the head of in-
vestigations at Graphika Inc.*® Approximately
4,700 of those replies included “NMSL,” a Chinese
acronym meaning “your mother is dead.”® This
high volume of activity is all the more anomalous
given that Twitter is banned in China. Morey
quickly deleted his tweet and posted an apology,
but the situation continued to escalate.

At the time, the Rockets were the second-most
popular team in China, but Chinese state priorities
trumped fan support.* Chinese state institutions
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Figure 5.2

Daryl Morey Twitter Responses
to Criticism

Daryl Morey @ @dmorey - Oct 6 v
1/1did not intend my tweet to cause any offense to Rockets fans and friends of

mine in China. | was merely voicing one thought, based on one interpretation, of
one complicated event. | have had a lot of opportunity since that tweet to hear
and consider other perspectives

Q gt Q

Daryl Morey & ( Follow ) ~
) @dmorey

2/ | have always appreciated the
significant support our Chinese fans and
sponsors have provided and | would
hope that those who are upset will know
that offending or misunderstanding them
was not my intention. My tweets are my
own and in no way represent the
Rockets or the NBA.

5118 PM -6 Oct 2019

1,504 Retveels 6,863 Likes o2 o2 () & o @

Q ! Q

SOURCE: SCREENSHOT OF SINCE DELETED TWEET BY DARYL MOREY, TWITTER POST,
OCTOBER 6, 2018, 5:18 PM., HTTPS: /WEB.ARCHIVE.ORG/WEB/20191008082754
HTTPS:/TWITTER.COM/DMOREY/STATUS/1181000808363857409

cut ties with the Rockets, as did China’s leading
sportswear brand and the club’s main sponsor in
China, a bank.*2 The Rockets’ owner, who bought
the team in part because of its market share in
China, immediately distanced himself from Morey’s
tweet.’® Then Chinese state media and Tencent,
both of which held exclusive rights to broadcast
NBA games in China, stopped airing NBA games.>*
Tencent resumed airing NBA games 11 days after
the tweet—with the exception of games featuring
the Rockets. When Morey moved to manage the
Philadelphia 76ers in October 2020, that team was
removed from Tencent’s broadcasting.>

Morey was not the only one to apologize. Numer-
ous NBA officials and players scrambled to either
distance themselves from Morey or describe the
NBA as apolitical. Rockets star James Harden
apologized and said, “We love China.”*¢ The NBA
issued a statement in English that said: “We rec-
ognize that the views expressed by the Houston
Rockets general manager Daryl Morey have deeply
offended many of our friends and fans in China,
which is regrettable. While Daryl has made it clear
that this tweet does not represent the Rockets or
the NBA, the values of the league support indi-
viduals’ educating themselves and sharing their
views on matters important to them.” However,
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a version translated to Mandarin and published
on Weibo said that the league was “extremely
disappointed” by the “inappropriate” tweet, which
“severely hurt the feelings of Chinese fans.” The
NBA spokesman said the English version was the
“official” statement.5’

However, some U.S. political leaders on both sides
of the aisle accused the NBA of bowing to China’s
economic power and excusing Beijing’s human rights
violations.®® The relationship thawed temporarily
in October 2020 when Chinese media broadcast
the NBA Finals. The broadcast was accompanied
by an announcement that the NBA had expressed
goodwill and had “made active efforts to support
the Chinese people in their fight against COVID-
19.”% CCTV then renewed the blackout until March
2022, after the Beijing Olympics, when games
unceremoniously began reappearing.

In the three-year gap in coverage, NBA team owners
and players largely stayed silent while the league
worked behind the scenes to repair the relation-
ship. An ESPN in-depth investigation found that
while the NBA’s presence in China was worth an
estimated $5 billion that was shared equally among
the teams—including $1.5 billion for Tencent
streaming—many team owners also had “significant
personal stakes” in China through their business
interests.®® As the investigation concluded: “ESPN
examined the investments of 40 principal owners
and found that they collectively have more than
$10 billion tied up in China—including one owner
whose company has a joint venture with an entity
that has been sanctioned by the U.S. government.”®

That same owner, Micky Arison of the Miami Heat,
was a prominent advocate for human rights in
the United States. In 2020, Arison described the
Miami Heat’s commitment to social justice as “nev-
er-ending,” in the context of racial justice. ESPN
cited Robert Kuhn, an adviser to multinational
corporations operating in China and to Chinese
political leaders, explaining this conundrum:
“It’s a tension between those two poles. . . to see
companies promoting social justice in the U.S. but
staying silent on what would be perceived to be
far worse issues in China. This is going to be an
issue for the rest of our working lives.”52

Not long after the Daryl Morey incident, Enes
Kanter Freedom, who played for the Boston Celtics,
publicly criticized human rights abuses in China.
Kanter Freedom called on his teammates and
others in the NBA to speak out against Chinese
human rights abuses, and he decorated his game
sneakers with phrases about Uyghurs, forced labor,

and related issues. Tencent dropped Celtics games
in response. The NBA responded that Freedom
was allowed to wear shoes advocating his causes
and supported his right to speak out. However,
Freedom told CNN in 2021 that he was heavily
criticized for speaking out against China. “I've
been talking about all the human rights violations
and injustices happening in Turkey for 10 years,
and I did not get one phone call,” he said. “I talk
about China one day, and I was getting a phone call
once every two hours.”® Freedom was traded in
February 2022 to the Houston Rockets, who waived
his contract less than a week later.* A Chinese
journalist from China Daily, an English-language
newspaper owned by the CCP, trolled Freedom.
“Now you don’t play basketball,” the journalist
said. “John Bolton can play you more.”%

HOLLYwOOD

Arguably, China’s soft power has been most sig-
nificant in its relationship with Hollywood. The
size of the Chinese movie market can substantially
influence the profitability of a film, Chinese censors
let a limited number of films into its market each
year, and those censors have along and inconsis-
tently implemented set of criteria for what makes
a good movie. As a result, Hollywood producers
will self-censor by removing any elements that
could be perceived as critical of China. Produc-
ers sometimes also add elements that appeal to
Chinese audiences and bureaucrats. As a report
by PEN America, a nonprofit organization that
supports artistic freedom and human rights, sum-
marized, “The result is a system in which Beijing
bureaucrats can demand changes to Hollywood
movies—or expect Hollywood insiders to anticipate
and make these changes, unprompted—without
any significant hue or cry over such censorship.”%

Chinese influence on Hollywood has escalated
in the last decade, but the trendline began in the
mid-1990s after Mao’s death. Beijing agreed to
allow 10 imported movies a year, starting with The
Fugitive. But it was Titanic’s box office numbers in
China—with $44 million in revenue—that made
Hollywood take notice of the potential scale of the
Chinese market.*’

Two movies about Tibet in 1997 demonstrated
that Beijing had both the will and the muscle to
influence the movie market. Kundun, produced
by Disney, and Seven Years in Tibet, produced by
Sony, both featured the Dalai Lama and his Tibetan
homeland. Neither film ever appeared on Chinese
screens, and Beijing banned both companies entirely
from China.% While discussing his 2022 book Red



Carpet: Hollywood, China and the Global Battle for
Cultural Supremacy with NPR, Erich Schwartzel
described the following scene:

The executives at Disney . . . knew if they can-
celed the production [of Kundun] as the Chinese
authorities had requested, they would have
been tarred in the Hollywood community for
squelching free expression, for muzzling Mar-
tin Scorsese. They knew that they would have
a lot of domestic blowback if they did that,
too. So they had to really thread the needle.
And what they ultimately decided to do was
release Kundun into theaters, but bury it. And
so Kundun was released on Christmas Day on
four screens, and then when it didn’t perform
well, the Disney executives used that lousy
performance to justify not expanding it much
further. And actually, despite all their efforts,
they still were banned in China, and the then
CEO Michael Eisner had to fly over to Beijing a
year later and meet with officials and apologize.
There’s a fascinating transcript that exists of his
meeting with a Chinese official in which he says,
“The bad news is that the movie was released.
The good news is that nobody saw it.”*

Hollywood’s incentive to play to China’s interests
grew considerably in 2012 after then vice president
Biden and his counterpart, then vice president Xi
Jinping, negotiated a higher quota of 34 movies per
year, along with a hike in the percentage of ticket
sales that go to back to the studios.” By 2018, China
surpassed the United States in quarterly box office
revenue.” In 2020, China officially surpassed the
United States as the world’s biggest box office.”
China had more than 80,000 screens, compared
to approximately 39,000 in the United States.”

Any film that hopes to capture some of this vast
revenue must first get past Chinese censors in the
Central Propaganda Department, the Ministry of
State Security, the State Ethnic Affairs Commission,
the Ministry of Public Security, the State Bureau
of Religious Affairs, the Ministry of Education, the
Ministry of Justice, the MFA, and numerous other
bureaucratic entities.” In 2016, Beijing passed
the Film Industry Promotion Law, including the
following list of reasons content could be banned:

m Violations of the basic principles of the
constitution, incitement of resistance to
or undermining of implementation of
the constitution, laws, or administrative
regulations;
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m Endangerment of the national unity, sover-
eignty or territorial integrity; leaking state
secrets; endangering national security;
harming national dignity, honor or inter-
ests; advocating terrorism or extremism,;

m Belittling exceptional ethnic cultural tradi-
tions, incitement of ethnic hatred or ethnic
discrimination, violations of ethnic customs,
distortion of ethnic history or ethnic histor-
ical figures, injuring ethnic sentiments or
undermining ethnic unity;

m Inciting the undermining of national religious
policy, advocating cults or superstitions;

m Endangerment of social morality, disturbing
social order, undermining social stability;
promoting pornography, gambling, drug use,
violence, or terror; instigation of crimes or
imparting criminal methods;

m Violations of the lawful rights and interests
of minors or harming the physical and psy-
chological health of minors;

m Insults or defamation of others, or spreading
others’ private information and infringe-
ment of others’ lawful rights and interests;

m Other content prohibited by laws or admin-
istrative regulations.”

Article 36 of the same law goes further, saying that
the Chinese state supports films that “transmit the
glorious Chinese culture or promote core social-
ist values.””® To reach these vague and arbitrary
standards, studios have cast mainland Chinese
actors, shot parts of films in China, and even in-
vited Chinese regulators to visit their sets.”” In the
2014 film Transformers: Age of Extinction, Mark
Wahlberg’s character withdraws money from a
China Construction Bank ATM while in Texas. In
another scene from the same film, a character
buys Chinese protein powder at a Chicago con-
venience store.

One studio was shocked by the vague objection
that got its film, In Good Company, banned. In the
film, a young businessman gets a job and displac-
es his older boss. Chinese censors said that they
would not allow a movie centered on a younger
generation challenging the system.” The Marvel
Studios film Shang-Chi and the Legend of the Ten
Rings was designed with China in mind, but China
banned the film—almost certainly for political
reasons. Simu Liu, the lead actor in the movie, left
China in the mid-1990s and criticized his former
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country as a third world country whose people
“were dying of starvation.””

With such themes getting films banned, film stu-
dios do not dare take on third rail topics, such as
the Uyghur oppression, Taiwanese independence,
or Hong Kong. As one Hollywood producer ac-
knowledged: “All of us are fearful of being named
in an article even generally discussing China in
Hollywood.”® Another Hollywood producer put
it bluntly: “It’s hard for people to speak on the
record if they want to keep their jobs.”® In an
additional example of Chinese influence, Chloe
Zhao was lauded by Beijing as an acclaimed di-
rector until an old interview surfaced where she
said that in China “there are lies everywhere.”82
Beijing responded by deleting social media cele-
brations of her Oscar win, canceling the release
of her celebrated film Nomadland, and banning
the movie Eternals, which she directed.

China has also begun to produce higher-quality
films, squeezing the space available for Hollywood
blockbusters. In 2020, the top 25 highest-grossing
movies of all time in the box office in China in-
cluded only seven Hollywood films. The rest were
produced in China or Hong Kong. One example
of a made-in-China blockbuster was Wolf Warrior
2. As one U.S. academic wrote, the movie “ham-
mers away at a single message: China is bringing
security, prosperity, and modern health care to
Africa, while the United States is bringing only
misery.”®® The movie made $802 million, making
it one of the highest-grossing films in Chinese
history. Similarly, the movies Operation Mekong
(2016) and Operation Red Sea (2018) describe
Chinese soldiers as virtuous and brave and are
explicitly anti-American.? In 2021, China released
The Battle at Lake Changjin, a fictitious account
of the 1950 Battle of the Chosin Reservoir during
the Korean War. The movie, which centers around
a conventional battle between U.S. and Chinese
forces, garnered nearly $1 billion at the worldwide
box office, making it the highest-grossing Chinese
film of all time.?

In yet another example of Chinese influence in
Hollywood, the U.S. actor John Cena, one of the
stars of F9 (from the “Fast and Furious” series),
referred to Taiwan as a country—and then went
to great lengths to apologize.® The producers had
worked hard to position the movie for success in
China. It was coproduced with the state-owned
China Film Group Corp., and it premiered in Chi-
na more than a month before it appeared in the
United States, at a time suitable for the Chinese
centenary celebrations.®” But Cena, who was taking

Mandarin lessons, told a Taiwanese broadcaster in
Mandarin that “Taiwan is the first country that can
watch F9.”# Cena then issued a rambling apology
in Mandarin on Weibo: “I made a mistake, I must
say right now. It’s so, so, so, S0, S0, so important. I
love and respect Chinese people. .. I'm very sorry
for my mistakes. Sorry. Sorry. 'm really sorry. You
have to understand that I love and respect China
and Chinese people.”® F9 then grossed $136 million
in its first weekend in China, more than double
its North American box office take.*

Executives in the NBA, Hollywood, and other busi-
nesses understand that China is watching them,
including what their executives say in public.
For anyone hoping to tap into China’s enormous
consumer market, the deal is clear: align with
the approved narratives of the CCP or jeopardize
profits. In this way, the fear of losing access to the
Chinese market advances the CCP’s propaganda
efforts in foreign information environments.

LAWFUL POLITICAL INFLUENCE
AND INFORMATION ACTIVITIES

In addition to targeting the media environments of
foreign countries, China attempts to spread propa-
ganda by directly influencing political leaders and
institutions. China—like other nation-states—enlists
overseas consultants, lobbyists, and public relations
experts to conduct a wide range of information
activities on its behalf. In many countries, political
campaign financing and foreign agent registra-
tion laws are designed to prevent interference in
domestic policy deliberations and elections. Such
regulations include the Foreign Agent Registration
Act (FARA) and the Lobbying Disclosure Act (LDA)
in the United States, the Foreign Influence Trans-
parency Scheme (FITS) and the Electoral Funding
and Disclosure Reform Act in Australia, and the
proposed Foreign Influence Registration Scheme
(FIRS) in the United Kingdom.

Although governed by certain country-specific
prohibitions and reporting requirements, mecha-
nisms such as FARA, LDA, and FITS are primarily
designed as disclosure statutes in that they are
intended to ensure that government officials and
the public are aware of the true source or spon-
sor of certain sources of information.”* As such,
many of the public relations, lobbying, and other
political activities of registered “agents of foreign
principals” are not forms of covert influence, as
the connection between the domestic “agent”
and the “foreign principal” is a matter of public
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record. Nevertheless, China and other countries
recognize that adept navigation of these disclosure
requirements provides an important vehicle for
shaping policy, opinions, and broader discourse
about issues of strategic concern.

While transparency regulations provide tools for
governments and their citizens to identify direct
connections between certain activities and their
foreign sponsors, these regulations are often not
set up to disclose incidents in which foreign agent
activities have indirect or second-order impacts.

To evaluate the types of activities that Chinese
actors undertake under transparency statutes,
the CSIS research team focused on documents
that are made available to the public under the
United States’ FARA and LDA statutes as well as
documentation made available to the public pur-
suant to Australia’s FITS program. Overall, these
transparency statutes reveal the range of activities
that are conducted by registered agents in the
United States and Australia, which includes work
for four general categories of foreign principals:

m Category 1: Chinese government estab-
lishments, including embassies and local
consulates (which are required to be dis-
closed under FARA);

m Category 2: Organizations widely attributed
to the CCP’s united front efforts, including the
China-United States Exchange Foundation
and the China Council for the Promotion of
International Trade (which are typically
disclosed under FARA);%

m Category 3: State-owned or state-affiliated
enterprises, such as Huawei, Hikvision, DJI,
and Bytedance (which could be disclosed
under FARA or the LDA, depending on the
type of activity); and

m Category 4: State-owned media franchises,
such as China Daily and CGTN (which are
typically disclosed under FARA).

In January 2023, for example, 15 Chinese “foreign
principals” were actively registered under FARA,
with a total of 22 U.S.-based “foreign agents” rep-
resenting these entities.” Since 2017, a total of 38
Chinese foreign principals have registered under
FARA, several of them repeatedly as they commis-
sioned new work on China’s behalf. Since 2010, a
total of 75 FARA registrations have been associated
with China, ranking Beijing seventh among all
foreign powers, ahead of the eighth-place United
Arab Emirates (64 registrations) and behind South
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Korea and Turkey (tied at 78 registrations). U.S.
entities engaged in certain lobbying activities are
exempt from FARA if they opt to register under the
LDA, aslong as they are not lobbying on behalf of
a foreign government or a foreign political party.
Much of the lobbying activity that is conducted on
behalf of a Chinese state-owned and state-affiliated
enterprise is disclosed through the U.S. Congress’s
LDA reporting system rather than through FARA.
Since 2005, a total of 116 Chinese-owned entities
have registered lobbying activities under the LDA,
which includes the U.S.-based lobbying activities
of many high-profile Chinese technology compa-
nies, such as Hikvision, Lexmark, Lenovo, DJI,
Bytedance, and Huawei.**

The remainder of this section focuses on the ac-
tivities undertaken on behalf of entities registered
under FARA that fall under the first two categories
referenced above. It is within the activities of these
two types of foreign principals where an “influence
the influencer” approach to Chinese propaganda is
most pronounced, as will be described in specific
examples below. Moreover, these activities are
often different from those conducted on behalf
of the entities included in the third and fourth
categories. The connections between the foreign
principal and the foreign agent are often much
clearer, as the activities of the foreign agent are
often conducted clearly under the banner of the
foreign principal. Examples include the rebroadcast
and distribution of Chinese state media as well as
instances in which U.S. public relations firms may
assist with brand awareness and marketing, such
asinthe case of a U.S. firm that managed Huawei’s
U.S.-based social media accounts.®

The following example highlights how the Chinese
government and organizations associated with the
CCP’s broader united front work navigate FARA
requirements to conduct information operations
and perception management activities that can be
difficult to measure and complicated to attribute
to China. In December 2021, a U.S.-based public
relations firm registered as a foreign agent after
signing a $300,000 contract with the Consulate Gen-
eral of the People’s Republic of China in New York
to develop a social media campaign to promote the
2022 Beijing Winter Olympics. As stipulated in the
contract, the Chinese government had the authority
to approve all content generated in support of the
campaign and directed the specific themes that the
campaign should emphasize, including “Beijing’s
history, cultural relics, modern life of people, new
trends, etc.” and “any good things in China-US
relations.”®® The U.S.-based public relations firm
subsequently worked through an intermediary
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firm to hire 11 social media influencers to conduct
the consulate’s social media campaign.

As disclosed at the conclusion of the contract, a
total of 26 social media posts were paid for by
the Chinese government that reached 4 million
interactions across Instagram, TikTok, and You-
Tube. None of these social media posts needed to
disclose the actual sponsor of the content, which
was the Chinese government. Exacerbating the
challenge surrounding this type of influence,
the media firm working as China’s foreign agent
operated according to its obligations under FARA.
It disclosed its activities to U.S. Department of
Justice (DOYJ), including the various individuals
contacted pursuant to the work on behalf of the
Chinese consulate. Nevertheless, the social media
influencers hired as part of these efforts were
not subject to the same disclosure requirements.
Their social media posts needed no disclaimer
that their posts had ultimately been paid for by
China.?” The millions of social media users who
encountered the 26 sponsored posts could not
have known that the posts were connected to—and
paid for by—the Chinese government until the
details of the campaign were filed with the DOJ
in April 2022. This date came two months after
the Olympics concluded.

CONCLUSION

This chapter explored several ways that China is
extending the reach of its information and disin-
formation into foreign media and political environ-
ments, but it is by no means an exhaustive analysis.
Though the tool kit for spreading information and
disinformation is constantly evolving, China’s goal
remains the same: to increase Chinese power and
influence and decrease U.S. power and influence.
The CCP advances its goals through propaganda by
promoting a positive view of China and suppress-
ing and delegitimizing criticism. Without access
to unbiased information, international audiences
may fail to recognize and hold Beijing accountable
for its part in controversial issues.

Although the effects of information and disinforma-
tion alone are difficult to measure, one can look for
indicators of China’s success. The CCP has success-
fully established dominance over Chinese-language
media in the diaspora; created self-censorship in
some Western industries, including Hollywood;
and influenced content on some of the largest in-
ternational social media platforms. However, there
are limits to Beijing’s propaganda efforts. China

has also orchestrated an aggressive intimidation
and pressure campaign against multinational
companies—including conducting police raids of
U.S. companies Bain & Company and the Mintz
Group—in China.”® As U.S. Congressman Mike Gal-
lagher remarked in April 2023, “The CCP’s updated
counter-espionage law sends a loud, clear signal
to the world: there is no such thing as a private
company in China. . . . Our business leaders need
to take off their golden blindfolds and recognize
that the recent police raids of American companies
Bain and Mintz are not one-offs but part of a long,
proud tradition of exploitation.”*

Media outlets and digital platforms still publish
content that is critical of China. In addition,
views of China in the United States have become
increasingly negative over the past several years,
according to public opinion polls.® Unfavorable
views of China are also high in numerous In-
do-Pacific countries (such as South Korea, Japan,
Australia, and India) and European countries
(such as Sweden, the Netherlands, the United
Kingdom, and Germany).'* Nevertheless, China’s
propaganda efforts should not be underestimated
as the country continues to grow its sprawling
tool kit to control information internationally.



Everyone must remember: no
matter where you are, you are
sons and daughters of China.

-Xi Jinping’
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This chapter focuses on Chinese
Communist Party (CCP) efforts to
disrupt perceived security and
reputational harm through “united

front” work. Used in this context, united front
work involves activity to protect and bolster the
image of China and the CCP by monitoring and
countering criticism overseas. United front work
includes widespread intimidation and harassment
of Chinese students, diaspora communities, and
critics of Chinese domestic and foreign policy on a
global scale. It also includes activities conducted in
support of China’s soft-power agenda, which seeks
to influence individuals who are potentially well
positioned to amplify China’s preferred messaging
on political, economic, and academic issues. As
Stanford University professor Larry Diamond
summarized, “China is deploying classic Communist
Party ‘united front’ tactics to penetrate and coopt
the soft tissues of democracy—universities, think
tanks, research centers, new media, the arts,
corporations, community organizations, political
parties, and local governments.”?

United front work has evolved under Xi Jinping
as one of the cornerstones of the CCP’s efforts to
conduct a wide range of political influence and
information operations globally. The CCP’s main
organization for conducting united front work
is the United Front Work Department (UFWD).
However, there are also dozens of organizations

with both direct and indirect links to the UFWD
which are responsible for promoting CCP discipline
on a global scale, focusing primarily on Chinese
students and diaspora communities, and building
bonds with influential global political, business,
and academic leaders.

This chapter illustrates how united front work ma-
terializes across core elements of China’s political
warfare strategy. It focuses on how the united front
intersects with global institutions of higher learn-
ing, how the united front and its affiliates engage
in overseas political influence and interference,
and how the united front is deployed to extend
the reach of the CCP and China into worldwide
Chinese diaspora communities.

As this chapter argues, one of the most significant
impacts of China’s overseas united front work is
undermining the sovereignty of the countries where
these activities take place. In democracies, united
front activities often undermine the freedoms
that Chinese students and diaspora communities
are entitled to while residing in countries such as
the United States, Canada, Australia, the United
Kingdom, and many European states. China, often
operating under the guise of various united front
affiliated organizations, uses multiple tools to
harass, intimidate, and punish perceived enemies
overseas and their families in China. In other cases,
united front activities undermine sovereignty by
manifesting in varying levels of covert influence.
Beijing—often operating through various united



front-affiliated organizations—is adept at comply-
ing with foreign influence transparency regimes
in ways that often limit the public’s ability to fully
understand the scope of Beijing’s activities. This
chapter identifies several specific examples where
existing U.S. laws governing foreign media, lobby-
ing, and academic activities may not be capable of
shedding sufficient light on Beijing’s engagement
in these areas.

The remainder of this chapter provides an over-
view of the history of the united front and its
resurgence under the leadership of Xi Jinping. It
then analyzes available open-source evidence of
overseas united front work in the areas of higher
education, politics, and diaspora communities. Next,
it closes with a broader analysis of the impact of
these activities. As will be evident in all three of the
case studies, broader united front work integrates
efforts to make friends and punish enemies, with
the primary focus—as described by Xi Jinping in
early 2023—to build on the theme of “following
the party unswervingly and forging ahead in the
new era hand in hand.”*

THE UNITED FRONT'S HISTORIC
IMPORTANCE TO THE CCP

The united front is deeply rooted in the idea of
the modern People’s Republic of China (PRC) as
a unitary party state, with the CCP overseeing
all aspects of social, political, and economic life.
The concept of the “united front” (Zi4%), which is
rooted in Leninism, has served a central role in
the CCP since Mao Zedong described it as one of
the party’s “three magic weapons” (=ZNEE)—
alongside armed struggle and party building—in
1939.5 Mao was writing of the CCP’s temporary
alliances with Chiang Kai-shek and the Kuomint-
ang nationalists in the 1920s and, as he wrote in
1939, during the Second Sino-Japanese War. The
concept, as he envisioned it, emphasized unifying
diverse elements under the central control and
direction of the CCP. In the early years of the PRC,
this included the establishment of dozens of par-
ty-affiliated organizations designed to exert control
over the vast majority of Chinese citizens who
were not members of the CCP.¢ Although Chinese
leaders since Mao have rhetorically highlighted
the importance of the united front as a concept,
the party’s commitment to such work languished
for decades. It was not until the ascendance of
Xi Jinping that united front work reemerged as
a CCP priority, particularly as a key pillar of Chi-
na’s efforts to expand its global influence. As this

THE UNITED FRONT

chapter describes, the united front has reemerged
under Xi as a key component of Chinese political
warfare, with different elements operating under
the broader banner of “united front work” overseas
to shape perceptions, influence powerful friends,
and intimidate and punish the CCP’s enemies.

Since taking power, Xi Jinping has reenergized
and reformed united front work and made it a
critical element of China’s domestic and foreign
policies. This focus on united front work as part
of his leadership should come as little surprise
in light of his own prior writings on the subject.
In 1995, while still a CCP official in Fujian prov-
ince, Xi urged that united front efforts should be
expanded and prioritized: “We believe that the
work of overseas Chinese affairs in the new era
should break through geographical boundaries,
jump out of the scope of overseas Chinese affairs
departments, and make it a major event of the
party and governments at all levels, and a major
event of common concern and participation of
the whole society.”” Once in power, Xi echoed
Mao’s vision of united front work, including in
a September 2014 speech to the Chinese People’s
Political Consultative Conference, a key united
front organ: “The united front is an important
magic weapon for the Communist Party of China
to win the cause of revolution, construction, and
reform, and also to realize the greatness of the
Chinese nation. An important magic weapon for
revival.”® These remarks were quickly followed by
areorganization of the party’s approach to united
front work, which included the April 2015 release
of new “Regulations on the Work of the United
Front of the Communist Party of China,” hailed
by the CCP as “the first intra-party regulation of
our party on the work of the united front.” Ush-
ering in this new era for the united front, in May
2015, Xi presided over the first United Front Work
Conference in nine years. Notably, this convening
represented the first time in the party’s history
that the conference was held at the central, rath-
er than national, level, a significant elevation in
status within CCP governance. At this first ever
“Central United Front Work Conference,” Xi made
the overarching intent abundantly clear: “The pol-
icies implemented and the measures taken must
be conducive to maintaining and consolidating
the party’s leadership and ruling position.”*0

Reflecting the enduring importance and continued
evolution of united front work under Xi’s leader-
ship, the united front regulations were revised
again in late 2020.1* Additionally, in a series of
reorganizations that occurred in 2018 and 2019,
Xi transferred several critical overseas responsi-
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bilities from the Ministry of Foreign Affairs (MFA)
and merged the Overseas Chinese Affairs Office
into the CCP’s primary united front organ—the
UFWD. These moves consolidated many of the
responsibilities for monitoring, influencing, and
coopting diaspora communities into the UFWD.1?

The scope of the CCP’s united front work, both
domestically and abroad, is massive, and a full
accounting of the various entities through which
the party and the Chinese government advance
efforts through united front work would not be
practical to include in this chapter. Moreover, the
full scope of what formally distinguishes united
front work from other efforts to promote the inter-
ests of the CCP is often blurry. As such, it is difficult
to fully disaggregate China’s approach to united
front work from its broader global intelligence
and information warfare activities. As reflected
in the chapter on Chinese espionage operations
(Chapter 3), there is significant overlap between
China’s efforts to monitor, co-opt, and intimidate
overseas dissident groups and the priorities of
united front work.

In many circumstances, various patterns of Chi-
na’s overseas activities cannot be attributed to a
specific entity. For example, the Ministry of State
Security (MSS), Ministry of Public Security (MPS),
People’s Liberation Army (PLA), Central Commis-
sion for Discipline Inspection, and various united
front organizations engage in similar patterns of
behavior, particularly when antagonizing overseas
diaspora groups.

Several scholars have described the UFWD as a form
of intelligence service. There are justified reasons
for viewing the UFWD and the broader campaign of
united front work through this lens. Zhou Enlai—an
architect of China’s intelligence and security appa-
ratus—advocated for “nestling intelligence within
the United Front” and “using the United Front to
push forth intelligence.” As Zhou also reportedly
pointed out, “intelligence work should be done by
making friends and talking to each other, building
bases, establishing relationships, and going deep
into society.”** These are all core elements of united
front work in the modern era.

THE UNITED FRONT
IN ACADEMIA

Over the past decade, concerns about China’s
influence within global higher education have
steadily increased. This has included scrutiny

of the Chinese government-funded Confucius
Institutes on campuses worldwide. The Chinese
government established the Confucius Institute
program in 2004. Hanban, a Chinese government
agency chaired by a member of the Politburo and
the vice premier of China, oversees the program.
Its goals are to promote Chinese language and
culture, support local Chinese teaching overseas,
and facilitate cultural exchanges.'*

However, Confucius Institutes have stifled open
and free debate. Hanban hired and trained teachers
to oversee academic courses within U.S. universi-
ties, and research proposals had to be approved
by Hanban.'> Numerous examples of censorship
began to emerge by Confucius Institutes across
the globe—such as in Sweden, Portugal, Australia,
and Canada—stifling discussion in classrooms and
at conferences.’® Hanban instructed teachers in
Confucius Institutes to prevent the discussion of
issues that were politically taboo in China, such as
the status of Taiwan, the 1989 Tiananmen Square
massacre orchestrated by PLA forces, human
rights, China’s pro-democracy movement, and the
status of China’s beleaguered Uyghur population.'’
Marshall Sahlins, an anthropology professor at the
University of Chicago, argued that “by hosting a
Confucius Institute, they [universities] have become
engaged in the political and propaganda efforts
of a foreign government in a way that contradicts
the values of free inquiry and human welfare to
which they are otherwise committed.”®

Some U.S. intelligence and law enforcement offi-
cials also expressed alarm that the MSS was using
Confucius Institutes to recruit spies and collect
intelligence on Chinese individuals in the United
States. “The Chinese have multiple goals with
Confucius Institutes, including to monitor Chi-
nese communities in the United States and other
Western countries,” said the Central Intelligence
Agency (CIA)’s Mark Kelton. “The Chinese have
also been interested in influencing the tone of
debate on campuses and traditional espionage—
including spotting and recruiting individuals.”*?
James Olson, chief of counterintelligence at the
CIA, explained that China’s MSS “has an elaborate
spotting program to identify those students who
show political or cultural sympathy for China.”?° By
2009, there were 90 Confucius Institutes housed at
U.S. universities—including prestigious institutions
such as Columbia, Stanford, and Chicago—and
a total of 440 across the globe.?! But widespread
national security and other concerns about Con-
fucius Institutes led to a substantial reduction in
the number of these entities operating on campuses
in the United States and abroad.?



Other united front activities targeting higher edu-
cation include pro-China campaigns, particularly
through various Chinese cultural and academic
exchange initiatives. These united front activities
integrate tools to intimidate and punish enemies,
as Beijing deploys an increasingly strident and
aggressive approach to shaping and controlling
narratives around issues the CCP views as sensi-
tive. These activities manifest in a wide range of
global incidents—including in Australia, the United
Kingdom, and the United States—in which Chinese
government entities and proxies have engaged in
acts of intimidation, harassment, and censorship
targeting both Chinese nationals and students
and faculty who are critical of Chinese policy on
topics such as Taiwan, Hong Kong, Xinjian, the
South China Sea, and Tibet.

A key factor in the threat to higher education is
the financial dependency that some universities
have on various forms of Chinese funding. Ac-
cording to a U.S. Department of Education (DOE)
database documenting foreign donations, China
is the fifth-largest foreign source of financial
contributions to U.S. universities, accounting
for more than $2.8 billion in grants and con-
tracts since 1987. As acknowledged by the DOE
in 2021, however, these numbers are “systemati-
cally underinclusive and inaccurate,” as existing
obligations only require donations that exceed
$250,000 in a calendar year to be reported. The
DOE referred to existing reporting as “unaudited,
self-reported data” and suggested that “the public
have real reason for concern that foreign money
buys influence or control over teaching, research,
and possibly even U.S. government policy.”?® A
2019 U.S. Senate investigation corroborated the
DOE’s contention, finding that nearly 70 percent
of U.S. schools that received more than $250,000
to establish Confucius Institutes did not report the
donations to the DOE.*

Foreign student tuition is also a critical source of
revenue for many U.S. colleges and universities, as
these students—including Chinese students—often
pay full tuition. In some cases, such arrangements
have created significant financial dependencies
and, as fewer Chinese students have sought U.S.
visas following the Covid-19 pandemic, many
universities have experienced declines in Chinese
student populations and the corresponding rev-
enue. For several U.S. universities, the decline in
Chinese students may have decreased revenue by
more than $20 million per year.?

This level of financial dependence creates condi-
tions where Chinese united front and information
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activities may be more impactful. As discussed
throughout this report, Beijing is increasingly
weaponizing its global market power to control
speech on topics that it deems sensitive. China’s
ability to inflict financial harm has contributed
to several university decisions to comply with
Beijing’s efforts to suppress unwelcome narratives
and debate. This includes incidents such as the
University of Sydney’s 2013 effort to withdraw
support for an on-campus speech by the Dalai
Lama, despite having hosted a lecture the year
before about the Dalai Lama that was sponsored
by the campus’s Confucius Institute. After wide-
spread negative attention, the university reversed
course and allowed the speech.

Investigations in Australia, the United Kingdom, and
the United States have uncovered several methods
that the CCP leverages to shape perceptions and
control speech on university campuses. Many of
these threats reflect the long arm of the Chinese
party-state, which works through multiple united
front affiliated organizations—including Chinese
Student and Scholars Associations (CSSAs), the
Western Returned Scholars Association, and party
cells on foreign university campuses—in coordi-
nation with components such as the MSS, MPS,
and Central Commission for Discipline Inspection
to monitor and threaten students suspected of
speaking out on sensitive topics. Speaking before
the Western Returned Scholars Association in
2013, Xi Jinping admonished: “Everyone must
remember: no matter where you are, you are sons
and daughters of China.”?’

As documented in a testimony before an Australian
parliamentary committee and similar studies in
the United States and United Kingdom, this pol-
icy stance has resulted in cases where Chinese
students are harassed or intimidated by fellow
students or reported to the Chinese consulate or
embassy. Chinese law enforcement and security
agencies assist by intimidating or threatening
the China-based families of overseas students.
Students have also been jailed after returning to
China because of social media posts they made
while studying abroad.?

Efforts by the state security services and the CCP
to exercise control over overseas Chinese students
and discussions on the campuses where they study
is augmented by various united front entities,
such as the CSSAs that operate on hundreds of
university campuses worldwide. While CSSAs
provide important services to students studying
abroad, they have also been directly tied to efforts
to amplify Chinese messaging or suppress freedom
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of expression. In one 2022 example, the CSSA at
George Washington University launched a series of
Pprotests after posters created by an Australia-based
Chinese dissident artist appeared on campus. The
posters, which were designed to raise awareness of
Chinese human rights abuses in connection to the
2022 Beijing Winter Olympics, were decried by the
CSSA as “anaked attack on the Chinese nation” and
purportedly reflected “extremely vicious attacks
on all international students from China and Asian
groups.”? The university’s president responded by
ordering the posters removed. He later reversed this
position after widespread condemnation because
of the posters’ origin as a form of political protest.*

CSSAs are often mobilized to denounce critics,
stage counterprotests, or greet visiting Chinese
dignitaries. A Chinese diplomat who defected to
Australia in 2005 claimed that CSSAs “are in fact
controlled by the Chinese [diplomatic] mission and
are an extension of the Chinese communist regime
abroad.”* This contention is supported by various
incidents, including disclosures on various CSSA
websites and the acknowledged collaboration in
2017 between the CSSA at the University of Cal-
ifornia, San Diego and the Chinese Consulate in
Los Angeles to protest the Dalai Lama speaking
at the university’s commencement.3?

Although the CCP’s efforts to suppress freedom
of expression and speech on global university
campuses represent the most acute united front
threat to higher education, united front work
extends onto university campuses in other ways
that are more reflective of China’s soft-power
strategy. Globally, there are numerous groups—
similar to the Confucius Institutes—that focus on
promoting friendship and telling China’s story. One
notable example of how these programs work can
be observed in the activities of an organization
associated with the united front known as the
China-U.S. Exchange Foundation (CUSEF).

CUSEF was founded in 2008 by Tung Chee-hwa, a
Hong Kong-based billionaire, “to encourage con-
structive dialogue and diverse exchanges between
the people of the U.S. and China.”* Tung, a former
chief executive of Hong Kong, is a vice chairman of
the Chinese People’s Political Consultative Conference,
the CCP body that provides overall strategic guidance
to the UFWD. CUSEF sponsors several programs in
the United States, some of which are disclosed under
the Foreign Agents Registration Act (FARA). These
include work conducted on behalf of CUSEF by a
U.S. firm that arranges CUSEF-sponsored travel to
China for presidents and students from historically
Black colleges and universities (HBCUs), as well as to

manage a free Mandarin-language course of study
for HBCU students.** Other CUSEF activities have
included funding various initiatives, research, and
events at universities and think tanks. Although
some involved in these efforts attest that CUSEF
put no specific conditions or limitations on funding,
other experts such as Peter Mattis suggest the intent
is to pursue “ecological change.” As Mattis noted,
“If they cultivate enough people in the right places,
they start to change the debate without having to
directly inject their own voice.”*

POLITICAL INFLUENCE
AND INTERFERENCE

The soft-power approach to united front work of
groups such as CUSEEF is particularly relevant to
CCP efforts to influence domestic political discourse
in foreign countries. This includes additional work
by CUSEF—working through another FARA-regis-
tered foreign agent—to arrange travel for former
members of U.S. Congress to China “on educational
trips to exchange views on U.S.-China relations.” In
addition to facilitating travel, this representative
works with CUSEF to engage with other influential
Americans, such as current and former members
of Congress and their staff and conducting “policy
and political intelligence gathering and analysis
on China issues.”3

Another Chinese-affiliated entity, the U.S.-China
Transpacific Foundation, works through the same
U.S.-based representative to arrange travel to China
for current congressional staff, paying for such travel
pursuant to the Mutual Education and Cultural Ex-
change Act, which allows U.S. government personnel
to accept travel paid for by foreign governments.
These exchange visits are often co-sponsored by
the Chinese People’s Institute of Foreign Affairs,
which, according to its mission statement:

... [is] guided by Xi Jinping Thought on So-
cialism with Chinese Characteristics for a New
Era and Xi Jinping Thought on Diplomacy; is
committed to “making friends for the country”
by taking concerted actions with China’s over-
all diplomacy, expanding foreign exchanges,
telling Chinese stories, promoting interaction
between China and the rest of the world, and
facilitating the building of a community with
a shared future for mankind.¥

As such, the development of these exchange pro-
grams can be directly correlated to China’s broader
united front work.



Beijing also pursues broader campaigns of for-
eign political influence and interference that
are closely tied to the united front. In the United
States, Australia, the United Kingdom, and across
continental Europe, China conducts a range of
political influence activities via several united
front-affiliated organizations. In some circumstanc-
es, these activities can be interpreted as efforts
in long-term seeding and influence. As Federal
Bureau of Investigation (FBI) director Christopher
Wray argued in 2022: “The Chinese government
understands that politicians in smaller roles today
may rise to become more influential over time.
So they look to cultivate talent early—often state
and local officials—to ensure that politicians at
all levels of government will be ready to take a
call and advocate on behalf of Beijing’s agenda.”3®

China’s efforts to influence domestic politics
emerged as a firestorm after events in 2016 re-
vealed several links between CCP money and
Australian politicians. The most prominent case
involved billionaire property developer Huang
Xiangmo, who moved from China to Australia
in 2011. In the weeks leading up to the 2016 fed-
eral elections, Xiangmo and Australian senator
Sam Dastyari came under scrutiny after Dastyari
spoke at a press conference organized by the
Australian Council for the Promotion of Peaceful
Reunification of China.* The council’s mission is
to build relationships and promote messaging in
Australia in support of the reunification of China
and Taiwan. It is an official branch of the China
Council for Promotion of Peaceful Reunification
of China, which is a prominent component of the
united front. In reference to territorial disputes
in the South China Sea, Dastyari said at the press
conference: “The Chinese integrity of its borders
is a matter for China, and the role that Australia
should be playing, as a friend, is to know, that with
the several thousand years of history, thousands
of years of history, where it is and isn’t our place
to be involved.”*® Dastyari’s remarks parroted
a common CCP talking point and were in direct
contradiction to the position taken by Labor Par-
ty shadow minister Stephen Conroy just the day
before, who had sharply criticized China’s island
building and pledged that a Labor government
would support freedom of navigation operations.*

Dastyari initially denied making the remarks,
but recordings released in 2017 confirmed that
he did. Although no laws were broken, the event
and Dastyari’s association with Xiangmo sparked
political backlash that led to Dastyari apologizing
and resigning from his position within the party.
A series of ensuing media investigations revealed
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that Xiangmo had previously paid legal bills for
Dastyari and threatened to withhold a $450,000
donation to the Labor Party if it did not soften its
stance on China’s activities in the South China Sea.*?
In the end, Dastyari resigned from parliament in
December 2017 after it was revealed that he had
alerted Xiangmo to the possibility that his phone
was being monitored by Australian and U.S. in-
telligence agencies.* Huang Xiangmo’s Australian
residency was canceled in 2019 over concerns
about his political donations and connections to
the united front.

In response to the Dastyari affair and other similar
controversies, Australia passed a series of campaign
finance, counter-interference, and espionage laws.
In July 2022, a Chinese man accused of planning
foreign interference was committed to stand trial
in Victoria’s County Court.* Di Sanh Duong was
the first person to be charged under Australia’s
new foreign interference laws, and his case pro-
vides the first test of the scope of the law, which
criminalizes the intent to interfere with Australia’s
political institutions or support the intelligence
activities of a foreign government.

Similar influence campaigns involving the united
front have been identified in the United Kingdom.
In January 2022, the United Kingdom’s Security
Service (MI5) issued a rare interference alert to
the UK parliament warning of a Chinese agent
seeking to establish links between the CCP and
current and aspiring members. Christine Ching
Kui Lee was active in UK political circles for more
than a decade, and her law firm made several
sizeable donations to members of the UK gov-
ernment. Although none of Lee’s activities were
explicitly illegal and she had been on MI5’s radar
for several years, the formal alert was issued after
she deliberately concealed her connection to the
UFWD. Following MI5’s warning, Lee reportedly
stepped down from leadership positions of her UK
businesses. Speaking on the issue during a joint
address with FBI director Christopher Wray in July
2022, director general of MI5 Ken McCallum said,
“The UK is a free country and people are free to
hold whatever opinions they choose. But if their
advocacy of CCP positions is a consequence of hid-
den manipulation, I would prefer for them—and
us—to be conscious of that.”*

While the preceding U.S., Australian, and UK ex-
amples reflect how China successfully navigates
the idiosyncrasies of these legal systems to con-
duct influence activities without breaking laws,
the same cannot be said of other incidents—most
notably recent reports of Chinese bribery in the
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Solomon Islands. Recent controversies on the
islands involving the country’s current prime
minister, Manasseh Sogavare, have caused polit-
ical unrest and drawn concern from the United
States and others.

Sogavare has served four terms as prime minister
of the Solomon Islands. Two of his previous terms
were cut short by no-confidence motions, and his
current term began amid no less controversy. In
2019, he ran for parliament and eventually became
the prime minister after several days of intense
backroom negotiations. Shortly after taking office,
Sogavare announced that the Solomon Islands
would recognize the Chinese government in Bei-
jing, despite having personally called for the UN
General Assembly to recognize Taiwan just two
years earlier.?® This reversal led to accusations
that Beijing had influenced Sogavare’s return to
office. Several members of parliament claim that
they were approached with bribes from Beijing to
support the decision to recognize China around the
same time.*” The deputy leader of the opposition,
Peter Kenilorea, Jr., claimed he was made an offer
of $1 million to “say nice things about China” and
that it was “an open secret that money is always
involved in these things.”*8

In late 2021, Sogavare survived another vote
of no confidence. Ahead of the vote, the prime
minister’s office legally distributed $2.49 million
from a national fund to 39 of the parliament’s 50
members.* The money in the fund was provided by
the Chinese government, who agreed to continue
the practice originally established by Taiwan.*
Critics argued Sogavare was engaged in vote
buying to remain in office and advance China’s
political interests.5! Four months later, Sogavare
announced that the Solomon Islands had signed
a security agreement with China, sparking fears
that Beijing was moving closer to establishing
military basing on the islands.>

CONCLUSION

As this chapter noted, the activities implement-
ed under the banner of the united front mirror
broader patterns of activity that align with China’s
approach to political warfare. There is a clear pat-
tern of harassment and intimidation that serves
a key role in the activities of the united front.
The CCP’s overarching mission is to consolidate
direction and control over all elements of Chinese
society. Since the party’s founding, the mission of
exerting control over individuals and groups that

are not directly subordinate to the party has been
the primary purpose of united front work. China’s
increasingly global ambitions, alongside the on-
set of the digital age, has dramatically expanded
the areas that the party-state views as central to
sustaining its unquestioned control over domestic
and foreign discourse about China. It is in this
area where China’s repressive efforts under the
banner of the united front are most corrosive.

Extending the party’s arm beyond China’s bor-
ders—to suppress freedom of expression implicitly
or explicitly in countries where that freedom is a
protected right—is a violation of sovereignty and
responsible statecraft. Investigations across aca-
demia and civil society suggest that these efforts
disproportionately affect diaspora communities,
but they also extend beyond direct threats and
into forms of self-censorship. In one example, 25
academics in Australia acknowledged that they
were hesitant to speak on issues such as Xinjiang
and Hong Kong out of fear that they would be
recorded, doxxed, or harassed.>® The stakes for
diaspora communities are much higher. This
can be observed across multiple lines of effort,
including in activities carried out under Opera-
tion Fox Hunt (as noted in Chapter 3) and in the
intimidation and threats that Chinese citizens and
their families in the mainland endure when they
are perceived as deviating from the party’s strict
control over thought and speech.

The impact of China’s soft-power efforts under
the banner of the united front is also difficult to
measure. Nevertheless, the evidence suggests that
Chinese money and influence can translate into
favorable policies, even in Western-style democ-
racies. These soft-power efforts include hundreds,
if not thousands, of united front-connected groups
that focus on shaping perceptions about China’s
views on issues of strategic importance, such as
reunification with Taiwan, territorial rights in the
South China Sea, democracy, and human rights.
Reflecting the integration of multiple tools of national
power in support of Beijing’s information warfare
strategy, the soft-power elements of united front
work augment China’s public diplomacy, economic
development, and perception management efforts.

Multiple investigations of political influence and
interference in Europe further underscore how
various state organs, such as elements of the
Ministry of Commerce and MFA, align with non-
state actors operating under various united front
banners to build networks of influence at the
national and subnational levels.*® This includes
synchronizing the domestic political activities of



overseas united front organizations (such as the
All-China Federation of Returned Overseas Chi-
nese, the Council for the Promotion of the Peaceful
Reunification of China, and the Soong Ching Ling
Foundation) with overseas state media and China’s
bureaucratic organizations (such as the MFA’s
Chinese People’s Association for Friendship with
Foreign Countries and the Ministry of Commerce’s
China Council for the Promotion of International
Trade). Ultimately, these efforts are designed to
promote positive perceptions of China’s strategic
efforts, focusing on cultivating influential voices
and decisionmakers across all elements of society,
often integrating economic benefits and other
enticements like the bribes used in the case of the
Solomon Islands.
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"Constructing a maritime
superpower" is an important
component of the cause of socialism
with Chinese characteristics in the
new era, and is the essence of
Xi Jinping's maritime strategy,
which has been developed on
the basis of thinking on the
seas by successive generations
of collective leadership.

-Jia Yu and Zhang Xiaoyi'

IRREGULAR



Equipped with a spiral of sharp,
gnawing metal teeth and measuring
140 meters (459 feet] in length and
2,800 tons in deadweight, the Tian
Kun Hao is the largest ship of its kind

in Asia.? As the ship sets to work, it lowers its
steel-tooth-lined cutter head into the sea floor—up
to 35 meters below the surface—and tears apart
the earth, breaking through anything from soft
clay to solid rock at a rate of 6,000 cubic meters
per hour.* The resulting sand is pumped up and
out of the water, then sent to be used in a variety
of ways, from components of concrete and mortar
for buildings to the foundations of artificial island
chains. This operation, however, is far from just
a technologically advanced construction project;
it is also an example of political warfare.

This chapter examines Chinese irregular military
activities, which are an important part of political
warfare. As used here, irregular military actions
consist of activities short of conventional warfare
that are conducted by forces linked directly or indi-
rectly to the state and that are designed to expand a
country’s influence and legitimacy. As highlighted
later in this chapter, one example is the use of sand
dredgers—rather than destroyers or battleships—to
build islands in disputed territory and turn them into
military bases. Irregular military activities appeal
to China because they enable Beijing to expand its
geopolitical power and influence—including terri-

torial claims—in a manner that avoids provoking
major pushback from other states or escalation
into conventional warfare. This chapter considers
actors such as the People’s Liberation Army (PLA),
PLA Navy (PLAN), the PLA Air Force, the PLA Rocket
Forces, and the People’s Armed Forces Maritime Mi-
litia (PAFMM), as well as private security companies
and other non-state actors.

China’s irregular military capabilities are closely
tied to the nation’s growing emphasis on maritime
power and reach, which is deeply rooted in its un-
derstanding of both Western and Chinese history.
China views itself as one of the first nations to
leverage the power and resources of the sea. Chi-
nese historical accounts and state rhetoric typically
trace this thread to Guan Zhong, a high-ranking
philosopher who lived from approximately 720 to
645 BCE. He advised that the Qi state should pursue
a “monopoly on mineral and maritime resources”
(EWEAAH), which led to comprehensive
economic, political, military, and cultural devel-
opment.’ Furthermore, the Chinese government
completed a study in 2006, titled The Rise of Great
Powers, that assessed the reasons for the assent of
nine Western nations to “great power” status. The
study’s conclusions linked state power to economic
development resulting from trade and facilitated
by naval power—highlighting the importance of
maritime economic connections.®

As Xi Jinping argued to the Eighth Collective Study
Session of the Chinese Communist Party (CCP)
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Politburo in 2013, “Historical experience tells us
that orienting to the ocean will lead to prosperity,
while abandoning the ocean will lead to decline.
A strong country is a strong maritime power, and
a weak country is a weak maritime power.”” He
therefore argued in favor of building China into
a maritime superpower, which would be strong
and outward looking. It would aim to secure Chi-
na’s local security and sovereignty claims as well
as to expand and protect Chinese economic and
geopolitical interests abroad.

As aresult, China’s maritime strategy rests on the
concepts of “near-seas defense” GIEBA7H) and
“far-seas protection” (GZ&/&B5 12). Although these
ideas were publicized in 2015 as the strategy of
the PLAN, they also appeared in earlier Chinese
strategic documents and were largely inspired by
the ideas of Mao Zedong and Alfred Thayer Mahan.?
Near-seas defense refers to efforts to secure and
defend territorial claims, while far-seas protection
encompasses “distant ocean mobile operations
and non-warfare military activities” that serve
to spread and protect Chinese geopolitical and
economic influence globally.® Chinese strategists
have typically defined the far seas as the waters
beyond the First Island Chain.?

The dichotomy between near and far seas does
not imply full, systematic coordination of strategy,
either within each realm or across the two. In fact,
the concept of a “unified maritime strategy” ;&
7F4EEE) is relatively rare within Chinese strategic
analyses, and coordination across maritime opera-
tions has only begun to improve in recent years.!
The juxtaposition between near and far seas in
this analysis also is not intended to imply that all
irregular military activities must be maritime.
Still, it is a useful framing device to understand
how Beijing conceptualizes its spheres of power,
particularly as the country increasingly turns to
irregular activities both to enforce its territorial
claims near the mainland and to spread influence
and power abroad.

While many past analyses of Chinese irregular
activities focus on Beijing’s activities in and around
the South and East China Seas and territorial
disputes with neighboring states, this chapter
expands the scope of activities assessed to include
military-linked channels through which Beijing
advances geopolitical goals further abroad. This
includes the role of private security companies in
advancing China’s Belt and Road Initiative (BRI),
research efforts that feed directly into Chinese
strategic goals, and China’s newest international
project: the Global Security Initiative.

Most of China’s irregular military activities rely
on allegedly routine military activities and com-
mercial entities, enabling Beijing to spread power
and influence under a guise of deniability. The
majority of these activities, including those that
rely on civil-military fusion, are not illegal and
can pass as routine economic activity, research,
or statecraft. Xi Jinping perceives “civil-military
fusion” (ERREE) as a key component of China’s
strategic advancement.? In his address to the 19th
Party Congress, he pledged to “deepen reform of
defense-related science, technology, and industry,
achieve greater military-civilian integration, and
build integrated national strategies and strategic
capabilities.”*® During his address to the 20th Party
Congress, Xi similarly vowed to “better coordinate
strategies and plans, align policies and systems, and
share resources and production factors between
the military and civilian sectors.”* Furthermore,
the emphasis on companies and other economically
driven actors as tools of strategic advancement is
also connected to China’s perception of economic
development and advancements in technology as
the key drivers of interstate competition.

The number and diversity of these efforts are highly
concerning and may become more threatening as
China increasingly focuses on global ambitions, such
as its newly formulated Global Security Initiative.
While it is possible to comprehensively examine
the state of Chinese activities in, for example, the
South China Sea, it becomes increasingly difficult
to track and counter the totality of Chinese political
warfare efforts on a global scale. Still, the absence
of centralized, strategic oversight to coordinate
these diverse and deniable activities may limit
their effectiveness.

This chapter draws on a variety of primary and
secondary sources, including Chinese research
publications, government white papers and press
releases, and speeches by officials; analysis and
data reported by U.S. and partner governments
and research institutions; satellite imagery; and
a new CSIS-created data set of Chinese private
security companies operating abroad, including
their locations and primary services.

The remainder of this chapter is divided into
three main sections. The first section provides an
overview of China’s primary near-seas activities,
including the use of sand dredgers; coercion through
military exercises, harassment campaigns, and
forward deployments; the PAFMM; and electronic
warfare. The second assesses China’s main far-seas
activities, including private security companies,
strategy-driven research, and the Global Security



Initiative. The final section provides a brief anal-
ysis of recent trends in Chinese irregular military
activity and their implications for the United States
and its partners.

NEAR-SEAS ACTIVITIES

China’s near-seas activities primarily focus on
maintaining or securing its claims of sovereignty
in the South and East China Seas—the world’s most
contested waters. Despite Beijing’s phrasing of
near-seas defense, the majority of these activities
are offensive, justified by the CCP as constituting a
response to existential threats. In the same speech
in which Xi Jinping declared that China would
become a maritime superpower, he explained:

On the one hand, we must persist in resolving
[territorial] disputes through peaceful methods
and negotiation methods. . . . On the other
hand, we must be prepared to deal with various
complex situations, strengthen the building of
forces for the protection of maritime rights and
law enforcement, accelerate
the pace of construction of a
modernized navy, improve
maritime rights protection
capabilities, and resolutely
safeguard China’s maritime
rights and interests. We love
peace and adhere to the path
of peaceful development, but
we must never give up our
legitimate rights and inter-
ests, let alone sacrifice our
country’s core interests.®

China is willing to push the bound-
aries of “peaceful methods” when
disputes threaten what the state
believes to be its legitimate and
core interests. In order to avoid
broader military escalation,
however, China typically aims to
maintain or secure its territorial
claims through irregular means.

Figure 7.1

Disputed Territorial Claims in the South and East
China Seas

This section outlines four such
irregular methods: the use of
sand dredgers; military exer-
cises, harassment campaigns,
and forward deployments; the
PAFMM,; and electronic warfare.
It examines the nature of these
methods and their relationship
with the Chinese government,
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examples of recent activity, and the results and
implications of their use to further China’s near-
seas goals. These military-linked activities are also
frequently accompanied by actions in the legal
and information spaces.

SAND DREDGERS

Sand dredgers, such as the Tian Kun Hao discussed
at the beginning of this chapter, are specialized
pieces of equipment that use cutter bars or drills on
booms to break up the dirt and rock at the bottom
of a body of water and then remove and transport
the resulting sand and debris for processing and
use in various construction projects.!” Figure 7.2
depicts the typical components of this process.

Prior to the 2017 unveiling of the Tian Kun Hao—
described by its designers as a “magical island-mak-
er”—the crown jewel of Beijing’s dredging fleet
was the Tian Jing Hong, which measures 127
meters (417 feet) long and weighs 2,400 tons.*®
Over the past decade, this self-propelled cutter
suction dredger spearheaded many of China’s
geographic construction projects in the disputed
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Figure 7.2

Diagram of a Common Sand Dredging Operation
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waters of the South China Sea. In addition to these
enormous vessels, Beijing maintains a fleet of
smaller dredging vessels.

Dredging activities in the water near China and
disputed territories have been directly orchestrat-
ed by the Chinese government, and Beijing has
defended these projects from international criti-
cism across multiple domains. For example, after
marine biologists in the United States and other
nations criticized China’s island-building project
for having devastating effects on local ecosystems,
the Chinese government repeatedly defended its
efforts as being environmentally friendly.?® The
State Oceanic Administration claimed in 2015 that
during these projects, “ecological environmental
protection and engineering planning, design, and
construction are carried out simultaneously.”?
Similarly, a spokesperson for the Ministry of Foreign
Affairs (MFA) claimed the following year that the
construction activities “strictly follow the princi-
ple of conducting green project [sic]” and are “[b]
ased on thorough studies and scientific proof.”*
International scientific consensus indicates the
opposite of these statements.?

China has pursued two major types of activity
using sand dredgers in recent years: artificial
island construction and land theft.

First, China has used its dredgers to construct
manmade islands in the East and South China
Seas, which it then militarized as part of ongoing
efforts to assert its claims of sovereignty. Settle-
ments and military installations on these artificial

Floating pipe

islands permit Beijing to expand the area in which
it claims to hold exclusive economic zone (EEZ)
jurisdiction. Since 2013, China has created 3,200
acres of land in the Spratly Islands.? For example,
in early 2015, clusters of Chinese dredgers pulled
sand from the seabed and deposited it onto the
sparse, undeveloped atoll at Mischief Reef in the
eastern Spratly Islands, an area reportedly rich
in undeveloped gas and oil resources.?* Once the
land itself was constructed, China set to work
establishing military facilities and equipment
on the new artificial island, including an airfield
and control tower, radar installations, HQ-9B
surface-to-air missiles, and YJ-12B anti-ship cruise
missiles.? Beijing has followed a similar process
with other artificial islands in the area.

Second, China has used its sand dredgers to, quite
literally, steal land over which it has asserted
sovereignty. Driven largely by mainland cities’
efforts to build skyscrapers and large-scale proj-
ects such as the construction of the Beijing Daxing
International Airport, China has begun to meet its
construction industry’s demand for sand by direct-
ly harvesting it from Taiwanese coastal territory
and outlying islands.?® To fend off these Chinese
incursions and thefts, the Taiwanese coast guard
uses radar, watch, and patrol screens, and it has
increasingly deployed large patrol ships over the
past decade to deter and expel Chinese dredgers.?’

Asshown in Figure 7.3, there was a dramatic increase
in the number of Chinese sand dredgers expelled
from Taiwanese waters in 2020, according to data
compiled by the Taiwanese coast guard. In 2019,

Sea level
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Number of Chinese Sand Dredgers Expelled by the Taiwanese Coast Guard,
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=2
L
]
]
[re]
(==
><
Ll
(]
(==
L
(223
=}
L
oz
a
=)
=
ey
-}
[¥¥ ]
(¢l
L
=
s
[==)
[T
=]
(==
L
(-]
=
—J
=

1 0
[ J—

2013 2014 2015 2016

2018 2019 2020 2021 2022

SOURCES: "#&R1-1 S EMLT st 18 B 19 (& 258)" [TABLE 1111 THE STATISTICS OF OTHER BUSINESS PERFORMANCE—BY MONTH (CONT.2, ENDJ), N0 /S &E 5t 3R
[NOTH COAST GUARD STATISTICAL ANNUAL REPORT], &% Z B 281 E [COAST GUARD ADMINISTRATION OF THE OCEAN AFFAIRS COUNCIL], ACCESSED NOVEMBER 4, 2022,
HTTPS.//WWW.CGA.GOV.TW/GIPOPEN/WSITE/PUBLIC/ATTACHMENT/F1649862332064.P0F; AND “ZR11-1 EfthiEX &M 5t -2 B 39 48258) [TABLE 11-1 THE STATISTICS

OF OTHER BUSINESS PERFORMANCE—BY MONTH (CON.2, END)], MEEI2B &M AT B ¥R [1'TH DECEMBER PERFORMANCE STATISTICS MONTHLY REPORT), i@¥Z B8 &8
2 [COAST GUARD ADMINISTRATION OF THE OCEAN AFFAIRS COUNCIL], ACCESSED FEBRUARY 13, 2023, HTTPS./WWW.CGA.GOV.TW/GIPOPEN/WSITE/PUBLIC/AT TACHMENT

F1675667173017.PDE

the coast guard reported 605 expulsions—already
more than an eightfold increase from 2018. But in
2020, the total number of expulsions skyrocketed
to 3,991. The number of incidents has decreased
but remains higher than the historical norms, with
665 reported in 2021 and 209 in 2022.%

Although there is no definitive explanation for the
sudden increase in Chinese sand dredger expul-
sions in 2020, this surge correlates with a period
of rapid infrastructure development in China
driven by Covid-19 recovery policies. The resulting
high demand for sand to facilitate construction
projects could explain the timing of the peak in
2020. Following the outbreak of Covid-19, Chinese
GDP dropped 6.8 percent in the first quarter of
2020—the largest year-on-year decrease it has
ever experienced.? In April 2020, the Politburo
requested efforts “expanding effective investment,
strengthening investment in traditional and new
infrastructure, expediting upgrades to traditional
industry, and expanding investment in emerging
strategic industries” in order to mitigate eco-
nomic harms from the pandemic.*® The Chinese
government defined infrastructure broadly to

include information infrastructure, big data and
computing capabilities, research and develop-
ment, and more traditional construction projects,
including railways, dams, undersea tunnels, and
large-scale water transfer projects.3! This likely
drove a significant increase in demand for sand
to support construction efforts. China was likely
already facing growing demand for sand due to
other infrastructure projects with development
timelines within this time period as well, such as
the Xiamen Xiangan Airport, which is expected
to be completed in 2025.%

The majority of these incursions have occurred
in Penghu and Lienchiang Counties. Of the 3,991
expulsions by the Taiwanese coast guard in 2020,
for example, 3,422 (86 percent) occurred in Pen-
ghu County and 552 (14 percent) occurred in
Lienchiang County, while less than 1 percent of
incidents in 2020 occurred elsewhere in Taiwan-
ese waters.3® The geographic positioning of these
islands is significant both because their proximity
to mainland China would make them early targets
during a potential invasion of Taiwan and because
it may provide clues to Beijing’s intent. Lienchiang
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Figure 7.4
Chinese Sand Dredging Operations and Military Installations at Mischief
Reef, 2015-2020
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Chinese Sand Dredging Operations and Military Installations at Mischief

Reef, 2015-2020
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and various military installations constructed

County—otherwise known as the Matsu Islands—is
located northwest of Taiwan’s main island in the
East China Sea, a short distance from Fuzhou on
the Chinese coast. Penghu County, consisting of
the Penghu Islands, is located in the Taiwan Strait
approximately 50 km west of the main island. By
violating Taiwanese waters in these two counties,
China moderates the threat it poses—escalating
tensions far less than if it routinely approached
the main island—while still gaining efficient access
to Taiwanese sand. Beijing is also involved in a se-
cretive build-up on Myanmar’s Great Coco Island,
including an expanded airstrip, aircraft hangars,
and radar equipment.3

Chinese island building advances Beijing’s goals to
project military power and to defend or reassert
sovereign claims, particularly in the South China Sea
and surrounding waters. By expanding its presence
and capabilities in the region, China aims to coerce
other claimants to abandon their rights over mari-
time areas or islands in favor of Chinese control.*
Furthermore, by establishing artificial islands with
facilities and basing, China has expanded the reach
of its claimed EEZs, which now ostensibly can be
measured out from the shores of these islands as
well. China continues to flout international laws

Administrative buildings, MAY 4, 2020
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concerning sovereignty and maritime activities as
part of a broader “lawfare” campaign to erode trust
in the existing international order and norms and to
instead shape the international legal environment
to better fit its own needs. Lawfare involves the
exploitation of international and domestic law to
assert the legitimacy of a country’s claims.

Aside from accessing sand necessary for construc-
tion purposes—China uses 40 percent of global
sand aggregates annually and has used more
sand in the past four years than the United States
has over the past century—the Chinese dredger
incursions in Taiwanese waters are likely an effort
to harass Taiwan, exhaust its civilian coast guard,
and disrupt its economy.*® In addition to losing
sand—one of Taiwan’s most valuable maritime
resources—Chinese dredger activities have forced
Taiwan to divert and overextend coast guard
patrols and monitoring, increase expenses to ex-
pand coast guard capabilities, and risk physical
aggression when confronting intruding vessels.?’

Chinese dredging activities also have substantial
negative impacts on the local ecosystem and may
therefore violate Chinese commitments under
the UN Convention on the Law of the Sea, which
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Figure 7.5

Chinese Military Installations at Mischief Reef, 2023
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it ratified.®® This is not Beijing’s first attempt to
selectively apply the UN convention, and it serves
as an example of Chinese lawfare. By continuing to
violate international law, Beijing seeks to cast doubt
on the interpretation or legitimacy of previously
decided international legal standards and norms
in pursuit of a new order of its own making.3

MILITARY EXERCISES, HARASSMENT CAMPAIGNS,
AND FORWARD DEPLOYMENTS

China regularly uses the threat and disruption
that results from military exercises, harassment
campaigns, and forward deployments to coerce
and intimidate neighboring states and to assert
its claims of sovereignty, all under the guise of
routine military activity. This section describes the
use of each of these activities to advance Chinese
interests and provides examples of each.

First, China regularly conducts large-scale, cross-ser-
vice military exercises that serve as a threat to
other regional countries and that frequently block

: Sensor/communications
hangar facility —
Sl Sensor/communications

facilities
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sea and air lanes and disrupt commercial activity
in the South China Sea.*”’ These are often strategi-
cally timed to serve as retaliation or punishment.
In August 2022, for example, Beijing initiated its
largest-ever military exercise—including the use
of fighter jets, military helicopters, anti-submarine
aircraft, combat ships, and Dongfeng-class ballistic
missiles—around Taiwan in response to U.S. House
speaker Nancy Pelosi’s visit to Taiwan, which
China perceived as a violation of its sovereignty.*
This exercise served not only as an overt signal
that China rejects Taiwan’s sovereignty but also
disrupted 18 flight paths as well as commercial
shipping routes used by manufacturers of semi-
conductors and other electronics.*

The PLAAF, PLAN, China Coast Guard (CCG), and
other PLA-linked forces also conduct patrols and
air operations—including with unmanned aircraft
systems (UASs)—in disputed territories. Through
these efforts, the Chinese military has regularly
harassed commerecial activities, including around the
Spratly Islands, Taiwan Strait, and other locations



in the South China Sea. Beginning in June 2019,
for example, CCG patrols harassed and initiated a
standoff with Malaysian and Vietnamese vessels
conducting surveying and drilling operations in
oil and gas fields in the South China Sea.*® The
PLAAF has even buzzed—flown over very close and
quickly—adversaries’ aircraft, including outside
of Chinese airspace. In one case, described by U.S.
Air Force brigadier general Pat Ryder in March
2023, a Chinese aircraft flew within 20 feet of a U.S.
military plane while in international airspace.*

Finally, China regularly forward deploys troops
and equipment in disputed territories, including
anchoring ships, particularly in the South China
Sea. As part of this effort, it also establishes mili-
tary or dual-use bases on constructed islands, as
described earlier in this chapter. For example,
Mischief Reef—depicted previously in Figure
7.3—has been fully militarized to include hangars,
runways, seaports, warehouses, storage facilities,
and radar systems. The facilities are equipped
with HQ-9B surface-to-air missiles and YJ-12B
anti-ship cruise missiles, close-in weapon system
emplacements, Type 022 Houbei-class fast-attack
boats, and other military equipment.* Similarly,
the PLA has developed and staffed facilities along
the disputed China-India border in the Ladakh
region to prepare for future conflict, facilitate
the logistics of troop and equipment transfers
in the disputed region, and intimidate India. In
the fall of 2022, for example, despite publicly co-
ordinating with the Indian government for joint
withdrawals from the Gogra-Hotsprings border
area, China continued to develop and expand its
long-term military presence 50 km south of the
withdrawal point, at Pangong Tso.4¢

PEOPLE’S ARMED FORCES MARITIME MILITIA
The PAFMM is a fleet of ostensibly commercial fishing
ships that operate as an independent reserve force
and serve as an “assistant to the PLAN” (F#IZERVENTF)
in the South China Sea.*” China has used the PAFMM
since atleast 1974, when militia ships helped to seize
the Paracel Islands from Vietnamese control. But the
PAFMM escalated its aggression against competitor
ships in the 2000s and increased its collaboration
with other Chinese forces to enforce claims of sover-
eignty in the 2010s.%¢ Since China completed a series
of artificial island construction projects in the mid-
2010s around the Spratly Islands, the PAFMM has
regularly participated in law enforcement missions
alongside the CCG and People’s Armed Police (PAP) in
the region, including in efforts to harass and impede
other nations’ commercial vessels.*

IRREGULAR MILITARY ACTIONS

Although the Chinese government has long defined
its militia fleet as “an armed mass organization
composed of civilians retaining their regular jobs,”
itis important to understand the PAFMM as a direct
tool of the government. The PAFMM works in close
cooperation with the PLAN, and like all entities
operating within China, it is ultimately an instru-
ment for the Chinese government to use to pursue
its interests.>® Given that the PAFMM has not only
survived but sustained a key role in Chinese opera-
tions in the South China Sea through an assortment
of PLAN modernization efforts, some U.S. experts
speculate that Beijing may continue to develop and
rely on the PAFMM alongside its other PLAN and
CCG forces, and it may even rely on the militia as a
cheaper option for low-intensity operations.>

There are two main types of ships in the PAFMM:
professional and commercial. Professional “Mar-
itime Militia Fishing Vessels” (MMFVs, or /& L&
F/EAR) are built and equipped for the purpose of
carrying out maritime military missions on behalf
of the Chinese government. The commercial vessels,
or “Spratly Backbone Fishing Vessels” (SBFVs, or
m370 & T M), are owned by small or medium en-
terprises located along the Chinese coast that meet
certain size and power requirements to be eligible
to participate in militia activities.5? SBFVs receive
payment from the Chinese government to remain
present in designated disputed waters—typically
with minimal crew onboard to reduce costs since
the resulting profit renders fishing activities un-
necessary—and to assist the PLA as necessary.>

Most vessels that constitute the PAFMM receive at
least one type of central or local government subsi-
dy. MMFVs receive subsidies for professional-grade
construction, SBFVs receive subsidies for fuel if they
operate around the Spratlys, and either type of vessel
is eligible for subsidies that cover general construc-
tion, communication, navigation, and safety gear.>

The PAFMM has grown more assertive over the
past decade, and it regularly works alongside the
CCG and in coordination with the PLAN to assert
China’s sovereign claims in the South China Sea,
particularly around the Spratly Islands. As many
as 300 PAFMM vessels are active in the Spratly
Islands on an average day, and they regularly tres-
pass within EEZs, harass other vessels, and violate
various other international laws.%

The PAFMM allows China to assert and defend
its sovereign claims, secure resources, coerce
neighboring states, limit freedom of navigation,
and extend its economic and military reach. These
actions are all under the guise of civilian fishing
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activity, which may limit the threat perception of
China’s adversaries or their ability to respond to
PAFMM activities. Weaker states may hesitate to
confront PAFMM vessels out of fear of provoking
an aggressive response from China, while stronger
powers may hesitate over the risk of inadvertently
confronting a civilian vessel.>

In early 2019, for example, a fleet of approximately
275 militia vessels surrounded Sandy Cay, a disput-
ed set of three sand bars located near the Spratly
Islands and between Thitu Island (occupied by the
Philippines) and Subi Reef (occupied by China).
To avoid the state-on-state escalation that would
occur if an official CCG vessel that routinely pa-
trols the area were to engage a Philippine vessel,
civilian PAFMM vessels harassed Philippine ships
in an attempt to coerce them to withdraw, which
ultimately led the Philippines to denounce China
in April 2019.57 China refused to withdraw the ves-
sels. Butin March 2022, the Philippines launched
efforts to begin pushing Chinese vessels out of the
waters near Thitu and away from other segments
of the Philippine EEZ.58

PAFMM vessels are also ideally positioned to assist
with intelligence-gathering operations. Their on-
going presence in contested regions enables these
vessels to regularly collect intelligence and monitor
adversaries’ activities. Furthermore, in a combat
scenario, their size and minimal signal broadcasts
make PAFMM vessels difficult to detect, thus en-
abling them to conduct reconnaissance missions.*

ELECTRONIC WARFARE

Beginning in roughly 2018, China expanded
its use of electronic warfare to spoof and jam
navigation systems in pursuit of its political in-
terests. Spoofing refers to a technique in which
an attacker generates a fake signal and tricks a
receiver into believing that the signal is genuine.
Jamming refers to the process of generating noise
in a specific radio frequency in order to inter-
fere with signals traveling to or from satellites.
Broadly, these techniques pose navigational risks,
can disrupt shipping lanes, and may conceal
criminal activity.%® The primary objectives of
these activities appear to be to obscure imports
and infrastructure in Chinese ports and to force
shipping vessels and aircraft away from Chinese
territorial claims in the South China Sea.

Beijing has used these types of electronic warfare
both at domestic ports and throughout the South
China Sea. Shipping vessels have reported patterns of
Global Navigational Satellite System (GNSS) spoofing
at more than 20 Chinese ports since 2019, including

Shanghai.®* With China’s BeiDou Navigation Satellite
System operational, Beijing may be emboldened to
interfere more with GNSS since Chinese vessels can
instead rely on BeiDou.®? Nearly three-quarters of
these spoofing operations center on oil terminals,
while the remainder include government offices and
a major infrastructure company. This obfuscation
may be an attempt to conceal imports of Iranian oil
and the visits of high-profile government officials.®
In the South China Sea, Chinese government and
military facilities—including those installed on arti-
ficially constructed territory in locations such as the
Spratly Islands and Mischief Reef—have routinely
used jamming and spoofing technology since at least
2018 to obscure their presence and to redirect foreign
vessels away from contested territory.*

These types of electronic warfare technology could
also create additional threats beyond the recorded
spoofing and jamming incidents. For example, the
Chinese military could use manipulated signals
to draw a target vessel off course—a technique
known as “meaconing”—and instead lure it to
an alternative location for nefarious purposes.

FAR-SEAS ACTIVITIES

Chinese far-seas activities use tools similar to those
employed in its near-seas operations. But rather than
pursuing goals related to defense or sovereignty,
these activities aim to advance China’s geopolitical
and economic reach worldwide, including in Latin
America and Africa. This section outlines three such
tools: private security companies, strategy-driven
research, and the Global Security Initiative. It
also examines the nature of these tools and their
relationship with the Chinese government, their
recent activities, and the results and implications
of their use for China’s global objectives.

PRIVATE SECURITY COMPANIES

Private security companies (PSCs) include organi-
zations available for hire to provide security and
protection services, typically for static personnel
and assets or on escort trips. PSCs are not exclu-
sively a Chinese phenomenon, but Beijing has
increasingly used them in recent years to protect
Chinese nationals and property abroad and to
build security-based partnerships, particularly as
it continues to expand its BRI investments.

Modern PSCs began to form in China in the early
1990s as a mechanism to protect mainland compa-
nies from theft and worker revolts.® Nearly three
decades later, more than 5,000 PSCs operate within



China and employ roughly 3 million employees.
After China launched the BRI, both Chinese person-
nel and assets faced growing security challenges,
and the demand for Chinese PSCs also increased
globally. As the Chinese Ministry of Commerce
explained in its 2018 update to the guidelines that
regulate overseas enterprises and personnel:

With China’s changing participation in global
governance and the implementation of the
“Belt and Road” cooperation initiative, the
scale of China’s outbound investment and
cooperation is expanding, and the number of
people going abroad each year is increasing. .
.. The international situation is increasingly
complex and volatile, and various kinds of
overseas security risks occur from time to
time, which not only affect the overseas op-
eration of our enterprises, but also seriously
threaten our overseas personnel. . . . Since
2012, security incidents against Chinese in-
stitutions and personnel in high-risk areas
abroad have been frequent, and it is urgent
to enhance and strengthen the security risk
prevention capability of overseas institutions
and personnel of Chinese enterprises.®’

Few of China’s domestic PSCs had the capabili-
ty to shift their work abroad, but the ones that
did—roughly 20 companies—increasingly took
advantage of the chance to contract with entities
linked to the Chinese government and its BRI
investments.%® Most are relatively small—on the
scale of a few hundred or a few thousand person-
nel—but expansion follows success, and in recent
years some companies have grown by acquiring
former competitors.%® This section focuses only on
the activities of Chinese PSCs operating abroad.

PSCs are technically distinct from private military
companies (PMCs), which are military contractors for
hire, more colloquially thought of as mercenaries.”
In practice, however, the distinction can be murky.
While PMCs are notlegal in China, the CCP formally
legalized PSCs in September 2009, and the following
year the Ministry of Commerce released strict reg-
ulations and requirements to govern PSC activity.”

Even after the legalization of PSCs, however, legal
restrictions on their activities abroad have remained
murky. The Ministry of Commerce regulations
predominantly govern PSCs’ domestic activities.
While there are legal restrictions on PSC activities
abroad during active conflicts, typical overseas
operations remain largely unregulated.” One
significant area of ambiguity is contractors’ abil-
ity to carry firearms. Officially this is forbidden,
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but the Chinese government has permitted some
PSCs, such as Hua Xin Zhong An (Beijing) Security
Services, to do so0.”

Chinese government agencies, state-owned enter-
prises (SOEs), and smaller entities that contract with
SOEs regularly employ Chinese PSCs for protection
and assistance in their overseas ventures. The size
and scope of PSC foreign deployments grew over
the past decade alongside BRI activities. Amid this
expansion and the heightened demand for securi-
ty services abroad, the Chinese government and
insurance sector began to organize the PSC sector
into a more formal, professionalized marketplace.
International presence and experience will likely
be seen as a boon for professionalizing PSC per-
sonnel, many of whom are PLA or PAP veterans
who lack the knowledge and managerial skills
needed to succeed or Singaporean contractors
lacking language fluency and cultural knowledge.”
Since the private security sector and the PLA are
undergoing reform simultaneously, it is possible
that the Chinese government will coordinate further
development and restructuring efforts for each to
make the two more interoperable.

The Appendix provides examples of major Chinese
PSCs that operate outside of China, sample locations
in which they have been reported to operate, the
types of services they provide, and some of their
known clients. This list is not exhaustive, but it is
representative of major PSC entities and activities
based on open-source information.

Asthe Appendix indicates, most Chinese PSC activity
is focused on supporting other Chinese entities as
they operate abroad, with an emphasis on economic
and development activities. The companies’ tasks
focus on defensive security services—including
physical security, security training, and security
escort services—and consulting on logistics, risk
assessment, and emergency response. In Kyrgyz-
stan, for example, “Zhongjun Junhong” (FEZE
shZ={REM]) has provided security services since
2016, when the car bombing at the Chinese em-
bassy in Bishkek raised concerns about regional
security.” Most recently, the PSC contracted with
the China Railway Group, which is working to
establish the China-Kyrgyzstan-Uzbekistan Rail-
way.’® Similarly, in Kenya, “Beijing DeWe Security
Service Group” (BB E PR LR EH]) provides security
for China’s embassy, and additional support for
Chinese-backed development projects in Kenya
comes from Zhongjun Junhong, “China Security
Technology Group” (FEZ{xrixAEH), “Frontier
Services Group” (5c$2Ak53%H]), and “Shandong
Huawei Security Group” (LU FRERRETEHR).
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The support role of Chinese PSCs stands in stark
contrast to Russian PMCs, which often serve as
proxies and force multipliers for Moscow, with a
growing emphasis on offensive combat training
and operations.”” As a result, Chinese PSC opera-
tions are understudied in the United States and
other Western countries. Rather than directly
pursuing political and military goals as a sub-
stitute for formal military forces, Chinese PSCs
facilitate economic and political influence through
a security pathway. Chinese security and training
services are yet another way to spread trust and
influence abroad, particularly with nations that
Beijing is already courting through diplomatic
and economic partnerships. Even if the activities
conducted by a given PSC are not directly related
to China’s geopolitical goals, they present an ad-
ditional threat vector that allows Beijing to build
nontraditional security and political relationships
through market forces. Simultaneously, PSC ac-
tivities protect Chinese business and economic
interests—providing both an additional benefit
and a plausible justification for their routine use.

Most significantly, the use of PSCs to secure Chi-
nese personnel and assets enables the longevity
of Beijing’s BRI investments, most of which are
in medium- to high-risk locations in which there
has historically been little direct investment. The
demand for security services is also unlikely to go
away. Regions with heavy BRI presence, includ-
ing Southeast, Central, and South Asia and East
Africa, continue to face instability related to weak
governance, terrorism, civil war, and interstate
conflict.” Beyond the security threats in these
areas, Chinese firms risk being targeted as a result
of cultural differences, poor working conditions,
or negative externalities of their projects.” By
securing its assets in these regions, China is able
to continue to reap the benefits of its economic
investments—which are explored in greater detail
in the next chapter.

STRATEGY-DRIVEN RESEARCH EFFORTS

Although government-supported scientific research
is routine and not typically defined as a form of
warfare, the CCP’s control over the military and all
government initiatives has allowed it to operation-
alize common research methods to gain military
intelligence and influence directly connected to
its strategic goals. This section details two such
efforts: the use of weather balloons and scientific
instruments to conduct long-range surveillance,
and the use of maritime research efforts to ad-
vance China’s strategic goals in the Arctic region.

Long-Range Surveillance

Chinese long-range surveillance efforts disguised
as scientific research burst into the public eye
on February 2, 2023, when the U.S. government
publicly identified what appeared to be a weather
balloon violating U.S. air space as a high-altitude
Chinese surveillance platform.® However, this
was not an isolated incident. Similar balloons had
passed over the United States in previous years,
though none had previously lingered as long as
this balloon.®

U.S. intelligence officers have linked some of these
balloon incidents to a broader PLA-led aerospace
program that uses airships and balloons, which
have been detected operating over five continents.
In the wake of the February 2023 incident, the
U.S. government imposed restrictions on U.S.
companies with links to the program, effectively
denying the PLA use of U.S. technology for future
surveillance efforts.® Still, most of the technology
and resources used by the PLA for this project come
from a Chinese company that participates in the
nation’s civil-military fusion initiative, through
which private commercial entities develop and
produce technology and equipment for the PLA.#

Chinese satellites are growing in sophistication and
provide extensive coverage of targets of interest
within the United States and other countries. Still,
balloons and airships offer some advantages:
they are cheaper than satellites and can provide
persistent overwatch from within the atmosphere,
enabling them to gather certain types of informa-
tion. Additionally, their wayward paths make them
more difficult to track, and if they are detected,
their appearance as standard weather balloons
offers the PLA plausible deniability to conceal
surveillance efforts.®

Strategy-Driven Maritime Research

China’s recent maritime research activities have
included an emphasis on seabed resources and
polar exploration, both of which will advance
Chinese strategic priorities in addition to scien-
tific knowledge. These focuses are aligned with
Xi Jinping’s instruction to the Eighth Collective
Study Session of the CCP Politburo that “[i]t is
necessary to carry out in-depth scientific investi-
gations in open ocean and polar regions, carry out
deep-sea and far-off-shore surveys and research
... and make preliminary preparations for the
utilization of ocean and polar resources.”® The
Chinese government controls most of these re-
search efforts, thereby giving the CCP influence
over research priorities. The Chinese Ministry of
Natural Resources (MNR) owns and operates the



majority of out-of-area oceanographic research
vessels that constitute the state’s National Marine
Research Fleet. The MNR, which reports to the
State Council, formed in March 2018 as a merger
of the former Ministry of Land and Resources;
State Oceanic Administration; National Bureau of
Surveying, Mapping, and Geological Information;
and miscellaneous components of several other
agencies.®” In addition to the MNR, the Chinese
Academy of Sciences and the China Ocean Mineral
Resources R&D Association operate ships within
the fleet, as do various Chinese universities.

Deep-sea surveys for energy resources and miner-
als—particularly polymetallic nodules and sulfides
and cobalt-rich ferromanganese crusts—are one of
the primary focuses of Chinese maritime research
activities. China has focused its resource explora-
tion efforts within a set of four zones in which it
obtained contract rights from the International
Seabed Authority. These include two areas southeast
of Hawaii, one east of Guam, and another south-
east of Madagascar.®® China’s focus on identifying
and exploiting natural resources is tied to both its
economic goals and ambition to become a global
maritime superpower.? By securing a wealth of
seabed resources, China can secure its monopoly
over rare-earth minerals that are key components
of advanced weapons systems and other advanced
technology, improve its technological and economic
standing, and potentially gain an important ad-
vantage in its competition with the United States.”

China has also increased its research focus on the
polar regions, likely as a result of China’s Arctic
ambitions and strategic interests. In January 2018,
the State Council Information Office published a
white paper titled “China’s Arctic Policy.” The white
paper claimed that:

... geographically, China is a ‘Near-Arctic State,’
one of the continental States that are closest to
the Arctic Circle. . .. Chinais also closely involved
in the trans-regional and global issues in the
Arctic, especially in such areas as climate change,
environment, scientific research, utilization
of shipping routes, resource exploration and
exploitation, security, and global governance.®

China’s growing strategic emphasis on the Arctic
stems from its perception of the region as yet
another theater for global competition.

China has used state-led research efforts to assert its
presence in the Arctic and to establish sites capable
of collecting intelligence on activities in the region.
China maintains two permanent Arctic research
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stations, in Svalbard and Iceland. Although Beijing
established a satellite ground station at the Esrange
Space Center in Sweden in 2016, the Swedish Space
Corporation declined to renew China’s contract to
operate the station in 2020 amid reports of the research
initiatives’ links to the PLA and intelligence-collection
activities.*® These reports are consistent with U.S.
assessments that China uses its Arctic engagements
to conduct dual-use research in support of military
and intelligence objectives.** Moreover, this is a
strategy Beijing has explicitly praised—the 2020
Science of Military Strategy identifies the mixing of
civilian and military tasks in the polar regions as an
ideal method for great powers to “achieve a polar
military presence.”%

The Polar Research Institute of China, which op-
erates under the oversight of the MNR, conducts
much of China’s polar research with its icebreak-
ing research vessel, Xuelong (Snow Dragon). The
Xuelong completed its ninth Arctic expedition,
which covered 12,500 nautical miles, in 2018. In
the course of this trip, the research team deployed
China’s first unmanned ice station in the Arctic as
well as various types of unmanned observation
equipment.®® In 2019, the Polar Research Institute
participated in the Multidisciplinary Drifting Ob-
servatory for the Study of Arctic Climate (MOSAiC)
expedition—the largest in history—alongside
teams from Germany, Russia, and Sweden.?” Other
research institutes, including the MNR’s First and
Second Institutes of Oceanography, also conduct
research expeditions to the polar regions.

GLOBAL SECURITY INITIATIVE

The various methods through which China asserts
its military and security influence abroad—in-
cluding those discussed in this chapter as well as
international outreach and partnerships pursued
by Chinese law enforcement—will likely tie togeth-
er in Beijing’s Global Security Initiative (GSI). The
GSI focuses on expanding China’s involvement in
international security governance and conflict
resolution, and it serves as a link between Chinese
domestic security policy and foreign policy.*®

Xi Jinping announced the GSIin his opening remarks
at the Boao Forum for Asia Annual Conference in
April 2022, explaining that this initiative proposed:

... to stay committed to the vision of common,
comprehensive, cooperative and sustainable
security, and work together to maintain world
peace and security; stay committed to respecting
the sovereignty and territorial integrity of all
countries, uphold non-interference in internal
affairs, and respect the independent choices of
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development paths and social systems made by
people in different countries; stay committed
to abiding by the purposes and principles of
the UN Charter, reject the Cold War mentality,
oppose unilateralism, and say no to group pol-
itics and bloc confrontation; stay committed
to taking the legitimate security concerns of
all countries seriously, uphold the principle of
indivisible security, build a balanced, effective
and sustainable security architecture, and
oppose the pursuit of one’s own security at
the cost of others’ security; stay committed to
peacefully resolving differences and disputes
between countries through dialogue and con-
sultation, support all efforts conducive to the
peaceful settlement of crises, reject double
standards, and oppose the wanton use of uni-
lateral sanctions and long-arm jurisdiction;
stay committed to maintaining security in both
traditional and non-traditional domains, and
work together on regional disputes and global
challenges such as terrorism, climate change,
cybersecurity and biosecurity.*®

Xi’s announcement of the GSI was largely over-
shadowed at the time by the Russian invasion of
Ukraine, but the Chinese government continued
to develop the concept. For example, researchers
at the China Institutes of Contemporary Inter-
national Relations—a think tank affiliated with
the MSS that exerts strong influence over state
and party foreign policy decisions—conceptual-
ized the GSI as an effort to demonstrate “China’s
shouldering responsibilities as a major country.”
An important goal was to respond to traditional
and non-traditional security challenges and to
ensure “continuation and development of China’s
traditional culture and wisdom and an integration
and innovation of international security thinking
with Chinese characteristics” and the “sublation
and transcendence of Western security theory.”1%

In February 2023, the Chinese MFA released a
white paper outlining the core principles of the
GSI and the ways in which China will promote bi-
lateral and multilateral security cooperation with
foreign governments and international institutions
within the GSI framework.!* While much of the
description provided in this paper is presented
through rhetoric that emphasizes peace, inclu-
sion, and cooperation, Beijing’s priorities imply
that one of the central objectives of the GSI is to
shape global security norms in pursuit of China’s
own interests. While China plans to work along-
side partner nations and organizations to pursue
peaceful resolutions to global security challenges,
Beijing will likely operationalize this initiative to

promote Chinese technologies and security strat-
egies to foreign governments.?? As this initiative
becomes more established, it may lead Beijing to
expand the use of some of its other military and
security tools. For example, PSCs may be deployed
toresolve security threats in a more active posture
rather than serving only as guardians of Chinese
personnel and assets.

CONCLUSION

There are several key takeaways from these irreg-
ular military activities, which are an important
part of Chinese political warfare. Beijing relies
on commercial entities and plausibly routine
military activities to further its geopolitical goals,
uses legal violations and new sovereign claims to
erode international norms and standards, and
spreads influence and projects power capabilities
through its irregular military actions. While the
scale and scope of these activities are concerning,
the effectiveness of Beijing’s campaigns to spread
geopolitical influence and assert territorial claims
is somewhat limited.

First, it is notable that most security-based irregular
activities rely on ostensibly commercial actors or
routine military activities, providing Beijing with
plausible deniability while still advancing its geo-
political goals and influence. In Chinese strategic
thinking, this concept is known as military-civil
fusion: “economic and social development takes into
account military needs, and national defense and
military modernization are deeply integrated into
the economic and social development system. The
strategic thinking of military-civilian integration is
the inheritance and development of military-civilian
dual-use, military-civilian integration, and military-ci-
vilian ideas.”® Military-civil fusion strategies date
back to Mao Zedong, but Xi Jinping has significantly
increased China’s emphasis on both this concept and
the role of the military in statecraft.®

Unlike nations such as the United States, whose
civil-military relationships involve cooperation
between separate entities, the Chinese govern-
ment makes no distinction between civilian and
government interests or control. Rather, it relies
on a state-led “all-of-society” approach in which
all actions and goals must strive to advance the
interests of the CCP and in which the military is
prioritized above civil concerns.'® Even the private
in “private security company” is a misnomer. In
China, the CCP ultimately controls all enterprises,
and all companies must work toward the state’s



goals. The Chinese government also requires that
all security companies are either state-owned sole
proprietorships or that more than half of the compa-
ny’s capital be state-owned.'% Although commercial,
political, and military assets are innately united
in the Chinese political context, this is not neces-
sarily the case in the countries that China targets
with its irregular action, putting other nationsin a
more challenging legal position when determining
responses to Chinese aggression. Nonetheless, it
is often difficult to distinguish whether the CCP
has directed commercial expansion abroad or if
it is seizing the opportunity to capitalize on ex-
isting commercial interests both regionally and
abroad—or some combination of the two.

Second, China intentionally and repeatedly violates
international norms and legal standards during
its irregular military activities—either directly or
through the operations of Chinese corporations.
These infractions include EEZ incursions and other
challenges to national sovereignty, economic and
environmental harms, and violation of interna-
tional agreements governing maritime activities
(including those which China has ratified). These
activities raise substantial regional concerns about
sovereignty, economic rights and access, environ-
mental protection, and freedom of movement. China
likely will also continue to use lawfare strategies
to challenge international law, established global
norms, and the rules-based international order in
favor of a reimagined system tailored to Beijing’s
own needs and ideology.'"’

Third, Chinese irregular military actions allow
Beijing to project influence—whether benevo-
lently through research cooperation or coercively
through violations of sovereignty and theft of
resources—and economic and military strength.
None of these actions are intended to start a regular
military conflict. In Xi Jinping’s words, the Chinese
government seeks to “resolutely safeguard China’s
maritime rights and interests” and build the nation
into a “maritime superpower.”'% Irregular action
to reinvent geographic boundaries, influence
opinion, and mold international norms in China’s
favor allows the state to advance its own strategic
and political objectives at relatively low risk.

IRREGULAR MILITARY ACTIONS
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The [Belt and Road] Initiative
is harmonious and inclusive.
It advocates tolerance among
civilizations, respects the paths
and modes of development chosen
by different countries, and
supports dialogues among different
civilizations on the principles of
seeking common ground while
shelving differences and drawing
on each other's strengths, so that
all countries can coexist in peace
for common prosperity.

-Action Plan on the Belt and
Road Initiative'




This chapter examines Chinese
economic coercion, which is a key

component of political warfare. asLinda
Robinson argues in her study of modern political
warfare, the “tactic of economic subversion can
be seen in the overlap of the diplomatic/political
(routine diplomacy) and economic (trade) spheres.
Political is often—but not necessarily—carried
out covertly, but it must be undertaken outside
the context of conventional war.” U.S. diplomat
George Kennan similarly noted that economic
measures are an important tool of political warfare
to weaken an adversary short of armed conflict.

Economic coercion is a tool of political warfare as
old as diplomacy itself and not one unique to China.
Indeed, Pericles issued the Megarian Decrees in the
5th century BCE, blocking Megara’s traders from
Athenian markets in an attempt to reincorporate
the city-state into the Athenian empire.’ The United
States has also employed these tools during the Cold
War.S The rapid rise of China’s economy, as well as
itsrole as the world’s largest manufacturer and the
world’s largest economy on a purchasing power
parity basis, affords it unprecedented economic
power to use for diplomatic and political ends.’

The Chinese government views economic competi-
tion over emerging technologies as a central pillar
of competition with the United States.® Within that
context, Beijing views the ability to influence global
standards and leverage economic partnerships

as a means to shape the economic “battlefield”
to gain an advantage over the United States and
other competitors.

China is particularly well placed to employ coer-
cive economic tools due to several features of its
economic system beyond its sheer size. Chinese
leaders have both the willingness and ability to
employ domestic capital for political ends by, for
example, directing the investment of its numerous
state-owned enterprises.® This extends to China’s
private firms as well. One survey of China’s 100
largest private firms by revenue found that 95
of their founders or de facto heads belonged to
Chinese Communist Party (CCP) organs, a decision
that signals allegiance to China and maintains im-
portant relationships with state political agents.°
Because of the networked nature of China’s eco-
nomic sector that encompasses levers of state
power, China faces fewer obstacles to directing
capital flows in coercive ways than in more liberal
market systems. Moreover, international percep-
tion of Chinese markets enhances the efficacy of
Chinese economic coercion. For example, many
international industries and states simply view the
Chinese domestic market as too large to forego and
conclude that China’s meteoric economic growth
will impose large future costs should an industry
go against China in the present.!

Economic coercion is multifaceted, and elements
of it are captured in adjacent terms such as “geo-
economics” and “economic statecraft.” As used
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in in this chapter, economic coercion is defined
as the implied, threatened, or actual imposition
of economic costs in order to weaken a target.'
A state, in this case China, can use a variety of
economic levers as part of political warfare. This
may include implementing trade restrictions, such
as sanctions and boycotts, or taking an action that
inflicts negative second-order economic effects,
such as imposing limits on the number of Chi-
nese tourists to a country. While these tools are
regularly employed as part of standard interna-
tional trade, the key to classifying these actions
as economic coercion is through their explicit or
implicitlinkage to the Chinese government’s desire
to expand Beijing’s influence and legitimacy, as
well as weaken its adversaries.

The Chinese government routinely employs various
forms of economic coercion to overtly or covertly
encourage political and economic dependence on
China, shape standards and norms in line with
CCP goals and philosophy, and punish or deter
activities that run counter to its own political
interests. These strategies largely seek long-term
impacts, but the steady development of relation-
ships with Chinese companies and government
financial entities portends that the economic
dimension of Chinese political warfare will be
long-lasting and potentially highly impactful.
Unlike some of China’s more overt acts, most
forms of economic coercion can be plausibly

Figure 8.1

Annual BRI Investments, 2014-2022
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denied as routine statecraft, and many—such
as direct investments or provision of affordable
technology—are beneficial to partner nations.
With these Chinese economic activities accepted
and even encouraged, Beijing is likely to continue
expanding its irregular economic playbook in
the years to come.

This chapter explores economic coercion as prac-
ticed by China as a method of political warfare.
This chapter asks two main questions: How is
economic coercion understood and employed by
Chinese policymakers? And what are its effects on
the conduct of international politics? To do this,
the chapter explores Chinese economic coercion
in three contexts: Belt and Road Initiative invest-
ments, the expansion of the Digital Silk Road, and
international political disputes. It concludes with
key takeaways related to economic coercion as a
tool of Chinese political warfare.

BELT AND ROAD INITIATIVE

Xi Jinping launched the Belt and Road Initiative
(BRI, —# —#&)—originally known as the One
Belt, One Road Initiative—during state visits to
Kazakhstan and Indonesia in 2013. During his
September 2013 speech at Nazarbayev University
in Kazakhstan, Xi proclaimed:

e AVERAGE BRI INVESTMENT SIZE
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In order to make the economic ties between
European and Asian countries closer, the mutual
cooperation deeper and the development space
wider, we can build the “Silk Road Economic
Belt” together with an innovative cooperation
model. This is an important project that will
benefit all the people along the route. We can
start from the following aspects, leading from
point to point, from line to line, and gradually
form a large regional cooperation.

By 2022, Beijing had reached BRI development
agreements with more than 140 nations.* However,
as Figure 8.1 demonstrates, annual investments
in BRI projects have been lower since 2020 than
in the preceding years.

This section explores three ways in which China
uses the BRI to coerce partners: leveraging political
support as an unofficial condition for economic
partnership, using large sums of debt to China
as leverage, and capitalizing on the appeal of
bilateral debt relief.

INVESTMENTS LEAD TO POLITICAL INFLUENCE
China’s BRI agreements allow it to reinforce exist-
ing partnerships and forge new relationships that
result in additional international political support,
including through the disruption of existing rela-
tionships between partner countries and Taiwan.
How overtly China exchanges BRI investments
for political influence varies by country type. The
exchange is most overt in developing countries,
where China provides development finance and
in return receives political support on issues such
as Taiwan, Tibet, and Xinjiang. However, Chinese
efforts to gain political influence often change as
partners’ economies become more advanced. In
states with mid-sized economies, China typically
uses state-owned enterprises and investment funds
to garner influence, while in advanced economies
China’s leverage depends on state-backed funds
and private investors.’ In less subtle cases, a
country may quickly reverse its positions on is-
sues of interest to China in conjunction with BRI
agreements, clearly demonstrating the political
gains that Beijing secures alongside its develop-
ment endeavors.

Panama, for example, severed all diplomatic re-
lations with Taiwan and strongly endorsed the
One-China Principle in June 2017.1¢ This switch—
which Taiwan perceived as a significant setback
to its diplomatic goals in the region—was quickly
rewarded. In November 2017, Panama became the
first country in the Americas to join the BRI when
it reached an agreement with China to support
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the construction of the Panama-Chiriqui Railway.
During the same year, the Panamanian govern-
ment awarded contracts to Chinese companies to
construct a cruise terminal at the Pacific end of
the Panama Canal and a container port and lig-
uid natural gas plant at the Atlantic end. Various
development projects along the canal continued
to receive heavy investments from Chinese firms
in subsequent years.'’

Similarly, in September 2019, the Solomon Islands
ended its relationship with Taiwan and established
official ties with China. Shortly thereafter, four
cabinet officials who had opposed the switch
were removed from office, and a fifth resigned.®
Within weeks, Prime Minister Manasseh Damu-
kana Sogavare traveled to Beijing and signed five
memorandums of understanding (MOUS), including
a formal BRI partnership agreement. China agreed
to construct a multimillion-dollar stadium for the
2023 Pacific Games and infrastructure projects in
support of the redevelopment of the Solomons’
most lucrative gold mine. In addition, the state-
owned conglomerate China Sam Enterprise Group
signed an agreement with the Tulagi provincial
government for exclusive rights to the entirety of
the island territory, though this agreement was later
overturned.® Subsequent agreements between
China and the Solomon Islands have included
the deployment of Chinese law enforcement and
military personnel and a contract for Huawei to
construct telecommunications towers.

Shifts in policy positions in partner countries
may or may not be mandated by their MOUs with
China; they can also result from political pressure
to maintain positive relationships and avoid re-
prisal from China. For an example of how China
responds when one of its partners takes political
actions that run counter to its interests—such as
violating the One-China Princple—see the discus-
sion of Lithuania later in this chapter.

DEBT TRAPS AND FINANCIAL LEVERAGE

By 2020, China had lent roughly $1.5 trillion in
loans and grants to more than 150 countries—
making it the world’s largest creditor, with claim
to more than 5 percent of global GDP.?! As China’s
BRI vision came to life, however, there were strings
attached. Chinese loans not only often mandate the
use of Chinese workers, result in ineligibility for
multilateral financial management mechanisms,
and demand political support for China, they have
also sometimes pulled recipients into a “debt trap,”
whereby the existence of the debt itself can be used
as leverage for China to secure its own political
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Figure 8.2

Long-Term Debt to China as a Percentage of Gross National Income (GNI), 2022
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or economic gains. The 15 BRI partner countries
most in debt to China, as measured by the ratio of
long-term debt owed (to China) to gross national
income (GNI), are detailed in Figure 8.2. Angola,
which has the second-highest debt to GNI ratio,
also has the second-largest total debt owed to
China—it owed $22 billion in 2021.%

Large debts to China leave countries vulnerable to
manipulation. In 2021, due to the country’s large
debt owed to China, Laos approved a 25-year con-
cession agreement between Flectricité du Laos and
China Southern Power Grid Company that allows
the latter, a majority Chinese-owned company, to
control the Laotian national power grid, including
electricity exports. Hydropower accounts for more
than four-fifths of Laotian electricity generation,
and the concession agreement may also impact
the country’s dams and water resources.?

Perhaps the most well-known example of this
“debt-trap diplomacy” is that of Sri Lanka. After
the government defaulted on Chinese loans for
the development of the Hambantota port, the
Sri Lankan government granted China a 99-year
lease for control of the port and 15,000 acres of
surrounding land in December 2017.%4In the years
since, China’s leverage over Sri Lanka has only

strengthened. With its debt crisis growing, Sri
Lanka accepted a $3 billion loan from China in
2020 to manage its existing debts, opting for the
easier path of Chinese support over International
Monetary Fund debt restructuring or the austerity
measures required by the Paris Club.%

There is an ongoing debate among Western an-
alysts over how intentionally malicious Chinese
lending is and whether “debt trap” is a fair de-
scriptor. Researchers have correctly pointed out
that each case of lending is nuanced, with many
partner nations seeking Chinese investment and
multiple factors contributing to financial distress.?
Regardless of the level of premeditation, however,
Chinese loans—including their uniquely opaque
and restrictive terms—create political and economic
leverage that China uses to shape the geopolitical
environment to its advantage.?’

DEBT RELIEF AND FORGIVENESS

Beijing has historically limited debt relief options
available to its partners, including explicitly for-
bidding participation in some international debt
management efforts, such as the Paris Club, as
one of the terms of its BRI contracts.?® When it
does engage in debt relief or forgiveness, Beijing
prefers to operate through bilateral arrangements
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to maintain control of all terms and conditions.?
Recently, economic stresses related to the Covid-19
pandemic increased both the demand for and
frequency of approval for debt relief or forgive-
ness—agreements that can improve international
perception of China and incentivize BRI partner
countries to continue economic partnerships with
China. Some analysts have assessed that these
decisions may specifically aim to manage the
“public relations nightmare” of claims of debt-
trap diplomacy.*

In his 2021 speech at the Forum on China-Africa
Cooperation, Xi Jinping announced that “China will
exempt African LDCs [least developed countries]
from debt incurred in the form of interest-free Chi-
nese government loans due by the end of 2021.”3!
This forgiveness applied to 23 interest-free loans to
17 African countries. According to estimates from
the Global Development Policy Center at Boston
University, the total sum of the debt forgiven was
likely between $45 million and $610 million.*

In addition to the debt cancellation from the Forum
on China-Africa Cooperation, there are three other
primary mechanisms for debt relief from China:
the G20 Debt Service Suspension Initiative (DSSI),
contributions to the International Monetary Fund’s
Catastrophe Containment and Relief Trust, and ad
hoc debt relief. Within each of these mechanismes,
Beijing may opt to relieve debts through renewal
and refinancing, reprofiling and rescheduling, re-
structuring, or either partial or full forgiveness.*
In September 2022, for example, China agreed
to restructure Ecuador’s debt by extending the
maturity of loans from the China Development
Bank and the Export-Import Bank of China until
2027 and 2032, respectively, resulting in relief of
$1.4 billion until 2025.3

DIGITAL SILK ROAD

Firstintroduced as part of the standard connectiv-
ity plan for the BRI in 2015, the Digital Silk Road
(DSR) aims to spread and synthesize Chinese efforts
related to telecommunications, e-commerce, hard-
ware, software, big data, artificial intelligence and
machine learning (AI/ML), the Internet of Things,
and other digital infrastructure and norms.* In
his speech at the 2017 Belt and Road Forum for
International Cooperation, Xi Jinping officially
described the DSR as the technological compo-
nent of the BRI, saying that China “should pursue
innovation-driven development and intensify
cooperation in frontier areas such as digital econ-
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omy, artificial intelligence, nanotechnology and
quantum computing, and advance the development
of big data, cloud computing and smart cities so
as to turn them into a digital silk road of the 21st
century.”? Figure 8.3 provides details about the
five main categories of DSR efforts as well as each
category’s primary components and examples of
Chinese companies that further Beijing’s goal of
technological dominance and influence.

Unlike the primary BRI investments, DSR projects
are driven by private companies. Nonetheless,
these companies maintain close ties to the CCP,
including with regard to both goals and objectives
and, in many cases, the ability to access or exploit
the access granted by the technologies they sell.
Still, coordination and information sharing in this
ecosystem remain inconsistent and decentralized.?’

This section examines China’s DSR-related goals
and strategies as they apply to software, hard-
ware, and digital infrastructure as well as global
standards for emerging technology. Chinese ef-
forts to shape public opinion and the information
environment are explored in greater detail in the
information and disinformation chapter (Chapter
5) of this report.

SOFTWARE, HARDWARE, AND INFRASTRUCTURE
As part of the DSR, Chinese companies have ex-
panded their presence in the markets for software,
hardware, and technological infrastructure. These
different products give Beijing the ability to compete
with U.S. and other Western companies in all levels
of the internet technology stack, as seen in Figure
8.4.38 This means that Chinese companies not only
provide software, applications, and services but
also control the very systems that process, store,
and transmit data. While user applications such as
social media platforms, games, and shopping services
spread influence and collect some data, control of
hardware and infrastructure permits Beijing more
complete access to data and surveillance as well as
control over the continuation of services.

The risk of exploitation is greatest when Chi-
nese technology companies control multiple—or
all—layers of the internet technology stack. For
example, after funding, designing, and helping to
construct the African Union (AU) headquarters
in Addis Ababa, Ethiopia, Beijing controlled the
building’s networks, software, and hardware,
including security camera systems. In 2018, the
French newspaper Le Monde broke allegations
that China had used this access to regularly obtain
confidential AU data and recordings.* Beijing
denied the accusation, and the AU maintained
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Figure 8.3

The Five Categories of Digital Silk Road Efforts

CATEGORY COMPONENTS EXAMPLES
Finance Digital financial infrastructure and Alipay; WeChat Pay
payment platforms
Cables, cellular networks, cloud BeiDou Navigation Satellite System,
Infrastructure storage and infrastructure, content China Electronics Technology Group
delivery networks, data centers, Corp. (CETC), Hengtong Group,
satellites, sensors, 5G Huaweli, Inspur, ZTE
Policy Digital governance and standards China Governance 2035

News and entertainment media,
online cultural exchange platforms,
social media, video games

Public Opinion

Trade E-commerce, shipping and logistics

ByteDance, NewsDog, Perfect World,
Tencent Games, WeChat

Alibaba, JD.com (Jingdong),
Pinduoduo/Temu, Shein

SOURCE: FUDAN UNIVERSITY DIGITAL BELT AND ROAD CENTRE, DIGITAL SILK ROAD BLUEBOOK [SHANGHAI: FUDAN UNIVERSITY, 2018); BRIGITTE DEKKER, MAAIKE OKANG-
HEIJMANS, AND ERIC SIYI ZHANG, UNPACKING CHINA'S DIGITAL SILK ROAD [THE HAGUE: CLINGENDAEL INSTITUTE, 2020), HTTPS:/WWW.CLINGENDAEL .ORG/SITES/DEFAULT
FILES/2020-07/REPORT_DIGITAL _SILK_ROAD_JULY_2020.PDF; AND PETER RAYMOND, “THE GLOBAL EXPANSION OF CHINESE TECHNOLOGY PLATFORMS," [PRESENTATION,

CSIS, WASHINGTON, DC, NOVEMBER 14, 2022]

its relationship with Chinese companies to avoid
damaging its relationship with Beijing.* With little
having changed, China was once again detected
stealing data and camera footage from the AU
headquarters in 2020.%

GLOBAL STANDARDS FOR EMERGING TECHNOLOGY
In addition to seeking market dominance and control
of information, Beijing’s DSR efforts also emphasize
the importance of establishing and shaping global
standards and norms for emerging technology that are
inline with the CCP’s interests. Beijing has a broader
agenda than simply ensuring that its companies are
well positioned to compete in emerging markets.
Standards carry with them norms and values, in-
cluding in relation to issues of contention between
the Chinese government and Western democracies,
such as free speech, privacy, and surveillance. For
example, Chinese companies working on Al and the
Internet of Things have advanced facial recognition
and surveillance technology, which the Chinese
government routinely uses to monitor and suppress
political dissidents and ethnic minorities.*? Chinese
efforts to set standards to their preferences—in
other words weighted toward authoritarian states’
ability to surveil populations and against personal
freedoms—will allow greater freedom for Beijing to
operate both at home and around the globe.

In October 2021, the CCP released its “National Stan-
dardization Development Outline,” a white paper
thatlaid out near- and long-term goals (to 2025 and
2035, respectively) for technological standardization.
Colloquially known as “China Standards 2035,” the
document called for the nation to:

Strengthen standards research in key techni-
cal fields. Conduct standardized research in
artificial intelligence, quantum information,
biotechnology, and other fields. Utilizing the
integration of informatization and industrializa-
tion for new generation information technology
with broad potential for future applications
such as big data, blockchain, healthcare, new
energy, new materials, etc. China will simul-
taneously deploy technological research and
development in coordination with research
on and formulation of standards and their
promotion in industry, to accelerate the pace
of industrialization for new technologies.*®

In pursuit of these goals, China has both expanded
its participation in international standards-setting
processes and has sought to establish new avenues
for standards development. For example, Chinese
companies such as ZTE and Huawei have been heavily
involved in the development processes for interna-
tional standards related to 5G and the Internet of
Things.* Outside of the mainstream standardization
community, China has also explored the notion of
developing its own Belt and Road Standards Forum
as a parallel alternative.*

As Beijing prioritizes the expansion of initiatives
such as the DSR, which aim to reshape global norms
and standards, the best opportunity for the United
States and its allies to counter Chinese strategy may
be to establish a united democratic alternative. This
is further complicated by differences in standards
and inconsistent priorities between other leading
nations, including the United States and EU members.*


https://www.clingendael.org/sites/default/files/2020-07/Report_Digital_Silk_Road_July_2020.pdf
https://www.clingendael.org/sites/default/files/2020-07/Report_Digital_Silk_Road_July_2020.pdf

Figure 8.4
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U.S. and Chinese Companies Competing in the Internet Technology Stack

SOFTWARE/HARDWARE

GROUPINGS

GENERAL EXAMPLES

U.S.-BASED
COMPANIES

PRC-BASED
COMPANIES

APPLICATION
LAYER

Software applications

Storage and software
infrastructure

NETWORK
LAYER

Hardware

PHYSICAL
LAYER

Carrier infrastructure

Internet platforms (e.g.
social media, websites,
mobile apps), machine-
learning engines (from
cloud providers),
content handlers

Content delivery
networks, cloud storage
and infrastructure

Satellite navigation,
networking hardware,
sensor hardware,
semiconductors,
mobile wireless
networking equipment

Submarine cables,
fiber-optic networks,
mobile wireless
network carrier
equipment (5G base

Facebook, Google,
Amazon, Apple,
Microsoft, PayPal,
Zoom, Salesforce,
Adobe

Cloudflare, Akamai,
Google, Microsoft,
Amazon, IBM, Oracle,
Apple

Cisco, Juniper, Global
Positioning System
(GPS), Google, Amazon,
Apple, Nvidia, AMD,
Texas Instruments,
Qualcomm, Broadcom,
Intel, Microsoft, IBM

AT&T, Sprint, Verizon,
Cogent, Comcast,
Facebook, Google,
Amazon, Microsoft,
T-Mobile US

Baidu, Alibaba,
Tencent, JD.com,
ByteDance, Ant

Group, Megvii, iFlytek,
CloudWalk, SenseTime,
YITU, Ping An Tech,
Inspur, Huawei, CETC

Alibaba, Tencent,
ByteDance, Ping An
Tech, Inspur, Huawei,
CETC

Huawei, ZTE, BeiDou,
Nuctech, Meiya Pico,
Hikvision, Uniview,
Dahua, Megvii, iFlytek,
SenseTime, DJI,
Huawei’s Hisilicon,
SMIC, CETC

Hengtong, China
Mobile, China Telecom,
China Unicom, PEACE
cable Ltd, Huawei,
CETC

stations)

SOURCE: SAMANTHA HOFFMAN AND NATHAN ATTRILL, "SUPPLY CHAINS AND THE GLOBAL DATA COLLECTION ECOSYSTEM,” AUSTRALIAN STRATEGIC POLICY INSTITUTE,
POLICY BRIEF REPORT NO. 45/2021, JUNE 2021, HTTPS:/S3-AP-SOUTHEAST-2. AMAZONAWS.COM/AD-ASP1/2021-06/SUPPLY%20CHAINS.PDF?VERSIONID=56J_

TTBXYXYVSMUHRIQTSDSSRS2ADAZH

ECONOMIC SANCTIONS
AND PUNISHMENT IN
POLITICAL DISPUTES

China frequently employs coercive economic
sanctions to punish nations for taking political or
economic actions that contradict Beijing’s interests
and to incentivize policies that are more in line
with China’s goals. While it sometimes uses tra-
ditional sanctions in higher-impact cases, Beijing
frequently relies on implicit sanctions, informal
boycotts, and regulatory actions to compel states
to adhere to its demands.*” Figure 8.5 highlights
examples of Chinese use of economic punishments
to attempt to coerce more favorable outcomes in
political disputes since 2000. The types of activities
that most frequently provoke this response from
Beijing include economic restrictions impacting
Chinese companies, political activities that threat-
en Chinese claims of sovereignty, and arms sales
and security activity. This section provides brief
examples of each.

RESTRICTIONS ON CHINESE COMPANIES

Other states’ restrictions on the activities of Chi-
nese companies—particularly technology compa-
nies involved in the DSR, such as Huawei—have
increasingly provoked economic punishment by
China. After the Australian government banned
Huawei and ZTE from providing technology for 5G
networks in 2018, for example, Beijing responded
with both formal and informal trade restrictions
on imports such as barley, beef, coal, lobster,
and wine.*® The Chinese-Australian relationship
further soured in 2020 when Australia called for
an international probe into the origins of the
Covid-19 pandemic.* Ultimately, however, Chinese
restrictions on Australia caused only modest and
short-term economic impact.°

Despite some modest economic harms, this case
demonstrates the mixed effects of this strategy, as
China’s punishment campaign against Australia
may have harmed Australian attitudes toward
China. Researchers at the University of Adelaide
estimated that Australia forwent $4.9 billion in ex-
portrevenues due to Chinese restrictions between
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Figure 8.5

Examples of Chinese Economic Punishment, 2000-2022

YEAR(S) TARGET COUNTRY REASON

2003 North Korea Pressure to join trilateral meeting on nuclear disarmament hosted in Beijing
2007 Vietnam South China Sea territorial dispute

2008 Vietnam South China Sea territorial dispute

2008 France Disruption of Olympic torch relay amid pro-Tibet demonstrations
2009 France President meets with Dalai Lama

2010 United States Arms sales to Taiwan

2010 Japan Japanese coast guard detained a Chinese trawler captain

2010 Norway Liu Xiaobo, a Chinese dissident, received the Nobel Peace Prize

2012 United Kingdom Prime minister meets with the Dalai Lama

2012 Japan Japan announces plans to purchase three of the main Senkaku Islands
2012-2016 Philippines Dispute over Scarborough Shoal territorial claims

2013 Lithuania President meets with the Dalai Lama

2016 Taiwan Pro-independence president elected

2016 Mongolia Dalai Lama visit

2016-2017 South Korea THAAD deployment

2017 Palau Recognition of Taiwan

2018 Australia Huawei and ZTE bans

2018-2019 Canada Arrest of Huawei finance director

2019 United States Arms sales to Taiwan

2019 United States Escalation of trade war

2020 Australia Call for investigation into the origins of Covid-19

2020 Czech Republic Diplomatic visit to Taiwan

2020 United Kingdom Huawei ban; citizenship eligibility for Hong Kong residents
2021-2022 Lithuania Establishment of a Taiwanese Representative Office

SOURCE: VIDA MACIKENAITE, "CHINA'S ECONOMIC STATECRAFT: THE USE OF ECONOMIC POWER IN AN INTERDEPENDENT WORLD," JOURNAL OF CONTEMPORARY EAST ASIA
STUDIES, S, NO. 2 (2020): 108-26, DOI:10.1080/24761028.2020.1848381; DAVID UREN, "ECONOMIC COERCION: BOYCOTTS AND SANCTIONS—PREFERRED WEAPONS OF WAR,"
AUSTRALIAN STRATEGIC POLICY INSTITUTE, OCTOBER 15, 2020, HTTPS:/WWW.ASPLORG.AU/REPORT/ECONCOMIC-COERCION-BOYCOTTS-AND-SANCTIONS-PREFERRED-WEAPONS-

WAR; CHARLES MILLER, "EXPLAINING CHINA'S STRATEGY OF IMPLICIT ECONOMIC COERCION. BEST LEFT UNSAID?," AUSTRALIAN JOURNAL OF INTERNATIONAL AFFAIRS 76,
NO. 5 (2022): 507-21, D0K10.1080/10357718.2022.2061418; AND CHRISTINA LAl "ACTING ONE WAY AND TALKING ANOTHER: CHINA'S COERCIVE ECONOMIC DIPLOMACY IN EAST
ASIA AND BEYOND," THE PACIFIC REVIEW 31, NO. 2 (2018): 169-87, DOI:10.1080/09512748.2017.1357652

July 2020 and February 2021.5! Yet marked shifts in
Australian public opinion of China also coincided
with the economic dispute. Polling conducted by
the Lowy Institute found that Australian public
opinion toward China became increasingly nega-
tive as the China-Australia economic relationship
deteriorated. In 2020, 41 percent of Australians
polled perceived China as a security threat, and 55
percent saw China as an economic partner. This
shifted against China in 2021, when 63 percent of
participants saw China as a security threat and only
34 percent viewed China as an economic partner.>

Nonetheless, this type of response also provides
Beijing with the credibility to influence other states’
decisions simply by threatening to do the same
to them if they act against Chinese companies.

For example, in 2019, as Germany contemplated
excluding Huawei from its next-generation 5G
network, the Chinese ambassador to Germany
warned that “there will be consequences. The
Chinese government will not stand idly by” and
threatened action against the German automotive
industry, which relies heavily on Chinese markets.>
Germany relented and declined to prohibit Hua-
wei, which by late 2022 accounted for 59 percent
of German 5G radio access network equipment.5

CHALLENGES TO SOVEREIGNTY

China has also used economic coercion against
countries in response to actions that challenge
perceptions of Chinese sovereignty, including is-
sues of political legitimacy and territorial control.
Examples include supporting the governments or
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people of Taiwan, Tibet, and Hong Kong; disregard-
ing Chinese territorial claims in the South China
Sea; supporting political dissidents; and criticizing
Beijing’s record of human rights violations.

For example, in July 2021, the Lithuanian Min-
istry of Foreign Affairs announced that Taiwan
would establish a “Taiwanese Representative
Office” in Lithuania later that year.>®> While the
office does not have diplomatic accreditation, it
functions as a de facto embassy—similar to the
Taipei Economic and Cultural Representative
Office in the United States. The decision to permit
the office to use the name “Taiwan” rather than
“Taipei” sparked fierce condemnation from Chi-
nese authorities. In August 2021, Beijing recalled
its ambassador to Lithuania and demanded that
the Lithuanian ambassador be recalled as well,
charging that the decision to support Taiwan
“severely undermines China’s sovereignty and
territorial integrity.”>¢ As Lithuania allowed the
creation of the Taiwanese Representative Office
to move forward, its economic and diplomatic
relationship with China continued to deteriorate.
China suspended Lithuanian visas and restricted
trade between the two countries, including by
delisting Lithuania as a country of origin and
directly prohibiting imports of Lithuanian beef,
dairy, and alcohol.5’

China also introduced secondary sanctions against
firms that purchase products from Lithuanian
companies. This development provoked criticism
from the Lithuanian tech industry, which was
most heavily impacted. For example, Kristijonas
Vizbaras, cofounder of the laser manufacturer the
Brolis Group, complained that the laser industry
had “been sacrificed for this ‘value-based’ policy,”
and unless the situation changed, companies like his
would no longer be able to operate in Lithuania.>®

ARMS SALES AND SECURITY ACTIVITY
Finally, China has enacted other coercive economic
measures in response to defense and security activities
that undermine Chinese goals or have the capacity
to threaten Chinese territorial claims. Examples in-
clude arms sales, security cooperation negotiations
or agreements, and military deployments.

In some cases, Beijing has responded with targeted
sanctions on arms manufacturers. For example, after
the United States approved a $2.2 billion arms sale
to Taiwan in 2019—including 108 M1A2T Abrams
tanks, 250 Stinger missiles, and other equipment—
China responded with sanctions against the U.S.
manufacturing companies involved in the deal.*
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Typically, however, these measures target other
nations to compel them to decline security assis-
tance from the United States and its allies or to
otherwise de-escalate military activities that could
potentially constrain Chinese interests. When
South Korea—in partnership with the United
States—deployed the Terminal High Altitude Area
Defense (THAAD) missile defense platform in 2016
to guard against North Korea, China lodged an
official diplomatic complaint against South Korea,
imposed restrictions on South Korean tourists,
forced the closure of a company involved in se-
curing the THAAD deployment site, cut subsidies,
and generated additional regulatory hurdles for
South Korean companies.®® China’s economic
punishment against South Korea dragged into the
following year, until South Korean president Moon
Jae-in relented to Beijing’s pressure and publicly
affirmed that his country would follow the “Three
Nos” policy. President Moon Jae-in promised that
South Korea would not deploy additional THAAD
systems, would not participate in a missile defense
network led by the United States, and would not
enter into a trilateral military alliance with the
United States and Japan.5!

CONCLUSION

Economic coercion is a viable means of political
warfare. In addition to the direct geopolitical gains
China secures through economic coercion—includ-
ing leverage and the spread of influence—Beijing
also uses these forms of outreach to create depen-
dencies on China, particularly in the developing
world. Examples include vying for relationships
with U.S. partners. Despite India’s close security
relationship with the United States, China has
cultivated a strong economic relationship with
India. Affordability is India’s primary concern with
regard to emerging technologies, so the Indian
government relies on Chinese companies for a
large portion of its data and telecommunications
equipment and infrastructure.? Aslong as China
remains able to offer cheap options to developing
countries, these countries will depend on Chinese
technologies and will be motivated to maintain
positive relationships with Beijing.

As China’s wide range of coercive economic ac-
tivities demonstrate, economic competition likely
will involve an integrated, whole-of-society ap-
proach, including policy and norms, information,
finance and trade, infrastructure, and all layers
of the technology stack. At the same time, China
likely will continue to wield both investments
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and economic punishments such as sanctions
to keep partner nations invested in the Chinese
global economic project, dependent on Beijing’s
support and infrastructure, and behaving in line
with Chinese sovereign claims and geopolitical
goals. Beijing is likely to continue to focus on
economic tools useful for economic competition,
particularly if some of its more overtly malicious
pathways are challenged or restricted.




The most comprehensive and
serious challenge to U.S. national
security is the PRC's coercive and
increasingly aggressive endeavor
to refashion the Indo-Pacific region
and the international system to
suit its interests and authoritarian
preferences.

-U.S. National Defense Strategy
(2022
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The PRC is the only competitor
with both the intent to reshape
the international order and,
increasingly, the economic,
diplomatic, military, and
technological power to do it.
Beijing has ambitions to create
an enhanced sphere of influence
in the Indo-Pacific and to become
the world's leading power.

-U.S. National Security Strategy
(2022)?



China is engaged in extensive and
aggressive political warfare across
the globe, including in the U.S.

homeland. These actions are perpetrated by
such organizations as the People’s Liberation Army
(PLA), Ministry of State Security (MSS), Ministry
of Public Security (MPS), Ministry of Industry
and Information Technology, United Front Work
Department, and Ministry of Foreign Affairs. A
wide range of non-state or quasi-state actors, from
hacktivists to private security companies, support
the official acts of the state. The primary tools of
Chinese political warfare include:

= Intelligence Operations: China’s intelli-
gence services, such as the MSS and MPS,
are engaged in extensive intelligence ac-
tivity to expand Chinese power and influ-
ence. In examining over 100 Chinese espi-
onage cases directed at the United States
or U.S. entities, this report concludes that
the United States has suffered substantial
losses in terms of trade secrets, military
technology, sensitive data on U.S. citizens,
classified U.S. government information,
and harassment of individuals—including
members of the Chinese diaspora—resid-
ing in the United States.

m Cyber Operations: Chinese organizations,
including units within the PLA, are involved
in an aggressive cyber campaign against

corporations, universities, government
agencies, media, think tanks, nongovern-
mental organizations, and other targets
to advance China’s interests. On the eco-
nomic front, these efforts are designed to
help China leapfrog ahead of the West by
skipping the extensive and time-consuming
research and development phases for new
technologies. Chinese cyber operations are
also designed to enable influence campaigns
on domestic and international audiences,
collect information, assist with potential
offensive military campaigns, and improve
China’s artificial intelligence and big data
analytics capabilities.

Information and Disinformation
Operations: China is engaged in numerous
activities overseas—including in the U.S.
homeland—to influence decisionmaking
and popular support to gain a competitive
advantage. Beijing seeks to tightly control
the image of China abroad, including by
influencing companies, organizations, and
individuals that criticize China, from the
National Basketball Association to Hollywood
studios. While there has been self-censor-
ship in Hollywood to avoid antagonizing
Beijing, the two most successful movies of
all time in China both involve wars against
the United States: The Battle at Lake Changjin
(2021) and Wolf Warrior 2 (2017).3



m United Front Work: The CCP is involved
in numerous efforts to extend its reach
overseas through united front work, which
involves activity to protect and bolster the
image of China and the CCP. Led by the
United Front Work Department, this activity
has targeted U.S. universities, news media,
ethnic Chinese abroad, and others inside
of the United States and other countries.

m Irregular Military Actions: The PLA, PLA
Navy, PLA Air Force, PLA Rocket Forces,
People’s Armed Forces Maritime Militia,
and private security companies linked to
China are involved in widespread efforts
to expand Chinese influence. These organi-
zations are involved in near-seas activities
(which focus on securing Chinese interests
in such areas as the South and East China
Seas) and far-seas activities (which are glob-
al in scope). According to CSIS estimates,
there are nearly two dozen Chinese private
security companies operating overseas,
including in Africa, the Middle East, Asia,
and Latin America.

m Economic Coercion: China is increasingly
engaged in the threat or imposition of eco-
nomic sanctions or inducements to influence
decisionmaking to gain a competitive advan-
tage. There are a wide range of examples of
Chinese economic coercion, such as the Belt
and Road Initiative (BRI) and the Digital Silk
Road (DSR). The latter aims to create—and
use as political leverage—Chinese global ex-
pansion in telecommunications, e-commerce,
hardware, software, big data, artificial intel-
ligence and machine learning, the Internet
of Things, and other digital infrastructure
and norms across the globe.

China has several strategic goals in conducting
these activities. The most important include pre-
serving the CCP, expanding Chinese power and
influence, and weakening the United States as part
of balance-of-power competition. China’s broader
strategy aims to pursue modernization to expand its
military might, economic power, and technological
prowess; improve its governance; and revise the
international order in support of Beijing’s system of
governance and national interests. In addition, China
also conducts political warfare—rather than armed
conflict—in an attempt to avoid conventional war
and limit security concerns from other countries.

The rest of this chapter examines ways that the
United States and its partners can compete with
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China below the threshold of conventional warfare.
It asks: What options do the United States and its
partners have to counter Chinese political warfare?

While the United States has been slow to identify
the broad range of Chinese activities and has failed
to develop a systematic strategy to oppose them,
this chapter outlines several core components of a
strategy to counter Chinese political warfare and
compete more effectively. U.S. policy should include
checking China’s global expansion by competing
on a sustained basis; encouraging a progression
toward a pluralistic political system in China that
respects human rights; developing economically
viable alternatives to Chinese influence over third
countries, in particular in the global south; and
engaging in diplomatic negotiations with China
to keep communication channels open and reach
agreements that protect and enhance U.S. interests
where feasible.*

The rest of this chapter focuses on five steps that are
critical to compete with China below the threshold
of conventional warfare.

LEVERAGE DEMOCRATIC
PRINCIPLES AS AN
ALTERNATIVE TO CCP
AUTHORITARIANISM

Competition today is to a great extent a bal-
ance-of-power struggle between rival political,
economic, and military systems. China under Xi
Jinping is one of the most authoritarian countries
in the world, according to the nonpartisan organi-
zation Freedom House; eschews a free press; and
has become more sophisticated and aggressive in
using coercive tactics to shape media narratives
and suppress reporting that is critical of China
and the CCPS

China has blocked information by creating a “Great
Firewall.” As one human rights report concluded
in 2022, “China was the world’s worst environment
for internet freedom for the eighth consecutive
year.”® China’s digital firewall has blocked or cen-
sored hundreds of thousands of websites, apps,
and services that the government has assessed
contain content unfavorable to China, including
Google, YouTube, Instagram, Reddit, Wikipedia,
WhatsApp, LinkedIn, and numerous virtual private
network providers.” The country has detained and
jailed journalists, human rights activists, religious
leaders, and civilians for sharing online content
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critical of the Chinese government. It has also
tightened control over China’s technology sector
and enforced rules that require digital platforms to
utilize their algorithms to promote CCP ideology.?
China has also increasingly attempted to expand
its authoritarianism on digital networks across
the globe, triggering what some have termed
“digital authoritarianism.” As one declassified
U.S. intelligence assessment concluded, “China
and other authoritarian governments are using
cyber espionage, attacks, and influence operations
to extend the coercive reach of their ideological
enforcement and political control efforts beyond
their borders. In some cases, they are impinging
on Western democracies’ sovereignty and interests
to enhance their domestic stability.”?

The United States and its democratic partners have
categorically different systems. Freedom—of the
ballot box, the press, religion, and commerce—
is at the core of Enlightenment values. As the
English philosopher John Locke argued, reason
“teaches all mankind, who will but consult it, that
being all equal and independent, no one ought to
harm another in his life, health, liberty, or posses-
sions.”'! The United States’ democratic principles
are outlined in the preamble to the Constitution:
“to form a more perfect Union, establish justice,
insure domestic Tranquility, provide for the com-
mon defence, promote the general Welfare, and
secure the Blessings of Liberty to ourselves and
our Posterity.” The United States and its partners
should counter Chinese political warfare by sup-
porting these democratic principles and combat-
ing authoritarianism across the globe and on all
forums, from digital platforms and the internet to
corporate boardrooms, educational institutions,
and the halls of government.

However, there are several pitfalls that U.S. pol-
icymakers need to avoid. First, they need to stay
clear of the McCarthyism of the 1940s and 1950s,
which involved false or unproven public accu-
sations of subversion and treason. Countering
China’s intelligence operations, information and
disinformation operations, united front work,
economic coercion, and other activities—including
in the U.S. homeland—is critical. But it must be
based on facts, judicial oversight, and democratic
principles. Such evidence must also be transpar-
ently communicated to the American public, who
are increasingly the target of China’s operations,
particularly in the information and commercial
spheres. Second, the United States needs to avoid
taking actions overseas that are inconsistent with
U.S. democratic principles and are bound to be
counterproductive and ineffective. During the Cold

War, for example, the United States was involved
in overthrowing—or attempting to overthrow—
several regimes (such as Iran in 1953, Guatemala
in 1954, and Chile in 1973) and orchestrating
covert action programs (such as the 1983 mining
of several Nicaraguan harbors) that ultimately
undermined U.S. interests.!?

UNDERSTAND CHINA

The next step is to better understand how China
views competition with the United States. What
are China’s objectives in utilizing political warfare?
What are its main instruments? What vulnerabil-
ities and weaknesses of China can be exploited?

As this report highlights, a close analysis of Chi-
nese activity indicates that Beijing has conducted
a broad political warfare campaign against the
United States and its partners across the globe.
To conduct these actions, Beijing invests sub-
stantial resources in understanding the United
States, including in translating documents and
exploring the contours of U.S. culture and politics.
The China International Communications Group,
which is owned and operated by the CCP’s Central
Propaganda Department, distributes the CCP line
on numerous issues to overseas audiences, directs
research on foreign media, and conducts language
training programs. The English-language training
market in China was approximately $75 billion in
China in 2022.3 Some analysis estimates that the
market for English-language training in China will
increase by over $70 billion between 2021 and
2025.1In contrast, the market size for all language
instruction in the United States was only $1.5
billion in 2022.* Even though China has a much
larger population than the United States, Beijing
still spends roughly 14 times more per capita on
English language training than the United States
does on alllanguage training.® More broadly, the
U.S. government and private sector have failed
to invest in the language skills and expertise to
effectively compete with China.

U.S. leaders during the Cold War would have
been horrified at this discrepancy. The U.S. gov-
ernment invested significant resources in con-
ducting information campaigns and translating
Soviet documents into English. Among the most
important organizations was the Foreign Broadcast
Information Service, which monitored, translated,
and disseminated massive amounts of news from
the Soviet Union and Warsaw Pact countries.
Researchers, activists, journalists, policymakers,



and the public relied on its invaluable transla-
tions. When the Cold War ended, however, the
United States slashed the budgets for these types
of organizations. In 2019, the U.S. government
shut down all outside access to the Open Source
Enterprise, the successor of the Foreign Broadcast
Information Service.

There is still time to change. One step is to build a
twenty-first century open-source information ser-
vice.'” The United States should start by having the
Open Source Enterprise, embedded in the Central
Intelligence Agency (CIA)’s Directorate of Digital
Innovation, make its translations of Chinese ma-
terial publicly available, as the Foreign Broadcast
Information Service did during the Cold War. In
the absence of such efforts, the private sector has
taken the lead in translating Chinese material,
though China has made access to material more
difficult by expanding its anti-espionage laws and
restricting overseas access to China-based data
sources.!® For national security issues, some of
the best examples are CSIS’s Interpret: China, the
Center for Security and Emerging Technology at
Georgetown University, and the Department of
the Air Force’s China Aerospace Studies Institute.*

STRENGTHEN DEFENSE

An important component of U.S. strategy needs to
be conducting more effective defensive measures
against Chinese political warfare. As used here,
defense refers to efforts to deter, resist, blunt, and
mitigate attacks from an adversary.

One example is cyber. U.S. policymakers need to
continue to develop a concerted effort to establish
a cyber doctrine for the United States and consider
how the United States’ capabilities stack up against
China’s capabilities. An initial comparison reveals
that China holds an advantage in one key area: the
capability to hold critical infrastructure at risk. The
obvious and urgent conclusion is that the United
States must focus on bolstering its cyber defenses.
It is currently too easy for an adversary such as
China to hold at risk elements that make the U.S.
economy and U.S. society function.

An unclassified assessment is unable to compare
the most exquisite cyber tools in each nation’s
arsenal, but the U.S. government should run clas-
sified simulations on how China might fight in the
cyber domain and how the United States might
defend itself, evaluating variables such as the
availability of the Global Positioning System, in-
ternet connectivity around the United States, and
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redundancy of communications infrastructure in
a time of conflict.

Establishing cyber norms of behavior is also worth-
while, even if China refuses to accede. Norms should
include a rejection of state-based internet protocol
theft for financial gain, privacy protection for
citizens, and a prohibition on targeting of critical
infrastructure that supports civilian populations.
Ideally, scientific exchanges would be protected
across borders, with free flow of data. The 2015
agreement between U.S. president Barack Obama
and Chinese leader Xi Jinping failed to create these
norms, but global views have evolved. A group
of like-minded nations might be willing to speak
out against China’s approach and even impose
costs on Beijing for undermining common-sense
norms. As part of this norm-setting effort, the
United States should prioritize blocking Beijing’s
attempt to take control of standards-setting bod-
ies such as the International Telecommunication
Union, which is the UN agency for information and
communications technologies. The last election
for head of the International Telecommunication
Union was a big win for democratic values, but
China has been pursuing a strategy of bureaucratic
takeovers for years.

China holds an additional advantage in its years-
long pursuit of diverse datasets. It can use that
data for training artificial intelligence/machine
learning (AI/ML) systems or for learning how
to manipulate U.S. public opinion. China’s even
more comprehensive collection of data on its
own population is also a ready-made roadmap to
Chinese public sentiment. Targeting that internal
tracking data for intelligence collection could pro-
vide a roadmap to public sentiment within China
on topics from internal discontent to views on a
conflict with the United States.

The United States and its partners should also
work to pull even and surpass China in two criti-
cal technologies: AI/ML and quantum computing.
The United States needs a revamped approach to
acquiring and incorporating AI/ML capabilities in
its military and intelligence planning and must
establish rules for when AI/ML capabilities should
be used in conflict scenarios. The faster the United
States understands this technology and sets guard-
rails, the less likely China will be able to define the
field and write the rules. In addition, the United
States and its partners should undertake a sprint
in quantum computing, which is a critical tech-
nology that could break current encryption and
create stronger future encryption. The capability
to read even encrypted data creates an incentive
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for massive theft of information today for read-
ability tomorrow. Post-quantum encryption will
be necessary to deter and counter such an effort.

Another useful example is influence campaigns. In
the United States, the creation and strengthening of
the Foreign Agents Registration Act (FARA) made it
possible to disclose details of several Chinese and
other foreign information activities. While FARA
is a useful tool for illuminating some behavior, it
is by no means comprehensive. It is accompanied
by separate reporting structures and databases
for the Lobbying Disclosure Act (LDA) and the
Department of Education’s Section 117 disclosures,
neither of which include detailed descriptions of
the activities that were carried out at the behest
of a foreign sponsor. Beijing has demonstrated
its ability to navigate Western transparency and
openness to its advantage. For example, this re-
port documented how Beijing worked within the
different confines of U.S., Australian, and UK law
to advance its information interests. In the context
of united front work, China generally adheres to
the letter of the law, but has found ways to exploit
gray areas or areas where the law is silent.

An additional challenge is developing countermea-
sures to combat China’s transnational repression
ofits citizens and diaspora communities. The tool
kit for achieving these ends is limited. The Federal
Bureau of Investigation (FBI) and Department of
Justice (DOJ) have demonstrated some resolve in
expanding the number of cases they are willing
to pursue, including indicting a Chinese student,
Xiaolei Wu, in 2022 on charges that he stalked
and threatened a democracy activist in Boston.2°
However, there are limited incentives to report
such activity or protections for those who do so,
particularly for foreign students and visitors who
intend to return to China or have close family
living in China. Many of the prominent stories of
China’s transnational harassment focus on a few
vocal activists. Yet there is ample evidence that
these high-profile examples account for a small
amount of the intimidation and suppression of
free speech and academic freedom that often goes
unreported out of fear of consequences for one-
self and one’s family. Moreover, Chinese diaspora
populations—rather than Chinese government
entities—are often heavily involved in harassing
and threatening other members of the diaspora.?

XiJinping and the CCP have repeatedly and clearly
expressed a belief that their rules legitimately extend
to Chinese citizens wherever they reside or travel.
Identifying the right mechanisms to deter such
behavior, through a combination of punishment,

awareness, and policy, is a key challenge for West-
ern democracies to uphold the tenets of freedom of
expression and to protect their sovereignty from
Chinese aggression and authoritarianism.

One of the most effective examples of a strong
defense is the growing opposition to Confucius In-
stitutes. By 2009, there were 90 Confucius Institutes
housed at U.S. universities—including prestigious
institutions such as Columbia, Stanford, and the
University of Chicago—and a total of 440 across the
globe.?2 But the Confucius Institutes quickly became
a lightning rod for controversy. At the University
of Chicago, more than 100 professors signed a
petition calling on the university to terminate its
contract with Hanban.? Bruce Lincoln, the Caroline
E. Haskell distinguished service professor of the
history of religions at the University of Chicago,
helped lead the charge, arguing that the institute
was a potentially dangerous “sort of arrangement
where an entity outside the university . . . is in
effect seriously influencing who’s teaching and
what’s taught under our name and inside our
curriculum.”?* By 2023, Confucius Institutes had
largely disappeared on U.S. college and university
campuses, with only a dozen remaining.?

Not surprisingly, China has shifted to other pro-
grams, such as the Thousand Talents Plan, to
recruit experts in science and technology. Some
academics, such as Charlie Lieber, chair of Har-
vard University’s Department of Chemistry and
Chemical Biology, were arrested and convicted in
connection with lying to federal authorities about
affiliation with the Thousand Talents Plan.? Other
countries, such as Canada, have also expressed
alarm at China’s attempts to infiltrate universities
and other institutions through the Thousand Tal-
ents Plan and other programs.?’ As the Canadian
Security Intelligence Service concluded: “[F]oreign
talent recruitment programs are used to advance
the economic and strategic objectives of foreign
states at the expense of Canada’s national inter-
ests. The Thousand Talents Plan is an example of
academic talent plans that are used to advance
foreign states’ interests.”?

In sum, the United States can take several steps to
strengthen defense against Chinese political warfare:

m Toughen Cyber Resilience: The Office of
the National Cyber Director and the Cyber
Infrastructure and Security Agency, which
sits within the Department of Homeland
Security, have made tremendous strides
building consensus around strengthening
cyber defenses within the U.S. government



and in the private sector. But more dramatic
action will be necessary to incentivize—and
perhaps regulate—better cybersecurity.

Increase Federal Counterintelligence
Resources: Boost FBI, DOJ, and Department
of Homeland Security (DHS) resources to
conduct Chinese counterintelligence oper-
ations against the MSS, MPS, PLA, United
Front Work Department, and other orga-
nizations. The FBI is particularly swamped
with Chinese counterintelligence cases, ac-
cording to CSIS discussions with the FBI. The
FBIshould be given additional resources to
hire more counterintelligence agents and
intelligence analysts, including Mandarin-
proficient personnel.

Expand State and Local Counterintelligence
Activities: There is a growing need to sup-
plement U.S. federal efforts by expand-
ing state and local efforts. New Jersey, for
example, has stepped up counterintelli-
gence efforts under the New Jersey Office of
Homeland Security and Preparedness. The
Analysis Bureau in New Jersey has devot-
ed greater resources to analyzing Chinese
intelligence and disinformation activities,
including through cooperation with the
FBI. The Analysis Bureau has also added a
critical infrastructure analysis section to
analyze Chinese and other foreign threats
and advocate for better operational security
practices. New Jersey has also distributed its
products to local law enforcement agencies
and the general public to increase aware-
ness.?® These efforts should be widespread
across states.

Declassify Intelligence Analysis: There is
an urgent need to increase public awareness
of the Chinese threat to the U.S. homeland
by declassifying more information and anal-
ysis from the U.S. intelligence community,
FBI, DHS, Department of State, Department
of Defense, and Department of Treasury.
There have been some useful examples,
such as the National Intelligence Council’s
declassified “Cyber Operations Enabling
Expansive Digital Authoritarianism.”3°
But these cases are few and far between.
In the 1980s, for instance, the CIA and FBI
released a range of intelligence products
on Soviet political warfare as part of con-
gressional hearings.?! Along these lines,
Congress can play an increasingly important
role in raising public awareness through
hearings, analytical products, and other
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activities—including through the Select
Committee on the Strategic Competition
Between the United States and the Chinese
Communist Party.

Crack Down on Sensitive Technology:
There is a growing urgency to mitigate the
threat from China’s intelligence collection
and information operations on technol-
ogy platforms through a combination of
executive, legislative, and judicial steps.
For example, TikTok should be banned
from all state and local devices—not just
federal ones—because it allows China to
access the devices, including information,
microphones, and cameras. There is also
a need to contextualize public education
efforts with concrete examples of negative
impacts or threats to the U.S. public. This
isincreasingly important because China’s
irregular activities directly target citizens
in the United States and other Western
countries via popular online social media,
gaming, and e-commerce platforms, many
of which are accompanied by China’s own
information campaigns that extol these
platforms’ benefits.

Increase Private Sector Awareness:
Intensify U.S. government interactions
with corporations, educational institutions,
think tanks, and other entities about China’s
influence and coercive activity. Chinese
influence campaigns have targeted a wide
range of U.S. organizations and compa-
nies, including Hollywood movie studios
and the National Basketball Association.
Consequently, there is an urgent need for
the FBI, DHS, and intelligence community to
increase interactions with targeted institu-
tions and to educate their personnel about
evolving Chinese methods and practices.

Strengthen FARA and Related Efforts:
There is a continuing need to further
strengthen FARA and other efforts, includ-
ing the Lobbying Disclosure Act and the
Department of Education’s Section 117
disclosures, to counter Chinese and other
foreign influence. Examples might include
providing civil investigative demand au-
thority to the Department of Justice, in-
creasing penalties for non-compliance with
registration requirements, and repealing
or modifying FARA exemptions.
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CONDUCT
OFFENSIVE MEASURES

In a letter to U.S. painter and Revolutionary War
veteran John Trumbull, George Washington wrote
that “offensive operations, often times, is the sur-
est, if not the only . .. means of defence.”*? Political
warfare with China should not only involve playing
defense but also conducting offensive measures in
such areas as information and cyber operations.

As used here, offense refers to efforts to coerce
or weaken an adversary. An offensive campaign
should be based, in part, on leveraging U.S. demo-
cratic strengths and exploiting China’s weaknesses,
including the vulnerabilities inherent to its attempt
to suffocate political liberty, freedom of expression
and the press, free-market capitalism, and free-
dom of religion. The fundamental goal of China’s
leadership is to retain and solidify their absolute
power and to eliminate any effective opposition
to their authority.

U.S. offensive policy toward China should focus on
thwarting China’s expansionism, power, and influence
as well as encouraging a more pluralistic political
and economic system in China and its partners.
One example of offense is in the cyber domain. The
United States should have a consistently updated
set of options for action and retaliation in the cyber
domain. While escalation dynamics in and through
the cyber domain are still up for debate, limiting
activity to cyber could prove de-escalatory in a crisis.
If cyber effects are predictable and damage is tar-
geted, cyber tools can be an effective way to send a
message. However, the United States and China also
need to establish consistent crisis communications
channels so that the two capitals can message intent
effectively if a cyber operation meant to be limited
and de-escalatory has unpredicted effects.

More broadly, the United States and its partners
should proactively highlight examples of China’s
malign activity, human rights abuses, and corruption.
Some of the best work may come from legislators,
investigative journalists, academics, and corporate
executives. Indeed, China has significant weaknesses
and vulnerabilities that can be exploited. Examples
include the BRI and DSR, which frequently aim to
control information in ways that benefit China,
burden foreign countries (including with debt),
and rely on Chinese labor rather than local work-
ers. China’s goal is generally to force governments
and corporations to respect and defer to Chinese
interests in current and future actions.*

China has also engaged in significant human rights
abuses. Examples include China’s involvement in
the arrest, torture, and assassination of defectors,
political opponents, and those investigating or
prosecuting corruption and human rights abuses
(such as journalists and lawyers). In addition,
Chinese corruption and cheating scandals are
pervasive. China has paid bribes to foreign officials
to gain access to their country, and corruption is
often critical for promotion in the CCP and mil-
itary. China has also been embroiled in massive
doping scandals with its athletes, including for
the Olympics.

Overall, the United States should consider several
recommendations to strengthen the offense in
light of Chinese political warfare:

m Weaken the Great Firewall: The United
States needs to increase resources and
support to programs that provide techno-
logical and other assistance to individuals
and organizations inside and outside China
to break through the Great Firewall. These
programs should include U.S. government
agencies—such as the State Department,
Defense Department, and intelligence com-
munity—as well as nongovernmental orga-
nizations and the private sector. Populations
generally want access to other sources of
news, not just information from state-con-
trolled media.

m Establish a Multilateral Bloc to Counter
Chinese Economic Coercion: Combating
and deterring Chinese economic coercion
will likely require a collective effort by the
United States, Australia, South Korea, Japan,
and other countries—including in Europe.
Participant countries should be prepared
to sanction China in response to Chinese
threats or actions that do not conform to
World Trade Organization rules and are
aimed at meeting Chinese political goals
unrelated to trade. In addition, participant
countries could create a collective compen-
sation fund for losses and offer alternative
export or import markets to divert trade in
response to Chinese sanctions.*

m Increase Private Sector Competitiveness
in Emerging Technology: Develop a pub-
lic-private partnership designed to compete
more effectively with China in emerging
technology in such areas as the Global South.
As noted in this report, China has developed
an aggressive strategy to spread Chinese



technology through the DSR. The United
States and allied and partner governments
should develop a coordinated approach to
support U.S. and allied companies that seek
to compete in these same regions, such as
Google, Amazon, Apple, and Microsoft.

m Establish a U.S. Inter-Agency Body to
Coordinate Offensive Actions: The U.S.
government’s China policy is still stovepiped
across such areas as diplomacy, defense,
economics, and intelligence. The National
Security Council should create a body that
coordinates strategy and operations across
U.S. government agencies designed to iden-
tify Chinese vulnerabilities and exploit
them. The United States needs to proactive-
ly weaken Chinese power, influence, and
relationships overseas. There are several
models from the Cold War that are worth
examining, such as the Active Measures
Working Group.

These actions will not be easy. China will respond
aggressively and fiercely to any campaign designed
to undermine its authoritarianism and exploit
the vulnerabilities in its political and economic
systems. Chinese leaders may threaten its critics,
including by withholding money to—or conducting
offensive cyberattacks and other actions against—
corporations, educational institutions, think tanks,
and other individuals and organizations. Chinese
citizens and their families may be intimidated,
imprisoned, tortured, or even Kkilled.

Offensive operations will also require leveraging
defectors, émigrés, and dissidents from China—
including intellectuals and scientists—for infor-
mation campaigns. Soviet and Eastern European
defectors and dissidents were an important tool
in political warfare during the Cold War and a
critical source of information. Their testimonies
were helpful in constructing powerful, emotional,
and truthful narratives that undermined the Soviet
Union and its ideology. Defectors such as Stanislav
Levchenko and Ladislav Bittman also provided
critical insights into how active measures worked
and how to fight back.? The United States needs
to find opportunities to effectively identify and
exploit defectors and dissidents.

Political warfare involves taking risks. In some
cases, as with the CIA’s covert support to Poland’s
Solidarity during the 1980s, codenamed QRHELP-
FUL, those risks paid off by weakening the Soviet
Union and its partners.* But in other cases, such
asinIran and Guatemala, the United States made
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significant mistakes that ran contrary to its demo-
cratic principles. Because of these risks, some U.S.
officials will strongly resist engaging in offensive
activities that attempt to exploit China’s weaknesses
and vulnerabilities. While it is important to weigh
the pros and cons of specific actions, the United
States would never have succeeded in undermining
Soviet power and influence without taking risks
that exploited its adversary’s vulnerabilities. The
same is true for China moving forward.

A MULTILATERAL APPROACH

An effective strategy against Chinese political
warfare requires the assistance of U.S. partners.
For example, Australia blocked the purchase
of Huawei 5G telecommunications gear for its
national network and was an outspoken critic of
China’s human rights abuses and anti-democratic
practices. But the threat from China against U.S.
partners is likely to be persistent. As a report by
the UK’s Intelligence and Security Committee of
Parliament concluded, “China’s size, ambition
and capability have enabled it to successfully
penetrate every sector of the UK’s economy,
and—until the Covid-19 pandemic—Chinese
money was readily accepted by [His Majesty’s
Government] with few questions asked.”” In
many cases, the United States will need to train,
advise, and assist state and non-state actors
across the globe to balance against China—and
to work by, with, and through its partners.®

The United States can build from existing arrange-
ments, such as the Quadrilateral Security Dialogue
(or Quad, which includes Japan, Australia, India,
and the United States); treaty alliances with Aus-
tralia, Japan, South Korea, the Philippines, and
Thailand; defense relationships with Taiwan, New
Zealand, Vietnam, and other countries; and the
Australia-United Kingdom-United States (AUKUS)
partnership. Another example is the Minerals
Security Partnership, which includes Australia,
Canada, the European Union, Finland, France,
Japan, Norway, South Korea, Sweden, and the
United Kingdom. This partnership aims to bolster
and safeguard the supply of nickel, cobalt, lithium,
copper, and rare-earth metals.*

In response to Chinese economic coercion, the
United States and its partners in the Indo-Pacific
should also develop a new strategy of “collective
resilience.”®® Key countries, such as Australia,
Japan, the United States, and South Korea, should
be prepared to cut off—and threaten to cut off—
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China’s access to vital goods when Beijing acts
against any member. The goal should be to deter
Chinese predatory activity and compel Beijing to
stop if it does conduct economic coercion.

A more effective U.S. and partner strategy needs to
begin with a recognition that competition with China
isinescapable. The authoritarianism and illiberalism
at the root of China’s political and economic system
is antithetical to Western Enlightenment values.
Competition is, to a great extent, a struggle over
ideologies and systems. Much is at stake, including
the shape, make-up, and power of political norm:s,
the international trading system, multilateral secu-
rity organizations, and international institutions.*
China is vulnerable to a strategy that exploits the
weaknesses of its authoritarian government at home
and abroad by encouraging democratic reforms,
opening up financial markets, and undermining
the state’s control of information. Such a strategy
requires playing better defense and offense.

This is not to say that cooperation is impossible or
even unpalatable. Competition and cooperation
are not zero-sum. China will hopefully remain an
important trading partner in the future and a crit-
ical market for U.S. and multinational companies.
China’s economy is growing, its manufacturing
sector is the largest in the world by a wide margin,
its population of 1.4 billion is an attractive market
for U.S. companies, and it boasts 400 million mil-
lennials—five times as many as the United States.*
China and the United States also share common
interests in climate change, nonproliferation, glob-
al energy markets, counterterrorism, trade, and
other areas. Not all competition is bad. Athletes,
companies, spelling bee contestants, students, and
even universities compete with each other. Healthy
competition can benefit everyone.

The United States and other democratic countries
should ultimately take solace that democracy—with
all its flaws and inconsistencies—is still an envi-
able form of government. As Winston Churchill
remarked: “Many forms of Government have been
tried, and will be tried in this world of sin and woe.
No one pretends that democracy is perfect or all-
wise. Indeed it has been said that democracy is the
worst form of Government except for all those other
forms that have been tried from time to time.”*
Churchill’s words are a helpful reminder that the
United States’ democratic principles are its strongest
weapons against Chinese political warfare.
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Examples of Chinese Private Security Companies Operating Abroad

COMPANY NAME

SAMPLE LOCATIONS

TYPES OF TASKS
PERFORMED

SAMPLE CLIENTS

Beijing DeWe
Security Service
Group (Dulwich
Group, DWSS)
(EEERRRER)

China Security &
Protection Group
(tRFPREELE

FR22E])

China Security
Technology Group
(FEZREAER)

Chinese Overseas
Security Services
(PEBIMRLEHR)

China Shield
Consulting
Service (TR
BHRSERAR)

Frontier
Services Group
(SE#RSEER)

Australia, Cameroon, Canada, Chad,
China, Democratic Republic of the
Congo, Djibouti, Ethiopia, Gabon,
Kenya, Nigeria, South Sudan,
Thailand, United Kingdom?*, United
States™

Cambodia, China, Kyrgyzstan, Laos,
Malaysia, United Arab Emirates,
United States™

Algeria, Angola, Cambodia, China,
Gulf of Aden, Gulf of Guinea, Iraq,
Kenya, Lamu Port-South Sudan-
Ethiopia Transport (LAPSSET)
corridor, Mozambique, Nigeria,
Pakistan, Sri Lanka, Uzbekistan,
Zimbabwe

Argentina, Cambodia, China, Djibouti,
Ethiopia, Indonesia, Iraq, Jordan,
Laos, Malaysia, Mozambique,
Pakistan, Somalia, South Africa, Sri
Lanka, Thailand, Turkey, Zambia

Bangladesh, China, Kazakhstan,
Pakistan, Thailand, United States*

Bermuda, Cambodia, China,
Democratic Republic of the Congo,
Indonesia, Iraqg, Kenya, Laos, Malta,
Mozambique, Myanmar, Nigeria,
Somalia, South Africa, South Sudan,
Uganda, United Arab Emirates

Explosives removal, maritime
escort, personnel security,
physical security, risk
assessment, security consulting,
security design, security
technology protection, security
training, surveillance

Event security, maritime
escorts, personnel security,
physical security, risk
assessment, security training,
transportation security

Armed maritime and land
escort, equipment supply,
intelligence analysis, personnel
security, physical security, risk
assessment, security design,
security technology protection,
security training

Anti-terrorism training, BRI
projects protection, event
security, maritime escort,
personnel security, physical
security, risk assessment,
security consulting

Armed escort, event security,
personnel security, physical
security, risk assessment,
security consulting, security
technology protection

Aviation rescue, cargo and
logistics protection, emergency
rapid response, insurance
package services, logistics
channel construction, personnel
security, physical security, risk
assessment, security strategy
design, security technology
protection, security training

China Communications
Construction Company, China
Development Bank, China
National Petroleum Corp., China
Petroleum and Chemical Corp.,
China Poly Group Corp., China
Roads and Bridges Corp., China
State Construction Engineering
Corp., China Three Gorges Corp.,
Chinese embassies in Kenya and
Madagascar, Hanban, Industrial
and Commercial Bank of China,
Chinese Ministry of Commerce,
Chinese Ministry of Education,
Chinese Ministry of Foreign
Affairs, Poly-GCL Petroleum Group
Holdings, Sinopec

Beijing Security Association,
China Security and Fire Co. Ltd.,
Papua New Guinea Commercial
Commissioner’s Office, Public
Security Bureau of Xinyuan
County, Xinjiang

CCCC Fourth Harbor Engineering
Co., Ltd., China-Brazil Petrochemical
Co., Ltd., China Construction Group
Third Engineering Bureau, China
Gezhouba Group, China Oceanwide
Online (Uzbekistan insurance
platform), China Power Construction
Group Co., Ltd., Chinese embassies
in Sri Lanka and Mozambique,
Chinese shipping fleets, Grand Tai
Peru SAC, Huawei Technologies
Pakistan, Jiangsu Energy
International Co., Sengwa power
plant (Zimbabwe)

Chinese factories in special
economic zones, Chinese-funded
overseas enterprises, Chinese
embassy in Somalia

Agricultural Bank of China, AO
“COII Kyset” (leading private
security provider, formerly part
of the Kazakhstan Ministry of
International Affairs), Bank of
China, China Construction Bank,
China Merchants Bank, China-
Thailand Economic and Trade
Cooperation Exchange Conference

Chinese state-owned enterprises

in aviation, oil and gas, logistics,
road construction, transportation,
and medical evacuation, DRC
Chinese Enterprises Association,
Laos Ministry of Public Security
Railway Police Department, Xinjiang
Production and Construction Corps
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COMPANY NAME

SAMPLE LOCATIONS

TYPES OF TASKS
PERFORMED

SAMPLE CLIENTS

Antipiracy and counterterrorism
training, cargo transportation

Hanwei China, Irag, Laos, Myanmar, Nigeria escort, equipment supply, China National Petroleum Corp.,
International Pakis{an P;pua I’\Iew Guineé South ’ intelligence analysis, maritime Chinese-funded enterprises,
. . Africa S;‘i Lanka ’ escort, oil drilling platform Shanghai Duan and Duan

Security Services ’ protection, personnel security, (Chongging) Law Firm

physical security, risk

assessment, security consulting

Advanced security technology

supply for surveillance and early China Ocean Shipping Co., COSCO
Hua Xin Zhong An warning capabilities, armed SHIPPING Development (formerly
(Beijing) Security China, Dji]?outi, Egy.pt, Gulf of Agien, maritime gscort, armed sepurity China Shi_ppi.ng ConFa.iner Lines)
Service (HXZA) Gq].f of Guinea, Pakistan, Somalia, aboa}r.d shlps,. eyent security, ﬂeets,. Chmege televllsmn crew
(EfEth R H) Sri Lanka maritime logistics, personnel covering a kidnapping of two

=]

Shandong Huawei
Security Group

China, Kenya, South Africa

security, physical security, risk
assessments, security consulting,
security technology protection

Emergency rapid response,
event security, physical security,
protection of mines and oil
installations, risk assessment,

Chinese nationals in Quetta,
Pakistan

Chinese-owned mining companies,
Huawei, MSS Security Group (joint
venture), PetroChina, Raid Private
Security (joint venture), Rostec

(WFRERHRZER) security compliance, security (Russiar} state—own'ed conglomerate)
consulting, security training (strategic cooperation agreement),
’ Sinopec
Armed maritime escort,
emergency rapid response,
. personnel protection, physical . . .
VSS Security Group . security, ransom and kidnapping PEtr.OChH.la’ China Maghmery
- China, Iraq, South Sudan, Sudan . Engineering Corp., China National
(HEZRZIRER) management, risk assessment,
4 . . Petroleum Corp.
security compliance, security
consulting, security technology
protection, security training
Xinjiang Event security, personnel Overseas Chinese corporations
Shamo Tewei China, Kazakhstan protection, physical security, Chinese engineerin I}‘I)rms i
GhrEEED) property patrol, security training & 8
Afghanistan, Cambodia, China, L. It d Overseqs Chlr}lqse—fun_tlied
Comoros, Georgia, Ghana, Gulf of Antljplracy consu! tmg,.arme ente.rprls.es, China Rai way No. 5
Aden. G u’lf of Guiﬁea G ul’f of Persia maritime escort, maritime Engineering Group, China Road and
X i i(en . ’K T La’os logistics, overseas emergency Bridge Corp., Chinese embassy in
Zhongjun Junhong a ya, » SYTEY. ' .. rescue, physical security, risk Bishkek, Guangdong Precious Metal
Madagascar, Malacca Strait, Malaysia - . .
hZEZE o\ LR{REH] > > > assessment, security technolo Refinery, Huawei Technologies,
y 5% Y; 8

the Philippines, Red Sea, South Africa,
Sri Lanka, Sulu Sea, Taiwan, Tanzania,
Thailand, United Arab Emirates,
United Kingdom™

protection, security training,
unarmed offshore platforms
escort, weapon configuration

Jufeng Industry Group Co. Ltd.,
Sanmenxia Lugiao Construction
Group, Sinohydro Bureau 16, Zijin
Mining Group

* INDICATES BRANCH OFFICE LOCATION RATHER THAN ONGOING OPERATIONS
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