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THE ISSUE
Hamas’s and Hezbollah’s information technology (IT) strategies heavily reflect their roles in governance. Terrorist 
organizations like al Qaeda and the Islamic State eschew nationalism in favor of a broad pan-Islamist vision and focus media 
operations primarily on recruitment and at times operations. In contrast, Hamas and Hezbollah are nationalist as well as 
Islamist in orientation and favor traditional forms of communication over social media in order to legitimize their political 
power—a preference reinforced by the policies of technology companies and, in general, the limited capacity of these terrorist 
groups to use social media without considerable risk. Because Hamas and Hezbollah govern and provide goods, services, and 
information to their constituents, it is harder to target their IT infrastructure without risking humanitarian consequences.
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H amas and Hezbollah are among the world’s most 
important and multifaceted terrorist groups. In 
addition to conducting terrorist attacks, they run 

hospitals and schools and otherwise engage in social and 
political activities that make them important in the daily 
lives of many Palestinians and Lebanese, including those 
who do not support their ideologies. Perhaps their greatest 
influence, however, is through governing. Hamas is the de 
facto government of Gaza, and for many years Hezbollah 
has been part of the Lebanese government, effectively 
governing southern Lebanon, occupying cabinet positions 
directly and via its allies and often acting as a kingmaker, or 
at least veto player, for the country’s prime minister. These 
roles stand in contrast to the aims of groups like the core of 
al Qaeda, which has focused primarily on terrorism, or in 
the case of the Islamic State, war. Today core Al Qaeda and 
the Islamic State play little or no role in governing.

Governing shapes how Hamas and Hezbollah use 
communications technologies. Although both groups 

use social media and other technologies to recruit and, 
at times, support operations, their primary focus is using 
more traditional media to gain support from Arab and 
Muslim populations and bolster morale within their 
organizations, with their constituents in the Palestinian 
territories and Lebanon comprising their most important 
audiences. Counterterrorism also shapes this focus: social 
media–run operations are highly vulnerable, and Israeli 
counterterrorism can exploit this to disrupt attacks. 

This paper describes how Hamas and Hezbollah 
use information technology (IT), highlighting their 
similarities and differences and comparing them with 
groups like the Islamic State. The paper concludes by 
identifying the implications for counterterrorism.

HAMAS’S IT STRATEGY
Hamas has fought Israel and sought dominance in the 
Palestinian national community for over 30 years. 
Although the militant Palestinian movement has faced 
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aggressive Israeli counterterrorism, repression at the 
hands of rival Palestinian organizations, and international 
isolation, today it enjoys de facto political control over 
the Gaza Strip and is influential among Palestinians 
in the West Bank and the rest of the world. Indeed, as 
Palestinians prepare for the departure of Palestinian 
Authority and Palestine Liberation Organization leader 
Mahmoud Abbas, who is 87, some worry Hamas’s 
influence will grow further and that it might emerge as the 
dominant organization in the West Bank. Some of Hamas’s 
success comes from its use of violence and terrorism, but 
the organization has proved skilled at running hospitals 
and schools. Its occasional success in out-governing the 
West Bank-based Palestinian Authority, its main rival, 
has made Hamas attractive to Palestinians who do not 
necessarily share the organization’s religious zeal or 
support for violence. Although Gaza faces many problems 
under Hamas rule, the organization is able to deflect some 
blame on Israel and argue that the Palestinian Authority is 
complicit with Israel, while Hamas is resisting.

Propaganda plays a critical role for Hamas as it seeks 
to shore up its popularity. The most common Hamas 

propaganda themes concern justifying the group’s place 
within the Palestinian community and legitimizing 
its rule in Gaza. Hamas propaganda also devotes 
considerable attention to its relationships vis-à-vis other 
Palestinian factions as well as important international 
actors such as the United States and Egypt.1 The actions 
of the Palestinian Authority and its many governance 
problems, as well as its collaboration with Israel on 
security issues, are the subject of particular criticism.

Hamas’s propaganda also tries to paint Israel as an 
oppressive occupier whose military operations and 
policies harm Palestinians, especially innocent civilians, 
including children. Much Hamas content concerns 
Israeli policies and operations in Gaza, but Hamas also 
highlights Israel’s occupation of the West Bank and 
activities elsewhere in the region. Hamas’s websites have 
long lists of “Zionist crimes,” detailing Israeli killings 
of Palestinian worshippers and children.2 The Israeli 
army is usually cast as the primary villain, but Hamas 
claims all Israelis are responsible given the country’s 
near-universal conscription policy—a spin that justifies 
its violence against Israeli civilians.3 Some of the tropes 

People with Hezbollah flags at the Hezbollah political party rally on May 13, 2022, in Baalbek in Bekaa Valley, Lebanon.
Photo Source: Francesca Volpi/Getty Image News/ Getty Images
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Hamas presents are anti-Semitic as well as anti-Israel.4 
Hamas’s attacks, in turn, are portrayed as self-defense or 
as retaliation for Israeli aggression.5 

Hamas asks its audiences—fellow Palestinians, the 
broader Arab and Muslim communities, and the 
world in general—to witness Israeli aggression 
and the suffering of the Palestinian people and to 
condemn Israel and support Hamas accordingly.6 
Hamas’s websites and postings are in Arabic, English, 
French, and Hebrew, though Arabic is the dominant 
language given Hamas’s focus on communicating to its 
immediate constituents in Gaza and efforts to appeal 
to supporters in the West Bank.7 Thus, while Hamas 
uses a broad array of technologies to convey similar 
messages across different audiences, its primary 
audience remains its constituents. 

In its propaganda campaigns, Hamas uses various 
technologies to legitimate its governance in Gaza and 
demonize Israel. Hamas’s television and radio stations—
both based in Gaza and named Al Aqsa—offer a range of 
programs including news, dramas, and even children’s 
entertainment. Even its children’s content has animated 
characters who die at the hands of the Israeli military 
or because of Israeli policies.8 Hamas’s online presence 
focuses on the group’s teachings, history, and mission. 
Hamas websites offer biographies of key figures like 
founder Sheikh Ahmed Yassin. Hamas also uses images to 
glorify suicide bombers and other supposed martyrs for the 
Palestinian cause and has posted their “living wills” online.9 

Operationally, Hamas has used social media to a limited 
degree. In what Israeli officials dubbed Operation Broken 
Heart, Hamas operatives on Facebook, WhatsApp, 
Telegram, and Instagram posed as attractive young women, 
trying to convince Israeli troops to download spyware to 
their mobile devices via dating applications—a variant of 
the classic honey trap intelligence agencies have long used. 
The organization also created fake dating apps for the 
same purpose. When downloaded, the malware granted 
Hamas access to the devices’ location data and cameras 
and allowed the operators to turn on the phones’ recording 
devices.10 Similarly, Hamas used a World Cup–related 
app that offered live-streamed games and updates for the 
2018 competition as a way of clandestinely implanting 
malware to control users’ phones.11 Some of these apps 
were available for download via Google Play before being 

removed.12 Such efforts on social media, however, appear to 
be a minor part of Hamas’s overall operations.

HEZBOLLAH’S IT STRATEGY 
Like Hamas, Hezbollah employs a wide array of 
technologies to support its communication strategy. 
Overall, Hezbollah exhibits a high level of skill, especially 
for a nonstate actor, in part because of its close ties 
to Iranian government, which has invested heavily 
in its cyber capabilities in recent years. Hezbollah’s 
exploitation of technology is dynamic, reflecting the level 
of Iranian support, the emergence of new technologies, 
the actions of technology companies, and pressure from 
its enemies, especially Israel.

Image and narrative are important parts of conflicts and 
rivalries in the Middle East, and Hezbollah uses technology 
to shape perceptions of friends and foes alike.13 Hezbollah 
devotes much of its technology use to its propaganda 
campaigns, which emphasize resistance, martyrdom, and 
military success. It also highlights the group’s provision of 
public services and other good public relations stories.14 
In keeping with its primary targets and audiences, 
Hezbollah at times publishes in English and even 
Hebrew, but most of its content is in Arabic.15 Its focus 
on Arabic language content further reflects Hezbollah’s 
position in governance, as its primary audience largely 
consists of its constituents. 

Much of Hezbollah’s propaganda focuses on supporters—
both fighters and the broader community.16 Hezbollah’s 
websites provide exhaustive details on the group’s 
previous military operations and highlight the roles and 
sacrifices of its many martyrs.17 Part of the purpose of 
this focus is recruitment, but maintaining the morale of 
existing supporters is also vital. Hezbollah propaganda 
often features speeches by leaders like Hassan Nasrallah 
attempting to justify Hezbollah’s actions against Israel or 
intervention in Syria, among other topics. 

Hezbollah also sends messages to Israel and other 
enemies through its propaganda. The group has posted 
videos of its soldiers practicing ambushes on Israeli 
soldiers and, more subtly, close-up footage of Israeli 
patrols, both of which were intended to convey threats.18 
In addition, it broadcasts battlefield footage of Israeli 
soldiers being killed and wounded, hoping to use this 
content to undermine Israeli morale.19 
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As Hezbollah’s enemies have changed, so too has the 
focus of its propaganda. Still, the organization seeks a 
grand narrative that knits disparate threats together. As 
Hezbollah became embroiled in the Syrian civil war after 
2011 and began to fight the Islamic State and other Sunni 
jihadist groups like Jabhat al-Nusra there, its propaganda 
highlighted the threat these groups posed to Shiites and 
ordinary Lebanese. However, it also portrayed these 
Sunni jihadist groups as serving Israeli and U.S. interests 
by distorting Islam.20

Al Manar satellite television is an important means 
of strategic communication for Hezbollah. Hezbollah 
began the station in 1991, initially broadcasting only in 
Lebanon. In 2000, Al Manar became a satellite station.21 
It offers a mix of news, music videos, family dramas, 
and other content. The station has millions of viewers, 
both inside and outside of Lebanon, and its viewership 
has soared during times of crisis, such as the 2006 
Hezbollah war with Israel.22 One of its best-known news 
shows is The Spider’s House, which focuses on Israeli 
and Palestinian issues. The United States declared Al 
Manar a Specially Designated Global Terrorist entity 
in 2006, leading to an array of restrictions, including 
deterring donations and funding, and alerting other 
governments to U.S. concerns.23

At an operational level, Hezbollah also uses IT to spy 
on its enemies. Between 2012 and 2015, it launched 
a campaign called Volatile Cedar using customized 
malware to gather information and track targets in 
the United States, Canada, Israel, and other countries. 
Targets included media companies and educational 
institutions.24 Experts did not consider the campaign 
highly sophisticated, but it was nevertheless effective in 
infecting many devices.25 Starting in 2019, a Hezbollah 
proxy called Lebanese Cedar infiltrated around 250 
servers in the United States, Great Britain, Egypt, Jordan, 
Lebanon, Israel, and Palestine using techniques probably 
derived from Iranian methods.26 Over the course of 
months and possibly years, the group stole data from 
targets as varied as Vodafone Egypt, Egypt-based TE 
Data, Hadara (used by the Palestinian Authority), 
internet providers in the United Arab Emirates and 
Saudi Arabia, the Oklahoma Office of Management and 
Enterprise Services, and a Connecticut-based company 
called Frontier Communications. In its hacking efforts, 

Hezbollah “used an updated variant of its Explosive 
remote access tool (RAT) against the unpatched 
servers.”27 Hezbollah operatives also posed as women 
on Facebook, trying to persuade targets to install a 
correspondence app laden with malware on their mobile 
devices so that Hezbollah could track the targets.28

Finally, although open data are limited, Hezbollah has 
used social media and other platforms for operations, 
recruiting prospective operatives, surveilling targets, 
organizing cells, and transferring money for operations. 
Facebook, YouTube, Twitter, and other major companies 
are most aggressive in taking down Hezbollah posts 
related to violence, but Hezbollah has grown more subtle 
in response. Hezbollah media organs often show parades, 
speeches, and religious celebrations—important parts 
of its propaganda but ones that do not feature violence. 
Social media companies focus on taking down violence, 
an understandable priority but one that often allows non-
violent propaganda to slip through. In addition, Hezbollah 
uses proxies, such as charities and Al Manar, its ostensibly 
independent broadcaster, to post content that is widely 
available on social media channels.29

Social media companies focus 
on taking down violence, an 
understandable priority but one that 
often allows non-violent propaganda 
to slip through.

COMPARING HAMAS’S AND HEZ-
BOLLAH’S IT STRATEGIES WITH 
THOSE OF OTHER TERRORIST 
ORGANIZATIONS
Terrorist organizations have long recognized social 
media’s utility in reaching a global audience at a lower 
cost than traditional technologies. As a result, social 
media have become a communication tool of choice 
for several terrorist organizations as well as fragmented 
networks, such as those involved in right-wing 
terrorism.30 Hezbollah’s and Hamas’s communication 
strategies, however, demonstrate a preference for one-
to-many and one-to-one methods of communication, 
including TV broadcasts, radio stations, web pages, and 



CSIS BRIEFS   |  WWW.CSIS.ORG   |  5

encrypted messaging channels, as opposed to many-to-
many forms of communication, including social media. 
Such a choice reflects both their strategic priorities 
as governing actors and the fierce counterterrorism 
environments in which they operate.

Social media have proven revolutionary to 
communications because they facilitate many-to-many 
interactions, enabling groups of people, most of whom 
would have had little ability to reach large audiences in 
the past, to more intimately interact, shape narratives, 
and disseminate ideas among each other in real time.31 
Terrorist organizations have leveraged many-to-many 
media for both their strategic and operational benefit. 
Strategically, social media allow organizations to tailor 
messages and propaganda to the specific perspectives of 
different groups, expanding interest in the organization 
and improving recruitment. Operationally, social media 
has facilitated real-time planning of travel and attacks. As 
a result, many modern terrorist organizations have taken 
advantage of social media to globalize their strategic and 
operational reach.

The Islamic State most famously relied on social media 
to develop a global organization and demonstrated 
social media’s full potential as a many-to-many form 
of communication. Seeking recruits from around the 
world for its caliphate, the Islamic State leveraged social 
media’s many-to-many nature to cultivate different 
messages for different groups of recruits, therefore 
building “layered support.”32 Moreover, instead of 
using a central organization to disseminate propaganda 
narratives, the Islamic State core relied on unofficial 
spokespeople and fanboys to disseminate propaganda 
because they better understood the interests and 
cognitive openings of the specific audience.33

Nonetheless, while the Islamic State’s media wing sought 
some control over the organization’s public messaging, 
the growth of the movement on many-to-many platforms 
naturally limited its control of the narrative. Various 
fanboys and influencers would chop up official Islamic State 
video, adding local events to make it relevant to different 
contexts, creating soundtracks, inserting video game–style 
effects, and otherwise modifying it. The benefit for the 
Islamic State was that these modifications greatly expanded 

Thousands of supporters of the ruling Hamas party attend a rally in Gaza City on December 15, 2006, to listen to an 
address by Palestinian prime minister and the leader of Hamas Ismail Haniyeh.
Photo Source: Mahmud Hams/AFP/Getty Images
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the propaganda’s reach, appealing to new audiences and 
enabling it to reach different niches of its overall supporter 
market more effectively. The downside was the many 
different Islamic State narratives that emerged.

Indeed, this lack of control became obvious after high-
profile operations, when the group would have had 
its best chance of reaching a range of audiences. For 
example, the Islamic State core struggled to create 
a cohesive public message in the aftermath of the 
shooting in San Bernardino, California, perpetrated by 
Tashfeen Malik, who used social media to voice support 
for the Islamic State. After the attack, the Islamic State 
attempted to both praise and claim responsibility for 
the attack while cautioning women against participating 
in violence, stating that the conditions for women to 
participate in jihad had not been met.34 Thus, groups 
leveraging social media for communications must 
concede some control of their messaging in exchange for 
the ability to communicate to broader audiences. 

In contrast to the Islamic State, Hamas and Hezbollah 
are nationalist as well as Islamist. Hamas emphasizes 
Palestinian nationalism, and Hezbollah has emphasized its 
role in resisting foreign intervention in Lebanon. Although 
Hezbollah, usually working with Iran, has sent operatives to 
numerous countries, it does not aspire to lead a caliphate 
or otherwise have the vast ambitions of  the Islamic State. 
Given their more localized strategic objectives, Hamas and 
Hezbollah therefore feel less compelled to rely on social 
media as a tool to enable their global reach.

Another contrast with the Islamic State and al Qaeda 
is that Hamas and Hezbollah face pressure to tightly 
control their narratives in order to improve their 
political positions and secure their power. Hamas and 
Hezbollah control territory and have populations they 
aim to lead. They want to carefully signal their strategic 
and operational stance to Israel and other adversaries, 
as well as have more controlled messages to potential 
constituents. For example, Hezbollah wants to convey 
defiance to Israel but also seeks to avoid a ruinous all-
out war: its propaganda highlights Israel’s weaknesses 
and Hezbollah’s preparation, but usually stops short 
of calling its supporters to go to war. As a result, both 
groups have prioritized technologies that reaffirm the 
legitimacy of their roles in politics. One-to-many forms of 
communication like TV stations, radio, and newspapers 

allow Hamas and Hezbollah to articulate objectives from 
a single, united voice. Hamas, for example, heavily relies 
on its TV station, Al Aqsa, to present Hamas and its 
governance in a positive light. Propaganda on Al Manar 
highlights Hezbollah-run schools and hospitals, camps 
for kids, and the services Hezbollah provides to the 
Lebanese Shiite community. 

One-to-many forms of communication also allow both 
groups to clearly articulate their demands and threats to 
their enemies. Both groups have proven very innovative 
in developing one-to-many communication technologies 
that push a sustained target focus on Israel and legitimize 
their role in government. Hezbollah, for example, 
developed a video game in 2010 in which players could 
shoot Israeli politicians for target practice and then wage 
war against Israeli soldiers.35

Even the Islamic State’s internal communication strategy 
followed a similar pattern upon the organization stepping 
into a governing role. As a government, the Islamic State 
recognized the need to craft a tighter narrative to legitimize 
its position of political power. Thus, the Islamic State’s 
communications in the caliphate relied more on radio, 
news bulletins, and operational reports than its external 
communications and pushed a message “more focused on 
maintaining brand consistency than action instigation.”36 
Its internal communication strategy highlights the utility of 
one-to-many technologies in governance. 

In contrast, social media play a vital role in white 
supremacist and right-wing violence—often because 
group structures are weak to nonexistent.37 As a result, 
there is often no coherent group or set of leaders 
to control would-be followers. They freely express 
themselves on social media. This results in considerable 
propaganda being generated and widespread attention 
to white supremacist and other hateful ideas. On the 
other hand, there is no control over the narrative: 
it embraces a staggering variety of causes, with 
numerous factions and subfactions constantly forming 
and splitting. Operations may be encouraged via 
social media, but the lack of training or operational 
security of recruits often leads to their discovery. 
This decentralization and amateurism stand in sharp 
contrast to Hamas and Hezbollah.

Hamas’s and Hezbollah’s fierce counterterrorism 
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environments may also explain their preference for 
one-to-many technologies and more limited use of 
social media. On an operational level, the omnipresent 
threat from Israel reinforces both Hamas’s and 
Hezbollah’s need for secure channels, making it less 
inclined to prefer many-to-many networks that expose 
vulnerabilities in operational security. While Hezbollah 
attempted to use social media and other platforms for 
operational support—including recruiting prospective 
operatives, surveilling targets, organizing cells, and 
transferring money—Israel has often monitored this 
activity successfully. Using the accounts of more 
prominent members with social media followings on 
platforms like Facebook—such as Jawad Nasrallah, a 
son of the Hezbollah leader who is also a poet and 
writer—Hezbollah has reached out to potential recruits 
in Palestinian areas, trying to exploit unrest there. 
The group has also created pro-Palestinian Facebook 
profiles and has engaged with Palestinians who visited 
these. Hezbollah would then use email and encrypted 
platforms to make further connections.38 Nonetheless, it 
is important to recognize that these efforts were largely a 
failure for Hezbollah.

Israel’s savvy online presence has pushed Hezbollah 
to emphasize security for operational planning. For 
example, it has employed Telegram because of its built-in 
encryption and because of the platform’s more hands-off 
policy toward policing its users.39 It has also constructed 
a fiber-optic network in areas it controls to improve data 
security, giving it better connectivity and allowing it to 
avoid transmitting wireless data, which Israel has often 
intercepted.40 Hezbollah has used closed telephone 
circuits, Voice over Internet Protocols, and private cell 
networks to communicate efficiently and—its leaders 
probably hope—securely.41

Although both Hamas and Hezbollah have used social 
media to spy on enemies and for operations, in general this 
is a less important part of their use of these technologies. 
Much of this is due to Israeli counterterrorism: operations 
on social media are often more easily compromised by 
effective intelligence services that can exploit platforms’ 
anonymity and, often, weak security procedures to uncover 
plotters and unravel networks.42 It is likely that both groups 
will continue to direct the occasional operation via social 
media, especially to inspire potential terrorists to act on 

their own, but they will be careful to limit the exposure of 
key operatives on their side.

Finally, social media crackdowns have also motivated both 
groups’ preferences for one-to-many technologies. Due to 
the actions of various companies, often spurred by pressure 
from Israel and its supporters, the official social media sites 
of Hamas and Hezbollah and their leaders are regularly 
removed, and much of their content taken down. Israel 
has a dedicated government unit that works with social 
media companies to flag content from anti-Israel groups 
like Hamas and Hezbollah, making thousands of requests 
each year.43 Recognizing the limited strategic reach they 
can achieve amid constant consent takedowns, Hamas and 
Hezbollah have instead prioritized traditional technologies 
over social media. 

This is not to say Hamas and Hezbollah are absent from 
social media. Both still have a social media presence, 
but supporters unaffiliated with the central organization 
largely manage it and push out global messaging. 
Most postings are from Hamas sympathizers rather 
than official representatives of the organization itself. 
Supporters share Hamas propaganda videos and images, 
often drawing on what is broadcast on Al Aqsa or other 
official Hamas outlets.44 They have used Twitter to 
organize international protests, have posted videos via 
Instagram and YouTube to criticize Israeli air strikes and 
the eviction of Palestinians from their homes, and have 
made solidarity videos on TikTok, among many other 
examples. Such efforts, however, are often spontaneous 
and decentralized.45 In addition, some Hamas-linked 
media, such as its children’s magazine, claim they 
are independent of the organization and are run by 
individuals or groups that are Hamas sympathizers but 
not formal members. This development benefits both 
organizations in some regard as it allows them to focus 
on operational security and localized messaging while 
benefiting from the global reach its supporters provide.

IMPLICATIONS 
FOR COUNTERTERRORISM 
Counterterrorism actors face varied challenges when 
confronting Hamas’s and Hezbollah’s IT strategies. 
Given their roles in governance, their communications 
technologies have dual civilian and military uses. 
Thus, counterterrorist actors should consider how 
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their roles in governance constrain policy options and 
inform their approaches. 

It is important to recognize that the governance 
situation differs for Hamas and Hezbollah. Hezbollah, 
on the one hand, is formally part of the Lebanese 
government. Despite recent electoral setbacks, 
Hezbollah dominates many government ministries, 
including the Port of Beirut.46 As a result, any major 
action involving the government of Lebanon requires 
Hezbollah’s blessing. Foreign governments and 
companies cannot work with the Lebanese government 
to curtail Hezbollah even though the government 
is nominally responsible for activities on its soil. 
The overlap between Lebanese infrastructure and 
Hezbollah’s relationship with the Lebanese government, 
which in the past worked with the United States 
and other Western powers, makes it difficult to take 
action against the group. Disruptions of Hezbollah 
communications, if not carefully targeted, could spread 
to Lebanon’s broader communications infrastructure. 
In addition, technology provided to the Lebanese 
government is likely to end up in Hezbollah’s hands.

Hamas, on the other hand, is the de facto government 
of Gaza, and in this capacity, it often has important 
messages to communicate to the Palestinian public, such 
as the availability of vaccines or other vital information. 
Nonetheless, Hamas is skilled at fusing the activities 
of its military and political branches, increasing the 
probability that counterterrorism responses will harm 
civilians. Hamas-linked hospitals, for example, increase 
the group’s popularity among Gazans, enable it to order 
supplies it can siphon off for military purposes, and 
provide access to a pool of personnel it can vet based 
on performance and dedication in a legitimate activity. 
Israeli officials also claim that Hamas uses legitimate 
humanitarian activities to hide military personnel, 
store rockets, and make targeting of Hamas rockets 
more complex.47 However, removing healthcare and 
other humanitarian entities’ social media presences 
and websites reduces information about legitimate 
and important services Hamas provides. For example, 
the primary purpose of Hamas hospitals is to provide 
medical services desperately needed in Gaza, so by 
taking down a website, Israel might remove the location 
and hours of a Gaza hospital from the internet. Efforts 

to reduce support for Hamas can also hinder charitable 
giving and other humanitarian support.48 Therefore, 
blocking all Hamas communication channels could 
hinder the well-being of ordinary Palestinians. 

Counterterrorism actors are unlikely to significantly 
degrade the capabilities of both groups. While Israel, the 
United States, and other enemies of these groups focus on 
Hamas’s and Hezbollah’s violent and hostile propaganda, 
there is less focus on much of the content that justifies the 
groups’ actions to supporters, highlights their successes in 
governance, and otherwise speaks to their communities 
and potential sympathizers. On social media, where Hamas 
and Hezbollah supporters are predominantly responsible 
for peddling these narratives, this content would be 
permissible under most companies’ terms of service as 
long as the organizations were not designated terrorist 
organizations. Social media companies blocking this 
content, especially when resources are limited, would mean 
removing resources directed toward other posts that pose 
a greater risk of violence. As Facebook’s Brian Fishman told 
a New York Times reporter in 2019: “‘If we have to make a 
hard prioritization decision, we’re going to focus on stuff 
that directly calls for violence. . . . The blunt truth is that 
it is very difficult’ to weed out.”49 Thus, the United States, 
Israel, and others, in their efforts to pressure social media 
companies to take down content supporting both groups, 
need to consider and accept the trade-offs in a world of 
finite resources. Keeping this usage limited is vital given the 
potential propaganda and recruiting power of social media.

In addition to having limited effects, pressing social 
media companies to expand the scope of their takedowns 
risks over-enforcing legitimate social media users. 
Such actions could raise serious questions around civil 
liberties, have a chilling effect on charitable organizations 
that work in Lebanon and the Palestinian territories, and 
even limit platforms’ interest in investigating emergent 
threats and reporting them to law enforcement.50 Thus, 
governments should seriously scrutinize the risks of 
blanket pressure on social media companies. 

Given the risks associated with targeting Hamas’s 
and Hezbollah’s strategic communications related 
to governance and considering both groups’ caution 
with social media as a tool of operational planning, 
counterterrorism actors should also focus their efforts 
on the traditional technologies both groups rely on 
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for operational coordination and target technologies 
such as encrypted messaging platforms. This targeted 
approach enables actors to degrade Hamas’s and 
Hezbollah’s ability to plan and execute attacks while 
minimizing the negative civilian impacts. This approach 
may involve high-end signals intelligence efforts as well 
as old-fashioned human spying. Despite considerable 
talk of encryption as a game changer for terrorist 
groups, governments have a strong record of penetrating 
supposedly encrypted communications, often due to a 
range of common user errors. Hezbollah, and to some 
degree Hamas, have better-trained operatives and more 
advanced systems than groups like the Islamic State or 
right-wing terrorists, making them a harder target. 

. . . counterterrorism actors should 
also focus their efforts on the 
traditional technologies both groups 
rely on for operational coordination 
and target technologies such as 
encrypted messaging platforms. 

CONCLUSION
IT is constantly evolving, and Hamas, Hezbollah, and 
other terrorist groups will use these technologies in 
both established and creative ways. Governments, social 
media companies, and others dedicated to disrupting 
these groups need to recognize the varied ways in which 
they use IT and that even the most aggressive efforts are 
likely to face many limits.

In addition, governments should distinguish the 
technologies Hamas and Hezbollah rely on for strategic 
communications versus operational planning: both 
groups favor traditional technologies for the former and 
prefer more niche and encrypted networks for the latter. 

Moderating content in the groups’ encrypted channels 
also proves technologically challenging but presents 
the clearest link between the organizations and their 
use of violence. Therefore, targeting these channels via 
intelligence operations may represent the clearest way 
to thwart Hamas’s and Hezbollah’s attacks, but it comes 
with significant risks and costs. The groups’ supporters, 
meanwhile, drive social media content. 

This diversified IT strategy poses a challenge for all 
counterterrorist actors. Even if social media companies 
prioritize takedowns, they will limit resources for 
content that is generally more violent and threatening. 
Moreover, these actions will not affect Hamas’s and 
Hezbollah’s communication wings, as they generally 
rely on more traditional technologies that doubly 
support their roles in governance.  
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