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Introduction

Today’s constantly evolving threat landscape underscores the difficulties associated with striving 
for an elusive end state such as “total security.” Instead, the U.S. government should invest in 
opportunities that can consistently mitigate emerging risks with greater agility. While there 

is increasing knowledge that resilience is important, its practical applications, associated costs, and 
needed reforms are not as clearly understood.

Currently, there is little consensus among federal regulators and industry players about how exactly 
resilience should be defined and measured, and the tangible benefits of resilient systems are realized 
only in the face of major shocks to a system. However, today’s threats necessitate a federal government 
that can remain resilient and promote overall resilience in systems critical to the functioning of entire 
sectors before, during, and after an incident.

In the broadest sense, resilience measures how well an individual, institution, or society can prepare 
for and respond to shocks to the system and endure, perhaps even thrive, under prolonged periods of 
stress. For the federal government, this definition then raises questions about the essential processes 
and operations that should be prioritized during a comprehensive recovery and the tools at the 
government’s disposal needed to actively create greater resilience.

For the past year, the Center for Strategic and International Studies (CSIS) studied how the U.S. 
government can better position itself to promote resilience across four connected focus areas: the 
workforce, climate security, supply chains, and cybersecurity. Through independent research and a 
series of roundtables and expert interviews with current and former government officials, academics, 
think tank practitioners, and industry leaders, the CSIS project team investigated the current capacity 
for resilience within each focus area, barriers to creating greater resilience, and opportunities for 
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enhancing overall resilience between the focus areas. This report is a compilation of the four research 
commentaries produced by each focus area team. 

Ultimately, a key theme emerged across the topics: intentional efforts to create diversity, equity, and 
inclusion (DEI) considerations, by way of enhancing workforce resilience, is foundational to both 
creating and sustaining long-term resilience. Resilience starts with a robust, dependable, and well-
trained workforce that can surge in capacity during a crisis and maintain high levels of performance 
through the entire recovery process. A resilient workforce is comprised of resilient individuals who 
are able to adapt to change and manage high-stress situations. Creating a resilient workforce in 
turn creates resilient communities that are crucial for recovering from society-wide crises, such as a 
climate-related incident. A diverse workforce is more likely to anticipate a wider range of potential 
crises, allowing for better planning and preparation. A diversified workforce and vendor base is also 
important for the sake of reducing the concentration of risk, a key requirement for building reliable 
supply chains that can withstand major shocks. In an area like cyber that is plagued by a workforce 
shortage, investing in DEI and workforce resilience is essential to retain talent, mitigate burn out, and 
inspire the creativity and energy needed to tackle today’s challenges. Innovation happens on both 
sides of resilience: innovation is required to build resilience and enhanced resilience increases capacity 

A work environment in which employees can better adapt to adverse situations, 
manage stress, and retain motivation.

WORKFORCE RESILIENCE

An adaptive capability that identifies critical nodes, anticipates likely disruptions to 
minimize strategic surprise, creates bu�ers or alternatives for those nodes, and 
adjusts to recover quickly from a disruption.

SUPPLY CHAIN RESILIENCE

A system which can experience long-term climate trends and extreme events, and 
recover quickly from interruption to continue providing energy services to end-users 
around the country.

CLIMATE RESILIENCE

The ability to anticipate, withstand, recover from, and adapt to adverse conditions, 
stresses, attacks or compromises on systems that use or are enabled by cyber 
resources.

CYBER RESILIENCE

Figure 1: Definitions of Resilience

Source:  Authors’ own definition for Workforce Resilience, Climate Resilience, and Supply Chain Resilience; NIST definition for Cyber 
Resilience available at: https://csrc.nist.gov/glossary/term/cyber_resiliency#:~:text=Definition(s)%3A,are%20enabled%20by%20
cyber%20resources.
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for innovation. A critical piece of that is developing a secure and resilient workforce from which other 
types of resilience can be cultivated. 

This report will begin with an overview of the criticality of workforce resilience and its connection to 
DEI. The report will then examine innovation and resilience more broadly in the context of climate 
challenges, supply chain disruptions, and cybersecurity. It will include recommendations from each 
focus area on how the federal government can more aggressively implement concrete resilience 
strategies within departments and agencies and in partnership with private industry.

Current systems and government processes were not necessarily designed with resilience in mind, but 
they can and should adapt to meet today’s challenges. 
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DEI and Workforce 
Resilience
By Hadeil Ali and Naz Subah 
Project Adviser: Nicole Aandahl 

This is an updated version of the published commentary “DEI Is Foundational to Workforce Resilience” on June 1, 2022.1

In the past decade, events linked to geopolitics, climate change, and technology have created 
disruptions and unpredictable change. The Covid-19 pandemic exacerbated these trends, leading 
organizations to think through their capacity for resilience in the face of rapid change. Entities are 

investing in organizational resilience—the ability to withstand disruptive events and emerge stronger—
in order to stay relevant, innovate, and ultimately thrive.2 Organizations can develop this ability by 
building financial, operational, and workforce resilience. 

Workforce resilience is used to describe a work environment in which employees can better adapt to 
adverse situations, manage stress, and retain motivation. There are three core indicators of resilience 
in the workforce:

1. A sense of security at work;

2. A strong sense of belonging with the employer; and

3. A level of adaptability and motivation among employees that facilitates reaching their full potential.

A 2020 ADP survey found that only 19 percent of U.S. workers consider themselves “highly resilient.”3 
Resilient individuals can cope with workplace stressors, remain productive and creative under 
pressure, and maintain a positive outlook toward change. Resilient teams can effectively complete 
tasks and adjust as necessary despite disruption. A foundation of trust built on resilient teams leads 
to effective decisionmaking at the executive level despite uncertainty. A resilient workforce is the 
backbone of a resilient organization.4 These organizations are prepared for uncertainty, adaptable in 



5  |  Innovation for Resilience

Sense of Security
Trust in organizations is integral to employees feeling a sense of security at work. Research shows that 

employees who do not trust their organizations are more likely to question job security.6 On the other 

hand, employees who trust their colleagues, managers, and leaders are 42 times more likely to be highly 

resilient.7 Trust also reinforces psychological safety at the individual and team levels. Psychological safety 

is an environment that encourages, recognizes, and rewards individuals for their contributions and ideas 

by making individuals feel safe when taking interpersonal risks.8 Feeling safe allows moderate risk taking, 

creativity, and innovation, which are all crucial to agile responses in the face of disruption. Studies show 

that all high-performing teams have one thing in common: psychological safety.9 Therefore, the federal 

the face of change, and collaborative in how they work; they demonstrate high levels of trust between 

leaders and employees and act responsibly. 

Effective DEI policies and practices strengthen resilience. A diverse team is more innovative, and 

a diversified workforce is better prepared to mitigate the effects of groupthink. When employees 

experience equity and inclusion in the workplace, their levels of trust and belonging increase. Inclusive 

organizational practices, policies, and processes promoted and practiced by leaders provide a sense of 

security for employees and enable higher levels of engagement. These experiences reinforce individual 

and collective resilience, enabling organizations to perform their best even during times of crisis. 

Resilient organizations foster security, belonging, and adaptability through a culture of inclusion and 

equitable processes that promote trust.5 If the federal government wants to grow overall resilience to 

survive future shocks, it needs to focus efforts on workforce resilience, in part with DEI initiatives. These 

initiatives will lead to employees feeling a sense of security at work, a strong sense of belonging, and the 

ability to adapt and stay motivated, especially in times of crisis. The future of the federal government and 

its ability to perform essential functions is dependent on its ability to build workforce resilience. 

DEI outcomes manifest in the workplace as indicators of resilience. 
Institutional investment in DEI results in employees saying that they:

Trust their teammates, managers, and senior leaders

Have strong professional relationships and are more engaged

Feel a sense of belonging and inclusion

Are motivated and able to adapt to changing situations

Are comfortable taking risks due to psychological safety

INDICATORS OF
RESILIENCE

Figure 2: DEI as Foundational to Workforce Resilience

Source: Author’s research and analysis from various external sources.
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government should build trust and psychological safety, not only to engender a sense of belonging in 
employees but also to reap the benefits of high performance.

Organizational trust is built through fairness, or in DEI terms, equity. Without equity, individuals feel 
othered and are at risk of disengaging or, even worse, leaving due to feelings of insecurity.10 Equity 
in teams acknowledges that every employee brings a unique set of identities, backgrounds, and 
perspectives and that these are all to be celebrated and valued. Teams and individuals who score high 
in trust are better suited to build strong relationships with one another.11 Professional relationships 
buttress psychological safety and create a solid support system in difficult times. To achieve equity in 
workforce representation, the federal government should revamp its hiring and recruiting processes. 
Changing hiring practices requires identifying and eradicating biases and systematic barriers that 
have historically marginalized certain groups. To achieve equity in workplace experience, the federal 
government needs to identify where employees are perceiving inequities (e.g., compensation, benefits, 
and promotions) and address them. However, to achieve true equity, the federal government should 
overhaul its advancement and succession planning practices as well.

Sense of Belonging
Social belonging is a fundamental human need.12 Research shows a high sense of belonging is linked to 
56 percent higher job performance, 50 percent lower turnover risk, and 75 percent fewer sick days.13 
These are all metrics used to measure employee resilience and, in aggregate, workforce resilience. 
Diverse representation is a precursor to fostering belonging and inclusion.14 The first step is to ensure 
that every element of diversity is represented and valued within the workforce (e.g., background, 
education, ability, and socioeconomic, caregiver, or veteran status). The federal government has better 
representation at junior levels, but this declines within senior levels.15 A truly diverse workforce is 
one that is representative of the U.S. population. Millennials and Generation Z currently comprise 
40 percent of the U.S. workforce and are projected to increase their labor force participation rate in 
the next decade.16 The federal government can achieve this diverse workforce by reconstructing its 
sourcing, recruiting, and hiring practices while also examining representation at every level.

Representation alone, however, is not enough to build belonging; it should also be done by engaging 
employees in meaningful ways and addressing high-priority needs.17  Recognizing employees’ unique 
contributions and proactively communicating about changes or opportunities are two ways to boost 
engagement.18 Transparent communication can spur belonging, not just between colleagues but also 
between the senior leadership and the full organization.19 Open channels of communication require 
leadership to gather feedback regularly from employees and involve them in decisionmaking.20 
Consistent and intentional involvement gives employees ownership over outcomes and amplifies 
feelings of inclusion. Employees who feel included and involved are more engaged and less likely to 
leave. Gallup research shows that organizations with higher retention rates are more likely to be high 
performing compared to their peers.21 Retention initiatives, however, require continued investment 
and long-tailed changes to an organization, making them harder to implement and bear success. Thus, 
the biggest benefit of employees feeling a sense of belonging is workforce retention. Strong retention 
rates help the federal government avoid the long and cumbersome process of backfilling roles that 
require niche expertise and high security clearances.
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Adaptability and Motivation
The federal government needs to focus on engaging its employees by offering them a purpose 
connected to organizational strategy.22 Investing in purpose is critical to creating a more motivated, 
adaptable, and agile workforce.

The Covid-19 pandemic has also shifted the focus of the U.S. workforce. Ongoing isolation and lack 
of connection coupled with the new flexibilities of remote work have allowed certain employees to 
redefine their purpose and values regarding their organizations.23 This paradigm shift has spurred 
the “Great Resignation” as employees quit jobs to pursue passion projects, join organizations that 
align with their personal values, and attain work-life balance.24 A larger share of the workforce and 
especially Millennials and Generation Z prioritize environmental, social, and governance (ESG) 
principles and DEI when selecting an employer.25 Research also shows that women and individuals 
from Generation Z are most likely to want flexible working environments.26 The organizations best 
suited to attract and retain top talent are those that can articulate their purpose and synchronize it 
to their employees and prospective candidates’ values.27 If the federal government does not prioritize 
communicating its strategies in these arenas, it risks failing to attract and retain top talent. Purpose 
drives motivation, which in turn drives productivity and engagement.28

Employers are concurrently facing a burnout crisis brought on by the pandemic—with employees 
reporting mental health declines, challenges meeting basic needs, and exhaustion.29 These feelings 
drive absenteeism in the workplace: around 63 percent of employees are more likely to call in sick 
if they are feeling burnt out.30 Companies in the United States lose $300 billion per year as a result 
of workplace stress. The World Health Organization estimates that lost productivity at work costs 
the global economy $1 trillion each year.31 To combat burnout, several organizations have offered 
additional resources for mental health support (e.g., digital apps), customized financial wellness 
counseling, and caregiving support. The federal government needs to consider the demands of a 
shifting workforce that is both burnt out and increasingly eager to work for institutions that deliver on 
holistic employee well-being.32 When employees feel healthy and secure (e.g., physically, mentally, and 
financially), they are more likely to engage at work and be resilient against changes in the workplace. 
Additionally, when employees feel supported to combat sources of stress, they feel more confident in 
their ability to weather adversity.33

In an increasingly unpredictable world with political, environmental, and socioeconomic challenges, 
building workforce resilience will be a salve for the federal government. By fortifying its workforce, 
the federal government is better suited to address risks to national security and provide integrated 
solutions to complex global problems. Secure, included, and engaged employees will readily tackle 
future crises in an agile manner. Taking an employee-first, DEI-based approach to building workforce 
resilience will strengthen institutional resilience and allow the United States to effectively lead on the 
global stage.

Building toward Workforce Resilience: Recommendations and 
Next Steps
In June 2021, President Biden signed an executive order on “Advancing Diversity, Equity, Inclusion, and 
Accessibility in the Federal Government,” placing a national spotlight on diversity, equity, inclusion, and 



8    

accessibility (DEIA).34 The Biden administration has issued several executive orders prioritizing resilience 
in supply chains, climate, and cyber that include aspects relevant and critical to strengthening workforce 
resilience, demonstrating that DEIA and resilience are top of mind for policymakers.

Government bodies such as the Department of State and the U.S. Agency for International 
Development established DEIA offices and released strategic plans to address how they will embed 
DEIA into their organizational strategy. The Office of the Director of National Intelligence (ODNI) 
recently released its 2021 Annual Demographic Report measuring the composition of the intelligence 
community as well as opportunities to improve the hiring, promotion, and retention of employees of 
historically underrepresented backgrounds.35 This report highlights strategic initiatives undertaken by 
the intelligence community to invest in workforce readiness. The Office of the National Cyber Director, 
established in 2021, is also prioritizing efforts to increase its current and future workforce resilience by 
investing in the American people. These are great examples of how the federal government has begun 
the process of recognizing that a secure nation starts with a secure and resilient workforce. 

To make further progress, the government should continue to be intentional about investing in 
DEI initiatives. 

1. The challenge of recruitment is an underlying factor in all diversity, equity, and inclusion 
efforts. The federal government should identify and eliminate barriers to entry for historically 
marginalized groups. To do so, the government needs to fully understand where the barriers 
exist and what feasible options are available to address them. A standardized mechanism to track 
recruiting practices and outcomes will tackle hiring gaps and unlock the potential for success in 
other DEI initiatives. 

2. The federal government should reevaluate talent processes to eliminate biases in decisionmaking 
for critical moments like advancement, promotions, and succession planning. Increased 
transparency and equity in compensation and benefits will address sentiments around inequities 
in the workplace. 

3. The federal government should devise a mechanism to gather employee feedback (e.g., annual 
survey) regularly and involve employees in decisionmaking. These efforts establish psychological 
safety and ensure consistent two-way communication for an increased sense of belonging.

A diverse workforce is critical to 
e�ectively respond to complex 
policy challenges. Monolithic 
groupthink can have harmful 
impacts on national security 
interests at home and abroad.

Systematic barriers to entry 
reduce the collective brainpower 
of a team. Inequitable talent 
processes lead to a lack of 
representation at the senior 
level. This increases the risks of 
poor decision-making.

Lack of inclusion in the workplace 
results in the erosion of trust 
within teams and interferes with 
the ability to produce quality 
work. Ultimately, disenfranchised 
employees are more likely to 
leave the organization.

DIVERSITY EQUITY INCLUSION

Figure 3: DEI & National Security

Source: Author’s research and analysis from various external sources.
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4. No initiative can be successful without the active support of senior leaders; therefore, 
accountability needs to be placed on management for advancing DEI within the workplace. As 
an institutional priority, DEI progress should be measured and evaluated using key performance 
indicators and embedded in all senior executive performance plans. Recognizing leaders for 
creating and maintaining a diverse and inclusive environment reinforces the organizational 
commitment to promoting DEI. 

At its core, resilience is about people and processes. Today’s threats not only require a fully staffed 
federal workforce, but a workforce that is sufficiently prepared to maintain operations during a crisis 
and provide diverse perspectives about any potential cascading effects from disruptive events. From 
human-made incidents to natural disasters, intentional attacks to unintentional accidents, continuity 
of critical government functions cannot be guaranteed without a strongly supported federal workforce. 

Figure 4: Workforce as the Foundation for Federal Government Resilience

WORKFORCE RESILIENCE

CLIMATE
RESILIENCE

CYBER
RESILIENCE

SUPPLY CHAIN
RESILIENCE

Workforce resilience underpins the federal government’s efforts to advance its climate, cyber, and supply 
chain resilience.

Source: Authors’ creation.
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Climate Resilience
By Morgan Higman and Joseph Majkut 

This is an updated version of the published commentary “The National Climate Strategy Needs a Resilience Focus” on October 24, 2022.36

Over the next three decades, climate change will increase the frequency and severity of certain 
weather extremes and lead to geographic and ecological challenges in every region of the 
United States.37 At the same time, the energy transition is dramatically shifting the energy 

system toward greater utilization of renewable energy, storage technologies, and higher electricity 
consumption.38 These trends create both a challenge and an opportunity for increasing resilience to the 
hazards associated with climate change.

In the absence of measures to enhance resilience, more frequent and severe weather associated 
with climate change is anticipated to pose significant risks to the energy system. In addition to 
billions of dollars in direct costs to the federal government, climate damages could have cascading 
effects on interdependent critical sectors, such as telecommunications and transportation, and 
disproportionately impact already vulnerable and disadvantaged groups.39 For this reason, the energy 
sector should be at the center of the federal government’s efforts to address climate change. 

Funding from the Inflation Reduction Act (IRA) and the Infrastructure Investment and Jobs Act (IIJA) have 
brought forth a new era of climate action in the United States.40 These federal investments will help put 
the country on track to meet President Biden’s emissions reduction targets and make the energy transition 
a central political and economic priority.41 Within this new climate agenda, resilience is increasingly 
imperative to the plans, programs, and workforce development strategies of the federal government.

Presently, U.S. resilience initiatives are more fragmented than systematic, but there are clear indicators 
of progress that can and should be built upon. In the near term, executive action and the IRA and IIJA 
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provide new directives and funding to elevate climate considerations across federal operations and 
beyond. Making the most of this opportunity, and enhancing resilience in the long term, will require 
more systematic and accessible data and planning tools, new professional and institutional capacities, 
and strategic coordination across the federal government, states, communities, and industry.

Building a New “Culture of Resilience”
The challenge of increasing climate and energy resilience begins with creating a culture that recognizes 
ongoing and future climate change risks as a reality. In 2021, President Biden issued Executive Order 
14008 to place “the climate crisis at the forefront of foreign policy and national security planning” by 
directing federal agencies to develop plans for increasing resilience to the impacts of climate change in 
their own operations and assets.42 In response, more than 20 major federal agencies published climate 
plans.43 The plans demonstrate some clear themes and opportunities for improvement.

To integrate climate considerations into their organizational missions, federal agencies need systematic, 
science-based data and tools. These resources should balance rigorous quantitative analysis with 
techniques or user interfaces that are widely accessible—relatively simple, intuitive, broadly applicable, 
and shared. The Department of Defense (DOD)’s Climate Assessment Tool (DCAT) provides a first-in-
class example.44 DCAT illustrates the anticipated effects of eight climate hazards in two future scenarios 
(lower and higher future warming) and two epochs (2035–2064 and 2070–2099) at DOD facilities around 
the world. Most agencies are still developing resources and strategies to systematically assess climate 
risks to agency missions and operations.

Sophisticated models are also needed to help the federal government consider interdependencies and 
the potential for cascading failures across systems and sectors. Considerations of interdependencies 
are especially important in light of energy transitions and the electrification of critical end uses, such 
as transportation and heating buildings. Accounting for interdependent vulnerabilities requires the 
development of a hierarchy of information needs and capabilities across multiple authorities, sectors, 
and scales. The Department of Energy (DOE)’s Integrated Multisector Multiscale Sector Modeling Project 
highlights dynamic interactions among climate, energy, water, land, and socioeconomics.45 It provides 
insights about the vulnerability and resilience of coupled human and natural systems, from local to 
continental scales, under scenarios of near-term shocks and long-term stresses. Now is the time for such 
resources to reach widespread use, with clear connections between model outputs and decisionmaking.

Executive Order 14057 includes new requirements for routine departmental climate literacy and 
sustainability training programs.46 Agency trainings are expected to help all staff integrate climate 
considerations into the normal course of business. In the context of evolving climate science 
information, technologies, and federal policies, these investments in personnel are critical for promoting 
science-based decisionmaking and, in some cases, overcoming loss of expertise in recent years.47 
Currently, each agency is developing an individual curriculum. A climate literacy standard across them 
could provide a foundation of shared principles and training materials while allowing each agency to 
incorporate its own informational needs.

Climate considerations in agency operations are a first step toward creating a new culture of resilience, 
but institutionalizing climate readiness across all sectors and communities will require close federal 
coordination with decisionmakers at different levels.
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Enhancing Intergovernmental and Public-Private Collaboration 
Federal climate resilience initiatives rely in no small part on state and local governments and the private 
sector. State and local governments steward much of the country’s land and public infrastructure and 
regulate the private interests which own and operate energy infrastructure. Greater resilience requires the 
willingness and ability of these counterparts to identify and act upon opportunities to increase resilience.

Climate data tools and resources under development by federal agencies can benefit subnational and 
private decisionmakers. Platforms for resource sharing can reduce duplicative efforts, enhance efficiency, 
and facilitate interagency, intergovernmental, and cross-sectoral coordination, creating a common 
foundation for climate decisionmaking. The Climate Resilience Toolkit is the clearinghouse for U.S. data 
and climate resources.48 It centralizes information provided by various agencies, but it is not set up for 
securely sharing and building on the back end of proven proprietary tools such as the DOD’s DCAT.

Semiformal networks can create opportunities for deeper collaboration. At least one institution of this 
kind is already in place. The Critical Infrastructure Sector Partnerships program under the Department 
of Homeland Security (DHS) hosts an Energy Sector Council facilitated by the DOE.49 It provides a venue 
for federal, state, local, and industry experts to work on energy resilience planning and implementation. 
The council has not historically focused on climate change, but it provides a valuable foundation for 
prioritizing resilience, with an emphasis on system interdependencies (e.g., electricity and gas) and 
sector interdependencies (e.g., energy and water). A private DHS information network allows this council 
to share trusted but unclassified information among members. Likewise, dedicated networks could 
facilitate collaboration on climate and energy resilience among federal agencies and between the federal 
government and state, local, and industry leaders. A new resilience planning and resource hub in the 
early stages of development under the DOE can and should leverage the benefits of this proven model.50

State, local, and industry decisionmakers also play an important role in developing performance goals 
and monitoring progress on enhancing resilience. The development of standardized, quantifiable 
resilience indicators has posed a persistent challenge at the distribution level in the electricity sector.51 
Across the country, there is little consensus among state regulators and industry players about how 
resilience should be defined and measured. Many states simply rely on measures of electricity reliability, 
which do not adequately reflect differences in criticality, vulnerability, and adaptive capacity across 
society.52 Across the United States, there are no metrics to constitute reasonable outages given different 
natural disaster intensities or standards for reasonable response times to repair disaster-related outages. 

With funding from IIJA, federal agencies are well positioned to set up new rules of engagement. 
Applications to access the recently opened $2.3 billion in DOE formula grants require that states describe 
their plans for fund distribution and investment, prioritizing “projects with the greatest community 
economic benefit in reducing the likelihood and consequences of disruptive events.”53 This broad 
requirement is of mixed value. It does not do much to establish shared core measures of resilience across 
the country, but it does create needed momentum for subnational resilience initiatives and a template 
for tracking progress. Federal identification and promotion of innovative, feasible, and replicable state 
strategies will be important in driving broad, long-term resilience with IIJA and IRA funding. A new 
resilience planning and resource hub in the early stages of development under the DOE can and should 
highlight successful strategies for state, local, and private stakeholders seeking to refine resilience goals, 
metrics, and investments.
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Intergovernmental and public-private collaboration can facilitate greater efficiency and help 
align national resilience priorities with more localized priorities. Ensuring the effectiveness of 
these collaborations and investments over time will require greater transparency, evaluation, and 
commitment to accountability.

Revaluating the Cost-Benefit Analysis
Investments in resilience can be expensive, and it can be difficult to calculate the return on such 
investments because benefits are often realized only intermittently in the face of major threats. As a 
result, these investments can be difficult to evaluate and justify.54

Frameworks for clarifying the value of resilience are under development. The General Services 
Administration is working to estimate climate vulnerability in life-cycle cost analyses of federal 
investments in buildings, products, and services.55 Similarly, the DOE and DOD have developed tools 
to quantify the costs, benefits, and trade-offs of investments to ensure power availability to on-site, 
critical energy loads during grid outages. The DOE’s benefit-cost approach guides the selection of 
energy efficiency and renewable energy technologies by type and size.56 The DOD instead takes a cost-
effectiveness approach, which begins with a specific resilience objective—a minimum acceptable level of 
power disruption—then compares different strategies to achieve that minimum.57 As with tools to model 
climate risks, these resources for cost-benefit calculations are not yet widely shared or standardized 
across agencies or sectors. Common methodologies and resource sharing across authorities could offer 
important benefits, enabling a more efficient and consistent basis for decisionmaking and evaluation.

More transparent, standardized methods for accounting of resilience costs and benefits can also ensure 
that environmental justice, equity, diversity, and inclusion are prioritized in resilience investments. This 
imperative is a cornerstone of the new federal climate agenda. It is especially important because low-
income populations and communities of color are more likely to live in the most vulnerable areas, are 
less able to evacuate, experience greater damages, and have less access to disaster assistance resources 
from agencies such as the Federal Emergency Management Agency (FEMA).58 These challenges are 
perpetuating social inequalities over time.59

Integrating equity and inclusion into resilience faces two challenges: defining groups or communities 
that should benefit and identifying how benefits accrue. The Climate and Economic Justice Screening 
Tool (CEJST) created by the White House Council on Environmental Quality is expected to help federal 
agencies incorporate the government-wide Justice40 Initiative requirements.60 The tool brings together 
data from established but siloed databases, such as the Environmental Protection Agency’s EJSCREEN, 
the DOE’s Low-Income Energy Affordability Data (LEAD) platform, and the FEMA National Risk Index.61 
As a result, the CEJST tool provides foundational insights about how household, community, and regional 
attributes shape vulnerability.

As particularly vulnerable communities are identified, needed investments among them may 
vary, from energy efficiency upgrades and storage systems to hardening of homes and community 
infrastructure and even relocation assistance.62 Given the wide range of investments that can 
bolster adaptive capacities, resilience initiatives should be led by inclusive procedures for engaging 
communities and establishing performance objectives that reflect their needs and priorities. State and 
federal authorities should also be attentive to the technical and organizational capacity of vulnerable 
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communities and minimize administrative burdens that can result in missed opportunities and unspent 
funds.63 Finally, initiatives that promote climate and energy resilience can and should contribute to 
economic resilience, and vice versa. Deeper connections between economic and climate vulnerabilities 
are needed to identify and promote potential co-benefits in these areas, with careful accounting for 
anticipated and realized benefits.64

Supporting resilience and adaptation initiatives abroad is a small but critical part of the current federal 
resilience agenda. More investment and support are needed to enhance the resilience of developing 
countries which will be most acutely affected by the intense physical effects of climate change in 
the coming decades. Enhanced resilience in developing countries is especially important because 
climate change has the potential to exacerbate instability and conflict, which could create additional 
demands on U.S. diplomatic, economic, humanitarian, and military resources.65 For this reason, 
as the federal government expands its resilience expertise and administrative capacity, the Biden 
administration is also considering how to efficiently extend U.S. resources to enhance the resilience 
of vulnerable developing country partners.66 Like initiatives in the United States, successful resilience 
strategies in Africa, small island developing states, and elsewhere must begin with broad recognition 
of anticipated hazards and local perspectives about how to prioritize and protect critical infrastructure 
and vulnerable communities.67 This information should inform decisions about where and how to 
invest in organizational capacity building, workforce development, and new tools and technologies 
to mitigate anticipated climate hazards are needed to enhance the resilience of developing countries 
which will be most acutely affected by the intense physical effects of climate change in the coming 
decades. Enhanced resilience in developing countries is especially important because climate change 
has the potential to exacerbate instability and conflict, which could create additional demands on 
U.S. diplomatic, economic, humanitarian, and military resources.68 For this reason, as the federal 
government expands its resilience expertise and administrative capacity, the Biden administration 
is also considering how to efficiently extend U.S. resources to enhance the resilience of vulnerable 
developing country partners.69 

Like initiatives in the United States, successful resilience strategies in Africa, small island 
developing states, and elsewhere must begin with broad recognition of anticipated hazards 
and local perspectives about how to prioritize and protect critical infrastructure and vulnerable 
communities.70 This information should inform decisions about where and how to invest in 
organizational capacity building, workforce development, and new tools and technologies to 
mitigate anticipated climate hazards.

Sustaining a robust strategy for resilience requires more than predictions about hazards and 
identification of vulnerabilities. It also requires decision frameworks for understanding what can and 
should be made resilient, how resources should be allocated, and the value of investments over time.

Building toward Climate Resilience: Recommendations and 
Next Steps
Climate change commitments, policies, and programs tend to be concentrated heavily on mitigation, 
emissions reduction, and the transition to a low-carbon economy. But climate hazards and extreme 
weather events are increasingly making headlines.71 An initial round of resilience IIJA funds is set for 
distribution this fall, and incentives from the IRA can accelerate the resilience benefits of new clean 

https://www.dni.gov/files/ODNI/documents/assessments/NIE_Climate_Change_and_National_Security.pdf
https://www.whitehouse.gov/briefing-room/statements-releases/2022/11/11/fact-sheet-president-biden-announces-new-initiatives-at-cop27-to-strengthen-u-s-leadership-in-tackling-climate-change/
https://www.whitehouse.gov/briefing-room/statements-releases/2022/11/11/fact-sheet-president-biden-announces-new-initiatives-at-cop27-to-strengthen-u-s-leadership-in-tackling-climate-change/
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energy technology innovations and developments.72 Now is the moment for resilience, recognizing 
that certain changes are already taking place and that mitigation efforts underway may not be enough 
to avert more severe climate hazards.

A coordinated federal approach for resilience will reduce climate hazard risks to missions and 
operations, accelerate cooperation on climate action, drive innovation and economic development, 
and promote equity, inclusion, and environmental justice. But fractured authority, limited economic 
incentives, and the novelty of climate risks are significant challenges that should be addressed in 
order to mainstream resilience and aggressively incorporate climate change considerations into 
decisionmaking processes.

The federal government of the United States has a key role to play in establishing a national approach. 
As a large operational enterprise with transparently managed assets, the federal government can 
demonstrate best practices in planning for climate impacts and designing resilient systems. As a 
source of funding for state programs and the private sector, the federal government can incorporate 
both climate and resilience considerations in society-wide planning, where interdependence with the 
energy sector creates resilience challenges. And as a principal agent in the gathering and dissemination 
of environmental, economic, and social data, the federal government can be a clearinghouse for 
information on changing climate risks, societal vulnerabilities, and resilience strategies.

Resilience investments can and should provide clear and direct benefits to local communities, regional 
economies, and national security. Presently, U.S. resilience initiatives are more fragmented than 
systematic and more anecdotal than comprehensive. But there are clear indicators of progress in the 
contents of agency plans, the development of data and tools, and in partnerships with state, local, and 
industry decisionmakers. Continued coordination, standardization, inclusivity, and evaluation are key 
levers for a timely, robust U.S. strategy for climate resilience.

The following are key initiatives the federal government should prioritize to enhance climate resilience: 

1. The federal government needs to develop resources and strategies to systematically understand 
(a) climate-related interdependencies across sectors and systems and (b) climate risks to 
agency missions and operations.

2. The federal government should also increase interagency connectivity of these resources and 
expand access to these tools at the state and local levels.

3. Federal agencies can help states and industry create concrete, functional definitions for climate 
resilience and metrics to measure and assess resilience.

4. Federal agencies should create and share frameworks to measure and account for the value of 
climate resilience when making investments in infrastructure.

5. When making climate resilience-building investments in vulnerable communities, state 
and federal authorities should consider the technical and organizational capacity of these 
communities, minimize administrative burdens, and account for economic resilience.

6. The federal government should consider international climate resilience a foreign policy 
priority and help developing countries create their own means to define and measure climate 
resilience, enabling smarter investments in infrastructure.



16    

Supply Chain Resilience
By Emily Harding and Harshana Ghoorhoo
Project Adviser: Bob Kolasky 

This is an updated version of the published commentary “Building Supply Chain Resilience” on December 15, 2022.73

In late 2021, the port of Los Angeles was in the middle of a crisis. Ships were lined up for miles, unable 
to move products through a bottleneck at the port.74 The port’s executive director said the port had 
the capability to run 24 hours a day, but a shortage of truck drivers and nighttime warehouse workers 

prevented a nonstop schedule. He cited the tremendous challenge of getting “this entire orchestra of 
supply chain players to get on the same calendar.”75 

The Covid-19 pandemic brought the fragility of global supply chains into stark relief. A complex system 
of producers and suppliers collapsed under the weight of high demand, just-in-time delivery, workforce 
shortages, and low supply. Labor markets were deeply disrupted as some workers were unable to come to 
work for health or childcare reasons, and the “Great Resignation” deepened the problem. Producers over-
indexed on efficiency in production and did not build enough buffer to anticipate disrupted global trade. 
Even the defense industrial base was not able to withstand the shocks. The war in Ukraine has further 
exacerbated the situation, highlighting single-threaded suppliers and foreign control of key elements. 

Shocks will never be completely foreseeable or preventable. Instead, government and industry should 
focus on resilience, or maximizing quick recovery from disruptions. The White House’s executive order on 
supply chain security (EO 14107) highlights that “more resilient supply chains are secure and diverse—
facilitating greater domestic production, a range of supply, built-in redundancies, adequate stockpiles, 
safe and secure digital networks, and a world-class American manufacturing base and workforce.”76 In 
operational terms, a resilient supply chain identifies critical nodes, anticipates likely disruptions to 
minimize strategic surprise, creates buffers or alternatives for those nodes, and adjusts to recover quickly 
from a disruption.  
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Challenges with Securing Supply Chains
A supply chain crisis is not any one problem; instead, it results from a combination of poor visibility 
that hampers planning, a narrowing of a pipeline that creates focused risk, and then a shock that 
throws the system off the rails. 

POOR VISIBILITY INTO A DEEP SUPPLY CHAIN
Visibility risk is at the core of supply chain vulnerability. Without complete insight into the 
spreading web of suppliers, there is always a risk that an unforeseen disruption will derail 
production. However, modern supply chains have so many layers that constrained time and research 
resources prevent full visibility.  

Prime suppliers often trust that their subcontractors are monitoring their own supply chain, which 
leads to potential vulnerabilities going unnoticed. Companies may not know when an adversary 
or competitor acquires a sub-subcontractor, or the chain of custody for a critical widget might be 
obscured. The DOD suffers from this problem much like any other consumer. The DOD relies on 
contracts with prime contractors and expects those primes to manage their own supply chains, but too 
often that trust has proven to be misplaced. 

While the DOD once conducted its own supply chain security evaluations, that capability has 
atrophied over time as Congress has sought to shift the burden onto contractors to verify their own 
work. As a result, DOD officials are now grappling with how to evaluate layered risk. One interviewee 
for this project said that there are excellent software tools that can map the many layers of the 
supply chain, but none of those tools describe the capacity of production within each production 
line or identify which systems use the same sub-tier suppliers. In other words, if Prime Contractor A 
understands their supply chain, and Prime Contractor B understands their supply chain, but A and B 
are unaware they are both drawing on Subcontractor C, the capacity and resilience of the supply chain 
is actually more fragile than either might assume.  

Rules designed to protect proprietary information also contribute to blind spots in the supply chain, 
according to CSIS’s interviews. Each prime should rightfully expect their intellectual property (IP) to be 
protected, but that protection obscures information relevant for risk assessments and restricts some 
data from access. For example, to populate supply chain management tools, the DOD needs to get 
approval from each contractor to access proprietary data. Further, the DOD cannot use contractors to 
pull together this data because that might open the door to industrial espionage, which means that the 
DOD cannot supplement its full-time workforce as it usually does. 

NARROW PIPELINES CREATING FOCUSED RISK
Focused risk happens when a supply chain narrows to a single source or single location that can 
be disabled by a shock event. For example, a critical facility or transportation route could be in the 
path of a tsunami, terrorist violence could imperil a key rail line, political instability could displace a 
workforce, or a public health emergency could lead to an extended lockdown. 

Foreign dependence aggravates focused risk in supply chains, with Taiwan’s near-monopoly on the 
world’s most advanced semiconductors being a prime example of concentrated risk. A conflict over 
Taiwan would cut off global access to about 90 percent of high-end semiconductors.77 Any conflict 
in the Pacific would lead to massive disruptions to a range of supplies; China controls 87 percent of 
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Building toward True Supply Chain Resilience: 
Recommendations and Next Steps
A mindset of resilience means assuming disruptions will occur and planning for a rapid recovery to 
acceptable functionality.  

With regard to supply chains, the federal government should identify opportunities to enhance 
resilience in three steps:  

the market for permanent magnets, which are used in the manufacturing of electric vehicle motors, 
electronics, wind turbines, and defense systems.78 The United States is still dependent on China for 
rare-earth and other minerals, critical to goods from consumer electronics to weapons systems.79

SHOCKS HAPPEN
The diagram below is far from a comprehensive list of shocks, but it illustrates some of the most 
common causes for supply chain disruptions.  

WORKFORCE
SHOCK While this form of shock evolves more slowly, one event can be a catalyst. Workforce 

shocks can result from insu�cient qualified people to fill open positions (e.g., not enough 
truck drivers to move materials). The global pandemic highlighted the challenges of 
keeping a consistent workforce, while recent years have also seen shortages of key skill 
sets, from workers to welders.

REPUTATIONAL
SHOCK This type of shock can occur when a supplier’s malfeasance, such as complicity in human 

rights violations, comes to light and tarnishes partners. Concerns about ethical practices 
or the environmental sustainability of the supply chain can also result in a necessary 
change of suppliers.

This disruption occurs when a sudden shi� drives a supplier out of business, inflation 
alters market dynamics, or tighter monetary policy restricts a company’s ability to operate 
(e.g., a supplier goes bankrupt or a recession limits availability of resources).

ECONOMIC
SHOCK

SECURITY
SHOCK Malicious activities, o�en from a nation-state or a proxy, could imperil the integrity or 

availability of key elements of a product. Examples include IP the�, consolidation of 
adversary control of raw materials, and cyber disruptions stemming from both so�ware 
and hardware vulnerabilities.

Types of Supply Chain ShocksFigure 5: Types of Supply Chain Shocks

Source: Authors’ research and analysis.
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1. The federal government should improve visibility to minimize blind spots in the supply chain. 

2. The federal government should identify potential shocks and evaluate which ones are most 
likely and most disruptive. 

3. The federal government should create contingency plans and buffers for the most critical, 
vulnerable portions of the supply chain.  

IMPROVE VISIBILITY TO MINIMIZE SURPRISE
Maximizing visibility into supply chains should always be the goal. The DOD should step up its staff 
resources to improve visibility into critical defense supply chains. Further, this staff should build 
resilience by identifying gaps and working to match those gaps to nontraditional suppliers. 

When engaging in evaluation of supply chains, entities should put a premium on constructing a 
diverse team of analysts. Geographic, socioeconomic, and racial and gender diversity on a team 
can contribute to fewer blind spots. For example, a person whose family includes truck drivers 
and Midwesterners might understand transportation during extreme weather better than most. 
Immigrants and children of immigrants might provide critical insights into seasonal labor concerns 
and visa challenges. Assembling a team that represents a diverse set of disciplines has repeatedly been 
shown to result in better outcomes. 

Entities should focus on predicting and extending the lifespan of critical components to minimize 
urgent need. “Digital twins”—or virtual representations of real-world objects that mirror the 
environment and stresses on the object—are increasingly becoming the go-to industrial approach to 
accurately predicting the operational lifespan of products to anticipate the demand cycle.80

IDENTIFY POTENTIAL SHOCKS 
Entities should identify single points of failure or places where the supply chain narrows to criticality. 
Evaluating each critical piece for threats, such as risk of environmental shock or workforce scarcity, 
in a rigorous way can then inform scenarios analysis and crisis production plans. Part of that rigor is a 
diverse team doing the analysis.

The U.S. government has a role to play both anticipating potential security shocks and facilitating 
information sharing. The Committee on Foreign Investment in the United States needs to keep 
evolving to identify potential threats early and create a robust support structure for industry. Further, 
the United States should use existing regulatory authorities and industry groups to encourage critical 
infrastructure providers to conduct an in-depth, rigorous analysis of potential shocks to their systems 
and the challenges for recovery.

Creating a diverse workforce and talent pipeline can insulate against labor shifts. The DOD has 
attempted to create geographic diversity in its pipeline, and industry is working on ways to cultivate 
both a cleared and uncleared workforce for added diversity. Getting a security clearance can be time 
consuming and a large hurdle, eliminating some potentially talented candidates who could contribute 
at the unclassified level. The creation of apprenticeships and embedded trade schools can also facilitate 
a strong pipeline of certain key skills. Some entities are creating intentional pathways to underserved 
communities, such as the National-Geospatial Intelligence Agency’s initiatives to collaborate with the 
local community surrounding its new facility in St. Louis.81  
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CREATE BUFFERS AND CONTINGENCIES
The simple act of rigorous evaluation and contingency planning can lay bare a previously unconsidered 
problem. Advance planning for workforce resilience in particular can pay dividends. Taking the next 
step to create buffers for key nodes in a supply chain can shift an event from a catastrophic shock into 
a temporary disruption.  

Create a Diversified Workforce Pipeline
The U.S. government should create a national imperative for bolstering industrial skills, such as 
encouraging trade apprenticeships, while industry could partner with unions, which have proven proficient 
at retraining and upskilling.82 In order to sustain their diversified workforce, companies also need to take 
steps to promote inclusivity. Social inequality presents an underlying challenge both to incorporating a 
robust pipeline into the defense industry and to growing a diverse array of potential suppliers.83  

Digital Seed Bank
A database of information, which one participant described as a public-private digital seed bank, could 
stockpile plans for creating critical components. In a crisis, when current supplies cannot meet sudden 
and urgent demand, the government can match those plans with companies who might be well 
suited to shift production lines to meet the dire need. Critically, participating companies would need 
reassurances about protection of IP or compensation for its use.  

Vendor Diversification
A vendor chain that builds in diversity will more effectively create resilience.84 Vendors that cover 
several geographic areas are insulated against environmental or security shocks, while vendors that 
represent a variety of backgrounds and experiences will be better able to identify and anticipate 
potential disruptions in the market. Entities should place a high value on a diverse supply chain as a 
hedge against shocks. The DOD is already working to bring in new entrants to the DOD contracting 
market to improve diversity and innovation, but more can be done.85 For example, the DOD’s strict 
requirements and complicated contracting processes can be a barrier to entry for smaller businesses, 
so elements of the department are working with potential contractors to discover the biggest cost 
drivers and adjust or eliminate them. Since the economic incentives that pushed production of key 
parts overseas still exist, the DOD is also looking for ways to incentivize onshoring or “friend-shoring” 
using existing regulatory authority.

Strategic Stockpiling 
While big pieces of equipment are impractical to stockpile, the most critical, or most likely to break, 
components of those pieces could be stored. For example, rather than store an entire generator, 
utilities can store the elements of their existing generators that are most prone to failure. Additive 
manufacturing can be a flexible and cost-effective alternative for some parts, providing a bridge 
capacity for creating those critical parts until regular supply chain mechanisms have recovered.86

Nearshoring and Friend-shoring
Companies should carefully evaluate which key parts need to be located within friendly territory, 
for reasons ranging from counterintelligence concerns to human rights violations to a dependable 
justice system for resolving disputes. Coordinating with allies and partners for secure manufacturing 
of precursors is critical. The G7 could be a vehicle for this coordination, given its flexibility, decades 

https://csis-website-prod.s3.amazonaws.com/s3fs-public/publication/201001_ReinschCaporal_TradeCommission_Workforce_2030.pdf
https://www.weforum.org/agenda/2022/01/supply-chains-2022-business-leaders-davos-agenda/
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of experience working through economic challenges, including key U.S. allies, and high-level 
coordination mechanisms. As one workshop participant said, “The challenge in operational resilience 
is fundamentally an international game.”

As the conversation on supply chains builds renewed urgency, EO 14017 has laid a solid foundation for 
continued steps toward resilience. The 100-day follow-on report to EO 14017 said: “America’s approach 
to resilient supply chains must build on our nation’s greatest strengths—our unrivaled innovation 
ecosystem, our people, our vast ethnic, racial, and regional diversity, our small and medium-sized 
businesses, and our strong relationships with allies and partners who share our values.”87 Innovation 
drawing on these strengths is the surest path to true resilience.
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Cyber Resilience
By Suzanne Spaulding, Devi Nair, and Sophia Barkoff
Project Advisers: Bob Kolasky, James Andrew Lewis, and Jake Harrington

This is an updated version of the published commentary “Investing in Federal Cyber Resilience” on February 24, 2023.88

On December 23, 2015, Russia knocked out power for 250,000 customers in Ukraine. The hackers 
had taken over the control systems for several electricity plants and remotely shut down the 
transmission of energy.89 Power was restored in six hours. Ukrainians found workers who knew 

where the breakers were physically located along the grid. They got in trucks, drove to those locations, 

and manually put the breakers back in place. Manual backups to the remote operation, and workers 

who understood those manual systems, provided resilience that kept this cyberattack from becoming a 

major disaster. 

According one definition from the National Institute of Standards and Technology (NIST), cyber 

resilience is “the ability to anticipate, withstand, recover from, and adapt to adverse conditions, 

stresses, attacks or compromises on systems that use or are enabled by cyber resources.”90 The 

more resilient an agency or department, the greater its ability to bounce back after a cyber incident 

or maintain mission-essential functions in a degraded environment. The Cyberspace Solarium 

Commission, which highlighted resilience as one of six foundational pillars in its final report, further 

emphasized that cyber resilience is about recovering from attacks that “could cause harm or coerce, 

deter, restrain, or otherwise shape U.S. behavior.”91 Resilience denies an adversary the benefits they 

seek, potentially altering their cost-benefit analysis. For a municipality or business, resilience in the 

face of a ransomware attack provides more time and more options in deciding how to respond to the 

attacker’s demand. Systemic resilience across the economy makes the United States more secure. The 

federal government can contribute to resilience in each of these contexts.
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Cyber Resilience and Cyber Risk Management  
Like the other challenges discussed in this report, cyber security is an exercise in risk management, 
not risk elimination. Managing risk depends on assessing (1) the kinds of incidents that would have 
the greatest impact or consequences (e.g., on key functions, operations, or reputation) and (2) the 
likelihood of that incident happening. Likelihood is a factor of threat (i.e., who or what is coming 
at you) and vulnerability (i.e., the conditions that threat might exploit). Much of the conversation 
around cybersecurity focuses on threat and vulnerability. Focusing on understanding and mitigating 
the potential consequences of malicious cyber activity is at least as—if not more—important and is the 
key to building resilience. Cyber threats and vulnerabilities are constantly changing and predicting 
future threat vectors is nearly impossible. Effective resilience, particularly reducing dependence on 
networked functions, can mitigate damage regardless of the cause of disruption. 

Resilience planning assumes that prevention will sometimes fail, and the threat actors may get in the 
system. Breaches are going to happen. It asks entities what plans and capabilities have been put in place 
to reduce the impact of that breach on its systems, key assets, functions, and business requirements. 

Organizing toward Resilience: Federal Government Structures 
Over the last several administrations, organizational structures have evolved to reflect the need to 
focus on understanding and building resilience against the impact of cyber incidents as an essential 
element of managing cyber risk.

To provide White House-level guidance and ensure coherence in approaches across the various 
agencies and departments with responsibilities for helping to manage cyber risk, the Office of the 
National Cyber Director (ONCD), an office initially proposed by the congressionally-mandated 
Cyberspace Solarium Commission, was established in 2021.92 As part of its stated vision, the ONCD 
is working to “increas[e] present and future resilience.”93 The former national cyber director Chris 
Inglis, who stepped down in February 2022, described his role as the coach, while the Cybersecurity 
and Infrastructure Security Agency (CISA) as the quarterback.94 

While still too early to grade the ONCD on its efforts, current initiatives, such as its focus on cyber 
workforce and education issues, signal the ONCD’s intent to leverage its role as a coordinator 
to ensure the federal government is working toward greater resilience.95 The workforce issue in 
particular is of critical importance in cyber, given that a number of positions are unfilled and that 
proposed resilience plans can only be properly staffed by attracting and retaining a cyber workforce 
(see “Workforce Resilience” on page 4). This has been a long-acknowledged issue for the federal 
government and private sector alike, so the ONCD’s leadership is a welcome opportunity.

The Office of the National Cyber Director also recently released the administration’s national 
cyber security strategy.96 This comes on the heels of the administration’s National Security 
Strategy, published in October 2022, and the May 2021 executive order on “Improving the 
Nation’s Cybersecurity,” which provided an initial blueprint of key themes emphasized in the  
strategy.97 The national cyber strategy can be applauded for its focus on resilience as a key pillar of 
activities. The strength and success of the cyber strategy will turn on its implementation, but the 
recommendations are moving in the right direction. 
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For its part, in 2014, the Department of Homeland Security brought together cyber and physical risk 
analysts to strengthen its understanding of interdependencies and cascading consequences from 
disruptions in critical infrastructure, including from malicious cyber activity. This led to ongoing work 
by the National Risk Management Center (NRMC) to identify and map national critical functions 
(NCFs).98 CISA has defined these as functions that are so vital that “their disruption, corruption, or 
dysfunction would have a debilitating effect” on U.S. security.99 Through the NRMC, public and private 
entities can coordinate and prioritize different response imperatives around the identified NCFs.  

CISA is particularly well suited to conduct this analysis for two key reasons. First, it is responsible for 
coordinating across all infrastructure sectors, which enables it to assess risks not just within a sector 
but also to recognize and work to address cross-sector dependencies. Second, CISA leads efforts to 
assess and address physical and cyber risks, as well as the convergence of these risks. Its work over two 
decades to model and mitigate physical consequences informs efforts to understand the full impact of 
cyber disruption.

Another crucial source of insights into consequences is after-action reviews of actual incidents. This is 
why CISA’s Cyber Safety Review Board is such an important part of building resilience. This joint public/
private effort to fully understand significant incidents can provide important lessons, assuming their 
insights are heeded and actions to address identified gaps are forthcoming.

This effort to understand the real-world consequences of incidents also relies on insights from those 
with deep expertise in the critical functions at issue. It requires understanding the operations that are 
controlled by or are otherwise dependent on networked systems. It also requires understanding the 
regulatory and policy environment that may impact options for response. This expertise comes from the 
infrastructure sectors themselves and from the departments and agencies that have worked with those 
sectors for many years. This is the thinking behind designating Sector Risk Management Agencies such 
as the Department of the Treasury and the Department of Energy (DOE) as the leads for their respective 
sectors..100 Broader regulatory agencies like the Securities and Exchange Commission and the Federal 
Trade Commission can also use their authorities to incentivize resilience. Accurate financial accounting 
depends on data integrity, and consumer protection can include oversight of breaches that impact the 
public. Even antitrust oversight can potentially play a role in addressing risk concentration. 

Finally, there is the NIST, the agency that already oversees current standards in this space for federal 
and private entities alike, which is being asked to work with outside partners to help measure and 
develop new standards related to enhancing cyber resilience. The NIST’s cybersecurity Risk Management 
Framework has contributed substantially to efforts to enhance cybersecurity across government, the 
private sector, and academia.101 The NIST’s ability to leverage diverse talent to develop and inform its 
standards and best practices makes the agency well postured to expand this work into the area of cyber 
resiliency, particularly through its ongoing efforts in the areas of zero-trust architecture and software 
supply chain security. 

To ensure long-term resilience, the federal government should continue to strengthen the coordinating 
capabilities of entities such as CISA, the ONCD, and the NIST and resist calls for a standalone department 
that attempts to centralize cyber expertise in a single agency.102 Implementing such a move would be 
extremely difficult bureaucratically and is likely to undermine efforts at comprehensively addressing 
cyber risk, including building resilience, by narrowing cybersecurity to a focus on technology rather than 
enterprise risk management that includes continuity planning based on consequence expertise. 
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Investing in Resilient Infrastructure 
Congress appropriated funds for a Cyber Response and Recovery Fund created by the Infrastructure 
Investment and Jobs Act (IIJA) but missed the opportunity to require that the broader funding for 
infrastructure projects include specific resilience measures.103 Cyber resiliency experts need an equitable 
seat at the table to drive informed cyber resiliency decisions in project development and planning, and 
risk informed trades in project execution. 

Congress also needs to provide consistent funding year after year to support measures that strengthen 
resilience. Additionally, Congress should be willing to appropriate greater funds to the departments 
and agencies that are growing their cyber portfolios for preparedness and resilience. CISA has received 
significant increases in funding in recent years, with a roughly 25 percent budget increase between FY 
2020 and FY 2022.104 The FY 2023 Omnibus spending bill allocates $2.9 billion for CISA—an increase of 
12 percent from FY 2022. In addition, Congress appropriated up to $20 million for the Cyber Testing for 
Resilient Industrial Control Systems program at the DOE.105 However, essential agencies such as the NIST 
and the Department of the Treasury have not received funding commensurate with their increased roles. 
Given that these agencies require a highly specialized workforce, the lack of adequate funding could lead 
to losses in that workforce in the near future.106 

Finally, a separate but related part of investing in actual resilient infrastructure is investing in systems 
and processes that can maintain essential operations during and immediately after an incident 
and actively investing in the pre-incident planning process. For instance, the Cyberspace Solarium 
Commission advocated that the federal government should actively map out and invest in Continuity 
of the Economy (COTE) plans.107 This theme was indirectly highlighted in ONCD’s new cyber strategy 
as well, where it notes that “in the event of a catastrophic cyber incident, the federal government could 
be called upon to stabilize the economy and aid recovery.” The strategy goes on to say that planning a 
response in advance of the event (as opposed to during or after) could provide “certainty to markets and 
make the nation more resilient.”108

Investing in Process
Per Executive Order on Improving the Nation’s Cybersecurity, federal agencies will be required to 
strengthen cyber postures by transitioning to zero-trust architectures (ZTA)—a security philosophy 
that adopts the approach of “never trust, always verify.” This approach is inherently about resilience, 
assuming access by a bad actor and limiting the blast radius of an attack, instead of reducing perimeter 
vulnerabilities.109 While the very act of pushing for ZTA is demonstrative of a commitment by the federal 
government to prioritize resilience, the test for departments and agencies will be if their proposed 
ZTA plans evaluate how certain processes, not just technologies, also can be strengthened to enhance 
resilience. This will be especially important in the face of implementation time and budget constraints. 

As was noted by consulted experts, there is currently a misconception that investing in resilience or 
other “right-of-boom” mitigation strategies can be expensive and rarely yields near-term benefits.110 
That is not always the case.  For instance, there could be an expensive solution for hardening the 
network, but a cheaper alternative might be to install detection tools or identify ways to disconnect 
key elements from the network. Similarly, there might be nontechnical, cost-effective solutions that 
should be identified and supported ahead of time as a part of comprehensive resilience planning, such 
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Colonial Pipeline 
On May 7, 2021, Colonial Pipeline, America’s largest fuel pipeline, suffered a ransomware attack on its 

corporate network. While the attack did not directly impact operations, the loss of capabilities such as 

billing led to disruptions in operations, including distribution, whose processes depended upon those 

corporate functions. The failure to anticipate this interdependence weakened Colonial Pipeline’s resilience. 

Moreover, while the disruption did not seriously impact the supply of fuel to gas stations for any significant 

period of time, the failure of the company to communicate effectively with the public led to panic buying, 

long lines at gas stations, and some shortages due to the increase in demand. Planning for effective 

communications is also a key aspect of resilience.

Motorists wait in line to refuel at a Circle K gas station on May 12, 2021, in Fayetteville, North Carolina. Most stations in the area 
along I-95 are without fuel following the Colonial Pipeline hack.  
Photo by Sean Rayford/Getty Images

as putting in a hand-crank to permit operations to continue, mechanical gauges to provide redundancy 
for some supervisory control and data acquisition (SCADA) systems, or providing paper ballots to 
mitigate the prospect that a hack—or alleged hack—could undermine trust in an election. 
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Making trade-offs that prioritize mitigating consequences, in addition to or as an alternative to 
investing in measures to address vulnerabilities, require the federal government to continuously 
evaluate what it means to be secure and what it takes to sufficiently recover from a cyber incident. 
The solutions and recommendations will vary across agencies and missions. For example, the 
defense and intelligence communities’ cybersecurity mission requirements may require different risk 
management approaches when trying to protect particularly sensitive mission data. This also means 
the federal government, as is noted in the ONCD’s new cyber strategy, needs to “ensure that resilience 
is not a discretionary element of our new technical capabilities but a commercially viable element 
of the innovation and deployment process.”111 Investing in processes that enable resilience will 
require organizations to prioritize consequence mitigation of cyberattacks. This includes being more 
intentional about efforts to map out interdependencies and cascading effects of incidents; only then 
can organizations begin to understand how cyber incidents can impact critical functions. 

Some systems may be too complex to fully map and predict, which places greater pressure on processes 
and people agile enough to adapt to unforeseen consequences. It is essential to have a strong, reliable, 
trained workforce. Employees have to be brought into cyber resilience processes so they are capable of 
operating in degraded environments and adapting to new risk mitigation approaches. A workforce that 
is too rigid—or not bought in—can undermine resilience. On the other hand, an agile workforce cannot 
only sustain essential missions but also potentially innovate for greater resilience going forward.

Enhancing Intergovernmental and Public-Private Partnerships
The federal government should work effectively with the private sector, as well as state and local 
governments and quasi-governmental entities, in order to build cyber resilience, especially considering 
that most critical infrastructure is currently owned and operated by the private sector.112 This requires 
the government to play a role as a convenor, facilitator, and supporter for the private sector.  

INFORMATION SHARING 
As noted above, assessing and prioritizing consequences to critical infrastructure require insights 
from businesses, particularly when trying to understand the full impact of a cyber incident. Yet, 
the private sector is often reluctant to share information on the impact of cyberattacks due to 
concerns about optics, potential liability and regulatory action, and implications for their bottom 
line. There are also lingering concerns about the government’s ability to protect their information, 
despite the government’s excellent track record of doing so. Companies view these costs as 
outweighing the expected benefits. Governments are challenged to provide actionable, real-time 
information back to companies. It is incumbent on the government to demonstrate the value of 
robust information sharing. 

The recently enacted Cyber Incident Reporting for Critical Infrastructure Act of 2022 (CIRCIA) moves 
beyond a voluntary information-sharing approach and tasks CISA with developing regulations for 
cyber incident reporting.113 By creating an aggregated data set of incidents, the government could 
better assess the nature, scale, scope, and costs of cyber risks, as well as the return on investment in 
cyber resilience. To maintain essential trust with the private sector, and encourage broader sharing 
on consequences and resilience, CISA—or some other federal entity—should prioritize efforts to 
use the data collected under CIRCIA to produce timely and actionable products back to the private 
sector. Congress should provide adequate funding for that analytic work. 
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The government can provide statistical analyses that help make the business case for resilience. Where 
there is ultimately a delta between what a business can be expected to invest in resilience and what 
the nation needs from that business, government will need to intervene with carrots or sticks or both. 
This is in line with the ONCD’s national cyber strategy, which emphasizes the benefits of finding ways 
to make the market work more effectively to improve cybersecurity but also recognizes that there 
are situations in which regulation is required and where financial aid may be necessary. Government 
should devote analytic resources, working closely with industry, to identify those circumstances and 
help inform policy decisions about how best to incentivize the level of resilience required for national 
security and the security and safety of the public.

In general, greater information sharing will be more meaningful if it is in furtherance of operational 
collaboration. CISA’s newly created Joint Cyber Defense Collaborative (JCDC) is another step in the 
right direction, as are the information-sharing models established between the government and 
sector-specific Information Sharing and Analysis Centers (ISACs).114 However, what is still lacking 
is an interoperable tool to facilitate sharing of not just data but also insights and analysis between 
industries and the government. To solve this problem, a Joint Collaborative Environment (JCE) 
should be established for industry operators to access and analyze operationally relevant data.115

EXERCISE
The importance of analytically driven exercises cannot be emphasized enough. Not only are they 
critical to establishing relationships ahead of time and growing muscle memory for how to quickly 
respond during an incident, but they also help participating individuals identify potential cascading 
effects and assess where there needs to be greater redundancy built into continuity plans. Individual 
entities should exercise their response plans, but joint public-private exercises are also important 
for effective resilience. A good example is the Treasury Department’s Hamilton Series cyber 
exercises done in partnership with the Financial Services Information Sharing and Analysis Center 
(F-ISAC).116 Similarly, the North American Electric Reliability Corporation’s Electricity ISAC (E-ISAC) 
biennially holds GridEx, the largest grid security and resilience exercise in North America, and CISA 
hosts Cyber Storm, a biennial exercise that simulates a large cyber incident that impacts multiple 
sectors.117 These should be models for other sectors and their sector risk management agencies. In 
addition, national-level exercises should be reinvigorated to include the most senior levels of 
government and include a focus on continuity of the economy. These exercises should aim to make 
effective use of data and technology to create realistic scenarios, improve the exercise experience, and 
employ performance metrics to understand effectiveness within and between exercise events.

Managing the Workforce 
In response to Russia’s invasion of Ukraine, CISA activated Shields Up, a campaign outlining the ways 
in which primarily nongovernmental entities should maintain vigilance during heightened geopolitical 
tensions.118 CISA continues to report that the threat level remains high, which prompts questions about 
how long nongovernmental entities will be able to maintain a “crisis” posture. This concern extends to 
the federal government as well. A key concern is burnout of those accountable for staying vigilant against 
cyber risk. This highlights a critical piece of enhancing cyber resilience: to continue operations at high 
levels through a prolonged crisis, it is essential to invest in a resilient federal workforce and, especially in 
this context, a fully staffed and prepared cyber workforce. 
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TRAINING THE GENERAL FEDERAL WORKFORCE
At a minimum, all federal employees must be trained to follow basic cyber hygiene protocols. This 
is important not only to help with prevention, but once an incident occurs, a disciplined workforce 
can take steps to help contain the situation. The next step is continuity of operations training for the 
larger workforce, not just IT professionals. Continuity of government training and exercises should 
always include an element of cyber disruption. These trainings should also prepare workers to manage 
smaller cyber disruptions beyond those that present as larger cyber incidents (e.g., planning federal law 
enforcement operations even if the case management system is down). 

A well-trained workforce has the potential not only to scramble to keep the lights on but to come up with 
innovative ways to operate that build even greater resilience in the future.

MANAGING THE FEDERAL CYBER WORKFORCE 
As of July 2022, there are roughly 700,000 open cybersecurity positions in the United States, roughly 
40,000 of which are within the federal government.119 Further, the actual cyber workforce skews 
white and male, leaving women and people of color drastically underrepresented, and largely includes 
individuals that share similar education and professional experiences.120 As noted above, this reduces 
overall resilience.

At every level there is room for the federal government to invest in and remove barriers to hiring 
and retaining technical and nontechnical cyber talent.121 From tapping into diverse viewpoints 
to identify and assess unique cyber risks, to calling up reserve forces that can support an already 
understaffed and potentially fatigued cyber workforce, the federal government cannot afford 
to sideline significant parts of the population. Instead, it should work to remove barriers, from 
accessibility barriers to unnecessary certificate, education, and clearance requirements that can be 
time intensive or financially difficult to obtain. The DHS Cybersecurity Talent Management System 
(CTMS), which was launched in 2021, takes a step in the right direction by addressing some of the 
key issues related to hiring and attracting top cyber talent. It will be important to assess CTMS’s 
successes in the coming years to see where there are still gaps in the talent management process and 
if there are best practices that can be scaled across industries.

In addition, as the federal government helps build the pipeline for cyber talent by supporting STEM 
education in K-12 and higher education, the government also should promote the development 
of civic skills and civic knowledge.122 Only by instilling a sense of civic responsibility can the United 
States hope to have a workforce that fully embraces cybersecurity as a shared responsibility. 

Building toward True Cyber Resilience: Recommendations and 
Next Steps
Though there are agency-specific recommendations that the federal government can consider in order 
to enhance institutional cyber resilience over time, some of which are bolded in earlier sections, there 
are three key areas where the federal government as a whole should prioritize its efforts: 

 ▪ The federal government should treat cyber security as an exercise in risk management, not risk 
elimination, and develop and prioritize response plans accordingly. 
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 ▪ The federal government needs to urgently invest time and energy into developing a fully staffed 
and more diverse cyber workforce at the federal level and promote initiatives that will also help 
develop the private sector cyber workforce given the nature of today’s cyber incidents.

 ▪ The federal government should be prepared to tie planning to consequence analysis and involve 
non-IT professionals in the planning and exercises. 
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Conclusion 

The ability to adapt is crucial as the nation moves into an uncertain future where extreme 
weather, increasingly sophisticated cyberattacks, and unexpected crises (such as a global 
pandemic) threaten to disrupt resources critical to daily functioning. Resilience is key, and the 

federal government has an essential role in concretely defining and growing resilience domestically 
and abroad.

As this report outlines, there are steps the federal government can and should take to be more resilient 
in its processes and promote societal resilience. This requires visibility into potential threats, sufficient 
planning to address possible disruptions and cascading consequences, consistent investments in 
people and DEI, and established definitions and metrics to understand resilience and measure progress 
overtime. Resilience requires up-front investments but will save time, dollars, and lives not if, but 
when, an unexpected shock occurs.   

The federal government has taken promising steps to acknowledge the need for resilience over the 
myth of “risk elimination” and to more intentionally cultivate resilience. The challenge for the next 
few years will be to assess how quickly these plans can be implemented, how concretely they can be 
evaluated, how flexibly they can be adapted, and how consistently they can be prioritized over time.

This report analyzes resilience in four key areas, but the thread that is pulled through these topics is 
applicable across nearly all the challenges. The ability to assess what is most vital and how best to build 
in the capacity to bend but not break, to prevent disruptions from becoming catastrophes, to respond 
and recover with the confidence and strength that provides room for innovation, these are the keys to 
resilience that can allow an entity, a society, and a nation to—borrowing from William Faulkner—not 
merely endure but to prevail.
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