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Abstract
The potential use of offensive cyber operations against nuclear systems will increase the possibility of war in the 
future and pose an urgent risk due to the vulnerabilities that exist in nuclear infrastructure. From network attacks, 
man-in-the- middle attacks, packet sniffing, denial of service attacks (DDOS), Wi-Fi attacks, cyber-spoofing, 
supply chain attacks, radio attacks, crypto attacks, rubber ducky attacks, air-gapped network attacks, spyware 
attacks and more, malicious actors have a range of tools that can jeopardize the integrity of nuclear command, 
control, and communication (C3) systems. This study will explore the offensive cyber threats that threaten nuclear 
command and control systems.

Introduction
Nuclear and military organizations rely heavily on computers, making themselves vulnerable to a 
cyber-attack. Nuclear Command and Control (NC2) plays a critical role in ensuring that weapons 
are readily available when needed by the national leadership but are not used inadvertently or 
accidentally. But what if these systems are compromised? How would decisionmakers communicate? 
What if weapons are launched in an unauthorized fashion? And what if hackers reveal the sensitive 
information related to individuals working on nuclear matters or the nuclear facilities command and 
control locations and so on? 

These are the threats to nuclear systems posed by offensive cyber operations (OCOs). Max Smeets 
defined OCOs as “computer activities to disrupt, degrade, and or destroy.”1 Tom Uren, Bart Hogoveen, 
and Fergus Hanson, senior fellows at Australian Strategic Policy Institute, have another definition: 
“In the context of cyber operations, having a capability means possessing the resources, skills, 
knowledge, operational concepts, and procedures to be able to have an effect in cyberspace. In 
general, capabilities are the building blocks that can be employed in operations to achieve some 

1.  Max Smeets, “The Strategic Promise of Offensive Cyber Operations,” Strategic Studies Quarterly (Fall 2018): 93.
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desired objective. Offensive cyber operations use offensive cyber-capabilities to achieve objectives in 
or through cyberspace.”2 

A growing number of countries are developing offensive cyber capabilities. For example, speaking at a 
cyber-security event at Georgetown Law School, former deputy director of the U.S. National Security 
Agency (NSA) Richard Ledgett said that “well over 100 countries around the world are now capable 
of launching cyberattacks.” 3 The rise in the frequency of OCOs has raised the dangers of inadvertent 
escalations. This essay discusses some of the latest trends in OCOs and their relevance to nuclear 
organizations, and command, control, and communications integrity. 

Penetrating Air-Gapped Networks
Organizations struggle to protect the confidentiality and integrity of their networks and data. They invest 
a lot of money in securing their networks by using defensive cyber security measures such as purchasing 
expensive firewalls, tasking dummy networks to confuse the attacker, and investing in honeynet traps. 
But all of these measures are vulnerable and insufficient. Therefore, military and nuclear organizations 
rely heavily on air-gapped networks (“a network that is not connected to the internet, no wireless, no 
modem, and protected by gates and guards, and considered as hack-proof ”)4. But air-gapped networks 
are still vulnerable to cyberattacks. For example, the U.S. Department of Homeland Security believes that 
Russian hackers have infiltrated U.S. critical infrastructure, which was air gapped.5 Speaking to a Black Hat 
conference in Amsterdam, Shamir Adi—a professor of applied mathematics at the Weizmann Institute of 
Science and co-developer of RSA algorithm—elaborated how air-gapped network can be compromised. He 
described how a vulnerability that he called “Scangate” could allow malware to “infiltrate and exfiltrate 
data from air-gapped networks, using a long-distance laser to send data into the environment and the 
video camera on a drone to get it out.”6 

System-level access in an air-gapped network at a nuclear facility could allow a hacker to cause a 
radiological accident or crash the reactor process by raising or lowering pressure, resulting in mass 
causalities and loss of the facility. Nuclear organizations require thousands of computers for their 
operations, and even a single vulnerability can lead to severe consequences. Missile guidance systems, 
communications systems, nuclear submarines, and many other critical C3 systems are connected to 
computers and thus vulnerable to cyberattack, which may result in an inadvertent escalation. 

Generally, nuclear submarines are air-gapped and are considered to be the most secure—but this is not 
always true. For example, it is essential for the submarine to come to the surface to establish two-way 
communications with national leadership, in crisis or peacetime, and during this process is vulnerable to a 
cyberattack by jamming signals or by using laser methods. Nuclear submarines generally communicate at 
either very low frequency (VLF) or extremely low frequency (ELF) frequency. Unlike VLF, ELF frequency allows 
submarines to communicate even when submerged in deep waters (up to 100 meters). But the problem is 
that submarines can receive only one-way communication. For two-way communication, it has to either raise 

2.  Tom Uren, Bart Hogoveen, and Fergus Hanson, “Defining offensive cyber-capabilities,” Australian Strategic Policy Institute, January 2, 
2018, https://www.aspi.org.au/report/defining-offensive-cyber-capabilities.
3.  Mike Levine, “Russia Tops List of 100 Countries that Could Launch Cyberattacks on US,” ABC News, May 18, 2017), http://abcnews.
go.com/US/russia-tops-list -100-countries-launch-cyberattacks-us/story? id=47487188.
4.  Patrick Nohe, “What is an Air Gapped Computer?” hashedout, March 13, 2018, https://www.thesslstore.com/blog/air-gapped-com-
puter/. 
5.  Richard Chirgwin, “No big deal…Kremlin hackers ‘jumped air gapped networks’ to pwn US power utilities,” The Register, July 24, 
2018, https://www.theregister.co.uk/2018/07/24/russia_us_energy_grid_hackers/.
6.  Mathew J. Schwartz, “Black Hat Keynoter: Beware of Air gap Risks,” Bank Info Security, October 16, 2014, https://www.bankinfose-
curity.com/black-hat-europe-beware-air-gaps-a-7442.
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the antenna in shallow waters or come to the surface, thus revealing its location and leaving it vulnerable to 
a physical or cyberattack. Also, when a submarine is at dock, being manufactured, or when its parts are being 
imported, it is particularly vulnerable to attack.7 If a system that connects the submarine to command and 
control systems is hacked, it might permit an attacker to order an unauthorized nuclear launch. And all of 
these attacks can be performed using radio waves, laser, and supply chain methods discussed below. 

One trick to penetrate an air-gapped network is to use processors as a radio transmitter that can send 
signals on FM radio or cell phone frequencies.8 This was demonstrated in 2014 when researchers 
connected to an air-gapped network via radio waves by using a remote mobile phone along with malware.9 
Another method is to hack an air-gapped system by using the sound system of a computer and making 
computer speakers produce sound at levels that are inaudible to human hearing (18-24 Hz) and that can 
then be decoded using a cell phone.10 This was demonstrated in 2016 by Israeli researchers who extracted 
data from an air-gapped network using the sound of computer cooling fans.11 This technique may be useful 
in compromising the systems of nuclear stations, nuclear facilities, strategic organizations, and anything 
connected to computers.

Another technique to penetrate an air-gapped network is the supply chain attack. In this attack, malware, 
spyware, or reverse shells connect the target network to the attacker’s machine after being planted 
through embedded chips during the manufacture of the hardware. The malware passes information to the 
attacker without the victim knowing. According to Edward Snowden (who worked in different roles as an 
FBI, CIA, and NSA contractor), Cisco (a leading manufacturer of network hardware) “is a compromised 
network,” exposed through a back door implanted by the NSA. If we believe Snowden, it means that if an 
organization is using Cisco, the integrity and confidentiality of the information is already compromised. 
12 China has been similarly accused of hacking U.S. companies and intelligence organizations by using a 
small chip the size of a rice grain.13 Therefore, there is a need for checks on the manufacture, production, 
reproduction, transportation, and supply of hardware related to nuclear facilities. It will also be important 
to develop alternative sources for the manufacture, transportation, and supply of computer hardware to 
minimize vulnerabilities to these attacks.

Cyber Spoofing
Spoofing is an act of disrupting communications (personal, military, nuclear, or related to any field) by 
pretending to be the original source or person. There are different types of spoofing, including email, caller-
ID, and many others.14 Intelligence agencies use such malicious techniques to extract information related to 
military and nuclear matters. But what if such operations are used for more than acquiring secret information? 
What if a commander in charge of an early warning system receives a fake warning on his or her computer? 
Will the commander launch a nuclear weapon in response? These are dangers that cannot be ignored.

7.  See Beyza Unal and Patricia Lewis, “Cybersecurity of nuclear weapons systems, threats, vulnerabilities, and consequenc-
es,” Chatham House Occasional Papers, January 11, 2018, https://reader.chathamhouse.org/cybersecurity-nuclear-weapons-sys-
tems-threats-vulnerabilities-and-consequences#.
8.  Ray Pompan, “Attacking air-gap segregated computers,” Application, threat, intelligence, F5Labs, September 5, 2018, https://www.
f5.com/labs/articles/cisotociso/attacking-air-gap-segregated-computers.
9.  Unal, Beyza and Lewis, Patricia, “Cyber security of nuclear weapons systems, threats, vulnerabilities, and consequences.” 
10.  Ray Pompan, “Attacking air-gap segregated computers.”
11.  Unal and Lewis, “Cyber security of nuclear weapons systems, threats, vulnerabilities, and consequences.”
12.  Bill Snyder, “Snowden: The NSA planted the backdoors in CISCO products,” Info World, May 15, 2014, https://www.infoworld.
com/article/2608141/internet-privacy/snowden--the-nsa-planted-backdoors-in-cisco-products.html. 
13.  Jordan Robertson and Michael Riley, “The Big Hack: How China Used a Tiny Chip to Infiltrate U.S. Companies,” October 4, 2018, 
Bloomberg Businessweek, https://www.bloomberg.com/news/features/2018-10-04/the-big-hack-how-china-used-a-tiny-chip-to-infil-
trate-america-s-top-companies.
14.  “What is spoofing,” Force Point, https://www.forcepoint.com/cyber-edu/spoofing.
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 ▪ Email Spoofing. Email spoofing, a tactic used in phishing attacks, works to fool a target into thinking 
the attacker is a trusted source and to convince them to turn over sensitive material or expose 
vulnerable systems. For example, if a malicious actor pretending to be a supervisor sends an email 
to an employee working on nuclear matters and asks for confidential information, there is a chance 
that the employee will pass on the information to the attacker. Similarly, the attacker can ask the 
individual to follow a malicious phishing link, which may contain software that can poison the whole 
network and pose a great danger to nuclear and military organizations. These attacks can compromise 
data, but not decision-making or communication systems, as they are not connected to the internet.

 ▪ ID Spoofing. In caller-ID spoofing, the attacker can make it appear that a call is coming from the 
number of an officer in charge of the nuclear launch. Through this method, an attacker may be able to 
order an unauthorized launch. There are failsafe measures nuclear states use to deal with such issues, 
such as operators in charge of nuclear weapons having to confirm the orders from multiple sources, 
but the possible threat scenarios cannot be overlooked. And there is the possibility that a cyberattack 
or system failure could trigger a false alarm, or an early warning system, which could cause an 
escalation or even a nuclear exchange.

INSIDER THREATS
 ▪ Man-in-the-middle attack (MITM) and packet sniffing. A man-in-the-middle attack is a cyberattack 

that intercepts communication between different networks through packet sniffing and sometimes 
through compromised systems (bots). Someone working in a nuclear organization may act as an 
attacker to manipulate and share network traffic from any of the systems connected to the network by 
commanding the Network Interface Card (NIC). This helps this person to monitor traffic, passwords, 
emails, and raw data, even if it is a switched network. System-level access would allow the attacker to 
easily access unauthorized data and compromise the integrity and confidentiality of the information. 

 ▪ Rubber ducky—reverse shell, crypto attacks, and spyware. Just think about how many devices a USB 
drive works with. From keyboards, modems, webcams, printers, scanners, telephones, access points 
and more, a tremendous number of devices are vulnerable to exploitation through USB-delivered 
attacks.15 A USB can be used as an injection tool to drop payloads, malware, reverse shells, backdoors, 
key-loggers, and spyware onto target networks. Specially designed hacking USBs are called rubber 
duckies, but even a normal USB can be coded to perform the same functions using a few easily 
available apps and software patches.16  
 
These rubber duckies are available in data cable and charging cable models as well. So, a person 
working in a nuclear organization can simply inject code by using rubber ducky and infect the 
network in a matter of seconds. Famously, an Iranian nuclear enrichment facility was compromised 
by a Stuxnet worm injected via rubber ducky. If an attacker poisons the network with an unbreakable 
crypto algorithm, the organization may lose important files and data. Even if the organization accesses 
it, they may not be able to see it. Importantly, these attacks can be effective even when there is no 
access to the internet. 

 ▪ Brute force attacks—face recognition and fingerprints. Brute force is a trial and error method of 
extracting users’ information from a protected system. Using this method, hackers are able to break 
the passwords of personal computers and social media accounts such as Facebook, Twitter, and 

15.  Anton ‘ant’ Zhukov, “Turning a regular USB flash drive into a USB rubber ducky,” Hackmag, https://hackmag.com/security/rub-
ber-ducky/See, https://hackmag.com/security/rubber-ducky/.
16. Ibid.
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Instagram. Using brute force attacks, hackers could compromise the accounts of individuals related 
to nuclear organizations and use their computers as bots to further their attacks. Brute force methods 
can also be used to defeat even biometric protections, as shown in a recent paper demonstrating the 
feasibility of using artificial fingerprints or master prints to hack into devices. Commenting on their 
findings, the researchers said that the synthetic fingerprints could be "used by an adversary to launch 
an attack . . . that can compromise the security of a fingerprint-based recognition system."17 Some 
researchers have even been able to hack into face recognition systems. With most military and nuclear 
organizations using face and finger recognition systems, vulnerabilities to brute force attacks could 
pose a significant risk to the safety and control of nuclear systems. 

OUTSIDER THREATS
 ▪ Denial of service attacks (DDoS). Denial of service attacks are attempts to overwhelm internet 

services, websites, or networks with unmanageable traffic, crashing the program to deny access to 
services. In nuclear command and control, DDoS attacks could break the communications between 
nuclear forces and decisionmakers or could cut off power supplies and jam communications and 
missile control systems. Such attacks could jeopardize the integrity of network data and could 
even neutralize missiles and missile defenses to allow a successful nuclear attack. Moreover, if 
communications systems are jammed or spoofed, then nuclear decisionmaking is compromised.  
These attacks could be highly damaging in the event of a crisis.

 ▪ Wi-Fi network attacks. Attacking Wi-Fi networks has become substantially easier and more effective 
in recent years and now can be done even when the attacker is sitting kilometers away. Incoming 
data packets on networks are sniffed via different built-in utilities in Linux distributions, like Kali-
Linux or BackTrack. All an attacker needs is a USB Wi-Fi dongle that supports monitor mode and 
packet injection, a long-range antenna, and of course, Kali-Linux installed on a laptop. Although 
military and nuclear organizations may not use insecure networks such as Wi-Fi, persons working in 
these organizations usually use them. Therefore, sniffing and packet injection in Wi-Fi networks is an 
extremely useful technique to extract information about individuals dealing with sensitive systems. I 
have explained how an attacker can grab information from IP addresses, and connect to a network by 
banner grabbing or other techniques in one of my earlier technical studies. The interested reader may 
follow the link in the footnote and run those computer programs by downloading python 2.7, pasting 
the program into the interpreter, and running it as a .py file.18 

Exploits and Vulnerabilities
Exploits are malicious pieces of software code that take advantage of vulnerabilities in computer systems 
to introduce malware or gain unauthorized access to a target network. An exploit written for a mac will 
not work on Windows, and vice versa. Similarly, an exploit written for 32-bit processors will not work 
for 64-bit machines. Writing an appropriate exploit for any given computer system is thus a complicated 
task, but all of the relevant target information would be easily available to an insider, in contrast to the 
time-consuming reconnaissance or banner grabbing used by an outside attacker to gather information 
about networks. The use of outdated, vulnerable software in strategically significant systems dramatically 
increases the risks from exploits. For example, it was recently reported that the command center of the UK 
aircraft carrier Queen Elizabeth was using Windows XP, an operating system with an enormous number 

17.  Chloe Taylor, “Researchers develop artificial fingerprints, claiming they could hack into a third of smart phones,” CNBC, Decem-
ber 31, 2018, https://www.cnbc.com/2018/12/28/research-claims-fake-fingerprints-could-hack-a-third-of-smartphones.html.
18.  Syed Sadam Hussain Shah, “Python Port Scanner and Banner Grabber,” Null Byte, October 16, 2018, https://null-byte.wonderhow-
to.com/forum/python-port-scanner-and-banner-grabber-0188739/.
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of known vulnerabilities.19 (For reference you may visit this link20 and search for Windows XP exploits.) 
This means that if Windows XP or any other vulnerable operating system is being used in military or 
nuclear operators, there could be exposure to significant risks. Imagine if Windows XP were the operating 
system of a missile defence, communication, launch, missile guidance, or other systems related to nuclear 
weapons. Who could ensure its security? 

Artificial Intelligence (AI) and Exploits
In the past, the malware development process for coding viruses, spyware, rootkits, Trojans, scrapers, 
backdoors, and other malicious tools were time-consuming and manual tasks. However, with the 
inception of AI, smart learning machines, and advanced intelligent algorithms, hackers can produce many 
exploits in a very short period of time through techniques like fuzzing. This ease of malware development 
magnifies the threat landscape worldwide. The use of AI in hacking will be a major challenge for military 
and nuclear organizations.  

Conclusion 
Cyberattacks on nuclear facilities could lead to severe consequences. Delayed or spoofed information 
transmitted to decisionmakers could lead to serious miscalculations. Errors in early warning systems 
or launch operations could lead to disastrous results during times of crisis, and the loss of confidential 
information could present opponents with dangerous opportunities to further compromise sensitive 
systems. Although organizations take measures to mitigate threats, the risks are too great to be ignored. 
This paper has attempted to discuss a few of the important aspects of the offensive cyberattacks regarding 
nuclear weapons, and communications, command, and control systems. It finds that the increased use of 
cyber-offensive operations in military and nuclear matters is dangerous and may produce grave national 
security concerns for nuclear states and for the world.
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