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SINCE DEPARTMENT OF DEFENSE 
DIRECTIVE 3000.09 on autonomy in 
weapon systems was signed in 2012, 
it has failed to generate consensus on 
the definition of “autonomy” or make 
progress to regulate autonomous weapon 
systems (AWS). With the directive set to 
expire at the end of 2017, the Department 
of Defense has an opportunity to clearly 
chart a course for the future of AWS. 

Rather than relying on imprecise 
phrases like “appropriate level of human 
judgment in the use of force,” DoD should 
outline domain-specific applications 
of autonomous technology to clarify 
how AWS will be used. While U.S. allies 
like Britain have recently ruled out 
pursuing fully autonomous weapons, 
adversaries like Russia and China are 
heavily investing in and integrating 
these technologies.  The proliferation of 
autonomous technology from adversaries 
and in the commercial sector will 
require the United States to add AWS 
to its forces. Ultimately, AWS must be 
integrated across domains, but for now, 
domain-specific analysis can dispel the 
counterproductive fears peddled by the 
technology’s opponents and demonstrate 
the potential of AWS to change warfare.

Referred to by opponents as “killer 
robots,” AWS have been branded to 
make casual sci-fi fans tremble at the 
possibility of their television nightmares 
coming to life.1 The AWS emerging 
in battlespaces today, however, more 
resemble unmanned versions of 
recognizable platforms like tanks, 
airplanes, and submarines.2 For the 
current discussion, an AWS will be 
defined as a system that, once activated, 
identifies and engages targets without 
using preprogrammed instructions and 
requiring no further human input.3 
AWS operate in unique physical spaces 
that affect how the technology engages 
combatants. The characteristics of a 
domain should be used to frame the 
discussion of how and whether emerging 
technology abides by the international 
law of armed conflict. 

Unmanned Aerial Vehicles and 
Autonomous Swarms

While most people are familiar with 
large military unmanned aerial vehicles 
(UAVs) like the MQ-9 Reaper and 
MQ-1 Predator, smaller systems are 
often overlooked and undervalued. 
Large UAVs are vulnerable to even 
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moderate air defenses, which 
is why they are most successful 
when deployed in asymmetric 
conflicts where adversaries 
lack air defenses. In addition 
to performing intelligence, 
surveillance, and reconnaissance 
(ISR) missions, small 
autonomous UAVs operating 
as “swarms” will be capable 
of penetrating environments 

defended by more advanced technology. By saturating the airspace with many 
targets, swarms mitigate the effectiveness of air defense, and could be used in 
ordnance delivery against targets that are well defended. Converting models 
like the Israeli Harpy, which target radar systems, into AWS that can reliably 
strike other soft military targets would help address issues presented by 
advanced defenses.4 

Some might worry, however, that greater penetration of air defenses brings 
lethal AWS into close proximity to combatants and noncombatants. Whereas 
high-flying large military UAVs are wrongfully criticized for being detached 
from the battlespace, future systems may be condemned for the exact opposite 
reason. Yet, the fear elicited by AWS operating in populated areas must not be 
allowed to paralyze policy development. As Benjamin Wittes argued in 2012, it 
is entirely possible that in some environments AWS might “distinguish military 
targets far better and more accurately than humans can.”5 

Unmanned Ground Vehicles, First on the Shore, First through the Door

Unmanned ground vehicles (UGVs) have already demonstrated their utility 
in the land domain for several tasks, including the removal of IEDs, and are 
being prepared to take on even more offensive roles. In ship-to-shore exercises 
in April 2017, the Marine Corps Warfighting Lab showed how two Multi-
Utility Tactical Transport (MUTT) robots and a Weaponized Autonomous 
System Prototype (WASP) could substitute for marine forces as the first units 
to storm an enemy’s shore. Commenting on the exercise, Col. Daniel Sullivan, 
deputy commander of the warfighting lab, said, “going forward, the first one 
in the room should never be an air breather. It should be a robot with a lethal 
capability, [and] it’s the same thing coming ashore.”6 

As dual-use autonomous capabilities are developed commercially and by 
adversaries, U.S. and allied warfighters will be put under the cognitive strain of 
fighting at machine speed.7 As with soldiers, a UGV’s ability to abide by the law 
of armed conflict may be mitigated in confined spaces where combatants and 
civilians are mixed. Whereas UAVs can loiter and evaluate targets from above, 

“going forward, the first one 
in the room should never be 

an air breather. It should be a 
robot with a lethal capability, 

[and] it’s the same thing 
coming ashore.”  
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UGVs are afforded less time to make targeting decisions. The close spatial and 
temporal relationship between UGVs and combatants warrants a higher degree of 
scrutiny on their use and on the algorithms that guide their actions. This especially 
true when compared to systems operating in less populated environments, like in 
the naval domain.

Unmanned Undersea Vehicles as the Future Leg of the Nuclear Triad

The revolutionary impact autonomous unmanned undersea vehicles (UUVs) will 
have on maritime warfare is hard to overstate. Large and Extra Large Displacement 
Unmanned Undersea Vehicles (LDUUV and XLDUUV), like the Echo Voyager, 
will be designed to perform below-water ISR, clandestinely deliver mines, and 
launch precision-guided weapons. Additionally, UUV swarms of small long-
endurance drones could perform dangerous below-water ISR in littoral waters and 
in surface missions.8

Because UUVs operate in the vast sea domain, there is more certainty that the 
weapon can safely identify and engage solely military targets. Additionally, leveraging 
autonomous capabilities underwater will have dramatic effects on strategic posture, 
especially as states like North Korea and Iran continue to develop nuclear weapons.9 
UUVs armed with strategic weapons, like manned submarines before them, project 
power in dangerous and denied environments, extending U.S. military capabilities. 
While some U.S. officials hesitate, the Russian Navy has reportedly already tested a 
nuclear-capable UUV designed to spread radioactive contamination along enemy 
coastal areas “rendering them unusable for military, economic, and other activity for 
a long time.”10 Although an autonomous nuclear-armed submarine is not likely to 
be deployed in the immediate future, the need to hedge against such a threatening 
capability is clear.11 

Conclusion

The United States’ adversaries are vigorously developing AWS, threatening to 
eclipse the United States and its allies in a future world that will be dominated by 
these emerging technologies. While overarching regulation may be premature, 
it is important the Department of Defense continues to think critically about the 
legal and strategic implications of AWS. As then-deputy secretary of defense Bob 
Work outlined in the Third Offset Strategy in April 2016, AWS will only continue 
to grow in importance and play a key role in future multidomain battle. Thinking 
creatively about how the physical space in which autonomous systems operate affects 
their use in combat can provide a framework for future doctrine and regulation of 
autonomous systems.  

Daniel Cebul is a research intern with the International Security Program and 
the Missile Defense Project at CSIS. 
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