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Welcome 
 

 

The internet is evolving rapidly. According to a Microsoft report, in the next ten years the 

internet will be used by more than 91% of people living in developed countries and 

about 69% in developing countries. The number of mobile and internet connected 

devices is exploding and transforming the way people communicate and conduct 

business around the world. The rapid growth of the internet has produced enormous 

benefits for human development, by improving access to education, facilitating trade 

and commerce, and encouraging innovation and increased productivity.  

 

The growth of information and communications technologies (ICT) is also accompanied 

by new risks. Increased connectivity and dependence on the Internet for critical 

infrastructure make countries vulnerable to cyber attacks. These risks can be difficult to 

manage, particularly for developing countries that lack adequate governance and 

technical capacity. The international community has started to appreciate the need to 

improve capacity in order to maximize the benefits of ICT, and development agencies, 

other donor entities, and the private sector are beginning to take a closer look at 

building cyber capacity.  

 

What is a policy hackathon?  

A hackathon is an event in which computer programmers, developers, and designers 

get together to collaborate intensively on a software project – to build a new product, 

feature, or solve a specific problem. Participants are given a set of tools and 

parameters, and work intensively, even around-the-clock, to develop the new capability.  

 

A policy hackathon uses a similar process that involves intense collaboration between 

participants, but instead of creating software, we’re creating new approaches to solving 

a policy problem.  

 

What is the hackathon challenge?  

Cyber DiploHack brings together six universities based in the United States and in 

Europe. Teams will be presented with a two-part challenge: 

 

1. Develop strategies to defend against and respond to a realistic scenario based 

on a national-level cyber incident affecting a developing country; and  

 

2. Develop new approaches to building the cyber capacities needed to implement 

critical elements of the strategy developed in Part 1.  
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With facilitation from CSIS and outside experts, teams will apply creative ideation 

processes commonly used in technology design to solve the cybersecurity policy 

challenges outlined above.   

 

What is Ideation?  

It is the creative process of generating, developing, and communicating new ideas 

through verbal or visual means. Teams will ideate to develop strategies and 

approaches to solve the challenge, refine their ideas, and then synthesize their final 

proposal and presentation.  

 

Assessment 

A panel of expert judges will assess each team’s presentation and proposal based on 

evaluation criteria outlined on page 24 of this packet. Winning concepts and ideas will 

serve as inputs for the Global Cyber Resilience Initiative and the Global Conference on 

Cyberspace (GCCS2015) in The Hague.   

 

What’s in this packet?  

This packet includes information about the hackathon scenario and challenge. It 

explains the hackathon process, including a detailed schedule outlining each phase of 

the ideation process, and logistics for the event. Worksheets are included to facilitate 

the process for each team. The evaluation criteria and judging process are also 

included.  

 

Questions? 

For more information: 

 Check the hackathon websites: 

o Public website: http://www.csistech.org/cyber-diplohack 

o Participant portal: http://www.csistech.org/cyber-policy-hackathon-internal 

(PW: Hack2015) 

 Or contact us directly at the CSIS Strategic Technologies Program: 

o Denise Zheng, Deputy Director & Senior Fellow (dzheng@csis.org)  

o Dan Paltiel, Program Coordinator & Research Assistant 

(dpaltiel@csis.org)  

o Will Carter, Research Assistant (wcarter@csis.org)  

  

https://www.gccs2015.com/
http://www.csistech.org/cyber-diplohack
http://www.csistech.org/cyber-policy-hackathon-internal
mailto:dzheng@csis.org
mailto:dpaltiel@csis.org
mailto:wcarter@csis.org
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Schedule  

 

 

Times shown in North American Eastern Time / UTC -5:00 

DAY ONE - Thursday, March 26, 2015 (Closed to public - teams only) 

 

9:00 Introduction of Cyber DiploHack scenario, challenge, and rules. 

10:00 - 3:00 Policy ideation exercise facilitated by CSIS. Teams work through 
the day to produce policy options and presentation. 

3:00 - 3:30  Wrap-up and End of Day  

 

 

DAY TWO - Friday, March 27, 2015 (Open to public) 

 

9:00  Welcome from CSIS and the Royal Netherlands Embassy 

9:05 - 9:15 Introduce Cyber DiploHack panel of expert judges. Explain 
hackathon goals, rules, and evaluation process. 

9:15 - 11:15 Student teams present recommendations to the expert panel 
(8mins/team), followed by Q&A with judges (8mins/team). 

11: 15 - 11:30  Judges deliberate to select winner.  

11:30 - 12:00 Judges announce winner with brief panel discussion.  

12:00 - 12:30 Closing keynote address by Adam Blackwell (Organization of 
American States) and Christopher Painter (U.S. Department of 
State)  

 

U.S. teams will participate in all activities at CSIS’s headquarters in Washington, DC. 

Teams based in Europe will participate in all activities from their university using a 

persistent video teleconferencing (VTC) capability.   
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Location & Logistics  

 

 

U.S. Teams 

Georgetown University 

George Washington University  

University of Maryland University College 

 

Teams based in the United States will participate in-person for all Day 1 and 2 activities 

at CSIS’s headquarters (1616 Rhode Island Ave, NW, Washington, DC 20036). 

 

European Teams  

Oxford University  

Delft University of Technology 

Castex Chair of Cyberstrategy 

 

Teams based in Europe will participate in all Day 1 hackathon activities and deliver final 

presentations on Day 2 using a persistent video-teleconferencing (VTC) capability. 

 

Team Captains  

Each team will have a captain that will serve as the primary point of contact for CSIS 

leading up the hackathon and during the hackathon itself. Team captains will be briefed 

on the scenario and hackathon process prior to the event, and help convene their teams 

to conduct necessary research prior to the hackathon. Team captains will help test 

video and audio equipment prior to the event to minimize technical difficulties during the 

hackathon. CSIS will also coordinate a time with each team captain to discuss VTC 

requirements and test out capabilities during the week of March 16 and the week of 

March 23, prior to the hackathon. 

 

Materials List  

Teams based in Europe need to procure the following items. CSIS will provide materials 

for teams in the U.S.  

 

● Post-it notes (varying colors) 

● Dry erase or glass boards and markers 

● Tape 

● Sticky dots 

● Laptops  

● Webcams  

https://www.google.com/maps/place/Center+for+Strategic+and+International+Studies/@38.906518,-77.037691,15z/data=!4m6!1m3!3m2!1s0x0:0xa8db5367d6213057!2sCenter+for+Strategic+and+International+Studies!3m1!1s0x0:0xa8db5367d6213057
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● Projectors or TV displays  

 

Multimedia  

A videographer will film select parts of Day 1 and Day 2 and create a video feature of the 

entire event to be shown at GCCS2015. Participants, including team members and 

facilitators, may be asked to participate in a brief filmed interview with the videographer.  

 

Dress Code 

Day One: Business Casual 

Day Two: Business Formal 
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Hackathon Overview  
 

 

 

 

 

Plan (Step 0)  

Prior to the hackathon, we encourage teams to study the scenario and country profile, 

research frameworks for national cyber incident response, and review the list of 

references provided at the end of this packet. Teams should come prepared with initial 

ideas about how to tackle the challenge.  

 

Ideate & Prototype (Step 1 & 2)  

Day 1 (March 26) of the hackathon will focus on ideation and prototyping, which are key 

elements of technology design processes. While the hackathon is not focused on 

building technology, teams will be applying ideation and prototyping in a policy 

development context.  

 

Below is an overview of the structured ideation and prototyping exercise teams will use 

to produce their cyber capacity building proposals, broken down into 4 phases: (1) 

brainstorming; (2) evaluation and selection of key concepts; (3) ideation; (4) idea 

refinement; (5) proposal/presentation production.  

 

Present and Assess (Step 3)  

Day 2 (March 27) of the hackathon is the plenary session where teams will present their 

proposals to a panel of expert judges and a live audience.  
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Scenario  

 

 

Attack Targets, Methods, and Damages 

Last night, hackers launched a cyber attack against Zambonia’s financial system. The 

attackers used malware to establish a foothold on commercial bank servers and then 

spread to the computers of the Central Bank of Zambonia. The attackers manipulated 

the balances of the country’s reserve accounts and destroyed network infrastructure 

used to manage the country’s currency transactions. Terabytes of sensitive data were 

erased, including data about monetary conditions and international transactions. 

Confidential communications between central bank executives and their counterparts in 

other countries were published. Dozens of computer terminals at the central bank are 

still frozen. 

 

As a result of the attacks on the commercial banks, personal data for millions of 

Zambonians was exfiltrated and published on social media websites. The attackers also 

froze servers at the commercial banks, crippling operations for hours as account data 

was lost and the infected machines were unable to reboot. Zambonia does not have 

deposit insurance (like the FDIC in the United States), and an emergency meeting of 

government officials and senior executives from the country’s largest banks is currently 

discussing options to compensate affected customers.  

 

The country’s ATM mobile payment system experienced significant disruptions. ATMs in 

the capital of Chenla spewed cash, though no one had put in a card or touched a 

button. Security cameras showed piles of money being swept up by passers-by in 

riotous scenes. News of the incident spread quickly on social media, and many banks in 

Chenla were forced to close to prevent a bank run by concerned customers. 

 

 

Attribution  

Circumstantial evidence suggests that the People’s Republic of North Goguryeo is the 

source of the attack. Zambonian authorities have limited resources to identify the 

perpetrator of a cyber attack. The official Goguryeo Central News Agency said this 

morning that North Goguryeo “applauds those righteous unknown hackers who have 

brought justice in response to Zambonian crimes.”  

 

Zambonian authorities suspect that North Goguryeo launched the attack in retribution 

for Zambonia’s decision not to prohibit showing the movie “The Consultation.” According 

to a letter from Minister of Foreign Affairs Tren Long to Minister of Information Kosal 
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Ong obtained by The Chenla Post three days ago, North Goguryeo demanded 

Zambonian authorities take measures to ban the movie, which they described as an act 

of “war” and “terrorism.” 

 

 

Request for International Assistance 

In the aftermath of the attack, the Zambonian government has reached out to the 

international community for assistance in mitigating, attributing, and responding to the 

attack. Zambonia has sent an urgent request to the UN Security Council asking for its 

guidance and assistance in how to respond, and to declare such attacks contrary to the 

principles of the UN Charter. They have also asked international authorities to assist 

Zambonia in developing its cyber capacity to prevent and mitigate future attacks. 
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Country Profile 
 

 

Kingdom of Zambonia 

 

  
 

Government  

The Kingdom of Zambonia is a multiparty democracy under a constitutional monarchy. 

Located in Southeast Asia, the nation of 15 million is slightly smaller than Oklahoma, 

and is comprised of 24 provinces and the municipal government of the capital, Chenla. 

The head of state is the King, elected from the male members of the royal family by the 

Royal Throne Council, which governs through a Prime Minister appointed by the King 

from the majority party or coalition.   

 

The Zambonian legislature is bicameral, consisting of a 123 seat lower house, the 

National Assembly, elected by popular vote, and a 61 seat upper house, the Senate, 

consisting of two members appointed by the King, two appointed by the National 

Assembly, and 57 elected by the Commune Councils. The Commune Councils are local 

government councils elected by party lists to represent the 1600 “Communes,” or local 

districts. The ruling Zambonian People’s Party (ZPP) controls the National Assembly 

and the Senate, as well as the majority of the Commune Councils. Zambonia also has a 

Supreme Court and Constitutional Court, each comprised of 9 members appointed by 

the King.  

 

Zambonia has faced some political unrest in recent years, with protests against the 

ruling party and long-time Prime Minister Vin Long. The most recent elections in 2013 

were marred by accusations of vote rigging, and opposition supporters took to the 

streets to protest. The political tensions are exacerbated by racial tensions between the 

majority ethnic Zambonians and ethnic Jinghai, who are associated with the ZPP. In 
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response, the government initiated a heavy crackdown, and police clashes with 

protesters resulted in a number of deaths and injuries in Chenla.  

 

Economy  

Zambonia’s 2014 GDP was 16.9bn USD, or about $1100 per capita. Since 2004, 

garments, construction, agriculture, and tourism have driven Zambonia's growth. GDP 

climbed more than 7% per year between 2010 and 2013. The garment industry 

currently employs about 400,000 people and accounts for about 70% of Zambonia's 

total exports. In 2005, exploitable oil deposits were found beneath Zambonia's territorial 

waters, representing a potential revenue stream for the government, if commercial 

extraction becomes feasible. Mining is also attracting some investor interest and the 

government has touted opportunities for mining bauxite, gold, iron, and gems. The 

tourism industry has continued to grow rapidly with foreign arrivals exceeding 2 million 

per year since 2007 and reaching over 3 million visitors in 2012.   

 

Zambonia, nevertheless, remains one of the poorest countries in Asia, and long-term 

economic development remains a daunting challenge, inhibited by endemic corruption, 

limited educational opportunities, high income inequality, and poor job prospects. 

Approximately 4 million people live on less than $1.25 per day. More than 50% of the 

population is less than 25 years old. The population lacks education and productive 

skills, particularly in the impoverished countryside, which also lacks basic infrastructure.  

 

The Zambonian Government is working with bilateral and multilateral donors, including 

the Asian Development Bank, the World Bank, and IMF to address the country's many 

pressing issues. More than 50% of the government budget comes from donor 

assistance. The major economic challenge for Zambonia over the next decade will be 

fashioning an economic environment in which the private sector can create enough jobs 

to handle Zambonia's demographic growth. 

 

There are more than 30 banks operating in Zambonia, producing annual profits of about 

US$200 million. There are also nearly 30 microfinance firms expanding their coverage 

in all the provinces, providing financial access to small business, particularly in the 

remote areas. However, the sector is dominated by about 10 banks, which control an 

overwhelming share of deposits and credit, and are much more profitable than smaller 

banks. Deposits to GDP and loans to GDP have risen significantly in the last 10 years, 

from less than 10% of GDP each to more than 50%.  

 

Zambonia’s banks are all privately owned, and most have majority foreign shareholders. 

Over the last decade, the banking sector has experienced high growth, overseen by the 

Central Bank. That said, the financial sector is still in the early stage of development 
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and lacks the infrastructure to engage in all financial operations. Financial assets 

remain concentrated in a few large banks that could suffer from systemic risks, the cost 

of bank intermediation remains high, long-term finance is not widely available, and 

human capital is limited, particularly in managerial and supervisory roles. Furthermore, 

lack of reliable credit information and related infrastructure, limited use of the national 

payment system, and the lack of a coordinating mechanism and exchange of 

information between concerned regulatory bodies are vulnerabilities of the banking 

system. 

 

ICT Penetration  

Internet penetration is limited in Zambonia and concentrated in the capital of Chenla. 

Internet access is available through 24 ISPs and five 3G mobile service providers. Fixed 

broadband access is extremely limited, but more than 90% of Zambonians have mobile 

phones, and as much as 50% of the population can access the internet through their 

mobile phones, many of them located in the capital of Chenla. Only 4.9% of 

Zambonians have a home internet connection, and that proportion is growing slowly.  

 

Treatment of Cyber Issues  

Zambonia’s treatment of cyber issues is ad hoc. It currently has little organizational 

structure in place to deal with cyber incidents, aside from a 2013 Zambonian ICT Policy 

paper that broadly proposes basic steps to advance Zambonian technological 

capability. These proposals include: 1) Top-down leadership structure; 2) 

Implementation of legal and regulatory frameworks; 3) Developing human capital; 4) A 

policy on standards, software, and content; 5) Building network infrastructure; and 6) 

Encouraging enterprise development through economic policy. 

 

ZamCERT—Zambonia’s publicly accessible cybersecurity assistance service—was 

established in 2008 with the National ICT Development Authority. ZamCERT is charged 

with developing IT security standards and norms, developing a cybersecurity platform, 

acting as a national point of contact, and investigating and responding to all cybercrime 

attacks. However, there is very little data on its effectiveness. It is not an operational 

member of APCERT, but participates in the Internet Traffic Monitoring Data 

Visualization Project Working Group.   

 

Cyber Policy  

Zambonia’s cyber-related laws and regulations are under-developed. Most ICT 

regulations are implemented through ad hoc and non-binding internal circulars and 

enforced inconsistently. The Royal Government of Zambonia has recently stated that it 

plans to develop new cybercrime legislation modeled after the Budapest Convention. 

However, a leaked draft of the proposed law drew outcry from the domestic and 
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international privacy community because it would undermine online freedom of 

expression. In December 2014, The Zambonia Daily reported that the law had been 

"scrapped" by the Council of Ministers, potentially responding to internal dissent or lack 

of bureaucratic cooperation. Significant pushback from Zambonians living outside the 

country may also have contributed to the scrapped law. At present, Zambonia does not 

have any officially recognized regulation relating to cybersecurity.   

 

The Zambonian government has largely maintained a hands-off approach to online 

communications, unlike its neighbor Jinghai, which heavily censors the internet and 

imprisons bloggers who post critical content. In late 2012, Zambonia's government 

ordered all internet cafés within a 500-meter radius of schools in Chenla to be relocated 

or shut down, a move which would have removed all internet cafés from most of the 

central city. But after an outcry from rights groups and online, the order was rescinded. 

Zambonia has a Freedom on the net rating of ‘Partly Free.’   

 

Several observers say that the new concern about online communication comes from 

the threat it poses to the government's near monopoly on information. In the past, the 

Internet wasn't thought to have much reach or influence. Zambonia is a poor country, 

and 80 percent of people live in the countryside; many don't have electricity, much less 

internet access. But cheap smart phones, increased 3G coverage and an explosion of 

the number of Facebook users changed all that, to the government's dismay.  

 

Cyber Capacity               

Zambonia does not have any officially recognized national or sector-specific efforts to 

develop cybersecurity standards, best practices, or guidelines to be applied in either the 

private or the public sector. It also lacks any officially recognized national or sector-

specific educational and professional training programs for raising awareness with the 

general public. It does not have any professional or agency certification programs in 

cybersecurity.   

 

Cooperation  

Zambonia does not have any partnerships to facilitate sharing of cybersecurity 

information or assets with other nation states, or national or sector-specific programs for 

sharing information with the public sector. 
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DAY 1 
Thursday, March 26, 2015  
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Detailed Schedule (Day 1)  

 
Times shown in North American Eastern Time / UTC -5:00 

 

9:00 – 10:00 (All participants)  

 Introduction 

 Explain scenario and challenge 

 Provide overview of hackathon process 

 Q/A 

 

**Breakout into individual teams** 

 

10:00 – 11:00  

 Phase 1: Brainstorming. Focus is on brainstorming key elements of an effective 

national strategy to defend against and respond to a realistic scenario based on 

a national-level cyber incident affecting a developing country 

 

11:00 – 12:00 

 Phase 2: Prioritization & Selection. Prioritize elements of the national strategy 

taking into consideration criticality, cost, and time to implement. Based on 

prioritization, teams select three elements on which to elaborate and to focus 

development of cyber capacities.  

 

**Working lunch with all participants** 

 

12:00 – 1:00  

 Vulcan Mind Meld 1. All participants have lunch together and exchange 

thoughts and ideas, and solicit feedback from each other and facilitators. CSIS 

facilitators will explain the next set of activities and answer any questions.  

 

**Breakout into individual teams** 

1:00 – 3:00 

 Phase 3: Concept Refinement. Each team focuses on the key elements of the 

national strategy for defense and response selected during the first half of the 

day, and develops new approaches to building cyber capacities needed to 

implement those elements of the strategy.  

 

**Briefing with all participants** 
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3:00 – 3:30 

 Vulcan Mind Meld 2: All participants convene to discuss the prototyping phase 

of the hackathon. CSIS facilitators will discuss different approaches teams could 

take to synthesize their proposals.  

 

3:30 – END Day 1 

 Phase 4: Prepare Presentation. Teams have the rest of the day and evening to 

work on their final product which will be presented to judges the next day. During 

this time, U.S. teams can leave CSIS or continue to work at CSIS facilities. 

European teams can work from their home universities or another location during 

this time.  
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Phase 1: Brainstorming  
 

 

Teams play the role of advisors to the Zambonian government and identify measures 

the government should take to respond to the attack, and protect against future attacks.  

 

In Phase 1, teams brainstorm key initiatives for the Zambonian government to 

undertake to respond to the cyber attack, and to prevent and mitigate future attacks. 

 

Responses should consider both domestic measures and coordinated measures with 

the international community; and immediate/near-term actions and long-term strategies.  

 

 

 
 

This process is interactive, collaborative, and visual. Teams will draw a matrix (similar to 

above) on a dry erase surface with key questions. Individual team members will use 

post-it notes to capture ideas and place them in the matrix. This process inspires 

discussion and debate.  
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Phase 2: Prioritization & Selection 
 

 

Teams play advisors to international development organizations, foreign governments, 

and private donors and prioritize elements of the national response. Each team will 

select three elements of the national cyber strategy on which to focus the capacity 

building activities of the hackathon.  

 

Teams rank their ideas from Phase 1 from most to least critical using color-coded sticky 

notes (e.g., red is most critical, blue is least critical), then plot those sticky notes against 

two axes - cost of implementation, and time to operationalization.  

 

Teams then categorize their ideas by practicality - low-cost and immediate options are 

low-hanging fruit and should be implemented quickly, while high-cost long-term options 

may not be practical to prioritize.  

 

Finally, they select three potential investments to pitch to donor entities in the capacity 

building phase.  
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Phase 3: Concept Refinement 
 

 

Teams expand on the three potential investments for building cyber capacity selected in 

Phase 2 and identify the key elements of their pitch to international development 

organizations and national governments that may support cyber capacity building 

efforts.  

 

For each of the three potential investments prioritized in Phase 2, teams delve deeper, 

identifying potential answers to key questions that will facilitate their pitch to the judges.  

 

 

Teams should use this process to map out each of the three investment ideas for cyber 

capacity building and refine their proposals.  

What roadblocks are in our way?

Why is this important to Zambonia?

Why should donor entities support this?

How can we overcome our roadblocks?

Potential 

Investment #1

What does this mean/How do we 

implement this idea?
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Phase 4: Prepare Presentation 
 

 

After the structured ideation exercise, teams will have until 9am Eastern Time / UTC -

5:00 on Friday to prepare a 10 minute presentation on their proposal for the judges.   

 

Presentations will be in the form of a pitch to national governments and development 

organizations. The pitch should discuss the most critical elements of a strategy to 

respond and defend against such an attack on Zambonia in the future, and present new 

approaches to building the necessary cyber capacities needed to enable Zambonia to 

implement such measures.  

 

Each team develops a single pitch. The pitch can include slides or other multimedia. 

Think of it as pitching an idea to a group of investors. Each pitch should address the 

following questions: 

 

 Why should Zambonia adopt the three elements chosen for the national 

strategy?  

 

 Why should governmental entities, private companies/donors, and development 

organizations participate in the proposed cyber capacity building measures? 

 

 Does the proposal require funding? If so, who should fund it, and why? 

 

 Why did you decide to prioritize these measures over alternative proposals? 

 

 How would you implement this proposal? 
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DAY 2 
Friday, March 27, 2015  
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Detailed Schedule (Day 2)  
 

8:00-8:45 

 Breakfast: U.S. teams arrive at CSIS to tweak final presentations over breakfast 

 

8:45-9:00 

 Final Prep: Final presentations due at 8:45am to CSIS facilitators. CSIS passes 

out clickers for audience member voting.  

 

9:00-9:15 

 Welcome and Introduction to DiploHack: Explain hackathon goals, rules, 

evaluation and introduce expert panel. 

 

9:15-11:15 

 Presentations: Student teams present recommendations to expert panel (8 

mins. each). Judges respond with Q&A (8 mins. each). Audience is asked to 

assess each team with a vote after the end of each Q&A session.  

 

11:15am-11:30am 

 Deliberation: Judges deliberate and CSIS shares data from audience voting with 

judges. 

 

11:30am-12:00pm 

 Feedback Panel: CSIS projects voting data and judges announce winner with 

brief panel discussion. 

 

12:00pm-12:15pm 

 Keynote address: Adam Blackwell, Secretary of Multidimensional Security, 

Organization of American States 

 

12:15pm-12:30pm 

 Keynote address: Christopher Painter, Coordinator for Cyber Issues, State 

Department 

 

 

 



23 
 

Presentation, Assessment, & Awards 

 
Presentation 

Each team will be given 8 minutes to present their proposal to a panel of judges and 

before a live audience at CSIS. Judges have 8 minutes to ask questions of the 

presenting team, including questions that may challenge their assumptions or questions 

asking for more details. Teams will be held strictly to these time limits.   

 

Presentations may contain as many slides as the team chooses. However, in the 

interest of time, presentations should ideally contain very little writing and be easy for 

the audience and judges to read.  

 

Teams based in the U.S. will present in person at CSIS’s conference space. European 

teams will present using VTC projected on large screens in CSIS’s conference space.  

 

Assessment 

Judges will evaluate each presentation on all criteria outlined on the next page with a 

score from 1-5. With clickers, the audience will simply record a score of 1-5 for the 

presentation in full. Judges will be shown the audience voting results following the 

presentations and can incorporate them into their deliberations. 

 

 

Awards 

Teams will be recognized in three different categories following the DiploHack judging 

ceremony. These include: 

 

1) Overall winner 

2) Best in national cyber strategy 

3) Best in capacity building 

 

The overall winner will receive certificates of recognition, as well as asked to participate 

in the ‘unplugged’ side event of the GCCS 2015 (www.gccs-unplugged.net). The 

winning team will also receive a stipend furnished by the Royal Netherlands Embassy to 

travel to select parts of GCCS 2015 (www.gccs2015.com) in the Hague.  

 

 

 

http://www.gccs-unplugged.net/
http://www.gccs2015.com/
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Evaluation Criteria 

 

 

Presentations will be evaluated by the judges based on the following criteria: 

 

1. Novelty 

a. Is the proposal innovative?  

b. Does it take a new perspective on the key issues of cyber capacity 

building? 

c. Is the presentation stylish and tastefully crafted? 

2. Sustainability 

a. Does the proposal contribute to a lasting cybersecurity capability for 

Zambonia or is it a one-off?  

b. How practical is the proposal under resource constraints? 

c. Will it require ongoing funding or assistance from donors? 

3. Acceptance 

a. Does the presentation make a compelling case for international donors to 

support capacity building in Zambonia? 

b. Does it conform to international norms for cybersecurity and internet 

governance?  

c. Can it conflict with the goals and priorities of the Zambonian government? 

4. Positive Externalities 

a. Does the proposal have non-cybersecurity benefits? 

b. Will the proposal create technical and human capital that facilitates 

growth, develops new industries, and raises the standard of living in 

Zambonia? 

c. Does the proposal enhance political pluralism, economic inclusion, and 

social stability in Zambonia? 

5. Scalability 

a. Can the proposal be easily expanded upon to build a more comprehensive 

cybersecurity regime? 

b. Are the capacity building measures proposed for Zambonia applicable to 

other developing nations? 
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References  

  
The following is a list of references that participants are encouraged to review prior to 

the hackathon. It is not an exhaustive list. Feel free to supplement with additional 

resources.  

 

● National Cyber Security Strategies in the World (ENISA) 

http://www.enisa.europa.eu/activities/Resilience-and-CIIP/national-cyber-

security-strategies-ncsss/national-cyber-security-strategies-in-the-world  

● Budapest Convention on Cybercrime (Council of Europe) 

http://conventions.coe.int/Treaty/en/Treaties/Html/185.htm   

●  UNIDIR Cyber Index 

 http://www.unidir.org/files/publications/pdfs/cyber-index-2013-en-463.pdf 

● Cyber Maturity in the Asia-Pacific Region: Creating a Regional Cyber Maturity 

Metric (Australian Strategic Policy Institute) 

https://www.aspi.org.au/publications/cyber-maturity-in-the-asia-pacific-region-

2014/ASPI_cyber_maturity_2014.pdf   

● Cyber Capacity Building in Ten Points (EU Institute for Security Studies (ISS)) 

http://www.iss.europa.eu/uploads/media/EUISS_Conference-

Capacity_building_in_ten_points-0414.pdf   

● Riding the Digital Wave - The Impact of Cyber Capacity Building on Human 

Development (EU ISS): 

http://www.iss.europa.eu/uploads/media/Report_21_Cyber.pdf   

● Capacity Building in Europe (ENISA) 

http://www.nbf.hu/iscd/eloadasok/Marco_Thorbruegge.pdf   

● Strategies for Increasing Scale and Quality of Cybersecurity Capacity-Building 

Investments (Oxford GCSCC) http://www.sbs.ox.ac.uk/cybersecurity-

capacity/system/files/12%20March%20Conference%20White%20Paper.pdf   

● Promoting technical assistance and capacity-building to strengthen national 

measures and international cooperation against cybercrime (United Nations) 

http://www.unodc.org/documents/commissions/CCPCJ/Crime_Resolutions/2010

-2019/2013/CCPCJ/Resolution_22-8.pdf   

● ASEAN Cooperation on Cybersecurity and against Cybercrime (ASEAN 

Regional Forum - ARF) http://www.sbs.ox.ac.uk/cybersecurity-

capacity/system/files/ASEAN%27s_Cooperation_on_Cybercrime_and_Cyberse

curity.pdf   

● ITU/GCA Brochure (via IMPACT): http://www.impact-

alliance.org/download/pdf/resource-centre/brochure/ITU-GCA-brochure.pdf   

http://www.enisa.europa.eu/activities/Resilience-and-CIIP/national-cyber-security-strategies-ncsss/national-cyber-security-strategies-in-the-world
http://www.enisa.europa.eu/activities/Resilience-and-CIIP/national-cyber-security-strategies-ncsss/national-cyber-security-strategies-in-the-world
http://conventions.coe.int/Treaty/en/Treaties/Html/185.htm
http://www.unidir.org/files/publications/pdfs/cyber-index-2013-en-463.pdf
https://www.aspi.org.au/publications/cyber-maturity-in-the-asia-pacific-region-2014/ASPI_cyber_maturity_2014.pdf
https://www.aspi.org.au/publications/cyber-maturity-in-the-asia-pacific-region-2014/ASPI_cyber_maturity_2014.pdf
http://www.iss.europa.eu/uploads/media/EUISS_Conference-Capacity_building_in_ten_points-0414.pdf
http://www.iss.europa.eu/uploads/media/EUISS_Conference-Capacity_building_in_ten_points-0414.pdf
http://www.iss.europa.eu/uploads/media/Report_21_Cyber.pdf
http://www.nbf.hu/iscd/eloadasok/Marco_Thorbruegge.pdf
http://www.sbs.ox.ac.uk/cybersecurity-capacity/system/files/12%20March%20Conference%20White%20Paper.pdf
http://www.sbs.ox.ac.uk/cybersecurity-capacity/system/files/12%20March%20Conference%20White%20Paper.pdf
http://www.unodc.org/documents/commissions/CCPCJ/Crime_Resolutions/2010-2019/2013/CCPCJ/Resolution_22-8.pdf
http://www.unodc.org/documents/commissions/CCPCJ/Crime_Resolutions/2010-2019/2013/CCPCJ/Resolution_22-8.pdf
http://www.sbs.ox.ac.uk/cybersecurity-capacity/system/files/ASEAN%27s_Cooperation_on_Cybercrime_and_Cybersecurity.pdf
http://www.sbs.ox.ac.uk/cybersecurity-capacity/system/files/ASEAN%27s_Cooperation_on_Cybercrime_and_Cybersecurity.pdf
http://www.sbs.ox.ac.uk/cybersecurity-capacity/system/files/ASEAN%27s_Cooperation_on_Cybercrime_and_Cybersecurity.pdf
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● Global Cybersecurity Index (ITU / ABIresearch) http://www.itu.int/en/ITU-

D/Cybersecurity/Documents/WP-GCI-101.pdf   

● Cyber Security Strategy - Resolution (OAS) 

http://www.oas.org/cyber/documents/resolution.pdf   

● Declaration Strengthening Cyber-Security in the Americas (OAS) 

http://www.oas.org/cyber/documents/Declaration.pdf   

● Regional Technical Cooperation Document (Inter-American Development Bank) 

http://idbdocs.iadb.org/wsdocs/getdocument.aspx?docnum=38278096   

● Applied Learning for Emergency Response Team (IMPACT) 

http://www.itu.int/en/ITU-D/Cybersecurity/Documents/ALERT.pdf  

● Capacity Building on Cybercrime (COE, Data Protection and Cybercrime 

Division) 

http://www.coe.int/t/dghl/cooperation/economiccrime/cybercrime/Documents/Re

ports-Presentations/cyber%20CB_v1y.pdf   

● Reducing System Cybersecurity Risk (OECD, IFP) 

http://www.oecd.org/governance/risk/46889922.pdf   

● WEF Cyber Risk Quantitative Modeling Framework 

http://www3.weforum.org/docs/WEFUSA_QuantificationofCyberThreats_Report

2015.pdf  

● Capacity Building in Cyberspace - Taking Stock (EU, ISS) 

http://www.iss.europa.eu/uploads/media/EUISS_Cyber_Task_Force_Report.pdf   

● Capacity Building in Africa to Improve Cyberinfrastructure 

http://nsrc.org/Science-CI-Africa/sites/default/files/10-Capacitiy-building-and-CI-

in-Africa-Hervey.pdf   

● Industry Oriented Training and Capacity Building Program on Cybersecurity, 

Forensics, and Cyber Laws http://ieeegujaratsection.org/wp-

content/uploads/2014/12/IEEE-Gujarat-section_prospectus_cyber-security-and-

law_Dec24.pdf  

● ITU-IMPACT Capacity Building for Least Developed & Developed Countries 

https://www.terena.org/activities/tf-csirt/meeting35/obiso-impact.pdf   

● Enhancing Cybersecurity Readiness Through Capacity Building for Government 

(ITU-IMPACT) 

http://www.jpkn.sabah.gov.my/nota%20kursus/Persidangan%20Keselamatan%

202012/IMPACT-Sabah%20Public%20Sector%20Security%20Conference-

Raj%2029-03-12.pdf  

● ITU Self Assessment Took Kit  

http://www.itu.int/ITU-D/cyb/cybersecurity/projects/readiness.html 

● Commonwealth Approach for Developing National Cybersecurity Strategies 

http://www.itu.int/en/ITU-D/Cybersecurity/Documents/WP-GCI-101.pdf
http://www.itu.int/en/ITU-D/Cybersecurity/Documents/WP-GCI-101.pdf
http://www.oas.org/cyber/documents/resolution.pdf
http://www.oas.org/cyber/documents/Declaration.pdf
http://idbdocs.iadb.org/wsdocs/getdocument.aspx?docnum=38278096
http://www.itu.int/en/ITU-D/Cybersecurity/Documents/ALERT.pdf
http://www.coe.int/t/dghl/cooperation/economiccrime/cybercrime/Documents/Reports-Presentations/cyber%20CB_v1y.pdf
http://www.coe.int/t/dghl/cooperation/economiccrime/cybercrime/Documents/Reports-Presentations/cyber%20CB_v1y.pdf
http://www.oecd.org/governance/risk/46889922.pdf
http://www3.weforum.org/docs/WEFUSA_QuantificationofCyberThreats_Report2015.pdf
http://www3.weforum.org/docs/WEFUSA_QuantificationofCyberThreats_Report2015.pdf
http://www.iss.europa.eu/uploads/media/EUISS_Cyber_Task_Force_Report.pdf
http://nsrc.org/Science-CI-Africa/sites/default/files/10-Capacitiy-building-and-CI-in-Africa-Hervey.pdf
http://nsrc.org/Science-CI-Africa/sites/default/files/10-Capacitiy-building-and-CI-in-Africa-Hervey.pdf
http://ieeegujaratsection.org/wp-content/uploads/2014/12/IEEE-Gujarat-section_prospectus_cyber-security-and-law_Dec24.pdf
http://ieeegujaratsection.org/wp-content/uploads/2014/12/IEEE-Gujarat-section_prospectus_cyber-security-and-law_Dec24.pdf
http://ieeegujaratsection.org/wp-content/uploads/2014/12/IEEE-Gujarat-section_prospectus_cyber-security-and-law_Dec24.pdf
https://www.terena.org/activities/tf-csirt/meeting35/obiso-impact.pdf
http://www.jpkn.sabah.gov.my/nota%20kursus/Persidangan%20Keselamatan%202012/IMPACT-Sabah%20Public%20Sector%20Security%20Conference-Raj%2029-03-12.pdf
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http://www.cto.int/media/fo-th/cyb-

sec/Commonwealth%20Approach%20for%20National%20Cybersecurity%20Str

ategies.pdf 

● Oxford Center Portal 

http://www.sbs.ox.ac.uk/cybersecurity-capacity/explore/home 
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