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Agenda 

 

5:30 PM: Participants arrive at CSIS Headquarters (1616 Rhode Island Avenue NW, 9th Floor 

Boardroom).  

 

5:45 PM: Welcome – Dr. John Hamre  

 

5:50 PM: Introduction to the Game 

 

6:00 PM: Phase 1 

 

6:30 PM: Dinner 

 

7:00 PM: Phase 2 

 

7:30 PM: Dessert 

 

7:45 PM: Phase 3 

 

8:15 PM: Concluding Discussion 

 

8:30 PM: End 
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Introduction to the Exercise 
 

The goal of this exercise is to test cyber deterrence.  In the exercise, we will simulate a series of 

National Security Council (NSC) meetings held in response to escalating cyber threats from 

Russia.  The game has three phases: discovery, confrontation and brinksmanship. The game will 

start at 5:30 pm and run for three hours.  It will be conducted under the Chatham House rule.  

CSIS will produce a summary document on issues and decisions. 

 

In thinking about how to respond to Russian cyber actions, the NSC will consider a range of 

options.  While the game assumes that Russia will not be deterred by the players’ responses in 

the early rounds, their responses at those stages can serve to identify how best to structure 

deterrence and proportional responses for future cyber incidents.    

 

Unlike previous games, attribution will be unambiguous in this incident.  The decision memo 

contains background material that describes the incident, the extent of damage, and possible 

responses.  “Cabinet members” are not bound by their agencies’ positions and can modify them 

as they see fit.  The group will walk through their options and ask participants to discuss the 

merits of a particular approach.  At the end, the “President” will decide, in consultation with his 

cabinet, upon further actions. 

 

Overview of the Game 
 

Phase One 
 

U.S. and NATO forces have launched a series of exercises in the Baltic States and the North Sea 

in a bid to reassure NATO allies following the Russian annexation of Crimea and ongoing 

support for separatists in Eastern Ukraine.  President Obama has pledged $75 million of non-

lethal support to Ukraine’s military, and the U.S. Army has deployed 300 troops from the 173rd 

U.S. Airborne Brigade to western Ukraine to train Ukraine’s National Guard.  Russia’s reaction 

has been uniformly negative, with senior Russian officials calling the exercises “aggressive” and 

“destabilizing,” and noting that Russia “has the means and the will to respond.” At the same 

time, analysts have discovered a series of unexplained cyber intrusions into the Northeast power 

grid, and the President has ordered FBI and DHS to conduct an investigation.  
 

At the President’s request, the National Security Advisor has convened the National Security 

Council to assess the results of the investigation and make recommendations on how the U.S. 

should to respond to these cyber incidents.  
 

Phase Two  
 

Events have escalated since the previous meeting.  Foreign Minister Lavrov, unsurprisingly, 

rebuffed the U.S. Ambassador, and far from denying Russian involvement, said these attacks are 

a response to aggressive U.S. actions against Russian sovereignty.   
 

Following a classified briefing to the Senate Select Committee on Intelligence, Senator Todd 

Woole made an appearance on ABC’s Meet the Press in which he pronounced that Russian 

hackers “have launched a major cyber attack on the power grid intended to cripple the U.S. 
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economy,” and that President Obama has failed to react strongly enough to defend the U.S. 

Lavrov dismissed the Senator’s remarks as “rabid,” and warned that any U.S. retaliation against 

Russia would be met with a “strong response.”   
 

Shortly after the Senator’s remarks, a series of embarrassing recordings apparently obtained from 

breaches of the Senator’s mobile phone and lap top were posted on social media sites, and 

personal data concerning a number of senior officials was posted online.  
 

Phase Three 
 

President Putin announced that the NATO presence in the Baltics creates grave risks to 

international peace and has led to a surge of patriotic fervor among everyday Russians.  He 

accused the U.S. of provocative acts of information warfare aimed at destroying Russian 

sovereignty.  Putin warned that Russia will defend itself against aggression.   
 

At the same time, major American financial institutions are experiencing overwhelming denial of 

service attacks, far greater than those launched from Iran a year ago.  A more troubling 

development involves temporary disruption of popular trading platforms and exchanges as 

markets opened on Monday.  Stock prices fluctuated wildly and the Dow experienced one of its 

biggest drop in history.  While the drops were short-term and prices recovered, screensavers left 

by a previously unknown hacker group, “UmaKaban,” threatened that the disruptions would 

continue until the U.S. and NATO withdrew completely from Ukraine and the Baltics.    
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Ten Questions for Cyber Deterrence 

 

We modeled this game (loosely) on the Cuban missile crisis.  The intent is to test strategies to 

deter an opponent in an escalating cyber crisis.  This means that deterrence fails, at least in the 

initial phases, and the players will respond and look for ways to strengthen it.  Some of the 

questions that might arise include: 

 

• What malicious cyber actions justify an Executive Branch response?  

• How do we determine proportional response? 

• Does a disproportionate response have a greater deterrent effect? 

• What qualifies as an “armed attack” in cyberspace?  Should the United States make its 

decision on this public? 

• Can the United States use its offensive capabilities to defend U.S. networks? 

• What threats are most effective, and how are they most effectively delivered? 

• Do credible threats require threats to use force? 

• How explicit does the United States need to be in communications with opponents? 

• What external actions (public statements, exercises) make threats more credible? 

• How should any actions be coordinated with the private sector? 
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TO: THE PRESIDENT  

 

FROM:  THE NATIONAL SECURITY ADVISOR 

 

SUBJECT: RESPONSE TO RUSSIAN CYBER INTRUSIONS INTO CRITICAL 

INFRASTRUCTURE 

 

Issue for Decision: How to respond to Russian cyber intrusions into critical infrastructure and 

prevent further incidents.   

 

Background: 

 

At your direction, the Federal Bureau of Investigation (FBI), with assistance from the 

Department of Homeland Security (DHS) investigated a recent series of unexplained intrusions 

at electrical power plants and transmission facilities in the Northeastern United States, some of 

which caused brief service disruptions.  Today’s meeting will review the results of that 

investigation and discuss options to respond to the incident.  

 

Results of the Investigation: 

 

The investigation identified a pattern of disruptions in the grid supporting Washington, 

Baltimore, Philadelphia, and New York City.  Analysis suggests that the disruptions are mapping 

bypass and failsafe procedures in the Northeast grid to identify nodes that, if disrupted, could 

cause cascading failures. NERC and FERC analysts are concerned that the information gained 

from the probes could be used to launch a destructive cyber attack.  The FBI and NSA have 

identified IP addresses in Russia that they believe were the source of the intrusions.  A highly 

placed CIA source indicates that the intrusions were conducted by the FSB. 

 

Agency Positions:  

 

State believes that Russian intrusions into U.S. critical infrastructure are purely exploratory in 

nature and that clear communication with Russian officials can de-escalate the situation.  

 

Defense and Treasury are concerned that these intrusions represent a Russian response to U.S. 

sanctions and to NATO military maneuvers in Eastern Europe and require a strong response if 

we are to avoid more damaging cyber attacks against the United States.  

 

Homeland Security advocates working with Congress to give DHS the authority to oversee the 

implementation of stronger cybersecurity measures at critical infrastructure.  

 

Energy believes that the sophistication of the probes demonstrates a high degree of vulnerability 

that cannot be mitigated in the near-term by technical action. 

 

Issue for Decision:  How should we respond to these Russian intrusions? 
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Recommendations: The President should direct agencies to take the following steps in response 

to the intrusions: 

 

(1) The U.S. ambassador to Russia should meet with the foreign minister to issue a private 

warning to the Russian government that further cyber intrusions into U.S. critical infrastructure 

will not be tolerated;  

 

(2)  DHS and FBI should approach the affected energy companies and assist, to the extent 

possible, in preparing for further incidents.    
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MEMO FOR THE NATIONAL SECURITY COUNCIL 

 

FROM: THE DIRECTOR, FBI   

 

SUBJECT: BACKGROUND ON CRITICAL INFRASTRUCTURE INTRUSIONS 

  

With assistance from the Department of Homeland Security and the National Security Agency, 

we have attributed with high confidence the recent cyber intrusions into the Northeastern power 

grid to Russian hackers.  Multiple sources confirm that the espionage campaign was launched 

from Russia with the support and guidance of the FSB.  

 

DHS’s Industrial Control Systems CERT (ICS-CERT) reports that the implanted code creates 

backdoors for easy access to the power grid.  ICS-CERT says that these backdoors could be used 

in a future attack.  

 

The CIA reports that a very highly placed Russian source has stated that the intrusions are part of 

a campaign of coordinated cyber attacks.  This human intelligence information is consistent with 

our technical analysis.  The attack originated from servers located in Orekhovo-Borisovo, a 

suburb of Moscow, before being routed through several proxies based in India, Ukraine, 

Georgia, Poland, Germany, and the United States.  

 

The attackers have used similar methods to those used in previous suspected Russian cyber 

attacks, including the “Turla” malicious code developed by the FSB and used in attacks against 

the State Department and White House.  Both the sophistication of the attacks and the use of the 

Turla malware are characteristic of FSB-related cyber activities. 

  



 

9 

 

MEMORANDUM FOR THE NATIONAL SECURITY COUNCIL 

 

FROM: THE DIRECTOR OF NATIONAL INTELLIGENCE  

 

SUBJECT: SENSITIVE HUMAN INTELLIGENCE ON RECENT CYBER INCIDENTS 

 

The CIA reports that a highly placed source with access to senior-level decision-makers in 

Moscow, and who has reported reliably in the past, says that the intrusions are the start of a 

coordinated cyber campaign being carried out by the FSB against critical U.S. assets as part of an 

effort to force the U.S. to withdraw from Ukraine.  The source reports that President Putin 

ordered the operation.  We assign high confidence to this reporting.  
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PHASE TWO 
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TO: THE PRESIDENT  

 

FROM: THE NATIONAL SECURITY ADVISOR 

 

SUBJECT: ESCALATING CYBER CRISIS WITH RUSSIA  

 

Issue for Decision: How should the United States react to coercive Russian cyber actions aimed 

at American political figures, and to continued reconnaissance of critical infrastructure? 

 

Background: 

 

Yesterday, intelligence community representatives provided a classified briefing to the Senate 

Select Committee on Intelligence (SSCI) on the investigation into the intrusions in the Northeast 

power grid.  The senators expressed concern about the Russian government’s intentions, and 

indicated that the President should consider a more direct response to any future Russian cyber 

aggression.  The SSCI Chairman requested that the committee be kept apprised of further 

developments.  

 

Following this classified briefing, freshman New Jersey Senator Todd Woole held a press 

conference where he announced that Russian hackers “have launched a major cyber attack on 

U.S. critical infrastructure,” and that the president has failed to act strongly enough to defend the 

United States.  In response, Russian Foreign Minister Sergei Lavrov dismissed the Senator’s 

remarks as “rabid,” denied any involvement in cyber incident and warned that any U.S. 

provocation will be met with a “strong response.”  He also noted that U.S. critical infrastructure 

is “not immune” to attack and that Russia will use “all available means to defend itself.” 

 

Today, a series of embarrassing recordings apparently obtained from breaches of the Senator’s 

mobile phone were posted on social media sites, with promises that additional recordings of 

senior U.S. political figures will be posted soon. Personal data concerning a number of senior 

officials, including Senator Woole, the Secretary of Defense, the Secretary of the Treasury, and 

the White House Chief of Staff was also posted on Pastebin by a hacker calling himself “True 

Patriot.”  

 

Russian penetrations of the electrical grid continue unabated and are now accompanied by 

probes of various financial networks.  There has been no damage as a result of these probes but 

agency experts believe that the intrusions have given Russia systems information that would 

allow it to create serious disruptions in very short order if it chose to do so. 

 

Agency Positions:  

 

Homeland Security notes we are unable to prevent Russian penetrations of the U.S. power grid, 

may not even have detected them all, and need to pursue diplomatic or military options as there 

is no technical defense against a destructive attack.  

 

Treasury also warns that we may not have detected all Russian activity and financial sector 

leaders need reassurance that any U.S. response will not create additional turmoil.      
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Defense recommends preparatory cyber reconnaissance by the United States and strong 

retaliatory action to set a clear threshold for Russia.   

 

State believes a diplomatic approach to Russia that seeks to re-energize the currently stalled 

talks on cyber security may de-escalate the situation.    

 

Recommendations: We recommend that the President should: 

 

(1) Direct the Secretary of State to call the Russian foreign minister and distance the U.S. 

government from Senator Woole’s comments, and express our deep concern regarding Russia’s 

aggressive rhetoric and Russia’s flagrant disregard of international norms;  

 

(2) Announce a major exercise involving the private sector, DHS, NSA, and FBI simulating a 

response to a Russian cyber attack on U.S. critical infrastructure;  

 

(3) Have the U.S. Mission to NATO brief key allies on the incident;  

 

(4) Instruct the Treasury and other financial regulatory agencies (with NSA) to brief key private 

sector actors and urge a higher level of preparedness.  
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Moscow 024517 

E.O. 12958: DECL: 02/20/2030  

 

TAGS:  PINS, PINR, PREL, RU, ENRG  

 

SUBJECT: CONVERSATION WITH FOREIGN MINISTER SERGEY LAVROV 

CONCERNING RECENT CYBER INTRUSIONS  

 

CLASSIFIED BY: CHIEF OF MISSION FOR REASONS 1.4 (B) AND (D)  

 

1. SUMMARY:  Foreign Minister Lavrov denied direct Russia involvement in recent cyber 

action but warned that “patriotic hackers” may take further action that the government 

will be unable to stop if the U.S. does not cease its “interference” in Russia’s natural 

“near abroad.”  END SUMMARY.  

 

2. At the direction of the Secretary of State, I met with the Russian Minister of Foreign 

Affairs Sergey Lavrov to discuss the recent cyber intrusions in U.S. critical infrastructure.  

It should be noted that this conversation preceded the publication of emails alleging a 

U.S. government conspiracy to overthrow the Russian government.  

 

3. I informed Minister Lavrov about our investigation that traced the attacks to Russia. 

Noting our surprise about the origin of these attacks, I expressed our confidence in the 

Russian government’s willingness to cooperate in investigating the circumstances of the 

incident.  I also voiced our concern that the detected probes may have been undertaken in 

preparation of a large-scale destructive attack on the U.S. power grid, and warned 

Minister Lavrov that the U.S. would respond forcefully to any attempt to disrupt or 

destroy U.S. critical infrastructure.  

 

4. Minister Lavrov insisted that the Russian government had no knowledge of these 

activities. He reaffirmed Russia’s respect for U.S. sovereignty.  However, Minister 

Lavrov also pointedly noted that the Russian government shares the concern of “patriotic 

Russians” about U.S. activities in Ukraine.  In his view, these issues are clearly linked, 

and he suggested that the best way to prevent future cyber attacks on U.S. critical 

infrastructure would be for the U.S. to end all “destabilizing actions.”  

 

5. COMMENT.  Lavrov seemed almost disinterested in denying Russian involvement and 

reiterated the familiar Russian verbiage on Ukraine, NATO, and sovereignty.  His threats 

of further action could barely be called implicit.  That said, I do not believe that they 

want to instigate a major conflict with the U.S. at this time.  In my assessment, activities 

ordered or tolerated by the Russian government will not go beyond what they consider 

tolerable and reversible, and will not pose a significant threat to U.S. interests. 
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Europe  

Russia Answers U.S. Criticism  

By Dennis Paller  SEPT. 21, 2015  

 

MOSCOW — The Foreign Ministry expressed surprise on Monday over an American warning 

to Russia against escalating cyber incidents in the U.S., saying that the Kremlin’s policy had 

been consistent for years. 

 

“We have always had the deepest respect for national sovereignty in the use of information and 

communications technology,” Maria V. Zakharova, the Foreign Ministry spokeswoman, said in 

an interview.” 

 

The sharp exchanges come after millions of social security numbers, credit card numbers, 

addresses, phone numbers, locations and personal information of government employees, 

including senior administration officials, have been leaked online. In a list published on Pastebin 

by an account with the name ‘TruePatriot,’ several major officials, including the Secretary of 

Defense, Secretary of the Treasury, several generals, and the White House Chief of Staff had 

personal information leaked online, including reimbursement forms for government-related 

spending.  

 

A note from ‘TruePatriot” accompanying the posting suggests the motive was revenge for NSA 

spying programs, as well as international spying incidents of the US, saying that it was time for 

“retribution against the officials who made the US a police state.” Privately, experts suggest that, 

with recent tensions rising with Russia, this is likely to be a state sponsored attack. The FBI has 

said it is investigating.   

 

On the internet, numerous commentators express support for Russian actions and threatened 

additional reprisals if the US does not withdraw from Ukraine. 

 

http://www.nytimes.com/pages/world/europe/index.html
http://topics.nytimes.com/top/news/international/countriesandterritories/russiaandtheformersovietunion/index.html?inline=nyt-geo
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TO: THE PRESIDENT  

 

FROM NATIONAL SECURITY ADVISOR 

 

SUBJECT: RESPONDING TO RUSSIAN CYBER ATTACKS 

 

Issue for Decision: How should the U.S. respond to put a stop to Russian cyber attacks and send 

a clear signal to the world that the attacks will not be tolerated? 

 

Background: 

 

Major American financial institutions are experiencing overwhelming denial of service attacks, 

far greater than those launched from Iran a year ago.  A more troubling development involves 

temporary disruption of popular trading platforms as markets opened on Monday.  Stock prices 

fluctuated wildly and the Dow experienced one of the biggest drops in its history.  While the 

drops were short-term and prices recovered, screensavers left by a previously unknown Russian-

language hacker group, “UmaKaban,” threatened that disruptions will continue until the United 

States and NATO withdraw completely from Ukraine and the Baltics. 

 

Efforts to communicate with the Russians have been rebuffed.  President Putin has told Russian 

media that “patriotic hackers” who have been inflamed by American actions may be responsible.  

He says the best way to calm the crisis and assuage world opinion would be for the United States 

to announce that it will not send advisors or lethal aid to Ukraine and withdraw U.S. and NATO 

troops from the Baltic.  Absent these measures, he may not be able to find, much less stop, these 

“patriotic hackers” before they do serious harm.  Given the FSB’s high degree of control over 

Russian internet activity, Putin’s statement lacks credibility.  

 

This is the third, and by far the most serious, cyber incident.  Previous efforts to signal Russia 

have failed to dissuade Putin from continuing cyber action against the United States.  In the 

context of our larger relations, Putin may feel that, with Iran out of the way and with little chance 

of agreement on Syria or Ukraine, he has little to lose.  We hope that continued messaging (both 

public and private) may lead the Russians to change their course, but we now need to consider 

whether some kind of retaliation to set down a marker is necessary.    

 

Agency Positions:  

 

Treasury warns that the effects of this attack could run into tens of millions of dollars, will take 

weeks to verify the exact extent of the damage, and that a law enforcement response may be 

inadequate. 

 

Defense recommends proportional retaliatory action to set a clear threshold for Russia.   

 

State believes any direct retaliation against Russia will be highly escalatory and advocates a 

diplomatic solution. Homeland Security concurs, and notes that since Russia has penetrated the 

U.S. power grid, we should avoid escalating tensions in a way that would lead them to launch a 

destructive attack.  
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Recommendations: We recommend that the President should:  

 

(1)  Request consultations with NATO members under Article 4 of the North Atlantic Treaty;  

 

(2) Direct the Secretary of the Treasury to identify bank accounts and overseas assets associated 

with President Putin, FSB Director Aleksandr Bortnikov and other senior officials for potential 

sanctions; 

 

(3) Task NSA, CIA and Cyber Command to develop proportional retaliatory options against 

Russian government systems and senior government officials; 

 

(4) Call President Putin to warn of serious consequences from this action.  
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MEMO FOR THE NATIONAL SECURITY COUNCIL 

 

FROM: THE SECRETARY OF THE TREASURY  

 

SUBJECT: PRELIMINARY REPORT ON RUSSIAN CYBER ATTACKS ON THE U.S. 

FINANCIAL SYSTEM 

 

Over the last few hours, I and the Deputy Secretary have been in regular communication with the 

Federal Reserve Board (FRB), the President of the New York Fed, and the Chairman of the SEC 

regarding this morning’s massive cyber attacks on the U.S. financial system.  We have also 

spoken with senior executives from the New York Stock Exchange (NYSE), the Chicago Board 

of Trade (CBOT), the NASDAQ, and fourteen large banks that are targets of the ongoing attack.  

  

The coordinated attacks on major banks have shut down a large share of online banking services 

in the U.S., disrupting consumer activity across the country.  Leading banks indicate that data 

has not been affected, but report that the attack continues to cripple their online operations.   

 

The intrusions at major exchanges were arguably more serious, causing exchange computers to 

spit out incorrect prices, disrupting clearing operations, and causing widespread confusion.  The 

attacks also affected major trading platforms like TD Ameritrade, Scottrade, and E-Trade, 

preventing many retail investors from trading during the volatility.  Some off-exchange trading 

continued, but many private trading forums operated by major banks were also affected by the 

attacks.  

 

Fed Chairman Janet Yellen reports that ongoing attacks against the Fed have significantly 

hampered efforts to coordinate incident response plans.  The Fed was forced to briefly suspend 

trading in U.S. government securities as a result of the disruptions at the Federal Reserve Bank 

of New York.  

 

The total cost of this attack remains unknown at this time, but we estimate that it is likely to 

exceed $50 million, not including the cost of incident response measures at major financial 

institutions.  This is in addition to the significant decline in securities prices, which is already in 

the tens of billions of dollars, as a result of uncertainty and concern about the impact of the 

attack on U.S. businesses.  We will continue to provide updates as the situation develops.   
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“Mini Flash Crash” Likely Linked to 

Russian Hackers 
 

By Willard Carson  SEPT. 21, 2015  

 

Widespread disruptions in trading platforms today lead to dramatic swings in stock markets, and 

sources close to the investigation report that Russian hackers are behind the incidents.  

Millions of investors were affected as markets opened Monday. Popular trading platforms run by 

TD Ameritrade, Scottrade and others ran slow or not at all as panic took hold, and major 

disruptions were reported at the country’s largest stock exchanges. It took just six minutes for the 

Dow Jones industrial average to suffer its biggest drop in history.  

 

In a blink, mayhem descended. Strange glitches emerged. Stocks fell like rocks, only to shoot 

back up minutes later. Exchanges spit out the wrong prices for widely held funds. These 

problems are now being fingered as a potential reason many investors could not trade. Some 

experts are now calling it a “mini flash crash,” harking to May 2010 when stocks, largely 

because of technical problems, instantly plunged for a moment and then recovered, an incident 

that spurred new market rules. 

 

TD Ameritrade said trading problems were reported on platforms industry-wide on a day when it 

recorded all-time highs in activity among its 6.6 million accounts.  

 

Now the hunt for answers is underway, with some experts claiming that the disruptions to trading 

systems are connected to the massive DDoS attack on major banks reported earlier today. 

Sources at the White House confirm that those attacks, which have shut down online banking 

services at fourteen of the largest U.S. banks, are linked to ongoing tensions between the U.S. 

and Russia.  

 

Exchange officials from the NYSE, NASDAQ, and CBOT have refused to discuss the issues 

with the press, but exchange employees who spoke off the record reported that their computers 
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froze and an image of the Ribbon of St. George, a popular Russian nationalist symbol, appeared 

on their screens, along with a message from a group calling itself “UmaKaban,” which 

threatened further disruptions if the U.S. does not withdraw from Ukraine.  

 

The Securities and Exchange Commission, which has pledged repeatedly to shore up the 

increasingly complex systems for buying and selling stocks, declined to address particulars, 

saying it was working with the FBI to identify the causes of the trading disruptions.  
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Moscow 025689 

E.O. 12958: DECL: 09/23/2030  

 

TAGS:  PINS, PINR, PREL, RU   

 

SUBJECT: CONVERSATION WITH FOREIGN MINISTER SERGEY LAVROV 

CONCERNING CYBER CONFLICT  

 

CLASSIFIED BY: CHIEF OF MISSION FOR REASONS 1.4 (B) AND (D)  

 

1. SUMMARY:  Foreign Minister Lavrov proposed a solution to the escalating cyber crisis 

that would involve significant concessions by the U.S. in exchange for Russian promises 

to essentially end cyber attacks against American targets.  END SUMMARY.  

 

2. At the Secretary of State’s request, I met with the Russian Minister of Foreign Affairs 

Sergey Lavrov to discuss the escalating cyber crisis.  Lavrov began by accusing “Western 

powers” of trying to dominate and impose their ideology on the rest of world, and noted 

that President Putin had reiterated that Russia stood ready to use nuclear weapons if its 

sovereignty was threatened. 

 

3. Lavrov said that a peaceful resolution was in the interest of all and still within reach.  

Russia will “crack down on cybercriminals” attacking the U.S. from within Russia if the 

U.S. will publicly announce that it is against U.S. policy to send lethal aid to Ukraine and 

quietly withdraw U.S. troops from Ukraine, and commit to impose no additional 

sanctions on Russian entities or persons.  Lavrov said that, absent a deal, Russia cannot 

guarantee its ability to control criminals who target the U.S.  

 

4. COMMENT.  I said that I would pass on his proposal to Washington as a useful starting 

point for negotiations, but advised him that the offer would seem unbalanced in 

Washington and inadequate to stem growing tensions if there were any further cyber 

incidents targeting the U.S.   
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Appendix A: Response Options 

 

Diplomatic 

 Private messages to the Russians – Private communications between U.S. and Russian 

officials, whether at the semi-official, ambassadorial, ministerial, or Presidential level. 

 Public declaration of U.S. policy to respond to cyber incidents – Public statements by 

U.S. officials outlining U.S. redlines, responses, and doctrine for responding to cyber 

incidents.  

 Public attribution – Public statements by U.S. officials, whether at the unofficial, agency, 

ministerial, or Presidential level, attributing the attacks to Russia and warning of retaliation.  

 Indictments/legal response – Pursue legal action against individuals believed to be 

connected to the attacks, including issuing indictments for their arrest.  

 Support proxies against Russia – Publicly support and/or endorse groups that oppose 

Russia. 

 Negotiate to establish new U.S. military bases around Russia – Start negotiations with 

countries neighboring Russia to establish or expand U.S. military bases on their territory.  

 UNGA Resolution – Propose a UNGA resolution condemning Russian cyber attacks against 

the U.S.  

 NATO Article 4 – Request an official consultation with NATO members under Article 4 of 

the North Atlantic Treaty. 

 NATO Article 5 – Invoke Article 5 of the North Atlantic Treaty and declare the incident an 

“armed attack” justifying a collective response.  

 UN Article 2(4) – Invoke article 2(4) of the UN charter declaring the incident a “use of 

force” by Russia against the U.S. 

 

Public Relations 

 Disinformation campaign – Initiate a campaign to publicize abuses by the Russian 

government or Russian officials.  

 “Cyber Axis of Evil” – Attach an unflattering public label to Russia and/or associate it with 

other malicious or rogue actors in cyberspace. 

 Data exposure – Expose personal information and communications to embarrass Russian 

officials.  

 

Economic 

 Target Bitcoin – Attack the Bitcoin market, which Russian officials use to transfer their 

wealth overseas, bribe foreign officials, and fund cyber operations.  

 Targeted sanctions/asset freezes – Impose sanctions on and freeze the assets of individuals 

and companies associated with Russian cyber programs. 
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 General asset freezes – Freeze the assets of individuals and companies connected to the 

Russian government, whether or not they are directly tied to Russian cyber programs. 

 Trade embargoes – Impose embargoes on trade with key sectors of the Russian economy.  

 Financial market pressure – Use U.S. government resources to push down the prices of 

Russian financial assets, including equities, foreign debt, the Ruble, and oil prices.  

 

Kinetic 

 Exercises of conventional forces – Launch exercises of conventional military forces around 

Russia and/or simulating fights with Russian forces. 

 Increase U.S. military presence around Russia – Redeploy U.S. military assets around 

Russia, including ground forces, air forces, naval forces, and missile defense.  

 Material support to proxies – Provide material support, whether money, supplies, training, 

intelligence, or weapons to proxies opposing Russia.  

 Covert direct action – Use U.S. special operations and intelligence assets to launch covert 

attacks against Russian assets and individuals.  

 Deploy military forces in support of proxies – Deploy U.S. forces to provide direct 

assistance to proxies e.g. launch U.S. air strikes in support of Ukrainian forces.  

 Blockade the Black and/or Baltic Seas – Set up a naval blockade to disrupt trade through 

major Russian ports.  

 Targeted kinetic retaliation – Target individuals or facilities connected to Russian cyber 

programs for kinetic attacks e.g. via air strikes or drone strikes. 

 Kinetic attack on Russian forces – Launch direct attacks by the U.S. military against 

Russian forces. 

 Kinetic attack on Russian infrastructure – Launch direct attacks by the U.S. military 

against Russian infrastructure. 

 Nuclear strike – Launch a tactical or strategic nuclear strike against Russia.  

 

Cyber 

 Announced exercises of cyber forces – Hold publicly announced exercises of U.S. cyber 

forces.  

 Covert retaliation – Launch covert, low level demonstrator actions against Russian 

government targets as a warning to back off.  

 Overt low level retaliation – Overt low level demonstrator actions against Russian 

government targets and/or Russian companies as a demonstration of U.S. capabilities and a 

warning to back off.  

 Bounty program – Offer rewards to any actor who launches cyber attacks against Russia.  

 Reversible retaliatory disruptions – Disrupt or disable Russian systems in ways that do not 

cause serious or permanent damage.  

 Damage critical infrastructure – Launch destructive cyber attacks against Russian critical 

infrastructure.  
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 Damage military assets – Launch destructive cyber attacks against Russian military 

systems. 

 Clandestine attacks on Putin’s/Oligarchs’ finances – Use cyber means to wipe Putin’s or 

influential oligarchs’ accounts and target their assets. 

 Cause Physical Damage – Cause a pipeline explosion and privately communicate to the 

Russians that we did it and will do more.  

 

Sow Discord 

 Divide the regime – Attempt to provoke disagreements within Putin’s inner circle to distract 

and weaken him. 

 Foment regime change – Attempt to initiate either a popular revolution or a mutiny among 

Putin’s inner circle to force regime change. 

 Open a second front – Try to spark conflict between Russia and China to distract and put 

pressure on Putin. 
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Appendix B: U.S. Declaratory Policy for Cyber Deterrence: 

Public Statements 

 

(1) The White House, “International Strategy for Cyberspace” May 2011 

“When warranted, the United States will respond to hostile acts in cyberspace as we would to any 

other threat to our country.  All states possess an inherent right to self-defense, and we recognize that 

certain hostile acts conducted through cyberspace could compel actions under the commitments we 

have with our military treaty partners.  We reserve the right to use all necessary means—diplomatic, 

informational, military, and economic—as appropriate and consistent with applicable international 

law, in order to defend our Nation, our allies, our partners, and our interests.  In so doing, we will 

exhaust all options before military force whenever we can; will carefully weigh the costs and risks of 

action against the costs of inaction; and will act in a way that reflects our values and strengthens our 

legitimacy, seeking broad international support whenever possible.” 

 

(2) Department of Defense Strategy for Operating in Cyberspace, June 2011 

“The Department will work with interagency and international partners to encourage responsible 

behavior and oppose those who would seek to disrupt networks and systems, dissuade and deter 

malicious actors, and reserve the right to defend these vital national assets as necessary and 

appropriate.” 

 

(3) Remarks by Secretary Panetta on Cybersecurity to the Business Executives for National 

Security, New York City, October 11, 2012 

“If we detect an imminent threat of attack that will cause significant, physical destruction in the 

United States or kill American citizens, we need to have the option to take action against those who 

would attack us to defend this nation when directed by the president.  For these kinds of scenarios, 

the department has developed that capability to conduct effective operations to counter threats to our 

national interests in cyberspace.  Let me clear that we will only do so to defend our nation, to defend 

our interests, to defend our allies and we will only do so in a manner that is consistent with the 

policy principles and legal frameworks that the department follows for other domains including the 

law of armed conflict.” 

 

(4) White House, Expanding Our Ability to Combat Cyber Threats, April 1, 2015 

“We need to deter malicious cyber activity and to impose costs in response to the most significant 

cyber intrusions and attacks, especially when those responsible try to hide behind international 

boundaries.  Effective incident response requires the ability to increase the costs and reduce the 

economic benefits from malicious cyber activity.  And this means, in addition to our existing tools, 

we need a capability to deter and impose costs on those responsible for significant harmful cyber 

activity where it really hurts — at their bottom line.  That is why today, the President announced a 

new sanctions program that authorizes the Secretary of the Treasury, in consultation with the 

Attorney General and the Secretary of State, to sanction malicious cyber actors whose actions 

threaten the national security, foreign policy, or economic health or financial stability of the United 

States.”   

 

(5) Remarks by Secretary Carter at the Drell Lecture Cemex Auditorium, Stanford Graduate 

School of Business, Stanford, California, April 23, 2015 
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“President Obama has said that we will respond to cyber-attacks in a manner and at a time and place 

of our choosing using appropriate instruments of U.S. power.  DoD has spent a lot of time figuring 

out how to help do so while also holding true to our nation’s enduring interests, traditions, and 

values.” 

 

(6) Remarks by Secretary Carter at NATO Headquarters, Brussels, Belgium, June 25, 2015 

“With respect to NATO, the same intention holds of NATO. We talked here about NATO's 

adaptation. And this is -- to the future -- and the future looks different than it did just last summer in 

that both on the eastern flank of NATO and on the southern flank of NATO, new situations have 

developed which it's the responsibility of the alliance to provide collective security of its members 

of. 

 

And that explains why this NATO moment today and yesterday is so important. Because it 

represents the pivot to the future, if you like, of the NATO alliance in several respects. First, in the 

way that we deploy and operate and rotate and keep present in Europe forces, which is where the 

VJTF comes in and the European activity sets; second, in regard to new forms of warfare that in 

years past weren't present, like cyber; the phenomenon of hybrid warfare, which we saw unfold in 

Ukraine, to get to your reference to -- to Crimea and Ukraine.” 
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Appendix C: U.S. Policy for Cyber Deterrence: Literature 

Review 

 

I. United States Policy  

 

 DOD, Strategy for Operating in Cyberspace (2011) 

 USG, PPD-20 (2012) 

 DOD, Quadrennial Defense Review (QDR) 2014 (2014) 

 Department of State, A Framework for International Cyber Security (2014) 

 DOD, Deterrence Memo (2014) 

 DOD, Cyber Strategy (2015) 

 DOD, Joint Publication 3-12 (2013)  

Cyber Offense and Defense 

US policies that define offense and defense options were primarily defined in the leaked PPD-20 

(2012), but were also summarized in unclassified documents like the QDR (2014). 

PPD-20 (2012) 

 Cyber operations were outlined more explicitly in PPD-20 (2012). with two primary 

“active” operation types were mentioned: OCEO1, DCEO2 

 PPD-20 (2012) limits offensive operations (OCEO) to require presidential approval  

 Also limits OCEO and DCEO have to be conducted in line with constitutional and 

international law concerns. 

 Further limits DCEO to also require presidential approval in the case of significant 

consequences. However, if there are no significant consequences and it is considered an 

“emergency,” then the Secretary of Defense can order. 

  In it, the US considers that criteria of attacks on “national interests” including critical 

infrastructure, national security, public safety, key resources and national economic 

security, will be used to determine if a response can be made to malicious cyber 

incidents. 

 States that US maintains full operational flexibility in responding to cyber attack. 

 

QDR (2014)  

                                                           
1 Offensive Cyber Effects Operation 
2 Defensive Cyber Effects Operation 
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 Reiterates points made in PPD-20 (2012) that DOD “will deter, and when approved by 

the President and directed by the Secretary of Defense, will disrupt and deny adversary 

cyberspace operations that threaten U.S. interests.” 

DOD Joint Publication 3-12 (2013)  

 Outlines cyber attack actions that create various direct denial effects in cyberspace (i.e., 

degradation, disruption, or destruction) and manipulation that leads to denial that is 

hidden or that manifests in the physical domains.   

 States that lawful military attacks will be directly only at military targets. Only a military 

target is a lawful object of direct attack. By their nature, location, purpose, or use, 

military targets are those objects whose total or partial destruction, capture, or 

neutralization offers a direct and concrete military advantage. 

Cyber Deterrence 

Referenced in early US policies and strategies but not explicitly addressed until DOD Cyber 

Strategy (2015) 

Early References 

 First implicitly mentioned in DOD Strategy for Operating in Cyberspace (2011), where a 

goal of achieving collective deterrence by denial through information sharing is set out. 

 Later expanded upon in Deterrence Memo (2014), where US asks for additional research 

to be done about what technical capabilities are needed for effective deterrence. 

DOD Cyber Strategy (2015) 

 The US has three methods by which it deters attacks: 

 Response: US will respond to attacks on its soil through military responses and 

reserves the right to respond in the time and manner it chooses. 

 Denial: USG will defend DOD networks and other networks throughout the 

nation to prevent damage to them, deterring attacks from them. 

 Resilience: USG will work to ensure underlying DOD and private systems are 

resilient to attack to ensure enemy is deterred from following through. 

 DOD also plans to deal with escalation by providing de-escalatory options at key points 

that take the action of diplomatic, military, or economic tools designed to de-escalate or 

deter any potential conflict.  

 International Cyber Security Document introduces additional policy proposals for 

deterrence: 

 Suggests that deterrence and de-escalation should mainly be driven by norm-

setting behavior, which should be determined based on international law. 

Cyber Norms Setting  
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 Norm setting is primarily defined by the State Department International Cyber Security 

Document. (2014) 

 Wants to establish international norms on cyberspace including: 

o Clear guidelines for what constitutes an unacceptable attack in international law. 

o Better attribution and information sharing with international allies. 

 Seeks to develop a clear framework for de-escalation from a conflict. 

 

II. NATO Policy  

 

 Tallinn Manual (2009) (not binding but influential) 

 National Cyber Security Framework Manual (2012) 

Deterrence 

 National Cyber Security Framework Manual (2012) states that deterrence and resilience 

should be two strategies for dealing with cyber attacks, but they aren’t mutually exclusive as 

resilience can help achieve deterrence. 

 Deterrence more effective for advanced countries than less advanced countries.  

 Article 5 can be applied to cyberspace, enabling extended deterrence 

 Article 4 applies in more limited circumstances. 

Norms and Law 

 Primarily outlined by Tallinn Manual, although it is non-binding  

 NATO nations have a right to collective self-defense, and Article 5 applies, although only if 

requested by the attacked state.  

 Retaliation is permissible, but that it must be “necessary and proportionate  

 Believes there is a proportionality requirement that limited cyber attacks to be proportional to 

breach occurring to avoid escalation.  

 


