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This project grew out a Defense Science Board study that determined that the consequences of 

cyber attacks could be so severe that the U.S. should threaten nuclear retaliation to deter them.  

This seemed excessive.  It also led to questions about the role of nuclear weapons and the utility 

of deterrence.  There were five initial conclusions.   

 

1. Nuclear weapons are of limited value for deterring non-nuclear threats (like cyber attacks) 

because of understandings that limit their use.  

  

2. Current U.S. adversaries differ in their tolerance for risk and different degrees of 

vulnerability, complicating the ability to deter them.   

 

3. Cyber attacks, since they do not threaten the same level of horrific destruction as nuclear 

weapons, are not particularly useful for deterrence.   

 

4. Cold War nuclear deterrence did not stop espionage, regional adventures, or the use of 

proxies, so we should not expect to deter these things now.   

 

5. The lack of a framework for negotiation and arms control and the limited negotiating 

experience of new opponents, increases the risk of miscalculation.     

 

These initial conclusions point towards areas for addition research.  Evidentiary problems 

complicate this exercise as they did for early nuclear strategists.  For this project, however, there 

is open source information and, in some cases, an ability to interview some foreign officials.  

Within these constraints, we can identify an initial set of testable hypotheses on deterrence:  

 

1. Opponents believe advances in U.S. military technology undercut nuclear deterrence. 

 

Precision guided munitions (PGMs), long-range strike capabilities, unmanned aerial vehicles, 

cyber attack, and anti-satellite weapons have changed warfare and provide new strategic 

capabilities.  A deep concern for both Russia and China is that the U.S. will use a combination of 

advanced conventional weapons and cyber attacks to strike preemptively their nuclear forces and 

other high value targets.  They believe that the U.S. will employ new weapons that to achieve 

strategic effect without the use of nuclear weapons, thus circumventing their own nuclear 

deterrent capabilities and reducing the deterrent value of Russia and Chinese military forces.   

 

In a “global-zero” world, where nations eliminate nuclear weapons form their arsenals, the new 

non-nuclear technologies could give the U.S. could strategic capabilities that Russia and China 

know they cannot currently match.  Nor are there negotiations to manage opponent concerns.  

The United States is hardly alone in pursuing advanced weaponry, but this is in some ways a 

continuation of the shock China and others felt when the U.S. used new technologies to defeat a 

massive, Soviet-style military in the 1990 Persian Gulf War.  Potential adversaries fear that the 

U.S. will use its new technologies for strategic effect, changing the equation for stability and 

deterrence in unfavorable ways. 
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2. Adversaries seek to damage U.S. global influence without triggering armed retaliation.  

 

The world we expected at the end of the Cold War, one shaped by shared universal values, the 

rule of law, and untrammeled markets, now faces significant challenges to which the U.S. and its 

allies are ill equipped to respond, in good measure because there is no military response.  This is 

a political contest, and if in the 1990s, only U.S. could win the “game” of international affairs, 

our opponents now seek to change the game to one where they have the advantage.  

 

The current disparity between U.S. military forces and those of potential adversaries is too great 

to allow a stable conventional balance to develop.  In response, adversaries have developed 

strategies to compensate for U.S. conventional superiority.  This can involve hybrid warfare, 

covert action, proxies, or political efforts to separate the U.S. and its allies.  China, which is the 

only competitor able to afford it, attempts to match U.S. conventional capabilities while also 

pursuing damaging actions that do not justify the use of force.     

 

America’s opponents are not limited to nation-states.  Non-state actors are driven in part by 

antipathy to American power, but also by alternate concepts of governance and disdain for 

existing regimes.  Their tolerance for risk is greater than state adversaries and threats are less 

effective in deterring them.  There is a much more complex discussion of how the risk shapes 

non-state actor planning, but it does not deter them from attack.   

 

3. “Strategic Ambiguity” increases risk. 

 

Strategic ambiguity increases risk.  Richard Betts, another theorist of the classic age of 

deterrence, recently wrote, “Deterrence should be ambiguous only if it is a bluff.”1   

 

It is easy to underestimate an opponent’s ability to miscalculate risk if thresholds and 

consequences are not spelled out in clear terms.  Eisenhower’s dictum that nuclear weapons 

would be used if there were “trustworthy evidence of a general attack against the West” set a 

clear threshold that the Soviets were to test only once.  Deterrence was linked to geography and 

reinforced by historical experience.  The U.S. had fought and won a desperate war to defend 

Europe.  With its British allies, it had mercilessly firebombed cities, and at the end, it used 

nuclear weapons.  This gave deterrent threats credibility.  The Cuban Missile Crisis reinforced 

the credibility of America’s nuclear deterrent.  While the ultimate effect was to frighten both 

sides into looking for negotiated solutions, Kennedy’s unambiguous willingness to go to the 

brink of nuclear war to defend U.S. interests strengthened the credibility of deterrent threats.   

 

4. In the Cold War, the mere existence of strategic nuclear forces had a deterrent effect.  

Today’s opponents believe they can evade nuclear threats.  For deterrence to work, the 

U.S. needs more than force in being.  

 

This is the most difficult of the hypotheses to test, given the difficulties of acquiring data on 

opponent calculations.  That said, one possibility is that we can adduce foreign estimates of the 

credibility of U.S. deterrent threats by looking at their behavior. 

                                                 
1 https://www.foreignaffairs.com/articles/united-states/2013-02-11/lost-logic-deterrence 
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We assume a causal linked between opponent behavior and their perception of the risk of U.S. 

retaliation.  If U.S. threats are credible, opponents are less likely to take action.  Two events may 

have shaped opponent perception of the credibility of U.S. threats.  The first is the February 2014 

Russian intervention in Ukraine, which the U.S. was unable to deter or intervene effectively.  

The second was the confusion over the Syria chemical weapons “redline,” which many foreign 

commentators interpreted as a U.S. retreat.  Since those two incidents, we have seen more 

aggressive actions in cyberspace by China, Iran and North Korea and increased Russian military 

activity against Ukraine and on the borders of NATO.   

 

This suggests that a reconsideration of Bernard Brodie’s famous statement is necessary.  Brodie 

said “Thus far the chief purpose of our military establishment has been to win wars.  From now 

on its chief purpose must be to avert them.  It can have almost no other useful purpose."  The 

first phase of this project concluded that the chief purpose of strategy should now be to speed the 

transition from deterrence to warfighting.  The question for deterrence policy is whether it is 

possible to make deterrence credible without the actual use of retaliatory force, a demonstrated 

willingness to use force if when redlines are crossed.     

 

5.  It is harder to deter threats against diffuse national interests. 

 

Cold War deterrence focused on territorial defense.  , U.S. national interests are defined by an 

assumption that a global market ruled by law where U.S. firms can compete on equal footing 

with foreign companies will best advance its interests.  U.S. interests are now much more 

diffuse, making it difficult to repeat the simplicity of Eisenhower’s threat to use nuclear weapons 

if there was “trustworthy evidence of a general attack against the West.” 

 

This has led to efforts of varying degrees of seriousness to duplicate Eisenhower’s “Solarium 

Project” and develop a new “Grand Strategy” for America.  Eisenhower rejected “rollback,” i.e.  

confronting authoritarianism, choosing “containment,” instead, but the ghost of rollback lingers 

and shapes American policy in the efforts to bring political change to undemocratic regimes.   

 

 

 

These hypotheses point to hard choices for the U.S.  If deterrence is to be strengthened, it may 

require the US to play “brinksmanship.”  It may also require actual retaliation or that 

countermeasures be carried out in a way that does not threaten to escalate conflict.  It may need 

to redefine the arms control agenda.    

 

Deterrence is shaped by history and geography.  It depends on an opponent’s believe that it faces 

unacceptable damage if core national interests are threatened.   


