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Yesterday’s discussion developed a broad consensus on how to deter cyber attacks by foreign 

governments, but the discussion also raised a number of issues.  The broad consensus was that when 

the U.S. had high confidence in the identity of an attacker, it should respond with a cyber 

counterattack.  Counterattack should be limited to cyber techniques and not involve other kinds of 

weapons, since a cyber attack would reduce the chance of escalating any conflict.  A nuclear response 

is politically unacceptable.  To warn potential opponents and to reassure the American public, the 

President should make a public statement that clearly laid out that the U.S. would respond using cyber 

means, while remaining ambiguous about the exact nature of the response.  The President would need 

to consult and inform Congress informed in appropriate ways, but existing presidential authorities 

allow him or her to take action without waiting for Congress.   

 

-- Escalation. Our discussion was probably right in that saying that a cyber response was less 

escalatory than using some other kind of attack, but that does not mean it is risk-free.  The risk of 

escalation from cyber retaliation might be the most difficult issue with a policy of retaliation, 

particularly if the U.S. response is disproportionate.  For example, what if the U.S. retaliated to the 

Sony incident and North Korea responded by turning off California’s electrical grid?  We have more 

to lose than they do in these scenarios.  A deterrent strategy that used cyber retaliation would need 

strong mechanisms to control escalation.   

 

-- Proportional Response.  Proportional response is a cornerstone of American cyber deterrence, but 

our discussion asked whether a disproportionate response (e.g. more) might better deter cyber attacks.  

That said, a disproportionate response increases the risk of escalation.  Calculating a proportional 

response is not easy.  To use Sony again, retaliating by hacking a North Korean film studio is 

pointless, but something more damaging could lead to war.        

 

-- Communicating with opponents.  Deterrence only works if the other side knows what risks it is 

running.  If the U.S. wants to use retaliation to discourage further attacks, it needs to let an attacker 

know it was responsible, and it needs to link the two actions (attack and response) to make the 

deterrent point.  The U.S. used a range of activities – speeches, press stories, exercises, and private 

communications – during the Cold War define how it would respond, what would lead to a response, 

and to make sure the Soviets understood what could trigger U.S. action.  We have nothing like this in 

place for cyber security.     

 

-- Ambiguity versus clarity.  American declaratory policy and statements about cyber deterrence are 

already about as ambiguous as possible.  Ambiguity can be dangerous because opponents like Russia 

and Iran can mistake it for timidity, especially if they already doubt the U.S. will to respond.  

Misplaced ambiguity increases the risk of escalation.  Plausible deniability is an espionage concept 

that works against deterrence – to deter, you want your opponents to know what they face.  U.S. policy 

would face the difficult task of being clear on the intent to retaliate but ambiguous on what form that 

retaliation could take.  

 

-- Private Sector Involvement.  Many companies don’t want to make the fact that they were hacked 

public knowledge, some don’t want to put important markets (like China) at risk by going public, and 

most fear retaliation -  the people doing the hacking are Russian, Iranian and Chinese intelligence 

groups not known for their restraint.  How does the U.S. coordinate with a company before it retaliates 

and what does it do if the company refuses to cooperate?   


