
 Workshop 2:  Legal Challenges to Cyber Information Sharing  
 

 

 

2:00-4:30 PM, Wednesday, January 7, 2015  

CSIS, 1616 Rhode Island Avenue NW, Board Room (9th Floor) 

 

 

 

 

2:00pm: Welcome and introduction by James A. Lewis & Denise Zheng, CSIS 

 

2:05pm:  Remarks from industry and government representatives (5 minutes each) 

 

 Mark Clancy, CEO of Soltra and CISO of DTCC 

 Doug Johnson, SVP and Chief Advisor, Risk Management Policy, American Bankers 

Association 

 Nathaniel Gleicher, Director for Cybersecurity Policy and Law, National Security 

Council  

 Jake Laperruque, Fellow on Privacy, Surveillance, and Security, CDT 

 Stewart Baker, Partner, Steptoe & Johnson LLP 

 

 

2:30pm:  Moderated roundtable discussion  

 

4:30pm: End  

 

  



 Discussion Questions  
 

 

ECPA, FISA, Antitrust, and Contractual Liability  

 

1. ECPA and FISA prohibit companies from voluntary disclosure of personally identifying 

information with the exception of emergency situations or to protect their networks.  

Therefore, sharing is not directly authorized by law but is permitted as an exception to a 

prohibition.   

 

- How does this affect companies’ decision to share cyber threat information?   

 

- What are the specific liability concerns that corporate attorneys consider when deciding 

whether or not to share?  

 

2. Antitrust concerns have been raised as an impediment to private-to-private threat information 

sharing.  Is the DOJ Business Review procedure sufficient to relieve these concerns?  

 

3. What effect do liability safe harbors for cyber threat information sharing have on contractual 

agreements between companies?  

 

4. The legal framework for sharing information about money laundering has been raised a 

potential model for cyber threat information sharing.  Does this model work?  Are there other 

examples?  

 

Limitations on the Use of Information for Regulatory Purposes 

 

5. How can the Protected Critical Infrastructure Information Program (PCII) be better leveraged 

to improve sharing of cyber threat information?   

 

Limitations on Permissible Law Enforcement Uses  

 

6. Legislation has sought to address concerns that information sharing could lead to expansion 

of government surveillance by limiting the use of such information for law enforcement 

activities, but there is ongoing debate about the scope of such limitations.  What should be 

considered a permissible use of cyber threat information by government?  

 

 


