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INFORMATION SHARING FOR CYBERSECURITY 

 
 

Meeting Summary (Session 1) 
 

 
On December 5, 2014, the Center for Strategic and International Studies (CSIS) convened 
experts from industry, government, and civil society to discuss requirements for cybersecurity 
information sharing.  This session was the first of three workshops CSIS is hosting on the 
challenges to information sharing.  The findings below will inform future sessions in this series. 
 

1. Information sharing is critical to changing the economics of cyberattacks.  
Improving response time requires automation.  

 
The economics of cyberattacks favor the attacker.  Attacks are cheap to acquire and launch; 
defense is expensive and mitigation of an incident can take months.  Exploits are easily obtained 
from black markets or using open source software, and can be reused against multiple targets.  
The likelihood of detection, attribution, and punishment is low.   
 
Improved information sharing can reduce the attackers’ advantage.  Improvement requires 
changing both the speed of information sharing and the types of information shared.   
Information sharing systems must rapidly provide actionable information.  Aggregating and 
automating cyber threat information sharing can help shift the paradigm by raising the cost of 
attack and lowering the cost of defense.   
 
Multiple actors in government and the private sector have insight into the cyber environment and 
the attacks and malicious actors operating in it.  These insights come from observing activity on 
their own networks and on the public internet.  Finding ways to aggregate these multiple sources 
of information would improve our defenses, but also create problems for trust, liability, and 
standardization.  An initial approach to managing these problems would look at two categories of 
useful information to share – technical and contextual – and the different requirements and risk 
that sharing each of these entails.    
 

2. Sharing technical threat indicators poses little risk to privacy or disclosure of 
sensitive business information.  Sharing contextual threat information poses a 
greater risk for companies.  

 
Some of the obstacles to information sharing come from concerns over the risk to privacy.  The 
overriding concern is that information sharing will turn into government surveillance.  These 
concerns can be reduced if we can define what types of information will be shared, if the groups 
doing the sharing are defined and limited in size to minimize the risk of leaks and monitoring, 
and if there is sufficient transparency on what is being shared and with whom.     
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There are two categories of cyber threat information:   
 

• Technical threat indicators (e.g, IP addresses, specific strings of data, and file hashes, 
exploit toolkits or payloads, and adversary tactics, techniques, and procedures) 

• Contextual threat information (e.g., exploit targets, exfiltrated content, incident details, and 
specific courses of action) 

 
Technical threat indicators are specific, common and repeatable forms of information that readily 
lend themselves to anonymization, standardization and rapid forms of distribution.  These 
indicators can be effectively anonymized to obscure the target of an attack.  Sharing this kind of 
information poses low risk of disclosure of personally identifying information or sensitive 
company and customer information.  Technical threat indicators account for the vast majority of 
threat information that is available and significant gains can be achieved through automated 
sharing of technical indicators.    
 
Contextual information – including target information, adversary course of action, and detailed 
information about the campaign and threat actor – poses a greater risk to privacy, contractual 
liability, and unauthorized disclosure of classified information.  Unlike technical threat 
indicators, sharing contextual information is also difficult to automate and requires more human 
involvement.  One of the benefits of contextual information is that it can help guide investment 
decisions and strategies by more clearly identifying the threats a company is facing; however, 
technical threat indicators are arguably more valuable for real time mitigation activities against 
immediate threats.   
 
In the near term, progress can be made by increasing the volume and speed at which technical 
indicators are shared, and by sharing them across sectors.  Improved sharing of contextual threat 
information will require new policies and constructs.   
 

3. There is no one-size-fits-all solution for sharing between government and industry 
and between industry sectors.  

 
The lessons of EO 13633 (Improving Critical Infrastructure Cybersecurity) – that one size does 
not fit all - also apply to information sharing.  A single, over-arching approach centered on one 
agency will not work.  Each sector has different requirements and different needs for government 
involvement.  Industry sectors face different cyber threats, including the source of attacks.  For 
example, companies that are the target of nation-state sponsored cyber-attacks are likely more 
comfortable sharing with the U.S. government.    
 
Government has an important role to play in the sharing of threat intelligence related to cyber-
physical systems and systems whose disruption or damage could have grave consequences for 
health, safety, or national security.  For threats below that threshold, exchange of cyber threat 
information is more practicable if it is limited to sharing between companies, with a limited role 
for government.   
 
 

 


