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The speed, sophistication, and intensity of cyberattacks grow every day.  Currently, the economics of 

cyberattacks are skewed to favor the adversary: exploits are easily acquired and can be reused on 

multiple targets, and the likelihood of detection and punishment is low.  Companies and governments are 

in a difficult battle against criminal gangs and national states that seek to steal personal data and 

intellectual property for financial gain and, perhaps, to disrupt or sabotage critical infrastructure.  

Improved sharing of cyber threat intelligence is one key to shifting this paradigm.   

 

The need for better information sharing is not lost on government or industry.  Several efforts have in 

recent years promoted the sharing of cyber threat intelligence.  Government-driven programs include 

Defense Industrial Base Cybersecurity Information Assurance Program (DIB CS/IA), DHS Enhance 

Cybersecurity Services, and InfraGard.  The Information Sharing and Analysis Centers (ISACs) and 

other private entities have also implemented their own cyber information sharing programs, including 

CRISP and Soltra.  Most information sharing today takes place within sectors.  This is a natural starting 

point as existing relationships of trust, shared business models, and common goals make sharing within 

sectors more attractive.  Strengthening intra-sectoral sharing is one crucial step, as is encouraging sharing 

across sectors.  

 

Useful threat information must be actionable, targeted, and timely.  STIX and TAXII are government-

sponsored efforts to create a standard for describing and exchanging cyber threat information, including 

adversary tactics, techniques, procedures, and how to defend against them.  These efforts are still 

maturing, but they take a critical step in the right direction by establishing a foundational standard upon 

which other entities can build new tools and constructs for sharing and increased automation.   

 

There are significant legal and structural challenges to improved information sharing, including concerns 

about privacy, permissible uses of the information for law enforcement activities, antitrust issues, and the 

role and responsibilities of government in any information sharing construct.  Lengthy facility clearance 

processes impede the sharing of classified cyber threat intelligence.  But most discussions about policy 

solutions to these problems put the cart before the horse by focusing on the legal and structural 

challenges before agreeing upon the attributes of information that make it actionable and useful for 

mitigating cyber threats.   

 

Discussions about the implications for privacy and antitrust should be informed by a clear articulation of 

the attributes of threat information and how it is collected and shared.  This first CSIS workshop on 

information sharing for cybersecurity is focused on requirements for cyber threat information sharing.  

Legal and structural challenges to information sharing are the focus of the second and third workshops in 

the series.    

 



 Workshop 1:  Requirements for Information Sharing 

2:00-4:00 PM, Friday, December 5th  

CSIS, 1616 Rhode Island Avenue NW, Room C115 

 

2:00pm: Welcome & introduction by James A. Lewis, CSIS 

 

2:05pm:  Brief remarks from industry and government representatives (10 minutes each) 

 Mark Clancy, CEO of Soltra and CISO of DTCC 

 Chris Boyer, Assistant Vice president for Cyber Policy, AT&T 

 Greg Touhill, Deputy Assistant Secretary for Cybersecurity Operations and Programs, 

DHS 

 Donald Freese, Director, National Cyber Investigative Joint Task Force, FBI 

 Greg Nojeim, Senior Counsel and Director, Freedom, Security, and Technology Project, 

CDT  

 

2:45pm:  Moderated roundtable discussion  

 

4:00pm: End  

 

Suggested Discussion Questions: 

 

1. Attributes of Useful and Actionable Threat Information  

 

 What are the attributes of actionable cyber threat information?  What makes cyber threat 

information actionable?  

 Are the attributes of actionable cyber threat information different across sectors?   

 Does actionable cyber threat information necessarily contain personally identifying information?  

What are the risks to privacy? 

 Is it more difficult for some entities to scrub out personally identifying information than others?  

 Does anonymization affect the usefulness of the threat information?  

 

2. Requirements for Automation 

 

 How is information formatted for machine-to-machine sharing different? 

 Where will information shared between humans still be essential? 

 Does machine-readable threat information need to contain personally identifying information?  

 

3. Classified Threat Information  

 

 How useful or necessary is classified threat information?  

 Is it possible to modify classified threat intelligence so that it can be shared in an unclassified 

setting?  


