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Executive Summary: Transatlantic Cybersecurity Norms 

December 2013 

 

Europe and the U.S have a collective interest in the promotion of a stable international order based 

on the rule of law, open and equitable arrangements for trade, and a commitment to democratic 

government and individual rights.  But these interests face renewed challenges in a complex global 

political environment.   

 

Cybersecurity is among the most salient of these challenges.  Better cybersecurity requires 

international cooperation.  While many nations understand the risks they face in cyberspace, 

significant political differences create obstacles to collective action.  There is, however, growing 

consensus on responsible state behavior in cyberspace that  This project’s premise is that given 

their close and shared political and cultural values, Europe and the U.S. can work together to 

provides the foundation for international cooperation in cybersecurity in ways that reinforce both 

security and democratic values.   

 

Information Age Norms 

Norms must take into account expectations about cyberspace and information.  Access to 

information now determines the relationship between citizen and state and among states.  A March 

2010 survey of more than 27,000 adults in twenty six countries found that eighty seven percent 

untrammeled accesses to the internet should be a “fundamental right.”  This was true for countries 

rich and poor and as politically as diverse as Sweden and China.1  Ensuring access to information 

is crucial because any approach that does not ensure access will not be perceived as legitimate.   

The internet redefines legitimacy in international politics by increasing the need for persuasion 

and openness as tools of influence, and by expanding the role of new participants – both 

governments and private actors - in diplomatic and governance processes.  While the form of 

international governance is “western” and derived from the European diplomatic tradition,  the 

shared concepts on markets, governance and rights still relatively fragile – less fragile than in the 

past, but still not beyond challenge.   

A Transatlantic Framework for Norms 

The starting point for international cooperation in cybersecurity is the applicability of existing 

international law and the existing norms of behavior that govern State relations.  An expanded set 

of norms for cybersecurity will need to address more than traditional political-military issues.  New 

norms could include measures to ensure continuity, security and stability in cyberspace.  They 

could also include measures to ensure an open, interoperable, and reliable internet, and a 

modernized and globalized multi-stakeholder approach to governance.  Norms in five categories 

                                                        
1 http://news.bbc.co.uk/2/hi/8548190.stm 
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be developed to make this shared global infrastructure ore stable and secure: international security, 

governance, political rights, development, and data protection. 

International security: The 2013 GGE made clear that that the international laws governing 

armed conflict apply to cyberspace, but there are opportunities for further development.  

International law calls for nations to exercise proportionality, distinction and discrimination in the 

use of force.  All three have areas of ambiguity.  Common understandings on proportional 

responses to different classes of cyber attack would reduce risk.  The laws of armed conflict only 

forbid attacks on civilian targets unless there is overriding military necessity.  However, there 

could be international agreement that some targets (the core infrastructure of the internet, nuclear 

power plants, or nuclear command networks) where the risk of collateral damage and escalation is 

so great that countries should pledge to avoid attacks.  Norms could also stigmatize certain cyber 

weapons, as the international community has done with classes of WMD.   

Governance: The existing governance structure needs to accommodate a global user base and the 

vastly increased reliance on the internet for economic activities.  The existing governance structure 

was created for a smaller internet where most users were western.  A new approach could explore 

what framework of institutions could make governance more effective and more representative 

without sacrificing the strengths and flexibility of the existing model.    

Expanded Political rights: Beyond reaffirming the applicability of existing commitment on rights 

to cyberspace, there are new rights for access to data or services (such as social networks) that 

need to be articulated.  In the framework of existing international law and practice, countries are 

free to create reasonable and minimal restrictions if these restrictions do not transgress their 

international human rights commitments.  The standard for state behavior must be to allow access 

to information rather than restrict it. 

Development: Cybersecurity norms must support development.  The World Conference on 

International Telecommunications showed the centrality of development for emerging.  

Transatlantic cooperation could ensure that this development is secure.   

Data protection and privacy: The emphasis in cybersecurity has been the protection of 

intellectual property from cyber espionage.  .  It is in the economic interests of both Europe and 

America, given their dependence on IP-intensive industries, to strengthen compliance with existing 

IP protections and to develop additional measures for enforcing them.  To this we must add the 

protection of personal data.  The central question is to define one nation’s responsibilities regarding 

the data of another nation’s citizens.  A transatlantic norm could build upon strong domestic 

principles for oversight and accountability based on democratic principles and then press for their 

adoption internationally  

Mechanisms for Transatlantic Cooperation 

 

Agreement among nations is the focal point for norms and mechanisms for collective action.  If 
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the EU and the US could agree on a set of initial principles, it would set a precedent for global 

cooperation.  Reflecting previous international discussions of cybersecurity, these could include:   

1. The commitments nations have made to each other apply equally in cyberspace. 

 

2. Individuals are guaranteed the same rights in cyberspace that they have in the physical 

domain. 

 

3. States extension of sovereign authority into cyberspace must be consistent with all of their 

international commitments on the treatment of their citizens. 

 

4. States bear primary responsibility for security, safety, and enforcement in cyberspace.  

Private actors and markets bear primary responsibility for technology, operations, and 

commerce.  

 

5. National laws and international agreements should increase rather than constrain the 

potential of cyberspace for innovation and experimentation in the commercial, political, 

and social fields. 

 

6. Nations will treat cyberspace as a central vehicle to promote global economic development 

and growth, with particular emphasis on the developing world. 

 

7. Agreements on institutions and rules for cyberspace must be representative and created on 

the basis of reciprocity, accountability, and equality in representation. 

 

8. State actions in cyberspace should not threaten the stability of this shared global resource 

and avoid incidental or unintended damage to critical information infrastructures.   

 

Liberty, Equality, Connectivity 

 

Despite an appearance of divergence between Europe and the U.S., transatlantic countries share 

essential political values.  These values are reflected in cyberspace as it now exists (given its 

western origins), but they are not institutionalized in any meaningful way.  An informal approach 

is no longer adequate in the faceoff global political challenges.  The goal of transatlantic 

cooperation on norms for cybersecurity is to build the framework of agreements that will 

institutionalize these values in a secure and stable environment. 

A global consensus on appropriate behavior in cyberspace by states is emerging from the many 

discussions taking place round the world.  Common views among nations on the applicability of 
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sovereignty and international law shape this consensus, but it is preliminary, in need of further 

development and not locked in by any institution or agreed statement.  Absent leadership, further 

development will be slow and a positive outcome not guaranteed.  Europe and the U.S. have an 

opportunity to advance fundamental transatlantic interests in the rule of law, open and equitable 

arrangements for trade, and commitments to democratic government and human rights.   
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Liberty, Equality, Connectivity: Transatlantic Cybersecurity Norms 

 

Europe and the U.S have a collective interest in the promotion of a stable international order based 

on the rule of law, open and equitable arrangements for trade, and a commitment to democratic 

government and individual rights.  These interests face renewed challenges in a complex global 

political environment.   

 

Cybersecurity is among the most salient of these challenges.  The fundamental issues in 

cybersecurity are to protect information (both intellectual property and personal information) and 

reduce the danger of disruption in the cyber environment and the critical infrastructures that depend 

upon it without damage to human rights or innovation.  While many nations understand the risks 

they face in cyberspace, significant political differences create obstacles to collective action.  

Cybersecurity requires international cooperation to make the cyber environment stable and more 

secure.  This essay’s premise is that given their close and shared political and cultural values, 

Europe and the U.S. can work together to shape this foundation to reinforce both security and 

democratic values.   

Did Snowden Derail Transatlantic Cooperation? 

Until the NSA revelations, the U.S. and European countries had worked closely together to define 

responsible state behavior in cyberspace.  The revelations about NSA intelligence activities created 

turmoil and affected the pace and scope of cooperation in cybersecurity.  The leaks highlighted 

that the global networks we have come to depend upon are inherently vulnerable.  Cybersecurity 

requires agreement among states, but the foundation for agreement is trust, and this has sustained 

damage. 

 Reaction to the leaks differs among member states.  German reaction to the revelations has been 

pronounced, and Berlin may demand more attention to the protection of citizen data as a part of 

future cooperation in cybersecurity.  Differing competencies and competing political and 

commercial interests complicate rebuilding of transatlantic trust.  Transatlantic disputes over 

strategy are not unknown, particularly when European domestic politics and U.S. national security 

policy clash, but different political circumstances make these disagreements more perilous and 

perhaps more damaging.    

Democratic norms are still relatively fragile – less fragile than in the past, but still not beyond 

challenge.  It would be unfortunate if internecine disputes among the democracies had the effect 

of weakening the global defense of human rights or inadvertently bolstered the efforts of 

authoritarian regimes to restrict freedom in cyberspace.  European nations have legitimate 

complaints about espionage, but if carried too far, there is a real risk to European and American 

security that seems underappreciated.  The core of transatlantic security rests on building an 

international system based on rule of law, peaceful resolution of disputes, and respect for human 

rights.  Europe and America learned this lesson painfully in 1939 and had it reinforced by the Cold 

War.     
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A serious effort to remediate the political effect of the leaks would embed remedies in a larger 

framework of cyberspace norms for governance and security.  Both sides of the transatlantic 

partnership need to take action to achieve this.  The U.S. will need to bring its espionage practices 

in line with the expectations of its allies and demonstrate political commitments on restraint and 

privacy commensurate with European expectations.  This requires steps by the U.S. to reassure 

European partners, address the concerns of the European public and member states, and establish 

new ways to work with the Commission within its trade and law enforcement competencies.  In 

turn, the Commission and member states need to identify the scope of reciprocal action and 

recognize the cost to their own security and to global human.       

From Transatlantic to Global: The Politics of International Cybersecurity   

Even without the leaks, we would need to reassess cybersecurity.  Powerful myths shaped our 

understanding of cyberspace, but they no longer reflect its political realities.  The view of the 

internet pioneers, largely from the American technical community, was that cyberspace was a 

borderless commons where civil society could assume many of the traditional functions of 

governments.2  These views reflected commonly held views on the future of international relations 

from the 1990s.  The end of the Cold War, the incorporation of communist states (particularly 

Russia and China) into the western “system” of state relations and institutions, seemed to herald 

an end to conflict and a decline in the importance (or perhaps utility) of nation-states and 

Westphalian sovereignty.   

In retrospect, these assumptions were wrong.  Governments suffered a temporary decline in 

influence until they could adjust to the internet and its political, security and economic effects.  

Nation-states are still the most powerful actors internationally and we are seeing the steady, 

incremental expansion of sovereign control into cyberspace as governments attempt to manage 

risk and obtain advantage from digital networks. 

The greatest challenge for the civil society model is in international security.  The non-state 

approach depended on implicit understandings and voluntary private action to secure cyberspace, 

which proved inadequate in the face of determined and largely untrammeled state actors.  Nations 

were quick to exploit for intelligence purposes a global network built with inherently un-securable 

technologies.  The speed and scope of connectivity led to a flourishing of espionage and trans-

border crime, often state-sponsored, that overwhelmed a governance structure designed for 

commerce.   

Any effort to change this comes at a moment of global political transition.  Powerful non-western 

economies are expanding their regional leadership and international influence.  While the form of 

international governance is “western” and derived from the European diplomatic tradition, many 

new participants do not share the common experiences and culture that underpin the transatlantic 

relationship.  Colonialism shapes these nations' historical experience more than global war to 

                                                        
2 with “civil society” composed of western non-governmental organizations and western corporations 
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defend democracy.  Economic decline in Europe and Japan, combined with serious missteps by 

the U.S., have reduced the influence of the western democracies at a time when new entrants are 

asserting themselves in international issues.   

Non-western states with different cultural background and different historic experiences ask why 

they should accept unquestioningly the institutions and agreements put in place at the end of the 

1940s, when a much smaller and largely transatlantic community dominated world affairs.  Nor 

did Cold War success did not mean that Russia and China agreed to docilely follow western rules.  

Other countries share this discomfort with rules developed when most were not yet independent.   

The different historical experience of the new entrants leads them to take a conservative approach 

to international relations where respect for sovereignty makes them reluctant to intervene in other 

nations.  There is also reactive element impelled by discomfort with the unipolar moment and the 

excesses of the American war on terror.  These factors create a degree of alignment with the 

authoritarian regimes who are also challenging western norms and institutions, albeit for different 

reasons.   

As influence and power have diffused throughout the globe, the institutions and agreements shaped 

during the period of Western dominance are being questioned.  There is pressure from the new 

entrants for reconsideration and rebalancing to reflect their differing interests and their growing 

influence.  A rebalancing of international power is inevitable given the growing importance of 

these countries, but the form this rebalancing will take remains open and still undefined.  

One of the successes of the Universal Declaration of Human rights (UDHR) is that it established 

basic freedoms as global norms.  Citizens in countries around the world expect to exercise these 

rights, including the right of untrammeled access to information.  Most of these new powers, 

including influential nations like India, Brazil and South Africa, share the transatlantic 

commitment to democracy and human rights, and in particular the right of free speech.  These 

expectations create political pressures and shape government attitudes in ways favorable for 

reaching global agreements on cybersecurity that reinforce democratic norms.  The commitment 

of most new powers to freedom of speech is a significant difference with the authoritarian regimes 

and their plans for cyberspace.   

The Current Status Cybersecurity Diplomacy 

A loosely coordinated western diplomatic strategy to define norms of responsible state behavior 

has guided transatlantic efforts in international cybersecurity to date.  Two developments – the 

challenge to U.S.-centric internet governance seen at the World Conference on International 

Telecommunications (WCIT), and the NSA leaks – have put this coordination under pressure.  

Two other developments – progress in the UN GGE and the OSCE on norms and confidence 

building measures – show where the strategy has worked.   
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WCIT struggled with alternate visions for the internet’s future.  This was not a bipolar contest, 

with the West automatically on the side of righteousness.  Governments as diverse as Malaysia, 

Vietnam, and India want their values and national laws to have precedence on their national 

networks.  Economic considerations swayed many countries against the incumbent structure.  

Russia and China argued persuasively that this global resource should be managed by all nations, 

under the auspices of the UN.  The largest single bloc, eighty-seven nations, led by regional groups 

from the Middle East and Africa, supported Russia and China’s proposals for a greater government 

control of the internet. The second largest bloc was undecided.  Only a minority supported the 

western position, in part because others saw it as a defense of the legacy structure. 

WCIT highlighted the convergence of security and governance, but it also highlighted the 

obstacles to meaningful treaty commitments.  Norms remain the best approach because there is 

too much distrust among competing nations for any legally binding agreement.  Cyber treaties face 

major problems over compliance, agreement on terms and, fundamentally, deep suspicions that 

the “other side” would cheat.  No single treaty could embrace the full range of cyberspace issues 

and a treaty negotiation would likely become an effort to rewrite and diminish existing agreements 

on trade, human rights, or law enforcement.  A rough hierarchy for international agreement on 

cybersecurity would begin with confidence building measures to create trust, using this increased 

trust to reinforce norms of behavior, and eventually and if necessary, transforming these norms 

into binding international agreements.     

Unlike a treaty, norms are not legally binding.  They reflect instead expectations about behavior.  

A normative approach to cybersecurity draws upon the experience of non-proliferation.  With the 

Missile Technology Control regime, for example, a few like-minded western nations agreed that 

responsible states do not transfer ballistic missile technology.  Over time, the number of adherent 

nations grew and there was acceptance of a new global norm of behavior.  Agreements on 

controlling chemical and biological weapons followed a similar pattern, with institutions like the 

Australia Group providing a mechanism for like-minded nations to cooperate.  A similar approach 

to cybersecurity offers the greatest likelihood of increasing stability and security in cyberspace. 

We can dismiss the argument that norms are too weak, given their success in shaping other areas 

of international activity and because there is no serious alternative.  Our experience with the 

problems of cybersecurity is too limited to guide binding agreement.  Nations will ignore cyber 

treaties that are unenforceable.  For the foreseeable future, treaties face fatal implementation 

problems involving scope, compliance, and verification.  Norms for responsible state behavior in 

cyberspace should remain the centerpiece of a revised transatlantic strategy.   

The work to build confidence and define norms has been a multifaceted effort to define state 

responsibilities towards other states and their citizens, with efforts in the UN, regional groups, the 
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“London Process,”3 and the Budapest Convention on cybercrime.  While there are regional 

differences (certainly in pace, if not substance), there is an emerging consensus about responsible 

state behavior in cyberspace.  The issue now is to further develop cyber norms, win greater 

acceptance for them, and identify when norms must be modified or created for cyberspace. 

Defining norms will be a difficult task for the international community, given disparate views on 

rights, sovereignty and control.  Russia (which tabled a cyber treaty in the UN as early as 1998) 

called in 2003 for the UN to create a Group of Government Experts (GGE) report on possible areas 

of cooperation to reduce political and military risk in the new digital environment.  The first GGE 

produced a lengthy draft report to which no one could agree.  The second GGE (2010) produced a 

very short text recommending that the international community further develop norms and CBMs 

and build capacity in developing countries.   

Any diplomatic strategy will need to change in light of the NSA revelations and their effect on 

U.S. influence, but not as much as an initial appraisal might suggest.  The U.S. can no longer be 

solely the demander in discussions of cybersecurity, but fundamental transatlantic interests for 

greater stability and security in cyberspace have not changed as a result of the leaks, nor has the 

shared commitment to democracy.  The 2013 GGE and the OSCE CBMs provide the foundation 

for further progress. 

The June 2013 Report of the UN Group of Governmental Experts produced agreement among 

countries as diverse as the major NATO allies, Russia, India, and (reluctantly) China.  This 

agreement, later endorsed by the Secretary General and the General assembly, has reoriented the 

political landscape for the discussion of cybersecurity.  The GGE’s foundational element is 

affirmation that existing internal commitments apply equally in cyberspace as they do in the 

physical domain.4  The GGE set important precedents that will guide future discussion of 

international cybersecurity.  The Organization for Security Cooperation in Europe (OSCE) work 

on CBMs to increase transparency and coordination among OSCE members5 complement the 

GGE norms.  The OSCE’s CBMs are also a useful precedent.  The adoption of similar CBMs in 

other regions will help build the trust required for more detailed norms and understandings.      

                                                        
3 The London Process, launched by UK Foreign Secretary William Hague, is a series of information international 

meetings whose aim is to generate a consensus on responsible behavior in cyberspace.  Initially the London process 

was seen as the vehicle for gathering like-minded nations to agree on norms, but its goals have become more diffuse.   
4 These include the applicability of international law, and in particular the Charter of the United Nations, and 

the international norms and principles that flow from state sovereignty, respect for human rights and 

fundamental freedoms, cooperation against criminal or terrorist use of cyberspace; responsibility by States to 

meet international obligations regarding internationally wrongful acts attributable to them, and an 

appropriate role for the private sector and civil society 

5 Measures agreed in the OSCE include the voluntary provision of national views on doctrine; strategy; norms; 

threats; protective measures; and concepts of operating in cyberspace.  OSCE member states will share information 

on national organizations, programs, or strategies for cybersecurity, identify contact points to facilitate 

communications and dialogue, and establish links between national CERTS.   
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Differing roles and responsibilities for international affairs between the Commission and member 

states will also shape diplomatic strategy.  Previously, the Commission had taken a “homeland 

security” approach to cybersecurity, consistent with its economic and public safety responsibilities, 

while the member states had responsibility for political-military issues.  Consistent with 2013 EU 

Cybersecurity strategy, the European External Action Service can play a role in advocating norms 

for international behavior as part of the Commission’s larger diplomatic engagement.  The non-

proliferation experience showed the importance of a joint effort where the U.S., Japan, Australia, 

European nations (who have primary responsibility in Europe for security and defense issues) and 

the Commission, presented a consistent message on norms to persuade non-western nations that 

nonproliferation was indeed a global norm.       

Transatlantic cooperation could benefit by greater attention to the role of NATO.  Agreement 

within NATO on thresholds and collective defense obligations would advance progress on norms.  

An expanded role for NATO in transatlantic cyber defense is politically unacceptable, but NATO 

members should develop common understandings on when a cyber incident moves from being a 

threatening, politically coercive action (as we saw in Estonia) to being use of force or its 

equivalent.   

Member states have been reluctant to clarify responsibilities between NATO and the civil 

authorities in member states and the European Commission for determining action and response.  

Putting aside the troubling implications of fractured responsibilities for collective defense, NATO 

will inevitably face a decision about how to respond to some future cyber incident against its own 

networks or the networks of a member state.  The context for a decision (or set of decisions) on 

responding to a cyber incident will be one of greater than usual ambiguity and uncertainty for the 

NATO’s leaders.  They would do well to discuss and perhaps practice potential response.  Greater 

clarity for both member states and for an external audience and  agreement on what type and level 

of malicious cyber activity could trigger Article V (collective defense) and what kind of messages 

or “signals” NATO would issue during a cyber crisis would increase stability in cyberspace and 

reinforce any larger transatlantic effort.    

The Authoritarian Alternative for Cybersecurity  

Regimes that fear access to information are using the demand for greater security to promote 

policies and rules that restrict openness.  The limitations of the current multi-stakeholder model to 

secure the digital infrastructure provide an opportunity for authoritarian regimes to offer an 

alternative approach to governance and security.  This alternative reflects differing concepts of 

sovereignty, stability and security in cyberspace, reinforced by hostility to the West (and to U.S. 

preeminence).  The basis of the competing model calls is global adoption of Russia and China’s 

‘International Code of Conduct for Information Security and a leading role for the ITU for 

cybersecurity and for governance 

First, the Code of Conduct is an ill-disguised effort to dilute the Universal Declaration of Human 
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Rights.  The UDHR creates norms for state behavior.  States that violate these norms lose 

legitimacy in the eyes of both the community of nations and their own citizens.  For Western 

nations, the long conflict with totalitarianism showed the central importance of human rights for 

international stability.  The counterargument is that holding nations accountable is interference in 

the internal affairs of a sovereign state.  In the 19th century, when human rights were not part of 

the international political agenda, this was accepted international practice.  The Code attempts to 

reclaim some of the freedoms sovereigns lost in acceding to the UDHR.  It reflects a larger debate 

on the interaction between sovereign authority and universal rights that the transatlantic 

community must take into account in developing a shared approach to cybersecurity.   

Second, assigning the ITU a central role in cyberspace would likely lead to politicized or statist 

processes for managing cyberspace.  This puts both innovation and access to information at risk.  

The current, “multi-stakeholder” model is properly criticized for being overly American, 

inadequately representative of the new users of the internet and the states that represent them, and 

unable to deliver key public goods, such as security.  The benefits of the multi-stakeholder model 

is that it allows for a much greater range of innovation in the use of cyberspace, lets markets rather 

than governments guide technology, and has been stunningly successful in creating and expanding 

interoperability and connectivity using privately developed standards and protocols.  Giving the 

ITU these responsibilities would be a step away from privatization, and the ITU’s capacities would 

be strained if it took on new tasks dealing with international security or crime.    

A strong political imperative drives the authoritarian alternative.  For democracies, the political 

effect of the internet is changing the nature of electoral politics, but democracies are used to dealing 

with dissent and debate and have mechanisms to accommodate political challenges.  Non-

democratic regimes are brittle, since they lack political mechanisms to accommodate dissent.  The 

internet and the profusion of information create risk (or the perception of risk) for these regimes.  

This is the primary reason Russia and China prefer to say “information security” and “information 

space,” instead of cyberspace, which they regard as limited only to technology and not including 

content.  The internet creates significant political risk for them and they seek international 

agreement to reduce it.   

The authoritarian alternative reflects an older concept of sovereignty and “non-interference with 

internal affairs” – the norm for state behavior before 1945, before democracies realized the 

importance for international security of rules on how countries would treat their own citizens.6  

The antagonism between this older concept of sovereignty (which gave each state unimpeded 

rights as to how it treated its citizens7) and the “universal” agreements on rights is a source of 

tension in international affairs and it shapes the discussion of cybersecurity.  International human 

rights commitments are largely a western creation, and nations that were not part of the west did 

                                                        
6
 
Jack Donnelly, “State sovereignty and human rights,” http://www.du.edu/korbel/hrhw/workingpapers/2004/21-

donnelly-2004.pdf 
7 Hence the frequent objections to “interference in internal affairs.” 
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not participate in their development and do not necessarily endorse their precepts.  Many countries 

would prefer to limit access to some online content.   

The asymmetry in political risk is one of the central complications for reaching international 

agreement on cybersecurity and an important consideration for negotiation, but it should not 

obscure the larger strategic goal of collective action in cyberspace.  A transatlantic approach must 

balance the requirements for near term agreement with non-democratic states with the need to 

place global cybersecurity on a foundation of principles and norms that reflect democratic political 

and economic values.  Multilateral discussion of cybersecurity among nations with disparate views 

of risk will involve defining the boundary for sovereign action and the limits of international 

commitments.  This is an opportunity for transatlantic community if it can find flexible approaches 

that accommodate the concerns of new users while placing global cybersecurity on a foundation 

of principles and norms that reflect democratic political and economic values.   

Information Age Norms 

Any discussion of norms must go beyond traditional political-military concerns or simple 

endorsement of existing international law to ask what new norms are needed for cyberspace.  The 

characteristics of the cyber environment that new norms must reflect are access to immense 

amounts of information and an enormous expansion of the “political space” (for discussion, debate 

and association.  Access to information now determines the relationship among states and between 

citizen and state.  Access shapes citizen expectations for how they will be governed and creates 

powerful centripetal forces that are remaking social and political systems.      

The expanded role of information changes the requirements and expectations for political 

legitimacy.  Legitimacy is the source of authority.  Legitimacy is created by the consent of the 

governed, as they acknowledge authority and assent to its rules.  A complex political tradition 

derived from the Enlightenment links legitimacy and assent, and assumes that the exercise of 

“reason” will lead a majority of citizens to assent to the best policies (in practice, of course, this 

may take many iterations and much debate).  The internet has changed the requirements for 

legitimacy and assent, and new norms must take into account citizen expectations about 

cyberspace and access to information.   

A March 2010 survey of more than 27,000 adults in twenty six countries found that eighty seven 

percent believed that complete access to information on the internet should be a “fundamental 

right.”  This was true for countries rich and poor and as politically as diverse as Sweden and China.8  

Ensuring access to information is crucial for long-term stability in cyberspace because any 

agreement that does not guarantee access to information will face immense public resistance.  

Cybersecurity norms must establish expectations for state behavior on free access to information 

and the protection of personal information, intellectual property and human rights. 

                                                        
8 BBC, “Internet access is 'a fundamental right,'” March 2010,   http://news.bbc.co.uk/2/hi/8548190.stm 
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Access to information does not mean a complete absence of constraint.  Countries have the right 

to create reasonable and minimal restrictions on certain kinds of information if these restrictions 

do not transgress their international commitments for human rights and for trade – restrictions on 

child pornography are a universal example of this.  The optimal policy, however, must be to allow 

access to information rather than restrict it.   

The internet redefines legitimacy in international politics by increasing the need for persuasion 

and openness as tools of influence, and by requiring broader involvement by new participants – 

both governments and private actors - in diplomatic and governance processes.  Cybersecurity 

norms require not only extending the current framework for interstate relations in trade, conflict 

and human rights into cyberspace, it requires meeting the new obligations for transparency and 

access to information that are reshaping global expectations about legitimacy.  

 Only norms that take into account the central role of the right of access to information will produce 

security and stability.  While identifying new norms will require debate and experimentation, 

agreement on norms is essential for building international governance structures and mechanisms 

for collective action to fit the new international political environment, and an opportunity for 

transatlantic cooperation and leadership.    

A Transatlantic Framework for Responsible State Behavior 

The starting point for international cooperation in cybersecurity is agreement on the applicability 

of existing international law and the existing norms of behavior that govern State relations.  The 

path for extending the definition of responsible state behavior into cyberspace lies in agreement 

among states to observe their existing commitments in international law on human rights, trade 

and armed conflict.  While nations have taken initial steps in this direction, with agreement in the 

General Assembly that human rights apply equally in cyberspace and with the 2013 GGE, it is 

imperative to define an expanded set of norms for cyberspace.    

New norms could include measures to ensure continuity, security and stability of the Internet.  

They could also include measures to ensure an open, interoperable, reliable, and secure Internet, 

and a modernized and globalized multi-stakeholder approach to governance.  Norms fall into five 

categories: international security, governance, political rights, development, and data protection. 

 International Security  
 

Concerns about the “militarization” of cyberspace or that international agreement on the 

applicability of the Laws of Armed Conflict will legitimize cyber conflict are specious.  All major 

military powers have developed cyber attack capabilities.  It will be more productive to clarify and 

expand constraints on the use of cyber attacks.  The 2013 GGE affirmed that existing international 

laws governing armed conflict apply to cyberspace, but there are areas of ambiguity and 

opportunities for further development.  International law calls for nations to exercise 

proportionality, distinction and discrimination in the use of force.  All three have areas of 
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ambiguity.  Pictet’s criteria of scope, duration, and intensity are a starting point for assessing what 

is a proportional response to a cyber attack, but these decisions are left to national discretion.  A 

discussion to increase common understandings on proportional responses to different classes of 

cyber attack would reduce risk.   

Expanding the limits on collateral damage (unintended damage to non-combatants) is crucial 

because the risk of collateral damage is greater in the case of cyber attacks, given the higher degree 

of connectivity among networks.  Physical distance from the target is not a barrier to damage.  

These factors increase the risk that a legitimate attack will have inadvertent consequences, making 

international agreement to limit the risk of collateral damage a foundational norm for cyber 

conflict.  

LOAC currently forbids attacks on civilian targets unless there is some overriding military 

necessity.  Belligerents are expected to avoid attacks that cannot reasonably be limited to a specific 

military objective or which are indiscriminate or haphazard in their inclusion of civilian targets.  

This reflects the practical reality that combat knows few bounds.  Civilian targets have been 

attacked in every war.  However, there could be international agreement that some targets (core 

internet infrastructures, such as the “Root Servers” of the internet addressing system, nuclear 

power plants, or nuclear command and control networks), where the risks of collateral damage 

(and conflict escalation) is so great that any attack should generally be avoided.   

Norms could also stigmatize certain cyber weapons, as the international community has done with 

classes of WMD.  WMD is stigmatized because of their demonstrably horrific effect; cyber attacks, 

outside of science fiction, do not produce the same damage.  It is also difficult to define a cyber 

weapon, given the range of techniques available for creating them and the widespread availability 

of software.  A starting point could be transatlantic agreement that nations will not transfer or allow 

the transfer of cyber tools specifically designed to damage critical national infrastructure, Stuxnet 

being a primary example.    

 Governance 
 

The existing internet governance structure is under pressure.  It needs to change to meet citizen 

expectations for legitimate governance.  This means more transparent and accountable processes 

for an expanded community of internet users.  It does not mean a single overarching entity, but 

greater coordination and openness between the political, security and technical communities.  The 

question of hierarchy among these communities remains open, and any response requires finding 

a sustainable balance between legitimacy and competency among competing groups and 

governance concepts  

The emergence of a global internet community and the vastly increased reliance on the internet for 

crucial economic activities challenge the civil-society approach that lies at the center of the 

governance structure created by the U.S. in the late 1990s.  This governance structure was created 

for a smaller internet where most users were western.  It was based on rosy and comfortable 
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assumptions about the future of international security that underestimated risk.  Change in this 

legacy structure is inevitable but the form this change will take remains unclear.   

It will no longer be easy to treat cybersecurity and internet governance as unrelated issues.  The 

clearest overlap between governance and security involves the manipulation of the internet 

addressing system for political, espionage, or military purposes.  At least one country has 

experimented with these techniques, either as a weapon to disrupt internet services or to control 

political dissent.  Existing governance structures find this difficult to prevent and agreement among 

states is the best way to reduce risk and increase stability.   

Change does not mean a wholesale replacement of the existing governance structure, but 

modernizing it to reflect a global polity and new responsibilities.  A likely path for change is 

consistent with a middle way for internet governance, between those who reject any change and 

those who seek greater political control of the internet.  Neither governments nor the private sector 

are by themselves capable of managing this complex new global infrastructure.  A transatlantic 

approach to governance should endorse concepts and that are least disruptive to global connectivity 

and to stable operations, and least constraining to trade, future growth, innovation and human 

rights. 

Clarifying the role of the UN is a key issue for global discussions of governance.  Many new 

internet user nations believe that internet governance is best entrusted to formal governmental 

bodies anchored in the UN. A governance system not associated in some way with the UN system 

will not be perceived as fully legitimate by these new users.  As these states assert a greater role 

over their national networks there will be an almost tidal pull towards assigning the UN increased 

responsibilities, but there is reasonable concern that changing a system that has worked so well as 

the internet expanded to encompass billions of users for one that may be less flexible and more 

politicized will harm the global interest.   

New norms for governance could include commitments to ensure an open, interoperable, reliable, 

and secure Internet operated by the private sector, within the framework of existing government 

commitments on trade, crime and security.  They could emphasize that operational and technical 

aspects be left to existing non-governmental groups like the Internet Engineering Task Force, 

similar to the approach taken in governing other global infrastructures, such as finance, air travel 

or shipping where responsibilities are divided between public and private sector actors.  Finding 

the right balance between state and private sector and modifying (or developing) the best 

institutional structure will be an iterative process that transatlantic agreement can help to shape 

and guide.   

 Political Rights  
 

The internet is a barb in the side of authoritarian regimes.  It provides their citizens with access to 

alternative (and usually more accurate) sources of news.  The internet provides an ability to express 

dissent, organize and coordinate political activities.  Democratic societies incorporate dissent into 
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their political processes and consider these actions to be routine.  Authoritarian regimes do not 

have mechanisms for dealing with dissent other than coercion.  The quandary for authoritarian 

countries is that they want the internet to be open for business but closed for politics.  They see 

free access to cyberspace as a source of political, military, and social risk, yet at the same time, 

they are drawn to the economic potential that cyberspace creates.     

Authoritarian countries have put in place extensive national controls on access and use of the 

internet.  These national controls are inadequate.  Services and information located outside their 

boundaries are still accessible to their publics.  They seek to “internationalize” control through 

changes in governance and in the standards and protocols, which reflect the democratic political 

values of their authors.   

A central tenet of transatlantic cybersecurity norms must be that rights exercised in cyberspace 

deserve the same protection as those exercised in the physical world.  Human rights are an essential 

component of international security.  Beyond reaffirming the applicability of existing 

commitments to cyberspace, political rights need to be extended to take into account access to 

online data.  The norm for state behavior must be to allow access to information rather than restrict 

it. 

A transatlantic norm should extend existing rights to apply to services such as social networks, to 

ensure online access to information or services.  In the framework of existing international law 

and practice, countries are free to create reasonable and minimal restrictions if these restrictions 

do not transgress their international human rights commitments, but there should be explicit 

recognition that fundamental freedoms of expression, assembly, and association, apply equally to 

social networks.  Similarly, a new norm could define responsible state behavior when it comes to 

protection of online identities (bearing in mind the “Digi-Notar” case where fraudulent certificates 

were used to identify activists to Iranian security forces), and for the protection of personal data 

located in social network servers or “clouds.”   

 Development  
 

Cybersecurity norms must include support for development.  A credible approach to development 

is crucial for international agreement on cybersecurity.  The World Conference on International 

Telecommunications showed that development - access to broadband services to boost economic 

growth - is the most important consideration for emerging economies when they think about 

cybersecurity and internet governance.  A transatlantic effort could ensure that this broadband 

development is secure.   

Cybersecurity capacity building must be “embedded” in a larger story of development and 

economic growth from increased broadband capabilities.  It needs to avoid the pitfall of the existing 

narrative that links the internet status quo to economic growth.  Many non-western governments, 

already tempted by the idea of sovereign control of informational resources, note that a lack of 

internet freedom has not stopped China from outpacing Europe and the U.S. when it comes to 
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economic growth.  These nations have different attitudes to the relationship between government, 

business and society.  The “digital opportunity agenda” attempted to blend democratic values, 

development, and security into a lumpy and unpersuasive package.  A better approach would assist 

developing countries in designing the policies and regulations that maximize broadband’s 

contribution to growth while preserving essential freedoms.   

There is overwhelming demand for mobile connectivity, and commercial network operators are 

best placed to build national networks in developing countries.  Western experience shows, 

however, that cybersecurity will be an afterthought in the deployment of networks.  This is one 

area where a coordinated transatlantic effort is vital.  The U.S. and European nations can work 

with private companies and governments to make sure that broadband deployment is both secure 

and open – many nations have little or no cybersecurity capability, and providing training and 

technical assistance in building national cybersecurity capacity (training specialized law 

enforcement groups or strengthening national CERTs) can be done at relatively little expense. 

 Data Protection and Privacy 
 

The emphasis in cybersecurity has been the protection of intellectual property from cyber 

espionage.  To this we must now add the protection of personal data.  The central question is to 

define one nation’s responsibilities regarding the data of another nation’s citizens.  A transatlantic 

norm could build upon strong domestic principles for oversight and accountability based on 

democratic principles and then press for their adoption internationally.9   

It is in the economic interests of both Europe and America, given their dependence on IP-intensive 

industries, to strengthen compliance with existing IP protections and to develop additional 

measures for enforcing them.  Concern over the consequences of irritating China has hobbled 

transatlantic action to resolve the problems, but weak IP protections cost Europe and the U.S. 

billions of Euros in trade and thousands of jobs every year.  While cyber conflict poses the greatest 

risk, weak IP protection is the most damaging cybersecurity problem.  Changing this will require 

extending existing norms and perhaps creating new ones to protect data in cyberspace.   

Enlightenment norms called for nations to recognize the equality of citizens and their right to 

freedom of speech, assembly, belief and to seek redress for government action.  To these the 

Universal Declaration of Human Rights, perhaps inspired by the horrors of collectivization and 

war, asserted the “security of the person,” the rights of the individual and not just the citizen’s 

rights as a political actor.  The right to privacy is the foremost of the “post-enlightenment” norms 

and redefines the relationship of the citizen to the state.   

For privacy, the burden in the transatlantic relationship clearly lies on the U.S.  The recent U.S. 

commitment to extend existing privacy protections and to place limits on bulk collection of data 

on European citizens by government agencies is essential to rebuild trust.  Additional steps might 

                                                        
9 This suggestion comes from Ronald Deibert of the Munk School 



20 
 

include reviewing the Safe Harbor Agreement or expanding protections for existing data sharing 

programs, but this needs to be done in a way that does not hurt economic growth.  Progress will 

also depend on how the U.S. and Europe agree on the implementation of new EC privacy 

regulations.  These trade agreements will affect and shape transatlantic cybersecurity cooperation.   

Pragmatic transatlantic understandings on the protection of personal data could create a global 

norm, but this will require that we recognize the lack of salience of privacy and the differing levels 

of concern in many nonwestern governments for this issue.  Given the opacity that most 

governments apply to their surveillance activities, agreement between the U.S. and Europe is the 

only path for greater protection of personal data on a global basis.    

It will also require recognition of the need for reciprocity.  Many Europeans want a right to seek 

“redress” from the U.S. when they believe their personal data has been compromised.  In turn, 

European nations need to provide greater transparency into their own intelligence activities 

directed against U.S. persons and expand their public oversight processes for such activities.  

Reciprocity is essential: diplomatic experience shows clearly that unequal burdens are not 

sustainable.   

Mechanisms for Transatlantic Cooperation 

 

New structures could improve coordination in cybersecurity.  An initial decision is whether to seek 

agreement among all states on norms and responsibilities in cyberspace or whether to move to 

building agreement among like-minded states (while leaving the door open for other nations to 

join at some later date).  The two approaches are, of course, not mutually exclusive.  An informal 

coalition of western democracies, united by common concerns, has been effective in promoting 

agreement on international cybersecurity.  The issue is whether this should become more formal, 

a group of like-minded nations who agree to norms and confidence building measures.  This was 

a path for success in developing global nonproliferation norms.  The advantage of this approach 

is, pace the revelations about NSA, that it will be easier to reach agreement on meaningful norms 

in a like-minded group than in an oppositional grouping.  The disadvantage is that a transatlantic 

approach, unless carefully handled, may alienate non-western democracies.   

If there is not adequate progress in getting broad agreement on norms for international 

cybersecurity, the mechanism for building a normative framework can use agreements among 

transatlantic nations while continuing to push in global or regional forums for their broader 

adoption.  The development of a like-minded process must aim to be inclusive from the start.  This 

requires balancing the need for progress on identifying norms and the need to win broad support.  

The nature of any like-minded group remains to be determined.  It could be as simple as a joint 

statement by nations on their responsibilities in cyberspace.  The London Process (if it continues) 

or other existing groups, like the G-7 or G-20 lack the necessary “like-mindedness,” and some new 

multi-stakeholder institutional structure for cybersecurity may be necessary in the future.  

Transatlantic agreement on a like-minded group must encourage later entry by nations not involved 
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in its drafting.   

Accelerating international agreement on cybersecurity requires a degree of boldness.  Progress in 

dealing with other transnational problems such as proliferation or money-laundering, began with 

a small group of like-minded nations agreeing on certain principles and recommendations for 

cooperative action in dealing with the problems.  Over time, they were able to win broader support 

for the principles and gain additional members.  The Financial Action Task Force, for example, 

began with 16 members (the G-7 member States, the European Commission and eight other 

countries).  It now has 36 members and 8 observers.  There has been reluctance in the past to move 

to a like-minded approach because of the risk of alienating some countries, but the alternative is 

continued drift.  Agreement between the Commission, the U.S., and countries like Japan and 

Australia initiate a process that would lead to global norms.   

Shape the development of cybersecurity norms 

Important nations like India, Brazil, and others share to a degree Russian and Chinese concerns 

over the transatlantic foundation of “universal” values, but they also share a commitment to free 

speech and democracy.  This shared commitment offers a basis for partnership with the emerging 

powers if Europe and the U.S. can address economic, privacy and sovereignty concerns in these 

nations.  An effective diplomatic effort would see member states, the External Action Service, and 

the U.S. coordinate their efforts in approaching emerging powers to gain broad international 

support for responsible behavior in cyberspace.  

A unified effort by Europe and the U.S. will be more persuasive than uncoordinated individual 

approaches.  Transatlantic agreement will make it easier to deliver a consistent message to Russia 

and China on their responsibilities and the need to change their behavior.  They will not wish to 

be cast as outsiders if other states agree on credible international norms.  It could also potentially 

serve as the basis for multilateral agreement on institutions and on tangible consequences for 

irresponsible behavior in cyberspace.   

Principles for Transatlantic Cooperation in Cybersecurity 

Three trends – the effect of digital technologies, the emergence of newly powerful nations, and a 

renewed challenge to democracy and human rights - shape the discussion of cybersecurity.  In this 

context, however, we can identify core principles to guide transatlantic action to make cyberspace 

secure and stable.  A starting point for transatlantic cooperation would be to articulate an agreed 

vision for the future of cyberspace.  Principles could give weight and impetus to ideas that have 

emerged as central to the discussion of cybersecurity:  

9. The commitments nations have made to each other apply equally in cyberspace. 

 

10. Individuals are guaranteed the same rights in cyberspace that they have in the physical 

domain. 
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11. States extension of sovereign authority into cyberspace must be consistent with all of their 

international commitments on the treatment of their citizens. 

 

12. States bear primary responsibility for security, safety, and enforcement in cyberspace.  

Private actors and markets bear primary responsibility for technology, operations, and 

commerce.  

 

13. National laws and international agreements should increase rather than constrain the 

potential of cyberspace for innovation and experimentation in the commercial, political, 

and social fields. 

 

14. Nations will treat cyberspace as a central vehicle to promote global economic development 

and growth, with particular emphasis on the developing world. 

 

15. Agreements on institutions and rules for cyberspace must be representative and created on 

the basis of reciprocity, accountability, and equality in representation. 

 

16. State actions in cyberspace should not threaten the stability of this shared global resource 

and avoid incidental or unintended damage to critical information infrastructures.   

 

These principles reflect the larger trend of the “normalization” of cyberspace as an integral part of 

the political fabric rather than something sui generis.  They focus on state action for a number of 

reasons.  Debates over the demise of the Westphalian state misrepresent the problem we face in 

cyberspace.  The relationship between the state and its citizens and with other states is changing 

in light of the new informational tools, but nation-states remain the most powerful international 

actors.   

States are the actors that citizens will most likely perceive as legitimate, they bear direct 

responsibility for the provision of public goods and political order, and they retain their dominance 

in the use of armed force.  State actors pose the greatest threat to the security of cyberspace, 

particularly if we consider those states who offer de facto sanctuaries to cyber criminals or that 

have covert military programs.  A voluntary compact among private actors, while helpful, will not 

constrain those states where the private sector plays a subsidiary role.  Agreement among states is 

the focal point for adoption of norms of behavior and mechanisms for collective action.   

Principles should create the basis for legitimacy of action and for greater international stability.  

The traditional U.S.-centric approach to collective action in cyberspace minimized the role of 

governments, but this will need to change as non-western audiences with differing views of 
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governance gain more influence.  Finding a way to expand the governmental role without losing 

the benefits of private action is a central problem for cybersecurity, but agreement among states 

will lay the foundation for action by private actors.  A joint EU-US statement on the principles 

could guide international cooperation in cybersecurity and set a precedent for global cooperation.   

Liberty, Equality, Connectivity 

 

The debate over cybersecurity is an inflection point for the future of international relations.  How 

the new global infrastructure is governed and secured will help determine if the future is more 

democratic and peaceful or riven by conflict.  Europe and America know better than most the 

importance of democracy and human rights for international stability.  Transatlantic countries 

share political values that emphasize the rule of law, democratic governance, free markets, and 

respect for individual liberties.  These values are reflected in cyberspace as it now exists (given its 

western origins), but they are not institutionalized in any meaningful way.  An informal approach 

is no longer adequate in the face of global political challenges.  The goal of transatlantic 

cooperation on norms for cybersecurity is to build the framework of agreements that will 

institutionalize these values in a secure and stable environment. 

The existing “state of nature” in cyberspace is too Hobbesian to be sustained, as the internet and 

the other digital networks that comprise cyberspace become the essential global infrastructures.  A 

coordinated effort has the best chance to shape cyberspace’s new political environment in positive 

ways.  Ttransatlantic cooperation is crucial for cyberspace’s evolution to continue on a democratic 

path.  The mechanisms for this cooperation will vary, depending on the issue, shaped by the 

division of competencies among European nations, the Commission and NATO.   

Nations are gradually extending control of their national networks, but these national solutions do 

not have extraterritorial effect.  Assertive new powers will attempt to reshape the international 

agenda to use international agreement on cybersecurity and internet governance to address political 

issues created by access to information.  There are legitimate reasons for governments to want a 

greater and more directive role in cyberspace, but there are real risks that expanded roles for 

governments will, intentionally or inadvertently, damage the rights and opportunities cyberspace 

now provides.  A cooperative transatlantic approach could identify a path for progress in 

cybersecurity that can guide the extension of sovereignty, the transformation of governance and 

the desire for greater stability.  Any strategy will require different approaches for different 

audiences: authoritarian states, emerging powers, and the developing world, but the common core 

should be principles that reflect the shared transatlantic values.   

A global consensus on responsible behavior in cyberspace by states is emerging from the many 

discussions taking place round the world.  This consensus is grounded in common views among 

nations on the applicability of sovereignty and international law, but it is preliminary, in need of 

further development and not locked in by any institution or agreed statement.  Absent dynamic 

leadership, further improvement sin cybersecurity will be slow, and a positive outcome not 
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guaranteed.  In this changing politic environment, both Europe and the U.S. have an opportunity 

to advance fundamental transatlantic interests in the rule of law, open and equitable arrangements 

for trade, and commitments to democratic government and human rights.   
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Summary of EU-U.S. Cyber Cooperation 

The November 2010 U.S.-EU Summit launched a new transatlantic approach on cyber security 

and cybercrime cooperation.  A year later, an U.S.-EU Working Group was created to focus 

transatlantic efforts on cyber incident management, public-private partnerships, public awareness 

and education, and cybercrime as the focus of future transatlantic efforts.  Unfortunately, there has 

not been much to show from these efforts. 

Both Washington and Brussels have faced obstacles with drafting and implementing 

comprehensive legislation on cyber.  For the EU, there were longstanding jurisdictional battles 

among key players in the Brussels bureaucracy, particularly between DG Connect (formerly DG 

Information Society) which leads on internet governance and commercial data privacy, DG Home, 

which handles cybercrime, and the EU’s diplomatic arm, European External Action Service 

(EEAS).  The bureaucratic interaction between these agencies has delayed and, on occasion 

deterred, decision making on cyber strategies.   

Beyond bureaucratic entanglements, EU Member States have been loath to surrender sovereignty 

to Brussels on an issue that touches both national security and law enforcement prerogatives.  For 

example, France’s Strategy for Information Systems Defense and Security identifies attacks on 

corporate and government information and communication as a national security matter.  

Similarly, the 2011 UK Cyber Security Strategy denotes cyber security as a national security issue.    

And last but certainly not least, the controversy over data privacy and cyber espionage due to the 

public release of NSA collection methods and sensitive documents since June 2013 has greatly 

complicated transatlantic efforts to maintain, let alone expand, overall data sharing.  If anything, 

there are active efforts by the European Parliament to roll-back transatlantic cooperation.  

For the U.S., unresolved disputes between libertarians, the private sector, and jurisdictional 

disagreements led the U.S. Administration to craft and implement President Obama’s February 12, 

2013 Executive Order on cyber security rather than seek comprehensive legislation from Congress 

that the White House had originally desired.  Within the Obama administration, there is very little 

agreement what type of national legislation is the best way to address cyber security, which has 

led to a ‘best practices’ policy approach whereby Washington provides non-binding 

recommendations on cyber security to public and private stakeholders.  For example, in October 

2013 the White House released a draft document outlining voluntary cyber security standards for 

companies to adopt.     

EU Process 

The EU introduced a new cyber security strategy in February 2013 at about the same time that the 

Obama administration launched its Executive Order on Cyber Security.  Both the President’s order 

and the EU proposal called for a coherent international cyber policy with key partners and 

organizations, including the private sector; sought to protect individual rights in cyberspace; 
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promoted norms of behavior in cyberspace; and supported cooperative measures to protect 

sensitive infrastructure against cyber-attack, including desktop exercises to that effect.   

Significantly, the nearly simultaneous release of the U.S. and EU policies on cyber revealed 

common approaches which strengthened the likelihood of improved transatlantic cyber security 

cooperation. 

The EU’s top priority was to preserve critical civilian infrastructure with EU Member States 

responsible for managing and protecting national networks while providing reports on serious 

incidents. At the same time, Brussels established a Computer Emergency Response Team (CERT-

EU) to cope with the most serious cyber attacks.  The European Union Agency for Network and 

Information Security (ENISA) conducted multinational, multi-stakeholder cyber exercises to test 

cyber resilience, including a tabletop exercise with the U.S., the so-called Cyber Atlantic exercise 

in November 2011.  The Cyber Atlantic 2011 was the first joint EU-US cyber exercise, gathering 

more than 60 participants from 16 EU member states and the US.  The main objective of the 

simulation was to explore and improve ways in which the EU and the US could enhance 

cooperation in cyber crisis management.  While a follow-up exercise has been scheduled for 2014, 

whether or not it will take place in the wake of the NSA revelations remains to be seen.  Finally, 

the EU launched an effort to update its Directive on Network and Information Security (see below) 

– a collaborative product of DGs Connect, Home, and the EEAS.   

Proponents of a more robust European cyber effort hailed the new policy initiatives as important 

steps toward both the creation of a pan-European cyber security approach and the creation of a 

larger European Digital Single Market, a top EU priority to boost growth and jobs in the anemic 

European economy (initial estimates project that a Digital Single Market could raise the EU’s GDP 

by more than 4%).  The private sector however criticized certain elements of the EU draft directive 

which they viewed as cumbersome to business and economic growth.  For example, the EU draft 

Directive required firms to inform governments of cyber incidents and gave the European 

Commission power to impose new standards and specifications on commercial entities.   

What the EU Cybersecurity Strategy Says 

The Cyber strategy that the Commission and EEAS jointly released in February 2013 sought to 

define and prescribe how the EU and the Member States should deal with every aspect of 

cybersecurity, from promoting freedom and democracy in third states to protecting critical 

infrastructure from disruptive cyber-attacks.  The report recognized that the internet has had a 

mostly positive impact in stimulating innovation and growth, but cautioned that new technologies 

had also increased the vulnerability of societies (regarding individual privacy, industrial 

infrastructure, and national defense) to malicious actors.  It noted that completion of a Single 

Digital Market in the EU could sharply boost personal incomes but noted that concerns about 

cybercrime and other cyber weaknesses had deterred many citizens from fully reaping its benefits, 

for example, in the areas of e-commerce and internet banking.   
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The cyber strategy paper identified several strategic priorities, notably improving cyber resilience, 

reducing cybercrime, developing common cyber defense policies and capabilities, and enhancing 

EU-based technological cyber capabilities.  Gaps in cyber resilience both within and among 

national authorities prompted the EU to propose new legislation (the Directive, below) that would 

mandate or encourage common procedures, preparedness, and information sharing among the 

Member States.  It also required private sector actors in key industries – energy, transport, banking, 

stock exchanges, internet services, and systemically important government offices – to improve 

their cyber defenses.   

To combat cybercrime, the Commission supported augmenting the capabilities of the newly 

created European Cybercrime Center (EC3), which became an important vehicle for greater 

cooperation with the U.S. government on suppressing child pornography and other forms of sexual 

exploitation.  Perhaps the greatest accomplishment on this front has been the expansion of the 

Global Alliance against Child Sexual Abuse online, which was launched by U.S. and EU 

authorities in 2012, and now includes more than 50 countries.  Additionally, the EC3 will develop 

techniques and resources to better facilitate investigations relating to cyber offenses and will 

provide training for European law enforcers and jurists in the field of cyber legislation.  The EC3 

will also perform a vital interlocutor function, coordinating efforts between European institutions 

and companies and organizations within individual member states.   

More ambitiously, the strategy called for the integration of cyber defense policies into the EU’s 

Common Security and Defense Policy under the leadership of the EEAS.  The Final Report of the 

High Representative, released in October 2013, calls for the creation of an EU Cyber Defense 

Policy Framework specifically focusing on ways to enhance European capacity development in 

cyber defense through improved training and research programs.   European leaders addressed 

cyber security issues during the December 2013 European Council summit on Europe’s overall 

common security and defense policy (CSDP).  

And finally, noting the preeminence of American firms in the cyber commercial space, the strategy 

called for measures to encourage the growth of native European cyber capabilities through such 

measures as financing R&D. The Horizon 2020 initiative, which was recently adopted by EU 

member states in December 2013, aims at boosting Europe’s competitiveness in the fields of 

science and technology and has allocated €1.8 billion in 2014 funds to encourage innovation in 

key areas like information and communications technology (ICT).  The Horizon initiative also 

awards €136 million through 2015 to facilitate research pertaining to cybersecurity and data 

privacy.   

Cyber Directive on Network and Information Security 

As the EU’s Cyber Strategy was released, the European Commission submitted its 48-page 

proposal for a comprehensive Cyber Directive to the European Parliament and European Council 

(representing the Member States) as both the European Parliament and the Council must approve 
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the Directive before it becomes law and is implemented at the national level.  The document’s 

introduction provides the legal background and precedent for the Directive by listing the previous 

laws and motions which the Member States had previously committed themselves to by way of 

more effective cyber mechanisms.  Although the Directive was careful not to over-reach or step 

on Member State sensitivities, the Commission concluded that tougher regulations were needed to 

close legislative loopholes and impose greater uniformity on cyber practices as weakness in one 

Member State could easily undermine cyber defenses in another.  This effort would not be cost-

free:  the total one-off cost of establishing an EU-wide system was estimated at €1.25 billion, or 

roughly $1.7 billion. 

The Directive further requires Member States to develop national cyber strategies, create national 

bodies to coordinate policies in cooperation with Brussels, enhance their national Computer 

Emergency Response Teams (CERTS), engage the private sector and inform the public.  Although 

national bodies were required to report on any personal data breaches resulting from a cyber-

incident, the Commission also encouraged steps to minimize the administrative burden of such 

notifications and allowed some flexibility in development of harmonized security standards while 

seeking to maximize personal data protection.  Despite this attempt at balance, however, private 

sector firms were very reluctant to embrace these more open-ended and costly requirements.  

Article 13 of the directive was of particular importance to the U.S. as it gave the EU power to 

conclude international agreements with third countries or organizations that would permit their 

participation in the EU network, subject to data privacy provisions.  The Directive gave Member 

States 18 months to publish and adopt the necessary measures to implement the law and another 

18 months to actually implement them.  Annexes to the Directive spelled out the specific 

obligations of the CERTs, identified critical sectors, and estimated the impact on expenditures. 

Complementing the Cybersecurity Directive is a second piece of legislation called the Directive 

on Attacks against Information Systems which focuses exclusively on the legal repercussions of 

cyber offenses involving EU member states. Adopted by both the European Parliament and the 

European Council in August 2013, this Directive represents an important effort to harmonize 

national laws and penalties within the EU in order for European authorities to begin to prosecute 

cyber assailants.  According to EU Commissioner for Home Affairs Cecilia Malmström, 

“…perpetrators of increasingly sophisticated attacks and the producers of related and malicious 

software can now be prosecuted, and will face heavier criminal sanctions,” as a result of the new 

legislation.  For example, under the new laws major cyber violations, such as the large-scale, 

deliberate, and unauthorized deletion or modification of computer data or information systems, is 

a criminal offence punishable by up to three years of imprisonment.   

Additionally, the Directive defines European cyber jurisdiction as being applied in instances where 

offenses are committed by an EU national or “wholly or partially within their territory.” This 

applies to attacks from abroad against cyber infrastructure within the EU, as indicated in Article 

12.  The EU Cyber Directive also reinforces the importance of incident reporting, stating that EU 

member states should collect and report statistical information and analysis regarding network and 
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information security violations to the European Commission which is in contrast to current U.S. 

reporting policy that is voluntary in nature.  

In sum, the EU’s Cyber Strategy and Directives mark positive steps forward as the Commission 

had begun to address longstanding divisions within its inter-services (interagency) process.  

Streamlining EU cyber practices can be beneficial both in terms of enhancing national security 

and securing cost savings.   

Data Privacy and Protection Debate 

Initial transatlantic cyber policy success, however, could not completely surmount the ongoing 

and deepening transatlantic divide over data privacy and protection.  During its first term, the 

Obama administration invested enormous time, resources and political capital to complete and 

retain important transatlantic data sharing agreements with the EU, such as the Safe Harbor 

Agreement,  the Terrorist Finance Tracking Program or TFTP (financial counter-terrorism), and 

the Passenger Name Record (screening of travelers) program.   Yet many members of the European 

Parliament and national politicians opposed these agreements because they believed they could 

result in violations of individual privacy.  Fortunately, the European debate over data privacy has 

not yet spilled over into the cyber security policy arena.  Despite the fact that most European policy 

makers tacitly acknowledge the need for appropriate defensive measures to fend off cyber-attacks, 

their overriding concern is to protect privacy and enhance data protection.    

In January 2012, the Commission released draft legislation seeking to harmonize rules on data 

protection in the now 28 Member States concerning personal data (a Regulation) and on the 

processing of such data for law enforcement purposes (a Directive separate from the Cyber 

Directives), with potentially profound implications for U.S. companies and U.S. government 

agencies.  Although the two sides did not differ on fundamental principles relating to privacy, the 

private sector (including many European as well as American firms) objected to the strictures that 

they believed the Regulation would impose on commercial activities at all levels, from payroll 

processing to consumer profiling.   Separately, U.S. law enforcement agencies worried that the 

Directive would inhibit the very fruitful cooperation they had developed over the years with 

European counterparts against drug trafficking, money laundering, and other law enforcement 

initiatives.  U.S.-EU dialogue that was established to resolve these differences made some 

progress, but fell short of consensus on the sweeping bilateral agreement covering all aspects of 

data privacy that was desired (particularly by DG Justice). 

Further complicating matters, U.S. officials, reflecting American practice, drew a strict distinction 

between law enforcement and commercial data privacy and sought to preserve the advantages of 

the status quo.  Their European interlocutors, notably many European politicians, wanted the 

opposite and sought to “lump together” all data privacy related issues into one large pot.  For 

example, concerns over the market power of Google over European counterparts became conflated 



30 
 

with TFTP and counter-terrorism efforts while routine law enforcement exchanges became 

confused with commercial data privacy issues. 

Since the release of NSA information, data sharing initiatives between the US and EU are under 

great strain and scrutiny.  In October 2013, the European Parliament submitted a request to the 

Commission to temporarily revoke the TFTP agreement, with the Vice-Chair of the Civil Liberties 

Committee going as far as to declare that “the (TFTP) agreement is effectively dead…it is null and 

void.”  Other treaties, like the Safe Harbor agreement, have also come under fire, with Parliament 

requesting that the Commission suspend the pact.  In November 2013, the Commission announced 

that while it would not seek to revoke the agreement, it would reevaluate the current terms and 

propose revisions to expand the benefits enjoyed by European companies.   

The NSA scandal is not only impacting transatlantic information sharing programs, however; data 

privacy hawks have begun to scrutinize cybersecurity cooperation as well.  Previously, European 

advocates of data privacy, including some of the most ardent critics of U.S. policy, had 

differentiated between cyber security and other data privacy programs, recognizing that the former 

were largely defensive in nature.  Now some European legislators and data privacy advocates are 

questioning transatlantic cyber security initiatives.  European Data Privacy Supervisor Peter 

Hustinx noted in June 2013 that “there is no security without privacy…We acknowledge that cyber 

security issues have to be addressed at an international level through international standards and 

cooperation. Nevertheless, if the EU wants to cooperate with other countries, including the USA, 

on cyber security, it must necessarily be on the basis of mutual trust and respect for fundamental 

rights, a foundation which currently appears compromised." Although there is no evidence that 

transatlantic cooperation on cyber security has been obstructed, officials warned that the general 

mistrust generated by the NSA controversy could inhibit progress in the future. 

U.S.-EU Cyber Working Group  

Despite the promising start at the EU-U.S. Lisbon Summit in 2010 to form a U.S.-EU Working 

Group on Cybersecurity and Cybercrime, the working group did not hold its first formal meeting 

until 2012.  The delay was attributed in part to the lack of consensus on a national cyber strategy 

in Washington as well as questions about the overall direction of European policy.  ENISA’s Cyber 

Atlantic tabletop exercise in November 2011 was meant to set the stage for a major EU-U.S. joint 

cyber exercise in 2013, but that has yet to happen (though relevant U.S. and EU agencies did 

consult with one another via a digital video conference in June 2013).  DG Justice and DG Home 

Affairs and the U.S. Justice Department and Department of Homeland Security have focused on 

the fight against child sexual abuse as well as on shared information on legislative and other 

initiatives on cyber.  Unfortunately, the lack of transatlantic progress over the past three years in 

cyber security arena coupled with the very negative political impact of the recent NSA revelations 

have created an environment of uncertainty and distrust.  It is at this moment that a new dialogue 

and transatlantic impetus must be formed on norms and governance.      
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