
HEU DOWN-BLENDING AND  
INFORMATION BARRIERS 

Jessica Bufford  
Safeguards Summer Intern 2011 

A Thought Experiment for South Asia 

Presenter
Presentation Notes
 



Introduction 

 Introduction to Information Barriers 
 HEU Down-blending Scenario 
 Scenario Assumptions 
 Proposed Verification Regime 
 Assessment of the Verification Regime 
 Steps to Implementation 
 Conclusion 

Presenter
Presentation Notes
In this presentation I will: 

Provide a brief introduction to Ibs 

Present the scenario I developed

Look at the assumptions I made

Walk through the verification regime and assess it

Then look at what it would take to implement such an agreement

And conclude with lessons learned and final thoughts
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 Acts as a filter   
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Notional block diagram of 
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Information barriers act as a method to protect sensitive information collected during monitoring measurements.  Since fissile material can contain information that would give insight into a weapons program, guarding information gathered from treaty monitoring is very important.  

An information barrier connects to fissile material detectors, but do not actually collect information.  Rather, an IB matches the data coming from a detector to a negotiated template and provides a yes/no response.   

Point to picture 

The 1993 Trilateral Initative was one of the most serious investigations into information barriers, where the US, Russia, and the IAEA jointly designed an information barrier to monitor the dismantlement of nuclear weapons is American and Russian dismantlement facilities.  

More recently, the UK and Norway conduced a dismantlement verification exercise in 2007 that also explored information barriers and their uses.  

Using an information barrier is the only method to make a measurement on a sensitive nuclear material 




HEU Down-blending Scenario 

India and Pakistan have agree to down-blend a 
year’s production of HEU, enriched to 70% or 
higher, in a verified process under IAEA safeguards.  
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Project evolved out of an interest in disarmament verification.

Recent projects- weapons components
wanted to explore the technology using materials with fewer sensitivities while still addressing disarmament concerns.  
Fissile material reserves provided a perfect balance between these two factors.  

Imagined scenario is an agreement between India and Pakistan to down-blend 1 year’s production of HEU under verification with the assistance of the IAEA.  

India and Pakistan- will be key players as disarmament efforts progress 
reducing fissile material stocks in the region could significantly impact strategic stability in the region
Also introduces information barriers into the region and tests the technology in a non-western context, potentially providing new insight into how the technology can be designed and used. 

Enrichment value of 70% U-235 is the threshold for the experiment rather than the standard 85%: 
It is unclear how effective Indian or Pakistani enrichment capabilities are
Using 70% more fissile material become treaty-relevant
A tighter standard may result in false positives, where HEU that is wrongly identified as 85% enriched or higher.  
larger buffer decreases the likelihood of such readings and increases confidence in verification measurements.  

The purpose of writing this paper was to explore potential future applications of information barriers, to demonstrate their adaptability, and to facilitate conversations about future disarmament activities  




Scenario Assumptions 

India and Pakistan: 
 Are prepared to engage on nuclear 

issues 
 Have experience in technical 

cooperation 
 Agree to down-blend HEU 
 Have sensitivities regarding HEU 

enrichment 
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These assumptions are necessary, and predicated on the previous assumption but not sufficient individually. 

Political will: assumed ready to engage on nuclear issues.  
composite dialogues this year, nuclear cooperation one of their agenda items
ended with 2008 Mumbai bombings, talks continue despite similar event this summer, but the negotiating environment in S Asia remains volatile.
Assumed successful and a useful model for creating bilateral agreements

Previous experience in technical cooperation is really important for the success of the proposed treaty.  Verifying the down-blending of HEU is a technically challenging and difficult process.  Previous technical collaboration will facilitate this process by establishing common working methods, clarifying differences in approaches to scientific questions, and most importantly build trust between laboratories.  

I assumed that HEU down-blending had traction in the region.  
Pakistan use HEU, but building up Pu production capabilities and could switch over to Pu. Could be more willing to look at eliminating some of its HEU
India doesn’t have same problems with HEU, but politically isn’t motivated to engage- recent success in international politics reduces pressure on it to conform.  Infuture, may face pressure from community, particularly NAM, to improve its nonproliferation credentials. 
Eliminating fissile material stocks could provide an opportunity to appease its allies without significantly impacting its immediate nuclear capabilities.  

Finally, the enrichment levels are labeled sensitive because they could give insight into the enrichment capabilities of each state.  Paranoia is so strong in the region, however, that both states will want to shield as much information as possible from the other.  Even if there isn’t any sensitive information contained in HEU stocks the states would still want to use information barriers to hide that information from the other and from the IAEA.  
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The verification regime begins once a state party declares a quantity of HEU to be down-blended.  The state party then invites monitors to the storage facility where the HEU is located.  The monitors are presented with a sealed container in which the treaty-relevant HEU is stored.  

Using the measurement system, in this scenario an electronically cooled high- purity germanium detector equipped with an information barrier to assay the container, the monitors build confidence that HEU enriched to a level of U-235 of 70% or higher is in the container.  The container is measured for mass using a conventional scale.  The monitors then seal the container using tamper indicating devices and return it to the custody of the state party.  

The state party then transports the container to the down-blending facility, safeguarded by the IAEA and either jointly constructed and operated or owned by a 3rd party such as Russia.  



Proposed Verification Regime II 
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Upon arrival at the down-blending facility, the container is re-measured by the monitors to check for diversion.  

First, the TIDs are inspected.  

Then the monitors use to measurement system to build confidence that material has not be removed from the container.  Finally, the mass of the fissile material is measured using a Cf shuffler. The shuffler interrogates the container using a 252Cf neutron source and measures the delayed neutron emission rate.  The assay is then analyzed and can yield information about the quantity of different fissile material present in the container. 

Once the monitors are satisfied, the HEU is introduced into the down-blending feeds.  The down-blending process is monitored using the Blend Down Monitoring System, which uses a thermalized 252Cf neutron source to produce delayed gamma rays from fission fragments to trace fission products through the down-blending tee and gain confidence that the declared nuclear material is being down-blended.  This enables continuous, unattended monitoring of the down-blending process, reducing the number of monitoring visits necessary while maintaining continuity of knowledge. 

The resulting LEU is placed into continuous monitoring by the IAEA until either used by the providing State Party in a safeguarded reactor or sold under agreed guidelines such as the NSG or Zanggar Committee.  



Assessment of the Verification Regime 

 Expanded use of information barriers 
 Challenges:  

 Certification 
 Authentication 

 Likelihood of spoofing 
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This exercise applies information barriers to a new problem in a new context.  

Recent work on IBs has focused on dismantlement activity.  HEU stocks presents a smaller set of challenges since the enrichment level of the HEU is the most sensitive information being guarded.  Using IB in S Asia provides an opportunity to test the universality of the technology. Acceptable security measures and assumptions in western states may vary significantly from what the South Asian states will accept, and compromise may be possible in new areas, so it is difficult to anticipate how significant an impact this will have on the development process.  It will demonstrate if and how such technology could be used in broader international scenarios.

Certification and authentication remain significant challenges.

Certification
host state needs to certify that the IB isn’t equipped with secret switches that enable the release of sensitive information
is simplified, however, because the host has less information that could be leaked and fewer potential paths along which the leak might occur
measurements are being made in a joint facility.

Authentication
The monitoring party want to authenticate that the IB is working as designed and isn’t providing a false reading- no hidden switch that always gives the right answer. 

Ways to address
Joint design so all parties understand how the IB works 
Able to so in more transparent environment 
Known calibration source 

What is the likelihood of spoofing this information barrier?  I think there is low probability that a spoofing attempt would succeed.  The HPGe detector only measures the first few inches of the fissile material, so it would theoretically be possible to line a lead brick with HEU to spoof the detector.  This would be detected first by the Cf shuffler and second within the BDMS when material was fed into the down-blending process.  Of course it is impossible to completely to protect against spoofing, but this system should provide a high degree of confidence that HEU is being down-blended as declared.  



Steps to Implementation 

 Pre-negotiation 
 Technical cooperation 
 Change in security environment 
 International pressure 

 Negotiated framework 
 Construction of Information barrier 
 Construction of down-blending facility 
 Implementation 
 Post-implementation dialogue  
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Before negotiations start, India and Pakistan need to develop a history of technical cooperation- collaboratively verifying HEU down-blending is challenging, and experience working with the other party will be essential for its success. 

The security environment will need to change so that both states, in particular Pakistan, believe that they can reduce their fissile materials stocks without threatening their national security.  This will most likely occur if India and Pakistan decide that they have sufficient fissile material stocks to maintain a credible but minimal deterrence. 

Finally, the international community will [may] need to pressure India and Pakistan to engage in disarmament activities to spark serious discussions about HEU down-blending.

India, Pakistan and IAEA will need to negotiate a framework agreement including how much HEU to down-blend, timing, details about verification, and fiscal responsibility- really important.  

The information barrier and down-blending facility will need to be agreed upon and constructed.  These should happen simultaneously, however one could be started before the other depending on the progress of negotiations and funding.  

Once both have been completed, implementation can begin.  Though preparation for implementation will be lengthy, the actual implementation will be relatively short given the modest amount of material being down-blended.  

Finally, the parties should meet afterwards to discuss lessons learned and potential develop future agreements.  



Conclusion 

 Lessons learned  
 Steps for the future 
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This thought experiment explores how information barriers might be used in South Asia to verify HEU down-blending.  

Demonstrates that information barriers can be used for more than just dismantlement verification.  

Though looking at HEU presents a simplified set of challenges the process of developing an information barrier is never simple.  Certification and authentication will still be significant challenges.  

The greatest barriers to creating such an agreement are security concerns and political issues.  The region remains volatile, and both states, particularly Pakistan, will need to be convinced that reducing HEU stocks will not significantly impact their strategic stability.  

Politically, both states will need to recognize the other as a good collaborator, and may need diplomatic pressure to engage in a down-blending agreement.  

Steps can be taken now to bring this proposal into reality.  Track II activities between non-governmental scientific organizations could start building experience in nuclear cooperation.  Should those succeed, the projects could be presented to the Indian and Pakistani governments and start more official discussions.  Though it is years ahead, working on components an HEU down-blending agreement could prove the utility of such a model for disarmament verification in the future.  

Thank you.  
  



Blend Down Monitoring System 
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