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Measuring Nuclear Export Controls in Nuclear-
Powered Nations and Nuclear Aspirants 

 

Peter Crail1 

Nuclear export controls had once been the prerogative of a handful of states which 
were able to act as gatekeepers to nuclear technology. As a result of the diffusion of 
technology and a rapidly altered proliferation environment, however, they are now a 
necessary component of responsible nuclear stewardship. Security Council 
Resolution 1540 (2004) created the first international mandate for all states to 
adopt export controls over weapons of mass destruction technologies. Six years 
later, key gaps still exist in the export control systems of many countries with 
nuclear energy sectors, and even greater weaknesses exist in states seeking nuclear 
power. It will be important for the international community to take steps to 
strengthen the global system of export controls as it anticipates a surge in nuclear 
energy development.  

Introduction  

Over the past several years, controls over the export of nuclear goods and 
technologies have increased in legitimacy and international application. Once the 
sole reserve of a select group of nuclear suppliers, export controls are now firmly 
part of the international toolbox for countering proliferation.  

This development, however, has been outpaced by rapid technological 
diffusion over the past two-decades and innovation on the part of both state and 
non-state proliferators. Sophisticated nuclear supply networks have become the 
preferred acquisition tool for state proliferators and non-state actors may now be 
both the suppliers and the recipients of nuclear weapons-related goods and 
technology.  

In the event of a much anticipated “nuclear renaissance,” with over thirty 
countries which do not currently have nuclear power programs considering such an 
endeavor, these challenges will grow even further.2 The further spread of nuclear-
related goods, materials, and expertise opens additional avenues for proliferation.  

A key component of meeting this challenge will be building up the global 
system of nuclear export controls and ensuring that the benefits gleaned from the 
peaceful use of nuclear energy is matched by a responsibility to prevent its abuse. As 
then-International Atomic Energy Agency (IAEA) Director-General Mohamed 
ElBaradei said in a 2004 speech, “the nuclear export control system should be 
binding rather than voluntary, and should be made more widely applicable to 
include all countries with the capability of manufacturing sensitive nuclear related 

                                                           

1 Peter Crail is a Research Analyst with the Arms Control Association.  
2 World Nuclear Association, “Emerging Nuclear Energy Countries,” June 2010, 
http://www.world-nuclear.org/info/inf102.html.  
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items.”3 That same year, the UN Security Council adopted Resolution 1540, a wide-
ranging measure requiring all states to enact “appropriate effective” domestic 
controls over weapons of mass destruction, their means of delivery, and related 
materials. The resolution was the first international mandate for nuclear-related 
export controls.  

An examination of the implementation of the nuclear export control 
requirements of the resolution by nuclear-powered states and nuclear aspirants 
reveals that greater efforts are needed to bolster export controls, and key 
vulnerabilities in many established trade control systems still exist. In the face of 
expanding nuclear energy use, steps will need to be taken by the Security Council, 
nuclear suppliers, and industry, to protect against the greater risks of proliferation.  

The Proliferation Environment 

Early on, proliferators relied largely on state-to-state transfers of technology for 
their nuclear weapons programs. French assistance was critical to Israel’s Dimona 
project and North Korea’s nuclear establishment received extensive training in the 
Soviet Union under a nuclear cooperation agreement.4 Following India’s 1974 
“peaceful nuclear explosion” and subsequent efforts by nuclear suppliers to control 
the spread of such technology, procurement efforts were driven further 
underground.  

The most notable cases of illicit procurement activities include Pakistan, 
Iraq, Iran, and Libya, but several other countries (Argentina, Brazil, Egypt, Israel, 
North Korea, South Africa, and Syria) are believed to have benefited from such 
efforts as well.5 Terrorist organizations such as al-Qaeda intent on acquiring nuclear 
weapons have also sought out smuggling networks as part of their efforts. 

The necessity for an internationalized system of export controls stems from 
the fact that proliferation is a global enterprise. Not only has the diffusion of nuclear 
technology provided more potential sources of materials and expertise, but the rapid 
expansion of industrial capacity, particularly in the manufacture of dual-use 
material, has opened additional pathways for proliferation. One of the most oft-used 
examples of the global nature of proliferation has been the Libyan gas centrifuge 
program developed by the Abdul Qadeer Khan network, which made use of 

                                                           

3 Mohamed ElBaradei, “Nuclear Non-Proliferation: Global Security in a Rapidly Changing 
World,” Statement to the Carnegie International Nonproliferation Conference, June 21, 
2004.  
4 Avner Cohen, Israel and the Bomb, (New York: Columbia University Press), 57-78. See also 
Larry A. Niksch, North Korea’s Nuclear Weapons Development and Diplomacy, 
Congressional Research Service Report for Congress, January 5, 2010.  
5 International Institute for Strategic Studies, “Nuclear Black Markets: Other Countries and 
Networks,” in Nuclear Black Markets: Pakistan, A.Q. Khan and the Rise of Proliferation 
Networks, IISS Strategic Dossier, May 2007, 43-60. 
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components provided by firms in South Africa, South Korea, Singapore, 
Switzerland, and Turkey, among others.6  

In this fashion, illicit procurement networks have sought to take advantage 
of countries with the weakest or non-existent export control systems. The United 
Arab Emirates (UAE) has long been a key concern for its contribution to 
proliferation because the streamlined shipping procedures that are a mainstay of its 
position as a major global trading hub carries the consequence of severely lax trade 
controls.7 This lack of regulatory oversight not only attracted the Khan network, 
which established a key node in the country, but the UAE is also believed to continue 
to serve as a major re-transfer point for illicit materials flowing to Iran.8 

Illicit traffickers have not only taken advantage of the countries with the 
weakest export controls, they have also targeted the items which they can obtain the 
easiest. Although electromagnetic isotope separation technology was considered 
obsolete by the 1980s, Iraq pursued it as one path to uranium enrichment because 
relevant equipment did not fall under supplier controls.9 Similarly, Iran has 
continued to rely primarily on the problem-ridden, 1970’s-vintage P-1 centrifuge for 
its own uranium enrichment efforts because it was able to acquire it via the Khan 
network.10  

What many of these cases of proliferation also demonstrate is that such illicit 
procurement networks have blurred the distinction between state and non-state 
proliferators.11 While in most instances the end customer for such proliferation has 
been a state, the supply chain has included state entities, quasi-state firms and 
front-companies, private brokers, and unwitting or even complicit suppliers. Not 
only was such a process seen in the Khan network, but there are also suspicions that 
al-Qaeda established contact with the network to obtain nuclear assistance, 

                                                           

6 Sammy Salama and Lydia Hansell, “Companies Reported to Have Sold or Have Attempted 
to Sell Libya Gas Centrifuge Components,” Nuclear Threat Initiative Issue Brief, March 
2005, http://www.nti.org/e_research/e3_60a.html 
7 Elena McGovern, “Export Controls in the United Arab Emirates: A Practical Manifestation 
of a Strategic Dilemma,” WMD Insights, February 2009, 
http://www.stimson.org/pub.cfm?id=751 
8 Christopher M. Blanchard and Paul Kerr, The United Arab Emirates Nuclear Program and 
Proposed U.S. Nuclear Cooperation, Congressional Research Service Report for Congress, 
December 23, 2009.  
9 David Albright, “Iraq’s Programs to Make Highly Enriched uranium and Plutonium Prior to 
the Gulf War,” Institute for Science and International Security, October 2002, 
http://www.isis-online.org/publications/iraq/iraqs_fm_history.html.  
10 R. Scott Kemp and Alexander Glaser, “The Gas Centrifuge and the Nonproliferation of 
Nuclear Weapons,” in Shi Zeng (ed.), Proceedings of the Ninth International Workshop on 
Separation Phenomena in Liquids and Gases (SPLG), 18–21 September 2006, Beijing, China, 
Tshinghua University Press, 2007.  
11 For a discussion of the increasing interrelationship between state and non-state actors 
involved in proliferation see James A. Russell, “Peering Into the Abyss: Non-State Actors and 
the 2016 Proliferation Environment,” Nonproliferation Review, Vol. 13, No. 3, November 
2006. 
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potentially making non-state actors both part of the supply network and a 
recipient.12   

These instances also highlight the fact that controlling the export of illicit 
goods and technology does not stop at the first port of embarkation. Transshipment 
and re-export controls are also key to narrowing or closing off potential proliferation 
pathways. Furthermore, once an item reaches its destination, end-user verification 
is important in determining whether the importer was a legitimate business, or the 
front company for a weapons program.  

Many illicit procurement efforts exploited gaps in existing export control 
systems, including members of multilateral export control regimes. This suggests 
that having an export control system on the books is not enough. It must also be 
comprehensive enough in scope to cut off all potential proliferation channels and, 
more importantly, it must be adequately enforced.  

Resolution 1540 Implementation as an Export Control Measure 

The varied export controls requirements in Resolution 1540 address many of the 
different proliferation pathways outlined above. It also provides a mechanism to 
evaluate the extent to which states adopt measures to address these proliferation 
concerns. The resolution established a committee tasked with examining its 
implementation, and called upon states to submit an initial report to that body by 
October 2004, six months after the resolution’s adoption. Follow-up resolutions 
have called for additional reporting on state implementation.13  

As part of the monitoring process, the committee developed an assessment 
tool measuring a state’s implementation of the resolution.14 This so-called “matrix” 
is a spreadsheet that consists of 382 fields, with sections detailing the specific 
provisions related to the resolution’s requirements for national controls over 
biological, chemical, and nuclear weapons and related materials. The requirements 
are identical for all three WMD types, and each provision requires both a legal basis 
and an enforcement mechanism. Drawing upon national reports to the committee, 
as well as supplementary information from national laws and information from 
intergovernmental organizations, the committee determines if a state has laws, 
regulations, or enforcement authorities that are relevant to a given provision of the 
resolution. Such a determination does not mean, however, that a state has fully 
implemented a particular obligation in an “appropriate effective” manner, as such 
an assessment is currently beyond the capacity of the committee.   

                                                           

12 Paul Kerr and Mary Beth Nikitin, Pakistan’s Nuclear Weapons: Proliferation and Security 
Issues, Congressional Research Service Report for Congress, February 23, 2010. 
13 Resolutions 1673 (2006) and 1810 (2008) both stated that the council, “Encourages all 
States that have submitted [Resolution 1540 national implementation] reports to provide, at 
any time or upon the request of the 1540 Committee, additional information on their 
implementation of resolution 1540 (2004).” 
14 The matrix was developed by the committee’s panel of experts and formally adopted as an 
assessment tool in 2005. The committee’s description of the matrix can be found at 
http://www.un.org/sc/1540/1540matrix.shtml. 
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In regard to export controls, there are 26 distinct provisions which the 
committee has agreed are relevant to address the threat of illicit WMD-related 
exports. These provisions range from border controls, to an interagency review 
process for export licenses, to verifying the end-use and end- user of exports. The 
matrix also includes a provision to address export controls over goods and 
technology related to means of delivery.15 As each provision includes a legislative 
and enforcement component, a total of 52 of nuclear weapons-related export control 
steps are outlined in the matrix.   

Sample of Nuclear Energy-Relevant States 

Using the matrices that the committee has made publicly available, this study will 
examine the extent to which a subset of states that either maintain a nuclear energy 
sector, or are considering the establishment of a nuclear energy program, have taken 
steps to adopt nuclear-related export controls consistent with Resolution 1540.  

Though it is incumbent on all states to develop “appropriate effective” 
national export control systems, states that have or are pursuing the technological 
capacity to maintain a nuclear energy sector have a particular responsibility to 
ensure that such related goods and technology are not abused by proliferators.  

The committee has prepared an assessment matrix for every UN member 
state. At this time, however, only 115 states have agreed to make the committee’s 
2008 assessment matrices public. Of those states, 19 maintain nuclear energy 
programs16, 15 are considering nuclear power programs17, and 4 are NPT nuclear-
weapon states (France, Russia, the United Kingdom, and the United States), for a 
total of 38 states. Of that total, 31 countries are Nuclear Suppliers Group (NSG) 
members.18 Due to the reliance on publicly available 1540 Committee assessments, a 
more thorough geographical distribution of states was not possible to achieve. 
However, all continents are represented, and the inclusion of states seeking nuclear 
energy also allows greater variance in regard to levels of economic development.  

 

                                                           

15 Resolution 1540 defines means of delivery as “missiles, rockets, and other unmanned 
systems capable of delivering nuclear, chemical, or biological weapons, that are specifically 
designed for such use.” 
16 Armenia, Belgium, Brazil, Bulgaria, Canada, Czech Republic, Finland, Hungary, Italy, 
Kazakhstan, Netherlands, Romania, Slovakia, South Africa, South Korea, Spain, Sweden, 
Switzerland, and Ukraine.  See International Atomic Energy Agency, “Facilities Under 
Agency Safeguards or Containing Safeguarded Material on 31 December 2008, available 
from http://www.iaea.org/Publications/Reports/Anrep2008/table_a23.pdf.  
17 Albania, Australia, Belarus, Chile, Ecuador, Estonia, Georgia, Ireland, Latvia, Libya, 
Morocco, New Zealand, Poland, Portugal, and Thailand. World Nuclear Association, 
“Emerging Nuclear Energy Countries.” 
18 Australia, Belarus, Belgium, Brazil, Bulgaria, Canada, Czech Republic, Estonia, Finland, 
France, Hungary, Ireland, Italy, Kazakhstan, Latvia, Netherlands, New Zealand, Poland, 
Portugal, Republic of Korea, Romania, Russia, Slovakia, South Africa, Spain, Sweden, 
Switzerland, Ukraine, the United Kingdom, and the United States. 
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Comparison of Implementation  

The level of implementation appears to be significantly improved from earlier 
assessments in which export control compliance, even for many states in developed 
world, was fairly meager.19 (See Table 1) However, it is difficult to assess the extent 
to which the updated assessments in 2008 demonstrate progress made after the 
resolution was adopted because, in many cases, states clarified laws and 
enforcement mechanisms that predated the resolution but were not clearly 
addressed in earlier reports. Moreover, as the committee’s panel of experts 
recognize, the original purpose of the matrix was “to identify if a state had a relevant 
measure in place, not when a state had taken the measure.”20  Therefore the matrix 
is an unwieldy tool in its current form to monitor progress as states adopt additional 
measures to meet their obligations.  

In specific cases, some information can be gleaned regarding steps a state 
has taken to comply with the resolution’s export control obligations following its 
adoption. Nearly all of the export control provisions Albania and Kazakhstan have in 
place, for example, are based on export control laws the two countries adopted in 
2007.21 Also in 2007, the European Council adopted regulations on dual-use export 
controls, a measure which appears to have strengthened the national export control 
systems of several member countries examined in this report, including Estonia, 
Ireland, Latvia, Netherlands, Poland, Portugal, and Spain.22 

                                                           

19 For an earlier assessment of 1540 implementation see Peter Crail, “Implementing UN 
Security Council resolution 1540: A Risk-Based Approach,” The Nonproliferation Review, 
Vol. 13, No. 2, July 2006.  
20 Berhan Andemichael et. al. “Generate New Tools, Such as Sample Action Plans or 
Assistance Requests, and Develop Practical Means to Address the Most Commonly Found or 
Dangerous ‘Gaps’ in Implementation,” Background paper prepared by 1540 Committee 
experts according to the document on modalities for the consideration of a comprehensive 
review (S/2009/170). Italics in original. 
21 See Albania’s national report to the 1540 Committee, UN Document 
S/AC.44/2004/(02)/38, and 1540 Committee matrix for Albania, available from, 
http://www.un.org/sc/1540/approvedmatrices.shtml.   
22 Council Regulation (EC) No 1183/2007 of September 18, 2007, available from, http://eur-
lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2007:278:0001:0001:EN:PDF.  
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Table 1: 1540 Export Control 

Implementation by State 

0 5 10 15 20 25 30 

United States 

United Kingdom 

Ukraine 

Thailand 

Switzerland 

Sweden 

Spain 

South Africa 

Slovakia 

Russia 

Romania 

Republic of Korea 

Portugal 

Poland 

New Zealand 

Netherlands 

Morocco 

Libya 

Latvia 

Kazakhstan 

Italy 

Ireland 

Hungary 

Georgia 

France 

Finland 

Estonia 

Ecuador 

Czech Republic 

Chile 

Canada 

Bulgaria 

Brazil 

Belgium 

Belarus 

Australia 

Armenia 

Albania 

Number of 1540 Provisions Fulfilled 

Legal Framework 
Enforcement 



 

 

82

The performance of some countries in the developing world seeking nuclear energy, 
such as Chile, Ecuador, Libya, Morocco, and Thailand, compared with other 
countries which are developed nations and/or nuclear suppliers is expected. At the 
same time, given their interest in developing a nuclear energy sector, their need to 
further develop their export control systems, likely with assistance from donor 
countries, is also clear.  

 
The Enforcement Gap 

One of the most important observations is the discrepancy between the legal 
framework that states have put in place for their export control system and their 
enforcement mechanisms.  In almost every category, state legislative measures have 
outpaced the establishment of oversight and policing authorities and penalties for 
violations. The reports that the 1540 committee issued in 2006 and 2008 exhibited 
a similar trend across all of the resolutions requirements.23 

To some extent, this apparent enforcement gap is an extension of the nature 
of state reporting practices, in which, as the committee experts observe, “states 
mainly described their legislative measures.”24  

More importantly, this enforcement gap is still indicative of a perennial 
problem with ensuring the effectiveness of export control systems. Many countries 
have either been unable, or unwilling to pursue suspected violators and violations of 
their own export laws. Such weaknesses in enforcement mechanisms undermines 
global export control efforts, as proliferators will target states which may have 
greater access to technology as a result of their export control commitments, but 
which lack the ability to closely monitor technology transfers.  

In one such case, Israeli citizen Asher Karni was arrested in the United States 
in 2004 for illegally re-exporting hundreds of U.S.-made triggered spark gaps to 
Pakistan via South Africa. The spark gaps are dual-use items which could be used in 
medical treatments, but are also used to detonate nuclear weapons. Emails cited in 
court records during Karni’s case revealed that his customers targeted South Africa, 
an NSG member, as a prime location to re-route controlled goods because of the 
perceived weakness of its export controls and its access to dual-use technologies 
from other NSG participants.25 Despite the fact that Pretoria maintains extensive 
export controls laws, proliferators were aware that they could take advantage of lax 
enforcement as a weak link in the NSG chain.  

In addition to developing enforcement capacities to detect illicit transfers, 
adequate enforcement also requires sufficient penalties to deter proliferators or 
those who may act as accomplices in proliferation. A prime example of such 

                                                           

23 See S/2008/493, Report of the Committee Established Pursuant to Resolution 1540 
(2004), July 30, 2008. See also S/2006/257, Report of the Committee Established Pursuant 
to Resolution 1540 (2004), April 25, 2006. 
24 Berhan Andemichael et. al. 
25 Jacob Blackford, “Asher Karni Case Shows Weakness in Nuclear Export Controls,” 
Institute for Science and International Security, http://www.isis-
online.org/publications/southafrica/asherkarni.html. 
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complicity was the Mitutoyo Corporation of Japan, one of the world’s premier 
producers of high-precision measuring equipment. Between 1995 and 2002, 
Mitutoyo carried out an elaborate program to evade Japanese controls on dual-use 
exports by creating software which masked the sensitivity of its devices.26 Customers 
of Mitutoyo’s illegal exports included China, Iran, North Korea, and the Khan 
network, which used the measuring devices as part of its centrifuge production 
efforts. The lack of sufficient enforcement mechanisms in Japanese export control 
laws at the time, including a limited number of export license inspectors and paltry 
penalties for trade control violations provided both the opportunity and the 
incentive for private firms like Mitutoyo to take such risks.27  

The fact that this discrepancy is exhibited to a high degree by several NSG 
members also demonstrates the limits of the group’s export control coordination. 
State trade control legislation may have to be harmonized amongst NSG members, 
but it is far more difficult to harmonize enforcement capacity.  

Key Implementation Gaps and Risks 

A more revealing assessment of implementation by these countries can be provided 
by an examination of the specific export control provisions they have carried out. 
(See Table 2) Because most of the countries examined in this report are NSG 
members which have actively sought to coordinate controls on nuclear exports, a 
significant amount of implementation of 1540’s export control provisions is to be 
expected. However, an examination of the number of those states that have carried 
out steps related to each of the 26 export control measures can provide some 
indication of where gaps still exist in their export control systems, and thereby, the 
vulnerabilities that exist.  

Intangible Transfers/Deemed Export Controls 

Traditionally, export controls have focused on tangible goods: parts, materials, and 
substances that could have a military utility. Although concerns about the spread of 
sensitive nuclear expertise, technical designs, and other relevant technology have 
been present since the dawn of the atomic age, preventing such transfers has 
becoming increasingly challenging in the digital era. 

 

                                                           

26 Peter Crail, “Evading Export Controls: Mitutoyo as a Case Study in Determined 
Proliferation,” WMD Insights, October 2006.  
27 Masako Toki and Stephanie Lieggi, “Japan’s Struggle to Limit Illegal Dual-Use Exports,” 
Bulletin of the Atomic Scientists, September 5, 2008.  
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The matrix includes two relevant requirements for such technology transfers: 
intangible transfers and the licensing of deemed exports/visas, which can be 
considered a subset of controlling intangible exports pertaining to in-country 
transfers.28 Such controls are particularly challenging because the nature of 
information technology raises questions about what can be controlled, and the 
increasing globalization of business, research, and education raises issues about 
what should be controlled: monitoring every email is neither possible or desirable, 
and businesses and research and academic institutions foster innovation through 
the exchange of knowledge and expertise. It is not surprising, therefore, that there 
remains limited legal and enforcement mechanisms to address so-called intangible 
technology transfers. Only eight countries have legal provisions in place to address 
deemed exports or similar visa regulations, and six have corresponding enforcement 
mechanisms. The situation of intangible transfers fares better, with 27 countries 
having adopted a legal framework, but only 15 of those incorporate enforcement.  

Despite such difficulties, intangible transfers pose serious risks. The Khan 
network perhaps demonstrates the most egregious recent case as it exported not 
only nuclear weapons-related goods, but also technical training and design 
information to other countries. For instance, the Tinner family, key agents in the 
Khan network, were found in 2008 to be in possession of electronic files containing 
a fairly sophisticated Pakistani nuclear weapon design.29 Similar files were 
reportedly found on computers associated with the Khan network around the world 
and it remains unclear how far the files have spread.  

Proliferation Financing Controls 

One relatively new area for counter-proliferation efforts is the control over 
proliferation financing. Drawing from extensive experience in addressing money 
laundering, and the more recent practice of tackling terrorism financing, anti-
proliferation-financing mechanisms are seeing increasing use by the international 
community. Resolution 1540 specifically addresses proliferation financing in a 
number of areas, including with respect to export controls. However, of the 38 
countries examined in this report, 16 have legislative measures to address 
proliferation financing and only 12 of those maintain relevant enforcement 
procedures.  

Financing the procurement of critical goods and technology is an integral 
part of any proliferation effort, and even though such illicit acquisition efforts seek 
to hide such transactions, money generally exchanges hands through formal 
channels. According to a 2010 report by the panel of experts tasked with overseeing 
UN sanctions on North Korea, despite all of Pyongyang’s deceptive practices to mask 

                                                           

28 A deemed export is the in-country transfer of controlled technology, knowledge or 
expertise to a foreign national. Deemed export controls are primarily used by the United 
States. Controls in other controls that perform a similar function primarily rely on their visa 
processes, intelligence information, and intellectual property rules. See, The Deemed Export 
Rule in the Era of Globalization, The Deemed Export Advisory Committee, December 20, 
2007. 
29 Peter Crail, “Swiss Destroy Key A.Q. Khan Evidence,” Arms Control Today, July/August 
2008. 
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its financial transactions, “it must still, in most cases, rely on access to the 
international financial system to complete its financial transactions.”30 In doing so, 
the report notes, North Korea mixes illicit transactions with legitimate business in 
order to hide any suspicious activity.  

In addition to state-based proliferation financing threats, the Financial 
Action Task Force (FATF), a 34-member intergovernmental organization aimed at 
combating illicit international financial activities, has also raised concerns of a nexus 
between terrorism financing and proliferation financing as financial support for 
terrorist groups may also support terrorist efforts to acquire WMD.31  

Transport Services Controls  

Most of the 38 countries also have not demonstrated any nuclear export control 
regulations over transport service providers such as shipping firms and freight 
forwarders. Although such transport service providers are not intended to be the 
supplier nor the recipient of nuclear weapons-related goods and technology, they 
can be used, wittingly or not, as part of an illicit procurement supply chain. They 
also play a role in validating exports by signing off on shipping declarations and 
other documentation, giving them some responsibility for the conclusion of a 
transaction, even an illicit one.  

The Iranian shipping company, Islamic Republic of Iran Shipping Lines 
(IRISL), has come under international sanctions for its role in shipping illicit items 
to Iran, including goods and technology for use in Tehran’s nuclear and missile 
programs. Resolution 1929 requires that states freeze IRISL assets in their 
jurisdiction and prohibit their nationals and firms from doing business with the 
shipping line, including freight forwarders and other shipping agents. Among the 
practices IRISL has used to evade strategic trade controls includes falsifying 
shipping documentation and altering the name and flag of its ships to avoid 
tracking.32  

Extraterritorial Application of Controls 

The extraterritorial jurisdiction of export controls, a practice closely associated with 
U.S. policy, has traditionally been a controversial practice internationally. European 
countries in particular have levied objections to U.S. export control policy which 
“follows the part,” applying U.S. export control jurisdiction to goods containing a 
given percentage of U.S.-origin materials and technology.33 In recent years, however, 

                                                           

30 Report to the Security Council from the panel of Experts Established Pursuant to 
Resolution 1874 (2009). Available at http://www.fas.org/irp/eprint/scr1874.pdf. 
31 Financial Action Task Force, Proliferation Financing Report, June 18, 2008.  
32Jo Becker, “Web of Shell Companies Veils Trade by Iran Ships,” The New York Times, June 
7, 2010.   
33 Cedric Ryngaert, “Extraterritorial Export Controls (Secondary Boycott),” Chinese Journal 
of International Law, August 27, 2008.  
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forms of export control extraterritoriality applying to transactions occurring outside 
a country by that country’s nationals has increased in practice.34  

Such controls can make up for instances where controlled goods have left the 
country illicitly, and a country’s nationals or a firm under its jurisdiction, is acting as 
a brokering agent. Though extraterritorial laws may not allow a state to intercede in 
a transaction occurring elsewhere, especially if it does not receive the cooperation of 
the state where illicit transactions are ongoing, it can provide a basis for prosecution 
and penalty, thereby helping to deter such violations.  

In the Asher Karni case, the United States was able to make use of the 
extraterritorial reach of its controls over U.S.-origin goods, arresting Karni when he 
entered the United States for his illicit trafficking activities in South Africa. There 
are few countries in a position such as the United States, however, which can use its 
economic and political clout to exercise such extraterritorial jurisdiction to penalize 
foreign nationals.  

Recommendations 

In order to address the existing gaps in the export control systems of nuclear-
powered states, and nuclear power aspirants, the Security Council, nuclear 
suppliers, and the nuclear industry all have vital roles to play:  

1) Harmonize UN Security Council Counter-proliferation Standards and Objectives 

Because Resolution 1540 is focused on preventing WMD proliferation to non-state 
actors, the 1540 committee maintains close cooperation with the council’s two 
counter-terrorism bodies: the Counter-Terrorism Committee and the Al-Qaida and 
Taliban Sanctions Committee.35 This linkage is important, but insufficient. The 
council has engaged in other counter-proliferation efforts of direct relevance to 
Resolution 1540, in particular the sanctions resolutions on Iran and North Korea, 
and these efforts should be leveraged to provide clear guidelines for the export 
control requirements of Resolution 1540. 

Specifically, the sanctions resolutions on Iran and North Korea require states 
to adopt a series of proliferation controls in response to proliferation by the two 
countries, providing both greater specificity and clear targets for many of the export 
control requirements of Resolution 1540, including:36 

• Controlling the export of NSG and MTCR control list items to both countries 
(control lists, updating control lists, and inclusion of technologies); 

                                                           

34 Ibid. 
35 The UN Security Council adopted Resolution 1267 in 2001 to sanction al-Qaeda and 
Taliban members and affiliate organizations. The council adopted Resolution 1373 that same 
year to require that all states take domestic action to prevent terrorism financing, prohibit 
terrorist safe havens, and other counter-terrorism activities.   
36 For sanctions resolutions on North Korea, see Resolution 1718 (2006) and Resolution 1874 
(2009). For sanctions resolutions on Iran, see Resolution 1737 (2006), Resolution 1747 
(2007), Resolution 1803 (2008), and Resolution 1929 (2010).  
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• Prohibiting a series of Iranian and North Korean entities from accessing a 
state’s financial system and exercising vigilance more broadly over financial 
transactions with the two countries (control of providing funds); 

• Prohibiting the provision of technical training, advice, or other services 
related to Iranian and North Korean unconventional weapons programs and 
prohibiting the entrance of individuals associated with those programs 
(intangible technology transfers, deemed exports/visas); and 

• Preventing a state’s nationals from providing goods, services, and training 
relevant to nuclear weapons and missile programs to Iranian and North 
Korean nationals (extraterritoriality). 

Because the council has endorsed certain export control guidelines and 
practices with respect to the specific proliferation concerns of Iran and North Korea, 
those guidelines and practices should also serve as a rubric for how states address 
proliferation threats more broadly, including non-state actors. Many of the 
overlapping requirements between the sanctions and Resolution 1540, in fact, are 
also areas where the implementation of Resolution 1540’s export control provisions 
is deficient, making leveraging such overlapping responsibilities even more 
important. In particular, states in East and Southeast Asia and the Middle East—
where concerns regarding Iranian and North Korean proliferation are heightened 
and where renewed interest in nuclear energy is being driven—can gain valuable 
experience in putting in place an effective export control system through their 
efforts to carry out the proliferation controls in the Iran and North Korea sanctions 
resolutions.  

2) Making Nuclear Cooperation Agreements Contingent on Export Control 
Development  

As the growing reliance on nuclear energy poses additional proliferation risks, it will 
be increasingly important to stress the responsibilities that come with such an 
endeavor. NSG guidelines require a state to apply the same criteria for re-export of a 
nuclear-related item or technology to the same that was applied to the original 
export.37 This requirement, however, is of limited utility if the importer does not 
have the requisite laws or enforcement capacity to protect against such a re-export.  

Just as many nuclear suppliers consider the safety and security regulatory 
environments prior to moving forward with major nuclear assistance, expanding 
such considerations to include a state’s export control system could help to establish 
the principle that such controls are a core part of responsible a responsible nuclear 
power program. The U.S. Congress, for example, considered attaching such a 
stipulation to a U.S. nuclear cooperation agreement with the UAE in 2009.38 
Although ultimately unsuccessful, the legislation was intended to address long-

                                                           

37 Nuclear Suppliers Group Guidelines, Part 1, (INFCIRC/254, Part 1). 
38 Christopher M. Blanchard and Paul Kerr, The United Arab Emirates Nuclear Program 
and Proposed U.S. Nuclear Cooperation, Congressional Research Service Report for 
Congress, December 23, 2009. 



 

 

89

standing concerns that the UAE has served, and continue to serve, as a 
transshipment hub for trafficking controlled strategic goods, in particular to Iran.  

Making nuclear cooperation contingent on export control development 
would not necessarily entail withholding nuclear transfers until the state adopts the 
full suite of Resolution 1540 requirements, but rather, could include an action plan 
and proposed legislation to meet the resolutions obligations with the opportunity for 
follow-up in the course of commercial cooperation. Moreover, because many states 
seeking to establish a nuclear energy sector for the first time are likely to require 
some capacity building to put in place an appropriate regulatory environment, 
nuclear cooperation agreements can also include assistance for such efforts. Such a 
linkage could be beneficial in building donor relationships with countries needing 
assistance as part of broader, mutually beneficial cooperation in the nuclear arena.  

3) Harmonization of Industry Compliance 

Resolution 1540 recognizes the critical role that industry plays in nonproliferation 
efforts and calls on states to conduct outreach regarding the resolution’s aims and 
requirements. Despite this recognition, it does not provide any guidance for the 
nature of industry outreach. Such a dialogue will certainly remain a national 
prerogative, but given the increasingly transnational nature of industry and the 
more global implementation of export control policies, a more expansive 
multilateral dialogue with industry is also appropriate.  

Such outreach could model, to an extent, the aggressive campaign by the 
United States to press foreign firms about the risks of doing business with 
proliferators in Iran and North Korea.39 That campaign has met with some success, 
as major firms have reduced their business with the two countries over the past 
several years. Moreover, a multilateral format for such discussions can help to avoid 
the natural resistance many states have towards U.S. political pressure. 

There are a number of avenues to for multilateral engagement with industry, 
including through the 1540 Committee, the NSG, and regional organizations 
involved in export control development such as the Organization for Security and 
Cooperation in Europe (OSCE) and the Association of Southeast Asian States 
Regional Forum (ARF). Key objectives of such outreach would be providing 
information regarding global and regional export control practices, in particular 
extraterritorial laws, raising awareness of proliferation risks, and promoting the 
development of internal compliance programs.   

The role of internal compliance controls is also particularly important in 
mitigating some of the gaps seen in the implementation of export controls by the 38 
countries examined in this report. Efforts at “self-policing” can help to make up for a 
lack of state capacity to enforce national export controls, and company guidance on 
the appropriate transfer of knowledge and expertise can alleviate some of the 
difficulty in detecting and preventing intangible transfers. A key advocate of the 
notion of a “voluntary self-restraint program,” has been Ralf Wirtz of Oerlikon 

                                                           

39 Robin Wright, “Stuart Levey’s War,” The New York Times,” October 31, 2008.  
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Leybold Vacuum, a company whose exports once aided Iraq, Pakistan, and South 
Africa’s nuclear programs.40   

Conclusion 

Resolution 1540 provides an important foundation on which to build a global system 
of export controls to contain the illicit spread of nuclear goods and technology. In 
the six years since it has been adopted, there has been some progress in carrying out 
its requirements, but there is still much work to be done. Moreover, the resolution 
comes with an unfunded mandate and it is far from self-enforcing or self-
implementing. Efforts by the Security Council, nuclear suppliers, industry, regional 
bodies, non-governmental organizations, and more, will be important to make it an 
effective tool. High level attention to these issues, such as the recognition given to 
the importance of Resolution 1540 implementation during the 2010 Nuclear 
Security Summit, can also ensure that continued progress remains on national 
agendas—both for states carrying out the implementation nationally and states and 
organizations donating the assistance to do so. 

The expected expansion of nuclear energy makes the resolution’s 
requirements to protect and control nuclear material and technology all the more 
crucial. Former methods of technology controls through a small number of nuclear 
suppliers will no longer be adequate to the challenge. An increasing number of states 
will have strong stakes and vital roles to play, and a global system of nuclear 
technology management, including through the use of strategic trade controls, will 
be necessary to prevent even greater risk of proliferation.  

 

 

                                                           

40 For example, 2007 Carnegie International Nuclear Nonproliferation Conference, Panel: 
Finding Innovative Ways to Detect and Thwart Illicit Nuclear Trade, June 26, 2006, 
http://www.carnegieendowment.org/events/index.cfm?fa=eventDetail&id=1029.  


